15

29



15
15

10

29
31



3.

W W W W w w w w

N -

1
2
2
2.
2
2
2
2

2

:bwl\)l—‘

.5

.5.1
.5.2
.5.3

(Liabilities)

(Definition)
(General frame work)

(Elements of security legal liability)

(Subjective aspect)
manner of providing software
- (Duty of care-standard)
(general)
(Duties of administrators)

administrators in case of incidents
3.2.5.4
3.2.6

3.

3

(Security policies)
Miscel laneous
Responsible disclosure issue

3.4 SQL Slammer

e R R T T R T R
W W W NN N DN DNDNDNDDNDDND -
N

o O A W DN P

Duties of system

26






SQL Server 2000  MSDE 2000

2003 2
"National Strategy to Secure Cyberspace’* " Priority 11: A National Cyberspace Security
Threat and Vulnerability Reduction Program “  “3. Reduce and Remediate Software Vulnerabilities’

L« http://www.whitehouse.gov/pcipb/cyberspace_strategy.pdf



Professor Amelia H. Boss, Charles Klein Professor of Law, Temple University
Jon Stanley, Attorney at Law, Jon Stanley, P.A.

Joel B. Rothman, Vice President, Legal & Government Affairs, Cylant, Inc.
Stephen S. Wu, President and CEO, InfoSec Law Group, PC

Graham JH Smith

John D. Gregory, General Counsel, Policy Branch, Ministry of the Attorney General
(Ontario)

Valerie SEDALLIAN Avocat a la Cour de Paris

Prof. Dr. Thomas Hoeren, Institut fuer Informations-, Telekommunikations- und
Medienrecht, Zivilrechtliche Abteilung, Wesfalische Wilhelms-Universitat Munseter



2.1. (Liabilities)

2.2






31 (Definition)
3.1.1.
3.1.2.

13.1.3

3.1.1

3.1.2 3.1.3

3.1.2

1992 15
1994 51

1995 84
12 5 10



17 U.S.C. § 101

U.S. v. Seidlitz, 589 F.2d 152 (4 th Cirl978)

DIN/1SO 9000 3
1S09001 1992

® No. 3.109

1987
goods

security hole

(Fehler)

11 10 27

geistige produkt

10



DING6627

3.21

(General frame work)

11



(b)

(©

12

59

306




3.2.2 (Elements of security legal
liability)

(damage)

confidentiality
(integrity)
(availability)
13 12 25

7 2 7

1381 81

Accountably Act (HIPAA)
the “Gramm-Leach-Bliley Act ”

1798.85

8 POS

Health Insurance Portability and
Financial Modernization Act of 1999, also known as

1386
2003

identity theft

86
— 2003 1 —

http://itpro.nikkeibp.co.jp/free/NBY/NEWS/20030221/1/

13



CAD/CAM

»
_—_ 1]

Encyclopedia of Information Technology Law Sweet & Maxwell

10

14

10



3.2.3

(Subjective aspect)

ISP

OEM

15




(a)
()
(i)

(b)

2001 7 18

11

Managed Security Providers MSP

1998

16



1999

EU 2.

1386

3.24 manner of providing software

- Deliverable
- Labor hour

17



3.25 - (Duty of care-standard)
3251 (general)

KISA KISA

KISA

BSI
(BDSG)9

Health Insurance Portability and Accountability Act (HIPAA)

42 U.S.C. § 1320d-2(d)(2)
Department of Health and Human Services (DHHS)
DHHS
HIPAA

18




The Financial Modernization Act of 1999, “ Gramm-Leach-Bliley
Act” GLBA GLBA

Sarbanes-Oxley Act37

BS7799

3.25.2. (Duties of administrators)

3.25.3 Duties of system
administratorsin case of incidents

19



MSP

N

3.254.

(Security policies)

20




HIPAA GLBA

BSI IT
http://ww.bsi.de/zertifiz/itkrit/itkrit.htm IT
http://www.bsi.de/gshb/deutsch/menue.htm http://www._bsi.de/fachtem/sinet/index.htm
?1TSEC

NACHA  National Automated Clearing House Association

3.2.6 Miscdllaneous
1
2
3
Trusted OS
ISSO
ISSO

21




1998

SQL-Slummer
ISP

Trusted OS

3.3

Responsible disclosure issue

22



2.2.

Russ Cooper
NT BugTrack
u Microsoft Scott Culp
10 It s time to end Information Anarchy ¥

Microsoft
Trusted Computing

Conference
13 14

CERT/CC
IETF

CERT/CC

30
secalert@companyname.com

3 18 IETF
2002 10 Microsoft

Organization for Internet Safety 16

11 http://www.ntbugtraqg.com/default.asp?sid=1&pid=47&aid=66

12 http://www.microsoft.com/technet/treeview/default.asp?url=/technet/columns/security/essays/
noarch.asp

13 http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/news/
standard.asp

14 http://www.zdnet.co.jp/news/0111/07/e_relief.html

15 http://lwww.kb.cert.org/vuls/html/disclosure

16 http://www.oisafety.org/

23



2003 2 " National Strategy to Secure Cyberspace”
“ Priority Il: A National Cyberspace Security Threat and Vulnerability Reduction Program”
http://www.whitehouse.gov/pcipb/cyberspace_strategy.pdf “ 3. Reduce and Remediate

Software Vulnerabilities”

2003

PADC

FedCirc
Patch Authentication and Dissemination Center

34

3.4 SQL Slammer

BSI
17

ISP IDC

ISP IDC

17 http://lwww.bsi-fuer-buerger.de

SQL-Slummer

IDC

IDC
ISP

24



SIW

25



2.2 2.1

321

3.2.2.

3.2.3
MSP

3.2.5

1386 1798.85
3.2.2

2003 2 " National Strategy

to Secure Cyberspace”

FedCirc
Authentication and Dissemination Center

4.2.1.

26

Patch



4.2.2.

4.2.3.

4.2.4.

4.2.5.

Shrink wrap

BSI

27

BSI

BSI

307



4.2.6.

SQL

4.3.1.

4.3.2

28




1386 2003

identity theft
3.2.2

1798.85

29




30



“ Black hat Security Conference” Marcus Ranum
" Script Kiddies Suck® ' Ranum

1 http://'www.blackhat.com/presentations/bh-usa-00/MJR/MJR-blackhat-2000-keynote.ppt
2



Weld Pond  ZDNet/USA 3
Ranum

Ranum

3.
Russ Cooper
NT BugTrack
4
Microsoft Scott Culp 10
3 http://www.zdnet.co.jp/news/0008/22/pond.html

4 http://lwww.ntbugtraq.com/default.asp?sid=1&pid=47&aid=66



It s time toend Information Anarchy °

Microsoft
Trusted
Computing Conference

6 7

CERT/CC

IETF
IETF

5 http://www.microsoft.com/technet/treeview/default.asp?url=/technet/columns/security/essays/
noarch.asp

6 http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/news/
standard.asp

7 http://www.zdnet.co.jp/news/0111/07/e_relief.html

8 http://www.kb.cert.org/vuls/html/disclosure



CERT/CC

7
10
7
30
secalert@companyname.com
30
1
2 0S
3
3 18 IETF
2002 10 Microsoft
Organization for Internet Safety
10
11
AutoProf.Com ScriptLogic Windows

ScriptLogic 2002 AutoProf

9 http://www.ietf.org/internet-drafts/draft-christey-wysopal-vuln-disclosure-01.txt
10 http://www.oisafety.org/
11 http://www.gcn.com/21_34/security/20634-1.html



Marcus Ranum

Ranum






