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ZE-{1EB BFIAAZRVCRLOTOZ7IV

RFC3647
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B3R 58 1t — - - 2.1 Obligations =75
authorityKeyldentifier CRLOZRfTEFEHAF CRLICEBUZBIAROHEZICHWSHEAF o -
2.2 Liability 5E
CRLNumber CRLOEITES CRLZ#IT2ES
i - - 2.3 Financial responsibility MBENEER
issuingDistribution CRLOEE = CRL(EBFIIAAZERIXN) #PHEZTALIRIADINIF ) L
2.4 Interpretation and Enforcement R EBIT
ZDCRLOHLEFEK D IEE L Tld. issuerAltname&deltaCRLIndicator#* %3, 25 Fees P
2.6 Publication and Repository REEVRIN
2.7 Compliance audit PR
2.8 Confidentiality HERRIF
2.9 Intellectual Property Rights HIH B EEHE
3. IDENTIFICATION AND AUTHENTICATION Al & FRE
3.1 Initial Registration ERE SR
3.2 Routine Rekey EFIRAENEH
3.3 Rekey after Revocation BFIARAERDBOBERT
3.4 Revocation Request TEFIAE D KRZIEEK
4. OPERATIONAL REQUIREMENTS ERZEH
4.1 Certificate Application EBFIAEDRE
4.2 Certificate Issuance BFAFAE DT
4.3 Certificate Acceptance EFIAEDZEER
4.4 Certificate Suspension and Revocation BFAAEN—BEIEERSTD
4.5 Security Audit Procedures X LUTrEEF R
4.6 Records Archival i8R (7—Hh17)
4.7 Key changeover SEEH
4.8 Compromise and Disaster Recovery BHRIEEXFD IS
4.9 CA Termination IR T
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5. PHYSICAL, PROCEDURAL,
AND PERSONNEL SECURITY CONTROLS

BAERX (RER)
MIBH . FHRENRVBERICET X 1UT(EE

5.1 Physical Controls MBI EX 1T EHE

5.2 Procedural Controls FRENERE

5.3 Personnel Controls EREH

6. TECHNICAL SECURITY CONTROLS BifiEtxaU 7 &R

6.1 Key Pair Generation and Installation AT DEREA A=V

6.2 Private Key Protection MERORESTE

6.3 Other Aspects of Key Pair Management BARTEBIZHIZZOMDEE R
6.4 Activation Data EMEET -5

6.5 Computer Security Controls JE1—42tXa7 (&R

6.6 Life Cycle Technical Controls FATHATIVER

6.7 Network Security Controls
6.8 Cryptographic Module Engineering Controls

FyRT—TtF 1) T B
BEEV 1L ORMIERE

7. CERTIFICATE AND CRL PROFILES

EFAAELCRLOTOT 7ML

7.1 Certificate Profile BEFERAETO 77 1)L
7.2 CRL Profile CRL @771

8. SPECIFICATION ADMINISTRATION TiEE

8.1 Specification change procedures TR F R

8.2 Publication and notification policies ARROEHMA

8.3 CPS approval procedures CPS&RBFhx

RFC2527DE R THBRFC3647NDCP/CPSEDHEREIZ . LITDLIIIE-T WD,

BAGERR (RiR)

1. INTRODUCTION BEER

1.1 Overview BE

1.2 Document name and identification REF1ixMER (BFRE)
1.3  PKI participants PKIZI 2 =7 DEGRE
1.3.1 Certification authorities Eihlo

1.3.2 Registration authorities E8B

1.3.3 Subscribers MAHE

1.3.4 Relying parties ZatRitE

1.3.5 Other participants ZOMOERE

1.4 Certificate usage SFAAEDAE

1.4.1 Appropriate certificate uses BFAFAE RGO HE
1.4.2 Prohibited certificate uses HtSh3EFALAE DA%
1.5  Policy administration FBRER Y

1.5.1 Organization administering the document RBELARVS EEE

1.5.2 Contact person EAgE Y E

1.5.3 Person determining CPS suitability for the policy CPSEHEE

1.5.4 CPS approval procedures CPS#kERRF it

1.6 Definitions and acronyms HENTES

| C CPSOERE
BA:ERX (IR&R)
2. PUBLICATION AND REPOSITORY RESPONSIBILITIES REEVRIN
2.1 Repositories JRIR
2.2 Publication of certification information ARIER
2.3  Time or frequency of publication RO & (RFREPE#H21I>T)
2.4  Access controls on repositories YIRIN) DS R A E
3. IDENTIFICATION AND AUTHENTICATION EZilllar s
3.1 Naming Al
3.1.1 Types of names BRIl
3.1.2 Need for names to be meaningful A2 D BRI
3.1.3 Anonymity or pseudonymity of subscribers E X 1RE D F A
3.1.4 Rules for interpreting various name forms Al DR R R
3.1.5 Uniqueness of names EAlBDO—BME
3.1.6 Recognition, authentication, and role of trademarks FEIEZE(IZ DT
3.2 Initial identity validation FRMEGFOFHERAER
3.2.1 Method to prove possession of private key MWEBOFREER A&
3.2.2 Authentication of organization identity FMAEOMBEMEBOEEH &
3.2.3 Authentication of individual identity FMAZEARANDHERFE
3.2.4 Non-verified subscriber information R TEHEWFIREER
3.2.5 Validation of authority FAEDOERPIEF(ZBI T SRR
3.2.6 Criteria for interoperation HEERICRETEMH
3.3 Identification and authentication for re-key requests 58 7 AF OO A FH & A AFEER
3.3.1 Identification and authentication for routine re-key BMERR T ICHEIBREHEFOFBERANDER
3.3.2 Identification and authentication for re-key after revocation | k3D DR FE KT T 24 AFEEREFREL
3.4 Identification and authentication for revocation request | kxhEEKBEFDFIFHE AR N DFEER
4. CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS EFIREDTI 7V 1VIVEREHS
41 Certificate Application BFIRAERE
4.1.1 Who can submit a certificate application FIARIAE
4.1.2 Enrollment process and responsibilities FIHEBAEDEREIEEE
4.2 Certificate application processing EFAAERFEEE (BHER)
4.2.1 Performing identification and authentication functions | FIF& A& A DFEBER
4.2.2 Approval or rejection of certificate applications BFIFAERBEDHES
4.2.3 Time to process certificate applications SFARAERBELICHH»DIEE
4.3 Certificate issuance EFAIFAERTER
4.3.1 CA actions during certificate issuance EFAIFRERITERIOFRIPHEREIE
4.3.2 Notification to subscriber by the CA of issuance of certificate EFIAERTICEAIIFIEEADRA
4.4 Certificate acceptance TBFEEEAE D2 HER
4.4.1 Conduct constituting certificate acceptance BFIAE DS EER A E
4.4.2 Publication of the certificate by the CA EITRICLZERABDEFRAE D/AR
4.4.3 Notification of certificate issuance by the CA to other entities EITRPLEGBLEENDEFIARAERTEM
4.5 Key pair and certificate usage FAEBLIVUELRIAEICHIZENTESFIARENORHE
4.5.1 Subscriber private key and certificate usage FAECHIZHNZEREEFIAMREORE
4.5.2 Relying party public key and certificate usage ZZRAEICHIIAEBEEFIAED AR
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4.6
4.6.1
4.6.2
4.6.3
4.6.4
4.6.5
4.6.6
4.6.7
4.7
4.71
4.7.2
4.7.3
4.7.4
4.7.5
4.7.6
4.7.7
4.8
4.8.1
4.8.2
4.8.3
4.8.4
4.8.5
4.8.6
4.8.7
4.9
4.9.1
4.9.2
493
4.9.4
4.9.5
4.9.6
4.9.7
4.9.8
4.9.9
4.9.10
4.9.11
4.9.12
4.9.13
4.9.14
4.9.15
4.9.16
4.10

E 374 =P
Certificate renewal
Circumstance for certificate renewal
Who may request renewal
Processing certificate renewal requests
Notification of new certificate issuance to subscriber
Conduct constituting acceptance of a renewal certificate
Publication of the renewal certificate by the CA
Notification of certificate issuance by the CA to other entities
Certificate re-key
Circumstance for certificate re-key
Who may request certification of a new public key
Processing certificate re-keying requests
Notification of new certificate issuance to subscriber
Conduct constituting acceptance of a re-keyed certificate
Publication of the re-keyed certificate by the CA
Notification of certificate issuance by the CA to other entities
Certificate modification
Circumstance for certificate modification
Who may request certificate modification
Processing certificate modification requests
Notification of new certificate issuance to subscriber
Conduct constituting acceptance of modified certificate
Publication of the modified certificate by the CA
Notification of certificate issuance by the CA to other entities
Certificate revocation and suspension
Circumstances for revocation
Who can request revocation
Procedure for revocation request
Revocation request grace period
Time within which CA must process the revocation request
Revocation checking requirement for relying parties
CRL issuance frequency (if applicable)
Maximum latency for CRLs (if applicable)
On-line revocation/status checking availability
On-line revocation checking requirements
Other forms of revocation advertisements available
Special requirements re key compromise
Circumstances for suspension
Who can request suspension
Procedure for suspension request
Limits on suspension period

Certificate status services

4.10.1 Operational characteristics

BAGERXR ({RER)
EBOBEHEFDOLEWETFIASZSOER
EFIARAEEHOEH
BFIRAEEHHIAE
BFIAAEEHFS
BFARAEEHICEATIFEEANDBH
BEHSN-EFIREDZHEER L E
RITRBICLZEHMEINRAREFIAAZTDO AR
RITRPOBEBREENDEFI AT EIFEM
BOBEHEHOIEFAREOBRT
SFIAAEBRTOEN
BFIAAEERTHRAL
BFIAAEERTER
EFAAEBRTICRATIFAAEADEM
BRETINAEFIAREOZHEER A E
RIOBICLZBRITSFARENAH
RITRPOBEEREENDEFIASERTEM
EFIAERHIBERNDERICLIAHAEEE
ETRAEERNEH
EFFAZEEREHAE
BFIAELEXRTE
BFFAELEICEATIHEEANDBH
EREIN-EFIAEDZHER L E
BITRICEZERINAEFIAED AR
ETRPOERBLEENDETFIHEEEBRTEM
BFIAAEDRINE—IFZLE
BFIAAERDOEH
EFAELRMFERE
RIPFEKRFH
K HEERK DR T HARS
KINMIBICET BREME
ELRITEICLDEMNIERIED
T FRAE LR X (CRL) IT458E (CRLETE)
EFARAE K3 RN (CRL) FITDHRAEIERFH (CRLFEETTAR)
T AIAE R R Y —EXDRHEICDONT
T AR ER MR Y —EXFIHOE S
ZOMOEFIEAER N ERR S &
HEOEIRRFDIFF E4
BEFHAE—RELOESF
ETAIFAE — IS IEEERKE
BFAAEO IS EERFR
— RS 1L ATREHARE
T FAIEAE R MR —EX
FLIA L AAER MR Y —EXDERAE

| C CPSOERE
EXHR BAEER (RR)
4.10.2 Service availability FooA AR MR —EXDF A
4.10.3 Optional features EBMY—EXDRMFICONT
411  End of subscription HMAELSDOF R TERFEICDONT
412 Key escrow and recovery F-IX70O0— (PHET) CHET
4.12.1 Key escrow and recovery policy and practices F—IXR/O-ERRTICEATIHETEXBFIE
4.12.2 Session key encapsulation and recovery policy and practices | £v>a> 8D AT EIVLEREBETICEAT I HEtEERFIE
5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS | - BS- EHENEE
5.1 Physical controls IR E IR
5.1.1 Site location and construction HEBCEERE
5.1.2 Physical access IR T X
5.1.3 Power and air conditioning TEIRCEHR
5.1.4 Water exposures KERH L3R
5.1.5 Fire prevention and protection Rf K% 3R
5.1.6 Media storage BAZEOKEN R
5.1.7 Waste disposal BEZEALIE
5.1.8 Off-site backup FIHANNTT T
5.2 Procedural controls FhranEe
5.2.1 Trusted roles EEEDEE
5.2.2 Number of persons required per task ZEEBDODVEANE
5.2.3 Identification and authentication for each role BEBDAR AR ERRAL
5.2.4 Roles requiring separation of duties EBDERDE
5.3  Personnel controls E5EE
5.3.1 Qualifications, experience, and clearance requirements ZEE8DER-RE-BH3IHA
5.3.2 Background check procedures REDER A&
5.3.3 Training requirements HE R
5.3.4 Retraining frequency and requirements BHEIROEmBEECEY
5.3.5 Job rotation frequency and sequence EEO-—T7—Ya DEEERE
5.3.6 Sanctions for unauthorized actions ZEEDERIRTE
5.3.7 Independent contractor requirements ERZHNOEH
5.3.8 Documentation supplied to personnel EENEHRER
5.4  Audit logging procedures EEOY
5.4.1 Types of events recorded FCERTBA NN
5.4.2 Frequency of processing log EEEOJDOWEREE
5.4.3 Retention period for audit log EEOJRFHM
5.4.4 Protection of audit log EENTDREHRZE
5.4.5 Audit log backup procedures BEEOTDINYIT v TF R
5.4.6 Audit collection system (internal vs. external) BEEOJVIRTLDEBEZA (REBEHHER)
5.4.7 Notification to event-causing subject ANAEREBEADBEF
5.4.8 Vulnerability assessments B 5514 54
5.5  Records archival REERE (FH)
5.5.1 Types of records archived RIEETIREESE (153R)
5.5.2 Retention period for archive IREELE (158 ORIFEFE
5.5.3 Protection of archive EEERE (BR) OREFHE
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5.5.4 Archive backup procedures

5.5.5 Requirements for time-stamping of records

5.5.6 Archive collection system (internal or external)
5.5.7 Procedures to obtain and verify archive information
5.6  Key changeover

5.7  Compromise and disaster recovery

5.7.1 Incident and compromise handling procedures
5.7.2 Computing resources, software, and/or data are corrupted
5.7.3 Entity private key compromise procedures

5.7.4 Business continuity capabilities after a disaster

EEXR (RER)
IREELE (IBR) 0N Ty
IREELE (I58]) (ST B21 LR T

REELE (BR) X7 LDRBEIZAT (REBLIZHHER)

tREEE (15 OBBAE
BB DEEH
EFRIEX K ERF DS
fETa1EiF D3 IS F IR

ALE1—2)Y=Z I INIIT T—R2EDERBEEROMEFIE

FAEDIEROEIRILIE DX IS F IR
KERFDRFEEFDOMITICDONT

5.8  CA or RA termination FRELEFFDEEIEICDWT

6. TECHNICAL SECURITY CONTROLS Bt x )7

6.1 Key pair generation and installation AT DERROA A=)V
6.1.1 Key pair generation FIHEDOERTDERSE

6.1.2 Private key delivery to subscriber

6.1.3 Public key delivery to certificate issuer

6.1.4 CA public key delivery to relying parties

6.1.5 Key sizes

6.1.6 Public key parameters generation and quality checking
6.1.7 Key usage purposes (as per X.509 v3 key usage field)
6.2 Private Key Protection and Cryptographic Module Engineering Controls
6.2.1 Cryptographic module standards and controls
6.2.2 Private key (n out of m) multi-person control

6.2.3 Private key escrow

6.2.4 Private key backup

6.2.5 Private key archival

6.2.6 Private key transfer into or from a cryptographic module
6.2.7 Private key storage on cryptographic module
6.2.8 Method of activating private key

6.2.9 Method of deactivating private key

6.2.10 Method of destroying private key

6.2.11 Cryptographic Module Rating

6.3 Other aspects of key pair management

6.3.1 Public key archival

6.3.2 Certificate operational periods and key pair usage periods
6.4 Activation data

6.4.1 Activation data generation and installation

6.4.2 Activation data protection

6.4.3 Other aspects of activation data

6.5 Computer security controls

6.5.1 Specific computer security technical requirements
6.5.2 Computer security rating

6.6 Life cycle technical controls

HMAZEOMERNORELEMTIE
FAEDRRBODBIERNDEMFIE
BELRDARBORILENDEM A E
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C CPSOERE
6.6.1 System development controls AT LRIEEE
6.6.2 Security management controls XU EREE
6.6.3 Life cycle security controls FATHAIIVDEFx1) T+ EE
6.7 Network security controls FyRT =X 1) T EE
6.8 Time-stamping 2L LART
7. CERTIFICATE, CRL, AND OCSP PROFILES EFFIAAE.CRLEOCSPO 7 O7 71 )L
7.1  Certificate profile BFIAEOTOT 71V
7.1.1 Version number(s) EFIARAENN-I3ES
7.1.2 Certificate extensions EFALFAE DR
7.1.3 Algorithm object identifiers TIWIYX LA T T I NERIF
7.1.4 Name forms #AlBDORX
7.1.5 Name constraints Al B DK
7.1.6 Certificate policy object identifier CP#* Tz UMERIF
7.1.7 Usage of Policy Constraints extension FREERY S HlHI LR D E
7.1.8 Policy qualifiers syntax and semantics REL R MEEF DB RV ERR
7.1.9 Processing semantics for the critical Certificate Policies extension | 7717 1 1L % FBEE R S L5k
7.2 CRL profile CRLZAZ 71V
7.2.1 Version number(s) N—=23 %S
7.2.2 CRL and CRL entry extensions CRL&ECRL entry#iig
7.3 OCSP profile ocsSP7aA7zr4Iv
7.3.1 Version number(s) N=3 %S
7.3.2 OCSP extensions OCSPH#i5&
8. COMPLIANCE AUDIT AND OTHER ASSESSMENTS HEPUEEET EZ DMEE TR A
8.1  Frequency or circumstances of assessment EBXNEECEREN
8.2  Identity/qualifications of assessor EEADER
8.3 Assessor's relationship to assessed entity BEE N CRRAEHERS
8.4 Topics covered by assessment ERER
8.5 Actions taken as a result of deficiency EERROMIC
8.6 Communication of results EEREROAR
9. OTHER BUSINESS AND LEGAL MATTERS BOET X R RV ENEH
9.1 Fees e
9.1.1 Certificate issuance or renewal fees BEFHAAEOETRUEFAS
9.1.2 Certificate access fees EFAEOT IR &
9.1.3 Revocation or status information access fees BEFRAEDORIIERSREE 2
9.1.4 Fees for other services ZOMEBIEL Y —EXICEAET S8 £
9.1.5 Refund policy IWRLUAE
9.2  Financial responsibility M EE
9.2.1 Insurance coverage 1R B EE
9.2.2 Other assets ZDMBDEEICDNT
9.2.3 Insurance or warranty coverage for end-entities FAEZEANDORE
9.3 Confidentiality of business information ESR X LEDOMBEIFEBRDEIRICDONT
9.3.1 Scope of confidential information MEBROWNREIR
9.3.2 Information not within the scope of confidential information MEIBERDOITRILEIR
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9.3.3
9.4
9.4.1
94.2
943
9.4.4
9.4.5
9.4.6
9.4.7
9.5
9.6
9.6.1
9.6.2
9.6.3
9.6.4
9.6.5
9.7
9.8
9.9
9.10
9.10.1
9.10.2
9.10.3
9.11
9.12
9.12.1
9.12.2
9.12.3
9.13
9.14
9215
9.16
9.16.1
9.16.2
9.16.3
9.16.4
9.16.5
9.17

Responsibility to protect confidential information
Privacy of personal information

Privacy plan

Information treated as private

Information not deemed private

Responsibility to protect private information
Notice and consent to use private information
Disclosure pursuant to judicial or administrative process
Other information disclosure circumstances
Intellectual property rights

Representations and warranties

CA representations and warranties

RA representations and warranties

Subscriber representations and warranties
Relying party representations and warranties
Representations and warranties of other participants
Disclaimers of warranties

Limitations of liability

Indemnities

Term and termination

Term

Termination

Effect of termination and survival

Individual notices and communications with participants
Amendments

Procedure for amendment

Notification mechanism and period
Circumstances under which OID must be changed
Dispute resolution provisions

Governing law

Compliance with applicable law

Miscellaneous provisions

Entire agreement

Assignment

Severability

Enforcement (attorneys' fees and waiver of rights)
Force Majeure

Other provisions
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