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4,926,500 45,516,000 1,762,022 3,304,000
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28,136 504,000 5,642 18,314
2002
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23,557 324,000 2,821 14,904
GDP
GDP ( 100
2002 472,272,000 1,243,896,000 56,448,000 236,940,000
2003 () 476,049,600 1,271,262,000 58,762,800 238,124,400
(*) 2003 IMF
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2002
0.01045902 0.02995427 0.02997449 0.01623998
0.00003015 0.00002621 0.00003070 0.00002457
0.00004988 0.00026047 0.00004998 0.00006290
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IT Security : Government support to private sector in Western Europe 200346 H %17
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GDP
OECD http://www.oecdtokyo.org/theme/macroeconomics/2003/20030424e073.html
IMF http://www.mof.go.jp/jouhou/kokkin/weo1504.htm
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PCCIP (presidential Commission on Critical Infrastructure Protection

PCCIP DAL BT

o HEAL TR DB EMETIMED A —7 LIEE DA
o EEALTIHRHICRITBEMBER O, KUY —IC b3 BBk

o EEALTTHWBHKEER O A/ —B08h bR+ 57230 DGR 72 E S B L8 AR D%

PCCIP DIEBEI N LR

1. BEEALV 7 IERRREBEEA L 7 IR RO TN ENE R BITA A 2—FR/EEZITV., BRZIINE

2. EWIEE, $R1T - &, =XV X—, WBEEERL - VA Al K, EFENEAY—ERA(KE - B2 —E X
B —ER)DEEIZERNRELIET NV —T 2R ESE, ENEIORIZIZHEETIEFEEENIZ
X AHREE R LU (TRSR)

3. #)% : CIAO, NIPC, ISAC DX E | FFFuBZ DHEME TR DA
B : 20034E £ CICHBBERIERV AT DAV T T2 LT D

RS- RIE R

HELRS DRI IR

Fy T =7 O EEIFOES VBB EDITHE, A
—HE)PDF Y NI — 7R DT LD KRBT D,

VAT AEX 2T AT AR OB A LHEE,
AV FUNRE OB RADEA AT AD
TX2VTATBRAV, B2V 0B E.

X2 VT A DOTTAF VT LRI,

S =t R IRk AT A, FHIBRE B AT A (Common

Channel Signaling System) . B EA TV 2V bRy | BF2Y T80T —E ROBAFEHELE,

7 —2 1 AIN(Advanced Intelligent Network) O | YURZEHIZRBITAE B ERE

ZINTH AN BT DTS TFET D,

B NXT DEANIHEIA L Z—Fy NER OIS | BREFOHEE, 2L T4 V=V —TF T RE,

X0 RET 7 EROYR BT B, NIRRTy 7RO, BE

AT B | pis . R RORMBROBREL DR L EERIC

ED, VAT BEEDOVAN—YRT BN B,

SCADA (Supervisory Control And Data Acquisition | {§#i&{E &7 #2815 NSTAC D LH7%

BRI - T — S INEE) VAT LERHLT, BB R | CEO LA DTRAASYFIERORE .
TRNVF—|FABASH, BEVATADT —FR0T 0l TINE | IFEBRRA~DOEE, £Xa) T EEOEE,

WX LMD FTREED B D, BE-N—= 7 RO,

BRI B D IE AL B Z DERAL,

MESE RS E S LT VR X2 YT AR TARTA L DRE,

Wy X2 VT AERE TARTAL D20 HE S/ S0, X 2UT RIS —DEA
B - BB DR TE - BB TR - BEEE A3 220 5 b7 747 A — O/,
PANR—BBICBETHEROILFELIN TR EETEBHN—FY T - Y7 =T DA

A YRR P —ERZRMETBVRTLAO T 2 —F~D FESRDUNEE  S3HT + o | FEREELE S T LD,

e EEESHEL TODICHEDLT, avPa—X PAN—BEDOFREIEL S AT ADMEFIHEICK 2

Eikom k

-10

) A-20




PDD-63 (Presidential Decision Directive-63)

(The Clinton Administration’s Policy on Critical Infrastructure Protection)
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Ver 1.0
(National Plan for Information System Protection Version 1.0)
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: National Plan for Information Systems Protection Version 1.0 : An Invitation to a Dialogue (2000)
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13231 ( Executive Order 13231)
(Critical Infrastructure Protection in the Information Age)
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) The National Strategy to Secure Cyberspace http://www.whitehouse.gov/pcipb/
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ISAC PDD 63
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The Day After
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) "Strategic information warfare : a new face of war",
Roger C. Molander, Andrew S. Riddile, Peter A. Wilson, Rand Corporation
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) CSIS John Hamre
http://www.iftech.or.jp/00.08.09/CSIS.html
Global Freedom Institute
http://www.geocities.com/globalfreedominstitute/AmericasGreatestThreatInfowar.html
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F— LM DaI2=r— g — VI BRI E R =y, STU-NII,
Face to Face, 7 7 7 AL B F A—VIZIRIE

) 1A Newsletter Vol 3. Number 3 “Zenith Star”
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Digital Pearl Harbor
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A B =R NF— AR BRLUTCBEBEFIEEZHOIUL, oI Ty 777D
S A RE Th D,

(*) SCADA : Supervisory Control And Data Acquisition

) Gartner : Digital Pearl Harbor: Is It Only a War Game ? (2003)
The Register : Mock cyberwar fails to end mock civilization (2002)
http://www.theregister.co.uk/content/55/26675.html
Navy News Week : Navy Wargame Finds Danger Of 'Digital Pearl Harbor' To Be Small (2003)
http://www.law.uoregon.edu/faculty/shoar/033103/article8.pdf
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(PCCIP, PDD63, 13231)

» PCCIP
Opinion Survey of Infrastructure Owners and Users (1998)
Summary Report on Critical Infrastructure Interviews (1997)
Critical Foundations - Protecting Americas Infrastructures Appendix A.,

Sector Summary Report (1997) http://www.ciao.gov/resource/pccip/pccip_documents.htm

» PDD63
+The Clinton Administration's Policy on Critical Infrastructure Protection :
Presidential Decision Directive 63 (1998)
STEEATIIRBT LR )T A ROFEHIFA ) (2000461 7)  F LIRS =
-Partnership for Critical Infrastructure Security, April 17, 2002
http://www.pcis.org/getDocument.cfm?urlLibraryDoclD=17
-PCIS membership application (2002412 )
http://www.uschamber.com/NR/rdonlyres/et36qwph5sgeuevozaocliSctmggobu43ew7agd7sy3m
2uv2cr3s6e6e4nub63mm712j7mkmeizpeyjwlcvw66ka7wth/pcis%2emembershipapp2.pdf
+ Executive Order 13130, National Infrastructure Assurance Council, July 14, 1999 (CIO Council)
http://www.cio.gov/documents/natl_infrastructure_assurance_council_jul_1999.html
*CIAO F"—L— http://www.ciao.gov/
*NIPC A"—2A~— http://www.nipc.gov/

> 13231
Executive Order 13231 : Critical Infrastructure Protection in the Information Age (2001)
http://www.ciao.gov/resource/e013231.html
GAO : Critical Infrastructure Protection -
Challenges for Selected Agencies and Industry Sectors - (2003)
http://www.gao.gov/new.items/d03233.pdf
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<BEREX2U T BEARREZF DIV a0 > > [EF 2 44 J5(National Security Agency : NSA) :

> E 22 2R (Department of Homeland Security : DHS) &4/ A2 77  @&ER S X7 Xy N —27&H /X277 0S ORI %
AT 7 F A i#E i (Information Analysis and Infrastructure Protection : [A&IP) : BROGESRIGE)
B OHT - WMEFFPEREAN - 5 R B R L RREOBLRDODOEEAL 7 IR > ESAEAER A ITAT
S X2V T AR AT LOREEL A Va0 — B AT b Ry NI — I D/ (National Institute of Standards and Technology : NIST) :

BB S R B 7 Z L D/ R — ) —2y T OMESL AN B AR SR UER B/ MBI B 2T AP FE, SR - 7 AL RRAE.
> BEALTIANT I FXIRGER (%) THEWREX2VTAHARTALRE AFREX VT AHE . A B
(Critical Infrastructures Assurance Office : CIAO) : > BFALTIANT I TF YRR Z— (%)
HEAL TR HEA L 7 IR T A — 2O MkRiE A2 el (National Infrastructure Protection Center : NIPC) :
ERAYolE i OISR BHBEA L TT5 AN —WENOEDT 6 DK FEIE T,
> A S5 (Federal Bureau of Investigation : FBI) : BTN R I OHEE,
a2 — AL IROEA . NIPC DL DIER AL 7T DI > [EBAFRA m S ZE T R
> BT —F B A Z— (%) (Defense Advanced Research Projects Agency : DARPA) :
(Federal Computer Incident Response Center : FedCIRC) : [EFHABL T ORFZERERE, ERGICBEET R ex=2V7 ¢/
IR a—H X2 VT A HEOWE | KIS, SRR OIS I 2 — AR O TR R & E i35,
> [E 5815 A7 2 (National Communications System : NCS) (%) : > AL 7 FREFTERT
EF LRI F RS E BEL T BIEV AT LOEX 2T 4RI LTY  (Institute for Information Infrastructure Protection : I3P) :
A Re LA HELE FTHEEE . FEEN . BUFEHRALRS, HRAL 7 7IR#EDT-H D
> EFE YA/ —%F 207 1P (National Cyber Security Division : NCSD) : e 21T
DHS D TA&IP Bl T D%k T, CIAO, NIPC, FedCIRC, NCS DHFEZ# A LT- » 23 B E 5% (General Accounting Office : GAO) :
EEE R EREX 2T I BDAEFHE, & ISAC OEFEELIT, BT O a—F AT bERRELIE RS 2T RO
> 2K [ (National Science Foundation : NSF) : Fhte, AR FL A —LOFRIT, FREX 2T EERLEORE
20024E (2L L 7oA/ =% 20T ¢ R&D IBIZHESW T, Hfex =7+ > FTBUE Y- )R (Office of Management and Budget : OMB) :
B OWFZER I IE X 2 )T 4 B OEMFEOF A Eii T, BB IT OB REF 27T B DEOR - FLUE - 5 # OB % -

> BRI 45472 Z(Information Sharing and Analysis Center : ISAC) : 2.7 8 Efiii - BEE B L ¥ 27 B ROBES~ORE
* CIAO, FedCIRC, NIPC, NCS (22U TCl, DHS N IA&KIP #BFIEL T 0 NCSD ~D#E AR HED LI TN D,

< BRARDAZ Y 7% > DHS I T 175 N, 2055, fFHEF 2V T I B3 DRI OV TIELL F oy,
IA&IP : 1000 A NCSD : 60 A CIAO :65 A NCS:91 A NISAC:2A NIPC: 20 A FedCIRC : 19 A NIST : 50 A
< FHABOTFE > DHS SR THZE 362 (ER/V (943K M) http://www.dhs.gov/interweb/assetlibrary/FY_2004 BUDGET_IN_BRIEF.pdf
IA&IP (fERATEAL T TANT I T ARFEE A 2T 8.3 (BN /L(HI1,000(& M), [EH XV T 43 FHOWNFIZ OV TE, RESMH,
ZHUSIE, BEA 7T (iR, EBE Ry N —7 KGH, BT AT D) DT B AANMEH SERLGRIE00E M)A E Fivs,
NCSD (ZxFL T, 5,470 5 R/L(9 66 {& ) ZALH, (OMB IZx42E7 V7 12X%)
I8P : TRIFARIN TRV, PCASTORHRMERH FHANFERZ B R) 135K 120 @M B LETHEHEL TS,
NSF : IT BEEMFSERA%E(C 260 (B, ZDIH Y AN—X 20T 42 24{EH, (http://www.nsf.gov/bfa/bud/fy2004/pdf/fy2004_8.pdf)
BIEY AN —%F 20T 1 R&D EICE S FHAAEY, RESR)
DHS (24 & S DRTOERFI B 20034F 5
(HHAT : http://www.whitehouse.gov/deptothomeland/book.pdf) 1
CIAO : 32 {&FJ NCS : 186f&F NIPC : 181{&F FedCIRC : 23 {&H
NIST : 20024F 13&H ., 20034F 2 18f&H,
BRI A=t F 2T ¢ R&D LIS FHEAEED, (REZSHR)
DARPA : iU B a—Z S AT A/ i DRFZEIZ 5005 M
OB EREX 2T 4B 60/EH
HAT) http://www.darpa.mil/body/pdf/
FY04_FY05BiennialBudgetEstimatesFeb03.pdf | T
NSA OFHRITABSH TR,

<BAARR DR A > | |

1901 NIST %37 1908 FBI #%37 1921 GAO #%37.(1982 [H /B E Tk &)

1950 NSF 737 1952 NSA #%37 NIST DARPA NSA

1958 etz EEIC G4 520% HAEL T, DARPA %37 |
(ENEH 3 DHFIERFE LI B RITINIL TND, ) EBI

1963 7737 A Rt BAFREIAERHNCLBUFN O X 27 22l(E%
452 ELE HAYEL T NCS 5% T

1996 NIST, CIAC(= /¥ —E DAL a—&t3x 2T ¢ BIHHGR),
CERT/CC %4£[fC FedCIRC % 7% 7 I13P ISAC

1998 PDD 63 (ZJ5-312C, CIAO, NIPC %#k[iE 1999 K410 ISAC (&) 3% IA & 1P r

2001 19984 PCAST D) L2 DR DOREERE T, BUF & DIEBURF R I

YAN—EF2UTAHFFERT ISP 3L
2002 DHS #37 CIAO, FedCIRC, NIPC, NCS %, DHS N IA&IP _.¥»| NCSD fv-__
e ) el

(Information Assurance & Infrastructure Protection) BFHEE F&72D,

2003 DHS O IA&IP ¥R, 15X 2T 42 B EF YA — - - ~. -
tF =Y T HF(NCSD) A3k E S 4, CIAO, FedCIRC, NIPC, NCS @ NCS
FASBIOBER R ITHE &5~ EEA DTS, | |_NIPC CIAO FedCIRC




20044 D E L2 MRS O IAKIP FMOFEDOI L (i tx2V 7 CBET2HEE 2R UK T, EBROPREEREETIE, MEH-EERS
VAT ACE Y TOENETFHE 6,970 RV DG 3,280 5 K NVEWBER LAY T TANT I F ¢ LAEWAL T TANT I F ¥ DI A2 EAH - SRR,

Fio VRV #7107 T A B0 Y THIETE 3(%8,300 FRALDHE 6,670 5 RAEEREX 2T IR TAHLIEIEL TS,
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BHEAL T TANT I F (IR DO B
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Report 108-169 :

http://thomas.loc.gov/cgi-bin/cpquery/
R?cp108:FLD010:@1(hr169): )

) : http://www.house.gov/science/hot/cyber/hr3394.pdf
2002 AL Te A/ —EF 207 R&D #iE, 20034F 5200 74 £ (2727 T, NSF (National Science Foundation) 35X T NIST i@ T,
FAN—X 2 V7 (BT DIFFEBAFEC AM B A SR T 5284 ED TRY, T HIL, K8ET800 T RV ERFE I T D,
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4285000 7 R/VC . EHBUF O ITRETHDT%
Zd, 20024 D27[ERADHKI57 % D hne
2o TWND,

2004 EDIT X 2V T4 FHIL, 4TI BB
FET, BIBFE T NT T EHAED8% % L,
20034EELET11 %42 /gL Tho,

1 =120
*|T
) : http://www.whitehouse.gov/omb/
inforeg/2002gisra_report.pdf

20054E % 20064F 2007T4HE
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The UK
Parliament’s

(FCO) Home Affairs (Cabinet Office)
National
Crime Squad
(GCHQ)
(NISCC)
D (UNIRAS
(OCeE)
(CESG) g (NHTCU)
GCHQ A E HP NRI

- (GCHQ : Government Communications He_

- AR FEETESEPITO T — L RITBW T, BUFORETEZ BT 572012,
TR 2,
BHITT rY XL Bl A RSCE AILIER 1L OT= 0 OIE AR AT,

- TE. NEHEH R )GCHQ HP

A
CESG Communications Electronics Security Group)

<BRIUEF>
GCHQ O—# AT, Al 18— R R KHEL AT OB B 78718 (GC &CS : the Government
Code and Cipher School) IZS2>D1E%, 19974 LV E X 2V T ¥ —E R Z AR HIIZBA4A,
BURFHE RS FHAR I LT B RN TS AT LD X 2V T A (2B $ 5 388 - 7R A 2%1T,
TEHEX 2T 6T 2B OBV A3 L O'GCHQMHEEEIL. Intelligence Services Act
1994, Security Service Acts 1989 FJL T 1996 (&FT i) ICTEFHRIIN TS,
Ik 5 %1% #9300 A, Director (% Richard Walton £,
¥ORBRAH, TRIZARSL TR )CESG  HP

BT, MU AT e X 207128005 [AMEBER]. [BAFERZR] . e

BREE]. [R5 ) DHREZ o T D, BIRIITIZLL F &R THD,

Partnerships with Industry (PWI)Initiatives
ORI W 5L B 78 S (REERI) &, Alfhim — A0

Tempest Applied Security Technologies
- BRI ROV A B R LT SR ET, RFEZR
© ERHEEA TR, [EHEF 2T 1 D7D OEAFTE R FE i

Cryptographic Services
- BURHE I OB 0O B
Infosec Assurance and Certification Services (IACS)

AT X2 )7 S OFRFEL R E & F e

D

B EF AT 7IEEx%F (National Hi-Tech Crime Unit : NHTCU)
> AT IR FRICKPUT HIEE O X RER L OIEE | HEE DR WAL 7716 DB R L ORI B DA AR O R, R THRI 3
DRI IO EBATHERE  EZE T ITREEAR 24 T3 DI e L,
> THIT20014:~20044FE £ CTOIEM T2,500 5 AR (FI50f8H) OBSF FEBF LS Tnd,
AR : National Center of Excellence?® #3727 : 1,500 /5 78K (#1301& )
INAT IR REHRELTZ, A7 TV RBIONY = — /LR DEEA R DO %: : 1,000 5 7R (F20/E )
> FARRD NFUTA044 7273, RAUZ504 ITH B D T (20034F5 A BifE) Head of NHTCU: Len Hynds

LUF 4> DRI KOS LD,

@TTS (Tactical and Technical Support: EAliIEANHI S EE) : EERAIe AT 7ALIRICI T HHEER DO D,
E N OEE 2 Hi A+ 5T T CCU (Computer Crime Unit) Z7% 7.,

@lIntelligence Unit GESREERT) : AT ZHLFRITx 3 B4 R DT 42, 8 & BRER PSR- 53 1%

(@Operations Unit GEAREES) : EEARREW I, AT 7RO EEIT

@Digital Evidence Recovery (8 - HIRELOE IT) : /AT 7 HLTEOIEER G T, B - IFEHLEE TS5,

C ¥EBTHRESF (Office of the e-Envoy : OeE)
ITB—E RO T A1, BT — T = A DREEE, =07 1, RApDI AT A (BT, 5 BIRA, REEZER) TOMABERD I,
ARk D NEUT250 A, TRITAKL TOR,

D EFRAVT7IANGIF ¥ EEFEER (National Infrastructure Security Co-ordination Center : NISCC)

FOGNT 597\ BT ML L ORI,

ANEZ, PRIZAFZL TR,

E REBFFA YT xRk (Unified Incident Reporting and Alert Scheme : UNIRAS)
TIOLNT By I BERNNTEX 2T 4 AT Ut Masathic B3 254 | e,
ANE#, TRIFARL QR
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- Secretariat General de la Defense National-

« SGDN [X1E X 27 1% & Lo IR HPH O [E B BEIZBIL CTEAIZXIL TT R /812
REEIT,

= DCSSI| #& 3 2SGDNDIk B A E L L O H (7D UNI20024E £ 5 H G
) X TROBEYTHD, MAEE D EHITER TR TENRDILTOD,
=) 7 8L OFEM - RIS TANMIA RSN TR,

2003 2003
2002 2002

158 15§ 158 1 21 11
3 3 3] 3 6| 6
DCSSI 86| 91 87| |DCSSI 8| 8 8
18 18 18 6| 8 7
8 8 8| 5 5| 5

TOTAL 2713 274 274 |TOTAL 33 48 37
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<BIYE >
DCSSNF197841 A 1258 2 L7z [E #3955 /5 (SGDN) 4 B D6 DO H D 15T D,
DCSSID R & TéHHSCSSI (Service Centrale de la Sécurité des Systémes
d‘Information) (£19864F (258 & L. 19964 ICSGDN DA @RI L7 o7, 7245, DCSSI
IXBEHSCSSIEIEFREHL TS, DCSSIE, SGDN & HE T IZR VT 7 ABURF O #
X2 VT ABORE SREL TWD, [l ) 7T BB B S EOSGDNICERET 51k
HIARBL (SCSSIDFSLARYL, HEBUAS 1) 13X BUR B #: "Journal Officiel de la République
Francaise du 8 mars 1986 page 3592. Décret No 86-318 du 3 mars 1986.
[Central service of the Security of the Systems of information |” |2 CREFRT 22 &M
T&D, £, 154 “N° 901/DISSI/SCSSI le 2 mars 1994 Chapter 4, Article-17” (2
BT FHEF 2T AT T 2SCSSIDOMAEN E RSN TN\D, F7z, 1999F DI 5
HiiliEf (décret n® 99-200) (24, FI M FIHEZR I S #ED#ER 7340bit 25128bit (222
HI, B SREFIHO B B ERMEERZEL R DIIZKBTND,
YT, 7TV AERS AT 2 X2 T 1125005 IAMBR]. [BAFEsE]. [Beiiatm
SRREE]. [ B )D& HREE > TND, BRIIZIZLL FOLBY THA,

CESSI http://www.formation.ssi.gouv.fr/formation/catalogue2003.pdf

BEROBEK AFH AT L eX 2T OBRZGE), VAT MERICB T HIEHR X2
ZBET 2 I - B S L EFEER AT HHED E i

DCSSI

77 2B OB 2V T A BRA~OFMK, =) 7 (2B D3R4 - IFJE (Y
WFFERTIZ TSSHT B DR 2 IR Y —F 24T > TV D)

DCSSI
I SO VERL I T OVA SR 36 KON R HI AR ~OFA AR, ik —b
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ITSEC & CC(Common Criteria : @3 =) 7 ¢ 5 L E) (12 H-5< . iS55 D3

il -
RAET R T LOEE BION, 77 /av— il VAT AORHICERL oA ER A
<EFDMOEH XV T+ LR > CERTA (FHIFAZEEE)
- E B : AT LOMEFIEDOFEHE - FIREARD R O EE 635 i
vvar: @ TSR I ORA LY — e 2R Akt S L5 @ iR
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e-procurement flagship project D&
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1 19904212 A ®BSIFXZIZEE %1% (Law about the erection of the federal
i office of security in the information technology :BGBI. | S. 2834 ff) D%
| 3L A, FAYVEURBUR O B 2 YT AR B ARl 23 5,

V <Ipvar> BSI

Ve ITEX 2T BT 2 RF B ONHTfE REED LI, IT (2B 2 BT
' OBORBE BRIV, ITSECLCCITIE DB ERREIC 5 U D E B iR O J
: HezHS, 12T bt T, CERT- Bund(Computer Emergency

1 Response Team fur Bundesbehorden) Zg%E L, NIET 7 EARLY (/L AIC
VBT AIEROIE - ST EEREL TS,

D O<TEEED> ) FRB R LAY
! BURF P EUR 45,215,000 (financial year 2003) CHEIN TN,
DOHRRREEE > D rmBEA Ay
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