


e-Japan



NPO
NPO

SANS JAPAN Project
T
SEA/J

ISACA

ISACA

ISMS



N NN

.14
.14
...15
...18
...30
...30
...30
.31
...35
.39
.39

.41

...46
.76

...84



ClO* CIsSO? ISMS®

CIO CIO
ISMS

ISMS

ISMS CISO

1 Chief Information Officer
2 Chief Information Security Officer
3 Information Security Management System



0 10 20 30 40 50 60

54.2

IPA/ISEC




=
Q
©

n=415

IPA/ISEC




4.4%

oJT
1.1%

(ONN)
1.0%

n=1005

IPA/ISEC




0 5 10 15 20 25 30 35 40 45

399

ASP IDC

IPA/ISEC




0 10 20 30 40 50 60

548

IPA/ISEC







CISSP Security+
Certified Information System Security | Security+
Professional
International Information Systems Security | The Computing Technology Industry Association,
Certification Consortium, (ISC)2 CompTIA
URL http://www.isc2.org/ http://www.comptia.jp/cont_certif_10.html
| |
TCP/IP
| |
|
|
m Security Management Practices m General Security Concepts
m Security Architecture and Models m Communication Security
m Access Control Systems & Methodology m [nfrastructure Security
m Application Development Security m Basics of Cryptography
m Operations Security m Operational / Organizational Security
m Physical Security
m Cryptography
m Telecommunications, Network& Internet
Security
m Business Continuity Planning
m |aw, Investigations & Ethics

< CBK

SANS




CISM

NISM

Certified Information Security Manager

Network Information Security Manager

2005
Information Systems Audit and Control | NISM
Association, ISACA
URL http://www.isaca.org/ http://www learningsite21.com/nism/top.html
http://isaca.gr.jp/
m [nformation Security Governance
m Risk Management
m [nformation Security Program(me)
Management
m [nformation Security Management
m Response Management
20CPE 3 120CPE
1CPE 50

CISM Review Course



http://isaca.gr.jp/

CSBM CSPM (Technical, Management)

GIAC

Certified Security Basic Master
Certified Security Professional Master

Global Information Assurance Certification

Security Education Alliance / Japan, SEA/J

SANS Institute

URL

http://www .sea-j.net/course.html

http://www.giac.org/

PKI

(O]
IDS VPN

PKI

GIAC Security Essentials Certification (GSEC)
GIAC Certified Firewall Analyst (GCFW)

GIAC Certified Intrusion Analyst (GCIA)

GIAC Certified Incident Handler (GCIH)

GIAC Certified Windows Security Administrator
(GCWN)

GIAC Certified UNIX Security Administrator (GCUX)
GIAC Information Security Officer (GISO)

GIAC Systems and Network Auditor (GSNA)

GIAC Certified Forensic Analyst (GCFA)

GIAC IT Security Audit Essentials (GSAE)

GIAC Security Consultant (GSCC)

GIAC 17799 Security and Audit Framework
(G7799)

GIAC Security Expert (GSE)

CSBM( )
CSPM E )
CSPM 2 )

SANS

10




MSISTM

MSISPM

Master of Science in Information Security
Technology and Management

Master of Science in Information Security Policy
and Management

Carnegie Mellon Univ.

Carnegie Mellon Univ.

URL

http://www.ini.cmu.edu/academics/MSISTM
/msistm_overview.htm

http://www.heinz.cmu.edu/msispm/

m Management
95-751: Information Security Risk Management

45-750/45-775: Managerial Economics
and Business Management;

m Technology
(18-345 or 18-756) and (15-410 or 18-842).
18-345 Introduction to Telecommunication Networks
or
18-756: Packet Switching and Computer Networks
AND
15-410: Operating System Design and Implementation
or
18-842: Distributed Systems

m  Security
18-730: Introduction to Computer Security and two of:
18-731. Network Security
18-732: Secure Software Engineering
18-733. Applied Cryptography

m Required Courses (72 units)
91-857 Financial Modeling
95-751 Organizational Management
and Information Security
95-752 Introduction to
Information Security Management
95-754 Economics of Information Security
95-760 Decision Making in Uncertainty
95-796 Statistics for IT Managers
95-770 Security Policy Seminars:
Healthcare, Finance, and/or Government
18-630 Introduction to Computer
and Communications Security
m Security Electives (Select 3 from below) (36 units)
95-750 Security Architecture and Analysis
95-753 Telecommunications Security
95-755 Advanced Topics in Information Security
95-756 Information Security Risk Management

11




SS

2003712
2004/1

URL

http://www jitec.jp/

http://www.ipa.go.jp/security/fyl4/reports/professi
onal/ikusei-seika-press.html

(O8]

PKI
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OECD

GIACs

CIsspP

Concentration

GIAC GSEC CIssp

CSPM
of Technical

GIAC GISF

Security+

13
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4 Public Key Infrastructure
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(01

PKI

SSL (Secure Socket Layer) S/MIME

10

CERT
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T1

T2

T3

(ON)

T4

Web

T5

T6

T7

T8

PKI

PKI

M1

M2

M3

M4

M5

M6

OECD 5 EU 6
JIS

M7

M8

M9

M10

OECD

1995 10
95/46/EC
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24
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spam
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AUP (Acceptable Use Policy)

DMZ (DeMilitarized Zone)

SNMP (Simple Network Management Protocol)
VLAN (Virtual LAN)

NAT NAPT
NAT Network Address Translation
NAT
NAT

NAPT (Network Address Port Translation)

Stateful Inspection

(Proxy)
IDS
IDS

NIDS IDS HIDS
IDS

RST

IDS

LAN
LAN (EEE802.11a |EEE802.11b

EEE802.11g Bluetooth
)
LAN
(SSID Service Set ID MAC

WEP Wired Equivalent Privacy EAP
Extensible Authentication Protocol EAP-MD5
LEAP Light EAP EAP-TLS TKIP WPA
IEEE802.1x IEEE802.11i)

20




Windows

Windows
Null
rootkit
UNIX
UNIX

Linux Solaris
sendmail FTP BIND

0os
Web
Web
Web
HTTP HyperText Transfer Protocol
(0N
HTTP

21




Challenge & Response
RADIUS
ActiveDirectory
Kerberos

OTP (One Time Password)

SSO (Single Sign-0n)

OSI (Open Systems Interconnection)

Ethernet, TokenRing
IP TCP UDP ICMP

VLAN (Virtual LAN)

DNS (Domain Name System)
ARP (Address Resolution Protocol)

TELNET SMTP:Simple Mail Transfer
Protocol POP:Post Office Protocol IMAP: Internet
Message Access Protocol FTP:File Transfer
Protocol HTTP SMB: Server Message Block

Web

22




RSA

PKI
PKCS
X.509
(CA) (RA)
CA
CA

PKI
PKI

(A)
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ISMS

PDCA

7 Return on Investment
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FW/IDS
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CERT/CC, JPCERT/CC, IPA

CERT/CC, JPCERT/CC, IPA

oS
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ISO/IEC 15408 JIS X5070
ISO/IEC 17799 JIS X5080
ISO/IEC TR13335

ISO/IEC
RFC
IEEE
TU-T

OECD

OECD

OECD
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OECD
EU

JIS Q 15001

PP (Protection Profile) ST (Security Target)
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e-learning OJT
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e-learning

AAAAAAAAA

T
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21

11

33

12

36

16

48

15

45

20

60

T1.

T2.

T3.

T4.
T5.

T6.

T7.

T8.

M1.

M2,

M3.

M4.

MS.

M6.

M7.

M8.

MO.

M10.
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15

21

37

11

73

T1.
T2.
T3.
T4.
T5.
T6.
T7.
T8.
M1.
M2.
M3.
M4.
MS.
M6.
M7.
M8.
MO.
M10.

10
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SPAM

PKI

VPN

Intrusion Detection
Intrusion Prevention

Web

Web
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T CIO University
CIO

CIO GSA

1996 Clinger Cohen Act

CIO Univ. Learning Objects
Learning Objects 100
CIO

1.0
2.0
3.0
4.0
[5.0
l6.0
7.0
8.0
9.0 e-
10.0|
11.0
12.0
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cMmug

CMU

CMU CIO Certification Program CIO Executive Certification
Information Assurance - Technical, Organizational,
and Policy

Federal Laws, Regulations, and Guidance
Information Risk and Survivability for Executives
Attack Methodologies and Predictive Analysis
Hacking Exposed

The Economic of Information Security
Software, the Internet, and the Law

2500 2950

CMU CIOI (Chief Information Officer Institute)

SElI CERT/CC The H.J. Heinz School of Public Policy and Management

CIO

Federal CIO Certificate Program

Master ~ s Certificate in IT Project Management
Knowledge Management

Responsible Information Management

MSIT Executive Distance

Clol Web

URL.: http://cioiweb.cmu.edu/

8 Carnegie Mellon University

36



Global Council of CSOs

CSO?®

10

Howard A Schmidt (eBay)

Bill Boni (Motorola)

Vint Cerf (MCI)

Scott Charney (Microsoft)

Dave Cullinane (Washington Mutual)

Mary Ann Davidson (Oracle)

Whitfield Diffie (Sun Microsystems)

Steve Katz (formerly of Citigroup)

Rhonda MacLean (Bank of America)

Will Pelgrin (New York State Office of Cyber Security and Ciritical

Infrastructure)
CMU CyLab
CSsO
CSsO
"The National Strategy to Secure Cyberspace”
CsO
CSsO
Global Council of CSOs Web

URL. http://www.csocouncil.org/

9 Chief Security Officer

37



CISO
ISSA

NPO ISSA*'° ISSA IT
CISSP ISSA

CISO Executive Membership conferences

CISCO  fortinet
PriceWaterhouseCoopers Symantec

CISO Executive Web

URL.: http://ciso.issa.org/

10 Information Systems Security Association
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10
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http://csrc.nistgov/ATE/

NPO
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e-learning
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1998/3
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1998/3
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spam
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e-learning

mANoONymous

UNIX&
1998/12

1999
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AUP (Acceptable Use Policy)

DMZ (DeMilitarized Zone)

SNMP (Simple Network Management Protocol)
VLAN (Virtual LAN)
NAT Network Address Translation
NAT
NAT
NAPT (Network Address Port Translation)

Stateful Inspection

(Proxy)
IDS
NIDS IDS HIDS IDS
RST
IDS
LAN (EEE802.11a |EEE802.11b EEE802.119g
Bluetooth )
LAN
(SSID Service SetI D MAC WEP
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Wired Equivalent Privacy EAP Extensible Authentication
Protocol EAP-MD5 LEAP LightEAP EAP-TLS TKIP WPA
IEEES802.1x |[EEE802.11i)

NAT NAPT
IDS
LAN
e-learning
- TCP/IP
2003/06
[ D. VOLUMEL
— 2002/12
- D. VOLUME2
— 2003/01
- S. 80211
2003/09
mBruce Potter 80211
2003/05/26

51




Null
rootkit

Linux Solaris

sendmail FTP BIND

Windows

Windows

UNIX

UNIX

oS
e-learning oS
- : UNIX VOLUME 1
2003/07
- - UNIX VOLUME 2

52




2003/08

- D. . Linux
2003/10
- WindowsNT/2000 Server
2001/06
mSANS Institute; Securing Securing Linux Step by Step Verl1.0J
NRI
mSANS Institute: Solaris Security Step by Step Ver2.0J
NRI
mSANS Institute: Securing Windows 2000 Step by Step Verl.5J
NRI
- —rootkit TCT
2002/04
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Web
Web

Web
Web

S/MIME PGP
WEB

WEB

WEB
HTTP

(ON)
GET

Cookie

hidden

CaGl

HyperText Transfer Protocol

SQL

POST

HTTP_REFERER

54




Web

Web

e-learning
- Web ()
http://www.ipa.go.jp/security/awareness/administrator/secure-web/
- ()
http://www.ipa.go.jp/security/fy12/contents/smime/email_sec.htmi
| Web &

2002/12

- Web &

2
2002/12
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shadow password

Challenge&Response

RADIUS
ActiveDirectory
Kerberos

LDAP
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TCPwrapper, xinetd

e-learning

m S, Garfinkel, G. Spafford: UNIX
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osl IP 4
LAN WAN

LAN WAN
(ON]

Ethernet, EEE802.3,TokenRing(lIEEE802.5) 100Base-T
Netware NetBIOS AppleTalk DECnhet

IP TCP UDP ICMP

MAC P
Well-known

VLAN
VLAN

RIP, OSPF, BGP, EGP, IGP

NTP SNMP SYSLOG ICMP DHCP
TELNET FTP HTTP SMB NNTP
IPv6

SSH
IPSec
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SSL HTTTPS
S-HTTP

SoftEther

SMTP POP IMAP APOP

RFC RFC822
MTA Sendmalil MUA MDA
WEB

OSI (Open Systems Interconnection)

Web

e-learning

mComer, Douglas E.; TCP/IP

(Vol.1)

59




RSA

e-learning

2003/05/31

60




PKI

PKI

PKI
CA RA IA

PKI
PKCS

X.509

CA CA

(CA), (RA), (IA)

PKI
PKI

e-learning

- :PKI—
2000/07

61




PDCA

PDCA

ISMS

e-learning

- :
—JIS X 5080:2002(ISO/IEC 17799:2000)
(] CISMS

mNPO (INSA):
(091 ) nhttp://www.jnsa.org/
- () —ISMS

62




FW/IDS
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e-learning

(] :ISMS

mNPO

—JIS X 5080:2002(ISO/IEC 17799:2000)

(INSA):
(091 ) http://www.jnsa.org/
—ISMS

64




e-learning

mNIST Risk Management Guide fir Information Technology
Systems NIST800-30, 2001

m|SO/IEC TR 13335

mJIS Q 2001

mJIPDEC JRMS 2004

65




CERT/CC JPCERT/CC IPA

oS
CERT/CC JPCERT/CC IPA

e-learning

mNIST Computer Security Incident Handling Guide,
NIST800-61, 2004

mSANS Institute: Computer Security Incident Handling Step
by Step Ver2.2J, NRI

66
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ISO/IEC 15408 JIS X 5070
ISO/IEC 17799 JIS X 5080
ISO/IEC TR 13335 JIS TR X 0036
ISO/IEC 9796
ISO/IEC 9797 JIS X 5055
ISO/IEC 9798 JIS X 5056
ISO/IEC 9979
ISO/IEC 10118 JIS X 5057
ISO/IEC 11770 JIS X 5058
ISO/IEC 13888 JIS X 5059
ISO/IEC TR 14516 JIS TR X 0081
ISO/IEC 14888
ISO/IEC TR 15443 (FRITSA)
ISO/IEC 21827 (SSE-CMM)
ISO/IEC 15026 (System and software Integrity levels)

JIS X 0134

JNSA WG

RFC
IEEE
TU-T

OECD
OECD

OECD

e-learning

]
- .

2002.11.18

- NBL 2003/4/17
mJIS 2004, ,

mJIS 2004, ,

mJIS 2004, )

mJIS 2004, )

68




2003/10/26

69




OECD EU

Jis
OECDS8 EU
JIS Q 15001
OECD
EU
e-learning
- . Q&A 2003/8/10
- 2003/7/7
- 2003/8/15
- 2003/9/10
- : 2003/9/20
] C Q&A 2003/7/20
- : 2004/2/11
- ;
2003/11/24
- - 2003/10/10
- 2003/6/27
- : Q&A BP
2003/6/16
- ; —
,2003.1.25
- :
2002/8/30
|
2003/7/28

70




2002.2.15

JIS Q 15001

71




PP ST

e-learning

mS|LCP-JCF9O8

ISACA

1999

2003

98
: COBIT 3rd ed.

1998

72




e-learning

- 2003 3 14
http://www.meti.go.jp/policy/competition/downloadfiles/ip
/030314guideline.pdf
- 2003 1 30
http://www.meti.go.jp/policy/competition/downloadfiles/ip
/030130guideline.pdf
|
2003 3 14
http://www.meti.go.jp/policy/competition/downloadfiles/ip
/030314guideline2 pdf
2000

2003
2002
2003

2000

73




e-learning OJT

e-learning

m|PA
http://www.ipa.go.jp/security/fy15/reports/skillmap/index.html

mNIST SP 800-50 Building an Information Technology Security
Awareness and Training Program, October 2003

mNIST SP 800-16 Information Technology Security Training
Requirements: A Role- and Performance-Based Model
April 1998

74




e-learning

http://www.meti.go.jp/policy/netsecurity/audit.htm

COBIT Ver.3 Control Obijectives, Management Guidelines,
Audit Guidelines ,ISACA ISACA :COBIT 3rd
ed.

2002.11.18

75




— Ver.1.1

2003.7

http://www.meti.go.jp/policy/it_policy/jinzai/gO30701aj.html

Verl.0O

20037

http://www.meti.go.jp/policy/it_policy/jinzai/gO30701rj.html

H15.3

http://www.ipa.go.jp/security/fyl4/reports/professional/ikusei-seika-p
ress.html

12 6

http://www jitec.jp/1_13download/gaiyoO1.pdf

14 11

http://www jitec.jp/1_13download/haniOl.pdf

2001 9 28

http://www jitec.jp/1_17skill/pdf0928/ss-09-0.pdf

76




2001 9 28

http://www jitec.jp/1_17skill/pdfO0928/ss-it-0.pdf

http://www jitec.jp/1_O7toukei/toukei kydo.html

T

2000

http://www.itc.or.jp/dlIfiles/m_report.pdf

T B

T

2000 10 2

http://www.itc.or.jp/dlIfiles/m_C-guide.pdf

T B

T

2000 10 2

http://www.itc.or.jp/dlIfiles/m_P-guide.pdf

T [V1.4]

NPO IT

https:.//wws.itc.or.jp/point/dIfiles/pointvl4 20030801 .pdf

IT

NPO IT

http://www.itc.or.jp/dlfiles/m_nintei_gaido.pdf

T [Verl4
1

NPO IT

http.//www.itc.or jp/dIfiles/m_guideline_Verl.4.pdf
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B NISM (Network Information Security Manager)

| http://www .learningsite21.com/nism/top.html

B SEA/J (Security Education Alliance / Japan)

SEA/J

http://www.sea-j.net/course.html

[ |
2002/11
http://www.sysaudit.gr.jp/project/2002security/curmodel pdf
2002/11
http://www.sysaudit.gr.jp/project/2002security/curmodel pdf
[ |
1SJ2001-
2001/12
http://www.ipsj.or.jp/katsudou/chosa/monbu.html
Jo7( 11 )
1999.9
http://www.ipsj.or.jp/katsudou/chosa/J97-v1.1.pdf
IS 797
1998.12
http://www.wat.soft.iwate-pu.ac.jp/ipsj-is/is97|.pdf
B JABEE (Japan Accreditation Board for Engineering Education)
15
-JABEE
H15/6/14

78




ISMS Ver2.0

2003 4 21

http://www.isms jipdec.jp/doc/JIP-ISMS100-20.pdf

JIS X 5080:2002 -

2002

http://www .jsa.or.jp/

JIS Q 15001:1999

1999

http://privacymark.jp/ref/jisq15001.html

http://www.meti.go.jp/policy/netsecurity/audit.htm

TECHNICAL REPORT OF IEICE
SITE2002-33(2003-2)

Cyber Security Management Vol.3, N0.30, Apl.2002

JSSM 16

http://www?2.gol.com/users/uchidak/Seminar/JSSM200206.pdf

2003/4/12

http://www.21coe.chuo-u.ac.jp/security/kinen2003-04-12/uchida.p
df

79




Cyber Security Management VVol.4, No.47, Sep.2003

2003/3

http://www.ipa.go.jp/security/fyl4/reports/current/2002-Sec-manag
e.pdf

2001

H13

http://www.ipa.go.jp/security/fy13/report/security_survey/survey200
1.pdf

OECD

http://www.ipa.go.jp/security/fyl4/reports/oecd/oecd-security. pdf

13

H14/2

http://www jipdec.jp/security/Ol1sec.html

H14

http://www.npa.go.jp/hightech/cyberterror/nsresearchO7/index.htm

2002/9

http://www.soumu.go.jp/s-news/2002/020913 5.html

80




B CISSP (Certified Information Systems Security Professional)

CISSP Certification Common Body of Knowledge Study Guide

(ISC)?

https.//www.isc2.org/cgi-bin/request_studyguide.cgi

SSCP (Systems Security Certified Practitioner): Certification Common
Body of Knowledge Study Guide

(ISC)2

2003

https.//www.isc2.org/cgi-bin/request_studyguide.cgi

» The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, Ronald L. Krutz, Russell Dean Vines ( )

» The CISSP Prep Guide: Gold Edition (All-In-One), Ronald L. Krutz, Russell
Dean Vines ( )

» Advanced CISSP Prep Guide: Exam Q&A, Ronald L. Krutz, Russell Dean
Vines ()

» CISSP Certification: All in One Exam Guide (All-In-One (Series).), Shon
Harris ()

> Official (Isc)? Guide to the CISSP Exam, Susan Hansche ( )

» The CISSP All-iIn-One Exam Guide (All-iIn-One), Shon Harris (), Gareth
Hancock ()

B CISM (Certified Information Security Manager)

CISM Brochure

ISACA

http://www.isaca.org/cismbrochure.pdf

CISM Exam Bulletin of Information

ISACA

http.//www.isaca.org/cismboi.pdf
http://isaca.gr.jp/cism/images/2004CISM.pdf

» The CISM Prep Guide: Mastering the Five Domains of Information
Security Management, Ronald L. Krutz, Russell Dean Vines ()

» Certified Information Security Manager (CISM ) Review Manual 2004,
Information Systems Audit and Control Association
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B GIAC (Global Information Assurance Certification)

Program Details

SANS

http://www.giac.org/program.php

Objectives & Curriculum

SANS

http://www.giac.org/GIAC_Cert_Brief.pdf

SANS JAPAN

NRI SANS JAPAN

http://sans-japan.jp/

B CS

Computer Security Institute)

Course Brochure

Csl

http://www.gocsi.com/db_area/pdfs/infosec/seminars2003.pdf

B Security+

CompTIA

CompTIA

http://www.comptia.jp/

Security+ objective

CompTIA

http://www.comptia.org/certification/Security/security_plus_objectives
_10-23.pdf

» Security+: Study Guide & Dvd Training System, Robert J. Shimonski ()
» Security+ Certification All-In-One: Exam Guide (All-in-One), Gregory
White ()
» Security+ Prep Guide, Ronald L. Krutz (), Russell Dean Vines ()
B Purdue

Department of Computer Sciences, Course Information

Purdue

82




http://www.cs.purdue.edu/courses/

B Carnegie Mellon

Master of Science in Information Security Technology and Management
(MSISTM)

CMU

http://www.inicmu.edu/academics/MSISTM/msistm_overview.htm

Master of Science in Information Security Policy and Management
(MSISPM)

CMU

http://www .heinz.cmu.edu/msispm/

B NIST (National Institute of Standards and Technology)

SP 800-16 Information Technology Security Training Requirements:
A Role- and Performance-Based Model

NIST CSRC (Computer Security Resource Center)

April 1998

http://csrc.nist.gov/publications/nistpubs/800-16/800-16.pdf
http://csrc.nist.gov/publications/nistpubs/800-16/AppendixA-D.pdf
http://csrc.nist.gov/publications/nistpubs/800-16/Appendix_E.pdf

SP 800-50 Building an Information Technology Security
Awareness and Training Program

NIST CSRC (Computer Security Resource Center)

October 2003

http://csrc.nist.gov/publications/nistpubs/800-50/NIST-SP800-50.pdf
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1

SS
(Information Systems Security Administrator)
2004/1
2003/12
http://www jitec.jp/1_0O7toukei/suii_hyo.html
13 14 15
58,130 23,778 34,352 42417
38,223 15,988 22,235 27913
4,899 2111 2,788 3,149
13.2% 12.5% 11.3%
http://www jitec.jp/1_O7toukei/nenreihtml
5
330| 331 328 32.6 327 325 329 331 337
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]

. http://www jitec.jp/1_08gaiyou/gaiyou_kydo.html
. http://www jitec.jp/1_13download/haniOl.pdf
- http://www jitec.jp/1_17skill/skill_OO.html
. http://www jitec.jp/1_0O7toukei/toukei_kydo.html
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[ ]

NISM (Network Information Security Manager

)
[ ]

NISM

® Windows NT 2000 UNIX
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(Web )
» http://www .learningsite21.com/nism/top.html
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]

CSBM (Certified Security Basic Master)
CSPM (Certified Security Professional Master)
of Technical / Management

[ ]

SEA/J (Security Education Alliance / Japan)

> IPA
> 12
|
>
]
>
]
n (Web )

» http:.//www.sea-j.net/course.html

PKI

YVVVVVVYVYVYVYYVYY
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A A

Windows
UNIX

A A A

» OS
> DNS

> Web

IDS
> VPN
> PKI

>

AAAAAAAAAAA
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[ ]

CISSP (Certified Information Systems Security Professional)

(ISC)? (International Information Systems Security Certification Consortium)

[ 16,000 10,000 911
B NSA (US)
B Scotland Yard (UK)
B NCS( ) (ISC)?
B USA 3000, Canada 300, UK 150, Russia 2 ( )
Isreal 5, India 100, Korea 120+ (2002 5 6 ), China 70
, 220, Japan 10 (2002 20 ) « 2001

]

[ |
» CBK (Common Body of Knowledge)
> 8 x5
m CISSP
» Management Concentration NSA

» Architecture Concentration
» Government Concentration
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[ ]

CISSP Certification Common Body of Knowledge Study Guide
SSCP (Systems Security Certified Practitioner): Certification Common Body

The CISSP Prep Guide: Mastering the Ten Domains of Computer Security,
Ronald L. Krutz (), Russell Dean Vines ( )

The Cissp Prep Guide: Gold Edition (All-In-One), Ronald L. Krutz (), Russell
Advanced Cissp Prep Guide: Exam Q&A, Ronald L. Krutz (), Russell Dean
Cissp Certification: All in One Exam Guide (All-In-One (Series).), Shon Harris

Official Isc 2 Guide to the Cissp Exam, Susan Hansche ( )
The Cissp All-In-One Exam Guide (All-In-One), Shon Harris ( ), Gareth

Security Management Practices
Security Architecture and Models
Access Control Systems & Methodology

Telecommunications, Network & Internet Security

[ | (Web )

>
>

of Knowledge Study Guide

[ |

>
>

Dean Vines ( )
>

Vines ()
>

()
>
>

Hancock ( )

|

[
[
[
B Operations Security
B Physical Security
m Cryptgraphy
[
B Business Continuity Planning
[

Law, Investigations & Ethics
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[ ]

Certified Information Security Manager

[ ]

Information Systems Audit and Control Association

CISM

]

CISM is business-oriented and focused on information risk management while
addressing management, design and technical security issues at the conceptual
level.

It is for the individual who must maintain a view of the "big picture" by managing,
designing, overseeing and assessing an enterprise's information security.

CISM is designed to provide executive management with assurance that those
earning the designation have the required knowledge and ability to provide
effective security management and consulting.

It is business-oriented and focuses on information risk management while
addressing management, design and technical security issues at a conceptual
level.

While its central focus is security management, all those in the IS profession with
security experience will certainly find value in CISM.

CISM

Security managers
Security directors
Security officers
Security consultants

2003
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[ | Web http://isaca.gr.jp/cism/
» CISM Brochure (http://www.isaca.org/cismbrochure.pdf)
» CISM Exam Bulletin of Information (http:.//www.isaca.org/cismboi.pdf)
http://isaca.gr.jp/cism/images/2004CISM.pdf

» The CISM Prep Guide: Mastering the Five Domains of Information
Security Management, Ronald L. Krutz ( ), Russell Dean Vines ( )

» Certified Information Security Manager (CISM ) Review Manual 2004,
Information Systems Audit and Control Association

B |Information Security Governance
» Establish and maintain a framework to provide assurance that
information security strategies are aligned with business objectives and
consistent with applicable laws and regulations.
B Risk Management
» Identify and manage information security risks to achieve business
objectives.
B |nformation Security Program(me) Management

» Design, develop and manage an information security program to
implement the information security governance framework.
B |nformation Security Management
» Oversee and direct information security activities to execute the
information security program.
B Response Management
> Develop and manage a capability to respond to and recover from
disruptive and destructive information security events.

2005
L ]
CISM
° (CPE)
PY (CPE)
([ J
® [SACA
50 1CPE
CPE 1
CIsM 8 480 90
390 50 7.8 7CPE

ISACA Web
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[ ]

Global Information Assurance Certification

[ ]

SANS (SysAdmin, Audit, Network, Security) Institute

L ]
u Certifications
[ |
SANS
[ ]
( )2000 3
( )2003 2 4300
() 2300 GSEC
( )2004 GSEC

Program Details: http://www.giac.org/program.php
Objectives & Curriculum http://www.giac.org/GIAC_Cert_Brief.pdf

B GIAC Certification
» Individual GIAC Certifications

<>

<>

GIAC Security Essentials Certification (GSEC)

® SANS Security Essentials and the CISSP 10 Domains
GIAC Certified Firewall Analyst (GCFW)

® Firewalls, Perimeter Protection and VPNs

GIAC Certified Intrusion Analyst (GCIA)

® Intrusion Detection In-Depth

GIAC Certified Incident Handler (GCIH)

® Hacker Techniques, Exploits and Incident Handling
GIAC Certified Windows Security Administrator (GCWN)
® Securing Windows

GIAC Certified UNIX Security Administrator (GCUX)

® Securing Unix

GIAC Information Security Officer (GISO)

® |ntro to Information Security

GIAC Systems and Network Auditor (GSNA)

® Auditing Networks, Perimeters and Systems

GIAC Certified Forensic Analyst (GCFA)
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<>

<>

® System Forensics, Investigations, and Response
GIAC IT Security Audit Essentials (GSAE)

® |T Security Audit Essentials

GIAC Security Consultant (GSCC)

® Security Consultant

GIAC 17799 Security and Audit Framework (G7799)
® SANS 17799 Security and Audit Framework

» GIAC Certification Tracks

<>

GIAC Security Expert (GSE)
® GCFW+ GCIA+ GCIH+ GCWN+ GCUX (+GSNA +GCFA)

Technical Level

Certification

Advanced

GIAC Security Expert (GSE)

Intermediate

GIAC Certified Firewall Analyst (GCFW)

GIAC Certified Intrusion Analyst (GCIA)

GIAC Certified Incident Handler (GCIH)

GIAC Certified Windows Security Administrator (GCWN)
GIAC Certified UNIX Security Administrator (GCUX)
GIAC Systems and Network Auditor (GSNA)

GIAC Certified Forensic Analyst (GCFA)

GIAC Security Consultant (GSCC)

Foundational GIAC Security Essentials Certification (GSEC)
GIAC IT Security Audit Essentials (GSAE)
Basic GIAC Information Security Officer (GISO)

GIAC 17799 Security and Audit Framework (G7799)

B GIAC Certificate

<>
<>

GIAC Security Leadership Certificate (GSLC)
GIAC Gold Standard Certificate (GGSC-0100)
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Security+

[ ]

Security+

[ ]

CompTIA (Computing Technology Industry Association, )

]

m T
[ | TCP/IP

[ ]

B CompTIA T
>

[ | 89 15,000 IT

[ |

] (Web )
» Security+ objective

» Security+: Study Guide & Dvd Training System, Robert J. Shimonski ()
» Securityt+ Certification All-In-One: Exam Guide (All-in-One), Gregory White

()
» Security+ Prep Guide, Ronald L. Krutz (), Russell Dean Vines ( )

General Security Concepts
Communication Security
Infrastructure Security

Basics of Cryptography

Operational / Organizational Security
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CIO Chief Information Officer CISO Chief Information Security Officer
Chief Financial Officer
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WG

WG
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