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│∂╘⌐ 

 

─ ☿◐ꜙꜞ♥▫╩ ╡ ↄ │⁸ ≤∕─ ─

⌂ ⁸ꜞ☻◒─ ∆╢ ─ ⌂≥╩ ⌐ ⅝ↄ ⇔≡™╢⁹ 

ⅎ┌⁸◒ꜝ►♪ה◖fiⱧꜙכ♥▫fi◓ ₈◒ꜝ►♪₉≤™℮⁹⁸☻ⱴ

ⱨ◊fi⁸ה♩כ ◦☻♥ⱶ─ ─ ♅▬ꜝⱣꜟ⌂◘ⱪכ꜡◓⁸

fiכ▼ ─ ≢№╢⁹ ⁸☻ⱴכ♩◓ꜞ♇♪─ ⌂≥─₈⸗ⱡ─▬

fi♃כⱠ♇♩ IOT Internet of Things ₉⅜ ⌐ ╗╙─≤ ⅎ╠╣╢⁹

↓─╟℮⌂ ≤∕─ ─ ─ ≢⁸№╢ ╩ ⁸ ⁸

╩ ⌐╟∫≡│ ╩ ⅎ≡ ℮ ⌐⁸ ∆╢ ⅜⁸ ◦☻

♥ⱶ╛Ⱡ♇♩꞉כ◒─ ≢ ⁸ ⁸ ↕╣╢ ∞↑≢⌂ↄ⁸

≢ ↕╣╢ ₁─ ╛⁸ ◦☻♥ⱶ≤™∫√ ⌂ ╙

⌐⌂∫≡™╢⁹ 

╕√⁸ꜞ☻◒─ ∆╢ ─ ⌐╙ ╩ ℮ ⅜№╢⁹ ─

╩ ה ∆╢ ⁸ ⌐⁸∕╣╠⌐ ╩ ↑╟℮≤∆╢ ⁸∕╣∙╣

⌐⅔™≡⁸ ⁸ ⌐ ⅝⌂ ╩ ⅎ√ ∆═⅝ ⅜ ⇔≡™╢⁹

╢╟⌐☻◒כꜞ◐▫►⁸│ ─ ⅎ™⁸ ⅎ™⁸

♥꜡ ⅎ™≢№╡⁸ │⁸2010 ⅜ꜟ◓כ◓⌐ Ⱪ꜡◓≢

ꜟⱣכ꜡◓√⇔ ┼─◘▬Ᵽכ ⁸ ⅛╠ ⌐ ⇔√◄Ⱡꜟ◑כ

─ ◦☻♥ⱶ┼─◘▬Ᵽכ ⌂≥≢№╢⁹≤╡╦↑⁸ │⁸

─ ╩ ∫≡ │ ◦☻♥ⱶ⌐ ⇔≡⁸↓╣╕≢ ⌐ ⌂

╩ ↑╢ ⅜ ⌐⌂∫≡⅝≡™╢⁹ 

↓─╟℮⌐ ☿◐ꜙꜞ♥▫╩ ╡ ↄ ⅜ ⅝ↄ ⇔≡™╢ ≢⁸↓

─╟℮⌂ ⌐ ⇔√ ☿◐ꜙꜞ♥▫ ╩ ∂≡™⅛⌂↑╣┌⁸

╛ ╩ ⅎ╢ IT ⅜ ≢⅝⌂™╙─≤⌂╡⁸└™≡│ IT ⌐╟╢

─ ╙⅔╓≈⅛⌂ↄ⌂╢⁹ 

↓─╟℮⌂ ─ ⁸ 12 ⁸ │⁸ ↄ─ ⁸

⅛╠ ↕╣╢₈◘▬Ᵽכ☿◐ꜙꜞ♥▫≤  ₉╩ ∟ →⁸ ─╟

℮⌂ ⌐ ≢⅝╢ ☿◐ꜙꜞ♥▫ ╩ ∆╢═ↄ⁸ ─

╩ ⇔≡⅝√⁹≤╡╦↑⁸ ─ ⅛╠ ╩ ⇔≡ ╩ ⅎ

╢↓≤╩ ≤⇔√ ◘▬Ᵽכ ⁸ ◦☻♥ⱶ┼─◘▬Ᵽכ │⁸

↓╣╕≢─ ☿◐ꜙꜞ♥▫ ≤⇔≡│ ↕╣≡™⌂⅛∫√ ≢№╢↓

≤⅛╠⁸ ⌐ ╩ ∫√⁹ 

│⁸ ⌐⅔™≡ ↄ─ ⌐╟╡⁸ ─ ╛∕─

─ ─ ╩ ⇔⁸∕─ ≢⁸ ⅜ ╢═⅝ ─ ╩

╗ ⅜ ⅜≤╢═⅝ ╩⁸ ╡╕≤╘√╙─≢№╢⁹ ─ │⁸
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─≤⅔╡≢№╢⁹ ≢│⁸ ☿◐ꜙꜞ♥▫ ╩ ╡ ↄ ─ ≤

⌐≈™≡ ∆╢⁹ ≢│⁸ ─ ─ ╩ ╕ⅎ√⁸ √

⌂ ≈─ ⌐≈™≡ ∆╢≤≤╙⌐ ⌐ ╩ⱴ♇ⱪ♪כ꜡√↑ ∆⁹

≢│⁸ ≈─ ⌐ ≢ ─№∫√ ⌐ ∆╢

─ ⌐≈™≡ ∆╢⁹ ≢│⁸ ☿◐ꜙꜞ♥▫ ─ ─

⌐≈™≡ ∆╢⁹ 

☿◐ꜙꜞ♥▫│⁸ ─ ─ ⅝≤⁸∕─ ─ ⌂ ⅜

≢№╢⁹⇔√⅜∫≡⁸↓─ ⌐╕≤╘╠╣√ │⁸ ≤ ─ ╩

⌐⇔√ ≢⁸ ⌂ ─☻כ♁ꜞ⁸ ≢ ⌐ ↕╣⌂↑╣┌ ╩⌂

↕⌂™⁹ ⌐⅔™≡│⁸ ≢ ═╢ ⅜⌂∆═⅝↓≤⌐≈™≡⁸∕

─ ⌂ ╡─ ╩ ⇔√™⁹ ─ IT ◙כꜚ ⁸ ⌐ ╙⁸

╠─ ≤⇔≡ ⌂ ╩ ∆╢⁹↓─↓≤≢⁸ ─ IT ⅜⁸

─ ⇔™ ☿◐ꜙꜞ♥▫ ─ꜞ☻◒⌐ ∆╢ ╩ ╘⁸↓╣⌐╟╡⁸

⅜ ⌂ꜟⱣכ꜡◓┘ ─ ─ ╩ ⌐∆╢↓≤╩ ∆╢╙─≢№

╢⁹ 

 

 

2 0 1 1 8 5  

◘▬Ᵽכ☿◐ꜙꜞ♥▫≤   
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       ♥꜠◖ⱶה◒♇◙▬▪ה☺ꜗⱤfi  

  ⱨ◊♥▫כfiⱨ◊♥▫  

 

  ⱶ◖♩♇♪☻כ◊ⱨ☻ꜟכ☿  

◦♬▪ⱪꜞfi◦Ɽꜟ▪כ◐♥◒♩ 

     

fiꜛ◦כꜙꜞ♁      

    

  ♩꜠fi♪ⱴ▬◒꜡   

   ◒ꜝ►♪  

◒ꜝ►♪☿◐ꜙꜞ♥▫  
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 כꜗ☺ⱪⱴⱠכꜟ◓ ⱪכꜟ◓

     

 

     

 ♥ꜞⱦ◘כ꜠♩ה▫♥ꜞꜙ◐☿  

▫  ☿fi♃כ  
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○Ⱪ◙כⱣכ 

        ☿◐ꜙꜞ♥▫☿fi♃כ  
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ה    

         

☿◐ꜙꜞ♥▫☿fi♃כ              

          

            ☿◐ꜙꜞ♥▫ ☿fi♃כ ☿fi♃כ  

fi☿fiꜛ◦כⱠ▫♦כ◖  

  כ♃
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₈ ≤╡╕≤╘₉╕≢─  
 

 

2010 12 20 13:30 15:00 

 17  3  

 ◘▬Ᵽכ☿◐ꜙꜞ♥▫⌐ ∆╢ ─  

    ∕─  

 

 

 2011 1 28 10:00 12:00 

  17  3  

 ◘▬Ᵽכ ┼─ ⌐≈™≡ 

    ◦☻♥ⱶ─ ⌐≈™≡ 

 

 

 2011 3 3 14:30 16:30 

  17  3  

 ☿◐ꜙꜞ♥▫ ─ ⌐≈™≡ 

    ∕─  

 

 

 2011 4 21 13:30 15:00 

  17  7  

 ◦☻♥ⱶ─ ⌐≈™≡ 

 

 

 2011 5 27 10:00 12:00 

  17  7  

 ◘▬Ᵽכ ┼─ ⌐≈™≡ 

    ☿◐ꜙꜞ♥▫ ─ ⌐≈™≡ 

    ∕─  

 

 

 2011 7 1 16:00 17:30 

  17  3  

 ╡╕≤╘ ⌐≈™≡  
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 ☿◐ꜙꜞ♥▫ ╩ ╡ ↄ ─ ≤  

 

◖fiⱧꜙכ♃►▬ꜟ☻╩ ™√◘▬Ᵽכ ╛ ⅛╠─ ⅎ™│

⅛╠№∫√╙──⁸ ⁸◘▬Ᵽכ ⌐╟╢ ╛ꜝ▬ⱨꜝ▬fi╩

∫√ ─ ╛⁸ ⌐ ∆╢◘▬Ᵽכ ─ ⁸ ⌂

ⅎ™─ ⌂≥⁸ ─ ↕⅜ ⇔≡™╢ ⁹ 

 

 

 ─ ⅝⌂ ☿◐ꜙꜞ♥▫  

 

↓℮⇔√☿◐ꜙꜞ♥▫ │ ─╟℮⌐ ↕╣╢⁹ 

 

‚◘▬Ᵽכ ─ ◘▬Ᵽכ ─  

2010.1 Google ⌐ ∆╢ ◘▬Ᵽכ  

⌐כ♬♁ 2011.4 ∆╢◘▬Ᵽכ ⌐╟╡ ⌂ ⅎ™ 

‚ ◦☻♥ⱶ⌐ ∆╢  

2010.9 ☻♃♇◒☻Ⱡ♇♩⌐╟╢▬ꜝfi─ ┼─◘▬Ᵽכ  

2011.3 ⌐╟╢◘ⱪꜝ▬♅▼כfiהꜝ▬ⱨꜝ▬fi─  

‚ ╩ ∫√◘▬Ᵽכ  

2010.9 ⅜ ⌐ ∆╢◘▬Ᵽכ  

‚ ⅛╠─ ⅎ™ 

2010.10 ♥꜡  

2010.11  

╢╟⌐☻◒כꜞ◐▫► 2011.11 ─  

 

─╟℮⌂ ☿◐ꜙꜞ♥▫ ─ ─ ╩ ∆╢≤≤╙⌐⁸

∕─╟℮⌂ ⌐ ∆╢√╘─↓╣╕≢─ ╛⁸∕╣╩ ⅎ╢ ꜞ♁

╢№≢☻כ ☿◐ꜙꜞ♥▫ ╛ ⌐⅔™≡ ↕╣≡™╢ ╩

∆╢↓≤⌐╟╡⁸ ⅜ ⅜≤╢═⅝ ╩ ╠⅛⌐⇔≡™ↄ⁹ 

 

Google

2010.1 2010.9 2010.9 2010.10 2010.11 2010.11 2011.3 2011.4



 

10 

 

◘▬Ᵽכ ─  ◘▬Ᵽכ ─  

◘▬Ᵽכ ≤│ 

↓╣╕≢─ ⱪ꜡◓ꜝⱶ╩ ⇔√ │⁸ ─ ╩ ⇔√╡⁸

⅜ ∆╢─╩ ⇔╪∞╡⁸ ─ ╩◙כꜚ ⌐ ↄ↓≤╩

⌐⁸ ─ ─ ⱪ꜡◓ꜝⱶ╩ ⌐◙כꜚ─ ⇔≡ ⌐ ∆

╢ ≢ ╦╣╢↓≤⅜ ⅛∫√⁹ 

∕╣⌐ ⇔⁸ ─ ה ⅛╠ ≤™∫√ ⌐ ╦╢ ⌂

╩ ∆╢↓≤╩ √╢ ≤⇔√ ◘▬Ᵽכ 1⅜ ╦╣╢╟℮⌐

⌂∫≡™╢↓≤⅜⁸ ≢│ 2005 ⅛╠⁸ ≢│ 2007 ⅛╠☿◐ꜙꜞ

♥▫─ ─ ≢ ⌐ ↕╣ ╘√⁹ 

↓─╟℮⌂ ◘▬Ᵽכ ╩ ℮ ⁸ ─ ⌐ ⅛╣⌂™╟℮

⌐ ⇔√╡⁸ ─ ⌐ ╢╕≢─ ╙ ⅛╣⌂™╟℮⌐⇔√

╡⇔⌂⅜╠ ⇔╟℮≤∆╢↓≤⅜⁸ ╩ ∫≡ ∆╢ ─ ≢№╤℮⁹ 

↓─√╘⁸ ◘▬Ᵽכ ⌐│ ─╟℮⌂ ⅜№╢⁹ 

◘▬Ᵽכ ─  

A) ─ ╩ ╘╢√╘⁸∕─ ה ╩ ∂ ╕∑╢╟℮⌐∕─ ≤

─№╢ ה ⁸№╢™│ ╩ ∫≡ⱷכꜟ╩ ∆╢⌂

≥ ◓fi☺♬▪ꜞfi◄הꜟꜗ◦כ♁ ⇔≡⁸∕─ⱷכꜟ─ ⱨ□▬ꜟ⌐

╩ ∆╢ⱪ꜡◓ꜝⱶ╩ ⅛⌐ ╘ ╗⌂≥─ ╩ ℮↓≤⅜ ™2⁹ 

B) ⅜♁הꜟꜗ◦כ◄fi☺♬▪ꜞfi◓⌐╟╠∏⌐⁸ ─ ה ─

∆╢ IT ◦☻♥ⱶ ─☿◐ꜙꜞ♥▫ ─ −™ 3 ╩ ↄ↓

≤⌐╟╡⁸ ⅛⌐ ◦☻♥ⱶ⌐ ∆╢↓≤╙№╢⁹ 

C) │⁸ ⌐ ⅛╣⌂™╟℮⁸ ╩ ⇔≡ ⅜ ↕

─Ᵽכ◘╢™≡╣ ╛ ─Ᵽכ◘ ─ ╩ ∆╢⁹ 

D) │⁸C)⅜ ⇔⁸ ⌐ ⇔√ ⁸ ─ ⅜ ⌐

⅛⌂™╟℮⁸ ─ ⁸∆⌂╦∟꜡◓ ╩ ∆╢⁹ 

                                                   
1 ↓─╟℮⌂ ◘▬Ᵽכ │ APT(advanced persistent threat) ≤╙ ┌╣╢↓≤⅜

№╢⁹ NIST │↓─╟℮⌂ ╩ ∆╢ ╩ ─╟℮⌐

⁹₈ ╛ ─ ⌂ ⌐ ∆╢ │ ⁸№╢™│ ⌐⅔™≡↓╣

╠─ ╩ ∆╢√╘─ ╩ ≤⇔≡⁸ ≤⇔√ ─ IT ▬fiⱨꜝ ⌐

╩ ⇔ ⇔ ↑╢↓≤╩ ⌐⁸ ⌂ ╩ ™╢↓≤⌐╟╡⁸ ─

╩ ∆╢↓≤⅜≢⅝╢⁸ ⌂ ≤ ╩☻כ♁ꜞ⌂ ∆╢

NIST SP800 -39 òManaging Information Security Risk: Organization, Mission, and 

Information System View óo Appendix B GLOSSAR Y ₓ₉ 
2 ≢│⁸A ─╟℮⌂ ⌂ⱷכꜟ─ ╩₈☻Ⱨ▪הⱨ▫♇◦fi◓₉ │₈♃

≥ⱨ▫♇◦fi◓₉ה♪♇♥♇◕כ ┬↓≤⅜№╢⁹ ⅜ ≢│⁸↓╣╩ ⌐₈ ⱷכ

ꜟ₉≤ ╪≢™╢⁹ 
3 ◖fiⱧꜙכ♃♁ⱨ♩►▼▪─☿◐ꜙꜞ♥▫ⱱ⁹ꜟכ 
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B C D

A

2010 11 METI
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33%

45%

22%

≤ ╦╣╢◘▬Ᵽכ ╩

↑√ ⅜№╢⅛

2011

№╢ ⌂™ ⅛╠⌂™

2.50%
5.40%

0.80%

91.30%

≤ ╦╣╢◘▬Ᵽכ ╩

↑√ ⅜№╢⅛ 2007

☻Ⱨ▪ⱨ▫♇◦fi◓

╩ ∫√ ─►▫ꜟ☻ⱷכꜟ

₈DoS╩⇔⅛↑╢₉≤™℮ ⱷכꜟ

⌂⇔

◘▬Ᵽכ ─  

 

⅜ ⌐⅔↑╢ ◘▬Ᵽכ │ ─  ⁸  ⅛╠

╙ ⅛╢≤⅔╡⁸ ⌐ ⇔≡™╢⁹ 

  

╩ ≤⇔√ⱨ▫♇◦fi◓ 

  

2011  

  

2007  

N=282 N=46 



 

13 

 

◘▬Ᵽכ ─  

◘▬Ᵽכ ─ ⌐ ⇔≡│⁸ ⌐╟╢ ⁸

─ ⁸ ┘ ⌐ ≠ↄ ⅜ ┘ ⌐⅔↑╢ ⌂ ה ╩

⌐ →╢⁹ 

 

  Ɽ♃

 fiכ

╠╣√

 

 

2008  I   ╩ ⇔√ⱷכꜟ╩ ⁹ ⱨ□▬ꜟ ⱨ□▬

ꜟ ─ │ⱪ꜡◓ꜝⱶ ⱨ□▬ꜟ∞⅜⁸ ∆╢≤

│ ⱨ□▬ꜟ⅜ ™≡™╢≤ ∑⅛↑≡∕─ ≢Ᵽ♇

◒♪▪⅜ ↕╣╢⁹ 

2008  I   ╩ ⇔√ ─ ⌂ⱷכꜟ⅜ ™√⁹ ⅜

ⱨ□▬ꜟ ⱨ□▬ꜟ ─ⱪ꜡◓ꜝⱶ ⱨ□▬ꜟ

╩ ↄ≤⁸ⱨ□▬ꜟ╩♄►fi꜡⁸⇔♪כ ─ ─ ◘

▬♩⌐ ∆╢⁹ 

2009  I  

 

╩ ∫√ ⌂ⱷכꜟ ☿◐ꜙꜞ♥▫⌐ ∆╢

⅜ ™√⁹ ↕╣√ ⱨ□▬ꜟ│◒ꜞ♇◒↕

╣∏⁸ ⌐ ⇔√⁹ 

2010  I   ─ IT ⁸IT ⱷ⁸◌כ ╩ ⌐⁸

⌐ ⌂ ⁹ │ ﬞ ⌐╦√∫≡ ╦╣⁸ ⌂

╩ ∫√ ╙№∫√≤─ ⁹ 

2010  I   ─♪ⱷ▬fi⌐ ⇔⌂™ⱷכꜟ▪♪꜠☻╩ ⇔⁸

ⱨ□▬ꜟ⅜ ↕╣√ ⌂ⱷכꜟ ⱪ꜡◓ꜝⱶ

─ ─ ╩ ╘╢ⱷכꜟ ⅜ ─ ─▪♪꜠☻⌐

™√⁹ ⱨ□▬ꜟ╩ ∆╢≤⁸ │ ⱨ□▬ꜟ⅜

ↄ╙──⁸ ≢ ─ⱪ꜡◓ꜝⱶ⅜ ⅝ ⅎ╠╣√↓≤⅜

⁹ 

2010  III   ⅜ ╡─ ⅛╠ ↕╣√ CD R ╩ ─

⌐ ⅎ≡ ⇔√≤↓╤⁸ ⱪ꜡◓ꜝⱶ⌐ ⁹∕─ ⁸

Ᵽ♇◒♪▪⅜♄►fi꜡⁸╣↕♪כ ╩ ⁹↓╣⌐

╟╡⁸ ╩ ╩☻☿◒▪─┼Ᵽכ◘√⇔ ⇔⁸

⅜ ⅎ™⇔√⁹ 

2010  II   ⅜ ⌐ ∆╢►▼Ⱪ◘▬♩⅜ ↨╪↕╣⁸ ◘▬

♩─ ⌐╟╡♄►fi꜡כ♄⌐ ⁹∕─ Ᵽ♇◒♪▪⅜♄

►fi꜡⁸╣↕♪כ ╩ ⁹∕─ ⁸ ╩

™≡◦☻♥ⱶ╩ ⇔⁸ ╩ ⌐Ᵽכ◘─ ↕

╣≡™√↓≤⅜ ⁹ 

2010  I   ─ ╩ ∫√ⱷכꜟ⅜ ⌐ ↕╣⁸ ↕╣≡™

√ ⱨ□▬ꜟ─ ⌐╟╡♄►fi꜡כ♄⌐ ⁹∕─ ⁸

Ᵽ♇◒♪▪╩♄►fi꜡⁸⇔♪כ ⌐ ╩ ↕

╣⁸ ⅜ ⅎ™⇔√⁹ 

2010  I   ╩ ™⁸ ⱪ꜡◓ꜝⱶ╩ ⇔√ⱷכꜟ⅜

─ ⌐ ↕╣√⁹ ─ ⅜ ⇔√⅜⁸

─ │ ⅝⌂⅛∫√⁹ ⱨ□▬ꜟ ─ⱪ꜡◓ꜝⱶ

ⱨ□▬ꜟ╩ ↄ≤ ≥Ᵽכ◘─ ⁹ 
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2011  IV  ⌂╡∆╕⇔ ╩ ∆╢↓≤⌂ↄ⁸ ─►▼Ⱪ◘

™−─Ᵽכ ╩ ⇔≡►▼Ⱪ◘כⱣ⌐ ⁹∕─ ≢▪

ⱪꜞ◔כ◦ꜛfi◘כⱣ ⌐Ᵽכ◘☻כⱬ♃כ♦┘ ⇔⁸

╩ ⁹ 

 ⅜ ┘ ⌐⅔↑╢ ⌂ ה  

 

─ ⌐ ─ ◘▬Ᵽכ ─ ⅜ ↕╣≡™╢⁹

╕√⁸F- secure ⌐╟╣┌⁸ ⌐⅔™≡│⁸ ⌐ ∆╢ ⱪ꜡◓

ꜝⱶ⅜ ↕╣≡™√ ⱷכꜟ─ ⅜ 2008 ┘ 2009 ⌐⁸∕

╣∙╣ 2000 ↕╣≡™╢⁹ 

Ɽ♃כfi│ ⌐╟╢⁹ 

 

 

◦☻♥ⱶ4⌐ ∆╢  

◦☻♥ⱶ⌐≈™≡ 

☻●ה ─ ▬fiⱨꜝ╩ ╗ ─ ◦☻♥ⱶ│⁸ Ⱡ

♇♩꞉כ◒≤ Ⱡ♇♩꞉כ◒⌐ ↑╠╣╢⁹ Ⱡ♇♩꞉⁸│◒כ

≤⇔≡ ─ ≤ ╩ ™⁸ ╩ ℮⁹ Ⱡ♇♩꞉כ

◒│○ⱨ▫☻Ⱡ♇♩꞉כ◒ ◦☻♥ⱶ ≤ⱨ□▬▪►◊כꜟ ⌐╟╡

⌐│ ↕╣≡™╢⅜ ⌐│ ↕╣≡™╢⁹ Ⱡ♇♩꞉⁸│◒כ

PLC⁸◦כ◔fi◘ ╩ ⇔≡ ╩ ⇔≡⅔╡⁸ Ⱡ♇

♩꞉⁸│≥◒כ ╩Ᵽכ◘─ ⇔≡ ↕╣≡™╢⁹ ⌂ ◦☻♥ⱶ

─◦☻♥ⱶ ≤ ◦☻♥ⱶ─ ╩ ⌐ ∆⁹ 

 

                                                   
4 ₈ ◦☻♥ⱶ₉≤│⁸ⱣꜟⱩ ╛♃כ◄ꜙ♅◒▪⁸ ⱪ꜡◓ꜝⱴⱩꜟה꜡

ꜝכ꜡♩fi◖ה◒♇☺ ⌂≥─ⱨ▫כꜟ♪ ⁸ ⌂ ⁸ ה ⌐ כ◘╢™

Ᵽ╛◒ꜝ▬▪fi♩ ⌂≥╩Ⱡ♇♩꞉כ◒⌐╟╡ ⇔√ ◦☻♥ⱶ ╩↕∆⁹ 
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  ◦☻♥ⱶ─ ⌂◦☻♥ⱶ ≤ ◦☻♥ⱶ─  

2008  

 

( (

OS

(
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◦☻♥ⱶ│⁸ Ⱡ♇♩꞉⁸╠⅛≥↓™⌂™≡∫⅜⌂≈⌐◒כ◘▬Ᵽכ

─ ╩ ↑≠╠™≤ ╦╣≡⅝√⁹╕√⁸ ◦☻♥ⱶ─ │

↔≤⌐ ≢№╢√╘⁸ ╩ ⇔≡™⌂↑╣┌⁸ ⌂ │≢⅝⌂

™√╘⁸ ⌂ PC⅜ ∆╢►▬ꜟ☻╛ ⱪ꜡◓ꜝⱶ─ ╩ ↑⌂™

≤ ⅎ╠╣≡⅝√⁹ 

 

⇔⅛⇔⌂⅜╠⁸ ⅜ 2008 ⌐ ∫√ ⌐╟╣┌⁸ⱪꜝfi♩

╛ │ Ⱡ♇♩꞉⁸≈⅛⁸╡⅔≡⅝≡∫⅜⌂≈≥◒כ↓╣╠⌐

↕╣╢ ⌐│ ─Windows╛Unix ⅜ ↕╣≡⅔╡  ⁸

 ⁸  ⁸ ◦☻♥ⱶ⌐ ∆╢◘▬Ᵽכ ─

⅜ ⇔≡⅝√⁹ ╛●☻ ─ ▬fiⱨꜝ│⁸ ◦☻♥ⱶ╩ ╖ ╪

≢ ↕╣≡™╢√╘⁸ ◦☻♥ⱶ╩ ↕╣╢≤ ▬fiⱨꜝ⅜ ╩

↑⁸ ⅜ ╩ ↑╢ ⅜№╢⁹ 

 

 

 

  ⱪꜝfi♩ ≢─ Ⱡ♇♩꞉כ◒≤─  

2008  

 

↓─℮∟▬fi♃כⱠ♇♩ ⅜ 43%⁸  

☻ⱷfi♥♫fi♩כ⸗ꜞ ⅜ 55% 
N=234 
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  ⱪꜝfi♩ ≢─ ─  

2008  

 

 

  ⌐⅔↑╢ ─№╢ IT ─  

┘ Ⱡ♇♩꞉כ◒≤─  

2008  

88.9

13.7

0.4

0.9

0.0

3.0

1.3

0.0

0.0

0.0

4.7

8.5

0.0 20.0 40.0 60.0 80.0 100.0

Windows

Unix

TRON (T-Engine )

VX-Works

iRMX

LinxOS

OS-9

QNX

Smalight OS

eCos

N=234 
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◦☻♥ⱶ⌐ ∆╢▬fi◦♦fi♩─  

◌♫♄─ Security Incidents Organization ⌐╟∫≡ ↕╣≡

™╢▬fi◦♦fi♩ ☻כⱬ♃כ♦ RISI ⌐╟╢≤⁸ ─ SCADA╩

╘≤∆╢ ◦☻♥ⱶ⌐⅔↑╢▬fi◦♦fi♩│ ₁ ⌐№╡⁸ ◦☻

♥ⱶ⌐ ⇔≡╙☿◐ꜙꜞ♥▫ ⌐⅔↑╢ ⅜ ⇔≡⅝≡™╢⁹ 

 

  ─ ◦☻♥ⱶ─▬fi◦♦fi♩  

Repository of Industrial Security Incidents 2009  

 

◦☻♥ⱶ⌐⅔↑╢ ☿◐ꜙꜞ♥▫ ─  

☻ⱦכ◘│≢ ─◦☻♥ⱶ─○כⱪfi ⅜ ╪≢™╢√╘⁸

⅛╠─ ⅜ ↄ⁸SCADA◦☻♥ⱶ┼─−™ ⌐≈™≡╙ ⅜№

╢↓≤⅛╠⁸ ◦☻♥ⱶ⌐⅔↑╢ ☿◐ꜙꜞ♥▫ ─ ⅜ ╠╣╢⁹ 
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  ◦☻♥ⱶ⌐⅔↑╢ ☿◐ꜙꜞ♥▫ ─  

₈IPA₉≤™℮⁹  

₈ ▬fiⱨꜝ─ ◦☻♥ⱶ☿◐ꜙꜞ♥▫≤ IT ☻ⱦכ◘ ⌐ ∆╢ ₉

┘ ╩ ⌐  

 

⌐⅔™≡│⁸ ◦☻♥ⱶ─ ☿◐ꜙꜞ♥▫ ─ │ ≢ ╢

╖⌐ ≡™⌂™⅜⁸ ⌐╟╡⁸ ─╟℮⌂ ⅜ ↕╣

√⁹ 

2003 Slammer SQL VPN
5 

2003 W32/Bla
ster

3 

2005 Zotob
Windows2000

1,400 

2010 Stuxnet

8,400
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⌐♄ⱶ♬ה ⇔≡ ─◦☻♥ⱶ⅜ ⇔≡⇔╕∫√─╩ ⌐⁸

◦☻♥ⱶ≤ ─◦☻♥ⱶ─ ╩ ─ⱶ♥☻◦▬▼►♩כ◕╢∆ ╩ ╘

√⁹ 

☻ꜟ▬►ה ⅜ ⁹ ה PC50 ⅜ ⁸꜠ ☻ⱳfi☻⅜ ⁹ 

│ ─ ⌐ⱷכ◌⅜►▬ꜟ☻╩ ∟ ╪∞↓≤⁹ 

☻ⱷfi♥♫fiה ─ PC⌐╟╢ ┘ ⅜№∫√⁹ ◦☻♥ⱶ─

PC100 ⅜ ⁸◦☻♥ⱶ─ ⅜ ╕∫√⁹ 

ה ≢│⁸►▬ꜟ☻ ⌐№∫√ ⅜ ⅎ≡™╢⁹ 

☻ꜟ▬►⅜◒☻▫♦♪כⱢה ⇔≡◦☻♥ⱶ⅜ ∟ ⅜╠⌂ↄ⌂∫√⁹ 

ה ◦☻♥ⱶ⌐⅔↑╢☿◐ꜙꜞ♥▫ ─♩ꜝⱩꜟ│ ⌐ ⇔⌂↑

╣┌ ↕╣≡ ↕╣╢⁹ 

  ◦☻♥ⱶ⌐⅔↑╢ ☿◐ꜙꜞ♥▫ ─  

2008  

 

◦☻♥ⱶ─ ⌐⅔↑╢☿◐ꜙꜞ♥▫  

☻♃♇◒☻Ⱡ♇♩⌐╟╢▬ꜝfi─ ┼─◘▬Ᵽכ │⁸

Windows╛ Linux ╛ ⱪ꜡♩◖ꜟ TCP/IP ─ ⱪfiכ○╢╟⌐

⅜ ╪≢⅝√ ◦☻♥ⱶ⌐ ∆╢ ─ ≢№╡⁸ ╛ ┼─

⌐ ⇔⁸☿◐ꜙꜞ♥▫⌐≈™≡ ─ ⁸ ─ ⅜ ≤⌂

╢ ⅜ ↕╣ ╘╢⌂≥⁸ ─ ⌐ ⇔≡╙☿◐ꜙꜞ♥▫⅜ ↕

╣≡⅝≡™╢⁹ ⅜ ⌐⅔™≡⁸ ◦☻♥ⱶ⌐ ∆╢☿◐ꜙꜞ♥▫ ─

╖⅜ ⇔⌂™ ⁸ ⅜ ┼─ ╩∆╢ ⌐⁸☿◐ꜙꜞ♥

▫ ⅜ ╘╠╣╢↓≤╙№╢⁹ 

 

 

☿◐ꜙꜞ♥▫ ─  

 

─ ☿◐ꜙꜞ♥▫ ⌐ ╩ ∂≡™ↄ√╘⌐│⁸∕╣╩ ⅎ

╢ ╢№≢☻כ♁ꜞ ☿◐ꜙꜞ♥▫ 5⅜ ≤⌂╢↓≤⅛╠⁸ ⅜

⌐⅔↑╢ ☿◐ꜙꜞ♥▫ ╩ ╡ ↄ ╩ ∆╢≤≤╙⌐⁸ ⌐╟

╢ ─ ⌐≈™≡ ∆╢⁹ 

                                                   
5 √≤ⅎ┌⁸ ─╟℮⌂ ╩ ℮ ─↓≤≢№╢⁹ 

ᵑ ☿◐ꜙꜞ♥▫─ꜞ☻◒ⱴⱠ☺ⱷfi♩⁸ᵒꜚכ◙─ ╩ √ ≢ ⅛╠◦☻♥ⱶ

┼─▪◒☿☻ ⁸ᵓ ◓꜡ה ─ ⁸ᵔ ─ⱶ♥☻◦ה ⁸ᵕ ◙כꜚה

─ ─  
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☿◐ꜙꜞ♥▫ ╩ ╡ ↄ  

⅜ IT ⌐ ╘╢ │ ⌐╦√╢⅜⁸∕─ ≢╙₈☿◐ꜙꜞ♥▫ 

⌐ ∆╢ ₉─ │ ↄ⌂∫≡™╢⁹ ⁸ ₁⌂ ⌐ ∆╢₈

╩ ∆╢ ™ ₉⅜ ╘╠╣≡™╢↓≤╙ ∆═⅝≢№╢  

⁹ ⌐╟╢ⱥ▪ꜞfi◓⌐⅔™≡╙⁸ ☿◐ꜙꜞ♥▫

⅛╠│ ☿◐ꜙꜞ♥▫ ≢№∫≡╙⁸ ⱪ꜡◓ꜝⱶ─

≤™∫√ ⌂ ╩ ⅛⇔√ ╩ ⇔≡™╢─│⁸ ─ ⌐⇔

⅛∆⅞∏⁸ ⌂ ╩ ∆╢ ┼─ │↕╒≥ ⅝ↄ⌂™≤─ ╙

↕╣√⁹ 

 

 

 

 

 

 

─╟℮⌐⁸ ☿◐ꜙꜞ♥▫╩ ℮ ≤⇔≡⁸IT ⌐ ∆╢

╩Ᵽꜝfi☻╟ↄ ⇔≡™╢ ⅜ ⌐ ╘╠╣≡™╢≤↓╤≢№╢⅜⁸∕─

≢⁸ ⌐╟╢ⱥ▪ꜞfi◓⌐⅔™≡│⁸ ☿◐ꜙꜞ♥▫ ⌐

⅔™≡│ ⌂ ⌐ ∆╢ ╙ ↕╣≡™╢⁹╕√⁸IT ⌐ ∆

╢ ╩Ᵽꜝfi☻╟ↄ ⇔≡™╢ ⌐ ⇔≡╙⁸☿◐ꜙꜞ♥▫⌐ ∆╢

╩ ∫≡™ↄ ⅜№╢⁹ 

 

⌐ ∆╢ ─ ─  

☿◐ꜙꜞ♥▫⌐ ∆╢ ⅜ ─ ╩ ∆═ↄ⁸ ┘ ≤

™∫√ ⌐ ⇔≡™ↄ√╘⌐│⁸ ⅜ ⌐╟╢ ⌂ │

  ─ IT ⌐≤∫≡ ≤⌂╢☻◐ꜟ 

IPA ₈IT 2011₉ 
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≢№╢⁹∕─√╘⌐│⁸ ⌐ ⇔√ ─ ☿◐ꜙꜞ♥▫ ─ ⌐

ⅎ≡⁸ ─ ☿◐ꜙꜞ♥▫ ╩ ⇔≡™ↄ↓≤⅜ ╙№╡⁸↓

╣╕≢─ ☿◐ꜙꜞ♥▫ ⌐⅔↑╢ ↑─ ╩ ⅝ ⅝ ⌐

⇔≡™ↄ≤≤╙⌐⁸ √⌂ ⌐ ⇔≡™ↄ↓≤─ ╩ ⇔≡™

ↄ ⅜№╢⁹ 

 

╕√⁸ ☿◐ꜙꜞ♥▫⌐ ∆╢ ╩ ה ⅜ ⇔≡™ↄ ≢│⁸

∕╣╠╩ ⌐ ∆╢ ╩ ⇔≡™ↄ ⅜№╢⁹ ⌐⅔↑╢↓

─╟℮⌂ ─ ה │ ⌐│ ╩ ∂≡ ⅛╠ ╩

⇔√╡⁸ ╠ ⇔√╡∆╢↓≤⅜ ה ≢№╢⁹⇔⅛⇔⌂⅜╠⁸

 ─╟℮⌐⁸ ⌐⅔™≡ ☿◐ꜙꜞ♥▫ ⅜ ⇔≡™╢

≤ ⅎ≡™╢ ⌐⅔™≡│⁸∕─╟℮⌂ ☿◐ꜙꜞ♥▫ ─ ╩

⌐⇔≡™ↄ√╘⁸ ≤⇔≡─ ⅜ ╘╠╣╢≤↓╤╙№╢⁹ 

 

  ⌐⅔™≡ ⌂ ☿◐ꜙꜞ♥▫ ╩ ≢⅝⌂™  

2011  

 

 

╩ ∫√◘▬Ᵽכ  

 

  2009 7 ⌐│⁸ ⁸ ╩ ∫√ ◘▬Ᵽכ ⅜ ⇔√⁹↓

╣│⁸ ╛ ─ ↄ─ ⌐ ┼─ ⅜ ╗ ⅜

⌐≤∫≡⁸ ☿◐ꜙꜞ♥▫ ─ ⅜ ה ─ ⌐⌂╡

╢↓≤╩ ∆ ≤⌂∫√⁹ 

38%

23%

15%

12%

12%

N=34 
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  ╕√⁸2010 9 ⌐│⁸ ⅜ ⌐ ∆╢◘▬Ᵽכ ⅜ ↕╣⁸

₈ ╩ ╢ ☿◐ꜙꜞ♥▫ ₉ 2010 5 11 ☿◐ꜙꜞ♥▫

⌐⅔™≡╙ ↕╣≡™√⁸ ⅜ ⌐ ∆╢ ⌂◘

▬Ᵽכ ─ ⅜ ∆╢↓≤≤⌂∫√⁹ 

 

─  

  2010 12 ⁸◘▬Ᵽכ ⌐ ⇔⁸ ≤⇔≡ ⅛≈ ⌐ ∆

╢√╘⁸ ⅜ ⇔√◘▬Ᵽכ ⌐ ╢ ╩ ╛⅛⌐

☿◐ꜙꜞ♥▫☿fi♃כ ₈NISC₉≤™℮⁹ ⌐ ⇔⁸ ─

⌂ ⌐ ה ⌐ ↕╣╢ ⅜ ↕╣√⁹ 

 

  ╕√⁸ ⌂◘▬Ᵽכ ⌐ ↕╣╢DDoS Distributed Denial of 

Service) │⁸ ─№╢ ⅛╠─ ⌐╟╡◘▬Ᵽכ ╩

℮ⱪ꜡◓ꜝⱶ Ⱳ♇♩ ⅜ ↕╣╢↓≤⅜ ™↓≤⅛╠⁸ ─ ≤

⇔≡⁸Ⱳ♇♩─ ┘ ⁸ ⇔√◖fiⱧꜙכ♃─ ⌐ ∆╢

╩ ∂√Ⱳ♇♩─ ה ⌐ ↑√ ╩ ╘≡™╢≤↓╤≢№╢⁹ 

 

 

⅛╠─ ⅎ™ 

 

⁸ ─ ⅛╠─ ⌂ ⅎ™─ ⅜ ⌐№╢⁹

◒♇ꜛ◦ⱴfiכꜞ⁸│╣↓ ⌐ ∆╢ ─ ⁸ ⌐╟╢ ⌂

ⅎ™─ ⅜ ⇔≡™╢─≢│⌂™⅛≤ ⅎ╠╣╢  

⁹ 

 

 

  ꜝ♇◒⌐⅔↑╢  

◘▬Ᵽכ☿◐ꜙꜞ♥▫≤   ╟╡  
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╕√⁸◒ꜝ►♪─ ⌐ ™⁸◘▬Ᵽכ ⌐ ⌂ ⅜ ↕╣≈

≈№╡⁸ ⌐ ↕╣√ ⅜ ⅎ™⇔√ ⁸ ⌐ ⅝⌂ ╩

ⅎ╢ ⅜№╢⁹ 

 

⇔⅛⇔⌂⅜╠⁸ ─ ─ ☿◐ꜙꜞ♥▫ ⌐≈™≡│⁸ ─

☿◐ꜙꜞ♥▫ ─ ⌐╟╢ ─☿◐ꜙꜞ♥▫ ╩ ISMS

─ ≤⇔≡™╢√╘⁸ ╩ ∫√ ⌂ ─ ⅎ™⌐ ⇔≡

│⁸ ─ ☿◐ꜙꜞ♥▫ⱴⱠ☺ⱷfi♩ ≢│ ⅜№╢⁹ 

 

 

ᵑ ⅜ ⌐⅔↑╢ ⅎ™ 

2010 ⁸ ─ⱦ♦○ ─ ⅜ ∆╢⌂≥⁸

─ ∆╢ ⅜Ⱡ♇♩꞉כ◒ ⌐ ⇔⁸ ╘≡ ⌐ ≢

⅜╢ ⅜ ⇔√≤↓╤≢№╢⁹ ⅎ≡⁸ ⌐⅔™≡╙⁸

─ ⌐╟╢ ─ ⅎ™ ⅜ ⇔≡™╢≤↓╤≢№╢⁹ 

  ↓℮⇔√ │⁸ ╘≡⁸ ⌐⅔↑╢ ☿◐ꜙꜞ♥▫ ─

⅜ ↕╣╢ ≤⌂∫√⁹ 

 

ה     

⌐╟╢

ⅎ™

 

2008  ꜡◦▪ ⅛╠

╩ ↑√

⅜⁸ ─ ╩

⌐⁸ ⌐ ⇔≡ ∫√

╩ ⌐ ⇔√╙─ 

ה

 

 

ה  

─

⌐ ╢

ⅎ™  

2008  ─ ⅜⁸

╡ √₈

─ ₉⌐ ∆╢ ╩⁸

⌐ ∆╢ ╩ ╗

↓≤╩ ⇔√ ≢⁸

⌐ ⌐╟╡ ⇔√╙─ 

ה  

 

ה  

⌐ ╢

ⅎ™

 

2010  ─

⅜⁸

⌐╟╢ ⌐

╢ ≤⇔≡

⅜ ⇔√ⱦ♦○ ╩

ה

 

ה 12⅛
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▬fi♃כⱠ♇♩ ⌐ ↕∑

√╙─  

♥꜡

⌐ ♃כ♦╢

─▬fi♃כⱠ

♇♩ ┼─

 

♥꜡ ⌐ ♩♇Ⱡכ♃fi▬⅜♃כ♦╢ ┼ ↕╣√

╙─⁹ ⁸│⌐♃כ♦ ⅜ ╡ ∫√ ⅜ ™

⅜ ╕╣≡™╢≤ ╘╠╣√⁹ 

  ⌐⅔↑╢ ⌂ ⅎ™ ─  

─√╘─ ─ ╡ ⌐ ∆╢ ╟╡ 

 

ᵒ ►▫◐ꜞ6☻◒כ⌐╟╢ ⌐⅔↑╢ ⅎ™ 

2010 11 ╟╡⁸ ⅜ ↕╣≈≈№╢⁹ ≤

⇔≡│⁸ ≢│ ↕╣╢↓≤─⌂⅛∫√ ╛ ─ ⌐≈

™≡─ ⌂≥≢№∫≡⁸ ⌐ ↕╣╢↓≤⌂ↄ⁸ ╩ ╘

─ ⅜ ╕╣≡™╢⁹ 

╢↑⅔⌐☻◒כꜞ◐▫► ─ ─ ⌐≈™≡│⁸

⌐⅔↑╢ ≤⁸ ⌂▬fi♃כⱠ♇♩ ≤─ ⌐ ╩ ∂╢≤

≤╙⌐⁸ ⌂▬fi♃כⱠ♇♩ ╩ ∆╢≤™℮ ה ╩ ∆╢₈▪

ⱡ♬ⱴ☻₉≤™℮ ⌂Ɫ♇◐fi◓ ╩ ∆╢ ─ ╩ ⌐ ╠⇔╘

╢⅝∫⅛↑≤⌂∫√⁹ 

 

─  

ᵑ  

2009 ─ ≢⁸₈ ₉─ ⅜ ≤ ═≡₈

⌐⌂™ ⌐ ╩ ∆╢ ╛⁸ ─ ╩ ≤

⇔√ ₉⌐≈™≡╙ →╢↓≤ ╩ ≤∆╢⁸ 5

47 ─ ⅜⌂↕╣⁸2010 7 ⌐ ↕╣√⁹ 

╩ ↑⁸ │⁸ ─ ⌂ ─ ⌐ ↑√▪

ⱪ꜡כ♅╩ ∆╢√╘⁸ 4 ⁸₈ ₉╩ ⇔≡™╢⁹

≢│⁸ ⌐⅔™≡ ─ ≤↕╣√ ─ ╩

℮≤≤╙⌐⁸ ╩ ∫√ ⌂ ⅎ™⅜⌂↕╣⌂™√╘─

─ ☿◐ꜙꜞ♥▫ ⌐≈™≡╙ ⇔≡™╢⁹ 

 

╕√⁸2011 ─ ⌐⅔™≡⁸ ─ ⌐╟╡⁸ ─

                                                   
6 ⌐╟╡ ⁸ ⁸ ⌂≥⌐ ∆╢ ╩ ∆╢►▼Ⱪ◘▬♩─

≈⁹ ─ ╩ ⇔⁸ ⅛╠ ⅜ ↕╣⌂™╟℮⌐⇔≡™╢⁹ 
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╩ ≢ ╠⅛⌐⇔⌂™↓≤╩ ≤∆╢ ─ ╩ ≤∆╢

─ ⅜⌂↕╣√⁹ 

⁸ ⌐≈™≡╙ ⅜⌂↕╣⁸ ⌐⅔™≡⁸ ╩

∫√ ⌂ ⅎ™ ─ ⅜ ╠╣╢↓≤⅜ ╕╣╢⁹ 

 

ᵒ  

≢ ⇔√╟℮⌂⁸ ─ ⌐ ∆╢ ⅜ ╠←

╟℮⌂ ⅜ ⇔√↓≤╩ ↑⁸₈ ⌐⅔↑╢ ⌐ ∆╢

₉⅜ ↕╣⁸ ⌐ ∆╢ ─ ╡ ╛ ⌐ ─ ™ ╩

╡ ℮ ─ ◦☻♥ⱶ⌐ ⇔ ≤ ⅎ╠╣╢ ⌐≈™≡

⅜ ╘╠╣⁸ ◦☻♥ⱶ⌐≈™≡│⁸2011 7 1 ⌐ ⅜

╡╕≤╘╠╣√⁹7 

⌐│⁸ ⌐≈™≡│⁸ ─ ⁸ ─ ⁸

─ ⌐≈™≡ ⇔≡™╢⁹╕√⁸ ◦☻♥ⱶ⌐≈™≡│⁸

─ ⌐ ─ ™ ╩ ╡ ℮ ─ ◦☻♥

ⱶ─ ╛⁸ ⇔√ ⅎ™ ┘ ⇔√ ╩ ╕ⅎ

√ ≢⁸ ╢═⅝ ⁸ ≤⌂╢◦☻♥ⱶ ┘ ↕╣╢ ⌐≈™≡

⇔⁸ ⅎ™ ─√╘⌐ ≤ ⅎ╠╣╢ ⌐≈™≡ ╡╕≤╘

╠╣√⁹ 

 

 

─ ☿◐ꜙꜞ♥▫  

─ ☿◐ꜙꜞ♥▫ ─  

◘▬Ᵽכ ┼─ ≤™∫√ ☿◐ꜙꜞ♥▫ ─ │ ⅜ ─╖

⌂╠∏⁸ ⌐⅔™≡╙ ≤⌂∫≡⅔╡⁸ ⅜ ╘╠╣≡™╢⁹ 

  

ᵑ ⌐⅔↑╢  

⌐⅔™≡│ 5 ⌐ ⅜₈◘▬Ᵽכ☻Ɑכ☻─√╘─

₉8 ┘₈◘▬Ᵽכ☿◐ꜙꜞ♥▫⌐ ∆╢ ⌂ ₉9╩ ⇔≡™╢⁹ 

 

                                                   
7 http://www.kantei.go.jp/jp/singi/jouhouhozen/dai2/kaisai.html  
8 

http://www.whitehouse.gov/blog/2011/05/16/launching -us-international -strategy -cybers

pace 
9 

http://www.whitehouse.gov/blog/2011/05/12/administration -unveils -its -cybersecurity -leg

islative -proposal 
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  ₈◘▬Ᵽכ☻Ɑכ☻─√╘─ ₉ 

 

₈◘▬Ᵽכ☻Ɑכ☻─√╘─ ₉≢│⁸Ɽכ♫♩כ◦♇ⱪ╩ ∆╢

√╘─ ⁸ ─√╘─ ⁸ ≤☿◐ꜙꜞ♥▫╩ ∆╢√╘─

╩ ≈─ ⌐ ⅎ⁸∕╣╠╩ ∆╢√╘─ ⌂ ≤⇔≡⁸ŋ

─ ┘ ה ⌂ ⁸ᵒⱠ♇♩꞉כ◒─ ☿◐

ה▫♥ꜞꜙ ה ⁸ᵓ ─ ┘ ─ ⁸ᵔ 21

─ ─ ┼─ ⁸ᵕ▬fi♃כⱠ♇♩─●Ᵽ♫fi☻ ה

⌂ ─ ⁸ᵖ ה▫♥ꜞꜙ◐☿ה ─ ⁸ᵗ▬fi

─♩♇Ⱡכ♃ ⌂ ┘ⱪꜝ▬Ᵽ◦כ─ ⁸╩ ⇔≡™╢⁹ 

 

╕√⁸₈◘▬Ᵽכ☿◐ꜙꜞ♥▫⌐ ∆╢ ⌂ ₉≢│⁸ ╩ ╢

√╘─ ⁸ ─ ▬fiⱨꜝ╩ ∆╢√╘─ ה ה

┼─ ה ─ ⁸ ▬fiⱨꜝ─◘▬Ᵽכ☿◐ꜙꜞ♥▫

⁸ ─◦☻♥ⱶהⱠ♇♩꞉כ◒─ ─ ⌐≈™≡ ⇔

≡™╢⁹ 

 

ᵒ ⌐⅔↑╢  

⌐⅔™≡╙⁸₈ ┘ ꜠ⱦꜙ₈≡™⅔⌐₉כ ◘▬

Ᵽכ☿◐ꜙꜞ♥▫ ₉╩ ∆╢√╘⌐ 4 ≢ 6.5 ⱳfi♪─

╩ ⇔√╡10⁸ⱵꜙfiⱫfi ⌐⅔™≡Ɫכ◓ ─ ⌐⅔™≡

                                                   
10 

http://www.number10.gov.uk/news/latest -news/2010/10/strateg ic-defence-review -55906 
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◘▬Ᵽכ ─ ⌐ ∆╢ 7≈─ ╩ ∆╢11 ⁸ ☿◐ꜙꜞ♥

▫─ ⌐ ╡ ╪≢™╢⁹ 

 

ᵓ G8≤⇔≡─  

2011 5 ⌐ ╦╣√ G8◘Ⱶ♇♩─ 12≢│⁸▬fi♃כⱠ♇♩⅜

⁸ ⁸ ∕╣∙╣⌐≤∫≡ ≢№╢↓≤╩ ⌂ ⅎ⌐ ⅎ≈≈⁸

▬fi♃כⱠ♇♩⌐ ╦╢ ⌐ ⇔≡ ─◖Ⱶ♇♩ⱷfi♩╩ ⇔≡™

╢⁹▬fi♃כⱠ♇♩ ─Ⱡ♇♩꞉כ◒ ─☻ⱦכ◘┘ ⌐ ⇔≡│⁸ ₁⌂

⌐ ╦╢ ≢№╢≤⇔≡⁸ ─√╘⌐ ⅜ ⇔≡™ↄ

⅜ ↕╣√⁹ 

 

◘▬Ᵽכ ╛ ◦☻♥ⱶ─ ┼─ ─  

─ ⌐⅔™≡ ╡ →√ ◘▬Ᵽכ ┼─ ┘ ◦

☻♥ⱶ─ ⌐ ⇔≡│⁸↓╣╕≢ ≢ ─╟℮⌂ ⅜ ╦╣

≡⅝≡™╢⁹ 

 

ᵑ ◘▬Ᵽכ ┼─  

▪  

▪ 2008 ⌐ ⱪ꜡◓ꜝⱶ─◦☻♥ⱶ ╩ ⇔≡ ╩ ↕╣√

⅛╠⁸ │₈Ᵽ♇◒◦ꜛ♇♩הꜘfi◐כ ₉

╩ ⁹ 

▬ ♁ⱨ♩►▼▪ ┘Ɫכ♪►▼▪⌐ ╖ ╕╣√ ⱪ꜡◓ꜝⱶ⌐╟╢

╩ ∆═ↄ⁸ │ ─ ╩ ℮ ╩ ⁹ 

► NSA │ ⌐ꜞ▪ꜟ♃▬ⱶ≢ ∆╢

╩ ⌐ ≢⅝╢◦☻♥ⱶ╩ ⁹ 

 

▬  

▪ 2009 3 ⌐ ─ ╛ ─ ◦☻♥ⱶ⅜ ↕╣≡

╩ ↕╣√ ⅛╠⁸ │◘▬Ᵽכ ⌐ ∆╢ √

⌂EU ╩ ⁹ 

▬ ╕√⁸ Ⱡ♇♩꞉ה◒כ ☿◐ꜙꜞ♥▫ ENISA ─ ╩

∆╢ EU ╩ ⁹ 

 

                                                   
11 http://www.fco.gov.uk/en/news/latest -news/?view=Speech&id=544853682  
12 http://www.mofa.go.jp/mofaj/gaiko/summit/deauville11/index.html  
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ᵒ ◦☻♥ⱶ─  

▪  

▪ ▬fiⱨꜝ ─ ◦☻♥ⱶ─ ☿◐ꜙꜞ♥▫⌐ ∆═ↄ⁸

US- CERT ⌐ ICSCERTIndustrial Control Systems CERT ╩ ⇔⁸

◦☻♥ⱶ⌐ ⇔√ⱴꜟ►▼▪ ⁸▬fi◦♦fi♩ ⁸−™

Ɫfi♪ꜞfi◓⁸●▬♪ꜝ▬fi╛ ꜟכ♠ ⁸ ╩ ⁹ 

▬ ≢ ICSJWG╩ ⇔⁸ 2 ─ ≤ ─WG ╩

∂≡ ╩ ⁹ 

 

▬  

▪ ─ CPNI≢│⁸ ↔≤⌐ ╩ ⇔⁸●▬♪ꜝ▬

fi╛ ╙ꜟכ♠ ⁹ 

▬ EU ─ ╩ ∂≡ ⅜ ↕╣≡⅔╡⁸ ─ ╙

⌐⌂╠∫√ ╩ ⁹ 

  



 

30 

 

 ⇔™ ≈─  

 

⌐⅔™≡⁸ ☿◐ꜙꜞ♥▫ ╩ ╡ ↄ ─ ≤ ⌐

≈™≡ ⇔√⅜⁸↓╣╠┼─ ╩ ⇔≡™ↄ ≢│⁸ ╩ ⌐ ↄ

⅜№╢⁹ 

ה ⌐ ─ ה ─ ה ≤≤╙⌐⁸

─ ≤⇔≡⁸◦☻♥ⱶ─ ╩ ∂≡▪☺▪ ─ ⇔™

╩ ⌐ ⌂╙─≤⇔≈≈⁸∕╣╠ ≢─ ╩ ─ ⌐╙ ↕

∑╢ ⅜№╢⁹ 

ה ─ ╩ ∆╢ꜝ▬ⱨꜝ▬fi╛ ─ ☻ⱦכ◘ה ─

≤⌂╢◘ⱪꜝ▬♅▼כfi╩ ∆╢ ⅜№╢⁹ 

╩╠╣↓ה ⌐ ⅎ╢ ─ ה ─ ╩ ה ∆╢ ⅜№

╢⁹ 

─ ╙ ╕ⅎ⁸ ≈─ ⌐≈™≡⁸ ≢ ⇔√ ─

╩ ∆╢⁹∆⌂╦∟⁸₈ ◘▬Ᵽכ ─ ◘▬Ᵽכ

─ ₉⁸₈ ◦☻♥ⱶ⌐ ∆╢ ₉ ┘₈ ☿◐ꜙꜞ♥▫

─ ₉⌐≈™≡⁸ ⁸ ⇔™ ─ ╩ ∆╢13⁹ 

 

◘▬Ᵽכ ┼─  

◘▬Ᵽכ ┼─ ⅜ ⌂  

─≤⅔╡⁸ ◘▬Ᵽכ │ ⱪ꜡◓ꜝⱶ╩ ⌐ ∆

╢ ─ ─◘▬Ᵽכ ≤ ⌂╢ ≢ ╦╣≡™╢⅜⁸↓╣│⁸

◘▬Ᵽכ ≢│⁸ ─ ה ╩ ⌐ ↕∑╢↓≤╩ ≤⇔≡™

╢↓≤⅛╠⁸ √╡─ ╩ ↕∑╢√╘─ ⅜↕╣≡™╢√╘≢

№╢⁹∕─╟℮⌂ ─ ⌂ │ᵑ♁הꜟꜗ◦כ◄fi☺♬▪ꜞfi◓─ ⁸

ᵒ ≢⌂™ ⱪ꜡◓ꜝⱶ─ ⁸ᵓ−™ ─ ⁸≢№╢⁹╕√⁸↓╣

╠│ ↕╣╢↓≤⅜ ™⁹ 

 

ᵑ ♁הꜟꜗ◦כ◄fi☺♬▪ꜞfi◓─  

─◓fi☺♬▪ꜞfi◄הꜟꜗ◦כ♁ ≤│⁸√≤ⅎ┌ ─ ─╟

℮⌐⁸ⱷכꜟ▪♪꜠☻ ─ ╩ ⇔√ ≢⁸ ⌐ ∆╢╟℮⌂

─ⱷכꜟ╩ ∆╢↓≤⌐╟╡⁸ ⌐№√⅛╙ ─ ─

ⱷכꜟ≢№╢⅛─╟℮⌐ ╦∑⁸ ⱨ□▬ꜟ─ ╩ ∆╢↓≤≢№╢⁹ 

                                                   
13 ₈ ╩ ∫√◘▬Ᵽכ ₉ ┘₈ ⅛╠─ ⅎ™₉⌐≈™

≡│ ─≤⅔╡⁸ ─ ⅜ ╪≢™╢ ⌐№╡⁸ ⅝ ⅝⁸

╩ ⇔≡™ↄ⁹ 
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  ◘▬Ᵽכ ─  

◘▬Ᵽכ☿◐ꜙꜞ♥▫≤   

☿◐ꜙꜞ♥▫○Ɑ꜠כ◦ꜛfi ISOG̈́ J ╟╡  

 

≢│⁸Ⱪ꜡◓╛♁כ◦ꜗꜟⱠ♇♩꞉כ◐fi◓◘כⱦ☻ SNS ─ ⌐

╟╡⁸ ⌐ ∆╢ ╩ ⅜╟╡ ⌐ ∆╢↓≤⅜ ⌐⌂∫≡™

⅜◓fi☺♬▪ꜞfi◄הꜟꜗ◦כ♁⁸╙≥↓╢ ↕╣╛∆ↄ⌂∫≡™╢ ⌐

№╢≤ ⅎ╠╣╢⁹ 

 

ᵒ ≢⌂™ ⱪ꜡◓ꜝⱶ╛ ─  

▪fi♅►▬ꜟ☻♁ⱨ♩⌐╟∫≡ ⱪ꜡◓ꜝⱶ╩ ∆╢ ╙ ⌂

│⁸▪fi♅►▬ꜟ☻♁ⱨ♩⅜ ∆╢ ⱪ꜡◓ꜝⱶ─Ⱪꜝ♇◒ꜞ☻♩

ⱪ꜡◓ꜝⱶ─ ⱨ□▬ꜟ ≤ PC ─ⱪ꜡◓ꜝⱶ─ꜞ☻♩╩ ⇔⁸Ⱪꜝ♇

◒ꜞ☻♩⌐ ∫≡™╢ⱪ꜡◓ꜝⱶ⅜№╣┌∕╣╩ ∆╢≤™℮╙─≢№╢

™╦╝╢₈ ⱨ□▬ꜟ ₉⁹ 



 

32 

 

ⱪ꜡◓ꜝⱶ╩ ∆╢√╘⁸ ∆╢╟℮⌐⁸ ─▪fi♅►▬ꜟ☻♁

ⱨ♩⌐│ ⱨ□▬ꜟ ─ ≢╙ ⱪ꜡◓ꜝⱶ╩ ∆╢√╘─

╩ ⇔≡™╢⅜⁸ ⱨ□▬ꜟ ∞↑⌐ ⇔√ ⁸↓╣╕≢⌐

↕╣√↓≤⅜⌂™ ⱪ꜡◓ꜝⱶ≢№╣┌⁸ ⱪ꜡◓ꜝⱶ≤⇔≡ ∆╢

↓≤│ ≢№╢⁹ 

◘▬Ᵽכ ⌐⅔™≡│⁸ ≢⌂™ ⱪ꜡◓ꜝⱶ╩ ∆╢↓≤

⌐╟╡⁸ ⱨ□▬ꜟ ⌐╟╢ ╩ ∆╢≤≤╙⌐⁸ ─ ⌐

⇔≡─╖∕─ ⱪ꜡◓ꜝⱶ╩ ∆╢↓≤⌐╟╡⁸ ╙ ⱨ□▬ꜟ

⌐╟∫≡ ↕╣╢ ╩ ⇔≡™╢≤ ⅎ╠╣╢⁹ 

 

╕√⁸ ⱪ꜡◓ꜝⱶ─ ╩ ה ∆╢√╘─ ≤⇔≡│⁸

IDS ╛ IPS ╩ ∆╢↓≤╙ ≢№╢⁹

⇔⅛⇔⁸↓─╟℮⌂ ╙⁸ ⌐│ ◦☻♥ⱶ ≢╛╡ ╡↕╣╢

╩ ⌐ ∆╢Ⱪꜝ♇◒ꜞ☻♩ ₈◦◓Ⱡ♅ꜗ₉≤ ┌╣╢ ≤ ∆╢

≢ ╦╣≡™╢╙─≢№╢⁹ 

↓─√╘⁸ ⌐ ⅜↓╣╕≢⌐ ↕╣√↓≤⅜⌂™ ⌂ ╩

⇔≡ ╩ ℮ ╛⁸ ─◦☻♥ⱶ─ ≢ ⌐ ╦╣╢ ╩

∫≡ ╩ ℮ ⌐│⁸↓╣╠─ ╩ ∆╢↓≤│ ≢№╢⁹ 

 

ᵓ −™ ─  

◘▬Ᵽכ ≢│⁸ꜚ ⅜◙כ ⌐ ⅛⌂™╟℮⁸♁ⱨ♩►▼▪─

−™ ╩ ⇔≡ ⱪ꜡◓ꜝⱶ⌐ ↕∑╢↓≤⅜ ™⁹↓╣│⁸ ⱪ

꜡◓ꜝⱶ╩ ⇔√ −™ ╩ ∑∏⁸ ⱪ꜡◓ꜝⱶ─▬fi☻♩כ

ꜟ╩ ∆╢ ⌐ ⇔≡⁸−™ ╩ ⇔√ ─ ⅜⁸ ⱨ□▬

ꜟ╩ ∆╢∞↑≢№∫√╡⁸►▼Ⱪ◘▬♩⌐▪◒☿☻∆╢∞↑≢№∫√╡≤⁸

⌐◙כꜚ ↕╣≠╠™ ─ ⅜№╢⅛╠≢№╢⁹ 

 

⌐⅔↑╢  

⌐ ↕╣√╟℮⌐⁸ ◘▬Ᵽכ ⅜ ⅜ ⌐⅔™≡

⌐№╡⁸⅛≈ ⌐ ∆╢ ⅜ ↕╣≡™╢↓≤⅛╠⁸ ◘▬

Ᵽכ ─ ⌐≥─╟℮⌂ ⅜ ≢⁸™⅛⌂╢ ╩ ∫≡™ↄ═⅝⅛

⅜ ⌐⅔™≡ ↕╣√⁹ ⁸ ⌐⅔™≡ ↕╣⁸ ╠╣√

─ ≢№╢⁹ 

 

ᵑ ◘▬Ᵽכ ─ ─  

◘▬Ᵽכ ≤ ─ ⌐│ ─╟℮⌂ ™⅜№╢⁹ 
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 ◘▬Ᵽכ  ─  

 ⅜ ∆╢

╛ ╩  

 

ⱷכꜟ ה  ⌐ ↄ ⇔≡

 ⱴכ♥╢™

 

►▬ꜟ☻ ♁ⱨ♩

≢─  

™ ≢│⌂™ ⱪ

꜡◓ꜝⱶ  

™ ─ ⱪ꜡◓ꜝⱶ  

−™ ⅜ ↕╣

╢♁ⱨ♩►▼▪ 

♁ⱨ♩►▼▪  ♁ⱨ♩►▼▪  

  ◘▬Ᵽכ ─  

 

ᵒ ◘▬Ᵽכ ─ ≤⌂╢♁ⱨ♩►▼▪ 

◘▬Ᵽכ │⁸ⱷכꜟ╛►▼Ⱪ╩ ⇔≡ ╩ ⅝ ↓∆↓≤⅜

™√╘⁸ ─ ⌐−™ ⅜ ↕╣╢♁ⱨ♩►▼▪│ ↄ─ IT ◙כꜚ

≢ ↕╣≡™╢╟℮⌂ ⌂♁ⱨ♩►▼▪14≢№╢↓≤⅜ ™≤

ⅎ╠╣╢⁹ ⁸ ─ ⌐⅔™≡ ∫√ ⌐ ∆╢ⱥ▪ꜞfi◓≢

│⁸ ◘▬Ᵽכ ─╒≤╪≥⅜ ─╟℮⌂ ⌂♁ⱨ♩►▼▪╩

⇔≡ ╦╣≡™╢↓≤⅜ ↕╣√⁹ 

 

ᵓ ◘▬Ᵽכ ⌐⅔↑╢ ─₈ ™ ⇔₉ 

◘▬Ᵽכ │ ⌐ ⅛╣⌂™╟℮⌐ ╩ ℮↓≤⅜

≢№╢√╘⁸ ─ ≤⇔≡│⁸₈ ≈─ ⌐ ⇔≡ ≈─

╩ ∆╢₉↓≤⅜ ≢№╢⁹⇔⅛⇔⌂⅜╠⁸ ─ ⌐⅔™

≡ ∫√ ⌐ ∆╢ⱥ▪ꜞfi◓≢│⁸ ≤⇔≡│⁸₈ ≈─ ⌐

⇔≡ ≈─ ╩ ∆╢₉╟℮⌂ ╙╕╣⌐ ↕╣╢╙──⁸

⌐ ⅜◙כꜚ╢⅝≢ ─−™ ─ ⅜ ≢№╢ ─

─ ⌐╟╡⁸ ↄ─ ⌐│ ⅜⁸ ⌐⌂╠⌂™ ≢⁸

™ ↕╣≡™╢↓≤⅜ ↕╣√⁹ 

 

ᵔ ◘▬Ᵽכ ┼─ ─  

─ᵑ ᵓ⌐ ≠⅝⁸ ◘▬Ᵽכ ┼─ ╩ ⇔√≤↓╤⁸

◘▬Ᵽכ ⌐│₈ ♁ⱨ♩₉≤₈ ₉≤™℮ ⌂⅜╠

╙ ⅜№╢↓≤⅛╠⁸∕╣┼─ ⅜◙כꜚ╙⧵╙⧵⁸│⌐ ╢═⅝

                                                   
14 √≤ⅎ┌⁸ ה ♁ⱨ♩╛►▼ⱩⱩꜝ►◙ ⁹ 
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ה ⌐ ⅎ⁸ ⌂ ─ ─ ╙ ↕╣√⁹ 

╕∏ ◘▬Ᵽכ ┼─ ╩ ∆╢≤⁸ŋ ╢↑⅔⌐◙כꜚ─₁

ה ⁸ᵒꜚה◙כⱬfi♄ ─ ⁸⅜№╡⁸╕√⁸ כꜚ─₁

◙⌐⅔↑╢ ה │⁸▪ ≢─ ⁸▬ ≢─ ⁸⌐

↑╠╣╢↓≤⅜ ↕╣√⁹ 

 

  ◘▬Ᵽכ ┼─  

 

─  

⁸∕╣╠─ ⌐ ⇔≡ ∆╢⁹ 

 

ᵑ ₁─ꜚכ◙⌐⅔↑╢ ה  

▪ ≢─  

╢↑⅔⌐◙כꜚ─₁ ה ⌐≈™≡⁸ ⌐ ⇔≡│⁸↓╣

╕≢─ ⱨ□▬ꜟ ⌐ ⅎ⁸ ◘▬Ᵽכ ⌐ ⌂ ⌐

╙ ≢⅝╢ ה ⅜ ⌐ ⌐╟╢▬ⱡⱬכ◦ꜛfi╩ ∂≡

↕╣≡™╢⁹╕√⁸∕─╟℮⌂ ╩ ⌐ ∆╢↓≤⌐╟╡⁸

◘▬Ᵽכ ⌐╟∫≡ ╩ ↑╢ ⅜ ↕╣╢⁹ ⌂ ╩ ∆

╢⁹ 

 

▪ −™  

↕╣√−™ ⌐ ⇔≡Ɽ♇♅╩№≡╢ ─ ╩ ∆╢↓≤

⌐ ⅎ⁸ ≢⌂™−™ ╩ ⇔√ ⱪ꜡◓ꜝⱶ⌐╟╢ ╩
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∆╢√╘─ ╙ ↕╣≡™╢⁹↓─╟℮⌂ ╩ ∆╢↓≤⌐╟╡⁸

ⱪ꜡◓ꜝⱶ─−™ ╩ ∫√ ─♪כ◖⌂ ∕─╙─╩ ™∞╡⁸

⅜♪כ◖⌂ ↕╣√ ─ⱪ꜡◓ꜝⱶ─ ╩ ⇔√╡∆╢↓≤⌐

╟╡⁸ ⱪ꜡◓ꜝⱶ⌐╟╢ ╩ ←↓≤⅜ ≢№╢⁹ 

 

▬ ╢ ™  

ⱪ꜡◓ꜝⱶ⌐ ⌂ ה ╩ ⇔⁸ ⱪ꜡◓ꜝⱶ⌐ ™

╩ ∫≡™╢ⱪ꜡◓ꜝⱶ╩ ⌐◙כꜚ⁸⇔ ∆╢ ⁹

⌐⅔™≡ⱪ꜡◓ꜝⱶ╩ ↕∑╢↓≤⌐╟∫≡╟╡ ⌐ⱪ꜡◓ꜝⱶ╩

⇔√╡⁸ⱪ꜡◓ꜝⱶ─ ה ╩ ⇔≡ ─ ╩ ⅎ√

⌐ⱪ꜡◓ꜝⱶ╩ ⇔√╡∆╢↓≤╙№╢⁹ 

⌂⅔⁸≥─╟℮⌂ ה ⅜ ⱪ꜡◓ꜝⱶ⌐ ≢№╢⅛─

⌐ ⇔≡│⁸ ⱪ꜡◓ꜝⱶ─ ⌐ ∂≡ ╩ ⇔≡™ↄ

⅜№╢⁹ 

 

► ꜠Ⱨꜙ♥כ◦ꜛfi  

IT ─ⱪ꜡◓ꜝⱶ╢↑⅔⌐◙כꜚ ⌐ ∆╢ ╩ ⇔⁸∕─

╩ ⌐ ⁹∕─ ⌐ ≠⅝⁸IT ⅜◙כꜚ √⌂ⱪ꜡◓ꜝⱶ╩

⇔╟℮≤⇔√ ⁸∕─ⱪ꜡◓ꜝⱶ⅜ ↄ ↕╣≡™⌂™ⱪ꜡◓ꜝⱶ≢

№╢ ⌐│⁸∕╣⅜ ⱪ꜡◓ꜝⱶ≢№╢ ⌐◙כꜚ╩≥↓╢№⅜

⇔≡ ∆╢⁹ 

 

◄ ⌂ ─ ה  

↓╣╕≢─ ≢─ ⱪ꜡◓ꜝⱶ ≤™℮ ╩ ⇔⁸

ⱪ꜡◓ꜝⱶ⌐ ⌐ ⇔√≤⇔≡╙⁸ ⱪ꜡◓ꜝⱶ⌐╟╢ ┼─

╩ ≢⅝╣┌ ╩ ≢⅝╢≤─ ⅎ ╙№╢⁹↓─╟℮⌂ ⅎ

⌐ ≠⅝⁸ ⱪ꜡◓ꜝⱶ⅜ ℮ ╩ ≢⅝╢ ╛

─ ⌐ ╩ ╘╢╟℮⌂ ╩◦☻♥ⱶ⌐ ∆╢↓≤⌐╟╡⁸ ╩

ה ∆╢↓≤╙ ≢№╢⁹ 

 

▬ ≢─  

◘▬Ᵽכ ─ ─ ה ─√╘⌐│⁸ꜚ ╙⧵╙⧵⅜◙כ

ⱷכꜟ─ ⱨ□▬ꜟ╩ ⇔√╡⁸ ⌂►▼Ⱪ◘▬♩⌐ ∆╢

╩ ╦⌂™╟℮⌐⇔√╡∆╢↓≤╙ ⌂ ≢№╢↓≤⅜ ⌐⅔™

≡ ↕╣√⁹∕─╟℮⌂ ≢─ ⌐ ⇔⁸ ⁸ ∆╢⁹ 
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▪ ⌐ ∆╢  

─╟℮⌂ ╩ ℮⁹ 

ה ◘▬Ᵽכ ─ ╩ ∆╢√╘⁸ ⱷכꜟ─ ⱨ□▬

ꜟ╩ ⇔√╡⁸ ⌂►▼Ⱪ◘▬♩⌐ ⇔√╡⇔⌂™╟℮⌐∆╢

√╘⁸ ⌐ ⇔≡⁸ⱷכꜟ─ ╩ ⇔√╡⁸ⱷכꜟ─ ⅜

⌐ ⌐ №╢╙─⅛≥℮⅛╩ ∆╢╟℮⌐∆╢⁹ 

╛☼כꜞⱣ─ⱨכ◘╛PCה ─ ≤™∫√⁸◦☻♥ⱶ─ ≢⌂

™ ╛ ╩ ⇔⁸ ⱪ꜡◓ꜝⱶ┼─ ╩ ⌐ ≢⅝╢

╟℮⌐∆╢⁹ 

 

▬ ⌐⅔™≡ ≢⅝╢ ╩ ∆╢ 

ⱪ꜡◓ꜝⱶ─ ╛ ╩ ←√╘⁸ ⅜ ⇔ ╢ⱪ꜡◓ꜝⱶ

╛ ╩ ⇔ ≢⅝╢ⱪ꜡◓ꜝⱶ╛ ─ⱱ꞉▬♩ꜞ☻♩ ⁸

ⱪ꜡◓ꜝⱶ─ ה ⌐ ⌂ ╩ ⅎ⌂™╟℮⌐∆╢⁹ 

 

► ─  

⌐ ⱪ꜡◓ꜝⱶ⌐ ⇔√≤⇔≡╙⁸ ⌐ ⌂ ╩ ↕╣⌂

™╟℮⁸ ┼─▪◒☿☻ ╩ ⇔√╡⁸ ⇔√╡⁸

⇔√╡∆╢⁹ 
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─◙כꜚ─₁   ה ─ ─  

 

► ╢↑⅔⌐◙כꜚ─₁ ה ─ ─  

▪ ┘▬ ⌐ ↕╣╢╟℮⌂ ╢↑⅔⌐◙כꜚ─₁ ⅜№╡ ╢

⅜⁸  ⌐ ↕╣╢╟℮⌐⁸ ◘▬Ᵽכ ⌐ ∆╢ ⅜

™↓≤╙№╡⁸↓─╟℮⌂ ⅜ ⌐ ↕╣≡™╢ ≤│ ⅎ∏⁸

⌂╢ ─ ╩ ⅝⅛↑≡™ↄ ⅜№╢⁹ 

 

╢↑⅔⌐◙כꜚ ⌂╢ ╩ ⇔≡™ↄ√╘⌐│⁸ ☿◐ꜙꜞ♥▫

─ ⌐ ⅎ⁸ꜚ ⅜◙כ ╩ ∆╢√╘⌐ ∆═⅝ ╩

⇔≡™ↄ↓≤╙ ≤ ⅎ╠╣╢ ☿◐ꜙꜞ♥▫ ─ ⌐

⇔≡│⁸ ─ ⌐⅔™≡ ∆╢⁹⁹ 

╩ ∆╢ ⌐│⁸∕─ ╩ √∆√╘─ ⌂ ╩ ∆↓

≤╙ ≤ ⅎ╠╣⁸ ⌐│⁸ ⇔√ ╩ ⌐⅔™≡

⇔⁸ ╩ √⇔≡™╢ ⌐│⁸ ⌐ ─ ⅎ™⅜ ⅝√≤⇔≡

╙ ⌂ ╩≤∫≡™√≤ ∆╢≤™∫√↓≤⅜ ↕╣╢⁹ 

 

IT

з

и

й
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↓─╟℮⌂ ╢↑⅔⌐◙כꜚ─₁ ה ─ ╩ ⇔≡™ↄ√╘

⌐◙כꜚ⁸│⌐ ⅎ⁸ꜚכ◙⌐ ⇔≡ IT ◦☻♥ⱶ╩ ∆╢◦☻♥ⱶה▬fi

♃כ꜠◓♥ ┼─ ⅝⅛↑╩ ⇔≡™ↄ↓≤╙ ╘≡ ≢№╢⁹ IPA

─₈ ≤ ꞉כ◐fi◓◓ꜟכⱪ₉≢│⁸ ◘▬Ᵽכ ─ ה

⌐ ⌂◦☻♥ⱶ ⌐ ∆╢●▬♪╩ ⇔≡⅔╡⁸↓─╟℮⌂●▬♪─

⌂ ╩ ◙כꜚ≡∂ ─ ⅜ ↕╣╢↓≤⅜ ↕╣╢⁹ 

 

╕√⁸ ─≤⅔╡⁸ ◘▬Ᵽכ ─╒≤╪≥│ ⌂◦☻♥ⱶ⌐

⇔≡ ╦╣≡™╢╙─∞⅜⁸ŋ ╢↑⅔⌐◙כꜚ─₁ ה │

◦☻♥ⱶ┼─ ⌐ ⇔≡╙ ⌂ ≢№╢⁹ 

 

 

  ◘▬Ᵽכ ─  

IPA ₈2010  ☿◐ꜙꜞ♥▫─ ⌐ ∆╢ ₉ 

 

ᵒ ꜚכ◙≤ ☿◐ꜙꜞ♥▫ ─ ⌐╟╢  

ᵑ─╟℮⌂ ╢↑⅔⌐◙כꜚ─₁ ╩ ⌐ ⇔√ ≢№∫

≡╙⁸ ≢│⁸▬fi♃כⱠ♇♩┼─ ╩ ⇔⌂⅜╠╙ ◘▬Ᵽכ

╩ ⌐ ←√╘─ ∞≡⅜ ™≤ ╦↨╢╩ ⌂™⁹ 

⇔√≤⅔╡ ◘▬Ᵽכ ⌐│ ♁ⱨ♩►▼▪╛ ≤™

⅜◙כꜚ√∫ ⇔√ ╩≤╡℮╢ ⅜№╢⁹ ╢╟⌐◙כꜚ─₁ ╩

∆╢√╘─ ≤⇔≡│⁸ ⅜◙כꜚ─₁ ↑√ ⅜ ⇔√ ⌐⁸

⌐ ∆╢ ╩ ≢ ⌐ ∆╢↓≤⌐╟╡⁸ ─ ⌐

╟╢ ⅜ ∆╢↓≤╩ ←↓≤⅜ ⅎ╠╣╢⁹ 

 

▪ ─  

─ ⅜ ◘▬Ᵽכ ┼─ ⌐⅔™≡ ↕╣╢─

│⁸ ─ ≤ ⌂╡⁸ ─ ◘▬Ᵽכ ─ ≤⌂╢ꜚ

⅜◙כ ≢№╢⅛╠≢№╢⁹  ─ ⌐ ↕╣╢╟℮⌐⁸

19.0%

53.6%

51.1%

64.6%

81.0%

46.4%

48.9%

35.4%

N=5,019 
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─ ─ ⌐│⁸ ☿◐ꜙꜞ♥▫ │ ─ ☿◐ꜙꜞ♥▫

⅛╠ ╩ ↑∏≤╙⁸∕─╟℮⌂ ╩ ╦╣≡™╢↓≤⌐

⅝⁸ ─ ─ ─ ╩ ←√╘─ ╩ ∂╢↓≤⅜ ≢

№╢⁹ 

 

  ─ ≤ ◘▬Ᵽכ ─ ─  

 

⁸ ◘▬Ᵽכ ─ ⌐│⁸ ─ ⌐ ⇔≡─╖ ─

◘▬Ᵽכ ⅜ ↕╣╢↓≤⅛╠⁸ ☿◐ꜙꜞ♥▫ │∕─╟℮

⌂ ⅜ ╦╣≡™╢ ╩ ∆╢↓≤⅜ ≢№╡⁸ ─ ─

◘▬Ᵽכ ⅜ ╦╣√ ⌐∕╣╩ ←√╘─ ╩ ∂╢↓≤╙╕

√ ≢№╢⁹ 

⇔⅛⇔⁸ ◘▬Ᵽכ ⌐ ∆╢ ☿◐ꜙꜞ♥▫ ─ ≢─

╩ ⇔⁸ ◘▬Ᵽכ ⌐ ∆╢ ╩ ↄ ∆╢√╘─

╩☻ⱴהꜟ◌▫♥ꜞ◒ ╡ →╢↓≤⅜ ⱬה◙כꜚ⌂℮╟─↓⁹╢№≢

fi♄ ─ ╩ ╢↓≤⅜≢⅝╣┌⁸ ≢│⌂™ ╩ ─

╙─⌐⇔⁸∕╣⌐╟∫≡ ⁸ ─ ╩ ←↓≤⅜≢⅝╢⁹ 

╕√⁸ ◘▬Ᵽכ ⌐ ∆╢ ╩ ∆╢↓≤⅜≢⅝╣┌⁸

◘▬Ᵽכ ⌐ ∆╢ ⅜ ⌐⅔↑╢ ⅜ ⇔⁸∕─ ≤

⇔≡ ◘▬Ᵽכ ╩ ℮ ─ ╩ ⇔⁸ ─ ─ ╛

⌐ ≡╢≤™℮ ╙ ≢⅝╢⁹ 

 

↓─╟℮⌂ ╩ ∂√ ◘▬Ᵽכ ┼─ ─ │ꜚ

⌐◙כ ∆╢▪fi◔כ♩ ⌐╙ ─≤⅔╡ ╣≡™╢⁹ 

☿◐ꜙꜞ♥▫ A

─  

☿◐ꜙꜞ♥▫ 

B─  

☿◐ꜙꜞ

♥▫

C ─

 

─  

☿◐ꜙꜞ♥▫ A

─  

 

☿◐ꜙꜞ♥▫ 

B─  

☿◐ꜙꜞ

♥▫

C ─

 

 

◘▬Ᵽכ  

™∏╣─☿◐ꜙꜞ♥▫ ⌐≤∫≡╙ │

⌂√╘⁸™∏╣─ ≤ ⇔≡™≡╙⁸

⅜ ∂╠╣≡⅔╡⁸ ─ │ →╢⁹ 

☿◐ꜙꜞ♥▫ A─ │ ─ ╩ →

╢⅜⁸∕─ ─ ─ │ ╩ →⌂™⁹ 
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⅜◙כꜚ   ⅎ╢ ◘▬Ᵽכ ─ ─√╘⌐

╙ ⌂  

2011  

 

─  ⅛╠╙ ⁸│≡⇔≥◙כꜚ⁸╡⅔≥╢⅛ ⅜

⌐ ≢№╡⁸⌂⅔⅛≈ ⅜ ─ ╩ ⇔≡™√ ⅜

≤ ⅎ≡™╢≤ ≢⅝╢⁹↓─ │⁸ ╛ ⌐ ∆╢ⱥ▪ꜞ

fi◓⌐⅔™≡╙ ╠╣√ ≢№╡⁸∕─ ≤⇔≡│⁸ꜚ ⌐◙כ ∆╢

⅝⅛↑│ ⅜ ⇔≡™╢ ⅜ ≤─ ⅎ⅜ ↕╣√15⁹ 

 

⌂⅔⁸ ◘▬Ᵽכ ┼─ ⌐ ⅜ ≢№╢─│⁸ ─

◘▬Ᵽכ ─ ⅜⁸ ↄ─ꜚכ◙⌐ ↕╣╢╟℮⌂ ⌂♁

ⱨ♩►▼▪╩ ≤⇔≡™╢ ≢№╡⁸ ⌂♁ⱨ♩►▼▪╩ ≤

⇔√ ◘▬Ᵽכ ⌐ ⇔≡│⁸ ─ │ ≢№╢↓≤

⌐ ∆╢ ⅜№╢⁹ 

╕√⁸ ⌐⁸ ◘▬Ᵽכ ┼─ ⌐ ⅜ ≢№╢─│⁸

─ ◘▬Ᵽכ ─ ⅜⁸ ─ ⌐ ⇔≡₈ ™ ↕╣

╢₉ ≢№╡⁸ ◘▬Ᵽכ ⌐ ↕╣╢ ⅜ ™ ↕╣⌂

™ ⌐│ ─ │ ≢№╢↓≤⌐ ∆╢ ⅜№╢⁹ 

 

 

                                                   
15 ⌐⅔™≡╙⁸○Ᵽⱴ ⌐ ↕╣√₈◘▬Ᵽכ ꜠ⱦꜙכ 2009

5 ™╦╝╢₈60 day Cybersecurity Review ₉₉⌐⅔™≡╙⁸ ◘▬Ᵽכ ⌐

∆╢ ─ ⅜⁸◘▬Ᵽכ ╩ ⇔╟℮≤∆╢ ╛ ⌐≤∫≡ ⌂ ≢

№╢↓≤⅜ ↕╣≡™╢⁹

http://www.whitehouse.gov/assets/documents/Cyberspace_Policy_Review_final.pdf  

0%

8.7%

45.7%

60.9%

30.4%

0% 20% 40% 60% 80%

N=46 



 

41 

 

▬ ⌐ ∆╢ ≤ ─  

╩ ℮ ⌐│ ─╟℮⌂ │ ⌐ ∆╢ ⅜№╢⁹ 

 

ה ◘▬Ᵽכ ⌐ ↕╣√ⱷכꜟ╛ ⱪ꜡◓ꜝⱶ─ ⌐│

⌐ ∆╢ ⌂ ⅜ ╕╣≡⅔╡⁸∕─╟℮⌂ ⌂ ╩ ∆

╢↓≤│ ⌐≤∫≡ ≢№╢⁹ 

ה ◘▬Ᵽכ ╩ ↑√ ⅜ ⌐ ⌂ ╩ ⅎ≡ ⌐⌂

╢↓≤⅜№╣┌⁸ ─ ⅜ ∆╢ ⅜№╡⁸

⌐│∕─╟℮⌂ꜞ☻◒⅜ ℮─≢⁸ │ ⌐ ⌐⌂╢

⅜№╢⁹ 

ה ⌐≤∫≡⁸ ╩ ℮↓≤── ⌂ │ ≢│⌂™

⁸ ╩ ℮√╘⌐│⁸ ≢ ╩ ⇔√╡⁸ ⌐ ∆╢

╩ ⇔√╡∆╢ ⅜№╡⁸ ⌐≤∫≡◖☻♩⅜⅛⅛╢

⅜№╢⁹ 

ה ⌐≤∫≡─ ⅜ ⌐⌂╢╟℮⌂ ╖╩ ∆╢ ⅜№╢⁹ 

⇔⅛⇔⌂⅜╠⁸ ⅜ ∫√  ⌐╟╣┌⁸

◙כꜚ ╙ ╛ ╩ ה ≢⅝╢ ⅜ ╕╣⌂™

⌐│ ≤ ⅎ≡™╢⁹  

 

  ☿◐ꜙꜞ♥▫ ≤ ─ ⌐╟╢ ⌐ ∆

─◙כꜚ╢ ⅎ  

2011  

 

 

17%

╛

╩ ה

≢⅝╢

⅜ ╕╣⌂™

⌐│

76%

≢⅝⌂™

7%

☿◐ꜙꜞ♥▫ ≤ ─ ⌐╟╢

⌐ ─◙כꜚ╢∆ ⅎ

N=29 
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► ♄ⱬfiה◙כꜚ ─ ╩ ∆╢√╘─Ɽכ♫♩כ◦♇ⱪ 

⌂ ╩ ∆╢√╘⌐│⁸ ─╟℮⌂ ⌐ ∆

╢ ╩ ♄ⱬfiה◙כꜚ₈⌂℮╟╢⅝≢ ─ ╩ ∆╢√╘

─Ɽכ♫♩כ◦♇ⱪ₉╩ ∆╢√╘─ ╩ ∫≡™ↄ↓≤⅜ ≢№╢⁹
16 

 

♄ⱬfiה◙כꜚ₈   ─ ╩ ∆╢√╘─Ɽכ♫♩כ 

◦♇ⱪ₉─  

 

⌂⅔⁸ ─╟℮⌂Ɽכ♫♩כ◦♇ⱪ╩ ⇔⁸ №╠⇔╘╢√╘⌐│

─ ╩ ∆═⅝≢№╢⁹ 

 

ⱪ│⁸♇◦כ♫♩כⱤה ☿◐ꜙꜞ♥▫ ╩ ⌐ ∆╢↓≤⅜

ה ⁹ 

☿◐ꜙꜞ♥▫ │⁸ ◘▬Ᵽכ ⌐ ∆╢ ⅛◙כꜚ╩

╠ ⇔≡ ─┼◙כꜚ─₁ ⌂ↄ ╩ ⇔√╡⁸ ╩ ↑√

╩ ⌐◙כꜚ─₁ ─☻ⱦכ◘╢∆ ⌐ ∆╢↓≤⅜ ≢

                                                   
16 ╕√⁸↓─╟℮⌂ ⌂ ╖⌐ ⅎ≡⁸ ⱨכ☿♩☻ꜝ─≡∫≥⌐◙כꜚ⅜

♥▫Ⱡ♇♩≤⇔≡ ≢⅝╢╟℮⌐∆╢↓≤─ ╙ ↕╣≡™╢⁹ 
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№╢⁹↓─√╘⁸ ⅜◙כꜚ─₁ ⇔√╡⁸ ╩ ↑√╡∆╢

↓≤╟╡╙⁸ ⅜ ⁹  

ה ◘▬Ᵽכ ─ ─√╘⌐ ∆╢↓≤⅜ ⌂ ╩ ∆╢

↓≤⅜ ⁹ 

ה ─ ™╩ ╘√ ⌐ ╩ꜟכꜟ╢∆ ∆╢↓≤⅜ ⁹ 

◘▬Ᵽכ ⌐ ∆╢ │ ≢№╢↓≤⅜ ™√╘⁹  

⁸√╕ה ╩ ∆╢─≢№╣┌⁸ ⅜ ∆╢↓≤⅜ ⁹ 

ה ☿◐ꜙꜞ♥▫ ─ ⌐ ↑⁸ ⌐╟╢ ╙ ⁹ 

⅜◙כꜚ ╩ ה ∆╢↓≤╩ ≤⇔⌂™Ɽכ♫♩כ◦♇

ⱪ≢№∫√≤⇔≡╙⁸ ☿◐ꜙꜞ♥▫ ⌐╟╢Ɽכ♫♩כ◦♇ⱪ┼

─ ⌂ ╩ ╛⇔≡™ↄ√╘⌐│ꜚכ◙─ │ ≢№╢

√╘⁹  

ה ☿◐ꜙꜞ♥▫ ─ ╩ ∆╟℮⌂ ─ⱪ꜡☺▼◒♩⅜

╦╣╢↓≤⅜ ╕⇔™⁹ 

☿◐ꜙꜞ♥▫ ⅜Ɽכ♫♩כ◦♇ⱪ⌐ ⌐ ╡ ╪≢™ↄ

√╘⌐│⁸ ╠─ⱦ☺Ⱡ☻⌐ ∆╢≤─ ⅜ ╠╣╢↓≤⅜ ⁹

∕─√╘⌐│⁸ ☿◐ꜙꜞ♥▫ ─ ╩ ∆╟℮⌂

─ⱪ꜡☺▼◒♩⅜ ╦╣╢↓≤⅜ ╕⇔™⁹  

 

╩ ╕ⅎ≡⁸ ⅜ ∆╢ ≢⁸ ☿◐ꜙꜞ♥▫ ⁸IT ꜚ

◙כ ⁸ ─ ╩ ≡⁸ ╩ ∆╢√╘─Ɽ▬꜡♇♩ⱪ꜡

☺▼◒♩╩ ⇔⁸∕─ⱨ▫כ♪Ᵽ♇◒⌐ ≠⅝⁸ ─ ─ ⁸

ꜟכꜟ─ ⁸ ⌐⅛⅛╢◖☻♩─ ╩ ™≈≈⁸ ⌐

Ɽכ♫♩כ◦♇ⱪ─ ╩ ∆↓≤⅜ ≢№╢⁹ 

 

Ɽ▬꜡♇♩ⱪ꜡☺▼◒♩⌐⅔™≡ ⌐ ∆═⅝↓≤│⁸ ─

╩ ⇔√ ⅜♄ⱬfi≥◙כꜚ┌╣∆⌐℮╟─≤⁸≢ ⌐ ╩ ∫

≡™ↄ╟℮⌂ ╖╩ ≢⅝╢⅛≢№╡⁸∕─√╘⌐│⁸⌂╢═ↄ ↄ─

◘▬Ᵽכ ⌐ ⇔≡ ⌂◘fiⱪꜟ╩ ≡⁸ ⌐ ╩ ∫≡™

ↄ↓≤⅜ ≢№╡⁸ ─ ⌂ ⅜ ↕╣╢⁹ 
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  Ɽכ♫♩כ◦♇ⱪ┼─Ɽ▬꜡♇♩ⱪ꜡☺▼◒♩─  

 

╕√⁸ ◘▬Ᵽכ ╩╟╡ ⌂ ≢ ⇔≡™ↄ√╘⌐│⁸

─╟℮⌂Ɽכ♫♩כ◦♇ⱪ╩ ⅜ ⌐≤≥╕╢↓≤⌂ↄ⁸ ⌐╙ ⇔≡

™ↄ↓≤⅜ ≢№╢≤─ ╙ ╠╣≡™╢≤↓╤≢№╡⁸Ɽכ♫♩כ◦

♇ⱪ╩ ⌐ ⌐ ↕∑╢√╘─ ≤⇔≡ ↕╣╢⁹ 

  

Ɽכ♫♩כ◦

♇ⱪ⌐⅔↑╢

 ꜟכꜟ

─╠⅛◙כꜚ

╩ ∆

╢ ╖ 

─√╘─ 

ⱷ◌♬☼ⱶ 

Ɽכ♫♩כ◦♇ⱪ─  

Ɽכ♫♩כ◦♇ⱪ─ ╩ ⇔≡™ↄ

√╘⌐Ɽ▬꜡♇♩ⱪ꜡☺▼◒♩╩  
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◦☻♥ⱶ─  

◦☻♥ⱶ⌐⅔™≡⁸ ☿◐ꜙꜞ♥▫ ⅜ ⌂  

 ○ⱨ▫☻Ⱡ♇♩꞉כ◒⌐⅔↑╢ ☿◐ꜙꜞ♥▫ │ ╪≢™╢╙──⁸

ꜞ▪ꜟ♃▬ⱶ ╛ ⅜ ↕╣╢ ◦☻♥ⱶ⌐⅔™≡│⁸►▬ꜟ☻

♁ⱨ♩⅜ ≢⅝⌂™⁸−™ ⅜ ↕╣≡™╢ ⌐ ⇔≡╙Ɽ♇♅⅜

≡╠╣⌂™ ⁸○ⱨ▫☻Ⱡ♇♩꞉כ◒≤ ⌐│ ☿◐ꜙꜞ♥▫ ╩ ∏

╢↓≤⅜ ⌂ ⌐№╢⁹ 

 

⁸ ◦☻♥ⱶ╩◖fi♩꜡כꜟ∆╢√╘─ⱡ►Ɫ►⅜ ↕╣√ⱪ꜡◓

ꜝⱶ╛ ─ ⁸ⱥ☻♩ꜞכ♦כ♃ ─ ⌐ ∆╢

╙ ↕╣⁸∕─╟℮⌂ √⇔≥♩♇◕כ♃╩ │ ⅜ ⇔ↄ⁸

⌂ ה ╩ ⅎ╢↓≤⅜≢⅝⁸◘ⱪꜝ▬♅▼כfi╛◄Ⱡꜟ◑כ⌂≥

─ꜝ▬ⱨꜝ▬fi⌐ ⅎ╢ │ ⅝™⁹ 

 

↕╠⌐⁸ ─☻ⱴכ♩◓ꜞ♇♪─ ⌐ ™⁸ ─ ה ╩ ℮

◦☻♥ⱶ⌐⅔↑╢ ☿◐ꜙꜞ♥▫ ─ ⁸ ⌐⅔↑╢

─ ╛ ─ ⅜ Ⱡ♇♩꞉כ◒⌐⅔™≡

∆╢√╘⁸ ─ ⅎ™⁸ ╛☻ⱴכ♩ⱷכ♃╩♃כ◕♇♩≤⇔√◘

▬Ᵽכ ⁸ ☿◐ꜙꜞ♥▫ ─ ─ ⅜ ↕╣╢⁹ 

 

⁸ ⌐⅔™≡⁸ ◦☻♥ⱶ─☿◐ꜙꜞ♥▫╩ ∆╢√╘⁸

┘ ⌐⅔↑╢ ⌐≈™≡ ∆╢⁹ 

 

◦☻♥ⱶ─☿◐ꜙꜞ♥▫╩ ∆╢√╘─⁸ ┘ ⌐⅔↑╢

 

ᵑ ─  

ⱪꜝfi♩─ ─ ⁸ ─ ─╟℮⌂ ⅜ ∆╢

⅜№╢≤ ⇔≡™╢ ◦☻♥ⱶ─ ╛ ⅜ ™╢↓≤⅜ⱥ

▪ꜞfi◓⌐╟∫≡ ↕╣√⁹ 

ⅎ┌⁸☻♃♇◒☻Ⱡ♇♩─╟℮⌂ ⅛╠─ ⌐╟∫≡ ⁸ ◦☻

♥ⱶ╩⌡╠∫√ ─№╢ ⁸ ⌐ ⌐ ⌂ ╩ ↓∕℮≤↕

∑╢ ⅜№∫√ ⁸◦☻♥ⱶ─ │ ⁸ ─ ⁸ ─

⅜ ⌐ ↓╢≤ ⅎ╠╣╢⁹╕√⁸ ─ ⌐ ⇔≡│⁸

╛ ─ ⁸ ─ ┘ⱥ☻♩ꜞכ♦כ♃ ─ ⅜

⇔≡⇔╕℮↓≤⌐ ╩ ∂≡™╢  ⁹ 
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  ─  

2011  

 

∕─╟℮⌂ ─ ⅜№╡⁸⅛≈⁸ ⅜ ↕╣╢≤™℮ ╩

⇔≡™╢ ⁸ ◦☻♥ⱶ⌐⅔↑╢ ☿◐ꜙꜞ♥▫ ≤⇔≡│⁸

│ ⌐⅔↑╢ ╩ ⇔≡™╢ ≢№╢  

⁹ 

◙כꜚ ⌐ⱥ▪ꜞfi◓∆╢≤⁸►▬ꜟ☻ ⁸ⱨ□▬▪►◊כꜟ─ ⁸

Ⱡ♇♩꞉כ◒ ⇔⅛ ⇔≡™⌂™≤™℮ ⅜ ↕╣√⁹∆⌂╦∟⁸

Ⱡ♇♩꞉כ◒⌐│ ≈⌂⅜∫≡™⌂™⁸ ⅜ ─ ╩ ╦

⌂™≤™℮↓≤╩ ≤⇔√ ╡ ╩ ∂≡™╢─⅜ ≢№╢⁹ 

 

76.1 20.1

3.8

0% 20% 40% 60% 80% 100%

N=234

72.5

2.8

1.1

1.1

85.4

0 % 20 % 40 % 60 % 80 % 100 %

ⱪꜝfi♩ ─

─

∕─

⌐ ⇔≡™⌂™

⁷

N=178



 

47 

 

 

  ⌐ ∆╢ ┘ ⁸ ⇔≡™╢  

2011  

 

ᵒ ─ ⌐⅔↑╢ ה ⌐ ∆╢ ─ ╕

╡≤ ─☿◐ꜙꜞ♥▫ ה  

⁸ ⅜ ─ ◦☻♥ⱶ─ⱷכ◌⅜ ┼─ ∆╢ ⌐⁸

⅜ ╘╠╣≡™╢⁹ ─ ⌐╟╣┌⁸ ─ ⅜⁸

╠⅛─ ⌐╟╢ │ ╩ ╘╠╣≡™╢  

⁹ 

 

N=84 
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  ⌐ ╘╠╣╢  

2011  

 

ⅎ┌⁸ ⌐ ∆╢ ⁸ ⅛╠ 17(IEC61508 )╩

⇔√ ◖fiⱳכⱠfi♩─ ╩RFP Request For Proposal ⌐ ↕╣╢

─⧵⁹╢№⅜☻כ◔ ⁸ ─ ┘◖fi◘ꜟ ⌐ ╩ ⇔⌂

↑╣┌⌂╠⌂™⁹ ─꜡☺♇◒╛♁ⱨ♩►▼▪ ≡─♅▼♇◒╛ ♪◐ꜙ

ⱷfi♩─ ⌐ ⅜⅛⅛╡⁸ ╕≢ 3 ╙ ⇔⁸ ╙

⌐  ⁹╢№╙☻כ◔╢∆

 

╕√⁸ ⱪ꜡☿☻│ ⌐ ≤ ╩ ∟ ╖⁸ ﬞ ↑≡ ↕╣⁸

⅜№╢≤◦☻♥ⱶ╩ ⇔⌂↑╣┌⌂╠⌂™⁹↕╠⌐⁸♁ⱨ♩►▼▪╩

∆╢≤ ╡ ↕⌂↑╣┌⌂╠⌂™─≢⁸ ─ ╩∆╢≤ ⅜

≤⌂╢⁹ 

  

                                                   
17 ≤│⁸₈ ╕√│ ה ⌐╟∫≡ ⌐ ⅝⌂ ╩ ⅎ╢╙─⌂≥╩

₉≤⇔≡⅔╡⁸ ⌐│☿◐ꜙꜞ♥▫⅜ ≤∆╢╙─≤│ ⌂╢⅜⁸☿◐ꜙꜞ♥▫≤

─ ⅎ │ꜞ☻◒╩ ┼ ∆╢≤™℮ ⌐⅔™≡ ⇔≡™╢√╘⁸↓

↓≢│ ⌐≈™≡ ∆╢⁹ 
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⌐≈™≡│ ⅜ ⌐ ∆╢⅜⁸☿◐ꜙꜞ♥▫⌐≈™≡╙⁸

╩ ⌐⇔≡⁸ IEC62443⅜ ↕╣≡⅔╡⁸ ⁸ ≤ ⌐

─ ╩ ─RFP⌐ ↕╣╢≤⁸∕╣⌐ ∑↨╢╩ ⌂™ ⌐№╢⁹

≢│⁸♥☻♩ⱬ♇♪╛ ⌐ ╩ ∆╢◖fi♁כ◦▪ⱶ⅜

⇔⁸☿◐ꜙꜞ♥▫╩ ╘√ ⅜ ↕╣≡™╢⁹ ◦☻♥ⱶ⌐⅔↑╢

⌂☿◐ꜙꜞ♥▫ ⌐ ∆╢◖fi♁כ◦▪ⱶ⌐ │ ∞

⌐ ≢⅝≡™⌂™ ≢№╢⁹ 

 

 

  ─ ≤ ─  

 

⌐⅔↑╢ ≤ ─  

 ⌐ ↕╣√╟℮⌐⁸ ◦☻♥ⱶ⌐⅔↑╢ ☿◐ꜙꜞ♥▫ ─

▬fi◦♦fi♩│ ⌐№╡⁸ ◦☻♥ⱶ╩ ∆╢ ─ ╛

≤─ ⅜ ↕╣√⁹╕√⁸ ≢│ ╛ ה ┼─ ⅜

╕∫≡⅔╡⁸ ◦☻♥ⱶ⌐⅔↑╢ ☿◐ꜙꜞ♥▫ ⌐≥─╟℮⌂ ⅜

≢№╢⅛⁸™⅛⌂╢ ╡ ╖╩ ∫≡™ↄ═⅝⅛⅜ ⌐⅔™≡



 

50 

 

↕╣√⁹ 

 3≈─ ⅜⁸ ⌐⅔™≡ ↕╣⁸ ╠╣√ ─ ≢

№╢⁹ 

 

ה ≤⇔≡│⁸ ◦☻♥ⱶ─☿◐ꜙꜞ♥▫ ╩ ⇔⁸

╩ ╘≡™ↄ⁹╕√⁸ ⌐№╢ ◦☻♥ⱶ─☿◐ꜙꜞ♥▫╩

⌐ ⇔⁸⅛≈⁸ ⌐ ∆╢ ⌐⅔™≡ ─ ≤

⌐ ╩ⱶכ◐☻╢⅝≢ ∆╢ ⅜№╢⁹ 

 

ה ≤⇔≡│⁸▬fi◦♦fi♩⅜ ⌐ ⇔√ ⁸ ⁸ ⌐⅔™

≡│⁸ ◦☻♥ⱶ≤™℮ ⌐⅔™≡│ ⅜ ∫≡™⌂™⁹ ⁸

⌐⅔↑╢ ◦☻♥ⱶ─ -ⱶ(ICSכ♅ CERT)│⁸▬fi◦♦fi♩

⅜ ⅝√ ⌐ ⌐ ╩ ⇔⁸ꜞ◌Ᵽꜞכ╩ⱨ꜠◐◦Ⱪꜟ⌐

⇔≡™╢⁹ 

⅜ ⌐⅔™≡╙⁸ ◦☻♥ⱶ⌐Ɽ♇♅╩ ≡╢ ⌐⁸ ─◦☻♥ⱶ⁸ 

⌐ ⅜⌂™⅛≥℮⅛╩ ∆╢ ⁸╕√│

─ ─ ─ꜟכꜟ ╩ ╘√▬fi◦♦fi♩ ─ ╩ ╘≡

™ↄ ⅜№╢⁹ 

 

ה ≤⇔≡│⁸Ɫ▬◄fi♪ ─ ⁸ ⌐ ∆╢ꜞ☻◒

≤◖☻♩ ─ ╩ ◙כꜚ√╘ ⁸ ⌐ ┼─ ╩ ╘

≡ ↄ ⅜№╢⁹ 



 

51 

 

 

  ─ ╩ ╘√◘▬Ᵽכ ─ꜞ☻◒ ⌐ ↑√

─  

 

ᵑ  

◦☻♥ⱶ─ ☿◐ꜙꜞ♥▫ ≤⇔≡│⁸ ╢ ™ ╩ ╘√ ⁸

╩ ⇔⁸ ╩ ╘╢╙─≤∆╢⁹ 

⅜ ⇔√▪fi◔⁸≥╢╟⌐♩כ ─ ⌐╟╢

⅜ ≤™℮ ⅜ ⅛∫√  ⁹√∞⇔⁸☻♃♇◒☻

Ⱡ♇♩─╟℮⌂ ╩ ⇔√╟℮⌂ │╕∞ ⇔⌂™√╘⁸ ╡

Å

Å

ȢɱȵɅɱɆᾍꜘ̱Ѱǵ

ɍȢȦɱɇ˲ ǵ ƲὄЋר ͪǲᾍǠȒɨȷȭǯȱȷ
Ɇ șדȈǦɤɶȴ̔ ǿǵ ֗ᵃ
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╩ ⅎ√◦☻♥ⱶ─ ╢ ™⁸∆⌂╦∟ ⌂ ╩ ꜗ♅◒♥◐כ▪╢∆

╩ ╘√ ╩ ⇔⁸ ⅜ ⌐ ⌐ ∆╢√╘─

╩ ∆╢≤≤╙⌐ ╩ ∆╢⁹ 

 

 

  ⌐ ∆╢ ⌐≈™≡─▪fi◔כ♩ 

2011  

 

≤ ⇔≡⁸ ⇔√ ⌐ ⇔≡™╢⅛ ⅛╩ ה

∆╢ ╖ ╡╙ ≢№╢⁹ ◦☻♥ⱶ☿◐ꜙꜞ♥▫─ ה ─

─ ⅝≤⇔≡⁸2011 2 ⁸◌♫♄─ ─ Wurldtech ⌐╟╢

Achilles ⅜ ╠─ ╩ⱶכ◐☻ ╘⁸▪ⱷꜞ◌─

ISCI ⌐╟╢ ISA Secure ⌐ ≢≥╙─ⱶכ◐☻√™≠ ꜝⱲ≤

⇔≡ ≠↑╠╣√⁹ 

 

 ISA Secure ─ ⱶ♥☻◦⁸│ꜟכ♠ ≢─☿◐ꜙꜞ♥▫ ⁸

꜠ⱬꜟ─ ⁸꜠ ▬ꜘ 4꜠ⱬꜟ╕≢─ ♥☻♩⅜ ≢⅝╢⁹◦☻♥

ⱴ♥▫♇◒☿◐ꜙꜞ♥▫ ≢│⁸ISO/IEC 61508⁸ISO/IEC 15408- 1/3⁸OWASP 

CLASP ╩ ⇔≡™╢⁹ ꜠ⱬꜟ─ ≢│⁸ISA- 99⁸NERC⁸NIST800- 53⁸

ISO/IEC 15408 ╩ ⇔≡™╢⁹∕─√╘⁸ISA- 99≤ ┌╣╢ ◦☻♥ⱶ

─☿◐ꜙꜞ♥▫ ⌐ ⇔√⅛⅜ ≢⅝⁸ISO/IEC 61508─ SIL(Security  

Integrity Level) ≤ ─ ╩ ℮↓≤⅜≢⅝╢⁹ 
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  ≤ ⅎ╠╣╢ ⁸ ⌐≈™≡─▪fi◔כ♩ 

2011  

 

 ─ ⌐╟╢≤⁸☿◐ꜙꜞ♥▫ ─√╘─ ╩ꜟכ♠ ∆

╢ ⅜ ╘╠╣≡™╢⁹╕√⁸☿◐ꜙꜞ♥▫♥☻♩ ─√╘─

⌐ ™ ♥☻♩ⱬ♇♪ ╛ ⌐ ╙☼כ♬╢∆ ™⁹ ⁸

⌐│∕─╟℮⌂ │ ⇔⌂™√╘⁸ ⁸ ⅜ ⇔⁸ ≤

╩ⱶכ◐☻╢⅝≢ ⇔≡™ↄ ⅜№╢⁹ 

 

ᵒ  

⅜ ⇔√▪fi◔⁸≥╢╟⌐♩כ▬fi◦♦fi♩ה꜠☻ⱳfi☻

─ │⁸40 ⅜ ⌂ ≢№╢≤ ⇔≡™╢  ⁹

─ ICS- CERT│⁸ ⌐▬fi◦♦fi♩⅜ ⅝√ ⌐⁸ ⅜№∫√

─ ╩ ⌐≡ ⇔≡⅔╡⁸ ⌐ꜞ◌Ᵽꜞכ╩ ⇔≡™╢⁹

▬fi◦♦fi♩Ɫfi♪ꜞfi◓≤⇔≡│⁸∕─ ⌐╙⁸Ɽ♇♅╩ ≡╢ ─ ◦

☻♥ⱶ ─ ⁸▬fi◦♦fi♩ ⌐ ∆╢ │ כꜟ─

ꜟ─ ╩ ╘√ ╩ ⇔≡™ↄ ⅜№╢⁹ 

 

 

  ▬fi◦♦fi♩ה꜠☻ⱳfi☻ ─ ⅜ ⌂ ≢№╢≤  

       ⇔√  

2011  
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ᵓ  

Ɫ▬◄fi♪ ⌐│⁸ ↄ─ │☻◐ꜟ ⅜ ↕╣≡™ↄ⅜⁸∕─╟

℮⌂ ⌐ ∆╢ ╛◐ꜗꜞ▪Ɽ☻⌐≈™≡ ∆╢ ⅜№╢⁹╕√⁸ꜚ

◙כ ⌐⅔↑╢ ◦☻♥ⱶ─☿◐ꜙꜞ♥▫⌐ ∆╢ │ ╡ ↄ⌂™

√╘⁸ ─ ™ ⱪꜝfi♩ ◙כꜚ─ ⌐⅔↑╢ⱬ☻♩ⱪꜝ◒

♥▫☻╩ ⌐⇔≈≈⁸ ─ ⌐⅔™≡ ⅜ ╕∫≡™ↄ╟℮⌂ ⅜

≤↕╣≡™╢⁹ 

 

 

  ─ ⅜ ⌂ ≢№╢≤ ⇔√  

2011  

 

─  

⌐⅔™≡│⁸ ─  ⁸ ∆╢

⁸ ─ ⁸▬fi◦♦fi♩Ɫfi♪ꜞfi◓ ─

⁸ ה ⁸  ┘

⌂╙─⅛╠ ⌐ ╩ ⇔⁸2 3 ≢ ∆╢⁹ ⌐≈™≡ ⅜№

∫√⁹ ⁸ ╩ ⇔≡™ↄ√╘─♃☻◒ⱨ◊כ☻╩ ⌐ ∟ →⁸

╩ ╘≡™ↄ⁹ 
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  ─  

 

 ⌐ ∆╟℮⌂ ─ⱬfi♄ ◙כꜚ┘ ─ ⁸

ה ה ⁸☿◐ꜙꜞ♥▫ ─ ─ ⅜ ≢⅝╢⁹ 

 

  Ί ⅜ ↕╣╢  

 

Â

Å

Å

Å
Å

Å

Å

Â

ѰⱣȵȷɄɞȹȫɣɨɄȡ Ƚȷȭɓȧɶȷ ̌
ɵЋ̱ ǵ ὑƲ Ʋֺ

IEC, ISO, ISA

Â

Å

Å
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─ ≤◘▬Ᵽכ ⌐ ⇔≡ 

 ⁸ ⌂≥─ ─ ⌂ ⌐╟╡ ∆╢◦☻♥ⱶ─ ⁸

─ ⁸ ─ ⁸ ─ ≤™∫√ │⁸

─◘▬Ᵽכ ⌐╟╡ ─ ╩╙√╠∆ ╩ ≢⅝⌂™⁹∕─√╘⁸

↓╣╕≢─ ☿◐ꜙꜞ♥▫ ─ ⅎ ╩ ⇔⁸ ╛ ╙ ╦∑

√ ⌂ ⅜ ≢№╢≤™℮ ⅜ ⌐≡ ↕╣√⁹ 

 ⁸ ≤⇔≡│⁸ ╩ ∂⁸ ◦☻♥ⱶ─ ╩

⇔≡™ↄ⁹∕⇔≡⁸ ◦☻♥ⱶ─ ⌐╟╡⁸ ▬fiⱨꜝ─

⌐╙ ⇔≡™ↄ⁹ 

 

 

  ≤◘▬Ᵽכ  

  












































































































