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ID No Affiliation Place Comments Responses to Comments

1 1 Individuals -

With the global spread of the IoT, I feel that we are entering an era in which Japan’s commitment to Society 5.0 and Connected Industries is becoming more urgent.
However, there are many occasions where a lack of unified electronic authentication infrastructure is felt when we try to implement the CPSF.
If we delve deeper into this issue, Secom and Symantec are the major players of server authentication, and the Electronic Certification Registry Office and Nippon Denshi Ninsho Co.,Ltd. are mentioned on e-Gov. I feel that the
current situation is very inefficient as it essentially requires different contracts for different uses. It might be what makes data trustworthiness in the third layer (wide blue arrow) questionable.
According to “Global State of Online Digital Trust,” a white paper by DigiCert Japan G.K., it is pointed out there is a direct link between online trust and declining revenues.

It is unprecedented even overseas and does not sound feasible, but isn’t it also important to develop a unified electronic authentication infrastructure by a government agency (or a public service organization) that is not a joint-
stock company?

Your feedback will be used as a reference for future cybersecurity policy development.

2 1 Individuals -

　We advocate discussing the function of filters or gates for the flowing information in the second layer, which is the boundary between cyberspace and physical space
　Society 5.0 we are aiming for is, as I envision, is a society that is founded upon the soon to be established ultra-high-speed mass information communication systems. Data and other information generated from people’s lives and
devices and systems used in real society (physical space) are sent to the cyberspace. Then, based on big data formed there, the value and wisdom generated from the analysis, calculations, and simulations are returned to real
society.
　In the second layer, there will be two flows of information: upward to cyberspace (e.g., data) and downward to physical space, real society (e.g., calculation results). Regarding these flows, I think there should be an ability to block
problematic information, in addition to the ability to ensure its pass-through (security and safety).
　Through the second layer, a broad range of information, such as a massive volume of signals received by the actuators (or sent by the sensors) of various devices in the physical space, traces of people’s actions, data of images
taken/certified/analyzed, etc., and the information generated from product distribution/corporate activities, will be fed to big data as upstream information. However, these inputs will not easily be corrected by humans once
incorporated into big data. That is why we believe that there should be a mechanism for accurately identifying and eliminating erroneous or problematic information in the second layer.
　Possible causes include, among various others, false signals from malfunctioning components, non-delivery or replacement of data from congestion, etc., human errors (e.g., wrong assumptions, misunderstandings, operational
errors), bugs, malicious intent (e.g., fakes, cyberattacks). For example, it may cause an irreversible situation if one person’s data is erroneously incorporated into big data as another person’s data.
　Besides, people deserve privacy, and we all have things we don’t want others to know about. I think it’s essential to consider not incorporating the information that people want to keep private into big data. For example, your
marital life at home, your browsing history of certain websites with your IT device in your own time, or the fact that your face was photographed and face-recognized by a street camera when you stopped at a store. However,
developing criteria for deleting is challenging as you will need to base it on a certain sense of value and consensus. If handled poorly, it may eliminate the information that could help prevent a crime, for example.
　I think downstream information needs restriction because it is risky to use big data as it is or take computation results on blind faith. I am concerned about where the computation results from the accumulated big data will take
us. While we built the system with the expectation of a society where everyone would be happy, the computer may produce a result that goes against that expectation. I think it needs an ability to sort out what and what not to
include using human judgement as a scale. But this task also is difficult as the setup will require a sense of value and consensus to base its settings. The situation may create an opportunity for politics, ideology, and so on to
interfere.
　By the way, where will the second layer exist? From today’s atmosphere, we should predict that the second layer will mostly reside in particular telecommunications carriers and some other operators, including GAFA. They are
private enterprises that pursue profit. Will the ethics that exist there be consistent with that of society in general? Their ethics may be distorted, influenced by corporate strategies. I feel it is necessary to carefully assess the
fundamental force that shapes these ethics, whether it is their character, desire, competition, or ideology. To keep these ethics in check, I feel the need to consider state intervention (democratic forces) and other means for control.

Your feedback will be used as a reference for future cybersecurity policy development.

3 1 Group -

Although it describes the second layer as the decisive factor and narrowed its focus on the “accuracy of the transcription and translation function,” nothing further was mentioned.
It should explain why the use of the Framework can secure the accuracy of the transcription and translation function

As you pointed out, the “accuracy of the transcription and translation function” is the anchor point of trustworthiness for the CPSF second layer. On the other hand, the Framework is intended to share
a framework that helps consider security and safety in IoT devices and systems, and the Framework does not necessarily secure accuracy of the transcription and translation function. We will keep
discussing how to secure accuracy of the transcription and translation function, based on the discussion by the 2nd Layer Task Force.

3 2 Group -

If it is intended as a framework for verifying safety, the descriptions need to be inter-related to the industry’s safety efforts.
In manufacturing systems, it is indeed mandatory as a standard to specify the level using the safety integrity level (SIL) as defined in IEC 61508 or automotive safety integrity level (ASIL) of ISO 26262, including the “definition of
probability” before development. If the Framework intends to present a different qualitative level, it should include a guide on how to map to SIL/ASIL or at least claim that the guide will be added in a future update, if not presently
available.

In the Framework, we sorted various influences on human lives/body, privacy/honor, assets, living conditions, and economic activities, as well as the resulting phenomena (e.g., reputation), by using
two axes — one is the “degree of difficulty of recovery from the incident” and the other is the “degree of economic impact of the incident (conversion into monetary value),” — and then categorized the
risks. Still, based on your comments, we will revise the text of “3-2 Organization of Hidden Risks in Devices and Systems Connecting Physical Space and Cyberspace” as follows.
-Addition: ”However, it is appropriate to consider the likelihood when organizing specific requirements based on the Framework and based on discussions in industry.”
Texts of “3-3 Organization of the desired security and safety requirements” will also be updated as follows.
-Addition: ”In addition, since implementation of measures is directly related to cost, it is appropriate to consider likelihood of incidents which particular measures are designed to prevent.”
A discussion on likelihood will also be necessary for the future consideration of security and safety requirements. We will discuss the matter considering the nature and characteristics of individual
industries/devices and referring to the international standards and other sources.

3 3 Group -

Most international standards and guidelines define the term “risk” in relation to “likelihood” (probability of occurrence). Since the Framework eliminated “likelihood” because of its difficulty in computation, using the term “risk” in
the Framework can be confusing.
Therefore, isn’t it necessary to: (1) clarify the rationale of why ‘likelihood’ (probability of occurrence) can be excluded in the applications of this guideline when sorting out risks, or, (2) explain that the guidelines assume equal
‘likelihood’ for all incidents (for the sake of convenience), or, (3) note that “you will also need to consider the likelihood when sorting out risks and measures in a use case?”

In the Framework, we sorted various influences on human lives/body, privacy/honor, assets, living conditions, and economic activities, as well as the resulting phenomena (e.g., reputation), by using
two axes — one is the “degree of difficulty of recovery from the incident” and the other is the “degree of economic impact of the incident (conversion into monetary value),” — and then categorized the
risks. Still, based on your comments, we will revise the text of “3-2 Organization of Hidden Risks in Devices and Systems Connecting Physical Space and Cyberspace” as follows.
-Addition: ”However, it is appropriate to consider the likelihood when organizing specific requirements based on the Framework and based on discussions in industry.”
Texts of “3-3 Organization of the desired security and safety requirements” will also be updated as follows.
-Addition: ”In addition, since implementation of measures is directly related to cost, it is appropriate to consider likelihood of incidents which particular measures are designed to prevent.”
A discussion on likelihood will also be necessary for the future consideration of security and safety requirements. We will discuss the matter considering the nature and characteristics of individual
industries/devices and referring to the international standards and other sources.

3 4 Group
3-3 Organization of the
desired security and safety
requirements

The first and second axes sort the levels based on the requirements inherent in the domain in question (intrinsic requirements). On the other hand, the third axis merely sorted the methods instead of the intrinsic requirements, and
this classification is not based on the degree of strength and weakness.
Therefore, it feels very strange that the third axis is orthogonal to the first and second axes, as shown in Figure 6.

While the first axis, “degree of difficulty of recovery from the incident” and the second axis, “degree of economic impact of the incident (conversion into monetary value)” were intended for categorizing
devices and systems, the third axis, “perspectives of the desired security and safety requirements” shows what view point should be taken when considering security and safety requirements. Your
feedback will be used as a reference for future framework consideration.

3 5 Group
3-3 Organization of the
desired security and safety
requirements

It isn’t easy to see whether the four perspectives shown in the third axis are in a sequential or inclusive relationship.
If there is a sequential relationship, — for example, if the third axis is the concept of “Strength of Requirements” that requires the second perspective and naturally the first perspective as well (or, if the second perspective is
needed, the first perspective is unnecessary), — it should be written in such a way that it is clearly a sequential category.
On the other hand, if they are four independent perspectives with no sequential relationship, the third axis itself is intended to be a vector with four elements (perspectives). If that is the case, the cube representation in Figure 6 is
misleading and should be changed. (In this case, the pale orange plate in the figure may not necessarily be a single plate that starts at the bottom and extends upward continuously.)

Based on your comment, the texts of “3-3 Organization of the desired security and safety requirements” will be revised as follows.
-The blue arrows in Figure 6 were removed and replaced with the text “The First Perspective”, ”The Second Perspective”, “The Third Perspective”, “The Fourth Perspective”.
-Addition: ”each of the four perspectives in the third axis is not necessarily completely independent of the other.”
-Addition: ”Also, it is not necessary to quantify requirements from all perspectives. For example, the measures could be driven and fulfill requirements from the first and third perspectives, even if
there is no requirement from the second perspective. It can also be assumed that when the implementation of
measures from a certain perspective takes much time, it can be temporarily substituted with the measures from another perspective.”

3 6 Group
3-1 Concepts in the
background of the basic
structure

Although “3-1 Concepts in the Background of the Basic Structure” states that desired security and safety requirements should consider diversity, the content only categorized the requirements without clarifying how high the
requirements need to be for systems that are harder to recover. The Framework may not be practically useful unless the requirements are organized in some sort of order (e.g., high, medium, low).

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. We will continue to discuss concrete requirements and the embodiment through use
case initiatives in consideration of the diversity of IoT devices and other factors.
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4 1 Individuals -

The Japanese government places an order and subsidizes a manufacturer to develop Japan’s own supercomputer (hereinafter “Dennou Taro”). Dennou Taro has a two-tiered structure that can be completely and freely separated
from civilian computer networks (no civilian computer can access it, in the same way as the traffic lights are managed). It has a core part (maintains only the absolute normal state), and a neural system (runs programs for viewing
earlier than the core part). And, as a peripheral device for Dennou Taro, a simulator with similar functions to Dennou Taro (hereinafter “Dennou Hanako”) is accessed through a civilian network to run a program for a certain period.
Hanako has preset restrictions and runs the program to detect and eliminate cyber-aggressiveness and possible accidental damage while expanding the program. If no abnormality is found with the high-definition simulator, access
to Taro through Hanako can be allowed. If Hanako is damaged by civilian access, we will be able to pick up the problem and force it back to the previous state, a normal relationship with Taro, while temporarily suspending it. Taro
and Hanako constantly help each other to maintain normalcy through a unique Japanese encrypted computer language. Besides, Taro's authority must be decentralized to avoid multiplexing, and each authority must be established
while being separated. Hanako has a common computer language as well, allowing her to interact with civilian computers. It may sound paradoxical, but Hanako is programmed in such a way that it is utterly incapable of
understanding the kind of programs that may lead to damage so as not to cause panic. By creating a process where only Hanako-certified and government-permitted programs are installed in Taro, we can fully protect the systems
once they are certified.
　As an aside, why don’t we implement a point-based economic policy in Japan? I am not talking about the points generally given by sellers after purchase. It is an economic system in which the Japanese government issues points
for the amount to be purchased immediately before the purchase. The points are electronic points that have an authentication ID allocated from the Ministry of Finance and anti-counterfeit features. If the points are issued at a
higher rate than the consumption tax, Japan’s consumer society will be more active. Naturally, we will develop a wallet device for every citizen and distribute it for free. The cash economy, electronic money economy, and electronic
point economy are three pillars. The points can only be used for the service to be purchased (primary use) and will be lost immediately if not purchased. The seller can recover the points and use them as currency in Japan. The
ratio of indirect secondary use of points is predetermined, and the points consumed as the secondary use are treated by the seller as if they were currency in circulation. To prevent inflation, the government collects half the amount
for each use after the secondary use (soap bubble effect = point sales tax). Once collected, the government will make the full amount of points available for use like the currency. Also, to significantly expand the government’s social
security system and make it widely available to the public, the full amount should be made available for secondary use and subsequent use. People will be able to enroll in and take advantage of social security (unemployment
insurance and all other social security benefits) with points, separately from sales for consumption. The equivalent amount collected in points from general taxes is appropriated to the social security costs, and then the points are
invalidated.
　The introduction of this point economy system lessens the sense of resistance and facilitates sales and purchases. And while it reduces the burden of social insurance and other costs on corporate workers, consumption tax
revenue will increase. The government will be able to consider the points (half the amount) collectable from the secondary use onwards as national treasury money.

Your feedback will be used as a reference for future cybersecurity policy development.

5 1 Corporation

3-2-3 Categorization of
devices and systems
connecting physical space
and cyberspace

About “3-2-3 Categorization of Devices and Systems Connecting Physical Space and Cyberspace” on line 223 of page 9 at the time of the call for public comment:
I think instead of the devices, it should map the devices’ functions/risks.
■ Reason:
Although line 223 of page 9 is an explanation of “3-2-3 Categorization of devices and systems connecting physical space and cyberspace,” the beginning of Section 3-2 (line 180 of page 7) describes the “categorization of the hidden
risks in the devices and systems connecting physical space and cyberspace”
That is, what is sorted with the two axes (“degree of difficulty of recovery from the incident” and “degree of economic impact of the incident”) are risks, not devices and systems.
For the above reason, I think it is inappropriate to sort out devices and systems explained in Section 3-2-3 (line 223 of page 9) using the above two axes.
■ Alternative plan
As an example of IoT system, let us consider an air conditioning IoT system such as follows:
-A system for remotely operating air conditioning functions (temperature setting, switching between cooling and heating, etc.) from customers’ terminals (e.g., smartphones, PCs) through the cloud
In the air conditioning function of the above IoT system, there may be risks such as follows:
(1) Outage from a DoS attack
(2) Unauthorized login, followed by unintended change of settings
(3) Unauthorized access to customer information from the cloud
(4) Unauthorized login, followed by a compromise of setup information
If we organize these risks along the two axes —degree of difficulty of recovery from the incident (hereafter, “economic impact”) and degree of economic impact of the incident (“difficulty of recovery”), — and with three levels (small,
medium, large), they are sorted as follows:
(1) Economic impact: Medium; Difficulty of recovery: Small
Reason: Since the outage of air conditioning function affects human lives/facilities to a certain extent, economic impact exists (hospital, data center, etc.).
On the other hand, I think it is recoverable through SW update or other means.
(2) Economic impact: Medium; Difficulty of recovery: Small
Reason: Since changes in the air conditioning function settings cause the actual air condition to change, it affects human lives/facilities to a certain extent, and economic impact exists (hospital, data center, etc.).
On the other hand, I think it is recoverable through SW update or other means.
(3) Economic impact: Medium; Difficulty of recovery: Medium
Reason: There are compensation and other risks, as customer information includes personal data, etc., so the economic impact exists.
Besides, it is difficult to delete customer information once it leaked, so its difficulty of recovery is relatively high.
(4) Economic impact: Small; Difficulty of recovery: Small
Reason: Even if the setup information is leaked, the direct impact on the economy (e.g., business management) would be minimal.
Besides, this risk would be recoverable through SW update or other means.
I believe that the above method of mapping risks in terms of economic impact and difficulty of recovery is appropriate.

When considering security measures, it is essential to focus on the added value that the devices and systems provides to the users. Some devices offer added value on their own, while others do so
only when incorporated into a system. Also, the impact and other consequences from the issue and incident differ significantly even with the same IoT device, depending on its use environment (e.g.,
the type of system it was used in, its role in the system, and the skill the user had), so we mapped devices and systems in “3-2-3 Categorization of Devices and Systems Connecting Physical Space
and Cyberspace” to clarify this point.
Based on your comments, the texts in “1-1-2 The Positioning of the Second Layer” will be revised as follows.
-Addition: “The scope of the Framework includes not only devices but also systems because, when considering security measures, it is important to focus on the added value that the device/system in
question offers to the user; while some devices with a sensor or actuator provide added value on their own, other devices do so only when incorporated into a system.”
Also, the texts of “3-2 Organization of Hidden Risks in Devices and Systems Connecting Physical Space and Cyberspace” will be revised as follows.
Before revision: “the Framework decided to...establish them as two axes carrying out categorization of the hidden risks in the devices and systems connecting physical space and cyberspace.”
After revision: ”the Framework…establish them as two axes carrying out categorization of the devices and systems connecting physical space and cyberspace based on hidden risks in said devices
and systems"

6 1 Corporation -
There may be positive feedback loops across the management scopes that are not quite visible in the scope of Administrator A alone or in the scope of Administrator B alone. Since this problem occurs in all IoT fields,
countermeasures such as positive feedback detection, runaway detection, runaway stop functions are necessary.

Your feedback will be used as a reference for future cybersecurity policy development.

6 2 Corporation -

When many AIs with the same mechanism are fed with the same data simultaneously via the network, they all respond in the same way at the same timing.
When activities controlled by AIs with the same response coincide in many places and fields in the society, “system shutdown or destruction due to overload” or “imbalance” can occur. It will cause havoc and great loss to society.
Therefore, we must ensure diversity in AIs to prevent disruptions and imbalances caused by simultaneous AI actions.

Your feedback will be used as a reference for future cybersecurity policy development.

6 3 Corporation -
There would need to be a regulation that sets an upper limit on the number and percentage of AIs with the same algorithms and knowledge that can co-exist in each field to ensure AI diversity. Your feedback will be used as a reference for future cybersecurity policy development.

7 1 Individuals -

I personally believe that cybersecurity measures are critical in this structure. For example, I believe that the introduction of a Cyber-Physical System (CPS) that consists of sensor, network, and device technologies, will enable the
integration of general contractors (civil engineering and construction), ships, railroads, aircraft, automobiles, industrial equipment, and home appliances. To be specific, there are examples of circuits that are based on radio
standards (electrical wave specifications) and communication standards (transmission specifications). (a) Structure of Dynamic Frequency Selection (DFS) in port communication of function codes (channel codes and source
codes), which consist of transponders in a communication satellite line (satellite system). (b) Structure of SIP server (Session Initiation Protocol), which consists of base station control servers in telephone lines
(telecommunications). (c) Structure of the DNS server (Domain Name System), which consists of the ISP servers in the internet line (broadband). (d) Structure of telecommunication satellite lines, telephone lines, and internet lines
in the television lines (broadcast). Specifically, there is an example of a line (circuit) in the method (system specification). (a) Structure of the 3GPP system (GSM and W-CDMA methods), which consists of the Global Positioning
System (GPS) in 3G (third generation). (b) Structure of Wi-Fi (wireless local area networking), which consists of Long Term Evolution (LTE) in 4G (fourth generation). (c) Structure of DFS (Dynamic Frequency Selection), which
consists of the MCA method (multi-channel access) in 5G (5th Generation) NR (New Radio). Specifically, there are examples of lines (circuits) in information technology (IT) and artificial intelligence (AI). (a) In cloud computing, the
structure of the IT network with the introduction of a database (DB) consisting of big data (BD). For example, in firewall reinforcement, a router and a switch are introduced in a sandwiched configuration “cloud side (provider side)
<- router <=> firewall <=> switch -> edge (user side)” in an integrated manner to reinforce the hardware structure. (b) In edge computing, the structure of AI networks that is realized by the fusion of HTTPS (HTTP over SSL/TLS)
with software through encryption in HTTP communication (Hypertext Transfer Protocol); and by the introduction of APIs (Application Programming Interfaces) consisting of HTML (Hypertext Markup Language) in URLs (Uniform
Resource Locator) on the web. Specifically, there are examples of lines (circuits) in cyber space (information space) and physical space (physical space). (a) In cyberspace (information space), the mainstream structure is a virtual
private network (VPN) with relay points consisting of virtualized servers (mail servers, web servers, FTP servers, and file servers) in SDN/NFV. (b) In physical space, AP (access point) is the mainstream structure. To summarize, I
think, for C&C (command and control) servers for malware during DoS and DDoS attacks with bots (auto-execution state in machines), it is important to take cybersecurity measures from the detection to analysis and to the
response (reaction method) phase in the case of EC (electronic commerce) where LG-WAN (Local Governmental Wide Area Network) is introduced, and also in the case of NTP (Network Time Protocol) in cloud computing and
edge-computing.

Your feedback will be used as a reference for future cybersecurity policy development.
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8 1 Group

3-3-1 The first perspective:
Confirmation requirements
before operation
(manufacturing phase)
3-3-2 The second
perspective: Confirmation
requirements during
operation

We, the control equipment industry, endorse your efforts of focusing on the risks posed by new mechanisms that connect cyberspace and physical space and presenting a methodology for categorizing security and safety measures
to address these risks.
■ Relevant sections
3-3-1 The first perspective: Confirmation requirements before operation
3-3-2 The second perspective: Confirmation requirements during operation
Comment:
This is a relevant point of view for our control equipment manufacturing industry, and we hope that, in the future, it will become a framework from Japan that encompasses the requirements of international standards (e.g., IEC
62443 series).

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.
Based on your comments, we will add “5. References” to include standards and other documents referenced during the Framework development.

8 2 Group

3-3 Organization of the
desired security and safety
requirements
3-2-3 Categorization of
devices and systems
connecting physical space
and cyberspace

We, the control equipment industry, endorse your efforts of focusing on the risks posed by new mechanisms that connect cyberspace and physical space and presenting a methodology for categorizing security and safety measures
to address these risks.
■ Relevant sections
3-2-3 Categorization of devices and systems connecting physical space and cyberspace
3-3 Organization of the desired security and safety requirements
 Comment:
It categorizes devices and systems based on the degree of difficulty of recovery from the incident and the degree of economic impact of the incident and identifies the perspectives of desired security and safety requirements (how
to secure security and safety) according to these categories. Since, depending on the form of use and application, mapping destination can be different even for the same device, guiding principles and guidelines for mapping and
categorization methods need to be developed through the future use case organization.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on the matter taking into account the discussions in the industry and parties involved.

9 1 Group -

The overall impression is that the analysis methods and criteria for safety perspectives are missing. There also seems to be an omission in the definition of security and safety in the second layer, because its relation to the first and
third layer is not apparent. It seems to me that the Framework will not work as a comprehensive framework if it does not clarify the supply chains, safety requirements, and security goals for the target device, rather than narrowing
its focus only to the trustworthiness of accuracy of the transcription and translation function of cyberspace and physical space.
Since there is no clear definition of architecture to be used as a reference, we believe it is necessary to clarify the reference architecture of IoT. We believe that NIST’s baseline was referenced, but it needs to clarify what part is
targeted as objectives and goals.

The Framework is highly abstract, and while it stated that the contents would be made more practical by collecting use cases, we cannot see how it can be utilized without a concrete proposal on how to describe use cases. There
seems to be a need to define how to share use cases and collaborate among corporations and organizations, etc.

Regarding the first axis, the concept of the degree of difficulty of recovery from the incident  is too abstract, and the risks in cyberspace and physical space are lumped together. We believe it is necessary to define separate axes for
each space and subdivide the definition of safety requirements and security goals. The relationship with the first layer that creates physical space appears to be an important element in this part.

In terms of the degree of economic impact of the incident, we believe that it should visualize supply chains from three viewpoints — a sector that makes things, a sector that moves things, and a sector that operates things — and
analyze the risks within. In terms of monetary conversion, case examples will be necessary, but we would need defined guidelines on how to define cases and definitions.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. Regarding the specific applications, we will keep discussing embodiment through use
cases and other efforts. As you have pointed out, the relationships of the first to third layers, and the supply chain and other factors of the target device are organized in the "CPSF”. The "CPSF” also
includes the analysis of risks in the supply chain, so please refer to the document for both information.

9 2 Group
3-3 Organization of the
desired security and safety
requirements

There’s a fourth perspective presented in the “Perspectives of security and safety requirements.“Other requirements of mechanisms, such as social support,” appears to be positioned to encompass the “Perspectives of security and
safety requirements,” and we believe it should be explained why this part is necessary. Alternatively, because of the structure, it seems necessary to establish certification levels, and position them correspondingly after cost
estimates are made.

"3-3-4 The Fourth Perspective: Other Requirements of Mechanisms (e.g. Social Support)" encompasses things like the legal system — something that cannot be set up by the manufacturer or user
alone — and things that cause overall impact during production and operation.
"3-3-4 The Fourth Perspective: Other Requirements of Mechanisms (e.g. Social Support)"  was created assuming that the intended readers of the Framework may include those who develop
institutional designs; therefore, no change will be made to the original draft.

9 3 Group
3-3 Organization of the
desired security and safety
requirements

In the “Perspectives of security and safety requirements,” it seems necessary to clarify the relationship between the “before operation” and “during operation” parts. Generally, when conducting a risk analysis either in functional
security and safety design, it is common to analyze the damage, accidents, and losses based on the assumed use case, and then formulate and discuss countermeasures for those events. The predicted system to be operated is
vague. It seems necessary to define another perspective before the “Confirmation requirements before operation” that allows identifying use cases in the operation/usage. In the case of security, new incidents may occur due to an
attack from a malicious third party. It seems necessary to have a definition of the response during operation.

The lifecycle stages, such as “before operation” and “during operation,” can be organized differently depending on the industry and the target devices and systems. We expect that we will be asking to
organize the stages and consider the security and safety requirements necessary at each stage, based on the nature and other factors of the individual industries and devices and systems.

9 4 Group

3-3-4 The fourth perspective:
Other requirements of
mechanisms, such as social
support

Regarding “Confirmation requirements for operator,” it is unclear whether it assumes the service provider or the operator. Also, the definition appears to be vague, as it is not clear why the operator was specifically left out in the
“during operation” part.
Lines 305-308 at the time of the call for public comment include the term “user,” but it does not appear to be clear whether the user assumed here is a service end-user or a service provider.

The Framework assumes that operators are primarily those who operate the IoT devices and systems whereas those who use the IoT devices and systems are users. There, however, can be many
different cases, for example, where the owner of the system outsources the operation of the system to another entity. We believe it is important to sort out the relationships among the stakeholders.
Based on your comments, the texts in "3-3-3 The Third Perspective: Confirmation Requirements for Operators etc. (Operator’s License etc.)" will be revised as follows.
-Addition: ”Note that operators in this context may include those who do not directly operate the system, such as service providers.”
-Addition: ”When providing information such as instruction manuals to the user it is necessary to consider how to improve the accessibility of that information.”
-Addition: ”As shown in this example, since a risk involving multiple stakeholders can be dealt with from multiple perspectives, the burden on the stakeholders concerned should be examined
comprehensively through methods such as sharing of information among all stakeholders of the risks to each individual stakeholder. Therefore, although direct measures for devices and systems are
obviously important, it is not necessary for a single stakeholder to address all of the requirements, and it would be difficult to uniformly seek to specify the specific requirements required in all cases
within a given perspective.”

9 5 Group

3-3-4 The fourth perspective:
Other requirements of
mechanisms, such as social
support

The “Perspectives of security and safety requirements” section became abstract mostly because it lacks the description of intended users and use cases. While the “before operation” part appears to be assuming manufacturers,
the “during operation” part may apply to non-manufacturers. I believe it is necessary to clarify where in the supply chain the “during operation” part corresponds to, and define the operational use case.

Your feedback will be used as a reference for future framework consideration, including use case development.

9 6 Group
3-3 Organization of the
desired security and safety
requirements

If “safety” in “securing safety” really means “security and safety,” we would like it to change to “security and safety” for clarity. (It should remain as is if it means the safety of factories and social infrastructure, etc.) In the Framework, the word “safety” is consistently used throughout the document. “Safety” was used alone because line 107 at the time of the call for public comment was where it stated for the first
time in the body text that the combination of security and safety is important. We decided that it should remain as is.

9 7 Group

3-2-3 Categorization of
devices and systems
connecting physical space
and cyberspace

Although it states, “Categorization of devices and systems connecting physical space and cyberspace,” categorization will not be clear unless the devices’ and systems’ granularity is clarified. Possible devices and systems and the categorization method will differ depending on the diversity and other factors of the IoT devices, and we will keep working on the issue taking into account the
discussions in the industry and other circles.

10 1 Corporation -

I understood this to be a guideline of thinking that “while some assessment scales (rating scales) have a security viewpoint, you should incorporate a safety viewpoint as well.” The draft appears to present only concepts and issues,
and I could not see any descriptions of concrete countermeasures. It would help developers if you could release some concrete methods and standards, etc., after the publication of the Framework.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.

10 2 Corporation -
It would help us even more if you could research the safety and security standards/guidelines and compare their characteristics. The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other

factors, so we will keep working on embodiment through use cases and other efforts.

10 3 Corporation

3-2-3 Categorization of
devices and systems
connecting physical space
and cyberspace

3-2-3 Categorization of Devices and Systems Connecting Physical Space and Cyberspace
It says, “it is necessary to note that even for the same device the mapping destination can differ depending on the form of use, etc.” but I would like a suggestion as to what should be considered if the mapping destination differs.

Although we can assume that different mapping destinations generally require different security and safety requirements, the specific requirements will vary depending on the industrial field, etc. so
we will keep working on the issue taking into account the discussions in the industry and other circles.
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10 4 Corporation
3-3 Organization of the
desired security and safety
requirements

3-3 Organization of the desired security and safety requirements
It describes the first to fourth perspectives. Additionally, we would like it to include the points to consider for the system user/selector regarding what is necessary from what viewpoints.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. As to what stakeholders are specifically involved, it depends on the industry/field and
other factors, so we will keep working on the specifics through use cases and other efforts.
Based on your comments, the texts in "3-3-3 The Third Perspective: Confirmation Requirements for Operators etc. (Operator’s License etc.)" will be revised as follows.
-Addition: ”Note that operators in this context may include those who do not directly operate the system, such as service providers.”
-Addition: ”When providing information such as instruction manuals to the user it is necessary to consider how to improve the accessibility of that information.”
-Addition: ”As shown in this example, since a risk involving multiple stakeholders can be dealt with from multiple perspectives, the burden on the stakeholders concerned should be examined
comprehensively through methods such as sharing of information among all stakeholders of the risks to each individual stakeholder.  Therefore, although direct measures for devices and systems are
obviously important, it is not necessary for a single stakeholder to address all of the requirements, and it would be difficult to uniformly seek to specify the specific requirements required in all cases
within a given perspective.”

11 1 Corporation
1-1-2 The positioning of the
second layer

For designers and operators of IoT applications, a change to a framework that shifts its focus to a mechanism for assessing IoT systems’ non-technical risks, rather than the conventional detailed control mapping, will become a
useful reference model.
1-1-2 The positioning of the second layer (Lines 100-101 at the time of the call for public comment)
Generally speaking, physical separation is a normative control method that increases the organization’s burden and limits the equipment’s usefulness, which needs to be balanced with security design benefits. The “controlling
access at the border” mentioned in a case example on lines 100-101 should not be confused with physical separation. This example should state that the designers and operators of IoT systems within the organization need to
consider additional physical security control measures based on the environmental conditions in which the devices are located in order to protect critical IoT devices. Given the dynamic and multifaceted nature of the IoT
environmental conditions emphasized in lines 63 to 65, control measures that focus only on physical separation are not necessarily an effective or efficient approach.
Also, the case example should include what to consider when incorporating a mechanism for ensuring data integrity into the process. A dynamic, effective, and efficient mechanism for ensuring data integrity within acceptable
parameters would be best implemented in the third layer within the application that collects and processes the data. This is because, in physical space, you cannot guarantee the accuracy of data collected and transcribed from
analog to digital by an IoT device.

Your feedback will be used as a reference for future framework consideration. As you have pointed out, the installation area management mentioned on lines 100 to 101 at the time of the call for
public comment, introduce the necessity to consider additional security control measures and efforts per the IoT devices’ importance within the "CPSF". As you pointed out, data integrity is critical, but
the discussion on ensuring data integrity will be conducted by the 3rd Layer Task Force.

11 2 Corporation
1-2 Purpose of the
Framework

1-2 Purpose of the Framework (Lines 121-122 at the time of the call for public comment)
In the Framework, while the consistency of approach is an essential factor for expanding the solutions, it should be recognized that it may not significantly improve the applications’ actual security requirements that collect, use, or
process data. We believe that we should prioritize identifying application-specific security requirements that address threats of concern, rather than the consistency of measures taken across multiple implementations.

The Framework does not aim to require uniform security measures, but rather to ensure that measures set up through separate processes in each industry sector do not cause fragmentation. What
implementation is specifically necessary depends on the industry/field and other factors, so we will keep working on embodiment through use cases and other efforts.

11 3 Corporation

3-2-2 The second axis: the
degree of economic impact of
the incident (conversion into
monetary value)

“3-2-2 The second axis: the degree of economic impact of the incident” (Lines 213-221 at the time of the call for public comment)
In the Framework, we think it is important to consider the impact on broader social behaviors than just “human lives/safety” and how IoT system design and use will change individuals’ and groups’ behavior. For example, an
attacker can induce a user to scan a QR code that takes them to a phishing or malicious website, where the attacker would regularly obtain information from the user or execute transactions. As shown in this example, it may cause
behaviors that expose their lives and safety to risks, even if there is no harm to the user’s body. The systems can be exploited if we fail to recognize how devices modify human behaviors and increase risks to human lives and
safety, and incorporate that understanding into the security model.

Your feedback will be used as a reference for future framework consideration. In the Framework, we categorized human lives/safety in "The First Axis: Degree of Difficulty of Recovery From the
Incident" Also, as shown with the example of privacy, there may be cases that can be categorized with both of the two axes — "The First Axis: Degree of Difficulty of Recovery From the Incident" and
"The Second Axis: Degree of Economic Impact of the Incident (conversion into monetary value)". We believe that specifically how devices and systems should be mapped based on risks requires
consideration.

11 4 Corporation

3-3-4 The fourth perspective:
Other requirements of
mechanisms, such as social
support

“3-3-4 The fourth perspective: Other requirements of mechanisms, such as social support” (Lines 296-303 at the time of the call for public comment)
The Framework should provide that there is a need for preparing response and recovery mechanisms to capture and respond to both known and emerging incidents.
By expanding the focus of discussion in this section from the extreme, large-scale incidents to various incident scenarios, the Framework will enable organizations, users, and operators to make preparations appropriately.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. As you pointed out, the response and recovery mechanisms are critical, and the
mechanisms should be included in the four perspectives of the third axis, that is, from "The First Axis: Degree of Difficulty of Recovery From the Incident" to "The Fourth Perspective: Other
Requirements of Mechanisms (e.g. Social Support)". What implementation is specifically necessary depends on the industry/field and other factors, so we will keep working on embodiment through
use cases and other efforts.

12 1 Individuals -

We fundamentally rethink the server-dependent mindset and provide a technology that allows secure business-to-business or business-to-user interactions in today’s internet environment, rather than creating a physically isolated
network environment.
The current communication system uses SSL/TLS for encryption, and the provider (server) ensures security with a certificate. User identification uses a combination of multi-factor and multi-step authentication. However, such
encryption implementation does not prevent phishing sites, etc., from hijacking the DNS or directing users to phony URLs. It runs a mechanism to make them enter real IDs and passwords, and then enter the values to the actual
site via a fake site.
Therefore, prevention is quite difficult because the existing user enters the correct value to the actual site via a fake site, even when multi-step authentication is enabled.
Our company owns a technology named Hydra, which has multiple communication paths on the internet. Even when the paths are cut off, it opens up a new pathway autonomously to maintain multiple communication paths at all
times.
Hydra manages data distributed with electronic tally over multiple communication paths by using Hashgraph.
Hydra’s element technologies
■ Multi-factor three-point routing technology
　-The communication between the Hydra nodes on the internet is spread out by multiplexing the theoretical pathways through multi-factors.
　　Therefore, even if a communication path is blocked due to a communication failure, etc., it autonomously secures a communication path via nodes that provide the optimal pathway to achieve robust high-speed communication.
　-Hydra nodes do not have more than a first-degree relationship and cannot be directly searched for beyond first degree relationships.
　　Therefore, the scheme does not allow tracing, thereby preventing spoofing.
　-Use of Hashgraph technology
　　The peer-to-peer communication mechanism used since the birth of the internet has been updated using Hashgraph technology to realize high speed, high security, and privacy based on the premise of a large number of
devices and users who operate them.
　　Hashgraph is a distributed ledger technology (DLT), an algorithm that differs from other posting methods on the Bitcoin blockchain in that it is fast, secure, and fair.
　-Adoption of electronic tally
　　It is a type of cryptographic technique applied with a secret sharing scheme.
　　Commonly, even strong encryption will be broken if its password is broken, but secret sharing can be described as unbreakable encryption.
　　For example, when distributing the number 6754, it would use addition to divide into 7293 and 9461 (=16754), with only the last four digits being encrypted.
　　In reality, it uses exclusive disjunction.
　　Hydra realizes highly secure communications over a robust, high-speed network by running secret sharing processes based on the data’s electronic tally on the theoretically multiplexed pathway.
Unlike conventional security systems, leased lines, and VPN, our technology enables secure communication over the internet.
Today’s cybersecurity measures require multiple elements, and we believe that our technology can help you as one of them.

Your feedback will be used as a reference for future cybersecurity policy development.
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13 1 Corporation -

In terms of security and safety, we should consider security measures that also address the evolution from the current form of service delivery (centralized) to autonomous decentralized services. To that end, we hope that you adopt a framework that allows new
technologies as well as traditional security measures to participate.
So, I will briefly explain the security measures that we have developed.
It has been hard to prevent cyberattacks with the conventional security technology, but our security protection mechanism is an entirely new technology that starts earlier than the operating system and protects the computer from all kinds of cyberattacks in real-
time behind the OS.
The technology can prevent cyberattacks even in the system environment of corporations operating on older assets.
It is a difficult technology for major corporations to develop unless they specialize in security, and it is not an overseas product, but a Japanese technology that we developed independently.
We would very much like to have an opportunity to make introductions.
[About F. TRON INT-R]
■ A technology that made the impossible possible
　Protecting the OS’s mechanisms from the outside of the OS, monitoring, and safeguarding all movements — the idea is simple, but it requires a profound level of understanding of the CPU and OS specifications and technology to implement in practice.
　
　Actually, many engineers and researchers are said to have attempted in the past, but F.TRON was the one that commercialized this technology for the first time in the world.
　There are three main features in INT-R, a whole new security protection mechanism.
　Firstly, INT-R begins to work right after the computer starts before the OS. It then creates its operating environment by setting aside a memory area that is not visible to the OS. After that, it allocates the remaining memory area to the OS and executes the starting
sequence.
　Since malware runs on the OS, INT-R can never be attacked.
　INT-R keeps monitoring the OS from start to shut down, ensuring that your computer is protected.
　In this way, INT-R provides a protection mechanism from outside the OS.
　Secondly, INT-R recognizes and controls all the processing on the computer at the CPU instruction level.
　This process is very fast as it runs in the Intel VT-x environment, and there is no hardware emulation, etc. The monitoring scope includes processing by the OS/applications, processing by the CPU, and writes and reads of the OS/CPU environment settings.
　Lastly, INT-R provides intelligence about the CPU’s processing instructions. While monitoring the running kernel processing, processes, device I/O, and communications, INT-R determines whether it is a normal process originated from a user or an unauthorized
one from a third party and ensures that only the unauthorized operations are stopped.
　INT-R’s protection policies are defined to block all possible intrusion routes into the computer, as seen from the attacker’s perspective. It can block malware without fail, even when it is unknown.
■ INT-R
[INT-R Protection Model]
　It secures the computer from any cyberattacks in real-time. While building the working environment, malicious programs inevitably tamper CPU and OS, deprive administrator privileges, and launch new processes to communicate with an external server.
　This course of process is the same for all cases, whether the program is known or unknown.
　INT-R Protection Model monitors process requests from the program at the CPU instruction level and stops the process before execution only when there was an unauthorized request.
[INT-R Surveillance Model]
　It works the same way as the INT-R Protection Model but outputs a log without stopping the program. With this model, you can check whether your business application conflicts with the rules set by F.TRON before implementing the Protection Model.
[INT-R Analysis Model]
　It generates more detailed logs than the Protection Model. This model allows you to analyze certain malicious programs’ behavior and the computer’s operation status at a significantly deep level.

Your feedback will be used as a reference for future cybersecurity policy development. Please note that the Framework does not preclude any new security technologies.

14 1 Corporation

3-2 Organization of hidden
risks in devices and systems
connecting physical space
and cyberspace

Lines 168-181 on page 7 at the time of the call for public comment
When considering security measures for devices/systems connecting cyberspace, the simple approach of extracting common denominators and organizing with abstracted two axes has the merit of being easy to start and versatile.
But I think it also has the possibility of being too vague and difficult to use for any industry. Therefore, I believe that readers would better understand the threats that still exist even with traditional safety measures if there were
indicators or guidance that can be recognized as appropriate and basic common infrastructure.
-Reason
I believe that we routinely develop devices and manuals to be managed, taking into account various factors, such as the degrees of difficulty of recovery and economic impact in the event of an incident, social responsibility,
especially for critical infrastructures, and the need to protect human lives as the highest priority in factories and other facilities. On the other hand, devices/systems that are low in difficulty of recovery or economic impact are often
overlooked by organizations and may have many vulnerabilities. Considering attackers may target these vulnerabilities to infiltrate the organization, the devices/systems placed on the bottom left of Figure 5 on page 10 may need
extensive measures in some cases.
One of the concerns with the proliferation of IoT is that you may still be exposed to the threat of cyber-attacks even with the conventional security measures in place and that the multi-tiered security measures that you have
installed may not work. I think it will be necessary to categorize devices/systems that need to be prioritized with this in mind. Especially, if intended readers are those who use IoT to implement, develop, manage, and enjoy new
mechanisms and services, I think it would be a good idea to align threat perceptions by presenting a framework of indicators for understanding the various threats systematically. Therefore, while assuming that the second layer’s
security issues are not uniform, it would be good to extract and abstract the common denominators from the threats seen in multiple examples (e.g., those mentioned on page 4) and incorporate some elements for use as indicators
for categorization. (e.g., the degree of increase in external contacts (risk of connecting from a completely closed environment), the degree of cascading and dependency between devices (risk of tampering and loss of integrity at the
second layer and lack of reliability due to dependence on single device/system), the difficulty of maintenance (risk of not being able to resolve the vulnerability), etc.)

We recognize the need for organizing use cases so that the Framework can be utilized effectively. Based on the Framework, we will continue to sort out concrete mechanisms/services as use cases.

14 2 Corporation

3-2-3 Categorization of
devices and systems
connecting physical space
and cyberspace

Lines 223-247 on page 9 at the time of the call for public comment
We think it would be easier to understand if case studies were presented to give readers a clear picture of the three levels regarding the analysis in two-axis mapping.
-Reason
Damage to some functions from the breakage of low-cost IoT equipment during operation will be an example of an event with a low economic impact on the system and high difficulty of recovery when an incident occurs. In addition
to the presentation of the axes, we think it will help to organize the categorization if you include relevant examples for each of the other quadrants.

We recognize the need for organizing use cases so that the Framework can be utilized effectively. Based on the Framework, we will continue to sort out concrete mechanisms/services as use cases.

14 3 Corporation
4． How to utilize the
Framework

Lines 334-337 on page 14 at the time of the call for public comment
In organizing and accumulating use cases, it would be helpful to readers who are mainly implementing and managing new systems and services if you focus on cooperation, control, and systems among people and organizations, in
addition to brushing up the methods and contents.
-Reason
The current draft explains refining the means of categorization and developing an environment in which the perspectives and content of the security and safety requirements can be compared while organizing and accumulating use
cases. However, for many factories, it is also hard to decide whether to give more weight to the so-called IT (information technology) department or the OT (operations technology) department or whether it is more efficient and
desirable to collaborate with the IT or OT departments in terms of operation, countermeasures, and scope of responsibility for the use of the IoT. More than one department within the organization will need to get involved when
categorizing with the first and second axes and fulfilling the third axis’s safety and security requirements. I think we can learn many things and use it as a reference if you could present organized and accumulated use case
information as much as possible, including the examples of interdepartmental collaboration within an organization, termination of use, and notes on disposal, etc.

We recognize the need for organizing use cases so that the Framework can be utilized effectively. Based on the Framework, we will continue to sort out concrete mechanisms/services as use cases.

15 1 Individuals -

It seemed inappropriately conceptual.
I wondered if it was a modeling failure.
When supposing the third layer is the connections in cyberspace, and the second layer is the connections between physical space and cyberspace, then the first layer should naturally be the events in physical space. I suspect that
the idea of the first layer being the connections between corporations might have come from someone without a scientific background, and assuming the connections between corporations in there seems inappropriate to me.
(Overall impression)
Regarding Figure 6 on page 11 at the time of the call for public comment, the positioning of “Other requirements of mechanisms, such as social support,” and “Confirmation requirements for operator (Operator’s license etc.)” in the
upper layers seems to be problematic. The adequacy of the devices and systems is what should be important, but those placed at a higher level have no bearing on the adequacy of the system.
Besides, I believe it should proceed with considerations based on the combinations of requirements and its necessary response, not like the mapping in 1D, 2D, and 3D diagrams that kept appearing in the middle of the document.
And I think it would be desirable to make recommendations based on such a way of thinking. (In a nutshell, it is an analysis of requirements, needs, and elements.) (In short, for example, if the license is highly useful for the clerical
work, you will regard the license important; if the CDN system to be operated requires high availability, you should order a system with guaranteed high availability; and if the system should be kept confidential and cannot be
insured, you should make it redundant on your own. And you will analyze the advantages and disadvantages of the technologies, products, and methods used in them, etc.)
With the 1D, 2D, and 3D diagrams, there is no escaping from the fact that it will be mapped somewhere along all of those axes. And a diagram like Figure 6 on page 11 is inappropriate. Asking for insurance or a license is not shown
in Figure 6. (This figure seems to have discarded both costs and risk analysis.) Also, it is difficult to make it higher than three dimensions (although it is already difficult in three dimensions), because any number of dimensions (any
number of requirements) are possible, as long as they are a combination of requirements and required responses.
Well, I do not want to use the Framework presented this time for discussion (it seems inappropriately conceptual to the extent it is hard even to comment on). I would like it to be reconsidered from scratch.

Your feedback will be used as a reference for future framework consideration.
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16 1
Government

Agency
-

The framework helpfully promotes an integrated approach to analysing risks associated with the IoT. Rather than considering cyber security and physical security in isolation, analysing multiple risks across multiple domains can
identify issues that would otherwise have been missed. (Lines
100-103 / 350-354) Risks clearly change when the same device is deployed for a different use case or in an environment where different physical security considerations apply.
We agree that special attention needs to be paid to the intersection of physical space and cyberspace. This is what you call the “second layer”.
For consumer IoT security specifically this is important where devices may carry out a safety-relevant function (e.g. smoke detectors, door locks).
This is reflected in Guideline 9 of the DCMS Code of Practice for Consumer IoT Security (“Make Systems Resilient to Outages”) and the relevant section of ETSI TS 103 645/EN 303 645.

Your comment is regarded as positive feedback for the Framework.

16 2
Government

Agency
-

We would like to understand the purpose of the Framework. For example, is it meant to inform policy interventions by METI may wish to take forward? Or is it meant to be used by industry to help with their risk management? The purpose of the Framework is to facilitate industry discussions by sharing a framework that helps consider security and safety in IoT devices and systems.
Based on your comments, the texts of “1-2 Purpose of the Framework” will be revised as follows.
-Addition: ”The purpose of the Framework is not to establish mandatory rules uniformly applying to IoT devices and systems.”

16 3
Government

Agency
-

How does METI see this fitting in with other international standards and guidelines, such as ETSI or ISO IoT security standards (27402)? We recognize that existing IoT security standards demand specific requirements primarily for devices and systems. However, the purpose of the Framework is not to prescribe specific requirements,
but to raise issues for discussion that security and safety should be considered together, and that operators and social systems, as well as devices, may need to be considered together.
Based on your comments, we will add “5. References” to include standards and other documents referenced during the Framework development.

16 4
Government

Agency
-

Would you be able to share a case study on how the Framework could be applied in practice (for example on the consumer IoT vertical)? We recognize the need for organizing use cases so that the Framework can be utilized effectively. Based on the Framework, we will continue to sort out concrete mechanisms/services as use cases.

16 5
Government

Agency

3-3 Organization of the
desired security and safety
requirements

We were wondering if perhaps the third axis (“Perspective of security and safety requirements”) could be renamed to “risk mitigation for product lifecycle stages”? Regarding your comments, we believe that risk mitigation at each stage of the product lifecycle is important and that it is included in “The First Perspective: Confirmation of Requirements Before
Operation (Design Phase and Manufacturing Phase)” and “The Second Perspective: Confirmation of Requirements During Operation” However, the third and fourth perspectives of the third axis, “The
Third Perspective: Confirmation Requirements for Operators etc. (Operator’s License etc.)” and “The Fourth Perspective: Other Requirements of Mechanisms (e.g. Social Support)” cover the operator’s
eligibility and social programs in the industry without narrowing its scope only on the product. Therefore, the original draft will remain as it is.

17 1 Corporation
1-1-2 The positioning of the
second layer

Line 103:it is necessary to consider the risks of theft and loss when taking measures.
>Theft, loss, cloning, etc.

Based on your comments, the texts in “1-1-2 The Positioning of the Second Layer” will be revised as follows.
Before revision: “to consider the risks of theft and loss when taking measures”
After revision: “to consider the risks of theft, loss, etc. and other human interaction or failure when taking measures”

17 2 Corporation
1-1-2 The positioning of the
second layer

Line 103:it is necessary to consider the risks of theft and loss when taking measures.
>Therefore it is important to consider systematic authentication mechanisms to prevent those risks, through the addition of a security/safety anchor in each IoT device. This is the only to provide security-by-design
interconnectivity.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. As to the specific method of securing the trustworthiness, it depends on the
industry/field and other factors, so we will keep working on the specifics through use cases and other efforts.

17 3 Corporation
1-2 Purpose of the
Framework

Line 115-117:It is thought that going forward, along with expansion of utilization of the IoT, actual  security measures with respect to individual and specific IoT devices and systems in each field of use will proceed taking into
account the peculiarities and diversity of each respective field.
>Security standards applicable (when there is one) will also be different. For Factories for example,ISO/IEC 62443, for general security FIPS 140-2/3, Common Criteria, etc.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.

17 4 Corporation
1-2 Purpose of the
Framework

Line 117-121:In that process, a uniform means of comprehensively grasping the issues concerning the security and safety of devices and systems connecting cyberspace and physical space is lacking, so there are concerns that
unique security and safety measures, etc. are established through separate review processes in the respective fields/industries.
>Therefore there should be a joint security/safety approach starting at the device level with a trusted Security/safety anchor, with different features for industrial and consumer-oriented worlds.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. As to the specific method of securing the trustworthiness, it depends on the
industry/field and other factors, so we will keep working on the specifics through use cases and other efforts.

17 5 Corporation
2． Intended readers of the
Framework

Line 146-147:People who are intending to utilize the IoT to realize new mechanisms and services connecting cyberspace and physical space
>in order to adapt their purchasing strategy and supplier evaluation.

Your comments will be used as a reference in revising the contents.

17 6 Corporation
2． Intended readers of the
Framework

Line 148:People developing IoT devices and systems utilized with those kinds of new mechanisms and services
>in order to implement the appropriate methodology in designing their devices (Security by design).

Your comments will be used as a reference in revising the contents.

17 7 Corporation
2． Intended readers of the
Framework

Line 151:People who are receiving those kinds of new mechanisms and services
>in order to verify if the proper security level has been implemented/if the appropriate security certification/assurance is included

Your comments will be used as a reference in revising the contents.

17 8 Corporation

3-2-3 Categorization of
devices and systems
connecting physical space
and cyberspace

Line 264-267:Even for the same device, the mapping destination can differ depending on the form of use, etc. For example, cases in which Device g and Device h are the same device with a different form of use, etc. are possible.)
>As it is expressed here, this analysis should be explicitly mentioned in a formal document: there should be associated Protection Profiles (PP) to characterize those issues.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What protection is specifically necessary in what cases depends on the industry/field
and other factors, so we will keep working on embodiment through use cases and other efforts.

17 9 Corporation

3-3-1 The first perspective:
Confirmation requirements
before operation
(manufacturing phase)

Line 284-288:At the phase the devices and systems connecting physical space and cyberspace are manufactured 284 and actual provided for utilization before, it is required to confirm that the necessary security and safety 285
measures have been taken for the devices and systems themselves, and/or that the producers, suppliers, 286 and inspectors of said devices and systems, and in some cases the production equipment and factories 287 satisfy the
necessary ability or capacity conditions, etc.
>Security and safety functions/countermeasures should be implemented as early as the design/phase in order to ensure proper security.

Based on your comment, the texts of “3-3-1 The First Perspective: Confirmation of Requirements Before Operation (Design Phase and Manufacturing Phase)” and Figure 6 will be revised.
Before revision: “manufacturing phase”
After revision: “Design Phase and Manufacturing Phase”

17 10 Corporation

3-3-1 The first perspective:
Confirmation requirements
before operation
(manufacturing phase)

Line 291-293:Furthermore, the methods for confirming that their content has been satisfied also take a variety of forms, including self-declaration, certification by a third party, etc., and the actual confirmation method is established
based on the desired expertise and objectivity of the confirmation level.
>In order to provide security assurance, the use of the relevant certification schemes/standards should be generalized.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.

17 11 Corporation

3-3-1 The first perspective:
Confirmation requirements
before operation
(manufacturing phase)

Line 298-301:In order to confirm whether those kinds of problems have occurred, it is required to inspect the devices and systems after commencement of operation, taking into consideration their life cycle and service period.
>Therefore, there should be mechanisms to adapt and manage the security at every stage of the lifecycle (security parameters provisioning, updates, etc.). Note that the state-of-the-art of attacks is always changing so a regular
monitoring of the relevance of the security functions implemented is necessary.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.

17 12 Corporation

3-3-1 The first perspective:
Confirmation requirements
before operation
(manufacturing phase)

Line 298-301:In order to confirm whether those kinds of problems have occurred, it is required to inspect the devices and systems after commencement of operation, taking into consideration their life cycle and service period.
>It is critical to realize and also take into account that the security function itself can be attacked/rendered malfunctioning. Therefore implementing mechanisms to upgrade/manage the security features along the lifecycle is a
MUST.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.
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17 13 Corporation

3-3-1 The first perspective:
Confirmation requirements
before operation
(manufacturing phase)

Line 316-319:For example, in the case of automobiles, the person driving is required to obtain a driver’s license proving that they possess a certain level of skill and knowledge, and social mechanisms have been constructed for the
acceptance by society of skills that bring about large benefits socially even though the impact would be large in the case that an incident occurred.
>It is therefore important that the security functions used allow to send back alarms and logs of security problems for business/operation improvements and accountability. Traceability is key.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.

17 14 Corporation

3-3-1 The first perspective:
Confirmation requirements
before operation
(manufacturing phase)

Line 316-319:Therefore, going forward, it is necessary to put in place the fundamental conditions for proceeding with the development of a systematic response to appropriately implement security and safety measures in a society
where the IoT is widely utilized and cyberspace and physical space are highly integrated, by organizing specific mechanisms and services as use cases based on the Framework.
>The scope of the security response teams should extend to hardware related security issues, especially taken into accounts OT issues.

Your feedback will be used as a reference for future framework consideration. As you pointed out, the OT viewpoint is vital in implementing safety measures properly, so it is being discussed from
both security and safety side by the 2nd Layer Task Force.

18 1 Corporation

3-3-1 The first perspective:
Confirmation requirements
before operation
(manufacturing phase)

It is necessary to consider the intermediate stage of integration between manufacturing and operation. Especially the supply chain security aspects related to the firmware/ software to be installed on embedded devices before
operation. Further, many IoT devices, consist of programmable hardware such as FPGA that needs configuration/installation prior to operation. This may be done on premises or remotely by vendors during which some security
concerns may emerge such as insecure software, firewall status etc.

Based on your comment, the texts of “3-3-1 The First Perspective: Confirmation of Requirements Before Operation (Design Phase and Manufacturing Phase)” and Figure 6 will be revised.
Before revision: “manufacturing phase”
After revision: “Design Phase and Manufacturing Phase”

18 2 Corporation

3-3-3 The third perspective:
Confirmation requirements
for operator (operator’s
license etc.)

It is necessary to clarify further scope of the term "operator" within this framework. With the advent of 5G and imminent adoption in public and private (industrial) networks, the gap between consumer and industrial IoT will
diminish. This would be especially true to certain sector like logistics, transportation and manufacturing. Further with the introduction of AI in the management framework of cloud hosted IoT applications, there needs to be a clear
definition of licensed Operator and Service provider.

The Framework assumes that operators are primarily those who operate the IoT devices and systems whereas those who use the IoT devices and systems are users. There, however, can be many
different cases, for example, where the owner of the system outsources the operation of the system to another entity. We believe it is important to sort out the relationships among the stakeholders.
Based on your comments, the texts in "3-3-3 The Third Perspective: Confirmation Requirements for Operators etc. (Operator’s License etc.)" will be revised as follows.
-Addition: ”Note that operators in this context may include those who do not directly operate the system, such as service providers.”
-Addition: ”When providing information such as instruction manuals to the user it is necessary to consider how to improve the accessibility of that information.”
-Addition: ”As shown in this example, since a risk involving multiple stakeholders can be dealt with from multiple perspectives, the burden on the stakeholders concerned should be examined
comprehensively through methods such as sharing of information among all stakeholders of the risks to each individual stakeholder.  Therefore, although direct measures for devices and systems are
obviously important, it is not necessary for a single stakeholder to address all of the requirements, and it would be difficult to uniformly seek to specify the specific requirements required in all cases
within a given perspective.”

19 1 Group -

• Continue to pursue a risk-based approach that fosters innovation.
The We strongly believes that risk management is foundational to effective IoT security. As the Framework develops, we recommend continuing a risk-based approach that relies on best practices to identify and protect against
threats to IoT Security. To accomplish this, we believe that the Framework should focus on the assessment and identification of risk and methods for minimizing risk. Such an approach will foster innovation and reward security and
innovation since the Framework will be able to adapt to new technologies.

Your comment is regarded as positive feedback for the Framework. As you pointed out, both the Framework and "CPSF" follow a risk-based approach, and we believe that IoT security should continue
to be considered based on the risk-based approach in the future.

19 2 Group -

• Align with existing international best practices.
The We recommends that the Framework be based on industry-led international standards and frameworks. Private industry greatly benefits when governments incorporate existing foreign cybersecurity frameworks, such as the
National Institute of Standards and Technology (NIST) Cybersecurity Framework or the International Organization /International Electrotechnical Commission (“ISO/IEC”) 27001:2013, into any future policy enactments. The
framework is largely a process—one designed to help organizations start a cybersecurity program or improve an existing one—and can be applied to IoT security as well. The framework features a number of industry-vetted actions
that businesses can take to assess and strengthen their state of security over time. Additionally, NIST is developing “Recommendations for IoT Device Manufacturers,” and recent drafts align with the risk-based measured approach
for which the We advocates. Other sources of existing cybersecurity frameworks and best practices include: NIST Framework for Improving Critical Infrastructure Cybersecurity; Council to Securing the Digital Economy C2
Consensus on IoT security core capabilities baseline; and NISTIR 8259.

Major international standards and other sources were referenced in developing the Framework. The Framework presents a way of thinking about how we should view IoT security and safety as a
society, and it can play a complementary role to NISTIR 8259 ,etc. that presents similar ideas for manufacturers, for example.
Based on your comments, we will add “5. References” to include standards and other documents referenced during the Framework development.

19 3 Group -

• Place an emphasis on capacity building and information sharing.
The We encourages capacity-building and information sharing between the public and private sector. We believe that sharing information makes companies and government alike stronger while weakening adversaries and cyber
bad actors. We recommend that METI include a section in any future drafts that encourages those in the IoT device atmosphere to report and share threat intelligence and known vulnerabilities that could strengthen the ecosystem’
s defense against bad actors.

Your feedback will be used as a reference for future framework consideration. METI is also focusing on information and security education separately from the "CPSF" and the Framework, as
exemplified by the formulation of cybersecurity management guidelines.

19 4 Group -

• Provide clarity on the next steps of the Framework.
As currently written, the We interpreted the Framework as voluntary guidance. Additional clarity on the next steps of the Framework—for example, if there will be legislation around the Framework—would be helpful as companies
consider next steps.

Based on your comments, the texts of “1-2 Purpose of the Framework” will be revised as follows.
-Addition: ”The purpose of the Framework is not to establish mandatory rules uniformly applying to IoT devices and systems.”

20 1 Corporation -

We supports METI’s Framework of a comprehensive, outcome-based approach to IoT security that calls for a focus on security at the connectivity level (“between cyberspace and physical space”). Your comment is regarded as positive feedback for the Framework.

20 2 Corporation -
We understand that METI’s main message is that while many stakeholders focus on device- level security (including certifications), this by itself is not an effective policy approach. We agree. Your comment is regarded as positive feedback for the Framework.

20 3 Corporation Place
We agree these are two important lenses through which organizations should view and manage any cybersecurity risks, including those presented by IoT. Your comment is regarded as positive feedback for the Framework.

20 4 Corporation -

The third axis in METI’s Framework regards security and safety requirements. Section 3-3 suggests looking at desired IoT security and safety requirements from various perspectives, including requirements before operation (at the
manufacturing phase; 3-3-1) and requirements during operation (when a device/system is deployed and in use; 3-3-2). We agrees that security requirements in both phases are important.

Your comment is regarded as positive feedback for the Framework.

20 5 Corporation -
We particularly appreciate METI’s efforts to make its approach understood across borders, including by traveling internationally to discuss its position (pre-Covid 19), translating its Framework into English, and allowing for
comments in English.

Your comment is regarded as positive feedback for the Framework.

20 6 Corporation -

There are proven technical measures that can improve IoT security once a device or system is deployed - these are at the connectivity/network level. Palo Alto Networks suggests that METI’s Framework include the following
references to how IoT networks should be secured:
• Complete visibility of all devices and their behaviors at all times. Organizations leveraging IoT devices and systems need to have constant real-time visibility and granular control across traffic passing through their networks in real
time. Only then can they detect and stop malicious threats and activities passing through their networks such as IoT-based botnets. METI should encourage organizations to leverage technology to have complete visibility of their
networks and to enable themselves to discover, identify, secure, and optimize their connected IoT devices.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.

20 7 Corporation -

There are proven technical measures that can improve IoT security once a device or system is deployed - these are at the connectivity/network level. Palo Alto Networks suggests that METI’s Framework include the following
references to how IoT networks should be secured:
• Segmentation of networks where IoT devices are deployed. Organizations that apply micro-segmentation of IoT devices based on device risk profiles are more likely to avoid cross-infections between IT and IoT systems. Through
segregating and limiting the ability of legacy, low-patched and generally high-risk IoT devices to communicate with other IT assets, organizations can avoid threats spreading across their networks.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.
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21 1 Group -

International Interoperability
government IoT security policies should be informed by, and to the extent possible, aligned with other, similar efforts underway around the world.  To achieve this goal, government policies should be based on internationally
recognized standards where available.
In this regard, We would like to bring attention some recent work in this area and recommend METI’s review of the efforts listed below.
• The US National Institute for Standards and Technology (NIST) Recommendations for IoT Device Manufacturers: Foundational Activities and Core Device Cybersecurity Capability Baseline (2nd Draft)
• The C2 Consensus on IoT Device Security Baseline Capabilities (in revision)
• ISO/IEC 27402 (in process) (IoT security and privacy – Device baseline requirements)

Major international standards and other sources were referenced in developing the Framework. The Framework presents a way of thinking about how we should view IoT security and safety as a
society, and it can play a complementary role to NISTIR 8259 ,etc. that presents similar ideas for manufacturers, for example.
Based on your comments, we will add “5. References” to include standards and other documents referenced during the Framework development.

21 2 Group -

Consistent Definitions
We supports effective IoT security policies that include specific, understandable definitions aligned with international, consensus-driven, widely adopted standards for key terms, such as “IoT” and “IoT device”. This is critical for
clearly communicating policies’ scope and intent to industry and other stakeholders, and to avoid inconsistent definitions.
In this respect, we recommend policymakers ensure IoT security policies define which devices are covered with the greatest specificity and clarity possible. In general, IoT security policies should use definitions for “IoT device” and
“IoT systems” based on internationally recognized standards  that:
• refer to a device that is designed to connect to a network and includes computer processing capabilities necessary to collect, send, or receive data;
• refer to finished product available to end users that is usable for its intended functions without being embedded or integrated into any other product and is not a component;
• acknowledge that IoT devices are designed to be connected to a broader ecosystem that includes other components, devices, and systems; and
• do not include general computing devices, including personal computing systems, smart mobile communications devices, and mainframe computing systems.

（※）e.g.：
ISO/IEC 17788:2014 Information technology - Cloud computing - Overview and vocabulary;
ISO/IEC 20924:2018 Information technology - Internet of Things (IoT) – Vocabulary;
ISO/IEC TR 23188:2020 Information technology - Cloud computing - Edge computing landscape

The Framework applies the definition of IoT devices and systems in ISO/IEC 20924:2018. Based on your comments, the texts in “1-1-2 The Positioning of the Second Layer” will be revised as follows.
-Footnote: “In the Framework, referring to ISO/IEC 20924:2018, IoT is defined as “an infrastructure of entities, people, systems and information resources interconnected with services that process
and react to information from physical and cyberspace”, and IoT system is defined as “a system that provides such functions”, and IoT device as “an entity that interacts and communicates with
physical space through sensing or actuating in the system”. In the Framework, we do not distinguish between IoT devices and systems, and use the term "IoT devices and systems" to refer to the units
that provide added value because it is important to focus on the added value provided to users using the IoT.

21 3 Group
1-1-2 The positioning of the
second layer

Section 1-1-2: The positioning of the second layer, Lines 94-98

We recommends the example in this section emphasize the need for designers and implementers of IoT systems to consider additional physical security control measures based on the environmental condition where the IoT device
will be installed, to protect critical IoT devices. The proposed use of physical separation as a required control is prescriptive and is not an effective or efficient approach when considering the dynamic and multi-faceted nature of the
IoT environment highlighted in lines 55 to 57. Moreover, physical network separation may interfere with dynamic, effective, and efficient mechanisms for ensuring data integrity within acceptable parameters best implemented
within the application that is collecting, processing, or handling data, because the accuracy of data collected by the IoT device at the physical layer and converted from analogue signals into the digital domain cannot be guaranteed.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.

21 4 Group

1-1-2 The positioning of the
second layer
3-2-1 The first axis: degree of
difficulty of recovery from the
incident

Section 1-1-2: The positioning of the second layer, Lines 94-98
Section 3-2-1: Organization of hidden risks in devices and systems connecting physical space and Cyberspace

We also suggest considering additional approaches to risk management that complement the result/impact assessment process adopted in the proposed framework. The references of the recent efforts mentioned above (see
Section on International Interoperability) contain helpful information about additional approaches to risk analysis in IoT.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.

21 5 Group

3-3-1 The first perspective:
Confirmation requirements
before operation
(manufacturing phase)

Section 3-3-1 through 3-3-3: Confirmation Requirements

This section suggests the use of various confirmation requirements for security (voluntary attestation, certification, licensing, etc.). While many of these requirements would be beneficial for security, particularly in high-risk
applications, international coordination should be leveraged in order to establish the criteria to ensure international interoperability of standards and elevate security protocols globally. We recommend METI further clarify the
conditions for confirmation requirements.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.

22 1 Group -

Basic Common Infrastructure.
We appreciate that the IoT Framework establishes a “basic common infrastructure” that can be applied to various entities within the cybersecurity industry, as well as across different industries and sectors. Creating a common
understanding and way of thinking about cyber risk in the context of IoT devices and systems provides much needed structure to how we think about and approach these issues. We support METI’s Framework of a comprehensive,
outcome-based approach to IoT security that calls for a focus on security at the connectivity level (“between cyberspace and physical space”) and not solely on device-level security. In this context, we note with appreciation
additional frameworks that apply horizontally　across the ecosystem and could further inform this effort.

Your comment is regarded as positive feedback for the Framework.

22 2 Group -

Risk-Management Framework.
Given the diversity of players in this space, it is critical that approaches to IoT security adopt a risk management approach, and we are encouraged to see that METI has taken such an approach in the draft IoT Framework. To that
end, we also assume the draft IoT Framework is premised upon voluntary adherence, rather than mandating compliance requirements. It would be helpful for the next draft to clarify that adherence to the Framework is in fact
voluntary.

Based on your comments, the texts of “1-2 Purpose of the Framework” will be revised as follows.
-Addition: “The purpose of the Framework is not to establish mandatory rules uniformly applying to IoT devices and systems.”

22 3 Group -

Clarify the Framework’s Scope.
The Coalition recommends that METI clarify the discussion around the scope of the Framework and the entities to which it applies. We understand that as currently drafted, the Framework is intended to capture both consumer and
household goods as well as commercial and operational applications of IoT devices and systems. Our recommendation is that METI modify the IoT Framework to more clearly articulate whether and how it applies to both areas, and
to describe how these areas impact the various axes described in the draft.

The Framework assumes IoT devices in various fields, as indicated on line 113 of “1-2 Purpose of the Framework” at the time of the call for public comment, stating “IoT devices used for simple
information services are different from those used in factories and social infrastructure systems, in security level, purpose, and priority.”  What implementation is specifically necessary depends on the
industry/field and other factors, so we will keep working on embodiment through use cases and other efforts.

22 4 Group -

In addition, the framework should harmonize definitions of key terms like “Device”, “IoT Device” (e.g. lines 60-61) and “IoT device Manufacturer” (e.g. line 283) with those used in international standards and frameworks,4 and
clearly distinguish IoT devices from general-purpose computing devices, such as personal computing systems or smart mobiles.

The Framework applies the definition of IoT devices and systems in ISO/IEC 20924:2018. Based on your comments, the texts in “1-1-2 The Positioning of the Second Layer” will be revised as follows.
-Footnote: “In the Framework, referring to ISO/IEC 20924:2018, IoT is defined as “an infrastructure of entities, people, systems and information resources interconnected with services that process
and react to information from physical and cyberspace”, and IoT system is defined as “a system that provides such functions”, and IoT device as “an entity that interacts and communicates with
physical space through sensing or actuating in the system”. In the Framework, we do not distinguish between IoT devices and systems, and use the term "IoT devices and systems" to refer to the units
that provide added value because it is important to focus on the added value provided to users using the IoT.

22 5 Group -

International Cooperation.
We appreciate METI’s unwavering commitment to international cooperation. The draft IoT Framework will be most impactful if it helps influence other countries to address the security of IoT devices and systems and comport with
similarly aligned approaches. We particularly appreciate METI’s efforts to make its Framework proposal understood across borders, including by traveling internationally to discuss its position, translating its Framework into English,
and allowing for comments in English, and providing an extended period for commentary. Many governments and other stakeholders globally also have a deep interest in IoT security and can benefit from sharing ideas with leading
countries like Japan. We anticipate METI will continue its
efforts in this regard.

Your comment is regarded as positive feedback for the Framework.
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22 6 Group
3-2-1 The first axis: degree of
difficulty of recovery from the
incident

Interpretation of Risks.
Section 3-2-1 of the draft IoT Framework notes that the Framework takes the approach of carrying out categorization of risk based on the degree of the impact in the case that an incident has occurred without considering the
probability of occurrence. This approach prompts the question: how should companies treat edge cases or “tail risk” in this context? A fundamental premise of a risk-based approach to cybersecurity, of which the Japanese
government has strongly supported, is to consider both significance and probability when assessing where and how resources should be allocated. Additionally, in practice, not all scenarios can be envisioned, nor is it a wise use of
resources to try to do so. It may be helpful to develop guidelines for de minimis scenarios, i.e. scenarios in which the impact or probability are below a certain threshold,
in which case no further action is necessary.

In the Framework, we adopted an approach of categorizing according to the degree of impact from the incident when occurred, without considering the likelihood of the accident to facilitate
categorization based on the diversity of IoT devices and systems connecting cyberspace and physical space. However, based on your feedback, the text of “3-2 Organization of Hidden Risks in Devices
and Systems Connecting Physical Space and Cyberspace” will be revised as follows.
-Addition: ”However, it is appropriate to consider the likelihood when organizing specific requirements based on the Framework and based on discussions in industry.”
Texts of “3-3 Organization of the desired security and safety requirements” will also be updated as follows.
-Addition: “In addition, since implementation of measures is directly related to cost, it is appropriate to consider likelihood of incidents which particular measures are designed to prevent.”
A discussion on likelihood will also be necessary for the future consideration of safety and security requirements. We will discuss the matter considering the nature and characteristics of individual
industries/devices and referring to the international standards and other sources.

22 7 Group

3-2-2 The second axis: the
degree of economic impact of
the incident (conversion into
monetary value)

Degree of Economic Impact.
In Section 3-2-2, the draft IoT Framework explains the second axis, the degree of economic impact of an incident. In this section, the Framework provides range of economic impacts of an incident, ranging from limited economic
impact such as losses or negative impact on society, up to catastrophic economic impact such as bankruptcy and major upheaval in society. While companies should be able to make estimates regarding the direct economic impact
to a company following an incident, including in the case of bankruptcy, companies may not have enough information available that would allow them to evaluate the degree of economic impact to society such as in the case of a
major upheaval.

Your feedback will be used as a reference for future framework consideration.

22 8 Group

3-2-2 The second axis: the
degree of economic impact of
the incident (conversion into
monetary value)

Due to the wide range of deployments and use cases for IoT devices, consensus efforts in this area should recognize that the manufacturer may not have all available information concerning the use case, the environment of IoT
device deployment, or how the security capabilities are provisioned and enabled by end-users. As METI is undoubtedly aware, such limitations on predicting expected use, deployment, and environment make predicting the impact
of potential attacks very challenging. METI should, therefore, consider these principles and limitations as it defines the approach taken in the framework, including by providing companies with additional guidance.

Your feedback will be used as a reference for future framework consideration.

22 9 Group

3-2-3 Categorization of
devices and systems
connecting physical space
and cyberspace

Use-Based Categorization of Devices and Systems.
In the discussion regarding the categorization of devices in systems provided in Section 3-2-3, the draft Framework makes an important note that even for the same device, the mapping destination can vary depending on the form
of use and other factors. The Coalition commends METI for focusing on use cases and the context in which a device will operate, rather than narrowly concentrating on the characteristics of the device itself. In this context, this
approach
allows for a more comprehensive view of the impact of an incident. It also sets the stage for a resulting comprehensive policy approach to IoT security focused on use/deployment rather than just the device itself.

Your comment is regarded as positive feedback for the Framework.

22 10 Group

3-3-3 The third perspective:
Confirmation requirements
for operator (operator’s
license etc.)

Confirmation Requirements.
Section 3-3-3 of the draft IoT Framework highlights the need for confirmation requirements for individuals carrying out the operation and management of devices and systems to ensure that these individuals have the capacity to
operate and manage IoT devices and systems appropriately, noting by example driver’s license requirements in the context of automobiles. While there are no doubt circumstances in which it may be important and relevant to
establish certain preconditions to operation and management of IoT devices and system, in practice licenses and certification regimes are unduly cumbersome both to develop as well as to enforce. If such a licensing and
certification regime is not internationally coordinated, it can have a negative effect on the cross-border flow of trade and expertise that may ultimately outweigh the perceived benefits. With this in mind, we recommend that the next
iteration of the draft IoT Framework include greater clarity around the context in which confirmation requirements would be required or encouraged with an eye towards ensuring the international alignment clearly emphasized
throughout the document.

Based on your comments, the texts of “1-2 Purpose of the Framework” will be revised as follows.
-Addition: “The purpose of the Framework is not to establish mandatory rules uniformly applying to IoT devices and systems.”

23 1 Group -

Basic Common Infrastructure.
We are encouraged to see that the IoT Framework establishes a “basic common infrastructure” that can be applied to various entities within the cybersecurity industry, as well as across different industries and sectors. Creating a
common understanding and way of thinking about cyber risk in the context of IoT devices and systems provides much needed structure to how we think about and approach these issues.

Your comment is regarded as positive feedback for the Framework.

23 2 Group -

Risk-Management Framework.
We takes the position that any standards that emerge around IoT security should adopt a risk-management framework rather than a check-the box compliance approach. We are glad to see that METI has grounded the draft IoT
Framework in a risk-management approach, and we believe that the Framework will harmonize well with existing international security standards. To that end, we also assume the draft IoT Framework is premised upon voluntary
adherence, rather than
mandating compliance requirements that would be in tension with a risk management approach. It would be helpful for the next draft to clarify that adherence to the Framework is in fact voluntary.

Based on your comments, the texts of “1-2 Purpose of the Framework” will be revised as follows.
-Addition: “The purpose of the Framework is not to establish mandatory rules uniformly applying to IoT devices and systems.”

23 3 Group

3-3-3 The third perspective:
Confirmation requirements
for operator (operator’s
license etc.)

Confirmation Requirements.
Section 3-3-3 of the draft IoT Framework highlights the need for confirmation requirements for individuals carrying out the operation and management of devices and systems to ensure that these individuals have the capacity to
operate and manage IoT devices and systems appropriately, noting by example driver’s license requirements in the context of automobiles. While there are no doubt circumstances in which it may be important and relevant to
establish certain preconditions to operation and management of IoT devices and system, in practice licenses and certification regimes are incredibly cumbersome both to develop as well as to enforce. If such a licensing and
certification regime is not internationally coordinated, it can have a negative effect on the cross-border flow of trade and expertise that may ultimately outweigh the perceived benefits. With this in mind, we recommend that the next
iteration of the draft IoT Framework include greater clarity around the context in which confirmation requirements would be required or encouraged.

Based on your comments, the texts of “1-2 Purpose of the Framework” will be revised as follows.
-Addition: “The purpose of the Framework is not to establish mandatory rules uniformly applying to IoT devices and systems.”

23 4 Group -

International Cooperation.
We would welcome further clarity regarding METI’s plans with respect to international cooperation. The draft IoT Framework presents a great starting point for addressing the security of IoT devices and systems, but its utility will
ultimately depend on international alignment, without which trade and security barriers could outweigh the many benefits that the draft Framework presents.

Major international standards and other sources were referenced in developing the Framework. The Framework presents a way of thinking about how we should view IoT security and safety as a
society, and it can play a complementary role to NISTIR 8259 ,etc. that presents similar ideas for manufacturers, for example.
Based on your comments, we will add “5. References” to include standards and other documents referenced during the Framework development.

24 1 Group -

We agree with METI’s assessment that focusing on device-level security (including utilizing certifications for such device-level security) by itself is not an effective policy approach to secure IoT. There are certainly security
baselines that IoT device manufacturers should consider adopting, such as avoiding default passwords and keeping device software updated in a timely manner. However, focusing solely on IoT device security is an inefficient and
oftentimes ineffective approach. Unfortunately, many policy proposals have narrowly focused on individual components of the ecosystem, rather than focusing on ecosystem security as a whole. For instance, some policies propose
that internet service providers (ISPs) should simply shut down all botnets, or that manufacturers of billions of devices should make them universally secure. Such overly simplistic solutions fail to address the fundamental need to
continuously secure the ecosystem. Regardless of which security measures are taken at the device, network, or software level, risks are ever present and ever evolving. Security does not start or end with any single component of
the ecosystem.
The METI Framework also points out that focusing only on the security of a device does not account for several external variables such as environments and economic activities. Even the same device is not always used the same
way, which results in differing risk profiles and potential impacts. Thus, we appreciate METI’s approach in the Framework, which acknowledges the importance of considering the complex ecosystem in which IoT devices operate
and encourages policymakers to take a comprehensive approach to IoT security, including at the network level. Given the fact that all IoT devices leverage networks to communicate, the network should be a priority detection and
enforcement point for IoT security. We encourage METI to continue being a thought leader in IoT security by emphasizing the importance of networks and ecosystems to international partners.

Your comment is regarded as positive feedback for the Framework.
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24 2 Group
3-3 Organization of the
desired security and safety
requirements

We recommend that METI consider referencing the following efforts in Section 3-3 Security and Safety requirements:
• 2nd draft of NIST 8259 IoT Device Manufacturers Foundational Activities and Core Baselines ;
• C2 Consensus on IoT Device Security Baseline Capabilities ; and
• ISO/IEC 27402 IoT security and privacy – device baseline requirements (this is currently in progress).

In particular, NIST’s ongoing work to develop IoT baselines has been integral to forging improved collaboration among industry, government, and academia on IoT security. ITI co-founded the Council to Secure the Digital Economy
(CSDE) which published an International Anti-Botnet Guide  to identify practices and capabilities for combating botnets and other automated threats (a document which was cited multiple times in the Botnet Roadmap), and we
participated in the CSDE-driven C2 consensus with approximately 20 other associations to develop a consensus industry position around IoT device security baselines. We recommend METI consider referencing those security
baseline efforts in its Framework document and additionally follow the developments at ISO/IEC JTC1 SC27 in an effort to harmonize IoT approaches globally.

Major international standards and other sources were referenced in developing the Framework. The Framework presents a way of thinking about how we should view IoT security and safety as a
society, and it can play a complementary role to NISTIR 8259 ,etc. that presents similar ideas for manufacturers, for example.
Based on your comments, we will add “5. References” to include standards and other documents referenced during the Framework development.

24 3 Group -

Define Key Concepts Using Harmonized Definitions on IoT
It would be helpful to synchronize definitions related to IoT security such as device, IoT device (line 60), and IoT device manufacturer (line 283). We recommend that METI leverage the following Define Key Concepts Using
Harmonized Definitions on IoT
It would be helpful to synchronize definitions related to IoT security such as device, IoT device (line 60), and IoT device manufacturer (line 283). We recommend that METI leverage the following existing definitions:
o A device is a finished product which is usable for its intended functions without being embedded or integrated into any other product and is not a component.
o An IoT device has at least one transducer (sensor or actuator) for interacting directly with the physical world, and at least one network interface, and is not a conventional Information Technology (IT) device, such as smartphone
and laptop, for which the identification and implementation of cybersecurity features is addressed under existing frameworks or a component.
o An IoT device manufacturer is the entity that creates an assembled final IoT device.

Components (which fail to meet the definitions of IoT device because they typically cannot function on their own in this context) are therefore beyond the scope of the IoT devices definition. Establishing clear definitions to separate
IoT devices and general-purpose computing devices (such as personal computing system or smart phone) will allow the METI Framework to better address computing and security capabilities of the IoT devices in scope and ensure
that the Framework is actionable and easy to apply.

The Framework applies the definition of IoT devices and systems in ISO/IEC 20924:2018. Based on your comments, the texts in “1-1-2 The Positioning of the Second Layer” will be revised as follows.
-Footnote: “In the Framework, referring to ISO/IEC 20924:2018, IoT is defined as “an infrastructure of entities, people, systems and information resources interconnected with services that process
and react to information from physical and cyberspace”, and IoT system is defined as “a system that provides such functions”, and IoT device as “an entity that interacts and communicates with
physical space through sensing or actuating in the system”. In the Framework, we do not distinguish between IoT devices and systems, and use the term "IoT devices and systems" to refer to the units
that provide added value because it is important to focus on the added value provided to users using the IoT.

24 4 Group
3． Basic Structure of the
Framework

Include Technical Measures to Secure IoT Networks
The perspectives offered in Section 3 of METI’s Framework can help organizations to manage cybersecurity risks more effectively, including those presented by IoT. The organization of IoT security risks into three axes - the degree
of difficulty of recovering from an incident, the economic impact of an incident, and the desired security and safety requirements are a helpful way to frame an organization’s risk assessment. In particular, the third axis in Section 3-
3 suggests that looking at desired IoT security and safety requirements during the manufacturing phase (Section 3-3-1) and during operation (Section 3-3-2) are both important. During the manufacturing phase, security
requirements are a security indicator, which conveys that a product meets requirements at a certain point in time. However, METI’s Framework (Section 3-1) also recognizes that even if security requirements are uniformly set, such
requirements are not adequate to respond to all security challenges and users cannot always be protected. An IoT device might be built to the strongest security standards at the time of deployment, but at the end of the day
problems can still occur, including unforeseen technical challenges, human errors, or exploited vulnerabilities, or lack of good cyber hygiene. Thus, outcome-based operational security requirements are also essential.

Your comment is regarded as positive feedback for the Framework.

24 5 Group -

We would also recommend that METI’s Framework consider including technical recommendations at the network level, which can improve IoT security, including:
o Enable Constant Visibility of All Devices and Their Behaviors at All Times
Organizations leveraging IoT devices and systems need to have constant real-time visibility and granular control across traffic passing through their networks. Only then can they detect and stop malicious threats and activities, such
as IoT-based botnets. METI should encourage organizations to leverage technology to enable complete and continuous visibility of their networks and to enable discovery, identification, security, and optimization of their connected
IoT devices.
o Adopt a Zero Trust Approach
Under the Zero Trust concept, an organization should not automatically trust any unauthenticated activity inside or outside its network perimeters. Instead, an organization must authenticate every user or device trying to connect to
its systems before granting access, including IoT devices. That level of granular control around key critical infrastructure and data allows cybersecurity risk management to become more effective.
o Segment Networks Where IoT Devices are Deployed
Organizations that apply micro-segmentation of IoT devices based on device risk profiles are more likely to avoid cross-infections between IT and IoT systems. Through segregating and limiting the ability of legacy, low-patched and
generally high-risk IoT devices to communicate with other IT assets, organizations can prevent threats from spreading across their networks.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.

25 1 Corporation -

We welcomes the publication for comment of the METI Framework, and we are grateful for this opportunity to submit our views. The Framework is an importance piece of work which helps to clarify the conceptual basis for
understanding a range of relevant security issues and why they matter.
We particularly welcome your focus on addressing the Framework to those developing IoT devices and systems: it is essential that security is built into IoT devices from the start and is not thought of as an addition to  a product
half way through its design. In our view  security should be a prime consideration even at the  chip design stage. This is a fundamental point of principle behind our PSA approach.
We wonder whether putting ‘security’ together with ‘safety’ is the best way of developing your recommendations in more detail. As you cannot have safety without having security first it might be easier to start with a security
framework and then layer on safety for markets where that is necessary.   We recognise that it is not always easy to separate security and safety but as we get into the details we find there are issues which need to be addressed to
improve security and others which are relevant for safety. For example, an important aspect of safety is what happens when a device fails: can it be designed to fail in a safe way? This is not a security issue.

Your comment is regarded as positive feedback for the Framework.

25 2 Corporation

3-3-1 The first perspective:
Confirmation requirements
before operation
(manufacturing phase)

Our main interest is - in the terms of your paper – is with the first and second layers/perspectives.
The first perspective: confirmation of security requirements (being met) before operation is at the heart of our PSA Certified program (see below).  A method is needed to show that best practice security principles have been
applied.  PSA Certified Level 1 is such a scheme that has been methodically developed based on freely published IoT device threat models and security model goals.  It has been aligned with NIST 8259A (with NIST’s help) and
Europe’s EN 303 645 (mandatory device subset).    We would welcome METI referencing this document as it would meet the needs of  METI’s Policy 2 of International Harmonization.   Renesas is one of several major chip vendors
supporting PSA Certified so a reference would also meet Policy 3 of supporting Japan’s cybersecurity business and cultivate overseas markets.
As a minimum it is proposed that there needs to be documentary evidence for IoT devices and systems that internationally recognised security best practice has been achieved before operation.
The METI draft IoT security and safety framework asks device and system makers to consider the economic impacts and difficulty of recovery of an attack.   We propose that this guidance is made more explicit and the device
maker is requested to create a security threat model to establish their security requirements that considers the potential economic impact and difficulty of recovery.   If the economic impact is high or recovery from an incident is
difficult then additional threats and mitigations may need to be considered.

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.

25 3 Corporation

3-3-2 The second
perspective: Confirmation
requirements during
operation

The second perspective requires a mechanism to confirm (security) requirements are met during operation.  PSA comes with a managed open source project that provides a standards based mechanism for chips and devices to
make trusted claims via Entity Attestation Tokens (EAT).  EAT provides a set of claims that is signed by the Root of Trust and is verifiable by the relying party.  EAT is a very small program (part of chip’s trusted firmware) that even
low cost microcontrollers can run.  The EAT claims could include verifiable information on the device during operation, for example reporting on the integrity and status of the device.  Please find attached the white paper on EAT as
an example method of devices making verifiable claims during operation.
We propose that EAT could be referenced as a method that is standardised by IETF and available as open source software of communicating trusted security data and achieving this goal.
We acknowledge that your framework is not intended as the final answer to these problems. As you say  ‘the Framework does not determine certain perspectives of security and safety  requirements with respect to certain specific
devices; it is a framework for appropriately analyzing the impact in the case that an incident has occurred from the perspective of the user of the mechanisms and services, categorizing them in accordance with the first axis and the
second axis, and utilizing the third axis in accordance with that category to appropriately review the perspectives and content of the security and safety requirements. In order to utilize the Framework effectively, it is required to
organize use cases to refine the means…’
But we believe that going forward you will need to provide something more precise too to help IoT Device developers. It is in this next phase that we hope our PSA approach may be of interest to you

The Framework aims to share a framework that helps consider security and safety in IoT devices and systems. What implementation is specifically necessary depends on the industry/field and other
factors, so we will keep working on embodiment through use cases and other efforts.
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