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Outline of “New Data Management Methods and Framework to Promote Value 
Creation through Data (Tentative)” (Draft) 

 

1. New data management methods 

1-1. The third layer in CPSF (connections in cyberspace) 

1-1-1. Introduction to CPSF 

In an industrial society where cyberspace and physical space are highly integrated, the process 

(supply chain) that creates the value of products and services is changing from conventional 

standards and linear processes to dynamic and flexible processes through various connections. 

Cyber Physical Security Framework (CPSF) summarizes the idea of ensuring the security of a new 

industrial society by organizing security issues and measures with such new value creation 

processes. CPSF says, “The security of physical data produced by IoT devices – and its 

digitization, transport, storage, and analysis – is very different from interactions between two 

trusted entities in a conventional supply chain. Often this IoT data is used to generate new data 

through automated analysis. Data is also used to create physical products and services in physical 

space by controlling physical IoT devices. All these interactions and more must be secured and 

controlled by value creation process participants.” Three different anchor point of trustworthiness 

are set: the first layer puts the anchor point of trustworthiness on connections between companies; 

the second layer puts it on mutual connections between physical space and cyberspace; and the 

third layer puts it on connections in cyberspace. Security issues with the entire economic society 

are identified, and countermeasures against them are summarized by focusing on these anchor 

points. 

 

1-1-2. Positioning of the third layer 

Cyberspace is expanding rapidly as everything is connected to networks, and the amount of 

digitized data that is exchanged between them is exploding. In cyberspace, data can be freely 

distributed, and can be obtained, edited, and processed without limitation of physical distance, and 

a large amount of data that was previously difficult to process can be analyzed from various 

perspectives to extract intelligence. Activities like these to create new value are now expanding at 

an accelerating pace. New services provided over networks are deployed on physical information 

systems such as servers, but in many cases the activities that create the services are achieved 
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through logic rather than physical characteristics.1 Data that does not depend on physical 

characteristics creates added value. The data is basically neutral to systems and organizations and 

is freely distributed and utilized by being appropriately handled according to standards that 

require their neutrality. The third layer is where these activities and connections in cyberspace are 

developed, and where data is the anchor for creating added value in cyberspace. 

It does not mean that only companies (organizations) whose trustworthiness of management has 

been confirmed in the first layer are involved in each process of the life cycle such as data 

generation, transfer, and processing in the third layer. Various entities are involved in the data life 

cycle, and if incorrect data is distributed and utilized due to improper measures by the 

participants, the value creation involving the data cannot bring value, and can actually lead to 

harmful consequences. For example, physical damage could arise if a wrong operation command 

is sent from the cyberspace to an IoT system because even if the trustworthiness of the 

transcription function in the second layer is ensured, the IoT system can operate faithfully by 

“correctly” transcribing the wrong command. 

In other words, the most important premise in the third layer is that the data itself is correct.2 The 

data on which the creation of added value (value creation) is based must be the anchor point of 

trustworthiness to ensure the trustworthiness of the value creation process. 

 

1-2. Ensuring trustworthiness of data: Establishing the data management concept 

CPSF regards the dynamically constructed supply chain as a value creation process in an 

industrial society in which cyberspace and physical space are highly integrated. This is a 

framework where it is possible to comprehensively identify the risks in the dynamic and 

complicated value creation process and to implement countermeasures by setting three layers for 

the industrial society and introducing the anchor points of trustworthiness accordingly. The 

positioning of the third layer in that framework is as already mentioned, but in order to implement 

comprehensive security measures based on the anchor point of trustworthiness of data itself, it is 

                                                   
 

1With the development of middleware, functions that were unable to be achieved without specific 
hardware in the past can now be achieved using software without being bound by the 
characteristics of hardware. 
2It is necessary to maintain the confidentiality, integrity and availability of data to ensure security. 
Here, the importance of the fact that the data in the third layer is correct (integrity) is specifically 
emphasized, and confidentiality and integrity must also be taken into consideration when 
considering countermeasures. 
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necessary to identify risks throughout the data life cycle and to implement various measures to 

ensure security. 

It should be noted here that while the third layer places the anchor point of trustworthiness on 

data, the life cycle of data does not close within the third layer. 

CPSF states “The third layer requires that data in cyberspace and its processing, analysis, and 

storage be reliable.” It also states “Trustworthiness of the data transcribed from physical space to 

cyberspace is guaranteed by ensuring trustworthiness of the transcription function in the second 

layer. However, it should be noted that data is created, edited, processed, and freely exchanged in 

cyberspace outside the second layer process as well, and not only by organizations with confirmed 

trustworthiness.” It clarifies the possibility of data generation place belonging to the second layer 

instead of the third layer, and shows the approach of ensuring trustworthiness of data generation 

by combining the second and third layers. 

In other words, in order to ensure the trustworthiness of data, while using the concept of the third 

layer of CPSF as a basis, it is necessary to expand the scope of application of the concept and to 

implement data-centric measures considering the entire life cycle from data generation/acquisition 

to disposal. More specifically, it is necessary to set a framework as to what data management 

should be. In this framework, various forms of “involvement” that occur in each process of the 

data life cycle are regarded as data management, and by modeling this, risks related to data are 

identified and countermeasures are organized. 

It is necessary to keep the following three perspectives in mind while proceeding with the 

organization process based on this idea. 

(1) There are no established definitions for data management. 

(2) When considering data management from the perspective of data trustworthiness, it is 

necessary to put the focus on data, rather than seeing from the perspective of the entities 

involved in data processing activities, and the concept of data management should be 

organized from the perspective of how data is handled in each process of the life cycle. 

(3) When data management is organized as an aggregate of various involvements that occur in 

each process of the data life cycle, the entities involved are not limited to the same or a 

single entity. Therefore, data management does not preclude becoming a collective action 

by multiple entities. 

What is derived from the viewpoint of (1) is that each person's understanding of the term data 
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management is not the same from the beginning. 

In this framework, instead of simply incorporating definitions for data management set out by 

other organizations, we should define the concept of data management that is necessary to 

consider security measures centered on data using CPSF as the basis. It has been difficult for each 

organization and country to engage in discussions on data management, and it has also been 

difficult to coordinate rules related to data management established by each organization. By 

sharing the concept of data management shown here and using this framework as a common tool 

to gain a common understanding of data management, the necessary adjustments can be made to 

ensure the same level of data security between different data management rules, etc., even if data 

is distributed across the rules. 

The point of view (2) is emphasized because the idea of data management presented by various 

organizations so far is organized from the perspective of “how an organization can utilize the 

asset of data” and does not capture the entire data life cycle, so it is necessary to clarify that it is 

not a frame for comprehensively ensuring the trustworthiness of data. 

Based on the characteristic that data is basically neutral to organizations, etc., the trustworthiness 

of data is ensured by organizing and implementing the necessary measures with putting the focus 

on the data and it is necessary to clarify again that the measures that are organized from the 

standpoint of the participants as what they should take are merely part of all the measures 

originally required for the data. 

The viewpoint of (3) clarifies that since the viewpoint of (2) frees data management from the 

idea that it is done by a single entity, more than one entity is involved in the life cycle process at 

the same time and that the measures required for the involvement of the entities may differ 

depending on each entity. By introducing the viewpoint of (3), the requirement to be addressed by 

each entity on a cloud service which is realized by services of multiple providers (for example, in 

the case where the SaaS of company B used by user company A is deployed on the PaaS of 

company C, and the PaaS of company C is deployed in the IaaS of company D), and the 

architecture based on the concept of zero trust considering the characteristic that data is basically 

neutral to the system etc. will be possible to clearly organized. 

The above three perspectives are the basic conditions for understanding this framework, and the 

importance will be emphasized here again. 
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1-3. Objective of this framework 

This framework is intended to make it possible to implement the measures necessary to ensure 

the security of data flowing between entities through appropriate data management, in order for 

the value creation process to create added value by ensuring the trustworthiness of the data. To 

this end, the framework puts the focus on data and visualizes the state of the data throughout the 

data life cycle to identify risks to the data. Since the risks faced in each process of the data life 

cycle are not limited to those that can be addressed by a single entity with actionable measures it 

is necessary to ensure the security of data through collective activities with other entities realized 

as the well-coordinated measures assigned to each participant in the data life cycle process. In 

addition, concrete measures that should be taken by each entity as part of collective activities need 

to be appropriately implemented under the governance of each entity. 

Therefore, this framework does not organize the management of a single organization. However, 

from the perspective of dealing with the risks centered on the data, it is a framework that 

promotes the cooperation of the entities involved in the data = stakeholders to implement 

necessary measures including the governance of the organization. 

Regarding the measures necessary to ensure data security, various international standards related 

to information security that have been published so far have already been compiled as the “Data 

Management Body of Knowledge (DMBOK)”. For measures against risks identified using this 

framework, it is possible to select specific measures by referring to existing documents such as 

DMBOK. 

In addition to the role of clarifying risks in the environment in which data is placed and ensuring 

security, this framework also has the role of clarifying the conditions necessary to realize an 

environment for promoting data distribution. 

This framework identifies risks by visualizing the state in which data is placed, and clarifies 

appropriate measures required for each entity involved in dealing with risks (“As-Is” measures). 

Expanding the way of thinking, clarifying what conditions the data state should meet when trying 

to transition data to a different environment ensures security in different environments and makes 

it possible to transition without problems (“To-Be” measures) can be done. For example, in order 

to achieve an environment in which data can be freely exchanged between different systems such 

as data exchange platforms without the need for special measures, preparing a protocol for data 

exchange implemented in both systems in addition to setting of an API for functional coordination 
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between systems. In such a case it becomes easier to design the protocol by utilizing this 

framework. 

In addition, if the concept of this framework is widely shared and established as a general 

activity, it will be difficult for a system with a stronger influence among systems to black-box the 

protocol required for data exchange and to make other systems depend on the system (“bundle”). 

It will be able to secure freedom of data linkage and system combination in an open environment, 

and achieves a more efficient data utilization model. 

From a broader perspective, this can also be used as a model for clarifying differences (gaps) in 

conditions and measures that are required to ensure data security between various data 

management rules. 

The data management rules established by each organization set conditions and measures related 

to data management for their respective purposes such as privacy protection and information 

sensitivity retention, but there is no function to automatically adjust between rules. Therefore, the 

data is effectively “enclosed” in one system, which often hinders the distribution of data as the 

conditions, etc. differ for each rule. Even globally, despite the same purpose that is to protect 

personal information, institutional conditions and measures differ in each country, making it 

difficult to distribute data across national borders in some cases3. 

The data management conditions and measures required by these rules must have the same data 

management conditions and measures if they have the same purpose. But in reality, they do not 

focus on the state of the data, it is often considered that it was set in consideration of managing 

the entities involved, which creates a gap between the rules. 

This framework places the focus on data, visualizes the state of the data as an object, and 

identifies the conditions that data and related environment should satisfy and the measures that are 

being taken. As this framework makes it possible to organize the conditions that are originally 

required for data and its management activities without excessive consideration of the entities 

involved, it is possible to perform gap analysis between the rules of each country, model the 

analysis results, and clarify the gap adjustment measures necessary to enable data distribution.  

 

1-4. Target audience of this framework 

                                                   
 

3On the other hand, there are cases where the system, such as “Data Portability Right” in the 
GDPR, plays a role in ensuring data portability rather than a means of enclosing data. 
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As mentioned above, this framework has a function that enables data management to ensure data 

security, and a function that enables accurate analysis of gap between data transition points to 

achieve an environment for distributing data. It can be used from the field level of data 

management to the design of data management mechanisms and rules, and the creation of 

international data sharing mechanisms. 

Therefore, it is expected that this framework will be used by the following people. 

 Those who handle data that is authentic and requires appropriate security, especially those 

who participate in the value creation process by utilizing data 

 Providers of services for data utilization 

 Those involved in designing, building, and operating systems for data utilization 

 A person who intends to provide an appropriate level of trust service when it is necessary 

to guarantee an appropriate trust as a condition required for data 

 Those involved in establishing data security guidelines and rules 

 

2. Data management model of this framework 

2-1. Overview 

2-1-1. Data management modeling overview 

Data is generated and acquired with some purpose. It is distributed from time to time, and it is 

utilized in various ways while changing its properties to create added value. Ensuring security 

throughout the data life cycle is the key to adding value in the third layer. Therefore, this 

framework places the focus on data and visualizes the state of the data throughout the data life 

cycle in order to establish an environment where efforts can be made to ensure data security on a 

risk basis throughout the entire data life cycle. 

The key to this approach is the method of visualizing the state in which the data is, and the 

model of data management that will function as a framework for visualization. 

In this framework, data management is defined as “managing the processes during which data 

properties change due to events in the domains based on the life cycle”, and data management is 

organized as a model consisting of three elements: a “property”, that are the properties of data, a 

“domain” that shares a specific norm, and “events” that generate, alter, or maintain data 

properties. 

It is possible to clarify what risks exist for data and how to deal with them by visualizing the 
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state of data using these three elements. In addition, since these three elements have a mutual 

influence, the change in state is regarded as continuous, in which data is transferred and one of the 

elements changes and the other elements also change. By increasing the predictability of changes 

that will occur next, it will be easier to understand the points when performing data management. 

The relationship between the three elements is organized as follows. 

“Property” is a data property such as the kind of category it is classified into, the kind of 

confidentiality that is required, who can exercise its rights, etc. This “property” is not just changed 

by the action on the data (“events”) so that the personal information becomes anonymously 

processed information through the action of anonymous processing. For example, “property” 

depending on “domain” requirements such as how data must be handled based on the Personal 

Information Protection Law and how the internal rules of a specific organization stipulate the 

access right holder of data. There is a part where the contents of are determined, and “property” 

and “domain” are in a mutually dependent relationship. Similarly, for example, in the law 

concerning the electric power business, when the electric power company provides the customers’ 

data on the electric power use for the purpose of used by an entity other than the electric power 

company, the contents of data processing that the electric power company should perform are 

defined. It often happens that the “domain” in which the data resides requires a specific action 

“events” in order to properly manage the “properties” of the data. Therefore, it is necessary to 

consider “domains” and “events” as being related to each other. 

In other words, “property”, “domain”, and “events” are in a mutually influential relationship, and 

it is limited that each is determined independently without being influenced by other elements. 

When “property” and “domain” are changed by “events”, they have continuity in relation to each 

other. Therefore, the life cycle of data is regarded as a continuous change in the state of data. And, 

based on predictability, it is possible to understand the content and range of change that are 

allowed for the three elements when transitioning to the next state. By using this model, it exerts 

its function when considering more realistic and efficient countermeasures in data management. 

In addition, as described in the objective of this framework, when multiple entities will be 

involved in each process of the data life cycle and data management efforts based on a common 

understanding among stakeholders will be required, it will be easier to share awareness among 

stakeholders as the state of data is visualized by the three elements, and the interdependence of the 

three elements ensures a certain degree of predictability regarding changes in the data due to data 
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transitions. Therefore, it also makes it easier to consider the measures that should be implemented 

by each entity based on common understanding, and to achieve an environment for ensuring 

appropriate data management by all the stakeholders. 

 

2-1-2. Risk analysis procedure 

In order for stakeholders involved in a series of value creation processes to consider measures to 

be taken by each entity based on a common understanding, it is necessary to identify the risks 

related to data in the value creation process and share awareness among the entities. At that time, 

it is possible to identify the risk by visualizing the state of data using the three elements of 

“property”, “domain” and “events” in accordance with the following four steps. 

STEP 1 Visualize the data processing workflow (“events”) 

 First, visualize the rough data flow and “events” in the assumed data utilization process 

from data generation/acquisition to disposal. 

 In that case, the level of “events” details to be disclosed must be adjusted based on the 

objectives of the data flow organization. For example, when considering measures to handle 

data that is circulated between multiple stakeholders, the “events” of transferring data 

between a server and a client on an internal network may be omitted as it differ from the 

essence of the examination,. At that time it can substitute by presenting management rules 

related to data handling and showing that they are handled in accordance with them. 

STEP 2 Organize the necessary institutional conditions and measures (“domains”) 

 Examine “domains” that contribute to data protection and set appropriate ones from the 

perspective of law and contract. At that time, it is conceivable that several “domains” 

overlap for one data, namely, requires are made for the data from various viewpoints. 

STEP 3 Specify the “properties” 

 Identify the “properties” that should be managed based on the set data, “events”, and 

“domains”. 

 In some cases, additions will be made as appropriate while organizing the “properties” of 

data, if there are any omissions in the “domains” where this data should be handled or 

“events” that must be implemented.  

STEP 4 Identify the risks of each “events” 

 The risk assumed for each “events” is extracted and the set “properties” are reviewed from 
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the viewpoint of the “domains” set. 

 Risks must not only be identified from the perspectives of cybersecurity (i.e., 

confidentiality, integrity, availability), but also from the point of view of compliance (i.e., 

laws, regulations). 

As mentioned above, since “properties”, “domains”, and “events” are mutually dependent on one 

another, each of STEPS 1 through 3 should be considered based on mutual feedback. Namely, 

each step is not irreversible, and it may prove necessary to add “events” while considering, for 

example, STEP3. In that case, return to STEP1 and add the necessary “events”, and in that state, 

review STEP2 and STEP3 again to sufficiently organize the “properties”, “domains”, and 

“events”, Then, it will be possible to identify risks in an appropriate manner by proceeding to 

STEP4. 

 

2-2. Specifications 

In 2-1, the method of identifying risks using this framework has been outlined, but when actually 

using this framework, it is essential to set “properties”, “domains”, and “events” appropriately. 

Therefore, the details of modeling and risk analysis are summarized as below. 

However, especially with regard to “domains” and “properties,” the contents vary depending on 

the nature of the data handled and the nature of the stakeholders that make up the value creation 

process, and it is difficult to show them comprehensively. When utilizing the framework, please 

note that it is necessary to set the “events”, “domains”, and “properties” based on the actual 

situation of the organization, etc., while referring to the following description, and identify the 

risks. 

 

2-2-1. Modeling (“events”) 

“Events”, which generate, alter, or maintain data “properties”, can be largely classified into the 

following five categories: “generation/acquisition”, “processing/usage”, “transfer/provision”, 

“storage”, and “disposal”. Examples of risks to be considered for each “events” are shown in the 

Appendix B. 

 Generation/acquisition 

Within the value creation process, data that is exchanged in the cyberspace starts its 

lifecycle by being generated or acquired somehow. 
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As mentioned above, data is sometimes generated in the second layer instead of the third 

layer. Therefore, this shows the approach of ensuring trustworthiness of data generation by 

combining both layers. If cyberspace and physical space are highly integrated so that a 

large volume of information from physical space is transcribed to the cyberspace and is 

shared in real-time such as data acquisition by sensors, then it is necessary to note that the 

trustworthiness of data generation/acquisition devices and systems, that are not 

conventionally regarded as part of data management, must be considered in order to 

consider the trustworthiness of data existing in cyberspace connections. This matter was 

also mentioned in the “IoT Security Safety Framework” which examined security and 

safety measures for IoT devices and systems to ensure trustworthiness in the second layer 

of CPSF (the connection between cyberspace and physical space). It has a structure that 

works together between frameworks. 

Typical risks that can be considered at this event are that the transcription failures such as 

measurement results are different from the actual ones and spoofing the measuring 

equipment, stoppage of generation/acquisition due to system failure, acquisition of 

personal information due to inappropriate processes, etc. can be mentioned. 

 

 Processing/usage 

The generated/acquired data does not necessarily simply create added value as it is but is 

accompanied by added value through some action. For example, various processes such as 

extraction and trimming are performed according to the purpose of use to make the data 

easier to use from so-called raw data. And, browsing the data and extracting the 

intelligence from such data using AI etc., which leads to added value. In this framework, 

an action for creating an added value for data shall be regarded as processing/usage. 

The act of removing some items, elements, records, etc. of data from the analysis process 

and stored data set shall be regarded as a form of processing, and shall be regarded 

separately from disposal, which will be described later. 

In addition, the action of accessing (browsing) data by a person who does not have the 

data is appropriate to be regarded as a form of usage because it is an action to create added 

value. However, if data is copied and shared for browsing, the contents of 

“Transfer/provision” should be considered when identifying risks since data will be 
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retained not only by the entities which holds the data originally, but also by the entities 

which acquire data from them. 

Typical risks that can be considered at this event are unintended use of data, improper 

processing, etc. 

 

 Transfer/provision 

In Society 5.0, a society in which cyberspace and physical space are highly integrated 

and various entities dynamically construct the supply chain, transfer across organizations 

is inevitable in the process. Even when connecting companies to form a fixed supply 

chain, the transfer and provision of data between organizations has been carefully treated 

while considering risks. When the supply chain is dynamically constructed, it is necessary 

to create an environment in which data can be transferred and provided more freely in 

order to maximize the effect. However, it will be required to respond to risks more 

effectively, and an environment including a system for that purpose must be prepared. 

Further, in most cases where data is transferred or provided, the data is copied and 

remains at the source, and the entity to which the data is transferred will also manage the 

data. Therefore, as described in the processing/usage section above, to identify risks in the 

action of accessing (browsing) data by a person who is not the owner of the data, 

transfer/provision factors must be considered. 

In addition, the transfer/provision in this framework also handles the transfer/provision of 

data between devices, such as servers and clients. This makes it possible to capture 

network risks such as sniffing. 

Therefore, in this framework, a specific transfer/provision event is organized into four 

units: country/region, organization/person, system/service, and device. This is considered 

to be useful in comprehensively identifying technical and non-technical risks. The events 

and risks to be considered for each can be organized as follows. 
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As mentioned above, the level of “events” details to disclose must be adjusted based on 

the objectives of the data flow organization. For example, the “events” of transferring data 

between a server and a client in an internal network may be omitted when considering data 

management in the case of continuous distribution among multiple stakeholders. 

 

 Storage 

Storage always occurs in conjunction with other “events”. During various stages of a 

lifecycle, data can become stored in storage devices and services that are connected to a 

network, portable media such as a client's hard disk or USB flash drive, or temporary 

storage area of devices, etc. In identifying data handling risks and considering security 

measures, it is best to position storage as a type of “events”, because there may be 

different risks than transfer/provision or processing/usage. 

 

 Disposal 

Unit Matters to consider Risks of each unit (examples) 
Country/region Countries/regions involved in the data 

transfer/provision, and the data 
protection policies, laws, regulations, 
and guidelines of those 
countries/regions 

 If data protection laws and regulations do 
not exist or are inadequate in 
countries/regions between which data is 
transferred, then the protection level of the 
origin of a data transfer cannot be ensured 
at the destination of the transfer due to 
discrepancies in protection level between 
the origin and the destination.  

Organization/person Organizations and people (entities) 
involved in the data transfer/provision, 
and the data protection policies, 
systems, etc. of the entities 

 If an organization’s security policy is non-
existent or inadequate, the protection level 
of the origin of a data transfer cannot be 
ensured at the destination of the transfer 
due to discrepancies in security level 
between stakeholders involved in the 
transfer.  

System/ 
Service 

Data transfer/provision systems 
comprised of several devices and the 
services provided 

 The following security risks could arise 
due to insufficient security implementation 
in the system/service. 
⁻ Sniffing on the network 
⁻ Source/destination spoofing 

Device System components that physically 
handles data of servers, IoT devices, 
network devices, etc. that transfer or 
provide data 

 The following security risks could arise 
due to insufficient security implementation 
in the devices. 
⁻ Unintended data transfer through a rogue 

component in a device 
⁻ Operation suspension of device due to 

denial of service attacks such as DDoS 
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The processed and used data needs to be properly disposed of at the end of the life cycle. 

Further, in this framework, the term “disposal” refers to rendering all dataset unusable4. 

For example, regarding personal data collected through individual consent, the act of 

excluding the data from a dataset via a withdrawal of the consent is best regarded as a 

form of processing/usage. 

Typical risks that can be conceived in this “events” are data that should be disposed 

remain and become leaked; data that should not be disposed become disposed, etc. 

 

Each of the five “events” may have overlapping characteristics. For example, browsing data 

published by other organizations outside the country has the characteristic of processing/usage the 

data, but it also has the characteristic of transfer/provision data between countries/regions and 

between organizations. Furthermore the transfer between devices within the own organization is 

also included. Thus, it is necessary to appropriately grasp the “events” according to the purpose 

and identify the risks. 

 

2-2-2. Modeling (“domains”) 

As mentioned above, “domain” is defined as the scope of sharing a particular norm for data. 

There are various forms of norms for data, such as those stipulated by the laws and regulations of 

each country/region, internal rules stipulated by organizations, and contracts exchanged 

individually between organizations. Which “domains” to be set also depend on the nature of the 

data and the location where the data is used. Additionally, an implicit common understanding 

about handling data shared across a community or terms and conditions of digital platforms can 

work as a “domain”. In this way, how to apply a “domain” largely depends on specific situations 

and circumstances of involved entities, and it is impossible to define a uniform setting method or 

form.  

For example, laws and regulations are a main component of “domains”. To set such a “domain”, 

organizing items into the following four categories can result in an appropriate “domain” being set 

with a minimum risk of omitting required viewpoints. On the assumption that “domains” are 
                                                   
 

4 Depending on the “properties” and norms in the “domains” of data, standards on data disposal 
requirements may vary such as forcing specific methods (for example, destroying hard drives and 
other physical devices or cryptographic erase) or accepting more common methods. This makes it 
critical to use appropriate disposal methods required by specific situations. 
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configured in conjunction with laws and regulations, etc., that require certain common data 

handling procedures, the four categories are organized based on the potential purposes of 

requiring common data handling procedures. 

At that time, an example of “property” set according to the request of “domain” is also 

described. Therefore, please use it to identify “domain” and “property”. 

 Personal data protection 

‐ Examples of “domains”: Act on the Protection of Personal Information (Japan), GDPR 

(Europe), purpose of use agreed to by the individual concerned when personal 

information is acquired 

‐ Examples of specified “properties”: categories (personal information, anonymously 

processed information), data rights holder, data controller 

 Intellectual property and trade secret protection 

‐ Examples of “domains”: Unfair Competition Prevention Act, Copyright Act, contracts 

between entities (NDAs, etc.) 

‐ Examples of specified “properties”: categories (trade secrets, provided data with 

limitations), scope of disclosure, data rights holder 

 Sensitive technology management 

‐ Examples of “domains”: Foreign Exchange and Foreign Trade Act, U.S. Export 

Administration Regulations 

‐ Examples of specified “properties”: categories (subject technology for export control, 

etc.), scope of disclosure, data controller 

 Maintenance of appropriate social functions 

‐ Examples of “domains”: Financial Instruments and Exchange Act (e.g., provisions 

about insider trading), various confidentiality obligations 

‐ Example of specified “properties”: scope of disclosure 

 

2-2-3. Modeling (“properties”) 

The “property” indicates the properties of the data such as the legal category and disclosure 

range of the data and the purpose of use permitted by the acquisition source. By organizing the 

“properties” of the data, the organization can identify the relevant usage constraints and take the 

necessary measures to ensure security, thereby enabling proper handling of data. Although it is 
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difficult to comprehensively show the “property” items of data, typical “properties”, parameters, 

and the points for organizing “properties” are shown below. 

As mentioned above, some parts of “properties” are defined by requirements from “domains”. 

Section 2-2-2 lists the examples of “properties” that are specified by the “domains”. It is 

important to be based on the organized “domains” to consider requirements on data and identify 

relevant specific “properties”. 

 Category 

When requiring a special action (“events”) for data (personal information, anonymously 

processed information, trade secrets, provided data with limitations, etc.), especially in 

conjunction with “domains”, the legal implications should be organized as a category. 

 Scope of disclosure 

Organize the scope of disclosure specified in the data, including civil law contracts and 

internal organizational rules. Note that even if data is internally handled by an 

organization, there could potentially be a multi-layered application of the limitations of the 

scope of disclosure if data is transferred between countries or regions, or if it is a deemed 

export under the U.S. Export Administration Regulations. 

 Purpose of use 

When there are restrictions on the purpose of use such as personal information and 

licenses based on laws and regulations, etc., it is necessary to handle the data within the 

scope of the purpose of use throughout the process of continuous distribution from one 

entity to another and creating added value. Therefore, it is necessary to specify it as a 

“property”. 

 Data controller 

As the supply chain is dynamically constructed, various players will be involved in the 

data, but at some point, in the data flow, legally or contractually, the entity responsible for 

managing the data is identified. The entity will be an important promoter when actually 

taking cyber security measures. In this framework, which puts the focus on data, the data 

controller also changes in the process of data distribution, and it is treated as one of the 

“properties” of data. In addition, when using cloud services, or when outsourcing data 

processing, etc., there are instances where the data controller becomes ambiguous. 

Therefore, it is important to identify the data controller and appropriately understand the 
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changes. 

 Data rights holder 

Apart from the data controller, there can be an entity that has the right to data. Even if an 

entity receives data as a result of transfer/provision in the value creation process, the data 

rights holder is considered to continue to have the right to the data that is managed by the 

receiver. It needs to be managed as a “property” in the process in which the data controller 

changes from time to time, for example, in the case of withdrawal of consent under the 

Personal Information Protection Law, handling of licenses such as copyright law, and 

providing data related to the competitiveness of a company. 

 Value (Importance) 

Identify the business value (importance) of the data. Organizations should adopt 

appropriate risk countermeasures for systems and organizations that actually handle the 

data, depending on the magnitude of the identified value. Various methods can be applied 

depending on the data category, industry, etc. for calculating the value. One example is to 

evaluate the degree of business impact that a data breach can cause from the perspective of 

confidentiality, integrity, and availability, with the largest one being the evaluation value. 

 Media, storage destination 

Generally, digitized data is easy to copy, but depending on the data category and the 

content of the applied policy, it may be necessary to specify the media and services used 

for storing, processing, and analyzing the data and continuously manage the location of 

data so that the required level of security can be maintained. The main types of media and 

storage destinations include portable electronic media, PCs, mobile terminals, in-house 

servers, and external servers (e.g., cloud services). 

 Expiration Date 

If the law, separately concluded contract, related policy, etc. stipulate the expiration date 

of the data, timeless disposal after completion of use, return to provider, etc., it is 

necessary to specify the start date and end date of the data use, and manage whether the 

data remains available even after the expiration date. 

 

3. Utilization method 

3-1. Utilization between the supply chain stakeholders 
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As mentioned in the objective of this framework, this framework puts the focus on data and 

enables to visualize the state of the data throughout the data life cycle to identify risks to the data. 

This makes it possible to take the necessary measures to ensure security through appropriate data 

management. 

Stakeholders involved in the value creation process need to share an awareness of the risks faced 

at each step of the data lifecycle when considering the necessary security measures through the 

collective activities of multiple entities. It is expected that the trustworthiness of data will be 

ensured by visualizing the risks using this framework and then working on the measures that each 

entity should take while forming consensus with other entities. 

Also, as already mentioned, data is basically neutral and the data in the value creation process 

and the entities involved in the data should be considered separately. For example, misuse or 

abuse of data in circulation can be understood as a problem of the entity who did it, and not a 

problem of the data itself. Therefore, each entity participating in the value creation process takes 

responsibility for the collective activities shown in this framework by concluding and fulfilling 

contracts, etc. after mutually presenting the conditions related to data distribution among the 

related stakeholders. In addition, it is possible to confirm whether the contract, etc. is being 

fulfilled by each entity by means of audits, etc. Therefore, it is expected that this framework will 

also be used for the examination of IT governance (digital governance) by management in the 

future. 

In this framework, the concept of identifying risks related to data that is exchanged between 

entities is organized. The security measures that each entity should implement against the 

identified risks have already been summarized in various international standards related to 

information security that have been published so far. Please refer to existing standards, etc. when 

selecting specific measures. The main standards are as follows. 

<Responding to Risks> 

ISO31000 

<Data Management of Each Entity> 

DMBOK 

ISO27001, 27002 

<Requirements for security measures for each event> 

SP800-88(related to the “events” of disposal) 
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3-2. Analysis of the gap between the rules  

As mentioned in the objective of this framework, this framework can also be used as a model to 

clarify the difference (gap) between the requirements and measures that are required to ensure 

data security within various data management rules. 

For example, regarding the transfer of personal information from Europe, it is possible to sort 

out the differences between the United States, where the Privacy Shield was determined to be 

invalid by the Schrems II decision related to GDPR, and Japan, which has been certified adequacy 

decision, as follows. Here, in order to simplify the situation, it is assumed that the data will be 

transferred to an overseas base by the same entity, and the transfer will be within the range of the 

purpose of use set in advance. 

Regarding the transfer from Europe to Japan, the “events” of transfer will move the “domain” 

from the legal system such as GDPR in Europe to the Act on the Protection of Personal 

Information and related guidelines in Japan. At that time, since Japan has obtained adequacy 

decision, it is considered that the data protection required by the European GDPR is substantially 

secured even under Japan's Act on the Protection of Personal Information and related guidelines. 

Regarding the “properties” of data, only the Japanese base will be added to the data controller, 

and at that time, it can be said that changes in the data management entity are recognized and 

allowed in advance by adequacy decision. 

On the other hand, when trying to transfer from Europe to the United States on the basis of the 

privacy shield, the “domain” has changed to one based on various U.S. legal systems in the 

United States. Under the U.S. legal system, it may be subject to monitoring by U.S. government 

agencies for national security purposes, etc. Therefore, after the “events” of transfer, it is 

considered that the “properties” of data have changed in the form of the addition of the U.S. 

government to the scope of disclosure, in addition to the change of the data controller. According 

to the sentence, this change in “properties” is the basis for the judgment that it is not considered to 

be substantially equivalent to protection under the GDPR. Therefore, in the future, even if the 

standard contract clause (SCC) approved by the European Commission is used for 

transfer/provision from Europe to the United States, special attention should be paid to the 

response to disclosure to the U.S. government. 

In this way, visualization of changes to data “domains” and “properties” can help understand the 



20 
 

differences in requirements and measures that are required to ensure data security. 

 

Appendix A. Use Cases 

(Proposed Examples) 

‐ Analysis of POS data 

‐ Providing elderly life support projects 

‐ Examples of providing services using IaaS, SaaS, PaaS, etc. 

‐ Examples of overseas development of services provided in Japan 

Appendix B. Illustration of the Identified Risks of Each Event 


