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3. b=2>ID
I1—5—(IUIN/VIDZERLU T—EIFR25EEeKYCORE 2 K

o I-Y-MiEftUrr B=FNERICTICATERVBIOTF17RFvRILTEH
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Token ID - UIN Abstraction, Limited
KYC

:> 4, Token ID Generated
Associated with UIN for TSP

3. eKYC Request H ﬂ 5. Token ID + Policy Based Profile
(TSP License (No UIN / VID returned here)

Key)

(2\}|_'?)U;TJIN) %@) :> 6. TSP Creates User Profile

Token ID used for ID reference

1. Request Service H ﬂ 7. TSP Service Account**
* Based on type of device the
communication with MOSIP could be direct,
bypassing the TSP software
ok Subsequent requests for the same user
for the TSP will use the same Token ID
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https://docs.mosip.io/platform/modules/registration-client/registration-functionality

2.3.2 Registration (2/5)
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2.3.2 Registration (4/5)
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2.3.3 Registration Processor (2/4)
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2.3.3 Registration Processor
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https://docs.mosip.io/platform/apis/registration-processor-apis
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2.3.4 ID Authentication (2/5)
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3. imiBta1—

F -\n
Lo In|':|I HTTFS)] ,--‘J \.k
g= " Imemet ]
rlm - I -
Aubuely AT Enan "mm_ uole Gl sida
Pamers  sgr !UH‘U el |||nu '\llr
| Berpar-mde
Pn':um LJ%F Cortieate
=
Frany Sanver
EI a‘ =
r Sacsion Kel #
i s "Rr Sncrp i g a""'s'l;:__
foenot KEY  WiOSIF Fublc Key il 1. Register MISF 3 Amgerar SufvakYe Parmer
i 24 Astun LCSP
; [ i
& AOSE oo 2z
= &| B 140 Rt MISF varial Carthieal
= =/ = Liocnse Ky
a glF =
)l  3|& ¢ = )
= alz2 = -
-._’.J s & - Lunncs
o =5 oy
1D Authentication ~ () B \‘-I
‘ J‘l ‘ ( 'l
}; ¥ i || \l It
ENE TRV e b 5 a5 !E
Stara Trassacie % ¥ 1 c lll'lc ik e
Detnix | o r‘ o, | : " P Canlihesag
\ o Eoc ~— k¥ Fi— =
| Xl
- oo !5 : i
EX abilale MCEI Capld Cooilonis ) Sirw v
1 ;wﬂ«- ) =
i - Hin =y § ~ LDwFR Server
‘o MDA ESRe o I n
o £
= 1= ¥
= T z
H T| womp |2
B Licence Koy | T o | Pataic st | =
i = = R HE
o e i Ok =
= e fhe. T 3 =
Repository Fach i1 i H
= E z
ECRE LT = '
Send At cha =m.mmua.,.4|’ = 5
£ ) Validale OTF o —— y Tz rna [
ik abdalz Tl g [k
i eENTE NET] Fo Sapz OTF Tecnps
e i Aun
7 Rt et exnipuaiens Feguest
__ imawgleo |
¥ N L
/ ! Ly ! Kermel
Ei N 'EEEEEER
E [ ] ‘] e
i3 g [ ", % ¥
SiamcTics & O Aoz DE — R f— PP — i {1 iz i k2
Do siata w a4 g* L 1 15 4] EA 3§ i
- 2 3 L& | . . - &
& 3 ‘-B'l"!lﬂﬂ1 f R\
o oy J
] y, RCEF
J "hFI‘hHQICI,
ghrezo Flatform OB
.mm

4 B—EX

DEREEY—ER, J— R THA 2 OFMICOWTIE, IDEREERS NZSER

5. EIVRBLUFTTOA

B RBLUFTTOAFIECOVTIE, IDFREEURT MR SER

6. API
le‘EIEAPI

nn

nn

58


https://github.com/mosip/id-authentication
https://github.com/mosip/id-authentication
https://docs.mosip.io/platform/apis/id-repository-apis

2.3 7UFr—33avb1v—

2.3.5 Administration (1/2)

W=
MOSIPT 2y NJA—AFEIRY )T -3 %80 TSN 5. COT7TVr—23 (3. BIREDORHE
DIW=TRIHNTPHEATES, MOSIPT Y N JA— AW FER(bEN L T4 MO ES — RFT—4H
RESND AVAM-I D, BIET -3 TROBIERITICENTES

o IDNEEDEE

o YRA-T-HER

o 1-Y-EIE

o YARH—T—RESFETFRVY-REDIVESYT

EZ1-JUEIMOSIPTSY N IA— ©EBIET BRIz - 1 — A H—J1— A% iBHT 3,
TR IA—L©ZRBHNCADAN—IVT BRI, T—HERERRECSVIFAI TV IO—-RTES

BIR7 )T —2a(F, UILA V- —EALAV—THmMEN %, Y —EXBLPUIOMm S (CHDIANTD
AR—2IME BEDDRELE TH D, EAVR—RINIEREIES 1- D TSI TEERIINEN
B3, IeEZE AR—R2 MDT - IR AR I TEB UN KRR TERVLS(CATUONE, — /&1 —H—
(FFHERRITBENTER, VERK. FREE. HIFROZHLEEBERRTHS

1. FFHITERE
BIEY —EXkEE

2. imiEE1—

= | |

x ¥ Y g 9
2 g g -

‘ g

J. l

w W

z B

2

] g

nnnnnn
aaaaaaa

59


https://docs.mosip.io/platform/modules/admin/admin-services-functionality

2.3 7UF5—33ayb1v—

2.3.5 Administration (2/2)
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2.3.7 Partner Management (2/6)
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2.4.1 1D Repository (1/4)
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2.4.1 1D Repository (2/4)
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2.4.1 ID Repository (3/4)
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2.4 h—XN&F L1V —

2.4.1 1D Repository (4/4)
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https://github.com/mosip/commons/tree/master/id-repository
https://github.com/mosip/commons/tree/master/id-repository
https://docs.mosip.io/platform/apis/id-repository-apis
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https://github.com/mosip/commons/tree/master/kernel
https://docs.mosip.io/platform/modules/kernel/common-services-functionality
https://docs.mosip.io/platform/modules/kernel/uin-and-vid-generation-service-functionality
https://docs.mosip.io/platform/modules/kernel/data-services-functionality
https://docs.mosip.io/platform/modules/kernel/master-data-services-functionality
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https://docs.mosip.io/platform/modules/kernel/audit-manager-functionality
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https://docs.mosip.io/platform/apis/kernel-apis
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2.5.1 Device Integration (1/3)
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2.5.1 Device Integration (2/3)
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2.5.1 Device Integration (3/3)
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2.5.2 Communication Integration
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https://docs.mosip.io/platform/biometrics/secure-biometric-interface-specification#device-service-communication-interfaces
https://docs.mosip.io/platform/apis
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2.5.3 Offline Integration
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https://docs.mosip.io/platform/modules/registration-client/registration-functionality#operators-in-mosip
https://docs.mosip.io/platform/architecture/mosip-architecture#design-choices
https://docs.mosip.io/platform/modules/registration-client#overview
https://docs.mosip.io/platform/modules/registration-client/registration-client-setup
https://docs.mosip.io/platform/biometrics/biometric-sdk#biometric-sdk-functions
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https://docs.mosip.io/platform/modules/registration-client/registration-functionality#data-sync
https://docs.mosip.io/platform/modules/registration-client/registration-functionality#analytics-and-audit-logs
https://docs.mosip.io/platform/modules/registration-client/registration-functionality#packet-upload
https://docs.mosip.io/platform/architecture/privacy-and-security#authentication-and-authorization-tbd
https://docs.mosip.io/platform/apis/partner-management-service-apis#get-policies
https://docs.mosip.io/platform/apis/partner-management-service-apis#post-partners
https://docs.mosip.io/platform/modules/registration-client/registration-client-setup#configuration
https://docs.mosip.io/platform/build-and-deploy/hardware-security-module-hsm-specifications
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2.6 XM AANIIR
2.6.1 Automated Biometric

Identification System (ABIS) (2/2)
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2.6.2 NMAANIIRX SDK (2/2)
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2020424
2020%1H13H
202048H10H

2020412H4H

ZBEPT

EE{LEERAZEREVE I RAPIN I X FvZGETHBPOSTICE &,
FTINAZRZANI=ATATS A DINTA—H— timeout ZFIRICHR—F

IWTORRAB(THEL), JWT SignatureDAYS —(CHEWTEIAI&INT B+ —%
"type "H'5 "typ" AZEE, ZE(DOVTIERTSHIIDEEESIBOCE

o FTIAZTONAH— — FNA 22 B BOEET CRISERGTAIDI>T4T1. COI>T174(F. TDED
BHUB/NSHEMLAN OB FIEAEZEGI SEFMEFZAL TLRIFNIERS0)

o J7>T=3aF- "SR TONAE— — J7>F7—=33F) - NSRAMNES 1 2RET BRI T1T4

. ?}W A — HRIEREFY T FraIBER/\— RD1T

o LIFBSET/\AR/ L1T)NNAR — TINAADIEFEY — > O THARICRE S TIES L2 EITTIBLREINC
FTINAR

« LOEREET/\A X/ LOF/NAR —

ITONTVBERESNIT )N R

RAMN S > OT NAXRSFAN=FIZ[FMOSIPT/\A XY —ERX L THES{EH
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o 7T =337 NSAN-TONAH—EEBRE — T7>F7—33F)b- RSN TONAHF—([CRITEINZT S5
SEBAZE, COIBRZ(L, TONAA—ELTRHADT7>T -3t )b NSAR- TONAHF—5HABICERLTWB L%
FEBA9 3, I>714T74(FHSM_ EDZ & RIGFRICCDIEEAZEZIRE I 3DDET B, AR DEFESEAZE(TINRNTIN
Z)—NEBEEL THRITEINS COFREFEAENMOSIPLEEL THITID

o TIAZTONAH—EEBAZE — F)\ARTONAHF—(CRITENBTSHIEEBRE , COEEBAZE (L, TO/X/5—h
LOO> T SA 7Y AFI(EL1OS TSA T2 RIERLL TWVBEZEEBAT 0 127174 (EHSM L OZERIGARICCD
SFEAEZIRE I RDDET B, MERIDEFEEAEZE (IR TINZI — MEAZE LU THRITEN . COEAZE(FE A
EHNMOSIPLEEL THITID

. B} — EXRIDEEAIZIOER

o KYC — BEEEMER IO/ - OIS LUEFHORITICRREFZHNTOTR

o FREL — EADIDZIREIIZIOTER

o FPS — JL—L/#

o BIEY-—)— — EAERHT )\ A RADFA THA IV EEIRT 21T I\A ZTONAF—-hERT B — /(-

o TINAREER — TI\AZAEMOSIPY—/\—(C&EEFI2T0O0ER

o IJXFY — IRTOIJTRFVIIRFC 75150EHNET S

o IHERFYONYI— — SHXFrDAYSY—E(FRS256 TRESND "alg" HLUbase64encodedsIEAET
BESNBXSCOEMEEEKRTS

o RMO-REFEF-HD/\1 MNELFI THD. E(Cbaseb4urlencodedfZ T&REND

« 3JXFv — baseb4urlencodedDH X Fv/\1 k

o ISOFERDEFRE] — 1SO 8601, JA—YYMNI yyyy-mm-dd HH:MM:ssZ T#Hh3

4. 7 )\ R 11hx

MOSIPT /A ZAEAR(E. T/ A ZNMOSIPTEMES BTN TS5A TV ADHA RIA V2R 2. IV TS TV A%
7 )\ A ZDHEE. (SR, BLPBETONIUTE D MOSIPICEILLT /A EARRFIXD N THREESN SRUEIC
M0 7/ A RFEAAARICHERIL TGRERBLMREESN D FHAZ RO IS a2 (ORY

4.1 F)\{A2DHEEE

MOSIP#EHLT )\{ R(F, AT Zi&Ics

o 1DFLRBEHROERIBHRZINEI SAEERI DL

o FrIFrURERIBROBRELEFT> I - NIBRIDHEEEZFTIDL
o WERZREIIUEZEIDIL

o ERBREEATBERHERFBVCE
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4.2 FINAZOERAAR
4.2.1 BROFVITFv
ISO 19794-4:2011%288

B3R Z®3T )M
*4747 500 dpi »_t. INIZREBRDIE
B/ \FRAERE THD, ENTNHERINZEDTHD. LDFL
ENEFELL

AR .

Zﬁ(ﬁfs)':';)’ FET 2% FRR K

AZARK
fm('FAﬁ)Az) 0-010/0
DPI 500!
E{SITAR ISO 19794-4 B.1 AFIS Normative
ESD >= 8kv
E"Qsjﬁﬂ 7 RCCHSAAEREEE

EMERE? 0 ~ 50C

HEFR3) IEEE 2790 (CHES

FLE 71— JPEG losslessJL—AT3 FPSEA L. NFIQ
A7 ZBEHE(CER TR

E{§IA—<vk JPEG 2000 lossless

mEB X7 NFIQ 2

FTM LO — /RA h/“\‘_%a)t#l')j_"{%{ﬁﬁﬁ
L1 — FTMAYR—=bhIBtzF1U71

FREET)\A X

%1747 500 dpi »L_t. CNZRIKRDIE
THH, ENENHEEEINBZEDTHD. LDFL)
EANELFELL

Z[ET 2% FRR K

0.01%

500
ISO 19794-4 B.2 Personal Verification
>= 8kv

FCCUSRAZF(IEF

30 ~ 50C

IEEE 2790 (CH¥ES

BU

JPEG 2000 lossless. WSQ (JE#EEzK
10:1)2

NFIQ 1

L1 — FTMABR-KI2E+1)5¢
L2 — SRSABLLETE

1. BR(CEBMMZ+DICHER 2. RERFE, MOSIPEAETEE R 3. COWAEZERIINESNIMOSIPE

AETRE
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4.2.2 W¥FvIFv
ISO 19796-6:2011 Part 6 Specificationsz =g

E%x Z8HT)\AR REET)\AR
EHERTCRIZ ERICAUEZ TV, D AEZETE I 2nEN DD,

CErAE BREUNZEMMEIESNcBHROLERHESTECDVT(E, ISO 19794- -
6 Section 6.3.1 #&Hg,

EEEOARTESE ISO 19794-6 =58 -

ISO 19794-6:2011 DESY, P~ SREBKOINZ(IATRE L
=N ELES EhDOTARRIE TR AT OEZREOE/IMER150E7T)LE EU

93,
N—=2v ISOLEL -
@ E‘I}Tﬁﬁﬁ@(lt"’]t)lziﬁ"JESt“‘y NEIEIWDTU—AT =TT FvHL

MREISL
530H BRICH THAI. T%c‘ﬁ':.'fé@’j‘l/—lb’ﬂlz@@%iﬁiﬁ%ééﬁ%ﬁik )

(FZEDMMDAREERITZE
Ef&IA—~vh JPEG 2000 lossless JPEG 2000 lossless
TARY B 1:1 -
BEifRmE ISO/IEC 29794-6 ISO/IEC 29794-6
BERED [30 ~ 50C 30 ~ 50C
S 7oz FCCUTRARTIERS FCCHSAAS (A
JLE1—- JPEG losslessJL—AT3 FPSE £ MEBAO7ZEHEICER TR #EARU
EGtER ISO 19794-6 ISO 19794-6
ISORZR K3 K7

_ . = L1 — FTMAUAR-RT3

L2 — cRSABBLEATE

1. MOSIPEAETREUSIE
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4.2.3 BEEOFVvIFv
ISO 19794-5:2011%228%

BR Z83:7)12
B/ INFRGRE 2.8 mm. EfA110ET 1080/t
A~—> INRT
BERED 30 ~ 50°C
EMSI>I347 X FCCHSAAFIIEESE
AR ISO/IEC 19794-5
FACE#4EE CEIEE. EADKE(CFDUVS2D
BHIAEISRAT AR DOAR-ANHD LHBNDEE, 6 x 4
mm
ICAO — EIFEOEH&R. [Ol#s £5 E. 24
Ef5mE EvhRGB. BH&E=. 1835 mm. =345
mm
E§RIA—NY b JPEG 2000 lossless
ETM LO — RAM=Z2OtF1V)71%{EH

L1 — FTMAR-~2E+1U5¢

BIROIRELOHE CERAIZT /M AL BAETABIZENAAR, 77271 0TS, 7/AX0HA

SIEMRARETL D DBIRS BRSNS

1. MOSIPEAETREUSIE

SREET )N R

2.8 mmT1080E/t)L
INRT

30 ~ 50°C
FCCOSRAAZIIIEE
ISO/IEC 19794-5

ERARRL

JPEG 2000 lossless

L1 — FTMAHK- N BtzFa7y
L2 — EABHLLATE
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5. 7)\MADEFEME
MOSIP#ESLT ) \( R (&, (SRETEBIRIEE, Bif. KYC. BLUREEOBE CEASN 3T/ ARHEI B,
ERLAIVG. BMFOEREIEERER T BIZDCT /A AN R— M RHEEICEDVWTREEINTWS

L1 — EF17ETRBEEBAL TR 17 FvICIOTERMEMEMENS

L2 — TF17ETRIBET M AREOTR RIS AR I EES SURE X TiskREZ R X e+ 17 FvTI(C
JOTEREMEMEHENDS

LO — EREMEREYINIITILANILTIRMEN S, )\ - ROIV TIRHENZEREIFELZV. 2O51TD
IDTFHATURIER T (CHIRETHERAEND

5.1 Jr>7=23F)-h5AMEZ1-)L (FTM)

77— - "N ANES1-)L (FTM) (& BRI TOERRILBIRLIBZ (T TF 171
17070ty -, 2 RFITDICF1T7 AN —STYERR SN S, LT OB %5

EI1-VEESREzLZ LA, RTF WIEIIEENEBIT L

FEFRMES LU FIBEZTRNG TR I DTE

EDI1-VEHMENSIRZ T RKAEE B I Bl

ED1-LENIEN RS A RE. BRI BIUBECEHTIRENSRELRINERSRN

EZ1-MEN-ROI7OIO0-Z>J LR 2L

EZ1-ETO-TECMR BT

D1 BSOSO DAE) -2/ N I7A—/N-J0-IENSDREZ IR I DL

D1 BAEDFTREDLIA T IREREDESOY 1 RFrRIVE(CTR B
S7NITVXLERZEECAVPREEE ThHdlL

ED1-VHESHITARERIRER T+ 17T - MeRITTERIL

EI1-UMEREENTT TV -2 3> %2 RITIBRENEFI DL

CDED 1)L TIRMHENZERI DT )\ ADEFEIEIC IO T, ERRAIEREZ TV T FrI 3D MIAIM—

DIAPE1-FT4T N AIEEICRD. FTMICED. LU T OtEEZ R 2SN EITIRBNMEMEINS
t:F:LTj [

E1TRIC]—- REBSHIAREE TS

E21-W/TINAAD—EMHEREZFIVITD

HPERS(C(HFLETD

BRICTYIIL—RU. 7T — REDYIBDHEEITLUTII )L — R E%HIETS

J\W3 1N ERISEFE(CSHA256/ \wS 1ABH M R ERITINENHS

{EFEDICE (Root of Trust) (FIRTERHINOT— M ERIFZENLEICTOES 3= ENTW3CE

IRTO7YTTL— R, ﬁtﬂm}\‘J/Jt%%%ﬁniﬂfﬁ_éﬂ(LESZIJJL/RQ(LG)%EEI}J&’#BE‘TLZ)

J—NEFIC) W2 2 PBEICKREUEERT — MREELBINIERS T RREARE TR TEMELIRLICE
RA10EIKMUDEERT7YTIL - ROTOERZ0OVIL. T/\A ZRZEMEREEET DI, TZIEL. FyTX—

H—EZNz10mLDE KU THLW
TV —23> DR MEOHER
BN VT -2 % EITTES
TV =232 %990 — RS IRET S
EBRAEARL =3V EIRBE SN AT - L TIThNn3
IRTOEFEEFEVINT - NMFCETEEN. EIETERVLSICTROTNS
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5.1.1 F5ERAZE
FTMJEE I 2B M Zimc I AT OFEBZEZ&2 h7IU-TARKEE1DBT L
H7IVU— : BS{EFINIVILKE
« CAVP (RSA. AES. SHA256. TRNG (DRBGVS). ECC)
HEN YN IUZX LB JVHIROUVZANMIZES

H73V-: FTMFyY
« FIPS 140-2 L3 L%
« PCI PTS 5 LB& (FR3ILAT)
« Common Criteria (EAL4 LLf%)
- TODO:FILL IN
HFIVU- : wEARSLE
o LILALOIDTFATIAICE, SRS AEIE D R— NI BE
o L2LAWOIDTFATI ARG, L1ZIARTHIR— MU MORIERFUERERE A TSR

5.1.2 {REINZEE
FTMELL T OBRENSIRESNRIINERSRRN
o N=ROI7IO-Z2JINE — HERERINTUEIENSIRETIIEEEBITITE
o N\—ROTTHEALEE
- YBEMEA — YIEBRY(CERES AL TR ATF IR FERORTE
- BESLUERZICEETIRE — BEO-IHNERRSN., KEBENBHEIEINTLBIE, FTMEEICIE
EEMEFREENMERBEOWVWIT NN DIREEZR LD L, FTMIZA N EENEEZH IR VEE(SRUTEMEL
TIERERN
- BS{EITOVINOBRERE — FTMOIGE (Low) FEEEE (High) OIBEEFTMIEEMET SN, B
VEARBEIRRE(CRBCENBAFEND . RIARE(FTFIELAL
. BHEDFENINE
o JO-JIE — FTMETO-J(CBHETIIENSZOREMMREINTNSBE
o BESEARL I3 FEITAE)-0DE (BBSIT0vIE\yI7A—)\—J0—-BIIKEHNSIRESNTUVBTL)
o BEST7ITVXLAEEOMTSE
o tFITIT-NFI1T7TYVITL— R I BHEE
. TEE/t+21770tyH—0SAOKE
5.1.3 J7>57=33F)- NSANES1-ILOER)
MOSIPEAENFTMIO/NAH —%ERBT 2L, FTMION\M15—- B2 BLEROARMEIIAZ4E A F(ICIRE I3,
CNZFTMIL— MRS, BAE(FCOFEIAZEZT /(A X NSAN T=AIR=ZAD>—REVTERT S, FTMIL— MZD
FERT(IFIPS 140-2L AL 3LAPEICHEHAL , S IMHE I B RJREMEN S D AN A LEIFBVT NA A TERL. 1RFT
%, FTIMOERAIDOT — hNTIFS>4 ARIETIFMERTHE RSN BEIRSIBAEZE2EVE U0 BEP D MRHEIN S,
FTMIO/NA A —(JHREEE T O TCFV I —E THREEFEZRBL. FTMIL — M FITEEL CGEEESNIZEIEZE2RITT
3, SLBAZOFITOLTIEE. JOES 3= ) 2NERERIGATTITONS . B AEF(FZOERINEEBTAICLD
BANCLNEEEBIHE TH D, EZ1—IVCFHATSINIZEEBAZE(C(E, MOSIPE A EHICL > TEZEINIZMOSIPFIAZER
3 — REFIAD NMEDTERINZBREARN 3D, FTMFYIADZ DA LI (L, KEHIAE— EICHDTE
MEFLL

FyTOEBAEZE OB AR FEIE AN 5202 BX TIFRSR
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5.2 7)NAR

MOSIPF/\A R (FAEAERIEIBIROUNE CREIMEAEN D T/ M REIRTOLAINOIY T 7 REERTFEC
DVTOARRICEERL T BZTENEFUL MOSIPT /A X (&, MOSIPY —FFIF v TEFRSNBEFELNIL3 (TL3)
(CDFEEND. TLIT /A RFFTEREENZIFOPKITRI A MIAMESN. 8N \— ROV TRECREFEINDEDL
9%

o L0 —&»3FTNAZNYVINIITLARILOBESAE ST 5V%ERL. T+177 - MEREPLFTMZB LRSS,
TI\ARFLOFERAB ZEUS TED. INSDT/NA RFRBDT /A ZGAN (CHEL CNFFIHIO-D—EBTE
Ekans

o L1 — 537 /\(RACZEMHEEELREERFTMOVWINAMNEAHATN TVSIEE, T/ R(FLIEAEZEUS
TED

o L2 - 3T\ ACREMHEBELEREDRAFTMOVTNANHEAFAFTNTED, RIEXTHAEZE I 355,
TIARFL2EEBAEZEUS TED, o T/ A RAFZDIA THA ARKICE VTR HFINBIBETH DL

5.2.1 F)\A R8B!

MOSIP(CIEFSNIEIRTOT \A AN B TEBTEINBARDI R Thd. MOSIPT(IES/LENZIDEEFED
EREELTLWS

YPERID

MOSIPICEEHLL TWBCEZE R T BN —E . st EDBIER—BOT N\AAVUTIES (RIE1247) . Ri&EIEIR.
BLUVET I, BIUIBERN 22X TQRI— RE(EN—I— RTRRSINTORIFNERB BV, CNIEFIRMBTOYR- b
BLOREFITZIID

FIANID

MOSIPF/{AZDFTZHIIDIE. U TFDLIRELZFHEISONAT 1/ (REC 7515) THD

"serialNo": "Serial number",

"make": "Make of the device",

"model": "Model of the device",

"type": "Type of the biometric device",
"deviceSubType": "Subtypes of the biometric device",

"deviceProvider": "Device provider name",

"deviceProviderld": "Device provider id",
"dateTime": "Datetime in ISO format with timezone. Identity request time"

B+ — "Foundational Trust Module" ®ISON Web>4J%F+ (RFC 7515) TE&INCOT—4.
TI\A ZOEGERBIBEIR THD. HSPBMOSIPEMLT A RIC(ET7>T -3 FSANES1-ILHWETHS
COMRBIDHIIMNE. BIRIIC "Registration” (5/\A ADEEROIETEIR) HEEESNILOERLT N/ ADH TH D,
LOT/\A A& TINARF—TFTZHINIDICEEZTS

EZBHOTIINIDOBIE, LTFOESDTHD
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"digitalld":
"base64urlencoded(header).base64urlencoded(payload).base64urlencoded(signature)"

FIHNIDOAYS —(C(FRDIEERNHD

"alg": "RS256",
lltypll : "JWT",

"x5c": "<Certificate of the FTM chip, If in case the chain of certificates are sent then the same will
be ignored">

MOSIPT(Ix5clcir 2 mAIDFEAENFTMIL — MEBRE(CI O THRITENFTMFY TOAREEAE THSE
RREns

ERZMETRVTSINIDOBIE LT OEENTHD

"digitalld": "base64urlencoded(payload)"

payload(3T>4)LID JISONATS 1R THS

REFROLOT /A ADT ZAIVIDICE BEMINEV AREIFUHUZBRSIARTOBE T, FvIT+— (L1OBE)
FRFTSAZAF— (LODIZE) (L& TTSHIVIDNERZIND

FIHNIDTHEENSE
INSA=4— st A

FIAADIVTINES,
serialNo BTN RICENFEINTVWSEDERIUTHDCE ([ ID](#physical-id)Zz
Z7)

J52R4&,
make COBEFT /A RICENFEINTLREDERIUTHDCE ([ ID](#physical-id)Zz
ZiR)

TIAADET o

model COMBEEFT /A RCENFENTWREDELRIUTHDCE ([ ID](#physical-id)%z
ZR)

o ITE. TN 251 FELTHRISNTOBMER. "Finger". "Iris", £z(3"Face" T#5.
yP EAEOEECISL TLIB DI TEEITES

FINAZYTHLTAITINA R4 FICE DK

B DIZE — "Slap". "Single" #fz(& "Touchless"
1T¥0iEE — "Single" £fz(& "Double"

EADIZBE — "Full face"

FTIAZRTO)NA 5 - D&,
TI\ARTONA S~ (& BABCBIFBEATHBL

ZOIDDFEATHER.
NFAA LY —AFTEISORH TRRENTLD

deviceSubType

deviceProvider

dateTime
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53 -
FIARTEREINZF—LZOFHRAOYR S
o« TINAZF—

BHEMARERIET )M AC(E T/NAAEFREIGEREE SN BN E TN S, COF—(F. MOSIPE A EDZEHF(C
SUTHEZECO-T—23>2N5. TIAIKT TINAZF—(CDVWTII30BDOF—-0-FT—33> - RUS— DR
N3, TINA2F—(F. [EEEREFICT I\ ZRTONAHF—(CEOTFTMRANT/ER SN D T/\A - —(FAE4RERE
IBIROBL(ERINS, BRALAROFMICOWVTE. 255, COF—(3F7 /A Z2TONAF - (Lo THRITIN.
FINARF—DIERAERF, TINA R TONAY — - F— (Lo THITEN D COTNAR-TJONAF = F—(F. T/ R
TONAH —DEFEETIDEEREICMOSIPE A FECSITRITINZENDTHD

. FTM#—
FTM*—(FIDDIL— N THB, F—(38E/ 700 3= >F OERBETFTMI D) (5 —(C & TR SN B, TN
K —THD. 0-T—23aNBILEFRV. COF—EFTSINIDOBRIERINS

. MOSIPF—

MOSIP+—(3MOSIPEAENARET 2N THD. COF—(FEMTLIBIROESILICERINS. BS{E
OFBZEUTICUZANT D, COF—([FIFETECO-T—23>FBEeHRTS

6. TNAAY—EX — BEA>H—-T1—X

zlst'J/a/t(zt FTI\AZDBES LUV EZT /A REDBIE(CHER., SRTREET /A ADIEGME, 7O X4,
RHEEE. BLUOTONILOZEMRIBERICDOVTERBAT S

T /A RLRDAPIEZY MCDHEDTRE T BTE INTOAPISMIBL AV —BIUARL —T12J S AT LESIRIT
Tdh. ﬂa’“()“tl:‘.b(atx{ﬁl/—ﬂ)’]' SATLCEICERD TFRANCARL —FTA IS AT LhZ%ZEELTVWSBH, IBTELT
WBWARL —FA IS AT ACDOWTEREERODT) )OS -2 ERTES, T/\A A —EX(EF /N1 ZH 00— DIUTRZA M
EHSNTUVWBCERREET B EN RTINS

6.1 F)\1A#&H (Device Discovery)

T/ 2R, PIVT =23 T LADOMOSIPAERLT )\ RZHFTE I BIICERTS. TORIIE, EARIC
HERMFICNIRTHEENLS > TNBT ST - T R-TLAELTERETENTVS

6.1.1 F)/\AZRHVIIRAN

"type": "type of the device"

6.1.2 TI\AZRBVIIANCHFBINSME

« 947 — "Biometric Device". "Finger". "Face". "Iris"
"Biometric Device" — $FRIRIA1TTHD. EAARTREET A A FER I IBE({FERTS
6.1.3 FTINAZAERHEL AR R

"deviceld": "Internal ID",

"deviceStatus": "Device status",

"certification": "Certification level",

"serviceVersion": "Device service version",

"deviceSublId": ["Array of supported device sub Ids"],

"callbackId": "Base URL to reach to the device",

"digitalld": "Unsigned Digital ID of the device",

"deviceCode": "A unique code given by MOSIP after successful registration”,

"specVersion": ["Array of supported MDS specification version"],
"purpose": "Auth or Registration or empty if not registered",
"error": {

"errorCode": "101",

"errorInfo": "Invalid JSON Value Type For Discovery.."
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6.1.4 T)\AMREL AR A THFEINSME

JNGA—=4—
deviceStatus
certification
serviceVersion
deviceld

deviceSubld

callbackld

digitalld
deviceCode
specVersion

purpose

error
error.errorCode
error.errorlnfo

&tHA

SFEEN3fElE. "Ready". "Busy". "Not Ready". #/z(& "Not Registered"
FEENZMEE. FREELAVICIGUT "LO", "L1", FelE "L2"

HiR— NI BMDSIHARD/ -3

T )\A Y —E AR DO EBROEAREREET )\ 1 RZHFE I DAEFID

HEEINZMEIE. 1, 2. F(d3,

FTIAZBGTIDEERL T, EREROFTY T FrELECE AT v F— N EDE
S1-VeBEI 3. = \ ‘

T2 TIDE, HIC1TIAFD, YT 7/ A AN TEBNCI DS DIECIBINT D
SINBASTYIZATH .

BR/IIFOBE, AF /TS AF/MTRE2, BHE2A/1I%(33,
BEODTINAZYTIDHARARIBEE . FINA XY TIDIFOICERETEIE (OFEMA
HEE(C(TEHEAT])

CNIFOSICEHTERD.
Linux®LUWindowsARL —F4 > 27 LADI5E . HTTP URLTH 3,
AndroidDigE. CNIEA T2 MNETHD.

iOSTld. URLAF—ATHD.

J-)L)\wIURLIENR—ZURLEU TERROUIIZ REDERTENS

TIHNIDERESDDOT ZHIIDENBAFRINBN
[EEEHE(CMOSIPIC Lo TIEESNS—E0I—R
PIR— hENBZMDSIHERN -3 > OBCS

MOSIPII> X7 LARADT N4 ADBER ., sFSIN 2B, "Auth" Fiz(&
"Registration”

ARFIXND [I5— 173U CERINDIS—
[I5—J-RIEVSAICERINZELETIS-I-R
I5—0iHEA, IV RI-HY—(CRRLTELW, EEEEL2YR— N
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o LARVR(E 1207 NA ATEEBOERTDIEA TS 3> 25158283 ENTE DB THD

o Y—EBR& ALTNGA=G DT )\ A ZRDIATE—EIT BN H1TI\SA—-4—1 "Biometric Device" THhdi%
BlILOHLETDIE

o ZOLARVRIF VAR ZRICRREN TS LIICEREISONZR THd

6.1.5 Windows/Linux

FRTOTINAZAPIEHTTPAARICE D T/\A RICIEFE(C4501H54600F TOEEBEDERATIRER— MOV NHH
DY TAHNTLD, EIDHTI{EHIBIPF7RL A(Flocalhost T3 127.0.0.1 TRIFNERSRWN

MOSIPF/\A ANDT7HE RV TIANT 27TV —2a0(E, YiR— MR- MNERIICHTTPUYIAMEXETBE
TMOSIPF /A A=A TES, LI TIE, COR—Medevice_service_porttd3

HTTPUJIAh:

MOSIPDISC http://127.0.0.1:<device_service_port>/device

HOST: 127.0.0.1: <device_service_port>
EXT: <app name>

HTTPLAR>A:

HTTP/1.1 200 OK
CACHE-CONTROL:no-store
LOCATION:http://127.0.0.1:<device_service_port>

Content-Length: length in bytes of the body
Content-Type: application/json
Connection: Closed

o EE5MIZEBRIO0-RIFISONTHD, AXD—EBTHD
« CallbackId(C(& http://127.0.0.1:<device_service_port> Z5%E I 5. UlehHoT. MUHUTIEENE
NOHTTP verb/ XYy REURLEERAL TH-EZZFUH T
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6.1.6 Android
AndroidT /N1 A EDIRTDTINARFA>T > "io.mosip.device" Z)w2>93

CDAOTI RTINS E, T/ A REENENDIATTI1IIVTENTISONL AR A TIHE I B EN AT
N3

AndroidT(Z. CallbackIdiC(Fappldh's&EENS. UIeho T U UTTEA> 7> b "appld.Info" Ffz(&
"appld.Capture" Z{ER 9

6.1.7 i0S
iIOSTNNAAFUTFOURLAF —AICIHET D

MOSIPDISC://<call-back-app-url>?ext=<caller app name>&type=<type as defined in mosip device request>

MOSIP#EHLT N1 2D Y —EX 7 TUNEE S D& URLTH—EZNZE EHVD, -BFY—EX(E, base64I>1—R
SNISONZEF—FT—HDURLINGA—H—EU. call-back-app-urlzEAL TIFEVHE U TS E RS RIINE
BB

« IOSTI(&. #BE 0TIV EEUURLAF - AICEIR I B EOFHIFINGS

« CallbackIdI(EFTINA A —ERT7 NN ETESIND, UIehHo T MU UTTIRURLAF-AELT
appnamelnfofzidappnameCapturez U I mENHS

6.2 TI\A/XIB#k (Device Information)
FTINARIBEERAPLIE, 7TV -3 N MOSIPEEHLT )\ REZD AT —HRAENEFE IS BIeHEHITS
6.2.1 F)\ARBEHRIIIA S

EARRRL
6.2.2 T/ ARBERIIIANTHEINDIE
EARRRL
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6.2.3 T/\ARIBEHRLARDZ

"devicelnfo": {
"deviceStatus": "Current status",
"deviceld": "Internal ID",
"firmware": "Firmware version",
"certification": "Certification level",
"serviceVersion": "Device service version",
"deviceSubld": ["Array of supported device sub Ids"],
"callbackId": "Baseurl to reach to the device",
"digitalIld": "Signed digital id as described in the digital id section of this document.",
"deviceCode": "A unique code given by MOSIP after successful registration”,
"env": "Target environment",
"purpose": "Auth or Registration",
"specVersion": ["Array of supported MDS specification version"],
3
"error": {
"errorCode": "101",
"errorInfo": "Invalid JSON Value "

FEREUTAERSENBISON(E "Foundational Trust Module" B+ —%2{EAUIZISON Web3JXFvT
BLZIN, COT A ET)I\A ADOEFERBFIHRE D HSPBMOSIPESLT I\ R(C(ET7>T —2aFIb- NS AR
ES1-IHWATHD

LIzhST. APIIRDIA—XY N CISERIR T

"devicelnfo": "base64urlencode(header).base64urlencode(payload).base64urlencode(signature)"
"error": {
"errorCode": "100",

"errorInfo": "Device not registered. In this case the device info will be only base64urlencode(payload)"

6.2.4 T/ ARBERL AR ATHEINSE

JNSA—4— 5BA
deviceInfoATZ17MFISON Webbh—5> (OWT) L TIXEENS.,
devicelnfo TIAZANEERSNTLRVGE. devicelnfoldBZ SR\,

FIAZNEFEINTVSIZAE, devicelnfoldT /A A+ —2fERALTERZEIND

NET A ZADRAT—HATHD.
FEEN3MEE. "Ready". "Busy". "Not Ready". #/z(& "Not Registered"

devicelnfo.deviceld T )\A Y —EZRDEBROEARTRIET I\ 1 AZHFTE I DAEBID
J7—LD17 DERERIN -3,

LODIZ & (EserviceVersionkRUICRS
devicelnfo.certification FEREN3MEE. FREELANILITIEUT "Lo", "L, el "L2"
devicelnfo.serviceVersion HYR—KIBMDSHARD/N->3>

devicelnfo.deviceld TI\A 2 —EXRDEBROEAREREET )\ A A=HFE T 2REPID

devicelnfo.deviceStatus

devicelnfo.firmware
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INSA—4—

deviceSubld

devicelnfo.callbackId

devicelnfo.digitalld

devicelnfo.env

devicelnfo.purpose

devicelnfo.specVersion
error

error.errorCode
error.errorlnfo

s5BA

FFASNBE. 1. 2, F[E3.

FINAZBTIDEFERL T ERIEROF v I Fr B (CEAF Y F—RNORFED
E21-IEEMET S, - \
FTINAZYTIDIE., BICITIBRED, YIF A AN TEZRNC1IDIDIEICIENMT DS
SIWBASTYIXTHD,

B/ 0SS, £F/AIEE 1 BF/HIE2. 3IE24/1I%(E3.
BEODTN\AZAGTIDHNFRIARIGE. T/\A AP TJIDIF0CRTET B2 (0(FFeH
ABDEECLERAT])

CNIZOSICEHTERD,

Linux®LUWindowsARL —F4>J 22T ADHE HTTP URLTH 2.
AndroidDiZE. CNEA>TNEATHS,

iOST(X. URLAF—ATH.

J-)L)\wIURLIENR—=ZAURLEUVTIEZRDUIIA RO BB EN D
TIANWIDDOERECRESITSHIVID

LOF/\A ZNEERENTLRWBE ., TIFIIDIEEBZEINR,

LOT A ZANE RN TWBIHE . T/\( AT —ZERLTT ZHINIDIERINS,
L1T /A ADGE . TZHIVIDIFFTMF—2{ERAUTEEAIN?

H—JyNE,

T ) ZANEEFREINTORWSE. IRIZ(E "None" TH3.

T/ AZNEEREINTUVBIBE . TIA ANEEFEIN TUVBIRIBENMEEINS.
FFESN3ME(d. "Staging". "Developer". "Pre-Production". Ffz(&
"Production"

MOSIPIIS 25 ARDT /A ZDEHI,
TI\AZNEFEEINTLRWMES . ZZTH D,
SFEEN3ME(E. "Auth" £zl "Registration”

HiR— heNBZMDSIHARN - 3> DELT!

ARRFIXIRD [I5— 1023 ICEREINDIS—
[I5—0—-RITVSIVICEEREINDIIEETIS-I-R

I5-0:, I RI-—P—ICRRULTHLW, EBEESEZTR-b
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o LARIRAIZ. 1D0FT N\A ZATEDERREIA TS A% FNZBEEBRENTETZEIITHD
o H—EBR(F. JATNGA=G—HDFT)\A ZDHA TC—ET D 914 TI\5X—49—h "Biometric Device" TH?
HZAICOHGETDL

6.2.5 Windows/Linux
MOSIPT/\A 2D lIEHRZVIIANT 27 ) —3a0(F, YiR— heneR— MNEBICHTTPUII A MRRIET BT
TIERZEVS T, T\ARCEFEIC4501H54600F TOEEFEDERTIEER— MNOWTNHH DL THNTLD,
FNDYTIAERATBIIP7 RLAlFlocalhostTlEK 127.0.0.1 TRIFNIERSHEL
HTTPUJIAD:

MOSIPDINFO http://127.0.0.1:<device_service_port>/info

HOST: 127.0.0.1:<device_service_port>
EXT: <app name>

HTTPLARYR:

HTTP/1.1 200 OK

CACHE-CONTROL:no-store
LOCATION:http://127.0.0.1: <device_service_port>
Content-Length: length in bytes of the body
Content-Type: application/json

Connection: Closed

EEBMIZEER1O0—-RIISONTHD . AXD—EBTHD

6.2.6 Android

Android7/\1 2 EICHBIHBE. 1>T>h "appld.Info" ZUvA> 93

COL>TI MU T E, T/A RFENTNDIA T TIIVANTENTZISONL AR A TIEE S 2 ENHARFENS
6.2.7 i0S

iI0ST N\ LICHZmE . BLFOURLAF—AILEE TS

APPIDINFO://<call-back-app-url>?ext=<caller app name>&type=<type as defined in mosip device request>

MOSIP#EHLT )\A 2DY —ER T TINMFIET 35S . URLTH-EZNTI5 EH'B, iHFY—-EX(E. base64I>I1—R
SNEISONEF—FT—HIDURLINTA—F—EU. call-back-app-urlz2EAL TV LT iEE RSB INIE
RS

iOST(E. #2107 ) %ERUURLAF — AICEIR I 2IHE0HIFIN DS

6.3 FrJFv (Capture)

FrTFPUITIANE. 7TV -3 HMOSIPEEHLT N1 AN S EAREREL Bk EBS I BIe(fFER T3, FvTFv
FUHUTE—ECIDOFHUOANIEEZS S, UHHD T, BUHURICHIOMFUH UM TONEE S,
AT—AZN "Busy" OF/N\A ZFEMIBERNEEETNS

6.3.1 FrIFvUIIRL

"env": "Target environment",

"purpose": "Auth or Registration",

"specVersion": "Expected version of the MDS spec",
"timeout" : "Timeout for capture",

"captureTime": "Time of capture request in ISO format including timezone",
"domainUri": "URI of the auth server",
"transactionId": "Transaction Id for the current capture",
"bio": [
{
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"type": "Type of the biometric data",

"count": "Finger/Iris count, in case of face max is set to 1",

"bioSubType": ["Array of subtypes"],

"requestedScore": "Expected quality score that should match to complete a successful capture",
"deviceld": "Internal Id",

"deviceSublId": "Specific Device Sub Id",

"previousHash": "Hash of the previous block"

b

]I

customOpts: {

//Max of 50 key value pair. This is so that vendor specific parameters can be sent if necessary. The values cannot be hard
coded and have to be configured by the apps server and should be modifiable upon need by the applications. Vendors are
free to include additional parameters and fine-tuning parameters. None of these values should go undocumented by the
vendor. No sensitive data should be available in the customOpts.

b
b

countB(FIEMB LTI DbioSubTypeD#E TRE D, BEFREINIHZS . bioSubTypeldfF LU Hicount(d
"1" &9BIE

6.3.2 FvIFvUIIANCHBEEINE
JNSA—=4— Bz
A—-TyNRIR,
SFEaEN3ME(d. "Staging". "Developer". "Pre-Production". #/z(& "Production"
MOSIPIISRATLARDT A ZAOBE/,
purpose TIAZNEEFEINTORWNE S ZZTHD.
FEEN3fEld. "Auth" Fzl3 "Registration”
specVersion HAfFENB3MDSHERD/N-T3>
FrTFrETICP TN S DA,
timeout API(Ztimeoutz TICERAIL — ATIHEZR I ENEARFEN S,
timeout[FINRTIVHTEREIND
T TFrUIBERIZIA LY - AFTEISOFER TRRLIZED,
BERIEVI IR NEIRAE T 27 TUT -2 3> CEISGRTESNS
SREEH—/{—DURL
CNEERLTEROTONAFI -, BAE. EESWREESEIENTES
N> HD23>0D—BRID,
CNEIY—ERZRMEITZT7 TV -3 ADORZBID TH 3.
SREECEICERBIDZEFERT 3L,
UIeho Tl BREIFR(C NS> H D2  MRRUIIZE TE, COBESE—RTHD
bio.type SFEEN3ME(d. "Finger". "Iris". ¥/z(3 "Face"
IBEURAM T TIESN D EARTREET —IDEL,

bio.count TINAZRRAREEL COBSHT A AN TFv I 2EMEREBRDIA T(CEOITVBI L ZFER T
Bk

env

captureTime

domainUri

transactionId
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INGA—=H— =rBA
IBIDIBE : ["Left IndexFinger", "Left MiddleFinger", "Left RingFinger", "Left
LittleFinger", "Left Thumb", "Right IndexFinger", "Right MiddleFinger",
bio.bioSubType "Right RingFinger", "Right LittleFinger", "Right Thumb", "UNKNOWN"]
ITEZOBE : ["Left", "Right", "UNKNOWN"]
BADIZE : bioSubTypeilL
bio.requestedScore IBESNEMBRAITISEURS. £ARIT/\1 ATEERN BEIN(CFv I Fran
bio.deviceld T )\A A —EXRDEBROAEARTREET /1 AZHFTE I DAEBID

SFEENSMEIL, 1, 2. Fld3,
Zg%g;m&ﬁﬁ%c ERIBIROFVY TFr B CE AT —AOREDES 1-)
% %o

= " nLhi— P TAY = \7= —7 N[~ ", —4e8 I, N
bio.deviceSubId ;—é__\;{;;g%%(zt BC1THRFED, YIFNA AN TERRNCIDIDIECIBINTZS > T iA

BRI ORS, AF/IIREL AF/ILRE2, 3524 /133,

BEODT/INAZAYTIDAONSRWVGEE. T/NA XY TJIDIFO0CERTET DL (OIFHIBMAIE

B(CXBEAAT])

EIDOFvITFrT(dpreviousHash(FZEQUTF-8XXFHD/\W=1TH B,

2BIBOF v TF LU EFIRIOEDAHFD/ w1 (16ET>I—-RLT) HADELTER
bio.previousHash 3. . ) o

:W&Eﬁﬁb‘c\ E’iUﬂfiité@“/\‘t@:\‘—vj’a‘vb‘a‘l—>4 ten., SIRXTOEDIAHDEU S

29230 CRICKBIFRICRETBLICHOTVD

MBSO TEF—BERTOREIERTERLD, T/A AR —HNBINID/SA -5 —DiX{E

EREIIHEN DD, \ i ‘
82\ RI=T 1> T UTIRERV BIZ 7 TS — - (CLOTEREL. BE(EU T I
customOpts T=23> TEEIINENDD.

NI —(FINSGA=F—BINL TTOCRZHEREEL THENIR,
R -FINBEDOEZ1 DRSS FFIXIMETBIE,
customOpts(CFHEET —HZERLIRVTE

6.3.3 FrIFrLARIZ
{

"biometrics": [
{

"specVersion": "MDS spec version",

"data": {
"digitalIld": "digital Id as described in this document",
"deviceCode": "A unique code given by MOSIP after successful registration",
"deviceServiceVersion": "MDS version",
"bioType": "Finger",
"bioSubType": "UNKNOWN",
"purpose": "Auth or Registration",
"env": "Target environment",
"domainUri": "URI of the auth server",
"bioValue": "Encrypted with session key and base64urlencoded biometric data",
"transactionId": "Unique transaction id",
"timestamp": "ISO format datetime with time zone",
"requestedScore": "Floating point number to represent the minimum required score for the capture",
"qualityScore": "Floating point number representing the score for the current capture"

¥

"hash": "sha256(sha256 hash in hex format of the previous data block + sha256 hash in hex format of the current data

block before encryption)",

"sessionKey": "encrypted with MOSIP public key (dynamically selected based on the uri) and encoded session key
biometric",
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"thumbprint": "SHA256 representation of thumbprint of the certificate that was used for encryption of session key. All
texts to be treated as uppercase without any spaces or hyphens",

"error": {
"errorCode": "101",
"errorInfo": "Invalid JSON Value"

"specVersion" : "MDS spec version",
"data": {
"digitalld": "Digital Id as described in this document",
"deviceCode": "A unique code given by MOSIP after successful registration",
"deviceServiceVersion": "MDS version",
"bioType": "Finger",
"bioSubType": "Left IndexFinger",
"purpose": "Auth or Registration",
"env": "target environment",
"domainUri": "uri of the auth server",
"bioValue": "encrypted with session key and base64urlencoded biometric data",
"transactionId": "unique transaction id",
"timestamp": "ISO Format date time with timezone",
"requestedScore": "Floating point number to represent the minimum required score for the capture",

"qualityScore": "Floating point humber representing the score for the current capture"

3

"hash": "sha256(sha256 hash in hex format of the previous data block + sha256 hash in hex format of the current data
block before encryption)",

"sessionKey": "encrypted with MOSIP public key and encoded session key biometric",

"thumbprint": "SHA256 representation of thumbprint of the certificate that was used for encryption of session key. All
texts to be treated as uppercase without any spaces or hyphens",

"error": {
"errorCode": "101",
"errorInfo": "Invalid JSON Value"

6.3.4 FrIFvLARIATHBEINSE

J\GA—=H— Bz
specVersion L AR ZDAE R (AEFENEMDSAERDN - 3>

data FT—AAT1IMNIISON Webh—4> (OWT) ELTXEENS,

F=A7OVI T N\A A+ —%FERLTERINDS

FTIHWIDDERE (C?IE55‘ SAHNID OWTHR) .

data.digitalld LOTNNAZADIZE. TZINIDETNAAF—%ERALTEZIND,
L1, L2T A ADIZBE. TZHIVIDIFFTMF—%ERALTE LGNS

data.deviceCode 1IEEZEHREICMOSIPIC&IDTIBEING—2NI—R
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JNSGA—=4—
data.deviceServiceV
ersion

data.bioType

data.bioSubType

data.purpose
data.env

data.domainUri

data.bioValue

data.transactionId

data.timestamp

B
MDS®/{—

—->3>
SFEENBME(L. "Finger". "Iris". Ffz(d "Face"
FBDIZE : ["Left IndexFinger", "Left MiddleFinger", "Left RingFinger",
"Left LittleFinger", "Left Thumb", "Right IndexFinger", "Right
MiddleFinger", "Right RingFinger", "Right LittleFinger", "Right Thumb",
"UNKNOWN"]
¥ 0HBE @ ["Left", "Right", "UNKNOWN"]
BADIZE : bioSubTypeiXU
MOSIPII>Z7LARDT /1 DB,
FFESINBMEE. "Auth”
A—-TyNRIR,
SFEEN3ME(E. "Staging". "Developer". "Pre-Production". #fz(& "Production”
SR —/{—DURIL, ‘
NZERLTEROTONAS - BAE. EEWREEEEIENTEE
RGBT —AE5 LRI (AES GCM) SETEES{LEN. base-64-URLTI>1—R
N3,
bioValueD3xI# 1825 =1L T(3. (biometrics.data.timestamp XOR transactoinId)
_T%éﬂ TEROREN16/\( Miaad(c. &&D12/)\1 MIV(salt) (Czybana,
SLOBMAICON T, AECONTORF XS SR
'J’JIZ NCXEEN—EDh>HY23>1D
EAREREET )\ R ARFFENTBFA
JERC ¢ T/ A XATIEVWVESRIMRIFEN 3 LS. EAEREET /N1 A(d. 202 EIRY —
IN—=HSTEHIMN (SXEEN 25X ERIHAT 2 ENBATFEND

data.requestedScore FvSFvICHBRE/NZAIT7ER S ZE/ N =

data.qualityScore

hash

WIEOFv I FrDAAT7 %R T IZEV N E

B4 ERICIREDT -7 0y D16 T> 01— ROSHA256/ \v 1L iGNz, YII A~
AT Z17hDpreviousHash BEMBEFIZERIOT -5 0vID) \v>1IREDE (FNE
NOE—T-4570v)0F1—>(fER)
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JUSA—=H— kA
ty23>+— (bioValueDBESLILEAT D) (FMOSIPAREEAEZZERALT
sessionKey RSA/ECB/OAEPWITHSHA-256ANDMGF1PADDING7)L )X ATEES{LEN. 20#&

base64-URLI>I—R&EN3

thumborint Y3 3> —DREE(bICERUEFBRZEOY AT MOSHA256 K18,
P FRTOTEZMNIZR—ZBU. I TVBUTAXZELTRONS

error ARRFIXIID [I5— V3 ACERINDIS—
error.errorCode [IZ5—J—RIEVIIICERINIIZETIS-I—R
error.errorinfo  IS5—M&A, IV RI—5—(CRRUTHBLL, BEEZAYR—

FT=AATZ1I MEARIIWTIER TIRIEEN D, UIEHD T T—AATSTIMILTF OLI(EHD

"data" : "baseb4urlencode(header).base64urlencode(payload).base64urlencode(signature)

payload - is defined as the entire byte array of data block.

6.3.5 Windows/Linux
MOSIPT /N1 AN B OEFRELBEIRDFT v T FvEVITIANS 27U -3t BiR—haniei— NEERIICHTTP
DITIANEXIETBETEYSTED
HTTPUJIAM:
CAPTURE [http://127.0.0.1: <device_service_port>/capture](http://127.0.0.1/capture)

HOST: 127.0.0.1: <apps port>
EXT: <app name>

HTTPLAR>A:

HTTP/1.1 200 OK

CACHE-CONTROL:no-store
LOCATION:[http://127.0.0.1](http://127.0.0.1): <device_service_port>
Content-Length: length in bytes of the body

Content-Type: application/json

Connection: Closed

EEBDIHEER10—-RFISONTHD, AXD—EBTHD

6.3.6 Android

AndroidT/\A XA EOIRTOTINAR(IA>F> b "appid.capture" ZUvA> 3%, CDA>T> KT,
FTIARFZNENDIATTI(INA T ENTZISONL AR A TIEE I B ENERFEINS

6.3.7 iOS
I0OST /AR EDIRTOT A RFUATF OURLRF—AILISET S

APPIDCAPTURE://<call-back-app-url>?ext=<caller app name>&type=<type as defined in mosip device request>

MOSIP#HLT )\ 2DY —ER T TINFTEDS 3854 URLTH—-EZNTI5 EH'%, HBFH—-EX (L. base64I>I—R
SNEISONEF—F—HDURLIFA—5—EUTcall-back-app-urlz2 AL TR LTI E RSB IFNIE
IRB7R0)
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6.4 7)\AZXAXN)—L (Device Stream)

FIARE AN =LF 7o RN ZBWNTTATBIBIA N — AZIX(ET . EARTELIBEHREINE I 2ENIREN DI HS
(C1%31 D0 AN—ADAPLIEFFIRIZE TOHMERATERLITEFR T DL
EHRES1-IEEREOSHZTINAZADHMMERT 3. COAPIE. BEIN "Registration" OEEFET /(A ADMHFER
Rend

6.4.1 T)I\AZZAN=L-UIIAK

{

"deviceld": "Internal 1d",

"deviceSubld": "Specific device sub Id",
"timeout": "Timeout for stream"

b

6.4.2 TINAZAZAN=L-UJIZNTHBINDME
JNSA—4— %88
deviceld FINAZY —EZRNDOEFBROAEARTREET /1 2 24FE T DNEFID

HEENBMEE. 1. 2, 3,
7/ HAZHTIDEERL T, EAIEROF v TFrBAHC A AF v — RO EDES 1)l

EEEI B, ‘

deviceSubId 7) S‘fZﬁjID(I\ BEICITHBRED, YT NNAZNTERRNC1DIDNEIEMT DS TIViaA
STYIXTHB.
BR/IEOSE. EF/MIEL. AF/MTE2., FI82AR/MT#(E3.
BEODTN\AZAGTIDAARBARISE. T/\A AU TJIDIF0CRTET B (0FFEMAERE
([C(HBAANT])
COBFRINEICAN— A ZH T I3 2 KN0ER-,

timeout TNEATSADINSA—EF—THD. TIAINTHEFSD THD.

timeoutlFIARTIVHTEREIND

103



2.6 NMAANIDZ

2.6.3 MDS {t#& (23/36)

6.4.3 TIAZAZAN—L-LARYZ

M-JPEGZERURL3ITIL—L/FU EDREDSA TENEAN)— A

TVE1—-(F@EBY—F T I AN —F2I%BI3E, TLE1—- (31— —-BEADIST— Xyt —SFRR(CHER
N3, INTOIT— AV —2FO0-HFAXSNTWBTE

6.4.4 TINAZZAN)—AICBIFBIS—LARIZ

{
"error": {
"errorCode": "202",

"errorInfo": "No Device Connected."

)
¥
6.4.5 Windows/Linux
MOSIPF/\{ ADEMIEHRZVITIANS 27 )7 —23>(3, BRk— henfeh— MEFEICHTTPUIIAMEXIET 2L
THSTE?
HTTPUOIAM:

STREAM http://127.0.0.1:<device_service_port>/stream

HOST: 127.0.0.1: <apps port>
EXT: <app name>
HTTPLARYR: DL —LAOHTTPFvIINRREN S, RIK3TL— L/
6.4.6 Android
AN =2 (FHR— &
6.4.7 i0S
AN == (FHR— &g

6.5 E&FFvIFv (Registration Capture)

BERISA TN TV —232357 )\ A 2% T3, TINA AR SN 5L, T/\1 RIBFRAPITTINA ZADAT—HFAN
BEEN3, ERiE, E8RI51 7> MRECAPTURE APIERIET L. IEEEU TERBOEMRRILT —IhT >4
E2EIEBSEERTIRMEEIN S, 7/ BT T v TFrAPINFU SN EEE. AN - AT —LEBHILT
(ISR TS ALEERZISOFEK TIXIET D

requestedScore (£1~1000&HE THrd. UIth T, I8h4ASHoImEE . £EPOFIEIN T TFrUE L MEE
HRRENZ TI\A R EF TFvEF, UIIARSNIEAD7(SH/IERWVBETHOTE, BICERARRCEIEERIL—-ALL—b
TiXET?

BHRED1-IEEBREOSHZT A ANAPIZEH TS, AAPI(E, sREEEFIRMEDHZT /A ATEHR—~ N2
e

6.5.1 EFFrIFrUIIZN

"env": "Target environment",

"purpose": "Auth or Registration",
"specVersion": "Expected MDS spec version",
"timeout": "Timeout for registration capture",

"captureTime": "Time of capture request in ISO format including timezone",
"transactionId": "Transaction Id for the current capture",
"bio": [
{
"type": "Type of the biometric data",

104


https://en.wikipedia.org/wiki/Motion_JPEG

2.6 N1AXRNY

S

2.6.3 MDS {t#k (24/36)

"count": "Finger/Iris count, in case of face max is set to 1",

"bioSubType": ["

"exception": ["Fi

"requestedScore":

Array of subtypes"], //Optional
nger or Iris to be excluded"],
"Expected quality score that should match to complete a successful capture.",

"deviceld": "Internal Id",

"deviceSubId":
"previousHash":

b

]I
customOpts: {
//max of 50 key value pair. This is so that vendor specific parameters can be sent if necessary. The values cannot be
hard coded and have to be configured by the apps server and should be modifiable upon need by the applications. Vendors
are free to include additional parameters and fine-tuning parameters. None of these values should go undocumented by the

vendor. No sensitive

b
b

"Specific device Id",

"Hash of the previous block"

data should be available in the customOpts.

6.5.2 BFrIFrUIIRNTHEENSE

NSA=5—

env

purpose
specVersion

timeout

captureTime

transactionId

bio.type

bio.count

bio.bioSubType

bio.exception

A

H-TyMNRIZ,

FEEN3ME(E. "Staging". "Developer". "Pre-Production". &fz(& "Production”
MOSIPIISZFTAADT /A ZDET.

T/ A ZNEFSINTORBWEE, ZZTHD,

FASINAMEE. "Auth" F2(E "Registration”

AR EN2AMDSHRON -3

Fr I FrECTICT TN T DR AR, ‘
API(ZtimeoutE¥ TICERAIL — ATHRETIRI CENERFIND,
timeoutlZINRTIUTEREIND

FrIFvUIBRRIEIA LY - AFTEISORZR TERRLIZED,

REBIJUI IR NERIE S 27 U —23> CUICERTESND

NS> 3>0—FRID,

CNEFY—-ERZIRMHTZ7 VT 23> AOREBID THD.
ul..\nIEL.&(t.EB%ID%’{EﬁHjéLto

UTeho T BREIHRIC RS U2 RIS TE. COBESEF—RBTHD

FAEEINBME(L. "Finger", "Iris", £/z(d "Face"

IBEUAIM T TUNEEN DA AREET — D,

T}?}_’f X’i’fﬁniﬂj\ COBEBNTNA AN v TFr I 2EARREEIBTIRDIA TICEH>TWVR L=
=1\ 5(._

BHARGRELIBHRYA TDbioSubTyped 5!

B DIBE | ["Left IndexFinger", "Left MiddleFinger", "Left RingFinger", "Left
LittleFinger", "Left Thumb", "Right IndexFinger", "Right MiddleFinger", "Right
RingFinger", "Right LittleFinger", "Right Thumb", "UNKNOWN"]

TE0ZE @ ["Left", "Right", "UNKNOWN"]

BADIZE : bioSubTypeidL

TNEATZ I DIN5A——THB

ZNUFECHITHD . IRTOFIININ—THTN TS,

ERSRSERF(CHISNRE UGS, LEROBISEELRRICHIED.,

B DIZE | ["Left IndexFinger", "Left MiddleFinger", "Left RingFinger", "Left
LittleFinger", "Left Thumb", "Right IndexFinger", "Right MiddleFinger", "Right
RlngFlnger" "Right LittleFinger", "Right Thumb"]

I 0mE | ["Left", "Right"]
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NSA=5— s EA

Plo-requeste s REAIFISELIS, £/ A CBIRNEBNICHrIFran3

bio.deviceld F/\4/ XY —-EXARDEIROEARTRIET )\ AEHFTE S ZAHBEPID

FEINBMER. 1, 2, F(E3.
FINAZYTIDZERL T ERIEROFr T FrEHCE AT F—ADIFEDES 1-)V2E%
£33,
bio.deviceSu F/N\AZAHTIDIE. EICITWRED. HIFTN\A AN TEBIERCLIDIDIEITIEINT B3> TIVBA>Tv)
bId ATHDo
B/ ORE . EF/HRE1. BF/AIRE2. FHE2A/ITFIL3,
#%E??)K‘*(XﬂjIDb“Z:EEEi%é\ F)\AZYTIDEO0ICERTET 2L (OHEMA HEB(C(LER
5]
HEIDOFvTFv TldpreviousHash(FZEDOUTF-8XXFFHID/ \W1TH 3.
bio.previous 2[BIBE O+ FrLUFERIEIOERDIAHD/ \v21 (16#T>I-RLT) NANELTERZNS,
Hash NZBRALT. BT ZFCIRTOF TFrAFI—AbEN., IRNTOEDIAHNEU NS> Y
3> CRURFREIFICRETDLICROTLD
WE(GU TF—ERTOXEIBATESRLD. TN AR —DNBIID/SX—F—-DiX (EEFHE
I3 ENHD.
E%Z/\—RI-T1>JUTRBSRV B 7Y —N—(CdoTEREL. BBIELTIIVT—23>T
customOpts ZEEIZ2ENDD.
R —=(FNGA=F—ZBINL TITOCRZHMEREEL TN,
NIA—(FINBDEZ1DEKEST RFIXIMET B,
customOpts(cldtzET —FZERLRVCE

6.5.3 BEfFFvIFrL AR

{
"biometrics": [

{

"specVersion": "MDS Spec version",
"data": {
"digitalIld": "Digital id of the device as per the Digital Id definition..",

106



2.6 NMAANIDZ

2.6.3 MDS {14k (26/36)

"bioType": "Biometric type",

"deviceCode": "A unique code given by MOSIP after successful registration",
"deviceServiceVersion": "MDS version",

"bioSubType": "Left IndexFinger",

"purpose": "Auth or Registration",

"env": "Target environment",

"bioValue": "base64urlencoded biometrics (ISO format)",

"transactionld": "Unique transaction id sent in request",

"timestamp": "2019-02-15T10:01:57.086+05:30",

"requestedScore": "Floating point number to represent the minimum required score for the capture. This ranges from
0-100.",

"qualityScore": "Floating point humber representing the score for the current capture. This ranges from 0-100."

by

n

ash": "sha256(sha256 hash in hex format of the previous data block + sha256 hash in hex format of the current data
block)",

"error": {
"errorCode": "101",
"errorInfo": "Invalid JSON Value Type For Discovery.. ex: {type: 'Biometric Device' or 'Finger' or 'Face' or 'Iris' } "

"specVersion" : "MDS Spec version",
"data": {
"deviceCode": "A unique code given by MOSIP after successful registration",

"bioType" : "Finger",

"digitalIld": "Digital id of the device as per the Digital Id definition.",

"deviceServiceVersion": "MDS version",

"bioSubType": "Left MiddleFinger",

"purpose": "Auth or Registration",

"env": "Target environment",

"bioValue": "base64urlencoded extracted biometric (ISO format)",

"transactionld": "Unique transaction id sent in request",

"timestamp": "2019-02-15T710:01:57.086+05:30",

"requestedScore": "Floating point number to represent the minimum required score for the capture. This ranges from
0-100",

"qualityScore": "Floating point number representing the score for the current capture. This ranges from 0-100"

}I

"hash": "sha256(sha256 hash in hex format of the previous data block + sha256 hash in hex format of the current data
block before encryption)",

"error": {
"errorCode": "101",
"errorInfo": "Invalid JSON Value Type For Discovery.. ex: {type: 'Biometric Device' or 'Finger' or 'Face' or 'Iris' }"
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6.5.4 ERFYITFrL AR ATHEEINSME

NTA=H—
specVersion

data

data.bioType

data.digitalld

data.bioSubType

data.deviceService
Version

data.env

data.purpose

data.bioValue
data.transactionId

data.timestamp

& A

VAR AD4E RSN IEMDSHARON -3

F=AATSTINIISON Webh=4> (JWT) (L TEEEINS.

F=ATOVIET NAZAF—%2ERAL TBEIND

SFESEN3ME(E. "Finger". "Iris", £fz(3 "Face"
FTANIDOERLRSTSHIID QWTHR) .

LOF /A RDIZE . TANIDIET /A A+ —2FEAL TEELENS,

L1, L2ZT\AADIZE. TZAIIDIFFTMF—Z2EALTEZENS

B DIZE : ["Left IndexFinger", "Left MiddleFinger", "Left RingFinger",
"Left LittleFinger", "Left Thumb", "Right IndexFinger", "Right MiddleFinger",
"Right RingFinger", "Right LittleFinger", "Right Thumb", "UNKNOWN"]
ITEOES : ["Left", "Right", "UNKNOWN"]

EADIZE : bioSubTypeiiL

MDSD/\—->3>

A—TyNRIR,

SFEEN3ME(d. "Staging". "Developer". "Pre-Production”. #/z(& "Production”
MOSIPIISXTARDT /A XDOE/,

SFEEN3ME(E. "Auth" £z(& "Registration”
Base64-URL-encodedFZROEAIFHR (ISOAZK)
DIIZRCTEEEN—RONYI23VID

HAREREET )\ RICARFFEN B

7ERC ¢ T/ A ATIEVVBSZIMREFENZ LD EAEREET /1 R (E. 2O EIRY —
N=DSTERRMSXESN 20X L EIRAT 2 ENHBIFENS
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JNGA—=4— Bl
data.requestedScore FvIFvI(CBRER/NAAT7Z2RTIZEN =R
data.qualityScore  IRIEQFYTFrOAAT7%RTIZEN i E
ES{LRIRTEDT -7 0v D 163ET > 01— ROSHA256/ \wS 1 b@kEansz, UIIRA~

hash AT> 1 hDpreviousHash BHEEOEZREFIOT -5T0vI0)\Ww 1B HDME (ZNE
NOE—FT-470vIDF1—ICfER)

error ARFIAND [I5—= 133U ICEHREINDIT—

error.errorCode [I5—0-RITISVICERINZRLEIS-T-R

error.errorInfo I5-M5H, I RI-Y—-(CRRUTELL, EBEEEZTR—

6.5.5 Windows/Linux

MOSIPF/)\{ ADERIEHRZVITIANS 27 )7 —23>(F, Bik—henfeh— MEFEICHTTPUIIAMEXET 2L
THSTE%

HTTPUOIAM:

RCAPTURE http://127.0.0.1:<device_service_port>/capture

HOST: 127.0.0.1: <apps port>
EXT: <app name>
HTTPLARYR: HTTPL AR R
6.5.6 Android
BERRFrITFrEHR—hEnzn
6.5.7 i0S
BERRFrITFrEHR—hEnzn
7. TI\AZAG—=){—

TIARG=\=TlE T/ A X2 EIEF B D2DDHMERT /A AAPINFREN TS INBIE TNAZTT/NA5—
MMERSUTZEIRY -\ —TIEAINS. ARF1A MOREIOTI2 3> 2SRDIL

7.1 &%
MOSIPY —/\— (U T OF)\A ZBERAPIZIRE I B, COAPLIT/I\A ZTONA S - F 32D\ — N —DEIEY —
IN=TRIA MAMEENTWS
CODAPI(E. MOSIPH—/N—(C&HTTF/N\A2TON\(F—[mEF RSN S
N=33>: vi
7.1.1 FI\AZXEZEFIIIANURL
POST https://{base_url}/vl/masterdata/registereddevices
7.1.2 F)I\AZXEFIIIAS
{

"id": "io.mosip.deviceregister",
"request": {
"deviceData": {
"deviceld": "Unique Id to identify a biometric capture device",

"purpose": "Auth or Registration. Can not be empty.",
"devicelnfo": {
"deviceSubld": "An array of sub Ids that are available",
"certification": "certification level",
"digitalld": "Signed digital id of the device",
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"firmware": "Firmware version",
"deviceExpiry": "Device expiry date",
"timestamp": "ISO format datetime with timezone from device"

3

"foundationalTrustProviderld" : "Foundation trust provider Id, in case of LO this is empty"

b
e

"requesttime": "Current timestamp in ISO format from management server",
"version": "Registration server api version as defined above"

b

7.1.3 BRYIIANTHEINSIE

ISA—H—

deviceData

deviceData.deviceld

purpose

deviceData.devicelnfo

st BA

FIAROFT—IATSTINEIISON Webb—7> (JWT) (L TEEENS.
FINAZDT =3I 0vI(ET /N4 2T 0\ 15— EBREZERL (EELENS

T)\AZTONAH-MERL TS NI AZFETD. —BDT/\(XID,
FIARTONAF =T )N ESZINTOT /A AT—RICLTLSIEE. Ih
FSU7INESTELW

MOSIPIISXTARDT /N1 ZADOE/,

TIAZANEFEINTVRWMES, ZZTH D,

SFAEINBMEE. "Auth" £zl "Registration”

FINARIEHRATS 1 MIISON Webh—=4> (JWT) ELTIRIEENS,
FIARIBHRIOVIET )\ A 2R+ —%EAL TBREIND
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I\TA—=5— Bz
7 /A ZTHR=- &N TV TIDDOELF,
FEENBME. 1. 2, FLE3,
T /A A TIDZERL T ERIBFROFr T FrBIHCE I AF v — DS
ENEZ1-IEBMET D, = ‘
devicelnfo.deviceSubld T/ AZABTIDIE, BIC1TIRED, BI7/ A AN TERUNCI DI DIECEEINT
B3 INRA>TYIZXTHB.
B/ ORE, EF/HIRE 1, AF/ITRE2, FH524/1I%(33,
FEDT )\ A XS TIDIRBARIES. T/\AZXBTIDRFO0ICEREI 2L (0(di5
A DB (SEAARET)

TI\AADFERELAIL,

devicelnfo.certification BN BB, L0, L1, FEL2
S IDOERIHSTSINID.
devicelnfo.digitalld LOT XA ZADIBE. TIFIVIDIET A AF—ZERAL TERND.
15/ ZDIBE. FIH)LIDRFTME —% Bl (B2
devicelnfo.firmware FTIAZADT7—LAITT7DOIN—->3>
) ) . SHAC PO =E ) E R
devicelnfo.deviceExpiry F AR EC OB RGBS EBER S, BRBETEIR
UJIR MNYERSESNIBE 2 DIA LRI T,
devicelnfo.timestamp ?%fg) 7\3;)"%‘@%‘6(;\ DITIZANIZDAA LAF>ThB553 BIARICMOSIPICEIE TS
HENHD

)V W BYEURET TF—33> - NS . A — o
foundationalTrustProviderld Eé;j\lj)}?ﬂ;%%mgﬁgit/gé 3>+ h5AK-T0/ S -0ID

LOTN\A ADEEREF(F, 7 /\A AN TEKRINF—2ERLTERL. 2##ZEX5091> - MR TXEIT S
& BB T UE BEEY —/\-FEHRIFURLDICELL TRV AREICIT I SRS ZRITIHL

o TIURT-AREKPIWTEREL TGEEEND, UIhD T ITFOLI(CHS

"deviceData" : base64urlencode(header).base64urlencode(payload).base64urlencode(signature)

. RA0O-R(EdeviceDataRDATZ 1IN THB
o UDIZNIBIBY-N—-TT/)\A2T0/\1F-0iExERLTEZIND
7.1.4 FINARBEERL AR

"id": "io.mosip.deviceregister",
"version": "Registration server API version as defined above",
"responsetime": "ISO time format",
"response": {
"status": "Registration status",
"digitalld": "Digital id of the device a sent by the request”,
"deviceCode": "UUID RFC4122 Version 4 for the device issued by the mosip server",
"timestamp": "Timestamp in ISO format",
"env": "prod/development/stage"

3
"error": [
{
"errorCode": "Error code if registration fails. Remaining keys above are dropped in case of errors.",
"message": "Description of the error code"
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LZRS ZRARFIWTRZEL TEIEEN D, LIehD T SRIRHBLARS R AT OLICHS

"response" : base64urlencode(header).base64urlencode(payload).base64urlencode(signature)

7.2 TIAZERL AR ATHENSE

JCSA—5— SR
response LR 2T Oy AR EIWTHAR TE(EEN 3.
P MOSIPIC&LD. ZONABIBZIIAEAERALTELINS
TNEFT A ZADAT—HIATEH.
response.Stalls =g Tik. 274N "Registered” LLTEEINS

response.digitalld CNENIIZANTEEENEDERUTZAINIDTHS

ZNIEMOSIPY —/\—-TEFEICRITEINZT /A XD—RTH.
response.deviceCode ZN(IUUID RFC4122/\—->3> 42D
FTIAZANEFENDE. TN RICT /)M A= REEZTEURIFNEERS R
A 2SS g ST,
response. timestamp CE&ITS}C\); ;‘%‘;ﬁ%&hr BRIZIDAA LRI TTHD
T )\A W& TNy NRIR,
response.env SFEaEN3ME(d. "Staging". "Developer". "Pre-Production". Ffz(&
"Production”

LA RAET A RSRIESNDZE TINAREIZDARN —SHRICT NA ZRT— R B R(ARFITDTENELEFELL, T//
Z20—REFr T FriSICERENS

BHZIEEL T /(22 RUHE . Bkt TRICEEIBILETERN, T/ RAIHFEDOMOSIPTOEZDR
DICOIHERTES

7.3 SRR

MOSIPH—/\—(FU T OF N\ REFRAEBRAPIZ IR T 2. COAPLET )\ A TONAF - FL(F2D/ -~ —DEIR
Y—\=TRIM MAMEENTWS

N=33>: vi

7.3.1 TI\AAEERARBRVIIANURL

POST https://{base_url}/vl/masterdata/device/deregister
7.3.2 TI\AAERERRVIIA N

{
"id": "io.mosip.devicederegister",
"version": "de-registration server api version as defined above",
"request": {
"device": {

"deviceCode": "<device code>",
"env": "<environment>"
¥
b

"requesttime": "current timestamp in ISO format"

b
YIIZAMADT\A AT —HEIWTHEREL TEEEN D, UIeho T RAKMIRUIIAMILL T OLI(CHD

"request": {

"device" : "base64urlencode(header).base64urlencode(payload).base64urlencode(signature)"

b
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7.3.3 TINAREERARIRL R X

"id": "io.mosip.devicederegister",
"version": "de-registration server api version as defined above",
"responsetime": "iso time format",
"response": {
"status": "Success",

"deviceCode": "<device code>",

"env": "<environment>",

"timestamp": "timestamp in ISO format"
1
"error": [

{

"errorCode" : "<error code if de-registration fails>",
"message" : "<human readable description of the error code>"

LZRS ZRARFIWTRZREL TEIEEN D, LIEhD T RAEHIBLARDRFU T DOLICHD

"response"” : "base64urlencode(header).base64urlencode(payload).base64urlencode(signature)"

7.4 EEBAE
MOSIPH—/\—(ZA T OIS SFIAZEVEAPIZ IR T 5. COAPLET /A ZTONA Y —FI2(FZD/\— M —DETE
H—\-TRIM NJAMEENTWS

7.4.1 BESIEAZEEUSUIIANURL
POST https://{base_url}/vl/masterdata/device/encryptioncertficates

N—=>3>: vi1
7.4.2 BESIEBAEEUSVIIA S

{

"id": "io.mosip.auth.country.certificate",
"version": "certificate server api version as defined above",
"request": {
"data": {
"env": "target environment",
"domainUri": "uri of the auth server"

3

"requesttime": "current timestamp in ISO format"

b

UITIZAMNIIWTREREL TEEEN D, UIeho T SRABIRUIIANIA T OLI(CHD

"request": {

"data": "baseb4urlencode(header).base64urlencode(payload).base64urlencode(signature)"

b
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7.4.3 BESEIEASHUSYIIRANCEFEINSIE

env - Allowed values are Staging| Developer| Pre-Production | Production

domainUri - unique uri per auth providers. This can be used to federate across multiple providers or countries or unions.

7.4.4 BESIERAZEL AR R

"id": "io.mosip.auth.country.certificate",

"version": "certificate server api version as defined above",
"responsetime": "iso time format",

"response": [

{

"certificate": "base64encoded certificate as x509 V3 format"

LR ZEAREIIWTHEREL TGEIEEND, UTth D T RAEBIRBLARD ZFATOLI(C3D

"response" : "base64urlencode(header).base64urlencode(payload).base64urlencode(signature)"

8. BEY-N-BLUEEIF(7>b
8.1 BEY—-/\-DtgeLHE/EA
BEY-/N\-CEUTOBENNDD
1. F)\ARZAREEL TSI 2T /\A ZTONAF - EIEUIAEIET NA A TH B2 MRS Do TNIET /N1 RIBHRE
I7>T =237 FIAN-EZ1- VO REZEAL TEMENS
2. MOSIPT/\ARY—/\—(HEIET)\1 22 EFET D
3. %::/ RFNAREYS -\ TR ZEIR/FREAT S, FHIT RS, T/ A A TEHFEENBEHEENIFLI D&
®
4. IDVRFNAZREFIIATFOLSRIVY REFRITTED
1. F)AROEHEMEER (T4 2+-)
ERTTAROASTFIR B YR—~ 7yTIL—ReiT51esd D7) \1 RIEHRINE
FIAZRTONA I - OEERFHT )\ A ZOFLEIURS N THS
HSM FIPS 140-2LN)L3ZERL THERESNIROZ 2RI —2, INSOF—(FEFEFDT /(1R
SEBAZE OFEITICERENS.
EIEY—/)(—(F, MOSIPYIhIIT7DAMEBDT/)\A ZATONA H = (L& TR SN, RARENS, MDSE
EIEY—/(-OROBETONIVEENZTNOT /(A XTONA - TREL TV, ZOLIBDBIES
L EROIEETNAEEFROHFIR I DL, COY—/N—(ChI2YI2aVIBIRGEELRVCE
5. B=N=DBI54 7> T )\ 1 RICEFH % TYS 19 2HREE T I DL

S

8.2 BEIS(T7>h

BIEIS(T7ONE T/ A RZENTNOEEY - N\ (&R T 215 T1-ATHd. BTG —/N-E2DI514T7> D
BD@EEF. RT—IEUF1. BB, NTA—YDR, CF1VT1ZmRADLIET TN ER THD. BIEY /-
(CECICEEH T DIDESBICEADIERERENNTE DN, ZOABCHINST BEARNB 1T OBH(EHITEIC
L THLcE
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. ZEOTI\A 22 IDEGIRBICIDIRSD . T/ A ACEEEY — /- (CEBN (BRI DHEEN DD

EFUL

. B N-PERMEITIINTOBEEE T ORI (RS

1. IRTOBEREBENZINTVILATTSINES éﬂ%

2. B—N-ETCOIRTOEEE. FERINAHEES (HTTPS - TLS1.2/1.3(F&REN
PZIVTUZ LD DEH(TERURFNERSRR) THE ﬂ:én%

3. IRTOVIIZAMNIRFS TR FrANCURFE TRRSNIZISOIERDIA ARI>TMIEEN3
4. POEDTZIINTOBEICIBIEDIDEL TERMIETSINIDZEMEIDIL

5. BEERCET/\ARZHEFTEL. AREEI BIHDIEITHIRTTENHDSENEFELL

6. BIRISATONITIT -TOR-TLA-EFTNTT /A RZARETERE

7. F-O0-FT-332@FIRTH-N-h5NHF5L

8. IEULLEBIEY—-/(-UEHRINTVIHEINZIRE T HEREZB I DL

9

Z—%g'@?\éj/jl/_ REFAREERIRETRINEIRE T I314T7 > NIYITRIITD7YT T L — REAREES DHHE
aC

10. YINIIT DAL TL—REIRTHFIENRBVTE

11. %@Eﬂ%ﬁ’l‘ﬁ%&&#ﬂ"ﬁ?é BRICIIAPIZEH LRV L, BIRY -\~ (CEFrTFrIIIRNENAT D
REFRRVCE

12, AFREET —9O0JIREFZEIEEN S (BES{ETA— Yy NSERESETA— Yy bOVINEZELL)

9. I>TF47>R

L2EBBEET AR/ L2TF AR — T/\AZADEREY —> O THESLERITTE REXMTURREZ A I HLa05EeNTe
TINAZ L1ZBEETNAR/ LIFINAR — T )\ RDEFRY —> DR TR S THES L2 RITTERERTEINSC
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A=~ NEBIF11
- JA=YMIALT ISO/IEC JTC 1 SC 37-\A4AXNHIZ@ENFOASIS)\ A FVUT =~ 0wz a#R F
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https://github.com/mosip/commons/tree/master/kernel/kernel-cbeffutil-api
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2019-06-27T1.
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</Minor>

Minor>:

€>2019-06-27T13:40:06.2117</CreationDate>
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