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2.2.2 & DHS TICT Supply Chain Risk Management (SCRM) Task Force

(1)ICTSCRM &2 RY 7+ —ADiRE

2018 48 10 A 30 A, XEE+TZLEEE (DHS) XA N\—HTIF3F=—r - YR
EH (C-SCRM) FuZ 7 AD—&E LT, FH@EEHN ICT) ¥7I74F=—>DY R
R B D DMK EICET 2ER/S— s F—3 v 7 THS ICT Supply Chain Risk
Management Task Force (ICT SCRM # X7 7 4 —R) ZaxiE L7z,

BAY T3 —=AI, ICT YT FTAF == ZNEL D DV A7 OMe5atk2 8 E L. 75
AFz—r2fE L TEX2 VT 02T HILERHHE LTINS,

HHHREICBTAZY T I Fo—rotXa ) 7T o HERICAT B HHED T Y, 2018
4 SECURE Technology Act (Z%5-5 Z 5% & X #17= FASC (Federal Acquisition Security Council)
L L, FASC OHEEICH R RIFROBESLIEEZITo TV D,

2018/10/30 2018/12/21 2019/5/15 2019/9/18

ICT SCRM52%  SECURE Technology ICTHIS5{FI-RM PRI ®(interim
JA—-28aI ActDBEZ (LRSS AMEAD report) DA%«
| | (#1387|3)me%
7 U N\ N
2018/11/16 2020/3/20
DHSHETFIZCISA Secure and Trusted
tive Communications

Networks Act of
2019MBEIL

2-2 ICT Supply Chain Risk Management # X9 7+ —AMiRE

<BE>

SECURE Technology Act : 754 Fx—2Dbx 2T 4 BEREERTHZL2ED
& L7=iE#E T, IEXXA R Strengthening and Enhancing Cyber-capabilities by Utilizing Risk
Exposure Technology Act, £ #E TIZ ERe/ TRelZ#&H &7z, Public-Private Cybersecurity
Cooperation Act, Hack the Department of Homeland Security Act of 2018, 3 J U Federal
Acquisition Supply Chain Security Act of 2018 DNEZHFHTZL DT, 774 Fx— 2
THEBELELTUEL, Y74 F=2— VR 2T HEES v ADOREEZIT O
FASC(Federal Acquisition Security Council) DX N HE S T35, FASC DRI OMB
BED, ZDIEH>, DHS/CISA, ODNI, DoD/NSA, DoJ/FBL DoC/NIST 23 & £ 5,

Secure and Trusted Communications Networks Act of 2019 : EFZ2EE D) 27 %2 4
75T ICT 8% « V—EARKERY NT—ZIZRBATEHZ 2T 52 L 2HROE L
7o, EHWBEZRESFCON YR - —E XD Y X FEEK « ABA L. FCC O
By ool &% T H1BE 7 a8 A Fik, YR A REL CORWVWMERTHRET %
ERH 5, HFRIEEOHMEAIIOVTIE, NTIA(EZEXBEHEFREERT, BEEART))»
LICTHEDOT oL FBIOYFF5AVITH LT, 3T I F=—2 Y R7ICET 51
WMEXAETHZLENRHESNTEY, ZOHEIZOWT, DHS OIEEHICT SCRM # 27 7
F—ADTEE) L ARERFA TH T2 Z L BBRESNTNS,
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(2)ICT SCRM 2 R 74 —ADE/EAE - #ErHAEE

ICTSCRM # A7 74 —RZXICT T IF7A4 Fz—> DX a2 VT 48{bDT=dHDY X7
EHEBKOBELHELZENE L, 420U —F 0 77 V—F(WG)ERIE L. 4 Z2EHE
FHEEL TV,

B RY 7 F—RIZiE, 40 BEORMAZE L 20 REOBAFHEREIC X > THEKREIh 5,

« $T5MFI-YUAVERBROIBICAN EREERETD

- ICTHIS4Y. ICTHESLVICTY —EAORBMEFEICBITIT DAL BERNETS
- HREIAMNIBERALESSURESHEREIILHOMMBEEERNETS

+ OEMPIEMRBFENSOICTBAZRR I SLHOBERRERITS

EE{R- MFEH BUHaBa
ICTHER- Y —EARDY R = Eggfmo
-+ Accenture « HP + AT&T - 14»4:-&(035)
+ Charter Communications + IBM * Centurylink - MIBRSEEE(DHS, CISA)
+  Cisco Systems « Intel + Charter Communications . @ :tmn'i(ousﬁ Office of
+  CyberRx + Interos Solutions g;‘ca.ri the Chief Procurement Officer)
« Cyxtera = Microsoft -l P - EtESEEE(DHS, Office of
+ Dell +  Palo Alto Networks . NTT the Chief Information Officer)
: [FireEye : Samsung . )
«  General Dynamics -« Synopsys +  Ilconectiv - BAFSE(USDT)
Information Technology ~ + Threatsketch Pioneer - EFBISES(FBI)
e - EHEESAR(FC0)
USTelecom . ﬁgggggsl SAI s)l)
Verizon . EEREEREANGA
. BREERREIRT(NTIA)
MAEGE - ERENEF(0CC)
«  The Software Alliance(BSA) + IT-ISAC « NCTA « EFHRHERS(NRC)
- CTIA « Information Technology Industry Council = NTCA +  EXEREEE(0DNI)
+  Cybersecurity Coalition +  National Association of Broadcasters - TIA +  HRHREE(SSA)

2-3 ICT Supply Chain Risk Management # 249 74+ —XADE T EAE - R 404

QR)I—F2 T N—TEH

ICTSCRM # A7 7 4 —ATlZ, UTFD 450 —F L 77 N—F (WG) #3ib EiFT

W5,
*  WGI1 : Information Sharing
*  WG?2 : Threat Evaluation
*  WG3 : Qualified Bidder Lists & Qualified Manufacturer Lists (QBL/QML)
* WG4 : Policy Recommendation to Initiatives Purchase of ICT from OEM or Authorized
Reseller

& WG OEER 2-7, KR ESBEOTH S 2FE 2-8 17T,
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+®& 27 ICTSCRMA2RY 74 —RX 420D WGHIE
WG3: wlen
WGH - We2: Qualified Bidder Lists sie
No. =l - Py R_t_ac:_)mmendahon to
Information Sharing Threat Evaluation Qualified Manufacturer Imtllgg'vfﬁgslgéhx of
: Lists (QBL/QML) Authorizod Rosolior
WG D Y754 F=— 8
g |BECHZ747 |EEEo7nexy | TEEZZcLof | OIM SR
z—y VA8 | EMEREIS, | SRR OBLBE | ToCROMAER
£V BRIk (V A7 G Tix7ie W @Té&ﬁé’m
HTBHD3k S BHEEHMOZITH = 2 F & Faf TSN
TL—AU—T % LT, SCRM =¥ 55——ﬁ§; = _Lﬁmé éﬁ
BET 5. A7 0% K D IR ERE [T e
ﬁﬁTé ) T5, ERAET B,
WG @ S PDEOREEN [ ICTH 54 F = |- QBLQMLIZED |+ EHTRWVERGEL
EAm A YT F— — R A X A% ICT B5s — hNTHBIENS
VR Z8BWT 5 2 VT A BT ERETHZHD Bk
ETCRLMERD U 13w h, Zat A, ReXa2V T4
B, - BEFEOY RA7ER | - QBL/IQML IZ&® BREEND D
C EOEHRICH LT TT0T 4 AXE BHRE ICT Kde D
TIRATEDH FWRTRED>, Bkt 1T 5, - BN ICT
ER7 +—7 Ak 2, ERRL7=%&® | - QBL/ ML DFE $ih - —E XX
BFET 50, FE T 2 R, fﬁﬁ% =<} BEEEICLDL
T EATESRS Y TIAFe— INRNHEBEEZD
ERT +—TF AN YR EHRIZED 6\7)) :
TELRWVEA, £ 5 IS RTRE - EDXH R
EoXHREHERL [ A A, BIES
REBENTETET D Ni-HiRES
h% WZIRET DT
7 —F &
2 TWBH D,
e C EDXOIRBRENE | - YT, | - BUFRZEICRITS | - 28V —2 v
i R, T4 F fh, P—ERADE QBL/QML DOF| w 7 OB fERE R
=— ) R B | AT e 3 B RinzEEL, & DOHWFEITI .
EEE, MISE T=HD—#ED T 1 Bzl cEok | - Ep5%, EELA
IMEIEEL 5 50 % TR & EEE R HZHHL LTV DB D A% OEM %
g+ 5, T3, NERERT 5, TR ERIRES
- fERRL7=7m+ A | - QBL/IQML %% WZRETHT I
LREEIZESE, E - IERT 5D —FEZW->TN5S
Y TIAF = OB RBREIC ERORR NS
YR7 ZFHd5 BLHOFIAEFHFE TT 4 AERFET
BE_R—ADT T35, %,
— AT — U EFEST | - WG2 THEEEESH - BON-RERIC
+ 5, T BT R & ST, BEFEOR
ERL, VXK MEDEAEZID
E2O-DOERE 7=Hiz, EFEO
BET D, ERZB5,
- SCRM DFEAfEEHE
ZEENCIER LT
V% QBL/QML
A— R — R B
E - BT 5,
AT : 7 ICT SCRM Task Force: Interim Report

https://www.cisa.gov/sites/default/files/publications/ICT%20Supply%20Chain%20Risk%20Management%20Task%
20Force%20Interim%20Report%20%28FINAL%29 508.pdf (2021 453 A 10 HEE) Ic£5%
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% 2-8 ICTSCRMARY 7+#—RX BWCODRRESEDOEMEAE
wes: wes:

No WG1: WG2: 2oL E;ldder 1o Recommendation to
Information Sharing Threat Evaluation Qualified Manufacturer Initiatives Purchase of

Lists (QBLIQML) ICT from OEM or

_ Authorized Reseller
14ERD |- ERBRELER | - V7741 ¥ICHFE | - QBL/IQML OHFE | - DFARS #HI,
Bk - ik T, £ O THEBIZON DERFIHIZOWN SAE AS6496,

P HHRFHFTRETH T, NIST SP 800- T, EMFEEZED ISO/IEC 20243 &
HH00D, FDNE 161" CEZESN TeREm ATV, DEEOREEZIC
HENFEEmLN e 3 Z{EH QBL/QML iEH D _3%, OEM %
TV, FEAR L. BREOREAIR WAREEARET ERRFEIEN LD
i CAFETER RELHE BRE HElbic, ICT W - —t
W, EERAESIC ST A-00 DL—Alr—RA% A DA ZIRRHT
T 7 EATERN BTS2 U L Bt L7z, HEERERS L
ZLEERBELRE, 7o - #A#%AS QBL/QML #2

VR EREETD | - BEIREBE ST FIEHTAEROX | - #351F, ¥R 7
L TR LMEOHE V4 EEATEER EELTUEHATE F+—AEEOPIT
#Hix, BEbLW, YR MEERL HHEREEEFE EZB4£T22—
b UL IXBEmE 7 L7 THREIN,

BT 7A=Y | - BEYVANE9D FASC {22 &h
L@ THB L DHT I VIZHE 7o
PRE LT, Lz,

- FRlZ, BEb LW
74 ¥ OiTihE
BRI BHAH=X
AIFETHHOD
D, ER)2RRED
by, ERLLT
PSR I E A 3t
T35 LICkERE
ﬁ?é:e%ﬁﬁ
L7z,

24EELL | - EREOEMLREE | - VT ik | - BUFREICBITS (FHESo#EHIZX

Ko BT AmMER | SEBGHEOFE | QBL/QML OFIA v, WG4 DER

ke THEMEEZRFE ., MEoY—v RzBEL, & HAgIZER S i
L, BET 7% — ANZHET BB BGE Bkt L TED L L L, A%k
BT A IEEIER @R 5, HZHHL LTV DB Bat &5 wTEetE
DIFHEIZDWTHEE |+ NIST SP 800-161 NEFERT 5, NESRAY =Y el
BLEo2—%1T e S T3 | - QBL/QML Z 4L THH#ETe & LT
Do VA EHT L— T 5, KT 5 %, )
LR EE LT —7 Z2i5H POYEr A FERKIZ | - SCRM (CB85-7 5
ML, ENMEE L. BEDY RY Mo BHEEO—H wEEIC, BEH
RRTHINEEE B2 TN AN )| DERZ /T S LFELREHAE
AITE, BERS 22 E TEHEETY %o BEHFET S,
EERERET FERET S, + SCRM DFFffi%i#E | - ICT RV RE
%, ZEUNIER LT @ SCRM 75 7

V% QBL/QML @ T4 AERAERT S
D— A — A E N =D DIEERN 2T
E - BT 5, VS L— N EEE
- WG2 CHESNh T 5,

7o B aH A %

HERAL, VA bD

WEEITI,

31 “Supply Chain Risk Management Practices for Federal Information Systems and Organizations”

¥2 ’EDOHF A FVIX “Procurement of Information and Communications Technology from Original Equipment

Manufacturers, their Authorized Channels, or other Trusted Supplier(s)”
HFT : 7 ICT SCRM Task Force: Interim Report”

https://www.cisa.gov/sites/default/files/publications/ICT%20Supply%20Chain%20Risk%20Management%20Task%

20Force%20Interim%20Report%20%28FINAL%29 508.pdf (2021 4E3 A 10 HREE) IcE & =FR A%

BT YERR
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20204- 4 H 23 H, CISAIZICT Y7 T4 F = —2 U A7 IZHT Hilikamb b Z L% H
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iR DT OIS N E T REFHE 6 AT v SEHLTBY, bR T v
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2797 1 ANBEIFEITD 2797 2 RFAVFTAELAVTSATIRE 2597 3 AVR—22 M EFHETS
BBOI5HNESINENVERET S =Y 3 PEIS)\—RIIT, YINIITESS
RS —EFIEEHEETS Y-CREEHEID

o DHOBARRBILHEEE (B—tF1UT1. - TFIUT BDM LSUDDABLURESE - BEEIIICTIUR-2VN (\-R917, VIk
IT. #PREHULT, S, 58, 74700 F3— BRI~ FIBESTB(E TS, Y17, Y—E2%E) DUZNEAERTB.
%) EHFEZ RERBCIOTBRINGTF-LE . NIST SP 800-161Z0EHELBARES. - EEEROEBEEICIT I INEIRTLR,
B8y 3, RETINEN BT NI AMEERE LR

.« IRTOREEN. ZORBILEEEOEFLUF( 327 NERIEET .

FIRCOVWTIIRER I TV EN DD,

25797 4 YISAFI=-EYTS5A(VE 25975 B=BEOTIIT75VAR%E 2797 6 FEREVE1I-TD
M3 sHMl9 3 HARSAATERBL, BTS5AF1—>0D
YISAF 12U, BETS BREHY TSP OE1T(% T5074 A EHER I BIHDIA A S—>
TAR—F ML SRR B EDLSIFHMT N ERETS ERTIERETTS
o BISAVERES 2. AIRETHNEZOYTF/7  « YTSAVHBEEMICBIRIIIAICENICHL  « SCRMIDYSA%LEI-IB5EEYIOIS 0%
OFEOY TS HIEIET 2, IBHOIRZELUTNBIE SCRMTTIS A ESBEERET D TNICIE, FEMNHEL
. BERIR-ZUMOYTS 0. BiER0S EHESU TV B LERER Y B, URTSIFAAH T BHT MV OEELSENS.
RADJREEIDBERERE, SATLBSLUT Y o BISAVPCBIBY T F1—> T 5071 A%l
ZIRIFI DY TS 7 etER I 3. FRHIAERI B FEEHELT S,

HiFT © 7 1ICT Supply Chain Risk Management Fact Sheet”
https://www.cisa.gov/sites/default/files/publications/factsheet_ict-scrm_508.pdf (2021 43 H 10 A %)
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6) i A EERE

FFZEBHFE R C DV TCIE, BN TR & 72> TR b 2D | K EES I~ DE A %
Wt 5, —HOREIL, IP GniEME) b L CREET LI X4 A5 L, £
DR HEHIET, £7-. LWL ATV 27 hOFREEE,R SEDH720, —fKOEH, P
@ oA b (VURY T AR IS, EERESHERY) (SR,

7) T Dith

a. IRMAERRDOERY LY

FRaAE T, MR O TS D IPA 1, FEHEHE T K DWFFERUER O IR HL70 & DEHELC
BbH

ARHFEEDORR IR D I FECHFIE R T — % OB AT DN TE, B FEEE N E
D[RRI DM E~ X P A MCBT 2 AT A KT 4 2 ) ROZEDR
MThd I ZFEREBICBIT DT —F~R VAL MIETLERTA KT 120D Z
EZFRIT 5, IPAREFEZIT> CEET LFE T —~ 2 oW TIE, BRT —~ XUIBH%T
— < EAER T DR B ISR B A TRERICKE L, MR ESITB W T, TR
FREICBE T DRSO R L O (LAF, TanfiE] ) OHIRE - HERFSE O T #RkEE DX
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A BB UT, MMHEO FMEFFEICBT DIREES R END K 5| IPADEE - RE%
112,

b. i HAE

AHFEAHET T HBEE 2025 4EHE L L, 24EIC 1, RE LEATH,

c. BT
AL, AR T RICRFERE T ).

d. IERAEFEOREL

P TE ECR R L, WFFERR JE OMER R B - MG A% 2 B & 2. LEITIE T THRE
PAZERTE (WHZERAZEE A . WFHIEBAFEWIM], PAZE BAR, FEMAHIE) 2 AEd,
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A B TSAFz—r - X2 )T ICETHIERNDES - BRFICET 55
&

4.1 REME

RS OEREINE LIS E 2. 0TS« DX T AT — X o ¥ — 0B EROr X«
U7 4 \ZBET B HfE R 21T - 7=,

A2 Y LI T7IZLBBEDRBR ULV DB T DERDENE., DD RIS
[CETHERITANEER

421 BEICBTARRNEG S O LD T THEREEE

1) #=

T AT =TNE, AV Ea—F VAT A EOT =2 EEEL L Ty R — YAl
TERVWEIICTANRREI LTI SNTZEBE R Y 7 =7, NI~y =7 O—
FECThHhHEERTDHIENTE D, VAT, HREVD DN DLETT—F & A

’#6 FREeN b WGE ., EFOT — X IXEHRICFIHTERVWEEITR >

. DO ANRTABR SN T A AREMER D D,

(2) s

BOIDT B A0 = 71, 1989 £ PCCyborg Tdh 5 & SN b, ZOWEL, = A X
RHEDY a7 « Koy 7EER, 90 HELL EOT A XfFFEHICTa v B —F 4 A7 2 Tk
AL, ZORIET o — Faflio TEADT A ZIEY A7 05t T 57w 7 F A
NEENTNAETRLTEITSEELOTH DL, Z0T7 YAy =7 HE L, TAIDS b
aA DA XX TPCHAR—7] EnbhlTnsd,

D%, 2000 FARETIE, TV AU TiE, RO TIE R0 o7z, D%, 2000 H1%
I RSA 720 (1024 & M) THf méﬂéﬁﬁm7xﬁAvm7#mﬁbtoE¢
AYIZ1X, TROJ,RANSOM.A (2006 %) 3, Archiveus (2006 4) . Gpcode (2006 4=) 473 &%
bbH, iz, 2011 FiZiE, ~A 70V 7 N IA B U RARFEEEMT D7 L0 = T HFE
A LT, i, FIRED, BEIERBHE OEWRDNL RN, EEEEGEZICER
ZLTLEVWEHREREMESZBESEDL LI DO ThH Tz, 2Dk, A DT Y

1 https://www nomoreransom.org/ja/ransomware-ga html & 7=, https://diqitalquardian.com/bloq/historv-
ransomware-attacks-biggest-and-worst-ransomware-attacks-all-time 12 X %,
2 Zo~wNTy T Ia s T AR, Zoa s T AL KAiEa ./l: 2 — X OFEJREZ 90 B ANT-721F CTild
@J L. 2> a2—XDEFRNA %fcﬁb‘b( EDFEFICTHHDT, v/ 7713189 RIADFTIWZERS
HAvE—TVEFRRL, EBICY T MU 2TOY—AEE LT378 KAVEERTLHLOTH-T,
3 https://www.sophos.com/en-us/threat-center/threat-analyses/viruses-and-spyware/Troj~Ransom-A/detailed-
analysis.aspx £7-. 3032 &IC7 7 A& —2>F D7 L T < [Troj/Ransom-A]
(https://gigazine net/news/20060501_tr0j_ransom_a/)
4 I a7 [Gpeode] THEBALSNTZT 7 A VO ITLIED A
(https://www.itmedia.co.jp/enterprise/articles/0806/18/news102 html)
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AT T PWAT LT, ZOFEZ, 0OS L BFT I v e T ay s 35447 LiEELd
HHD LT NS,

Bl ZIE, AV A =4O LAuE, 2015 4FEE (2015 4= 4 H7 5 2016 4 3 A,
UTRUE) IZBT LT a0 =7 OFEHFRIT, 2014 FREICHER LT, 17.7%HM L Tk
V. 2016 4EFEIT, 11. 4% L CW5, F7-, BHIHEBILD X AL T DT P L7 =T HA
BUCHIR L72 2 LD STV 5, #rEE O, HiTEFEL— R — R Th -7~
N, EO%, BELMSTZT o F 2T =T HHEL-BINLTnb, bol b, RfhOFAEIC
AR, 2017 FEICBWT T U AT = 71X, 30%I1F E v L7223, 2018 AR IZ B8V T,
TV AT =T OHWENFE, HRKLTND,

Q) HmBEFEN G INI-FH

TV Ay 27 TR EEZEE L O E LTI, WannaCry (2017) . NotPetya
(2017) 72 EDD D, TNLSMCAE TR HEELZEE L0 L LTI, BLFD LD
RHEIND D,

1) K E

SamSam 7 W AU = 7 FE (2018) X, FFRICT A U A OHIT HIRIRIC R L THEE A B
Uiz, BARMICIZ, 2018 3 HIZT AU D « T b T U A HD Y AT MTxE L CHIEE N 2 &
FL. HIROEELL 2 Y O AR DM RER R o 12T TR RNy 0 T v FF— 2 b kb
Nl W) FEfEZGIE R LTSS,

Ryuk (2020) X, 7 AV I ORGSR LT v 20 =27 ThDH, £12. KEDOES
(BT 4) bEFICH-TEY | ZHEOHREZIHLADRITNT R Gl ST
WaT7,

Robinhood (2019) %, dbko 2 &, /—Aa 7AWV —r et A Y —F K
IMARNVTFETOERERIT VAT LEa v 7 L, ST A — A28 1k 37 L #hE
ENTVDE,

5 https://securelist.com/pc-ransomware-in-2014-2016/75145/

2016 1%, KSN Report: Ransomware in 2016-2017 (https://securelist.com/ksn-report-ransomware-in-2016-

2017/78824/)

2017 £ IZDWTiL, KSN Report:Ransomware and  malicious cryptominers  2016-2018
(https://securelist.com/ransomware-and-malicious-crypto-miners-in-2016-2018/86238/)

Z D%, 2019 FLURIZOWTERIHIC L 2 T o A0 = 7IZRP LIZAIT RS 72 5200, — ki b

DOELT ROIIEDA b=V —: TV LU= THEO FOF]  (Story of the year 2019: Cities under

ransomware siege)  (https://securelist.com/story-of-the-year-2019-cities-under-ransomware-siege/95456/)

6 SamSam ([Z DWW T DFEMIZR S E LT Y 7+ A [SamSam: 600 7 F/L (£ 6 {& 7000 5 ) i< D H4

EFRIZLeT Ao =7]  (https://www.sophos.com/ja-jp/press-office/press-releases/2018/08/samsam-the-

almost-6-million-ransomware.aspx) 23& %,

k> 1o Ay =T ZOFERELIS (Whatitis & What to Do About It) | 12X %,

8 ZoRHEE LCIE [HifED 7 4 57 =7 RobbinHood 237 A U 1 O AR % K|
(https:/iwww.acronis.com/ja-jp/blog/posts/xin-zhong-noransamuuearobbinhoodgaamerikanozi-zhi-ti-wogong-

ji) o Fo, BRIV A0 =7 TOEELHIE (Whatitis & Whatto Do About It) | IZBWTHEK

BRI TVWD,
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FENZEBWT, #ENE, Fo, B b0 L L THE ST DO E L LT,
UTFRHITF N5, NHS F: (2017) 1%, WannaCry (2 L - T, NHS ([EEAEE>—E R)
DEHD AL B a—FMEIEERERL Sz &0 ) F:TH 5, Reckitt Benckiser /4

(2017) %, NotPetya |2 &k - T, REDRIESHTH % Reckitt Benckiser 75, Fin D il &
ZTORERICEEEZ K L TERREEEZ -T2V ) HLTHDH, Eurofins Scientific F1F:

(2019) 1, EiBD Ryuk IZ X o TRHEEAE Y — XA T a g X T U A0 = 7Tk
L. IS DNA $ > Z O GHTIZ &N A Uiz & 9 F:TH %1, The Police Federation
of England and Wales (PFEW)#-{4 (2019) (T, ERE OEHE TH D PFEW 28, 7 9 4
V2Tl RoTCT = FR=ARV AT LWL T T, T—FIT 7 BANTE oLl
ST EVWHIFRETH DH,

) )

ITEX=Y7 ¢J7 (BSI (Bundesamt fiir Sicherheit in der Informationstechnik) ) 23317 L T
V% TRansomware Bedrohungslage, Pravention & Reaktion 2019 (UL T [Ransomware 2019 13
EWVINZENWT, U AT =7 OV LEECHEFRIKL D, D RIZOWNTOHE
MR ENTVD,

FrH AT OWELE LT, DHOFEENEFEINDLIZEHFICLLZIANEVWIEKRT
DOEAOEE, LE2T—va VRE, SLICENOMTHTEDE =F~DEED 30 H
DL IS (Ransomware2019, 8 H, LA FRIL) o 7o A0 =7 & 05 WEH OH)
BeITEER e RIAR,  (BURRY. yF B BEEREE), 23K6 LE1H 5 (F10 H) |

KRAZEOWED I & L TIiE 2019 4£0 Norsk Hydro #0123 5, [FIZT L =
7 LockerGoGa D#EH & 72 o 7=, [FIfki% 35,000 ADWEEBEZH X 27V =7 ADHE
(B THD, ATV FOBE AL DIT VAT LRT Y A0 = 7T
7o, I E ez b BEIFONNy 77 v 7o fliolc b OD, 7= 7% A M
—RFICT 7 B AN TE LY  4EMICOE > Ty =2 7V TOBRBZ RHER< Shi,
fili Jy. AR $ 43,000,000 DFEFR T (A 11-12 H)

4) BX

HAIZBWTIE, 2020 4 4-12 AIZBWTEET~OMHRN 23 -7 Z LR H0E S
TWAY¥ F7-, FREIN-F M L, V7 a0 _ERBOT Y LT =T O
EORVEDEREND D,

O LIFTOHEZIL, “The top 5 ransomware attacks in the UK and their hidden costs on business”(Z L %
(https://www.acronis.com/en-gb/articles/ransomware-attacks/) .

0 ¥z HOE & LT BBC [SEEMEER, T > L0 =7 OWEILRZEE)
(https://www.bbc.com/japanese/39918853) »3% 5,

11 “UK Law Enforcement Data Put at Risk in “Highly Sophisticated” Eurofins Scientific Attack”

( https://www.cbronline.com/news/eurofins-scientific-hacked)
” Brit Police Federation cops to ransomware attack on HQ systems”

https://www.theregister.com/2019/03/21/police_federation_ransomware_attack/

13 https://wod.wowow.co.jp/content/080281

W EHFALEESEEE (KH) EEHESAEE (https://www npsc.go.jo/pressconf_2021/03_04.htm)
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422 FEICEFEI VLI I 7IZE T A BEEXI VDA BRIZTDODVNTDEMGE]E - A
1 K54 VFDDIT

1) KE

aHPAN—"tF2)TARVAVIITSRNIDFa7EX2) T4 (CISA)

KEDOHAN—tF2 VT A RO, T TTANT 7T 278X =2Y T /T (CISA) 13,
BEMIRT Y LT = 7RIS OW T O A il L Tu 515,

ZIZTHEH, ZUy Ay 2T RNGOREOET A (U —) | [CISA, MS-ISAC, NGA
JONNASCIONIZ L% T by = 7 HEDN S OIRFED T2 ORIRATEIOHELE S IE | | CISA
DHHTR EBFRI SN TS, EZTHEATREH DN, CISA & MS-ISAC 12 X% 2020 4
OHD HEEZ Ly =T A4 R IZ7d, ZOHA R, ~"—hF1 XXARNTTTT 4
AENR=F2 $HeFavZ VARG RL, N— K LIZBWTIE, #ETLZ &, YD
Ny E—L LT, faggtk « BRo iR E, 74 v v/ BYEORDE, — FR—TF 1 v X
— Y R —ERRBYEERHIT TN D, A= R 21280 TIE, OO, B DAL L1H
Fo VAN EFEBHROIEE), 2 X 7 NI A RRHITF LTS,

ZOHA RTHE, ZoH L7 =TTk LTSI ITRICH LT THREEZH->TH, 7
— A PNEFALEN, IV AT AT — A BNERICE L END Z ENRL DD TIEd
D EH A, CISA, MS-ISAC, K ONEFANEFITHEBIIZ S B D FANEHERE L TV ERE A, |
W) a A R ENTWD,

b. FBI

KEEHHES FBI) X, Fo AT = 72OV TONRE £ LD TWAY, 22 T,
T AT T EIZEI NI DN, o, T AU T OHWEICHDRWTZODEE,
F72. IC3OERA~D U I BRI SN TWD, F£72, 2016 4F 4 AIZBEIZ, VA0 =T
OYENBIMETICHH E LT, =2—AV Y —AT [FBIE, 7oV A0 THEIZXL
THREETILD Z L2 HFFLTOWERTA, HEZ T - TH, MR T — 2 20 7t
HEWVIHFRETIH Y T A, FNEE T - T-%, MENES#EZFICANLRRN -T2 L
WIH T —RERTZENHY ET, HREEZFLH Z Lk, BUEOY A X—JLREN LV L
< DMBEEIEMNCT D E2ET D0 T MOIREN Z OROEEFT IS
TOEEMTICL e £9, £ L THREIC, FREEHLH 2 LT, MikiE, J05RE IR
L7 ORI A A EICE & 2R L COW A AEEMERH Y £9, | Srz T\ 58,

15 https://www.cisa.gov/ransomware 723, Z DY A ME, 2021 F 1 AICEHEINTZLOTH D
(https://www.cisa.gov/news/2021/01/21/cisa-launches-campaign-reduce-risk-ransomware) .

W fN—Fa T A T7T7EF2UT 4T (CISA) , ~/VF A7 — MERIEHE - ik ¥ —
(MS-ISAC) . &XkinFEma (NGA) | XM EIERETEWS (NASCIO) 12785,

17 https://www fbi.gov/scams-and-safety/common-scams-and-crimes/ransomware

18 > Incidents of Ransomware on the Rise Protect Yourself and Your Organization”® ==—2 Y J —R|Z L %,
(https://www fbi.gov/news/stories/incidents-of-ransomware-on-the-rise/incidents-of-ransomware-on-the-rise) & 7-.

IO Z EEWMET DS L & L T, FBlI announcement: paying the ransom is a bad idea
( https://blog malwarebytes.com/security-world/2016/05/fbi-announcement-paying-the-ransom-is-a-bad-idea/ )

High-Impact Ransomware Attacks Threaten u.s. Businesses And Organizations
(https:/iwww.ic3.gov/Media/Y2019/PSA191002)

47



c.IC3

IC3 1%, A ¥ —%v MUSEHIE % — (Internet Crime Complaint Center) Toh 5, O
L, A2 —3 v &N LIRTRITA ORI D 15 2 BT A R IR H L, B
ITREBACER D /3 — h T — & DR i JIBIR A REELT 2 72012, (B HEME D & MEF] 72
MEAD AL DN IRMETHZETHDH, IC3DH A FTIE, FoHLav =TI
DWW, [TV AT =7 ORER T, G 23 AP T T 2 2 &) (2016 49 )
1 REREL OB ZENTA X7 hOEWT oAy o 7 HE (2019 410 A)
D TZ Y LaveT ZFOFEREL L (Whatitis & Whatto Do AboutIt) | (2021 41 A)
ANANFRINTND, bolkb, INHLDIIFEAEIT, FUoHLT=T EiEfn, 20D
DRI DD XA NS T 7T 4 A FORT 56D Th Y | ERRBIRIZ OV TOSHTIE
72 ZHTVRUN,

d.  BHFEIZK HHIF?

KEMBAINEEEE S (OFAC : Office of Foreign Assets Control) (%, [Z % A7 =
TIZxT D X W ERET 2 Z L oxt T 2 Hl IO HEMEIC DWW ToBE ] (Advisory on
Potential Sanctions Risks for Facilitating Ransomware Payments) % /A3% L T\ 52,

ZOBEICENTIE, EEHDL A N—KBHIIK L CHix ORI T w7 T L2 f LT
BY, ZORNIT oV LY =T OREELEZNEARE LT DI L TORlIE L& Ei
TWLZEBRBLNIIN TS, BEFIE LT, 2016 27 V7 bay B —O#EITxT
LCEDHBETHLIZ T =— " I WA vty T &4 Tl L7z, 2018 4£|Z SamSam 7
YL =TICEELT, ZOVAN—KEIT U TEHEERIEEZ R LIZE LT 240
TUNERRAFEL, 700 A0 27 OEEEEVIAVTAIEBREDT LU ALZFE LT,
Fo. TR TL—T (WannaCry2.0) .  —E/La— (Dridex) ~DE4 Tl bR
STV,

HF CTHRE SN TWAILIEE - B (adversaries) (ZX LT, TV AT =7 DLW EA{R
# (Facilitating) 95 2 &%, o OEERHNZFIGIE, #ED L2 L1225, UL,
EFRZEMRELZEN L, AR —ICKT D178 & D,

[EBRER TR B MERRYE (IEEPA) SUXHUE & OESHE (TWEA) 206 & KIE AL, OFAC
DOFFRHEEER - HAE#E U A~ (SDN U R K) | ZOMOEHREE ., K OVEFER 7 [E<C U
DEE DK G L 72> TNEE (Fa— N U7 T4 F 07 ) I T Hlk, A Z > Abaffif,
T L) OEMASUTFEZEE (LLF 1)) L oM<, B IFEMICEGIZES 35
T EMEIICESIE SN TWS, £, IEEPA IZHESERKEFIEEITH LD LEE

19 »Ransomware Victims Urged to Report Infections to Federal Law Enforcement”
( https://www.ic3.gov/Media/Y2016/PSA160915)
20 “High-Impact Ransomware Attacks Threaten U.S. Businesses And Organizations”
(https://www.ic3.gov/Media/Y2019/PSA191002)
2L https://www.ic3.gov/Content/PDF/Ransomware_Fact_Sheet.pdf
2 RKEICB T~ —r X ) T ~OX RO SN A L LT, FMIFFET DRENERATICS T
LHYx—nZY T ~ORM]  (BRY vy —J v 5 2007 46 H)
(https://www nta.go.jp/about/organization/ntc/kenkyu/backnumber/journal/05/pdf/07.pdf) 73% 5,
2 https://home.treasury.gov/system/files/126/ofac ransomware advisory 10012020 1.pdf
BB, ThERNATHEFE LT, AlexScroxton (7 A7 =27 OFRETINNE TR T D LEIE&
BRI RIZ) (2rEa—20A4—27 2020411 H 18 H5) »d D,
24 50 U.S.C. 8§ 4301-41; 50 U.S.C. 8§ 1701-06
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I S TUWD, OFAC 1E. BB RIS ESWTHIFNER Ik L CTRESI 2T 2 & 03H
D5 BB, ZNHOREIL, TANRN—RR, TN T LTI A AT LR
R ARV — BRI 0D 2FITHEHAINLEDOTHY | ZOHIFEBEITER L&
N LTt biane &b, F72, FInCEN AN L HEIL L 227 e 5720, Zh
HOESICHOWTIE, FRBOT 70 —FI2L 0, i EICBOTEBESNDIZENHY
2be T, TUV AT =T OWERICHOWTIL, HIFEHE (sanctions nexus) Z &7 9
% EBZTHGEITIE, EHIZ OFAC ICHfET 2 Z et s TnD, £, BEREH
HBIAZ L EHE CThHALEAITIE., MBEY A NN—t X VT EHEA L7 T BHH# DI
THZERHERI LTV D,

e. FINCEN 7 K/\A 1)

W#A DAL SERGE =+ >~ » U —2 (Financial Crimes Enforcement Network, FinCEN) %,
[T LT =T LI EEET 5 72D OB ORI HIZ DWW T OS] (Advisory
on Ransomware and the Use of the Financial System to Facilitate Ransom Payments) % 2020 4 10
AIZAELTWADESE, ZoEiE. Q)7 VL7 =7 ORI BT 5 SRt fh /e
DFE, QT YT =7 LREHT L AN OM R EFER . )T Y AT = T EHE O 4R
Ly R7 7 v 7HIE, )7 V20 = 7 BWBICEHET 2B ROME L LFIZHONWTHRUT
W5,
TP AT =T OIINNMLEIZ BT D SRR ORENZB W TR, WS OhD AT
Y TEBAT. 7V AT 2T ORI TND Z ERFIA STV 5, BRI,
ZOWFRIT, WOKTREND,

SHLADITTEEICSITBCVC DiBE

CVCEZIEFR
EFY—-Fry2arob
H-EZ
i Sigan_
EBOREE oy
7 ERLR

o A (E—=LFz—2) ’_f‘"‘?l A
(VAN [ &

BEE ghuucve S HADTT

DALY b WEE
7R

ZORNIE, L DOT UV AT =T OAF — NI A EE 7 (KA 18 £ (convertible virtual

5 ZHODOHIFICONWTEE SN D REHFHIEBIZOWTIL, BUTHA K74 > (31 CFR Appendix A to Part
501 - Economic Sanctions Enforcement Guidelines. —https://www.law.cornell.edu/cfr/text/31/appendix-

A_to part 501) BH 5D, Flo, AT TA TR« Tl T AIOWTIL, OFAC 3 F DRFEAIZ DU T
AFRLTND (OFAC 2T T4 TR a3y Ay hOEA ] 2 (A Framework for OFAC
Compliance Commitments)  (https://www.piclub.or.jp/wp-content/uploads/2019/09/Framework-for-OF AC-
Compliance-Commitments-1.pdf) .

% https://www fincen.gov/sites/default/files/advisory/2020-10-01/Advisory%20Ransomware%20FINAL%20508.pdf
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currency —CVCO) & A TND Z EERLTWD, 7V A0 =7 OMERT, @, BE%
SRLHEEINTZZ VTV TNT A 7 LYy b — RIRHE T CVC ST ~D %4 L,
T AT =T ONEZFENRET D CVC O & SFEICEVIEAT S, Wiz, #iEHIX
CVC %, —fRIZIE, BN AA R LTWD Y 4 Ly b, IIFEHR OFEE O EXIE CVC
DT RLRIZEET D, Z LT, IF V=TT =72 Bl e PR EE - TEEZ WG
L. o> CVC ~DRHR% < O O ESCEG | T & £ 72 WIZEG A3 Thodu, MEFMILE O B |
RT v FvFr—a B e T aEEESDOKS (AMLICFT) OEHAFHVERO &
TY—t7 (P2P) AT ~EENBEISILD,

TDOEIRAF—AIXI LT, TUVFNLT LTy T A AT RLAKRYA
(DFIR) &tk & A S —{f2x4t (cyber insurance companies (CICs)) 73, T % A7 =7 D
PEFICKT L CH#EEEMO—ERAZ#E LT D, T b ORthE, E&ick-> T,
WEENSOELEZHELTI YL 2T ORIV EEET L6 h 5, ZOHA. &
GRBENE 720 vk — P —E R BV A (Money Service Businesses, MSB) L fig Xi1 5,
MSB I, $R1TH7E (Bank Secrecy Act) [Z351F 5 &Edo LUWVELS 3 O #75 (suspicious activity
reports, SARs) DEBEVIRIND Z LI D, TDORIZOWVTD OFAC DA X AT,
FikorBh ThHD,

TV AT T LT D 3O/ &IV TIE, AUEEEBEERE LTV
TEDRLUDLNTND, FRHIBBIICOWTIE, BT T =LA e T 4 T AF— 4
FIEEEM DO/ N— N F— v 7 Uy =24 [ZHERBAX—2A [ELMERICE S
i#B% (Anonymity-Enhanced Cryptocurrencies (AECs)) | 77 A N7 L DT VLT =T | |Z
DWTIAR RSN TV D,

T AU =TEEOEMML Y K7 Ty ZHREEIZBWT, FInCEN 1%, &N 7 o+
AU = T BRI L e RIS A, Bk, E T ARSI oK S, Tt Ay
TEEO RN ETAZRTEHML Yy 77 v JIREZFEL TS Z EamlTWnd, Bk
BIZIE, YA N—F5EE. DB OB 812, KW T U AFRICET 2 2 &2 60
252 L, RO A RER ARG D EN T U DOZHNEFERSL L) ot L
—HTH L, TV AT T OEMIZROINA VAT OEEL T VLT =T O
RET D0 BIZIX 7+ LYy 7 A1) LOMOEGITHHZ L, 741V v
ZRZEEDEAREND Bea 2L, Sk, RO a2 AR E Tke L T
LTl ERBTFLNTWVWD,

T UV LAY = T HEBRICEET S ERORE LI oL, EROBAICBWT, Bb
LW (SAR) & LTHRERENHDHZ L, Fo, EOEDIZL Y ZOFHRIEFICE ST
REHEEREZMDOND Z L8 0WZ EBRERREN TS,

2) &E

WENCBITD T vV AT 2 TRIRICOWTOBMEGEDO 2 A2 MIHE D L 1T,
REMRHDIE, UTDEEY ThHS,

a. NCSC

HEDEFH A NN—FX2U T &% — (NCSC) X, I~ru=7 I %07
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BBEEMT D —~ N0 =T &7 0Ly =7 HENLHEZ EO X 912 L THIHT 57
(Mitigating malware and ransomware attacks —How to defend organisations against malware or
ransomware attacks) &) X—T THA XL AT FLHTWD, TITIE, w77 D

BT 7varl WNyo T Trvar2 (wAv=T OHE#HNIE) T v a
V3 (U= T OETHIE) Trvard (v TrMAEAD) L BRI L TL
LESLBIMOT RS ZADEBIZZT TRELNTND, ZOHA XL ADHFT, [X
.9 ~_ETL X D% (Should | pay the ransom?) | WO A XL ARH D,

T EBUTHERRIE, BREEROSHANESEF LZD SR LZD  FRLZ L
BNl HREEIH ST E L THT — 20y a7 7 B ATE SRRT RN &
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8 5U.S.C. § 552,

6 6 U.S.C. 81501~
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% 6 U.S.C. §1501(6)
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0 “Legal Implications of Threat Intelligence Sharing” Sans Cti Summit 2018
(https://ciampeathehomedesignings.com/)

1 BEENCRBWTHAN—FEA T U V= AT SNISCRE L, BRI L R, AR HIESE)

LARINEbDOLLTE, o, A7 70 FHITO CBEST  (REILROEE Y —A*xy ) 25
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Assessments, https://www.bankofengland.co.uk/-/media/boe/files/financial-stability/financial-sector-

continuity/chest-implementation-guide) 723% %,
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SIFH, Xit, 2EFH#HE: (15U.S.C.81681 LI ) 120 S IHEB & #AHE
BIIC 517 STHBEZIZE T 5 7 71 s G FIS 15,
(B) BRE DT FLIDE)TH 5 DIFHR,
(C) WITARDPDIRFESIFLE =2 B2 — 5 (B 5B R B 0 S =
= RIIMEES L <IIAEE DHREG] S L < IZBIFICH S 2 E
2 —%) 6 DFHR
(3) AEIZ, HEIRZ <, BREBNFD T E2—F Tho T, —MARNT 27X T
BN DIZT 2 XL, BREBIFOMHIZEEERIT L=
(4) g2 0> T, FFMDER T, RiESHTE2 B2 —F|ZT 2 EX L, TDITHIE
MERTZEDTH Y, (TEPDMEDD S & DFIRFFL /=7
(5) (A) 1Fz41-> T (knowingly) . 722" ZF A, [FH, 2— NXidta~>2 FeEFEL,
CDITEIZLE > T, BEHIIZ, HERR S, RESINIE T E 2 —5 (2K LIFET 5
R
(B) EXpy/(intentionally), MRz <, R#&IH/ZaE2—X|ZT7 27X, =
DITHIZ > T, HEHIZ (recklessly) #HEFEE L /=&
(C) EXHy/Z(intentionally), #MR2<, REShTEZE2—X |27 27 XL, 2
DITRIZ Lo T, HERMER &L L EFH

® FEERTIIRWDERE SNV, JEICIE,  https://www.law.cornell.edu/uscode/text/18/1030 2|,
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(6) 1FFH1> T, FFHMDERNT, 222 —XFHHERTT 2 X TEENIT— X
(3 ZFUZTE DGR & FEVEZ D DI 5 L J=F TH > T,
(A) G VEZED BRI G | K ITEIR G125 R IF L 7= 55
(B) %= B2 — 5 AR FHENFIZ Lo TH LS b DTHSLHE

() 2 BEZDOMDMED SHE N6 F 5 XK T, U F&E5ldEs, WeFri X
VI [E & D] THIF L /=2
(A) RS2 B2 =5 |CHEZ L S5 EDEH
(B) R#EII/E = B2 — XD HHERL < XIFHEREE 2 TIgR & kiF5 5 & D
Za

(C) RSz =2 B2 — X DIFEIZBIE | T B-E DM DIED 58D EK

k=111l

ELRYANR—FX 2 VT A HHTE =TI ~—Fy MIRETZ A LTSRS, 24 L
5 % Ol%, 18 U.S.C.81030(a)(2)(C). (@)(4)Tdh D, CFAA IE, TEHTL Y 270 v fRARAIZ i ]
ENTETVDLWVWIERRH L7207, +RICEETILERH D,

2) sRE 2

TIRATNARAELE, BB, Wfh, b—E2AZOMNMES 2% BT 572912, X
X, BB ZGAT 570010 (AL EB AR T HBENZER) | THHEAKRT, i
DT ITHVATNRAZALEDETHWDLZEDTESL, I—FK, 7Lb—F, a—FK, 7Tho»
FET, #EmAR O Y TS x— (BSN) | #ERImRAROMSIE S EAGREH, €0
fh D FEZIB(E T — B A - Jifiagk « 2EiE OFRA 1. Z DM T 17 NMZT 78 AD T DFEL
ZEW%T %5 (18U.S.C.81029(e)(1) . HlxIX, TH UV MIT 7 BATHIDD/INAT— R
LT TR AT N, RTENET D,

18 U.S.C.81029 ( 7 7 B AT /A A|ZBH L= R IEROBH#H T 5174) (X, 727 8AT
INA ADPHFFE PR L ED D, T X TOFERIZHOWT, [/F2 41> T (knowingly) , 7>,
FEDERZ & > T/ &) EBEERERINTEBY A N—tXx =27 4 HIZA
LTWAZEIZE Y BHEIIZZOFEBIELER 2N E WD Z LT b vy, LI O,
AR TN —r~—7y NMCT 78 AL, BT — 2 E 2 AT L55121L, 2k
DX ERR S D ATREME TRV,

RITFLLF D@D TH DS,

(@) LLFIZ# T S21%, M7 T2 MERR G| K IZIEFTIR G 1Z #2253 551213, ARF(c)
IZTE D B IEETZ o TEIE 55,
(1) /F24- T (knowingly) . 22>, FEMDEE b > T, —OLLEDEHT 2 X 7N
-7 % (counterfeit access devices) &2, /., NIEICTEEZ L7

mOTMERRZR < (MEMERR) | & WO REREMIZ oW T, ANFREROGAEbEEND &N TEY, FH
FIHGERARFE LOBTOLR LT, FIHELEOBELIZHORND Z IOV TIRWILHNR & 5 & DO BEKIE
[ZIEZE - TW 72\, United States v. Swartz, 357 F.2d 322 (AN /L, N—N— FDZLE T X T — 04 7 C
BHBISTOR DF L 7 FEFFFFL T EEES, MIT D22 —# 3/ L TISTORICT 2 XL,
FIH5 400 T EDGFEFEHEDON 2 ACHE S D 2—FNLLE 5 &L, ED#FETISTOR D=2
Bz — X DBEREZ B0, MIT D —N—a 0 X4 MIT DD 2 E 2 —Z 036D F 27 2]
BEIC L= 2D, BIFFEH (wirefraud) |, 2Bz —ZGEH, FIET 2 B XIC LS IFRRFE, AIET
SIERIEL D2 B —FIFEEIZ L DB, RS, NFICREE D AR L, ) 2,

73, 1029 Fe(b)iE. AG@DITADRE, FLITOVNTOED TH 5,
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() 1F&H-> T knowingly) . 2>, FEMDERZ &> T, 1 FERICHE T—2L LD
(72 RTINS REFIEICTEH Ly RITE L, 50, TOIHICL > T, 4%
HETH1IZ B 71000 FLLLE D e 7 7R

() 1FF 41> T (knowingly) , 22>, FEMDEXZ & > T, 15 L LDET 2+ X 7N
o X RIFHEFEIR T 2t X 734 X (Unauthorized access devices) # /#9754

@) 1Fz41- T (knowingly) . 7o, FEHMDERX & > T, 7317 X FEHEE (device-
making equipment) Z %4, EEE, JIifE. IEIZTGE LA

(5) 1Fz 41> T (knowingly) , 720, FEMDERZE & > T, —2LULEDT 2 X TN
X (accessdevices) & —ALLLDZIZHTT L, 1 AFEDMEIZ 1000 FELLE Ol 2 K
177 SHRG| & s I U7

(6) T2 EXTNS XDIEITE DR, lF281-> T (knowingly) , 2>2, FEMDE
Kz oT, LUITaEANIZRD =

(A) T RTINS XD, KT,
(B) T ERTNS RIZBT SIEHAE LS NE T2 E RTINS X g
RFFTB70DT 7 br—20 3 DR

(7) 15&4-> T knowingly) . 720, FFHDERE &> T, HIFYV—E X DHERERIEN
FIRFFT BT DIZH I A RITAEE X 417230015 518 & 1/, B, NIEIZTEE, P,
BTS2

(8) 1Fz41-> T knowingly) . 7o, FFHMOEXZEH > T, XF+=221L 22— -0
FRE, R, ]G EPE RE. TiFTSE

9 (%)

(10) 7 L2 P — RO X IZE DICEEN DR <\ 152 41> T (knowingly) |
DD, FEOERKE & o T, MAIZ, T2 EX TS 2o THEKS =L DL
DX T 78R G, XD DIZ, MK IFE D CEENIZH) L, teorn S EE

3)ERE3

18 U.S.C.81030 (e)(2)(B)i%. CFAA DI [ DIRHBLE TH D, FUILL T D@D Th
%)
©Q) MR#ESHhEaE=2—5) Eid, UTOWTHAID2 B2 —F 3 T 3,
A W)
(B) MBS X IZAE & DIG| K IZBBISIZEH XS & D ThHo T, KEDIEE X 13
IE E DIRG| X 1F3 5 125585 RAE T T35 TR S8 S R EFS N PriEd 5 22 E =

M [ ZAFy= T L —oN—] Lid, 119 FIGEN L CEFE(E (wire communication) & L < ITEREE
(electronic communication) Z#£3% 3 272912, XL, EHFWRAEO T Y 73— (ESN) | #EHuAR
OHHNEFE, BXREEYV—ER - HEE - V=L OZTOMOMH T2 55% T 27 DIEREIND T A A X
ITEEE BT 5,
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NEL

hiQ Labs, Inc. v. LinkedIn Corp. Z{4:1%, A~ k& fH LT Linkedin DA~ v 7 ¢ —L4F
%I?c%: web A7 LA BT LT\ T — X ar&4k hiQ Labs, Inc.i2xf LC, LinkedIn 735 ik

A5 #E (cease-and-desist letter) Z 5+ L7 Z L1225 T, hiQ Labs, Inc.73, LinkedIn (2 X %
1@&%%%%[@?5 B Oy (preliminary injunction) 2 O CFAA JEEN 7202 & O

A RD DFFREHZ LT b D TH D, HEIZIBW T hiQ Labs, Inc. DK ¥ 2 L5573
a.u\&b bl & ZA, BEKIZBWTHS ZhE R T 5k E T LT,

RIS\ D P O W D FEHEIL, IR 3B S OFPH & B L 722>, &0 9 R AU
&oTiA—FW®m%%®T%oT BALSy DEAFIE, (DA THRO WREMED B 5 =

v (A 3 72 T AR EE A RE /2R E (irreparable harm) AL BZNR3HDHZ L. (3)
ﬂﬁi (balance of equities) LSy 23 _& Z & (IR N AFEOFRIRITETDH 2 &
ThH DO AHTIL, LinkedIn [IZfEHZF LSS EJREOFREMEELTLE D &V )R
NIFER D oT2720 (QQDEM) | ABTFEHRIZ OV TD web 27 LA ¥ 773 CFAA &
RIZHT= RN ONWTEBEHW LD TIER Y, ol b (FIhBEEELZH L%
DAY LA 71X CFAA Eoo MEHETR (without authorization) | (284720 CFAA ERIZH
729 9 % L d Linkedin OFRITH L, SRR ZIMA TS, Z£OH T, RO mmEH]
RTIIBEOFNHBFNER & TR &3 2R X—ZADMRBEE SN TND EFEHR L
72 LT, CFAA 1. ()7 7 B AR —RICAB SN T 7 £ ACHFABLEDZ2NER, )7
7B RZFFRAIBAMETH VIR G BNTEHR,. )7 7 B RIZFFAINAMETH D FF A
HEZ BN TOWRWERAZEELTEY | KMOBHRIIQ)IZH=5 & L8, —RIZAR I
T—H~DT 7' AL CFAA EOBFERT 7 2 A ZHT-bianEfEamdi 722 LI3ER IS
B3 %,

BUE, ARGy OHIWTC 2 E e m# IR B Th 58,

ZAuzxt L, Konop v. Hawaiian Airline,Inc. 55 :1%, #5057 @G OEE IR AT 5
WESEOWEB Th oo iGN, HESHELIHT LA 270 —X NORE T
B R, S A2 W & ED T HABKICHEE LMo BICRY 7D v b
ENAT = REfMELTWE ZA, —HOEEBDRZDINEESNTZT D FE/RRD
— REBEICIE L, #ESHERNREDY A 2O EE L T2 Z LIz o&E | i
T DNEIE PR AR AFM{5E  (Stored Communications Act; SCA) EN & FiE L TR L= &
WO T TH D, B, BEHFZILHEN TR bILD RF EOHEELIL SCA EIX DA X
D HREWTCDIZWTHOIEFER DT O Eﬁh%ﬁb ﬁiﬁ'ﬂi%_&fiof:o ZOR, m@EIE, [
A4 X, &85 (electronic communication) | (Z&H 7= 573, 55 (interception) [X5EH
DT —BuEWDHZEThH TRIFTOT =2 % MET 5 Z LIXE £ E L TlREHES
EHERILEED -T2, Liv L, SCA TIX, [EFlE— AR S D sk HEIc
FEBR 72 < (withoutauthorization) 77 B A L7 E2ESEKE LTS &2 AL [k
FRI OEFICITAN TN E & b EERTHH Z L E2RBOTNDH & L THED SCAEK

8 Munaf v. Geren, 553 U.S. 674, 128 S.Ct. 2207, 2218-19 (2008)

81 hiQ Labs, Inc. v. LinkedIn Corp., 938 F.3d 985 (9th Cir. 2019). 29-30 H,
https://law.justia.com/cases/federal/appellate-courts/ca9/17-16783/17-16783-2019-09-09 html

8 https://www natlawreview.com/article/hig-files-opposition-brief-supreme-court-linkedin-cfaa-data-scraping-
dispute

8 18 U.S.C. § 2701(a)(1)
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DOEEZRD, T2 TEMADOZ—FT I hERRAT — REMFH L TYi%th A DK
AR TCHIRY A MTAD Z &y TR &SN TWAH Z &It b,

SCA & CFAA & TIEHERR) 77 B RAZEEE LTWDHE A, [EHEIR] OERELED
TN ZD7, KEFETTICHBRRZ LT, EEHEOBRET LR ABRKEL S [
HERR ) & S CTHIEEEARM DIV D RN H 0 | ZHUTKT L TR B D OEDRA D 72
SNTWVDHDODOEBLL TRV, 2010 FIZSGT GF 2 ) Shie A N—J03REFFIZH
I D ENEARITDO~ =27 /L [Prosecuting Computer Crimes (= > t* = — X LG D) | &
TlE. 18U.S.C.81030 B\ TIHEMEIR T 7 & 2 L TR & Shd THEBRHIE (exceeding
authorized access) | 77 B ADOEMTH 2L HEREIE ] ONFEE LT, FHABKN (terms of
use) IER A TREIXTENEENTNDS, ol Av=a 7 MIBWTH, EIZ XL DF
FBUFIER D T 1030(a)(2)(CNHZEED < ILFEMRLANLT D & T IUTE LTI KA HER % £+ 5-
L, A& =%y AT LHRICHTHIARES B E72%, LR L7 United States v.
Drew - (HIEHIR) SOV TE R L TWAE, farld, FIHBKER ITEHER & Loy
& OHIFIH TE TN 58,

5) sRiE 5

YA N— e X2 « Tx—A (CTF) I, FBl ® 56 DM fHIIFAET D, EHRILA, 1
TV MR, ERERIT. A T ) V= o 2iEE A U TENO Y A AS—E S oA 24
PHZEEIvvareETs, REVAN—EE a4 FRAZ - 74 —A (National
Cyber Investigative Joint Task Force; NCIJTF) 23H R L~V COMAE ZH Y925 D (2% L, CTF
TN « HI7 L~OLTOMA Z FICHY 3523, NCUTF & b2 X > T 5%,

ARE—7 Ly hP—ERBEB TR A7 - 74 —A (ECTF) 1%, 2001 4 K[EEEE
BBV CRENFZEMN T ST, BeEHE, R, #5 - N - BESITIER D W
JILT TEEA 7T RO > AT DX 2R 72T a WA 5 fkx 7 HE
DOEFMIREPIE, B, AET L) ZOOMMTH 5%,

6) B 6

18 U.S.C.8912 %, #HFBUF D& BESCHEBIZR D TEITAEZEL 5, SROUILL T O@E
nThHb,
BT E D DT, & DA DHEIRE H T SHEXRITWER THS EHY, b
LSIZn0TFSTZE KIFTDLEIICEHBY, 0D TEL T, MED£E, ZH,

84 Konop v. Hawaiian Airline,Inc., 302 F.3d 868, 876 (9th Cir. 2002). 7¥ 8, https://caselaw findlaw.com/us-9th-
circuit/1167429 html#footnote_8

8 [[/HA KT A E 46 WHOHM TH 5,

8 [6~==7 /1 8-9 E, https://www.justice.gov/sites/default/files/criminal-ccips/legacy/2015/01/14/ccmanual.pdf
87 United States v. Drew, 259 F.R.D. 449 (C.D. Cal. 2009)

88 [Fl~= =7 JLV{E 3,

8 Facebook, Inc. v. Power Ventures, Inc., 844 F.3d 1058, 1067 (9th Cir. 2016) (7 = 7'V ~ ORI FKIERK D
I TIE—MIAT & 22 R Y —CFAA _EDOEAEITRRSE L72VY, ) . United States v. Nosal, 676 F.3d 854, 858
(9th Cir. 2012) ( TCFAA IZ DWW TRAED 2 o — & i FIBRE N R EREN £ 72 CFAA O % A
< BAF TR A 3 5 oo 3R O HIMNEBRAGH TRV, 1)

9 https://www fhbi.gov/file-repository/cyber-task-forces-fact-sheet.pdf/view

91
https://obamawhitehouse.archives.gov/files/documents/cyber/United%20States%20Secret%20Service%20-%20Electr
onic%20Crimes%20Task%20Forces.pdf
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XZZDMDMED D SH)&EK G L < ITHTG LB E, RFEICWE > TEe X/
R O3 GFELLFOHHPHDPF S5,

7)ERET

% (solicitation) JRIE, #H ., (VMMAIZILFEZFATSH L HIIT, QM AIZILIEE EIT
THEOBER L, UM AIHEIE, Bk, e T 52 &, AMERERE T 5, BAREIZET
Lz - £ (aidandabet) Tik, LA GEIR) DLFEOEITITHICH D MLERHDH M, i
IR TITIEIL D FATIT I TN E R, WIRTRRNLT 5, £/, FREZIT & PILRITH %
179 BREDD, I TERWGATHHLT 5, S 6T, i (conspiracy) FE TIidH .
LIRDOE BN - TALFRIZ AN T T 0 OB 72172 (overtact) NMETH D08, HIIE
TIXENDBRETH D,

8) s 8

18U.S.C.82 1%, FILDEREED D, SRILLTDEY TH 5,
(@) EAWIEZI L/=E, €DETEHL), #ZE 5. s FEl, &L</T
EITSUEF L, EHE L THUEI SIS,
(b) AN D L <IIMMAIZ L > THEZEFETSAELE, #EAIEE 52 S57T7 5 EIC
Al L= IE, FHE L THE S B,
18 U.S.C.8371 1%, HFRICRHTAHETH Y, SRSUILL T O@EY TH 5.
HIIFEE I L. KT EHREE DD T E I TS 720102, (765D %, HIEY
IEL D, 2 NLIEDEPHF L, €D 551 ANLEDEPHHLD Ai97 k757
DD 50 DIT# % LG5, KEIZU > TEIEXIH KNS FELLF DOFHI I F
Ehsd, (WF)

9) BRE 9

18 U.S.C. § 1030(b)iZ. 18 U.S.C.81030 =1 "= — & |CRHE L 7= A IE K O\BE S 5172
BT D IFIE M OIRBIEOHE TH D, —MxiZ2 3R, 3 (BF) oftt, 1 ALL
LOFENIEEO B ZERT D120 DM L 0ONEIITAET D2 ENLETH LN (18
U.S.C.82) | §1030 DILFETILZ 5 L7eATAITNE R HEFKIZIT TRV 2 LS Tno,

L7eoT, ZOHA, MRERE, EOFRLIGEOMBOR L2 D, YEFEN T +
—TAIBNWTMAL I 2= —2a VERIVIME EIGEER H D L5 ITH 2 285A 1T,
OB NN L 2RT e, BHAREEICEZIAENRWIZOICIEFICEHEE L 72
Do LIERo T, BAHAX AR THE 512, %27 ¢ BB TITEI L TWHHYE
i, EEEOBE NN L AR, R FBI Z5EKE A L, {TEERIZ BESE L, TREh
JBIE A ekT D7 ETHZENEEL D,

18 U.S.C. § 1030(h) DFRIFLL F D@D Th %,

(b) A%(a) (18U.S.C.81030(a)) DIz FEiTaH#H L, XIZZHFEITLL I E
T SHIL, ARC)HDWH V) FTE L5,
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10) ERiE 10

18 U.S.C. §1832 |, EHEMEOGIUIET H2BETHY | SRUILUTOEY Th 5,
() MBS G| X IFAFI G TREF S T s, & LSITHERSAL 72 LTS
By R1F— ERIZBET 5 5 ERE 5, € DPrh & L D DfEF I s
92 AR (ntent) T, X/d, €DEEREGZFTSZL2ANELT, 6L
SITENEH D RPBE, LUTFDZ EzHY 520 knowingly) 775551214,
KR IZE D S BB FhpE, KEEIZ 0> TEE X3 R TR0 ELL T OB DY
FEhs,
(1) GZIFHREGEHR L, RS BIIZHL, HEL, #5250, b L<IThZ
L. X/ZFEHE T, IS L0 R7G L7256
(2) GZlgHa., HR<, #E HE XooF #HE, /e S0 m—
R, 7Ty Zm— R A B 2 — Bk, K5, BK, 15 KIGEE L
et o
() ZEF1, HEIRZL < HhfE, HFE, EHESIHEZ E e oo, Bz
2, HEA, LGS
4) V)2 6Q)ICE D S FEDF S
B) V)2 EQWCEDSIEEI T /=012, 2 NLUEDERHHL, D551 A
LA EDEDHEGHD A9 5 E k73 7 0 D] 6 53D % L /=55,
ZDXHIT, BEMEOGROIENKILT DT, FrAEUSOFE ORFHIFIGEICHT S
BRI EEMELZETHIHHND LIEETDIZLIZOVWTOER (FT56Z2 52T
WHIE) BDBETHD, Lo T, X2V T 0 BEOTHEIIMEZBEAT 2581203,
INHDTFEBEMENRNZ L ZBARTIENTE L IATHIL TV Z LN EE L
75,

11) FRE 11

18 U.S.C.8 2339B %, 1E& %n->C (knowingly) . #hMED T v kLRI B 7 3B TR
(material support or resources) 2&#fit32 2 &, WL L L9528, v LLIF%E
DEHIBRIFEEITH Z 22T T D, HEZH- T (knowingly) | EH 5720, JLFENK
ST ATEDITIE ANEOT BRI SR AR L TV A Z L TRD LIS IO T M
OT TR L TWAD Z E 2> TV DHREEH DN, T aif®z XE7T 2 BRi 7
BREZA L TN MBS,

FoT, BX 2V 7 4 HYESZDIRBET DX 2 U T 4 BEN, BEIOHTFHFITONT
TRMEEBERL TWD Z EAMO R TIIUEL, T OJFRITASL LW, ERIZRE RIS
WTHEHAZREEICESIAENRNEDICEH, £ LT, BORFHNELEZERL IR
Wb, AT ITAT VR T T T NELRIKIGESTTOLERD D,

¥, RFBIIFHANARELRH Y (FR) . ITHEPARERTH DIG5EH0. (TAHRKRICH

92 [EZERTHEITEIE (material support or resources) | &1d. BB OEEIT I — A2 E%R L.
WE, BEREY. AR, @Y — A EHRkEsR. FIE. FMROBE - 3B RALVE, EROC
- R E, BIEEE, MR, R, BU0EWE. BEM. A U AU LOBEATITAEARANEE
Te) | EEEETN, ERLUIFEENWEIZE R, £ 3D (18 US.C.82339A(b) (1)) .

9 Holder v. Humanitarian Law Proj., 561 US 1, 17 (2010)
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S

RENCHIAE L TO D 5E . MHERFIG oA E RS [
O, JRFHHTEMA ESND Z EICHEENPLETH D,

LS RICITEAShD EH DT

&
I

12) §5E 12

[EIFR B 20 MERR % (International Emergency Economic Powers Act; IEEPA) (%, 1977 4E(Z
AT SNTZEETH D, SEE S (Trading with Enemy Act) A3 KHE BEIZ BRI I PRV %489
PRRRTEHRIE OMEIR 2788 D DIZxE L, IEEPA 1%, BRIF O A 72 54 FREZB WL TH, KESMC
BWT, KEOEZRLZEMRRE, SMCBOR ., B3Ik L, B> E KRB & D55 12%,
KREPERRCDFEES 238064 LT, HFEE - BRABEES 2 0| TR EE % F)FH
RAEAT HMEDOMHH, FEE, @M AES LA, B, Z2CoHEL21TO 22805 b
DT 5%, 2020 4 12 ARFE CRIEIZESE AR EFREFEESIL 40 H VY, 2020 4
11 HIZHESTINT T 7B NI 2 R EICKT D REREE ORGSR S
XHLDTHDH%S,

IEEPA &, = DOHR%, LG, #Hog - ot LTk, REF EOHEE K O F EoEE
FIBED BTV D, 72385, 1EEPA (23S  JHIFEFRBIXENES OEZF L 2RET (National
Security Division) 7%, RF EOF LB RITKEMEE NG EEHE (OFAC) 25T
%o RIESCE, BAEIZIZILLTO#EY Th D,

50 U.S.C. § § 1705

(@ #5)

(b) EF FoH#s
K@) ICTE D 5205777 (7 :\EEPA /K, TR, i) &77-7-F17,
LUITFDNTANKE U FEZE R 700 EFED CF [ DH|#ee ik S5,
(1) 250,000 AL, X/F
(2) H#EDP I SEI DIFGEE 725 BGFED 2 (FDFE,

(€) HF fDZEH
KRR IZIE 0D B1275774 (VF - \EEPA #fx, €DK, i) 2, dEIZTT0,
EICITE 9 & L, XIFFDETIZONTAEIZHLH L, & L ITEH) - #
L =P H IR 25217 7= 884, 1,000,000 A/LLLFogTe, Xid, HAN DL
LT DF ]2 b L < 131 K& T'20 FELLF DO HFHITHF X1 5,

ZOEINLH LN X I, MFEFLAZBET 2580, (TAFICRENLETH D
N (TRb BB EILR) X2 VT o #HYEREX 2 U T ¢ HEY TR KT
LML TICHG] LGRS Z EidET 7y, bo bt BEICEZIAEINS A

% F7= IEEPAICEENDHE (50 U.S.C.§8§1701-1707) Tid/eW Ay, KEERIC L » THE I8

WA RE T A N —ZERITIHB T DRRIE AN IEEA A GG Z, FE2mo 2nsERk, b, X

B, e, UTENIC LD RYIZZRBFIR E G IMNE NS OWT, KFEIX, IEEPA ICESWVW T, 20

BB 220, BEAZEME TN TES, LORELHS (50U.S.C.§81708(b)(1)(2) » ezt EA

1. FRBIFEEE R - diAEE (Specially Designated Nationals and Blocked Persons; SDN) 288k S5,

® FEWFGOLEENDD, BERIUIEREOEEICEOMS (50 U.S.C. §§1702(c) .

% 50 U.S.C. §§1701, 1702

F M)l T77 A U J KHErEMEIR & BB d ek - ERS R AR HEIRIE & RREHIE 2 Pl 1-2 H,
(https://www.cistec.or.jp/publication/journal _mokuji/2101-04 tokusyuu01.pdf)

% [FRRFFHIEIE, [HLpEs ERE A EICRE T 2 AR E OB~ DOXISHK  (Addressing the Threat from

Securities Investments that Finance Communist Chinese Military Companies) | &\ 9 KitfE M S I1ZHD
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DEREHOLDOH DL LTHRIET 25 GI2IE, B, S ELE R T, XN ETERAED
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M1 Levi Gundert, 5 steps for a successful public-private cyber crime fighting partnership”
(https:/igcn.com/articles/2019/02/28/cyber-crime-fighting-partnership.aspx)
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EWw9) | —uR—/L® EC3 &R/ N—7 &fit 7 % ISAC (FS-ISAC) . ~A 7 1Y
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NCFTA i, 2002 FEIC R, BUF., FR2n b7 50 A N—JUSREFrE, #f, Ritd 57
DI AW % AlHBIC T 2 NI CUEHE L 2 2ERBEZMET 2 B O OIC AL STz,
2015 725 2019 4FFE TOMIT, 2517 A2 R TRERIICERS L, 1096 Al & T
LB ENTND, NCFTA I, 77 K - & {R#E (BCP) . H A /N\—4&f (CyFin) |
T =T RO A NR—EE (MCT) D =>D 70753 L% H LTS, 75 K- 4EE
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—&B (MCT) X, ¥—27 U =7 OFEICHIETHEDTH D, vV =T OV T IVEsy
ri, WEOA VT 4 r— 2 OERIEFORA L 2> TN D,

12 |20 Gundert #i 3,
113 UNODC ”Who conducts cybercrime investigations?”
(https://www.unodc.org/edj/en/cybercrime/module-5/key-issues/who-conducts-cybercrime-investigations html)

14 Countering the Cyber Enforcement Gap: Strengthening Global Capacity on Cybercrime
( https://www.thirdway.org/report/countering-the-cyber-enforcement-gap-strengthening-global-capacity-on-

cybercrime)
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L. ~vA4 78 Y7 NOBEEERET 57012, EROEFHNRICH, 741 v vy iR
%@@%ﬁ%ﬁﬁ%%ﬁb#éi\ﬁﬁﬁ\T ZRFEINO R DEBRN R T — L TH Y |
AN IREDOENE Y — FLTWVWLHI, vy =T I2LoTREIND A NI
EF RGN ZFE L, HE L, BT 2R8I 217> T\ b, 2010 b, 22D~/ =
TIREN 2B L T\ 5, B4Ry 722 F & LTI, Gamure (Andromeda) (2018) . Citadel (2013) |
Game over Zeus (2012) . Rustock (2011) 72 EndH 5,
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1) BX 1 /N\—30Ft > % — (European Cybercrime Center)

MM 221A%  (Europol) 1E EU (Z331F DA N—JLIEA~DIEFIT ORISR 25k L, BN
B, ¥, BUNEZ AL T4 VHRENLFDH I EA2 BRI E LT 2013 FIERIN A N—F1 k&
v 4 — (EC3) & . L7z, EC3 1L, £+ M-iEB 24D 5 Ei-C b i 0 Bl TO Rk

15 https:/fwww fsisac.com/
16 https://3erlviui9wo30pkxhlv2nh4w-wpengine netdna-ssl.com/wp-
content/uploads/prod/sites/358/2018/12/DCUOverview.pdf
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W7 FERRIZ LA T oFEaRiE, Liis Vihul, Christian Czosseck, Dr. Katharina Ziolkowski, Lauri Aasmann, Ivo A,
Ivanov, Dr. Sebastian Briiggemann, M.A., “Legal Implications of Countering Botnets”, Joint report from the NATO
Cooperative Cyber Defence Centre of Excellence and the European Network and Information Security Agency
(ENISA) (https://ccdcoe.org/library/publications/legal-implications-of-countering-botnets/) (239 & Z AT &
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