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1. RUSIC
1.1 #EER-BH

EOETIX PAN—FEEL T VAN E#EEEICHEITILITEY, ZRR=—XIZX Dl
ISR U Y —E AR R L, BB RB LA SHREDRIR % ML 9 S8 A< —Mt4Soci
ety5. O |OEREEEIBLT WS, [Society5. 0 Tlk, T —X D@ - IEHE2 &L, IR TEINZ
YT IAF 2=V EERTDIENARELRDM, MA T, FAN—LF 2V T DBE T, V1N —
BOERDIEL. 74 VANV ERANDHZEDBERENIF RV AT NDN GINBETH D,

ERIZ ERFTH T4 F -V DF R EH- KB EBEAN V7 IEEEDT VY LAV T HE
L BBREELBRENRELUTEY ., LRD XS 722V AV NBEEILL TS, 25 LR & B &
Z EEITHIGERWTEY, FlIZIK 2021 FE5 BIZIEKREIZB W THAN—tF a2V T1IZBT 5K
S FEE Ih, BUFEREEIEIZ L 2BUEIIEILL TV SIEDN, 2020F 12 BIZIFEUILEWT
2w NT—7 - EHEF 2V T HEFOUE (NIS2) WRREINDG Y, T I14F 2 — Y 2ERDY /N —
X2V T bIZ@m T 2 BEIR I R R TIHELTWS, 2O Uzt HARDEZIZB 2754
Fr— - PAN—LF 2V T DR, RO, HHRTEIRAARTI HABEDTHIGHEEDESNSE.
BHEMEECEEEREICB I EH BTN —tFa ) T EEDOHIE - B DOE M % BB L~ |k
T, B EMPCERNRH BN 2 B U2 EZ AN X 2V T BERE L ETORENDH D,

ZDEHRREBEE X AFE T, AN —tF2) T BT EHNAEDEFIEPE RDEUE.
KO Y ToAF = X2 5EBBAV 77HMMI OV TOREEZERE L=,

1.2 HEXREME

AEENZERT 272012, UTOEBICEUTHEE B 21757,
L. YAN—tFaV71ICBTEAREDEFIEXERONHEEFICEATIHAE
(1) SvH LTI T3 EHI R
(2) BNEIZBITIZETAN—tF2V 71T 2EGE
2. YII91Fz—VeH 2 5E BV 7SHMICETIHRE
(1) BB 7o8MORHENIR
(2) EBAV7IEMBEALTRD 5NBBERDRET



2. YAN—EF1)T1ICRT SHENEDEFENCE RDOIREEFICERT S
&

PAN—LF2V T IZEHE L, 3ENETRET - ERIN TV DEFIENE ROKERGE (545, Rt
HE, 7V—LT =7 HARIA YV, FDOME ROEFEE) IZOWT, YEHEHDE &, METREE, =&
BRI, EETHERIE, SBOREL. AT—IFRNVE —DRIGFEIZODWTHRE - oD L. LVE
L7,

2.1 SUYLDI7ICRY BiEHIECHE

2.1.1 2021 F 4 AUBEOS Y LV I 7EERE

(1) PAIVAICHIFIZDS T LIIT7RICDER

2021 F 4 BLBEDOI Y LAYV ERIINTERENIIB T EMIGITOWVT, IERNRBR AN O EE
5,

a. JO=Z7IINA T4 VBHOHIE

2021 £ KEDQIT =TI TSI UG BEIS VY AT 27 (GREBERVAINVA) HEE Z
I BEERICRS 72, 2OV Az T REEZZT, AHIIBESEEICLVIERERAICEREEX
o TNB, RAEDFEEBRIZOVTIL, EIES E TR TTONZ 3 BOAFERICBII 5 ENS
ELzd,

IU=ZFIINNATIA U DBREREELRE L FREEZHSEHLLUT, OFVY v OEAEH»H
NE REEEDRSETMPE N RREIL VS BEERBNEULI NS BHOEENREET
HY, @IT 2V NT—=IY AT LD\ I 7Y FIEIERITREEE2ETLIeh s, KRS FHIER
TXH5REDTILNNEBIRU-LBRTNWDS, /2, AREREEEEIL. BREDTINEEA
DY T o722 L &AL TS, TOEEIL, B=F (¥ 2) 7 2B A E L EBE)
NEREDZINEED-EDEENHLL, UFEENEEEEER (OFAC)DEIEICEIE. Th
SDOBE=ZFIZHBEENRIAREENH /2D THD,

AQ=FINAT IV HD, BREE TS/ FE L B E U/ BB TEEER L FBI THY,
ZOWHEIL, THLOITONZENSHK 48 REEILANIZIThNZLEE INT VS, /-, BRI
HNZEE T HMENRINSLLFETNIZ, Digital Wallet (2B 2E#%E FBI LB LA-LESIN TV
5, ZDH%, TRTDONA TSV eBEIXTEIENTE -, T2 AKREEIZ 1TS54 02 BEIC
BIHIETEILERBRIZEZL TN ZIENS, SAN—RRDEBEN T DOND I DOWTIEE
EORELUTNRNo/2LEE LTS,

b. EHERRZTICE DT/ —EF21) 71 MRICEHT SIEHFRH
IHET, B RITBHEE (ERE LT Y AR & R\ - BT BUEE) 1 RT3 5



PAN—LF2) FAHEHFIL HEIN R L LZEBEA V752 EE T2 REAEIIH U TENIE
AW T  EEEBTIX, I3 AN—F 2V 71T IEHE L ED THRELTX
EDD, INEEFTENEMNE, REEEDB EHLREERICZEROSN TV,

EIEEEBLAMT o2 TSA IZEB T IV T 58X ) T4 0T SARATAY MORIE S
B9 2EE Tl OTSA & NI T IAUIET 0 AN —YFa) T i58HI, E R
A (NIST) WED/-EBEA V7B TEIHAN—tF a2V T1DAE LIZB T2 2THOEZEEZEALT
BT, THIXEHEHPNERICREINTORNWIENRERER->TEY, @QTSA DA TS5 VE
BF — LI AN —EF 2V T I T 2EMFENRNED ABIZETHRENHY . I56ITIE,
ONA T4V DIRELEBEEIZET DY AV Ak 2014 ENSBETINTWVRWEDRENH DL
BRINTVWS, X612, EMEERIL 2018 £ RV 2019 FIfaMU/-MERDSH. 2021 F6 A
DEEH T, OTSA IINA T4 VEEZITBETHE R, FHEFIIOWTY AV 2175 72 DIZHE
LB REET R EFRELTES T, @M I VEEED X2 T4V YTV MNINIETS
FIEEN 10 FUEEBETIINTOROVEDOMBEIZDOWT, WEAEFSRHIGNTEI TRV EDTE
FENRINTNS,

7) ERHRADSGDIEFDFEL

EIRSIN OO, EHEERENSDIEMHE 2, B+ 22 fEE (DHS) I 1751 VF
EFIINUT, 2 BT, TSA MEEUEERNAT IV EEIIHUT, ENHER N2 EDES%
FHU-, DHS 1%, £7°. 2021 £ 5 A 28 HIZ. REDNSA T4V BEHIIRLUT, bAN— Y
TUNEICBEUTHENAER 2R OIS I NA T IV BEZEDTAN—F 2V T1DA L] (Dep’ t
of Homeland Sec., Enhancing Pipeline Cybersecurity, Security Directive Pipeline-
2021-01 (May 28, 2021)) #FHi Uz, TDELIHNEIL. LTOEE) THD,

o HUITLIHEOMEE EEEL AESOETEHMNS 7 HHUA(2021 £ 6 A 4 HET)IZ,
TSAIZHUT, AN —tF 2V 7+ FAEH Y E (cybersecurity coordinator) KUAa<& g
1ZDRITEEEML, TORE, B, EFESKUTA—NTRVA%E TSA ILHRETHIL,

o FUITIHEEDMEE EEEIL BONEETOIVATAIBIEHAN—kFa VT4 YT
VIDFEIN TS ATRERR) RN (DL 12 RFELIAID), CISA DUz 7Y A ED
WEVATALNIE CISA DRBZEKEFEEHWT CISA ITHRETIEHK LA, HLE. KDS
NTODFTRTOBRAEE INTVBREINICHRE TIRWIEAITIX, £ HEERMMNIZHR
LTWBIEHRDAZIE U, MOBFHRIHA UG EITITHENICERE 2 T80T, EX
N5 TRTOFEHIE, TOEMMEROCEERIIGUTREI N, 20, AFIND L3830, 28,
ZIIEIPAN—EFa VT YT U heid OFHRY AT A XULHIEEAM Y AT ANDORIE
T 7R, QIEHRY AT LXATHIEEEM S AT LIV T 27 BRDOMN-7228, QBRI AT LY
FHIEEAT S 27 LAAD DoS WE, OFiEE EEEDAY NT—7 A VTN DY K
8 OTOMDYAN—LF2) T4V YT URC, YATLE LIIHEZRDEE 21517560, X
i ZHOBEE. BIROF KR ERLZERE. BFLZeRESIIHELELSL. ZL2TH)
RERENEIC K EE 5 X TR H D EE 25T 2EDEEEEKL TS,

o [INATIAUNIETEYA/N\—tFa)F1$58 (Transp. Sec. Admin., Pipeline Security
Guidelines (Mar. 2018 with Change 1 (April 2021)) 158 7 KIZE DN TYHZN1TZ



A2 DEeF ) TAARDBREFHEL, HERXIREBLEDF vy T NHIUSKFE L., TDRE T %
LWEE L 2RELT, TSA OED-FEERIGLEH L LT, TSA & CISA IZKIEERDNE
THMS 30 HEAN(2021 £ 6 A 27 HET)ITRIETHIL,

1) 582 DFEBHRARNZERFDOESR

DHS (%, 2021 ££ 7 A 20 HIZ. 5 2 OEMHE 28K D454 (Dep’t of Homeland Sec.,
Security Directive Pipeline-2021-02) 2 FH UL DFEEXETo/- L, ZDESZDE
DISHEEIEENRINT NS0, ZORRITIARINTORN

BENAT VREENFE VBBV T IOV AT LDV AN—L X2V 7ML 5E
RZ2RERE | OBIRFEETIX Z0FE 2 5HIIBVTE OF VY AU 7V HEBEDZEEN SR
BT AT L HIEMTS AT L% RET D212, FrE DHAR AN E XN/ B & Ef T
528, QU AN—LFX ) T+ BANKEROEHFEEZRE - EfTHIL. KO @Y —tFay
TAT—FTIF ¥ T YA U ERERE (annual cybersecurity architecture design review) %
ETEILEMREINTVEELTWVS,

2.1.2 YAN—ADIFIMNIET B5HE

(1) EFPITEREIICH U THIN—1DD 7T VNI T DBNEHZEDHED

2002 FEFPE R 2V T4 - v AT AV MNE(Federal Information Security Management
Act of 2002: FISMA) IZ8W\T, EIITBREEE THAN—1 VYTV MRS ZIGEITIE, BT
BURERE I AR THERE BRI E R OEE XN/ E BT BRI BRI T2 B L EDHT VD
Z U T, FISMA DFFIZEDNT CISA BFEEU-EHA VYTV MERIA A RZ12 1 (US-CERT
Federal Incident Notification Guidelines, Apr.1, 2017)i g,\fﬂ’]&iﬁEb\%b\m HEFX
RATBEE DOEIERY AT MBI 2HE M - E2t - AT AMICBEFRINECBEICIE, YZ%E
X2V T4V YT UNIDWT, MBLRIREEHLLEIZ, CISA/US :/ta—&iée%%ia‘m%—A
IR DAAICERE L2 T U RSN E R EDHT WS,

¥7-. FISMA Tid. EHBTEHEEMNIE AL YT v Mmajor incidents) | IZEELESAIC
&, BEA VYT VIS e SEEINTKERTIT OB IR -BENS 7 BHEAAIZ, X, SV
VFVNIET 2LV A 2 AENHAR NI, ERESOBE T IEERIHE LT Rk
SRNWEIEINTNS

(2) BRRIERICHULTHIN—ADIIFTINIETIBNBRBEZEDZED

9. ABEE AV AT AIOWTIE, BT INF —HEBRESDOEDLHA YA N—F 2D
7”‘4’(?“/7"“V1\$|§%{E§EIE%—%JL%’)e& BEARBAVYTYMIDWTI, &S ISAC (Electricity
Information Sharing and Analysis Center)iZ 1 R LAPIZERE LT R S DRl
MNEINTWS,

2 RFAREVATAEATEITAN—EF 2 ) T4 BRIIOWTL R FARBIZESBANC
HEO%, BE&EMY A7, (Emergency Notification System) #3& U TR FHRHIZESAEA



Rl—vartrZ—(NRC Headquarters Operations Center)iZ, QFEALEEEZEZ5TK
EBNRX25AICE 1 BEMNIZ, @QFALEEL2 /25T EEMDOH > - BWEXILZ DR ENH
BALZ5BE1TIE, 4 RREIBIAIZ, @Y AN —EDOHEFIT AN LG A1 8 RIS RE T
SBEHENRINTNS

K, EFFREIIBITEEAA(THEAAEGD)IZOWTIE. EfRATEHRFE (DFARS)ICE
DX YAN—AVYTUNDFERNS 72 REMAICHRERIRE | 2 THORITNIRS LRV EEDS
nTwad

BEIZ, SRITEIZOVLTIL, 2021 & 11 A 23 HIZ, BEEEF (Office of the Comptroller
of the Currency). ##¥fEHIEHEES (Federal Reserve Board of Governors) KUSEFS
FE& R/t (Federal Deposit Insurance Corporation) i, #[E T, EFBi%E LD %215
SRITIZH LT, AV a—2v X2 ) T T80 VT U NEHRY AT LAXULER Y AT LR DER
IZEBDBELLZ5THREMDOHDED) DHH, $RITOMMBHLE S I HBERICEEN LT E
REOTAVYTUMNIEY TS LER VYT Mnotification incident) |AMEX - HIBF U7-5
Al EBEEFICHUT, Bz (Daked 36 BRI B ETOBEEETRAIZHIEL-,
mH, AFADMEITHIZ 2022 24 B 1 HTHY, LEEDVAN—V T Y MNIETIHREEFICD
WTIE, 2022 F£ 5 B 1 HhGEAINS,

(3) 2021 FHAN—ADITIUMBHMIERDBE

1) FEROBE

EFRITBRLES, EFHBUFDOFAARVEEA U TIDFEE EEENTAN—AV YT VN HKR
U7BE12id, CISA I 24 REMINICIRE 2T BHEEF L E D2 2021 EVAN—1 VTV NEA]
% (Cyber Incident Notification Act of 2021, 117 S. 2407) £ M2 XN =,

REREED, BTN THEEERS, 2002 FELZ2AEE (Homeland Security Act of
2002) D% 22 #R(Cybersecurity and Infrastructure Security Agency Act of 201512
FVREICEMINZED) 2 WETIHREL>TVS,

F/- REETIE, RERZEICEIGERBIFLEDOBEHRIEE 2 RET DD OFELZIT - EE
PREET oI L TARREE SR EDIT, BEAEII—EDERMERIELZDLLEIL. @
CISA W EAERELIDEREEBEZ/ILL. DD, TIANY -5 RETD/-DODT — X {EEFHE
BRATOHEZBENTV S,

2) FERDMFINRE & ZOBNEE

RERIIBIISEEIN 2 (covered entities) | &1k, OEF/TBHERE, QEFABUFDHEE A,
@V AN—FX2VT1 - AV 7F7FELF (CISA)BEEN, YZEEVI7IDOEEN XV T 1BE%:
ZIGAITBEINDY ATFHMICE DT, AN R L TEILNEY THL LR E L -EEA
TS5DOFREE EEE RO, @FAN—tFa)F41 VYT VIS —E AR BT 2 IEBUF EAE
2EKRLTWS,

EFRIT BRI XITREIN R 1L, AN —F 2V T BEXIIBENTAN—L X2V T4 FER






2.2

2.2.

FE DT _EE (gross revenue) D 0.5 N—t Ve B2 VEE ., YHE R A LB XIES
BEMGETOHMICBIISIHYZVDREE LD &L UTIHMET 2N TELIH, QYUFER DM
BRI BERCERNE, RENEEOZIGEN FEERCBEDRKBEEDEREMELT,
FROEISEREELE LIERETIILNTE D, /2. AREIX OZDEI&ICET 2 RIRE L FHt
EHIEURITIUT RSO EHEINT VS,

4) NMTIVRBHAICLBIERZIVISOREAIRTLDYAN—tF1UT(RALICETS
ERLZEERERE

NATVREEGEIR 2021 £ 7 B 28 HIZ, BBV 7IDHIHY AT LDV AN—LF2) 71 [
LB T2EREZ2HFERZE (National Security Memorandum on Improving
Cybersecurity for Critical Infrastructure Control Systems) [iZ&% U7z,

REZSLEREINBNEREE (FACT SHEET) INA T VBIBIC L S KEDEE AV 75 %F
ETD-ODBMPMEEDAZE ] (White House, FACT SHEET: Biden Administration
Announces Further Actions to Protect U.S. Critical Infrastructure, July 28, 2021)
Tl Qau=7IWNL T4 VKO JBS 7—RIZHTHI70 AV 7V HBIZROND K5I, B
BN EREL > TEEINTWSREDEE SNV 712 ERRYAN— LOMHENFELTS
D @QIDEHIBREBEAVTIIRFIEHLTOBEY AT LADEAL, BERLFIZLY  KXEDOERLZEMHEE,
BEZEHREROKETROAREE - Z2NF R TEENNHEILNE, QFEEA LV T7IIINNT
SHIEDMHA I E—FNTRINTWSILITERTHEEE2RR T 572010, RRBOHEEELE
EDHZBLLEII, QEEAVISDOMEBLEEEIZ, BEWNRTAX VAL ENHE &Ko
WS TESDIENMREITRDELT WD,

ENEICHITB TN —tF2 )T ICET SERHE

FEAEIZBIT BT AN—2F2) T4 ANDE RDIHLIZ DWW THAEBER B 2 EEL /-, BEAIZIZF
INEEESTER DB, A N—{RBRDIE K2 T 728Uk, SBOM FiZL BV 7Rz 7vFal) T 5tk
ANDEGH, ZE DY AN—tF2) TR HFEIIOWTHAELER U2, TDEME LU IZEY
FLdd,

1 BAEICHITDHRPDEZERITDOHIRSA Y —) - FREEHIEFDLLE

HKE, EU, EE, EMENRIT, FNAEERITOFAN—tF2) T EROMEERTE LT, AR
I, RRALHIEE, MiBh & SERHIE, BHPH|EFIE, Y —VEFIIOWTOREL EK LU,

(1) HIES1Y
& 2-1 ANEORINMERERIT AR5 DLLER
il BE AR
KE (1) CYBER ESSENTIALS:
FUNEZEDY — & =0 BIBEREE DY — & —3, MOV A N—F2) 74D

10



ERELEINSIHROIUIE DN, EfTAIRELEE 2 ED DO DFEE,

(2) Cybersecurity Resources Road Map (A Guide for Critical
Infrastructure SMBs):

A DODMHEELEHEREIZHITS 2 DDEMTHEEIN, EEAVT7IDOHER -/ pEE
M BHO=—RZEBRBRYAN—Fa) T4 - VY= ARRETXSLH1Z
FHtxh-o—Rsvr,

(3) 10 Cyber Security Tips for Small Business:
H/NEEERETD2DDYAN—LFX 2V TIZET5 10 DEEZLL Y MOE,
(4) CYBERSECURITY FOR SMALL BUSINESS:

FTC DAXRTEAE—INEIRAETIDYAN—EF 2V T4 RFFHRA YV MENE
o

BRI (1) Cybersecurity guide for SMEs - 12 steps to securing your
business:
HF/NEENEHDY AT LLE IR ADZ M ETDD/-0D, 12 DEBENLZINA
VARIVDRATY T o B Ui A1 R,
(2) Essential Guide to Cyber-risk Management:
DED) ZAVER TR AU DV TDMREHRE,
(3) 10 steps for a Cybersecurity-beginner SME:
10 DATY IS THINEENT VRN ERE R RET DD DIRHE,
(4) ETSI TR 103 787-1 Cybersecurity Standardization Essentials:
HF/NBEEDRIE O TV — LT =2 B AL THAN—F 2V T4 2 LT E20D
I ATDNSFE DT NEI DD, BERIEHREZ R TS-0IZ, EER 5 2D7
L—2bU—0% 53U, 5 DDATY A ERELREUAAR,

HE (1) Small Business Guide: Cyber Security:
FUNBZERIF DOV AN—KHEZ RIS 520D 5 KAV NN ITY TR K, <
VXV AR T A VR NAT - REENE, T UK BB L
AR,

M (1) Small Business Cyber Security Guide:

—RRTFAN—EF 2V T DFEREFF /DI, FIMEETEEATEL/EHEL
WERICDOWTRRI LA R,

(2) Step-by-step guides:

PC DiLE), #E 7 7)) DFLENICFREL. ¥V 7V FHED 29 DREDT—IZD
WT, BERIRRE A EE2EE I —CRULZALERITY =27,

(3) Cyber Security: The Small Business Best Practice Guide:
HNEZENTAN—L X2V T+ WK% E 2 572 DITHRELRA Y M R RS
UK,

(4) Quick wins:

PAN—LF 2V T EE 52 MBI OWT, TOMEL2 L —H—(C
B2 B27-DDERT, BNV V2T YA V7 NI 7DV R—METIZDOW

11




THEFRLZE D,

(2) SREEHIRE

& 2-2 FENEDOHNMEREGIFEREEFIEDLLER

il A

KE -

R (1) Cybersecurity Label:
BT VT VB KV FNBZED Y AN —EF 2 ) TRV & 5§75
FETNIVHIE,
(2) CYBERSECURITY MADE IN EUROPE label:
BN DHAN—tF 2V T BEDTTE—Va v E2F0, BB LU 70—\
HCORMELEEDD /DD =T T4 7=V UTDTNIVAREFIE,

EE (1) Cyber Essentials:
AVIANIEBECRHTY U —NIEIETHIL T, &E— BT IN—KE
MNODIRIANREL NV 2 FEA T S FREEH E . B S22 WA TEMMREEZ &L
Cyber Essentials Plus &% %,

M —

(3) HEhE XIEHIE

*& 2-3 AEAEDRNERERITHE), STEFIEDLLER

Tl EE A2

¥E

(1) Resources for Small and Midsize Businesses (SMB):

CISA 735 SMB M DiEHRiREtR—2I,

(2) SMALL BUSINESS CYBERSECURITY CORNER:

NIST DB B AE—INE IR RANT DY A N—tF 2V 7 FHRBHER—20L
(3) SBA will Award $3M in Grants to Help States, Entrepreneurs
Combat Rise in Cyber Attacks and Threats:

2022 £ 1 A, /N2 (SBA)D, FrEF/NEZENFAN—LF 2 T1- (7
TEHFETLIDELET L2012, 300 T RIVOF -2 EHIE 2 RR,

BRI

(1) MARKETPLACE:

F—OYNEEDFAN—tF 2V T BEEHR, B, F—LEATOVT, EVDIE
HEME, R TDHILNTELETHE—Va vV AR—A,

(2) European Cybersecurity STARtup Award:

BRINDPAN—2F2) T4 AZ— 7V IZ/H T2V RTrVa Vv BRDOREH]
E.

12




EE (1) Cyber Exchange:
PAN—tFa2) T EHEREADIYF VI RIFRBLE LTIV AT, &2
VHIVT =Y a B EFEDERE R,

M (1) "Small & medium businesses” page of ACSC:

FUNEREEIT DT AN—2Fa) TBEFRE —FE U TRV EI R,
(2) B4 ZREMBIRBIDB) K &I 2 Eif:

(4) MRHOHwEHIE

& 2-4 FENEDRHPImEFIEDLLE

Tl R

K[E

(1) Executive Order on Improving the Nation’ s Cybersecurity:
202145 A 12 HIZEAIN-, BURLENTHEHBET — L ABEL DR T,
PAN—LF 2V T HEHTOEREEZED, ASFHOHKEEZEETLUT, H
DDA ML RUZKEES. BHRBEY —CAREOWRERFII OV T
nTna,

(2) Ransom Disclosure Act:

2021 £ 10 A ERIZEHEINAZT VY AR U- I T ERAME S
I BHIEEREYIAAER, RKERZECHBNT VATV ICBRELERED
EoR &R -BR ERINBEDORER CRRIV - REEERE) P E RS, X1
WORBXEHELREDEREMEBHN T L0850,

(3) Computer-Security Incident Notification Requirements for
Banking Organizations and Their Bank Service Providers :

A BEEREET (OCC), EMEMFHIEIHES (Board of Governors of the
Federal Reserve System). B X UEHFEERBKE At (Federal Deposit
Insurance Corp)iZ&>THEINAFHA, SBITNIERZ | FAN—LFa) T+
EREER UGS BEANS 36 RELURNICERE T2 BB ITED,

BRI

(1) Cybersecurity Incident Reporting and Analysis System (CIRAS):
BRBEEEE. MNAM R BEEAV7IEEZRIITNENOHRAN LY Y1
NV T VNOMEBRBENREONTEY, TOMEE R DIVAT L, G
ROERDHHHERO U BLIBRREE TV AT L,

(1) The Cyber Security Information Sharing Partnership (CiSP):
EEDEZERKOBFEDHBNEZE N OMEEDEVRETH AN —ZRIER
EHETILLIITU A,

(2) BEEAV7S5HEEMITHA:

NIS fEHICE DX HETYIN—LX a2V T ES2RIT. BBV T75FEE
12V AN—EF 2V T4 RDERE, TFaV T4 FHHR® IT BENKELZSE
IZHH Y BADHE 2 BHAL, VAN —EFX 2V T WK E BB EDEHILRE %
F2,

13




M

(1) EBEAVI7IETEI0YT Vv MNRE:
Security of Critical Infrastructure Act 2018 12&Y . EEBAV75EEHE L
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2 Threats to Critical Infrastructure: Examining the Colonial Pipeline Cyber Attack: Hearing Before the S. Comm. on
Homeland Sec. & Governmental Affairs (June 8, 2021) (Statement of Joseph A. Blount, JR., President and Chief
Executive Officer, Colonial Pipeline).

3 Cyber Threats in the Pipeline: Using Lessons from the Colonial Ransomware Attack to Defend Critical
Infrastructure: Hearing Before the H. Comm. on Homeland Sec. (June 9, 2021) (Statement of Joseph Blount, CEO,
Colonial Pipeline & Charles Carmakal, SVP & CTO, FireEye Mandiant).

4 Cyber Threats in the Pipeline: Lessons from the Federal Response to the Colonial Pipeline Ransomware Attack:
Before the H. Comm. on Homeland Sec., Subcomm. on Cybersecurity, Infrastructure Protection & Innovation, &
Subcomm. on Transportation & Maritime Security (June 15, 2021) (Statement of Sonya Proctor, Assistant Adm’ for
Surface Operations, Transp. Sec. Admin. (TSA), U.S. Dep’t of Homeland Sec. & Eric Goldstein, Exec. Assistant Dir.
for Cybersecurity, Cybersecurity and Infrastructure Sec. Agency (CISA), U.S. Dep’t of Homeland Sec.

5 See America Under Cyber Siege: Preventing and Responding to Ransomware Attacks: Before the S. Comm. on
Judiciary (July 27, 2021) (Statement of Richard Downing, Deputy Assistant Attorney Gen., Criminal Div., Dep’ t of
Justice).
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6 Donald T. Williamson & A. Blair Staley, Ransomware: Tax Compliance Issues for a New Reality, 58-12 TAX MGM’
TMEM. 281 (2017).
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7 See e.g., Travis v. Assured Imaging LLC, 2021 U.S. Dist. LEXIS 89129 (May 10, 2021); Abernathy v. Brandywine
Urology Consultants, P.A., 2021 Del. Super. LEXIS 46 (Jan. 21, 2021).
8 Dickerson v. CDCP Colonial Partners, L.P., Case No. 1:21-cv-02098 (N.D. Ga.).
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° EZ Mart 1, LLC v. Colonial Pipeline Company, Case No. 1:21-cv-02522 (N.D. Ga.).
10 See e.g., CISA, Pipeline Cybersecurity Initiative, available at https://www.cisa.gov/pipeline-cybersecurity-
initiative.
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11U.S. Gov’t. Accountability Office, GAO-19-542T, Critical Infrastructure Protection: Actions Needed to Address
Weaknesses in TSA’s Pipeline Security Program Management (May 1, 2019).

12 Gov’t. Accountability Office, GAO-21-105263, Critical Infrastructure Protection: TSA Is Taking Steps to Address
Some Pipeline Security Program Weaknesses (July 27, 2021).
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Transportation and Passenger Railroad Cybersecurity, 1582-21-01 (Dec. 31,2021)) #%&H L7= (fE
ITiE. 4R 12 A 31 H),

ZDOELDHNEIL, BECIRARTZRBEONA 7T A U HFEFITHT D ERAVIOES & FH T
2bDTHY, OV A N—txa U7 HEHLEEOEMEBIH, QA "—tFX= VT
A TT Y PPRESNTAG 24 LN, FTEDHEZ CISA ICHET L2 L, @

13 Dep’t of Homeland Sec., DHS Announces New Cybersecurity Requirements for Critical Pipeline Owners and
Operators (July 20, 2021).

14 Pipeline Cybersecurity: Protecting Critical Infrastructure: Before S. Comm. on Commerce, Sci., and Transp. (July
27, 2021) (Statement of David Pekoske, Adm’r, Transp. Sec. Admin.

15 Transp. Sec. Admin., Enforcement Sanction Guidance Policy (updated on Feb. 8, 2021), available at
https://www.tsa.gov/sites/default/files/enforcement_sanction guidance policy.pdf.

16 See Christian Vasquez & Blake Sobczak, China hacking threat prompts rare U.S. pipeline warning, E & E News,
Energy Wire (June 21, 2021).




PAN—EX2 T A7 PRUSFHAZ | IZFENRWIRY | MRS OMATND
180 HLINIZRE L, TSAIZARZGL Z & K, @A N—kF =2 U T o Maggrkaii &
S A YIRS OME TN D 90 H LINICHTE D ERITH SN THE L, TSA ITKREZES Z
EEOBBENHRINTND,
1.2 2021 EIZHTH T oYL = 7XHIGDEEBK

121 HANR—A VT FEMEICET SRHELER

INFET, REGECH LT, oAy =T HEHEIZL DT A N—A 2T MZHOW
TOEITBREBI M BB A T BT FE L Qoo L LR s, BHS
WZBWT, aun =T WA, T I R ELZT T, BYEA 7 T2 BT 520,
RS LTI oL = THRESEIZONT, A R EMBR LT REL
WHBZINIRE D EEOBEENRH SN, 2t REGEICE 2P~ T
MBI 2 @R 22 1 U, IRETET, Ei, O AR b I SR A A B
BT HZENTERNEDTHD,

DI Cik, OEFATERERSC, EEA V7 T2 @EETRBAESENT VAT =T K
B L Z T GAC, TOBEMBELEEDTEFOY A RN~ T hEmE, @an
ST T T FEMEZIT T, BRPICABRIICRBAGEIC LI DA =g T b
BT DiBmEE AT 2 L2 BIE Lz ROQAMEY A R—A T MBEER] O
o QRMBEEICLDIVAN—A T v NBAICBET 52 Ok ONIEB M ONEIARE T
5o

(1) BEQYAN—F VT MBI

T, PN T REE TSI, EATBOREIC R L Tl o iR
L TV DEEFONRKIRIEFEIZ &, OEFBITEREEIC S L THA A=A T D
WHBEBEZEDT O, QBEEA 7 TEEFERIIH L THARN—A 7 FOEH
BHELEZEDZ LD, LWIHINEETHHT 5, B, @I oW TiE, BRZHA Lic 1 7T
A VEER LPEFEET T 2B E L EOTHANTEIE ST D5 Z LT D,

7 ERTBMEIIR L THAN—a VT MIET A BMEHRZED
L0

ET, 2002 FHEAEHREF 2 U T 4« v XY A ME (Federal Information Security
Management Act of 2002: FISMA) 7|28 W C, B TEHRERI T A N—of T v MR E
AT, YR TEOE AR, EOTIER TR . BEEREE S R OMETE S T R T BB I
W 2/REEZTEDTNDE, Z LT, FISMA OFE(EIZIESW T CISA 3% L7z HEFA
YT v N#EF AT A KA > ) (US-CERT Federal Incident Notification Guidelines, Apr.1,2017)
(ZBARR e BLUE DS E L, B SCRATBUE B OB S A 7 MBI DHEM: - 5242k -
AP EIR LS A U T8, Y REX 2 U T 4 A4 v T 0 MZHOWT, BERH

17" Federal Information Security Management Act of 2002, Pub. L. No. 107-347, 116 Stat. 2899 (2002) (codified as
amended in scattered sections of 44 U.S.C., 40 U.S.C., and 15 U.S.C.).
18 See 44 U.S.C. § 3554(b).



TEML EHIT, CISA/US 22 Ea — X BEIET — AU TR R LANIC S L iz
SRV EFEEZED TN D,

F£ 7. FISMATIE, B TERERIA TE A A 5 > b (majorincidents) | '|Z5# 8
LA, Y%A o7 v MREES T EGHEMICHE R TN L2 HD
TRAURNIZ, X, Hi%A 7 > MIBET 2 L0 FEMRNE 2 GBI BIRNIC, BT
2OBET 5 EERITHE LRTIER SRV EBHES TN DY,

14 REGFEIZHLTHAN—A VT MIEATIEMBBREZEN-ELD

FT. KBREE AT DZHONTE, ER L F—HBIlEZBSOED L HA] T3 13
—tX2 DT AT MREREMEIELE) (ICHERSE HRRA T v M2OW TR,
% /) ISAC (Electricity Information Sharing and Analysis Center) (Z 1 REffiANIZH L7giT 40
b L ORFINTRS TN D,

Fo BFHIRE AT AT A RN—t X2 U T 4 FRIZOWTL, B EHE
BRHEANCES &, BE2GEM T~ A7 & (Emergency Notification System) % 18 U CJ-1 /78l
TEAARIMA XL — 3 &% — (NRC Headquarters Operations Center) (2, DE K728
FEOLOTHENEEEHEITE. 1 FFUAIC, QERLBEELZ L6 T RO H -
Te BT Z DORZEHHA L7281, 4 ReILINIZ, @Y A S —BCBE O YT 2 5348
L7 Aici, 8 FEMUINICHE T2 /BB I TV D2, ok, R IHGIZESIL,
2022 3 H 4 HIZAESZBMEL C, RAFETANN—tx 207 c 7w 7L (Cyber
Security Programs for Nuclear Power Reactors) 2% /AZ L2, [FA45 H 2 BEZHRE LTNT
AAEFETLHLEOWREEL T L TWDN, Rl L7o@mMEE & fENFICET 22 E LR
24

Wiz, EM#HREICRT AN (FTEAANGT) 2o TiE, EPHRAE TR ESLHIH &

(DFARS) (2D & A N—A T FOFERNE 72 RIS DRl E | 21T
DRITNUTR RN EED BN TNDE, EHREICH0V — B R 2R3 5 30T
IR (HBET, A KEEMEZ YR — N 5EBLITo TWVDLEELET) ., 7D, il
BANBBLZ LD, 2EHEWVOIRFRRENINTNDLEZXBND,

Z LT, RIS, au=T WA T T A B REAHR S VTR ISR U 7o R A
FoRIEZ T HEITEICEAT DI A N—A T v FOBEMIZOWTOHAIZ BTl &

9 Z ZTWHIEKRA T b (majorincident) &%, EFLZEMERE EOFILE, SRBIHRE L < 13KE

DOREFE . XiE, KEFROAMGEE, fRIOEBE L ITakoZelcd LT, HAREE
(demonstrable harm) b 725 I3 ) DHEETH D LER I T D, See Off. of Mgmt. & Budget, Exec.

Off. of the President, M-18-02, Fiscal Year 2017-2018 Guidance on Federal Information Security and Privacy

Management Requirements 5 (Oct. 16, 2017).

20 44 U.S.C. § 3554(b)(7)(C)(iii)(I1D).

21" See Cyber Security Incident Reporting Reliability Standards, 83 Fed. Reg. 36,727, 36,727 (July 31, 2018) (to be

codified at 18 C.F.R. pt. 40).

22 NRC Cyber Security Event Notifications, 10 C.ER. § 73.77(a)(3) (2016).

23 U.S. Nuclear Reg. Comm’n, Cyber Security Programs for Nuclear Power Reactors, Draft Reg. Guide DG-5061,

Rev.1, Proposed Rev. 1 to Reg. Guide 5.71 (Feb. 2022).

2+ See id. at C.3.3.2.6 Incident Response at 34.

25 DFARS 252-204-7012: Safeguarding Covered Defense Information and Cyber Incident Reporting (Aug. 2015).
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P AR =X 2T BN E END VA= X2 T B IER I ONEIL, CISA EH (H
TEAEREREEZRE) 2N, BREREE ., ERBITBOE TR )H (OMB) &, B EE KO
F A3 —FE A4 (National Cyber Director) & 17 /1L TREL . ARIEAMATSAL TS 270 H AR
WP D FETITHIESNADE E RALH AN BV THESNARIT IR B20,

B O EREHANCB T A —tx 207 F B RIL, D7edib, O A3 —&
F2 VT MRZEICEAT LR, @I AN—ATHE N YR ELAT o EE TR LI Masate, v
TR, H AT & OV (procedure) 12 B35 500k, @Y% A N —1TAE 2 GBI E 3572
WIZFH LD H AIPTRL A, DNSIER T~ AT =T O 7 V) @R 538 O
FIC BT DI (BREE . A— /LT RLR%E) NS, ©Yi%REEFEM T DTS
FENE L TWORT TR G720,

Y HAN—tF1 )T BHMETIHERS, BERBEROFAFIRE. K
RIZBTE2EEDRBRRVT A N\ —DFRE
(7) A N—REREZMHEBICH T EIBBEEIN-EBHNDOZ]

FAN—AZEREZAHAREIT. OCISA 23, [FAEARIC I TR R E S o2 <ol an %
ZHHTELRHIZIEZ HLEBIT, QY AN =X 2V T @O HE N, BHRE THINE
DT DOLT | ZNEZ A TELIINCLRT IR BN ERESIL TS,

(4) BHROFAIZET SR

RIEZBNT, YA R EFEREZ A HHHMRAEC T CISA IZR SN A —E X 2T 118
UL, TR A HE (5 ULS.C. 552) 55 552 SRE5(b)HHE(3) 75 (B) (T£: 12009 4EBAZ - 1E#H B H1%)
OHEfT H (2009 4 10 A 28 H) LI IZHIES - AE i B LS OB FRIEIZIB W T, fF#E H
BB T DR RPEERN LIRS AL, 22, ZOARBRD, ZOEHME mEDOE 3 APRHE
HICRZ ST A ENRETHRESN TWAEADOIE) Tk, AT 47 L ERIER LT 5
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2 VT AIBEOFR A1, ZOMOEI R SIRICIR T2 28T RN EHES N TND,

a. FRERICBTIEXDORK

BRI RE D, REL S BHESNOHANC L3> T, AN~ 2 FEREZ A EEZ 8T
T CISA [ZHAN—EFX 2V Tl ER M LI Z LI 80 ATEICEY 2002 4FE T2 2 REEIC
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CLTREL T UT2bnEIESh TV,

(=) S8l
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HEREFEL T, RO @ZBHE LUIERT2IENTED, o, FREIX @ZDF14IC
BE9-DAR F N Tl & il /8 L7 iU e D7 n ERES LTS,

Fo, BRI RE CTHLEMBIF O AANRIEICER LG G IE, BEREBEITRE
(Administrator of the General Services Administration) [, FREOEI&ITINZ., Hi% § B NZHEE
BRI A 7Y =— /L (Federal Contracting Schedule) 7SR5 DB MO AR 208
T&%,

HWHEATBOEBI A, RIEDO BARICER L% E 121, Y i%E K A Y i T BB o s
(Inspector General) IZfFFET 5, 7035, Makhs 23R EE 1T, Y TEOEI IC L oE R % | B
ARFIHAZ LU TRHLL 2T VTR BN EHLES L TND,

() A4 N—tFX2 )T BHONH

AIER TR, SN A N —EF 2 T @A T 552DV T, LT DO IIITED T
W5,
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O AN =X 2T 42EHFXIIRAISLD | EFRREGE M OEFE L EREICS ISR DR
By @Y% AN —tX 2T 2 5E IR ADETERZJRIA (potential source or sources) DFFIE
@UHV AN =X 2T 4R E IR NI DB LRSI T LD OHELER | KO, @FFkD
PAN—EF 2V T MR E IR AT LT AT DEARET D720 O IR BT 215 @igftic
DX, HTDMTOID, 723, ZO TR TL, 2208, BESUT AR LI L2
BB OIENE T TCORIT TR/ ESIL TN,

Wz, H LR EEE (CISA REAIE) | siERE X OEFERE T IL, SATEHEREIC
BT, VAR~ REREZ A HEMRZ B T CISA 1T SN AN —EF 2T il EI S
EVANR—BBAL TV o A WAE . LD FHINE- T ERLRRE TN IO 2
ROT=DIZ, ATV 2 AR OERITIERAE AT DENTELBATEHER OB A 2454
THIENTELEATES N TN,

BB TR D AFIZOVWTHESN TV, £3°, 30 HIC1EILDL S VEEE T, B 4%
PRERE (CISA REARE) | fERE X OCEFEE @E T I, ST BB & O x4
FHDEEL TS A= BB T 58RO R AT L LR AR —F A TV = A
WEZER LTSRN EHESN TV, AL, OAR T2 TERS 2T
X757, @B A, BB TR B SV ET S0 (classified annex) &5 T ZEMNTED,
Fo, OARREETIE, TAN—REREZAHEREZEC T CISA IZEHENTZ YA —kF 2]
TAHENZ B A RO IF JEVEE ) (attribution information) Z ¥ A e KPR AT REZ2FR Y
FEA AL LRI TR BRN LS TS, 725, [EFRFHREE T ZTITED BTV DG
XIZZ DO THERESN TODHDIC D& KENEEL TS A — A g3 57
DITHERNDH LG AL, YRR EAMRR T 52N TELEBEINTVD,

I REBEIZEDYAN—A 2Ty MERICET 2 ZD®OIEER

ZZTHEL INETHAL CEE S ERroE A& B ST HE 212021 98
— AT M %NE (Cyber Incident Notification Act of 2021, 117 S. 2407) %51 (24 ¢ LLN Dt
BB DIFDNTE ., BEEEICH AN — AT U MNBE RO HEROERPRHSTH
BHDOT, TOHDONIEBN A Z BB L TR E20,

ZOEANObON, HHEHS LR OE 2 R EBUTEZE B2 (CISA 12X 2F1EEHD)
DEIASR=PEHIRTEED T 2021 4F 9 A 28 HIZFRHI12021 FHAN—( T
MR 4575 (Cyber Incident Reporting Act of 2021, 117 S.2875) &1 Tbh 5, FIIERETIX, OEEA L~
TOFAE TEEFITK LT, CISA 12 72 B DANICH S T2 R B AL . @3 (50 4K
D /IMEZEZER) | FEEFIFAR, M M5 ARG RT o DA A N o T2 A1
IX. 24 REFEILAAIS CISA ICHETHRBELZRTLEBIC, QZNbOWMERGE BT F XL
T, CISA IZETRIfT A M4k (subpoena) &3 T2 HERRA 1 5-9- 5L L2, Z O S HIA A a5k
(ZIECIRNE DWW, IR ENEA IR L CYE S IRE T T 5720 O REFFRiAZ IRy
FHIFTIZB VTR L THHIT2 0 DA Ttz LD ZEEBHESNTND, ZOERIT, FE
BETARESNIEHDD, EFETRIRSNDETITIEELR) ST,



ROLOY, HFRaE= TEeDE £ 2Rz B2 (CISA IS 2 EEHHEDD) 12 2021 4F 8 1
27 BICIEHENZ12021 EEEA L T7IIETHIANR—A0 2T 7% (Cyber Incident
Reporting for Critical Infrastructure Act of 2021, 117 H.R. 5440) & | CTh 5, LT, ZOIELETIX
EEALTIHEE T HRMEEAN—A VT UM 72 RERILINICHE T 28B4 7L
CISA |ZH A/ —A 7 MEA S (Cyber Incident Review Office) Z 5% 5% DI EZ E A TUD
7o FNEZRIL, TBED 2022 51 [EIRG 1241542 (National Defense Authorization Act for Fiscal
Year 2022, 117 HR.4350) D —#F &L T 2021 45 9 J 23 HIZ FBETHIRSIVZ, LU L, 2D
FEED 2022 RFHEEEPHRHEIERICBIT T ANN— A T U MNEFI BT BEL, LT
DEEEEDOFELAEVO P THIBRSLTLE-72, £L T, 2021 45 12 A 23 A, 2022 RFHEE
[EIRGRAMEIEIE, RS ICI RS, [ 12 A 27 BISAT  RRBEICEA SHUTHALL
2o 728, TRROERIZHSToH A=A 2T MNERINI T HBUE B HIBRISNIZDNTHONT
(I, FHEDSLIEE B R ART 2022 2FHEEE BRI M e A RS R (Joint
Explanatory Statement to Accompany the National Defense Authorization Act for Fiscal Year 2022)
(. ZDOHHEIZOWTORLHAR, ZOT2d | BEAL T T2 A - T D RMEHEITH LT
YAN—A LT T UMD Z FHATT DIIEIZOW TR, BT RIERIC LD LB L2 o7,

D%, 2022 £ 2 HIZ, v T TATRMEDRFEAELIZZEND, KEZIZLOHELTEA
AIFEED, B TIZEVREIZFZIR LT, 2070, BAES FRIX, oo 7 A RIS E~D
PAN—T AL F F =TT AL — R SEL RN HHEZEZ T 3 A 1 HIZEKEY A —F
F=2U7 ¢58{k1% (Strengthening American Cybersecurity Act of 2022, 117 S. 3600) | £% AR L7,
3 A 2 BIZFBRICEMAL TG, FHERIT, 3 DOIEREFLEDT-HOTHY, 5 1 fiH312022 4
HFE R X =2V 7 1 BL b1k (Federal Information Security Modernization Act of 2022) | £ 2 #f
232022 FFEEHEAL T T T VA — A2 7 VMl 5 (Cyber Incident Reporting for Critical
Infrastructure Act of 2022) | % OV 3 #A3 12022 FEEFBUFIZI I HEF 2T 727 70 ROM LK
V9518 /77% (Federal Secure Cloud Improvement and Jobs Act of 2022) 2>BAE RS AL TUND, Zih
DB H 2 Ty, REEEICY A=A T T U NBREZ RO DHE D EL7R>TNDDN, EDWNEEIT
DONWTEEIR TS,

—J7. FBETIL, 3H9H 2202248 #E5% 114 (Consolidated Appropriations Act, 2022) 273 F]
RENTZD, ZOFIZiX, 3A 1B I EBE TN LT REY A S —tX 27 58 bk O D F21H
IZB725 2022 F HEA L T TN T DA N— AL T U MNREIE LEEFRC S OERDEY
MEL THEEN TV, 2L T, 2022 Bl HIERIT BRI st &, 3A9 RITEEZRE %
(2310 B EFETRIIREAL, 3H 15 BICKHBEICED B SHTRNLLTE, 2O LD 7R R AL
SNT=DIE, ARITBFDI A K ETOMEIRBUN 200D 055 HIE D L3R 57 H il
SENTEY, SIRIZLDDE TRAZH 15 BIZUIILTLE) S BUN S PSS L4013 H

27 See Jeff Burt, Russia’s invasion kicks Senate into cybersecurity law mode: Critical infrastructure, federal agencies
must report intrusions, ransomware payments within hours, draft rules state, THE REGISTER, available at
https://www.theregister.com/2022/03/05/senate-cyber-bill/.



ST T D, LLUF Tl 20224 0 FE HE B Y& L CRAL L 72 [20224F B BELA 7 F 1T B4
DY AN— AT U MNREE (CUT ., TRIE] VD, ) DN ZHLL TBEI2U Y,
T RETSEICKZYAN—A 2T MBHMIZET 2 F0ROIEHH

FT. RBEICBWNTH A=A T U MIBET 2GR A THLGI k534 (Covered
entities) | &1, KFEBORIESE 21 B EHEA L 7T OMR4 K% OVithE % M (Presidential Policy
Directive (PPD) 21 - Critical Infrastructure Security and Resilience) | CEDHALTZ 16 77 B D EEA
VI IBEENDHHEH T, CISA KB, 2002 4E[E 22 R REEIES 22 e 2242 445 (b)HE
ISV TRETDREHANCB I A ERE LM THOEEKRTILHESN TWD, ZO KK
HINZHWWT, CISA KEBHHIXIREEZEHRTHICHT-> UL, OSiZHiflx 58 CEUT-FigL
XIFfEFAMIZ LY | ER R R, BELERE T ARE L - BRI T-OINIFE R, @Y
HHHI RE N INEBFE G DEREOHHV AN —(TEH LV BE SN TR, &
O, QU HEEALT7IIIBITLEFLBEHN, H5E, FEUIRET 7 BRICIVEESNID
BEIZOWTHREICEER LT b n R ES LTS,

%212, Wikl gEm i, OV A=A T T UM RAELT-ZEERH#L THD 72 FRER MR 5
HETIT, CISA ITHRELRTFIUTRET, £, @70 A0 =7 RO REL THREE
IGAITIE, ZOZILNPB2SILTND 24 FEHMGE T2 FE TIZ CISA ITHRETHHBEZAD,
BB ZOHRETINTE T 2MAERGIL, Bl 5L (/3 —A 27 2k (covered
cyber incident) (#438) IZE% M L7 WA TH->Th, TORENFH IO TS, 72720, H
BT D, B RER DY AR — AT U NI H R &% 72 Rl 8aE 4 HRM S -
EHRAITE. ERORVCQOHEFBE L, 1 ODORE T/ 2N TEXHEDEFHENE)
NTWD, Fio, BRI RF 1L, ERROBEEAT 7%, Fiiz RGO BN R D R
G E IR, CISA ITBMHRE 2177208810, BET 57 — 2 &R & BHNC I ED b F
DWW TRETHRBEA ST, 7285, B HLAIORIATH ChiuE, RBAIOEDLHF
Ll SE HREIR S IE, RO EE, B = ([T U hn e, (RREH, —E R
TR ANALAFRIHT AR ISAO) | EEEF T (law firm) %) 2 W TR 528 TED
LRUESI TS, 7236, ZH D CISA (ZKFT 28EFH51L, CISA DM@ AT BRI & D]
TITBOERAZHRE L, 20, KRB LD Y A TBHRE R T DR OME R E N E DD
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Agencies) MEDHN TS, BAEMICIE, Oy (BHLZefig). OMEkxR (F). @®'E (F).
@EEpMEE (F)., ©F & (F). OEPEEEE (EHRE)., ORa—v 2 (BhLZefrEg).
@ F— (mRAF—H), @&f—bx (WEE). ORF - BE (BEY - REELE) . OB
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U —[ERGIFHEVESS 9002 5 2o #— U 27 WHYTHEWEB (Sector risk management agencies) | 55 (a) 25 (7)
FITINT, 2002 AEE L2 RIREEES 2201 REEG)H (6 US.C.651(5) ICHITD &7 ¥ —EBEIT

(Sector-Specific Agencies) | ZEHHKT D EERINTWNDHLEINTVDHZ NS, MLIEEZHERKRLTWY
%o



N TWDIEAITIE, Y HHI x5 #1255 CISA ~D#iE HBITmbrEns,

%312, Bkt gL/ A/N—A2 2 F N (covered cyber incident) &1, Bkl 535 3% 5
LIz RIp A /8= AT R T, CISA B2, 2002 4E[H 722 2R 22 s 2242 55
BO)HEIZEEDWTH T HRMEBANCKITDEREW - THOEERTLEHEINTND, 20K
HHANCIBWT, CISA EENEREITOICHT--> UL, BERAETAN—A T URDEHRELT,
el OF M AT L XATAY N — 27 OB - 522 - 7T MRS B I b o A
N AT UV hOFRAENTE R VAT AR T B AD R M L VY A CE KRR EEL
7o THAN—A T RO QFERZFAT XUTAE TRIGRILA R AESELHLO T, ZhiZ
L Y AT LB LI R N =7 UTER VAT L35 LLIX7 B A5 Dos BB, v
LT =T HE Por AR EIERTHILONE T, Xt O RETIZEAORA, it 7
TR —EAT NS v F— VR —ERAT A ZEH LI ZOMDE ZFHZLDHT — 47k
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