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I “Executive Order on Securing the United States Bulk-Power System”
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S5HBDTu IS AL UTEML TV,

pRfEBIE

PAN—EFX a2V T71 71— 2% BFEZESE. ICSCoE, kED CISA(Cybersecurity and
Infrastructure Security Agency). FKNZE<D DG CONNECT(Directorate-General
for Communications Networks, Content and Technology) %1 U, 1~ NI
BIBEEFEHY AT L(ICS) YAN—EF 2V F4ITERE Y TE | BEOAYIA VN —=0 7T
075 LTHb,

ZOEZIL, AV NAFEFERBNSDOSMED ICS A N—tFa) T8 hemEIEEIL%2H
HELTEY, SET4REZHZ5, BEEAVT7IEEEZD OT/IT YA N—tF 2V T7+EMR, £E
CSIRT DY AN—tF a2V T+ EMR, BRETOBEREMARNISIUTEY ., 1 NAFEFERIEN S
DEMEF I BRROEMARNS AN —H2E0 A N—tFaVT74ICETHk~ 2 Y >
RO, SMENETNTHORBRC AL HETHI -V TEELEREB/IILNTELEDL
BoTWB,

LERTTTT LORERE TRITRT,

* 4-1 28705 S LDBEK
(1) BLE=ZT7NEY¥ay
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- Ja—IvrrlE_—
(2) HRICS A NN—tFa)Fqsh—=VF
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- INL ¥ ICSCOE IZ&BV ATV Y ARV NI —o v avS
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411 YAN—EFa1UT191—0DSNE

PAN—EF 2V TV — I DELIBESINE (ZEE) &, 1 NRFEHIS (ASEAN MBEE.
YRINVT ST AVT VA BTN, BE) DBEMENSBETEDEELSII/- 40 £ THD,
SMBEIEXETNENAVRREEFEMIBOEEAIVT7I5FHEEP, ED CSIRT (28175 OT
(Operational Technology : #llf#l#4f7) - IT (Information Technology : [E#ELAMT) DY+ /N—k
Fa)TqHYE, BETHBUFEEICH IS BEREYELRE TH o7,

F/z IS —y¥aIBIUTIL ICSCoE DHAEER 1 JT ADOHEEDM, HA, KE.,
BRM ., AV RASEERIROE#HEE, 92004034 —T 1 TV AL U TREDADEETSIL TS,

4.2 O35 LDOHE

TOTILDRALT—T Ve ANTIORT  BEZA LT —TIMIBARRETRUTWE 720, KED
BFRTCA Y P RIS O R TIdE B DFRBRENSRDI S BHRABADBETH D,

i 11 K (UTC+9) BA

77 10 B (UTC+8) TIVIA V=T ]I, 74V VAR, BB
T 9 B (UTC+7) AVIRIT AVRAYT (DvINE) FF A, BA NI LA
i 8 B (UTC+6) NVTFTa

FH7 7 R 30 4 (UTC+5:30) AYRIARUSUH

xR 4-2 70735 LDIA LT =TIV (CkFRRIFEAREFRE)
1HE : 10 A 25H(AH)

11:00-11:30 At

11:30-12:30 TVA—T=vTeyyay
12:30-13:00 D bl WA &7
13:00-15:00 J202R (1)
15:00-16:00 =7
16:00-17:30 J202R (2)
17:30-18:00 D bl WA &7
18:00-19:30 IV RNT—=F T ey yay

2HHE : 10 A 26 H(K)
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11:30-13:00 J202R(3)
13:00-13:30 D b WA &7
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13:30-15:00 J202R(4)
15:00-16:00 |n A
16:00-17:30 J202R(5)
17:30-18:00 D bl WA &7
18:00-19:30 J202R(6)

3HE : 10 A 27 H(K)

11:00-11:30 ZAf

11:30-12:30 PR OEE- EfEH
12:30-13:00 D bl WA &7
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11:30-13:00 VATV RAAYNT =22 av T (1)
13:00-13:30 D Sl WA &7

13:30-15:00 VATV RARAV NI =¥ ay7(2)
15:00-16:00 ayr7vAs

16:00-17:30 BUR - 1R 3IF—(1)
17:30-18:00 Ya—hTLA2
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11:30-13:00 MNMEBRT—27Yav7(1)
13:00-13:30 Ya—hTLA2

13:30-15:00 MNMEBRT—2Yav7(2)
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4.3 EEvIaonipE

4.3.1 JbA ==t v3a>,Pre-Opening Session

PAN—t X2V T4 74 —TDERIRIZH =5 T, ARV MEIRIZ DO TOHBEEN TN =,

AIRFHRE, YAN—tF 2V T4 U1 —JICBR T 7u Y 7 b — LB
AV RKFFEHIEN S DESIMNE L SR E 2B

5 HED 71 27's AFEDHEA,

ICSCOE & ZDFIffERIZ DOV TR N—F vV T —,

4.3.2 xybJ—F25 w3 Networking Session

4V RAEEHIE D S DB MER T DOII 2= —Y a3V kB2, BIEE VOO L —
T IN—T N TH B E BEN & EREL,

4.3.3 B% ICS H1/\—tx*1UF71:L—=205UJ202R, I\XA2),/JP-US ICS
Cybersecurity Training for the Indo-Pacific Region, (J202R
Remote Hands-on)

AR —=V 3T 2 BHE UTREI N,

fEH7% ICS T AMY K& AWz ICS YA /N—XF 2V 57+ DERERE - Fffr DB 15,

ICS $AN—tFa2VTAIEHTEIRNANTTITA A HARTA VY BINZ>NT DT IN—T
TFAARNYY AV,

ICSBIEIIB T F ) T+ xSRI T 5E L A,

TS AIVE—MNV ATV =V TIZIVERIN, 6 DDOATY NTEHRINT VS, 1V
RIS S DS MEIL, 10 BDONTN—T A ITN—THl-0VEn&E 4 L2 +BERANT7I)T—
2—1 2T 6N, INTIN—T B TOEL % NI ERmI N,

4.3.4 EEDEE-Bi#:EE,Opening Remarks and Keynote Speech

FEEEEREBLUT, BAROLZBEBEBLIVHESBRE (ET A Ay —2)0dh o7, F7-. BiREE
Mibhi-,

(M

AEE—R
& 4-3 FROF EHFEEOREE %

FaRE o fiH f#— MEEXBIKE

® Mr. Eric GOLDSTEIN, Executive Assistant Director for
Cybersecurity, U.S. Department of Homeland Security,
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Cybersecurity and Infrastructure Security Agency (DHS/CISA)

® Mr. Raymond F. GREENE, Chargé d’ Affaires ad interim, U.S.
Embassy Tokyo

® Ms. Lorena BOIX ALONSO, Director in the European
Commission’s  Directorate-General for Communications
Networks, Content and Technology, Directorate H: Digital
Society, Trust and Cybersecurity, Directorate - General for
Communications Networks, Content and Technology (DG
Connect), European Commission

HFAEE ® “Threat Landscape of Industrial Cybersecurity,” Mr. Robert M.

LEE, CEO and Founder, Dragos

4.3.5 O0CRA—bAXA—=3 0t 05—t =+ —,"Process Automation Sector
Seminar

TR AT —MA—=VarREIL ICS HAN—LF2) T DIRENLREEZD—DTHS, EEA—
MA—Ya 24 (ISA) DRI IN, ICS AN —tF2) 7T (ISA99) KE L. TN —HRH
72 ICS DEBIFEIK (IEC62443) Lo T\ 3, BuERT V2L H 7272 ICS D& E (Triton 72¥)
2RO, BUR DR A TIZZRL TAVF —ZERSEOID AN HEINTI I LIIFETNE
ZrTHh3,

INSDORMERFE X, AIF—IZUT %2 BICFEI N,

® TULAF—MA—YarHEH(EH. A ALET U NRE) D ICS /N —tF2) 71 2R

572D HAKERDED #ADIAIRDHER.

® BURL NI, EELNINUIBITEBBELRANTT T4 ZADE 5,

® [FRDOVAN—YFa)TADEVHEADZDIZ, TOCAA—MA—=a VBB 7ML

HADEREMEZEFE,

(1) #FEEE
T 44 TOCRA—MA=I3 B0 —EIF—DFRE—E

E5FL—4&— | Mr. Marty EDWARDS, Vice President, Operational Technology

Security, Tenable

#EEE KO | 1. “The Only Viable Thing to Do: Security Program- ISA/IEC

24 MV 62443,” Mr. Akiomi MONDEN, Head of System Integration
Technology Centre, Yokogawa Electric International Pte Ltd

2. “The Carrot or the Stick? Ways between Best Practices and
Regulation Towards Better OT Security,” Mr. Jens WIESNER,
Team Lead for Industrial Control and Automation Systems,

Federal Office for Information Security, BSI, Germany
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“IEC 62443,” Dr. Kai WOLLENWEBER, Digital Industries,
Strategy & Technology, Cybersecurity, Siemens AG
“Industrial Control Systems (ICS) Security”, Mr. Alex RENIERS,
Section Chief, Industrial Control System Section, Cybersecurity
Division/Threat Hunt, CISA

4.3.6 BhHto5—t=7+—(1)/Electricity Sector Seminar 1

ERDODBHHMIREEELREEAN L T7I7D—D2ThHY., ZD0, BEEHITAEIIENLTM 2
BEIEOIRVWA—T YR UTRHBL TS, /-, REMDT V2ULIZEY BEARET AL F—
DBEANEATOEN, FAN—KBIIIMETREETH D, BIFIZZNTHh, CONH 2 RETL~
DDFAN—tF ) T BEREIRRI O A FT ALV ZADHEIZIIMHA TS, ZHHDEY A
IZIRERFROEBN LS MBLETHY, ZETEBTIOMHRLFAETLHIILT, #Hikk ICS DF
BUN T AN—tF 2V TR N 2B TEILATED,

INSORMEFEF A RIS —IZLL T2 BIICEE I W=,

o NIIRBBXERE WEREDERNRENLIEZ—IZEITS,ICS YAN—Fa) T2l

BRI 2ODARE, KE. EU DBREDEVMEAIZOVTOLEa—,
o BURL NI, I Z—L AVl % DEFEL NIV TOBRE, Hil. XANTSSIT 1 ADKEA T,
& JERDOYAN—LF2) T DIIEADZDIZARKHLE LI E—ICBIT 2L H D

ATREME DR R,

(M

ﬂm
i
i
ol

xR 45 EAEIY—EIFT—()DOBEE—E

BT —4—

Mr. Tom WILSON, Senior Vice President and CISO, Southern
Company

BEERD
BV

L.

“OT Security Focus Across Operations,” Mr. Tom WILSON,
Senior Vice President and CISO, Southern Company

“Effective Cybersecurity and Supply Chain Controls,” Mr. Tim
ROXEY, President, Eclectic Technology

“The Approach to Cyber Security Measures of Chubu Electric
Power Grid,” Mr. Hiroyuki HASEGAWA, Assistant Manager, PG-
CSIRT Cybersecurity Evangelist/Specialist, Chubu Electric
Power Grid Co., Inc.

“Network Code as ENTSO-E Contribution to Improve Grid
Cyber Resilience,” Mr. Grzegorz BOJAR, Vice Chair of the
Digital committee, ENTSO-E
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4.3.7 Bhto5—t=+—(2)/Electricity Sector Seminar 2

LR FBHEHERIEO-D, AP THEWRET AT —NHEIN TS, BETRET R
F—DAEBREINP T INE— )= - 77V —Vay - LIV XA(ERAB) DI KRIZEY B E B
DENMFEIZLDZTAN—F2)TAVRAINEE-> TS, ZODEFTIE, YAINN—tF2V 571 DBER
WA D R AL, RERDEF 7 Z—IFERFL TR,

INSORMEREF A, KIS I3 T2 BB -,

® FHAFMRBIANF—EHIIETHIHAR KE . EU OBHLI7EZ—DHRVEAZ, ICS 1

N—tFa )T LBEEIF A5 a—,
BUEEL AV, 22 —L )b, i % DRZEL RV TDBREERANT S 754 ADFEA,

o ZONHTOWZBLFAMOEEMLMERL. SEROMEIREEEN,

(1) FEE—R

x 46 EHEIY—CEIF—QR)DEBEE—E
5L —4&— | Mr. Daisuke HOSHI, Director for International Affairs,

Cybersecurity Division, METI

#EEE MO | 1. “Security Recommendations for Distributed Energy System

2A N Aggregators, Based on METI Cyber and Physical Security
Framework,” Dr. Masaki UMEJIMA, Associate professor in
Cyber Civilization Research Center, Keio University

2. “Securing Grid Decarbonization by Design,” Dr. Jonathan
WHITE, Director of Cybersecurity Program Office, National
Renewable Energy Laboratory (NREL)

3. “ Cyber Security Challenges and Trends in Renewable
Generation,” Mr. Jason HOLLERN, Program Manager: Cyber
Security for Generation Assets, Electric Power Research
Institute (EPRI)

4. 7Cyber Security Risk Management in Enel,” Mr. Yuri RASSEGA,
CISO, Enel Group

4.3.8 UROPEAXINT—223v T /Risk Assessment Workshop

UTE2ERETRZV—rYay T e E UL, 7075 MTEBEL N —T V-2 TERIN, EHEA
RIFRITRTEY THD,

o HEIVATLDYAN—)ATFIIZE T DFEREEDT S0 —F DEE,

o Hflxblil EELKEE CLIAA LOMELRE,

® ICSYAZFHEIZEETHKRED 7L —LT—T BADHARTA LV DIEAR,
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(1) #FEEE
R 47 URITEZAXIND=DI3vTDEEE—E

&5 L —4&— | Mr. Andrew BOCHMAN, Senior Grid Strategist, INL

Dr. Tomomi AOYAMA, ICSCoE Advisor

#EE XU | 1. “Engineering out the Cyber Risk, Scaling Consequence-driven

24 MV Cyber-informed Engineering (CCE),” Mr. Andrew BOCHMAN,
Senior Grid Strategist, INL

2. “Risk Assessment Guide for Industrial Control System,” Mr.
Yutaka TAKAMI, Chief Researcher, Vulnerability
Countermeasures Group, IT Security Countermeasures Dept.,

IT Security Center, Information-technology Promotion Agency

4.3.9 BiR-1Z#{tt=F— Policy and Standardization Seminar

FTIRNFME XY NI =215, BIFOBREEEDZRIIRARTH D, £/2. FLOTIZILY
Va—Yay (R 5G L MoD i, EBERAVIFIBIIETVRINEEIIFR THSD, Covid-19 Dk
FATIZEY ZOZEIEISITHHAIZR 572, [FRFHT, ‘b"f/\—“l:’f\—:t’JT%@’%EX?’J‘%EK%MLXCDE)O
LMo T EBEA V750 AN—Fa)711d BF%. BR. &, 2UTHE X Dffifi % 75720
INFETLAEIZEENDEBEHNZ 2> TS, AN —Fa) 74 (ICS A N—tFa) 5+ ’i’é\t‘)
(ZEAT 2 A RBERDEREIL. HAR, KE. EU ORMBEBIDMKGRAIEBEEIETHY | BIES M
LT\, /2, BBIEEDREIL, YAN—F2) T (ICSHAN—Fa)512E58)ICETIHER
EN DR RALBERD A RIGE S ThH D, BERI, EEGHLRBEBRERANT T 774 ADRHUE,
NEDHFAN—tF2) T4 DAL EILTE/2DDHETH 5,

INSORMEEEZ, ALIF =X T2 BIZEEI N, BB, AL IF—I3FiEE I —3#
H, BEENRIINTA Ay Yarve T3 2 BPEICERIN-,

e HAR, %. EU 0)"1‘4/\“'—“1’_’#:1-') T47 T O—F & KNI 572D DBUER LM H| DFIRE =

° ")"f/\“—*JZﬂF:L Pt &ﬁklbift{‘éf:&)@7‘13-*/\“11/721‘%1’@1'[:0)%\%‘[&0)?%—\0

(1) #EE—E
* 4-8 BER-FEAEIT—DBEEE—E

E5L—4&— | Ms. Karolina Angela KOZLOWSKA, DG CONNECT

#EBEAE RO | 1. “Building the Joint Cyber Unit”, Mr. Jakub BORATYNSKI,

KA MV Deputy Director of Directorate CNECT H, Digital Society, Trust
and Cybersecurity, DG CONNECT

2. “ Creating a rulebook for cybersecurity in international
electricity exchanges”, Mr. Felipe Castro BARRIGON, Policy
Officer- Energy Security and Safety, Directorate-General for
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Energy (DG ENER)

3. “Control Systems Cybersecurity Performance Goals”, Mr. Peter
COLOMBO, Senior Advisor, Cybersecurity Division, CISA

4. “METI's Industrial Cybersecurity Initiatives”, Mr. Daisuke
HOSHI, Director for International Affairs, Cybersecurity
Division, METI

NIV AR 1. Mr. Xavier PIEDNOIR, InDiCo Program Manager, European
Telecommunication Standards Institute (ETSI)

2. Mr. Koji NAKAO, Distinguished Researcher, Cybersecurity
Research Institute, National Institute of Information and
Communications Technology (NICT)

3. Ms. Amy MAHN, International Policy Specialist; Program
Coordinator for the Cybersecurity Framework, National
Institute of Standards and Technology (NIST)

4.3.10 AMBRRT—23v> Workforce Development Workshop

DUTFE2BENETEIY—r a2 ERU-, 7O S AIEBL TN —T T Ay ay THERX
h, BEABIIRIRTEY THS,
ICS AMBRODEODEKD TV —LT—2 /7 Tu—FDHE,
ICS AMBEROBE., . RANS I T 14 AT DWNTDHE.
HBARDI Ty Yy—5EDISIZHIEL, BT INDELE,
AN BRBUBEET 1A RTA P FIEDWEL T % K 5 7D DIEHDRFE .

(1) #EE—E
& 49 A\MBRD—0V3vT0EEE—E
E5L—4&— | Dr. Shane D. STAILEY, Senior Industrial Control Systems
Cybersecurity Professional, Training Development and Strategy
Lead, INL
Dr. Tomomi AOYAMA, ICSCoE Advisor
FEEROC| 1. “Workforce Frameworks & Organizational Competency” Dr.
A NIV Shane D. STAILEY, Senior Industrial Control Systems
Cybersecurity Professional, Training Development and
Strategy Lead, INL
2. “Guidebook for Establishing Cybersecurity Systems and

Securing Necessary Human Resources,” Ms. Yu INOSE, Deputy

Director, Cybersecurity Division, METI
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AN T ISIAFI—2VRIOIIRIAIMEZTF—/Supply Chain Risk
Management Seminar

ICS DY FIAF =Y AT AT AV MSCRM) I, i, BB/ \— M —D T A X2 RRE
ND—DL>TW\W5, COVID-19 BRIZEIT 5T V2L DH#EEEIL, SCRM DY A /N—tFa) 51V
A% EDB7-0, HREROBAFCERFRITENET N, VAT EERB T 5/-DDFAN—F2) 7+
FHARSGA VR -V a—YaViF e B E LS LTV,

INSORIMEREF ., RKEIF LT 2 BB -,

e HAR KE. EU IZ8}5. HEDBHEHORHX ICS SCRM IZDWTOBEEDEZ F DL

Pa—,
® BUFPEEFIZEDZTAN—LF2) Tt ADFHERRTKIZ DOV TOMER,
o SCRM HE#EEEIOHEL FAFDATREMEIC DV TORERR.

(1) #EE—E
R 410 HTSAFI-—VIRIRR=—IX VST —DHEEE S

E5L—%— | Mr. Daisuke HOSHI, Director for International Affairs,

Cybersecurity Division, METI

BEZEKRC| 1. “What Is Supply Chain Risk Management?”, Mr. Hiroshi

a7 SASAKI, ICSCoE Advisor (Fortinet)

2. “The RRI's Industrial Supply Chain Security Questionnaire for
Trustworthiness Evaluation,” Ms. Ayaji FURUKAWA, Member of
Industrial Security Action Group, Robot Revolution & Industrial
IoT Initiative (RRI) (Toshiba Corporation)

3. “Supply Chain Integrity - An Old Problem with Great Future -
The EU Approach,” Dr. Evangelos OUZOUNIS, Head of Policy
Development and Implementation Unit, European Union Agency
for Cyber Security (ENISA)

4. “Control Systems Supply Chain Risk Management,” Ms. Jennifer
W. PEDERSEN, Senior Technical Advisor to the National Risk
Management Center (NRMC), DHS/CISA

5. “A Red Team Approach in SCRM, Under Recognized Risks and
Real-World Examples”, Mr. Terry MCCORKLE, prior DoD Red
Team Member and ICS Vulnerability Researcher, and Founder
and CEO of PhishCloud, Inc.

4.3.12 20—y 20t lLEZ—,/Closing Ceremony

T, AV RREFEHIENSRA NV MBI, BB BT ULAFITIUT, BT IHROBERINMT
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DN (EBA VAV SIND70, R EBIEREM)  RIZEEE2REKLUT, B2K EU OEBERIEBS
VEASIRE (BT ARy =) Db 572, f\ N TA V RRFEFEHUEN S DS INE DRRIZLDIRENT
Hiv, ARV bR UE,

(1) #FEEE
& 41 YOI VTELE—DEEE—E
izl o EEEEHEH BEEIAN—LF2VTsEVE— EUE—E IPA
® Mr. Zachary TUDOR, Director of National & Homeland Security
Directorate, INL
® Mr. Juhan LEPASSAAR, Executive Director, European Union
Agency for Cybersecurity (ENISA)

ZM#&ERZE| @ therepresentatives from Critical Infrastructure Operator
B ® the representatives from National CERT
® the representatives from Government Agency

4.4 7O 3 LOKEHE

Turo L2k EmU, HH¥ EU OBRDEMEMNS, Ut AA— M —Ya B¢ 5 ERE%E
(IEC62443 #HIEFE)NIDWTORNECEELZEHE. BN R T IMANRRDKE L G-
RPREICBII2EE, BETMRET A —DFICETIBURPRANS S 751 A, EEHIEHY A5
LIHFT BV AZEMDFIE, YAN—L X2V T BEICAT ZBERPEEATO A, 751
F = — Y DREFERD/- D DBERHIEHE D E BRERE L LI DWT, R4 RIEHRAE RSN Th Nz,
WFHUZDWTE, Bk EU OFRFOBHRIZ DO TOBEBRNELNLLEIT, 1V RAEER NS
DSMEIZE > TFEZERIES AT AR ORLROBGHIZ AN S L2 FEFEITEL
HEEEBIIERE o7, XOITMEBIORGEEEZ T TLL, BERMTOARIICEZILDFER
L) | S OMIGERIEEEIZE L DRIFNEE 6Nz,

RTTTSMIA Y RRFERIRICET 2 EEFIHS AT L9 AN—%F2) T OHEFRITAT 2 E
B NMOERICEBT2EDTHY, BMENS EORERE ZTNTNOEIZHLRYSHONEE
FEBLTWLKIET, AV R IR S DL NV Ty FIZEE L T DL EFEI NS,
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