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Usage principal (F!/FE/58l)

» Do not use outside defined purpose
» Do not forward without agreement
» Only use in agreed condition/period

® [ ]
+HiE Data model/
Usage principal
[ ] [ ]
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Access Control/
Usage Control
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-fepfisese
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Source: IDS-Reference-Architecture-Model-3.0, Expert Interview

Usage Control

1. SECRECY: Classified data must not be forwarded to nodes do not have clearance

2. INTEGRITY: Critical data must not be modified by untrusted nodes

3. Time to live: Data must be deleted from storage after a certain period of time

4. ANONYMIZATION BY AGGREGATION: Personal data may be used only in an
aggregated form by untrusted parties.

5. ANONYMIZATION BY DATA SUBSTITUTION: Personal data must be replaced by an
adequate substitute

6. SEPARATION OF DUTY: Two datasets from competitive entities must never be
aggregated or processed by the same service

7. USAGE SCOPE: Data may only serve as input for data pipes within the Connector;
it must never leave the Connector and be sent to an external endpoint.

Access Control
» Attribution based control (7—F7/Fv—«IDSIZIA—TRANNCBHEE)
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T —H0RI%E - A FAEEE
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—

IDSTRIA—TCIER Cadlt

BB

BT —Ad, AGRSNTURL,
IOV 5 REEFIIRN ) — RCERX TER0)

« TARAELORII-HERAEED
FIYITES

o TAHBERC, T—AFIA-IDSIRIT—
OFFBAEN GO FIVIL, BRIEES
DdHEHF 0]

. INTEGRITY:
T —HIDREHER

BERTAMEFETERL—RTIHOT
EEINTIRBRN

o FREFENTURL—RCHIZT—Y
BEEZADETFERTCED

T—AFBENZFEET I,
TAEIEENEUT —AER—THdTE
EZFIVI9D

. Time to live:

T —IRIFHAIR - [B12K

—EHAERRIBE. BUL(E—ERIZIFA
SNIIC, T—9%=HIBRT S

- BFETHY-R-EERET,
HBAZRZERTES

« nBRBHEVSFEEL, nBE(T—Y
HABCHBINT—AEEEEIPR

. ANONYMIZATION BY AGGRE.

TADEL(L (HiE)

BABHRHEET S, 5T,
BaiteniEcosFBENS

o BESNT—IY-RIHUT, HIREE
HEHRE THNL, BT eDi@z
FoRE Y, MTEEEEN(CERET

. ANONYMIZATION BY SUBST.
FTADERIL (BiR)

BNBHRPHET -5, Bz,
BRfbenizcosFAEN3

« BABHRLHISESNTVST A&
TAHRBEIS A LCERAIL

. SEPARATION OF DUTY:
E Szl

BEAIRBEENSD2ODT YN,
BEUY—ER-J—RT. B, #IFENTE
LI

o HTSAVAENS0EM AFHTER T —9D
55, BAHIETESNIABOEMDZ A%
2T, I LERIL

. USAGE SCOPE:
HABEN-23-T

TARIEEESNEEAN TOHFBTE,

SHEBL> FRA > MOX ESN TERS

Source: IDS-Reference-Architecture-Model-3.0

o TRAFIAENEDOIY FRA >+
(Y- -REHFh) THATH
EECED

HARBEBSOI> FRA > MDXEZ
AHBE, BIETRENTED
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IDS RulebookT (&, 7—I70Fv—ET I\ Z2EERICEEIBHDH/NFT ATV — LD

EEIMTLND
EEACHBITBI )L - BEZFEIE: IDS Rule book

IDS RulebookDiiE - 21—

mAOENTS

« IDSAIL—IL w2, IDS-Reference Architecture ModellC

BHOZE, ZERICmI TREI B, HINFVROIL—LT—7)-

JOVR&FEE
o« KS4O0OH7V—--IBHICOOVWTES:

Functional agreement (#4EERIEE) : )
o HELQY-EX-#EENRU, - 2ADEBNOEE - HAY VA

echnical agreement (IS E) : )
o IDSHT- Y1 -S> R TERI D ETOHAY X

Operational agreement (EA_LOER) :
o« T HAR-ANT, BERVHEARL —a>ETH0
JOVAERE - AR

Legal agreement (FZHSR) :
o [SHECIZITNL 22 0RDO. V- ENERICHIS
LIOX> 5 —33>

Source: IDSA rulebook version1.0

o I-ZAT—Z-BMEEIC IN—INITvraET>TL—MUT.
A-RT AP —HSHBOREE SIEORSS VRIS,
WNEREIR - HAY 288 - hZA9XA AUFI

o W=IIWISEHINERE £ TOEHZERICEDIADKE
I UERUVD, BAE®, 7 JOCAICEIL TS, 7—HFAR—X
RIS T BEDIAFNDENZ L

- DSy DA THA DI - ER TS
- FAFE. S8E AVR—F 1> TAREARL 3>
(CHFBH@IOTR
F
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£3) IDSA Rule book TEZEINTLBIEE

Rulebookh71V—

EFcNI TR

Functional Agreement

(HERERISR)

Essential services

FT—AAR—2AENEE I ZNBREEE - BRRE . TORIIDTER
- Essential Service. Base Service. Connecter

IDSA support
organization(SO)

IDSYY1—> 3> DEREM#IBF 9 32 D$A#8E LT, IDSA Support organization D& IR —E 2% EHK
- Certificate Authority. Evaluation Facilities. Participant Information ServiceZ

Additional roles

BBEELIIN D, T—IAR- AT I EZ BT B FRE TG E E TEH
- Service Providers. Certification Body. Metadata Broker. App StoreZf

Technical agreement

(FEATER)

IDS Certification
criteria

SO [CH D DZEFOTOTADER

- Certification Criteria for Operational Environment, Rules of Procedure, Approval Scheme

Interoperability
test

IDSOAAERNIELCREEN, +RBEF1UTALAND RSN TVS LR T DI D5 - T A ~DEK -
HEOER

IDS-G/ IDS
specifications

BB, BT HRICEI I B1ERIBELELTIDS-GE, TDIBHRY —AFTDCH

Operational agreement

(ER LOER)

Governance body

IDSA support organizationD{XHIE, s%EHAR. AL —>3a ETIOER
- Executive board, Steering committee, Working group/Task forces

Operational Process

AV ERBARL—23>T0AOTIO— T —LAT—IDFERE
- Administrative process, Maintenance Process

SLA and policies

BRI Y —EALNILPOR)S —DEE

- Dynamic attribute provisioning service, participant information service, Connectors %

Legal agreement

CENER)

Source: IDSA rulebook version1.0

Legal rule templates

EBRERICHIZTOTRELL T, 72T - MERDHER KU, S8V —RD5CH
- iSHARE, Sitra
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J4>52 RDA INR=23> Ty RSITRAT(E. T B OEBNSEOHOFIFERFIE

F>IU—MEEHRLTUVS

U—H)L -7 EFE_EDE2HY: SITRA Rulebook for a fair data economy

SITRADIAEE

« Finnish Innovation Fund
(T4 A IR—3 EER)

o 1967 F(GRVISNICEN AR HRE S
T AIN=33VCEET BIHE(CHNZ T,
EZxROEHRSHEROSTEZIE55.
S0 EIBIES

o 4> FEROHOESN TR, BRI
RERRFOEED, Y—F15-13)=—
PI0FSav)cxd I 5EHEERE. EU
BRNICHBIDA S 7F I OHEEBTS

Note Sitra 74> 5> R IN—2a BE
Source: Sitra Rulebook for a fair data economy ver1.3

Rulebook for a fair data economyDAE

HBROIER - 5> T —b

o INEIN Y e W  oh

©

— -
N -
. e

—
o

— - -
ol o

General Terms and conditions
APPLICABILITY, SCOPE AND GOVERNANCE
Definition of each items in terms and conditions

ROLE-SPECIFIC RESPONSIBILITIES
REDISTRIBUTION OF DATA
GENERAL RESPONSIBILITIES

Fees and costs

Confidentiality

Intellectual property rights
Data protection

Termination and validity
Liability

Force measures

Audit

Applicable laws and dispute resolution
Other provisions

y

EmMEZNodNEEET Ik
Constitutive Accession
Agreement Agreement
GNIEEB) (MMAERE)

Data set terms Governance
oi use Model
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=) SitrafBE T L —MA—-2: ST aEE

«4.2Constitutive Agreement [Template]~
[presentatives™= has the meaning set forth In Appendix 4, o
. PARTIES
retary” has the meaning set forth in Appendix 4.7 -
) [Founding Member no, 1¢ ERAL TERMS AND CONDITIONS <
Hined term]™ % means [definition]+ i
12) [Founding Mambar no. 2] < have agreed to replace the following clauses of the General Terms and Conditions as follows: 3%
13) [
r torms and expressions hava the meanings defined in Appendix 2 [Ganaral Terms and Conditions).«
[Together the “Parties” or “Founding Members” |- ause 4.1: “The Service Providers are entitlec to redistribute any Data made avaiiable 10 the  |siryed in accordance with the laws of Finland without regard 1o its
poron e twork and any Derived Materials to Third Party End Users without limitations.”; and« hd/or conflict of laws rules,«
Appo criptio o
ind ed hereby establish a Data Network that is further descrided in Appendix 1 (Description of By
h2l L x ° :".e”‘;!:wt).“ ik o it {(Deserotion buce 17.3: “Clause 7 of these General Terms and Conditions will survive for a period of three (3)  goutofor tothe Terms
1< Description of the Data Network™- e ars following the of the C In its entirety. "} lation or validity thereof, shall be finally sattied by arbitration In
o - 3 Parties agree that new Memoers may |ain the Data Network subject to the following conditions: )** the Finland Chamber of Commerce. The number of arbitrators shall
26 General Terms and Conditions+ w bndix 3 (The List of Membess) will be updated upon the accession of new Parties, the termination of Yo delsinkl, Finland and the language of the arbrtration shall be Enghish.«~
5 5 mbent Parties ar changes in the representatives or thesr contact details. «
¥ Uist of Members and Contact Detalls* " ek et i hent s concluded [for a fixed period of [e] [months/years]] from the Effective Date after which
é | g ethical principles that apply to the Networks are laid down in Appendix [S] {Code of Conduct). The force for an Indefinita pariod and Is subject to a tarmination period of (] months.« PRy
w Govemance Model” g ©s agree to comply with these ethical principles in good farth In connection with their conduct within i onefor ¥ [8nd one for the Steering
: ; setwork. ]2 <
1517 [Any other Appendices]¢
] i Data Natwork is subjact to the following provisions:35< provided under ths Ag must be in writing to the listed in
[e} [Code of Conduct]* s SEE
in contact parsons or relavant contact details must be disclosed immediately by the respective
* BACKGROUND AND PURPOSE ing in this Agreement prevents or restricts the Parties from participating in any other data networks, > secretary of the Steering Committee]
bems, ecosystems or any other cooperation or from wsing any services prowided by Third Parties.
The Parties are contemplating the establishment of a Data Network in order to [¢]°.¢/ ermore, sharing any of the Data within the Network does not prevent or restrict the respective Data
. DEFINITIONS [der Shaeng such Date with Shird partles at ks own decretior, & total liakility of any Party® under this Agreement must not exceed the greater of () [e] euro;
e NETWORK® centof fees payable to the party under this in the [twelve-
As used In this Agreement, Including the preamble and the Appendices hereof, unless expressly atherwise nonths| period preceding the cause of action giving rise to daim under this clause, whichever i
stated or evident in the context, the following terms and expressions have the following meanings, the kovernance framework that applies to the Network is defined in further detail in Appendix 4%, < <
singular {where appropriate) includes the plural and vice versa, and references to Appendices and Sections g
__mean the of this arties agree Lo appoint necessary representatives to the governing bodies as defined in Appendix 4, sding any imitations of kability, General Data Protection Regulation (GDPR), Article 82 Is applied
Lil he Parties represent and warrant that their representatives are duly authorised to represant the related to personal data. The above-mentioned limitation of liability does not limit the %
TChaic™ has the meaning set forth in Appendix 4. 1 ant Party in tha ing bodies. Fur the Partios any decisions made by the right to claim back from the other involved in the ing that { ~;
e : e i ming bodies as legally effective and binding upon the Parties under this Agreement, « to thewr part of for the damage In wath 3]
"Qualified Majority”: has the meaning st forth in Appendix 4. i R £
’ 2
. n. Appendkes Temrzans <
* Mote: Plesse fllin the corparate decails of the Founding Members. ~ a
* Mote , . amy Busess o 2.55301.2] completing toe Creckiin for the Rulebook whesher and to which extent new Members o if ary further to oucaTION 3
asan Appendic. wan ccassion s §
< Mot This o of MEmbers detals ~ iy Conduct = sppended & sent will enter nto force when [executad (signed) by all Partias OR on 0|+ on
* Note: sxnesa Inchuded In Appendix 11, Operstor Service lad that the General g
Agreemenn, i Rgpeemen, o reciprecity an.‘.p.mmmm.m Data {where applicable) iecwork spectic marters and it Memibes in furier desai mmmmemmmaﬂomr@gmmmenmkmm —a-
wnether tha  described Daca erdfor Y
Operator snoukl be 3 Memioer of Tnis eftectn of convractual et obbgations. The Perties shoukd consider entering into » separate project xmm-lnwmwmdmm c
relations, « Kszments and Carmying 0ut 3 prOjRCT, and is such Case, the Panties may corsider IAching tha PICjeCT Jgreament 1 this 8
* Mote: 45 the Code of Condact INCUGEZ PrINCIRES EGAAN the DIt Network, Te prbthde X PRy s
u ement, o A the Founding Members rom requiring exclushity where it s
mmﬂﬂmmm_ T Nt e ok e A ENioE W08 Fih 1 i8¢ ey Gy AT b 0ganions rom the General Texms and Conditions Shouk! De GiSCkS20 BErein, E.2. In line with The exampse. « @
* Wote reren o Y Oerals f0r e 1erm araTeminaion « I‘E
s arezur, bers o o w nAgpenax 3. « o
the respectye Data Network and its e cyde. + yet g Commize. ~ S
T Tote Piease consaer whether babiity caps soukd be v o 3
# Note: Pe; w term: g
-~
)
. . c: . =
Sitra: Sitra Rulebook for a fair data economy ver1.3 5
https: / /www.sitra.fi/en/publications/rulebook-for-a-fair-data-economy/#download-the-rulebook §
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iBEBATE (Transparency)

SCHEIE - AR MLRYID TS IBEICRL T, 2RUBEDT TS5 72EHT. TBRT TS HMEEINTVS
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ZHR1E - BB - FRIBTHETE (Diversity, Openness, and Predictability)
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