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4.2.2-15

Cyber Security Analysis

Cyber Security Operations

Cyber Security Architecture

Cyber Security Testing

4.2.2-14

V]

Information Security
Governance and Strategy

Threat Assessment and
Information Risk
Management

Systems Development and
Implementation

Assurance: Audit,
Compliance and Testing

Operational Security
Management

Incident Management,
Investigation and
Forensics

Information Security
Research

PA v ealash—ar R PO—BHIRAFIALEEENL TS,

Cyber threat analysis

Intrusion analyst

Malware analyst

Incident response

Operations coordinator

Cyber security advice and assessment
Vulnerability researcher

Penetration tester

Vulnerability assessor

ASD CYBER SKILLS FRAMEWORK ® Cyber Roles (A#1{8)

Governance

Policy and Standards
Information Security Strategy
Behavioural Change

Legal and Regulatory Environment and
Compliance

Third Party Management

Threat Intelligence, Assessment and Threat
Modelling

Risk Assessment

Information Risk Management

DLMG: Systems Development Management
DESN: Systems Design

SWDN: Software Design

PROG: Programming/Software Development
D1: Internal and Statutory Audit

D2: Compliance Monitoring and Controls
Testing

D3: Security Evaluation and Functionality
Testing

PENT: Penetration Testing

E1: Secure Operations Management

E2: Secure Operations and Service Delivery
F1: Intrusion Detection and Analysis

F2: Incident Management, Incident
Investigation and Response

DGSF: Digital Forensics
RSCH: Research
12: Applied Research

Management, Leadership, Business and Communications

Specialist Advice

TECH: Specialist Advice

ASD CYBER SKILLS FRAMEWORK @ Core Capability (R¥J)L1J X k)
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6) CISSP Common Body Knowledge ((ISC)* CBK)
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0= VIR EZ T A BEHRL VD, AF LY AT, 8 2OH T AV
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1. Security and Risk Management 2. Asset Security
(EFaUFTAEVRIIRIAIE) (BEOE*X2UT1)

3. Security Architecture and Engineering 4., Communication and Network Security
(BFaVFTATP—XTOFwvETIII_FIIYT) GREExYETI—2tFaUT1)

5. Identity and Access Managemt(IAM) 6. Security Assessment and Testing
PATFITATAELIUVTP IR EE) (E*aUFTDFMETRE)

7. Security Operations 8. Software Development Security
(E*xaUT1DER) (VIO PHEEEXIUT1)

(HiFT) ISC2

B 4.22-16 (ISC)’ CBKMDFAA VYR Kk (RFILYX+DATIY)

N HAN—tFX=2UT 1« AF VRO

BFEAXNMEEIZBWT, BELTVWDIAMBEAFALY ZERHY | AMEBEIC
WERAXNABREHRENTHD, AMERIZOWTE, X207 00 Lt (FRE
JB) ~ Tt (BE) FTEHRELTVWDAIAXNAEELEIZEX=2Y T DT

(Fifhi#) 265 LTV D AFIVEREIZSYTOND, 72, AFVERIIEEN
RIRFRACEAT > TV DAY L R RACAT O EIZBERE R 0 bivDd, £72. 1TSS+
NFeF=2 VT 4 AFNLEFLE LEAFVEETHY . BIFM2RER MO S
nTn5sb,
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T OO R A VAR L g LR AR 4127 T, AT VRO R -
RBEANME - AFVERE LD ITSS+ X = U 7 ¢ f84k. NICE Cybersecurity
Workforce Framework % Lbifgxi g & 45,
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6.4A.6 BN BMAE
ax Ty Ry —vER, F—XFIEHICET 2@/ mMFHEEEZ L FONEIC THEM L
7=,
s BINICBITOIRBEEROEZBHIE LT — 2 FANEHICEST 28Mm
o M. KE., PE. BRIIBTD NT v T —2EEICE D D ERE o)

(1) BMNICH T 2@ FE 02 Bfs LicT — 2 FIIEMICBET 28 W
RHEFEH L OELICHIT T, MNEZEESIRBEZEEE®mO DD — X LI
% % Regulation 886/2013 (@Lﬁifﬂ'g@@%ﬁ&fﬁgﬁﬁ@f&féﬁ‘ﬁ%%&%Efﬁgiﬁlﬁ@%Uﬁﬁ%ﬁﬂi
A TRMET 272007 =2 L R ICHT MNES L HFESORRS 2010/40/EU DA
BT 8D A dlE L,

Lo, HENCET 2N ER TR R D20, BRI THEIOREM 2\t 5
Z &% HB & LT, Data for Road Safety 2326 EiF b v, £ 20k, 7 —#dfEx HiY
ELTRBERI—EAFEEF LA L N—L LTEE LTS,

Privacy Statement — Data for Road Safety, 6 July 2021

Why was Data for Road Safety established?

Aiming to reduce fatal accidents and injuries in the future on European
roads, the EU has set a new reduction target for the decade 2021-2030: A
50% reduction target for road deaths and, for the firsttime, for serious
injuries. These are target milestones on the way to reach zero road
deaths in Europe by 2050 (‘Vision Zero’).

In order to achieve these targets for road safety, involvement of vehicle
manufacturers, traffic information service providers, automotive
suppliers and public authorities was required, resulting in the EU
Commission Delegated Regulation 886/2013. The goal of the
regulation is to regulate the sharing of data for road safety
applications.

The requlation was initially interpreted differently by public and private
parties. It was necessary to clarify the agreed extent and scope of the
Delegated Regulation amongst the collaborating parties. To ensure this,
the Safety Related Traffic Information (SRTI) Ecosystem Data for
Road Safety was initiated and, with support of the European
Commission, mutual agreement upon the Regulation was established.

Who established Data for Road Safety?

European Transport Ministers of participating Member States, the
European Commission and automotive industry partners established
Data for Road Safety on the 15th of February 2017 in Amsterdam, the
Netherlands.

6.4A.6-1 Data for Road Safety DRI DER L By

Data for Road Safety Tld., A1 LfalR 724k % SRTI(The Safety Related Traffic
Information) A v E— & LTCERL, BT A ZAELZHB LU T RI AN~ EEHE T S
LR EMIICEBZHB L, L. THO®mY Th o,
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® SRTLWE—IFBEEOSy - FRERBLTRIM)(-C
HEIN3.

® Data for Road Safety(3%38 HElR KR #8EEOSRT |
FTALLTERLTLS,

o S has-enm roied works, Witnp ey drver, Unimi rged Diackosgn of & roedic 0TTLL PoCOMNE, R T IR0 Bl F s St 1L,
Souce: Prrascy Ssmert — Oita for Ro0d Sadety FSLIPMGH

Privacy Starement- Dava for Road Safery, 8 July 2021

How will Daia for Road Safety achleve ese goals?
To achieve these goals, Daza for Road Safery has 567 up an

y i which the paracipatng partes ge data
US6d 10 create SRTT messages. The raw 05(3 is originating fom venicle
MENUTSCTUIErS (Car SENsor 0ata) Of otner ContraLtors, namely
CrOWOSOUrCEd eVents by naviganios or traffic from

________________________________________________________ \. governmentai bodkes. The data that Is generamed by thase sources, can

¥ De used 1o Inform road Users, 8.0, ADOUT r0ad O WeaTher coNaIIons
| that may affect their safety. In GIder 10 wam drivers about potsnaally
dangerous sfuations, Daza for Road Safety enables partes 1
generare SRTI mes5ages.

These messages are generated by g, 8ggregating and analyzing
raw (event-Dased) 0a(a s that are maoe through the
ecosystam.

Whar are Safery Related TraMc Informadon messages?

L — —ERICENRTRO TV ER ; oL Srais W

E - 1BiE FOEMD. A EEY). RE i o0 e road. £ o ,dﬂv:roromm—mam tne et
' — BEINT b‘@b‘%ﬁﬁliﬁig :'\\‘ types of SRTI messages, which are frther oUtined (n the section below.
- EERRERTE | | To oo rosasary D o oas Sstey gsnerars aats bour slgnt
E - ﬁ%ﬁ%—F E wum&mmmmq 50 caVed SRTI messages.
- || i

| - EEANTUREREONE p o [ETeEm—— W

L~~~

X 6.4A.6-2 SRTI A vt —YDOERGELE T —2HNE

SRTIXYT—YDIERGEET —FIRE
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m Data for Road Safety CiEi52N 37 — (3. LZEMBHIE
N9 Z0EMA'ELE LI EUNRA TEITI $Connected Card)
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| m OEMAYE A4S EICES S 31&3R(Vehicle Identification Number
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' ¥ TData for Road SafetyDIIYAFAIGEISSN TS, \

| W SRTLlyt—JEL TEEEN37—4EE
L —ARYMND
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L - EfTAE i
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Privacy Staremen:— Data for Road Safery, 8 July 2021
What kind of SRT! messages does e Data for Road Safely generam?

The SRTI message Izs8lf 008s ot conzain daia that can be directly
Hinked 10 an Individual. For exsmple: the eng-user receves an SRT!
MEssage about 3 POSSIDly JaNGEICUS EVent on the 7050, & §., reducad
VISIDARy but WiV N0 rECEIVE SATMONa( (OAMaNon about which SPECHC Car,
car brand or fcanse plate IS involed or which Car has intialy detected the
event. Therefors, the SRTI MESSSPE cannot be directly nked & an
Inalviaual 3nd dOSS No? rEpresEnt Personal dats. What dats does Dats for
Road Safety use and how s this colected?

% The source of the data exchanged within the Data for Road Safery

BCOSYSIaM MOSTy COMes from connecied vehicias on e road in the
opean Union, pr by 8rs which are par of Daa
for Road Safery. (+++) ITis ¥mpOrant 10 Now mat tis Infdal
collecyon of car data by te manufaciurer is Noz part of e Data for
Road Safery 6cOSysmem, and Mar daia (s fed INT0 i 6COSYSIBM only
after being suipped from ali p as Dbelow.

The pardcipaang vehicle manufaciurers defiver 10 Da@ For Road
Safery a very small fractlon of the dawa coliected from the vehicle, for
reuse of such 0aza 10 creat® SRTI Messages. The 053 CONSISts of S
0ata points. WhCH are Cnly Passed on in Ie Case of an COSENVEHon / event,
not pemanentiy:

EvenzID

6.4A.6-3 SRTI A v t—COERAEET—2REAE
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/

| Dara Task Force Final repory & recommendavons, OCTober 2020

y bediwesn prvate and publc partners. The PoC was launched arhe ITS

3. Proof of Concept: Data for Road Safety

The Data Task Force itisted the Froof of Concep! (PoC) Dala for Road
Safely to take he first S'E0s fowar's a namrsea eliZhiange of venicie
053 With the aim of generating Safely Information. This
PoC was necassary fo develop and fest rne exchange of SRTI messages

Europe conference in Eindnoven on 3 JUne 2013 and ended in earty
Ocrober 2020.

Today the SRTI Ecosystem counis over 3 million connected vehicies
in the European Unlon, delivering on average mens of miillions of
events a month.

~
/

7 B P e

BHRAT T —ADRA L RXN—=8 SRTI = a Y AT LADOEH -
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% e Dsta Task Force has

Dawa Task Force Final raport & recommendanions, Octobar 2020

4. The fuwire of Safety Related Traffic informadon

The Data Task Force — with IS regort — has put forward ifs Andings and
recommendation fo the Transpart Mwnisters, Eurogean Commission and industry

sssocistions af the Hign Level Meeting on Connected and Automated Driving on

omw? 2020 organIZed by Fimiand. During that . the conanuarion of the
SRTI Ecosystam was announced: an integrated system based on Industry and

pubhc data that sends safely informnation {o other road users and fo road authonties.

4.1 The future of e Daia Task Force

Its primary task: sccelerating the depioyment of

5ied

dafa sharing for SRTL. In the Sght of the and the possibie revision of the
Reguistion cn the provision of Real Time TramMc
rEQUESIE0 Dy the Transpart IANISiErs at the High Leve! Structural n
Frankturt (Segtember 2017). The Data Task FOrCe Wil thersfor aisconunue as a
platrorm and wll e puz in hibemation-mode awaliing for a potendal 0PPOMUNE
moment in the future. The parmers of e Daza Task Force will continue e
work and launch a SRTI Ecosysiem; Data for Road Safery. The govemance of this
Ecosystem takes pace In 5 so-caleo General Assemaly.

4.2 General Assambly
msafeguamandwnmw 10 evoile the SRT! Ecosysism, e parmers have

ly. The General Iy Is &n annual meetng
where all p of e Ecosy opics to:

ASSESS the peromance of the Ecosystem;
b DYSCUSS Ways on how to promofe the top
- Seftie dlsputes with rEgard's fo parties’ perfarmances:

Guard the founding o ofne
- Otner sctions that would beneft the

new p
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