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O—F L UTT &7 a v (deception, HEHEA) L WS H 722D BNER LTS, ZHULEIC
Mags M2 BRIPNIE LU EBERE TV FE TR KEBEMNMRALT <5HUTIE’C HEREA D
2 NI =R RERRB L) (T —AR—=A, Y=, 7TV, 771), BIFERRE) %
EL, EBOEELANTELY LU TEEX RS, KEENELY t?%ﬁ%ffﬁ%nbt BAE. 77—
FU. X VT HEEIIRBORRES 2 RH 75, CORMEIEHATHIL T, XY 71 EE
D E, AT VI IGEEA DFEAG, AN —HEDHEENRHIND I RFINB (2], 48,
TR TV avEMIIBHIIERINTO X2 ) T R EE(LTE2EDT, TNODNEEZEHE I N
FEDONETHDILIZREMITBRENH B,

MITRE (& MITRE ATT&CK (212 C MITRE Engage 7L —AV—2%%F &K U=, ZDT7L—A
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https://www.gartner.com/reviews/market/breach-and-attack-simulation-bas-tools
https://pentoma.com/
https://blog.se.works/2018/02/27/the-official-launch-of-our-ai-powered-pen-testing-solution/
https://nimis.ai/product/
https://www.redsentry.com/blog/chatgpt-ai-and-penetration-testing
https://www.onelogin.com/blog/ai-authentication
https://www.proofpoint.com/jp/threat-reference/honeypot

7 —2 Tl BBHLBAED7-DIZT 2 7Y a v HEiliE 2 T\ 5o K E BN AR MR 7EAT (NIST)
EYAN—LFX 2V T74IIBIT 2T 7> a VEMDOEE 2 RFA L/ A XV AEFHRLU TS,

T FVarvEfieFo-E a8 MIE Zscaler, Fortinet, Illusive Networks. LogRythm,
Attivo Networks . Rapid7 . SEC Technologies. ForeScout., Acalvio. Cymmetria
Allure Security, Fidelis Cybersecurity, GuardiCore 7 »3% % [3], Zscaler (38D A
TLRIY NI = BDBHRELHI T2 0EE T T Ya 7oy hT7r—L4 (DDP) 2L T
5[4], COREBELIT 2TV a v Ty NI A — ADOTIFBIV AN =X 2V T HBOF TIEEZ/NI W
M ERICERELTEY ., BELEAERITI TS [5], F@l XV o dRwe LT s ay
Hifi28AT5548. KEEIIAYLEEDOELIBLY LR EERDZR B, BXOBEEE VA
FOANDFHOBERRCHEE 2\, EE DY F 1) T4V A, Lupovis 1& Al FEffiziEHLAT
TyarvElGE JVEBRICHBCTRATE5X5129—E A (Deception as a Service) X UTERL
TW5([6],

IT L OT Av N7 —ID A TIRBIZBII 52XV TR L TET v 7Y a VETHIEI RN
BaE T 2L XN THY[ 7], Fotinet 1 OT EEEIZH IR L2 Y (Modbus. Bacnet 2&) 212 LT
W3[8],

&%)

[1] Proofpoint, https://www.proofpoint.com/jp/threat-reference/honeypot, 2023 £ 3 H 25 HHE

[2] https://www.pwc.com/jp/ja/knowledge/column/awareness-cyber-security/ng-csirtOl.html, 2023 £ 3
H 25 HHEE

[3] Market Tree ResearchlGlobal Cyber Deception Market Size, Industry Analysis By Segmentations].
https://markettreeresearch.com/product/global-cyber-deception-market-size-industry-analysis-by-
segmentations/.

[4] Zscaler, https://www.zscaler.com/resources/security-terms-glossary/what-is-deception-technology.
2023 £ 3 A 17 HHEE

[5] KuppingerCole, https://www.kuppingercole.com/research/1c80340/distributed-deception-platforms-
ddps., 2023 £ 3 A 25 HHE

[6] Lupovis, https://www.lupovis.io/challenges-and-opportunities-of-cyber-deception/, 2023 £ 3 A 25 H
FE

[7] https://industrytoday.com/securing-iot-ot-systems-with-deception-technology/. 2023 % 3 A 25 HHE

[8] Fortinet, https://www.fortinet.com/jp/products/fortideceptor, 2023 &£ 3 B 17 HEHE

3.3.7 KEBAZREISDI7VNIEI—IY3aVEI

7 M ¥ a—Yar(Attribution) &id, YAN—KEBDORAZRETHIELTHY, FAN—KED
ZOMDIN XV T DINEE ZEH, HEL, B2 BLEEITURATH S, ThEfTH72DITIE, £
IZO D AN —IEBRIBIZGEEZUE L, BA LTV BER U, ElE DRE S D58 T, #AS
AR EDFERNEFEET S,

7N a—YavOEBEWEIL, AN —KEE D 60 - BT BTV R %
INEL, FERDOEZVEDHEITH U TR R 2B U R, BIUTHEDERIZH DTN —
TN EREE L B E/IIBORICEEZE R U, VAN —HENBRINLRN L2 AET S
CTRROWBEMIETERITH D, B85 ABITPHENZIZL > TIERBRICHEL 5257
BN DD,

7M)Ea—Yav e T FECE UTICB TSN/ EATOOTEEENITV, REDKES
ICEBEDNE—VERETIILNHITFOoNE[3],

BATHY TR
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https://markettreeresearch.com/product/global-cyber-deception-market-size-industry-analysis-by-segmentations/
https://www.zscaler.com/resources/security-terms-glossary/what-is-deception-technology
https://www.lupovis.io/challenges-and-opportunities-of-cyber-deception/
https://www.kuppingercole.com/research/lc80340/distributed-deception-platforms-ddps
https://industrytoday.com/securing-iot-ot-systems-with-deception-technology/
https://www.fortinet.com/jp/products/fortideceptor

3.3.

TZRUVA, C&C Y—IN, RAASY 7T, RIEVT NI =772 OE 3518
wWEED TTPs
IE DERART, Hiffr. FIE (Tactics, Techniques and Procedures)

BN RS =

BUAH - BBEHE ZENSENNLERECER
TReIVay

TETVavEMILVEONIHNEEICETSIER
ERRFE

BESRPBERBREDENFE 2 ANTEONDIER
TALVYIVY

WEIZL > THRINZT TV RV
OSINT

V=YY AT 4T DEFER =2 — AR ELREDAFIER

BAN—KEEDBEIZLY REDOKBEERIUT T HEEEHEL 2Ll > THEDE
ETHHN, BEMAZIIB VTR N Ca—Ya itfHTE 3 EREDHERENRSNTOBL
Wo -fEE H 5,

IS UT, MITRE & MITRE ATT&CK 7L—AU—2 %82 THY, EDBRITAEIC
BT 2BERALTIDNE— Y R LAY T BN TES,

B%E)

[1] 7MBa—vay L ANEEDEM /AL (cisco.com), https://gblogs.cisco.com/jp/2020/08/talos-
attribution-puzzle/. 2023F38 13HMHE

[2] Al 2iEAUEAEFBEOREHE. PWC 7RSS =DM 3217V T74 LIy A ] | PwC Japan Z)V—7
https://www.pwc.com/jp/ja/knowledge/column/dataanalytics/digital-forensic.html

[3] https://bank-security.medium.com/attribution-in-cyber-threat-intelligence-techniques-and-
challenges-6031b85e19ea, 2023 £ 3 A 26 HRE

8 FEMBREFRMDOTAN—tFa1UT1ADIGH

BFIVEa—RFIALNAA T2/ 0V — BEE RS, FHEWA T, KEIZL>T 5 RAEE
B 1 2LEEDONTEY, £7/2 NATO & EFE2EBELFEEME LOHIENFEMD 1 D& UTH
B TW3,

HE, 79V A, RV EE KEREDFEAZEIL, SBRETEICO > THEEEA & ST
S7-DIZZEDHRE LRI TS, EF I 2 —XBETEN 2030 FIik 1250 BERIVZETHK
ETOLFEEDHIN, FEEHRNERL, FEEAEMEFVERISAEEENHE-DHETSER
BIzLlOTBDLENDH L, EBDT NI ADRKFCIZELRENTHY . HEDELREY 2 AL,
IBM., Google. Microsoft, Alibaba., Honeywell, Ion@Q. Rigetti, D-Wave, Amazon XM
RELENRMT IS5V RR—ADEBF AV 2 —FT 1 VT —EABZDKEIZHB[1],

2%)

[1] GlobalDatal Quantum Computing in Defense — Thematic Intelligence].
https://www.globaldata.com/store/report/quantum-computing-in-defense-theme-analysis/

(1) EBFRNDTIN—tFaUT1ICERSTHE
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EFHMIUTO 4 DOEBTHAN—LF2) T 2B EFTILHFINTW S, BEFEMCIkE
FINTWELZLEEENT IS, ETEMEAVIILTISIIE W EF 2V T L RIVDERIZ
N RTINS
= T HEEAE
EFHFEANAUCESREZLIEMATIHAETH D, EFREHETIERMIELND LN
5 EIBIZEDNTVS,

RANETFHES
BFEMe#S e CREGMDNTOSES 7L ZLADEHEOSNDAEEMENHY, BF
IV a— R CEBFEREELTH LTI TY ZLADBREEINTWS,

ETHMEE
ETFIVE2—R2F AU EE THD, BRFEE TV T ALOBEPHEE R M EXE5
HEEMEN DY FAN—BEDRENIOFHHICIERA T2 RN H 5,

=T ALK
RERDELIE FRBIZBUZ TV T) RAZE DN TWB D FHITEETHEH, BFELEER
SR ZE DN TV O FHEIRTRETH B,

BFIVEa—RIBRTIKIMDOESIIERELL BADLZ OB FHEFELHEL THS[1],
IBMAIIFTHIZERNYOBAZRFI Ea—2(27 EFEY )& 2021 FITRE L, 2022 FITiE
433 7Y hD QPU(EF 70ty Hd)ThHSHIOspreyl 2 FEK L, 2025 F£ETIZ 4,000 EFEY
FeHEAHEF AV —ZDBEE EHRTHFETHS[2], Google lFBFIVEa—&FHRIZE W
THRELLO TS EFRVETEILBIEERYANVAM -V Uz FHRUA[3],

HATIIEFHEMA/ R—YaVIRoa—Ry7H 2022 £ 4 BICHETINS 28 E REED
ELHAFEMNEDSNT VS [4], BILEMEFRETF IV 2 — XL Z— 6D HFAMZEI N —T 1L
EFT—MNFRDOBEEETF I 2 —&(64 EFEYNEAVZ—XVIDITIRRAFEL, SENS
DOFFA% 2023 F 3 AIZBBRLTW3[5], £/2. NICT O&F ICT taltr&2—[6]ik 8 >DEF
BifiA ) N—=2a E DI B EF X2V T4 1L L TIREINT WS, 27 ICT Halt 24—k
ETESITRIEREE/EENIC O BRI SE L, 2 FH#E® Ay bV —2 (QKDN) R U= T-H#Ed
FEEEE (QKD #E) 1L 5 EFIEEXEDHFA L ED TV D,

%)
1]

—/

The Quantum InSIDERI81 Quantum Computing Companies: The Ultimate List for 2023,

https://thequantuminsider.com/2022/09/05/quantum-computing-companies-ultimate-list-for-2022/

(2] TERACFAFEIED IBM DEFIa—4&, 2023 £LUEDOEE |, https://texal.jp/2022/12/26/ibms-quantum-
computers-in-steady-development-looking-beyond-2023/. 2023 &£ 3 B 27 HEE

[3] TGoogle DEFIVEa—ZNLTIT—E[IENDIAIVAM=ZEZE ], https://texal.jp/2023/02/24/googles-
quantum-computer-reaches-error-correcting-milestone/, 2023 &£ 3 H 27 HHEE

[4] AER. BFEfT1) X—ay, https://www8.cao.g0.jp/cstp/ryoshigijutsu/ryoshigijutsu.html

[5] HEHIEFFHEIZSTURY—E Z], https://release.nikkei.co.jp/attach/651815/02 202303241653.pdf, 2023 &£
3827 HEE

[6] NICT-&F ICT t#Al+t>&—, https://www2.nict.go.jp/qictcc/

[7] EFEMOER{LEE WGIEF X271 EF AV MNI—2D#mAEF (2022 F 11 H 10 H) 1.

https://www8.cao.go.jp/cstp/ryoshigijutsu/jitsuyo wg/2kai/siryol.pdf

(2) QNSC ¥ QKD B ENEFIFIRBERIT
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EFESIE HEERESHAATHVESITLERREFRE, ETHFENLEEZR>72HORTH
SHFEAVTLZEICEETHREMTHY ., EFHAEE (Quantum Key Distribution, QKD) &
END FRITOZVEFRINDY AWK ERIANICERE RECTIOEEARL LT, EELE
BYATLAREANDBEANRFINTOS, BEICHEREY MERE NS FDAL Y ARTRERL, /-
EEAMEZEATRUZ74NVE—2AWEILT, Bl ZeNBERIN-ZREE 2T, EF@E
BERAWTZ2IIHB U DF 2 ENETORSHRELUTHWDZLIZE ST, FEMIZE=FIC
FRETR I NRORRERE 2 EH TS, EFRERELUTUILT7AIN—2FH TS, LTFIXEFHFENZ
HEEZFEL, BIEINS L TEHNELTUEI ZOBHEERIMTIHI L, EEHAIL ZEFHITH
BDT7ANE—E VROV ESNELITHOIVENE WS EEAH Y EERIICE =BT IhR
WI A TH D, QKD DT bDVE LTI T DB 5,
BB84 A=
=T H#f% (QKD) DREZ T ML

T a1 BB84 A=
BB84 AHXEADLBEMIILAZART MNEZETHEIEMEAINTESY, HHFRFTHEN
FHONTVWB,NEC 23 NICT &L HIZHHERFEE ED TS,

CV-QKD AF=
BB84 AXTIIZEMMILETH o=@\ VEREZE TR FRESFENELLD, ZHUIEY,
FEUHT 74N — ETEEDHBELORENAREIZLRY LV ZMICER]TX5,

ETHESOERICAITI 2 EEERIE. ERIIRORET 222 E2THEESTHE/LTIVA
ThBFANTOT—EADEFEEETFHES THELL, 2y N —IRETELLBEEETIVAT
I EFESOEMDBTFADOHEA A REMEORIE R ED SN TS [1],

Quantum Noise Stream Cipher(QNSC. £ FHE AN —ABES)IIHT7AIN—REDE
2MEEDI-OOYMEEE S ARNTHE, NETIET /I ATEESREEYRAITHILT
F—RERETIHETHY. MEBOLFaV T2 ER TS, EFHESDERLIZIE. QKD.
PQC IZIA T, EF AN —IVI/EES QNSC & &0 2NV 7 —FT77F v D&
FDNBRELINTWS[2], £72 QNSC ICETOEMBEAFKL U TEHILT 7 )7 =212k, LT O
WRINTHY . TQNSC IFEHBENERTIZETFHESLUTHIRINTVEN, EORESE
FAT20. EFHEICLITERIAFVIIHRENMEONT | BEICHAVSELETIO—HBDE
WMOBEEE RN TUEITMEESENH DL VHIREND 72, AKRPIL. B EEEEERELTS
QNSC EB&RMEICE LRI, 7 — 2 DIRIES LMD ZEICA WS ELBF I DOEBRE S5
fbgdZeizd), fitkdD QNSC LVEZEMNEL N OEEEETRANBEBEIATLBX
ONMEEEEB LRI T I TEEII Ao/, JE LTS [4],

&%)

[1] NEC. https://jpn.nec.com/techrep/journal/g21/n01/210124.html. 2023 %&£ 3 B 27 A&

[2] BFEiOERILEEEY—F 77N —T (E—E)FBEES,
https://www8.cao.go.jp/cstp/ryoshigijutsu/jitsuyo wg/1lkai/giji.pdf

[3] TEibK, EFHESHEESDOREEY AT L—T0GbpsTI00kmEEIZIZE ],
https://www.nikkan.co.jp/articles/view/00399473

[4] ®HIb727/)7—F https://www.t-technoarch.co.jp/data/anken/T20-1563.pdf, 2023 £ 3 A 27 HEE

(3) MEFAEHESEM(PQC:Post-Quantum Cryptography)

45


https://jpn.nec.com/techrep/journal/g21/n01/210124.html
https://www.t-technoarch.co.jp/data/anken/T20-1563.pdf

EFIVEa—F—FMDEHIZLY), WELIFEHONT VS RSA 5% & IENFRE 52 X
NTUESIBBIZHLUT FROEF IV L2 — X —THESRE LM E FRE SEMOREINEAT
W35,

KRETEH, BRLZLEERB(NSA)DPNEFESTNIVALEHFETE/-ODTaV 7 e
2015 FEIZIREN U=, RE S ABER MRS AT (NIST) AT 2 KR DA BRSSO E & i) fE %
1bix 2024 EDORBEUEH, 2022 F 7 A 5 HIZARIN/- 4 B HDOEEER CIIARFERE ST 1
FRIRVIAEN, XEOEEMIFIALEICHAWS T VAIIVELZIL 3 FRAMNMERELZ->TWS [1],
Web ¥+ MES@ERLICAVONTVWSAREES AR LTI BFHEEEZFE-~ IBM XD
[CRYSTALS-Kyber | MME¥EE i LT 1 DIiZRonFeio/z[2], 12—y MNIFIHEXINS
BfftOiE¥EA( = HE 4 5H1R IETF (Internet Engineering Task Force)® NIST OREIZED
W55 T FESITEELOHFREELUTHEBIEINGREBELTHY, 5. ZLDITHRETH
FEREDOEHA T HIEEINS,

FESIIEFA—NPRIYNER, FYvYal ARFERETAEIZHE R KT T/, IT Z2HRIZBW
THRESOBEAIZMEIT /-BZX NHIBDTWS, VI MU ZIIEENH L HERESE PQC LDONATT
VW RARDEHEZTT U, BEEDAIY N — I \DBEHTEXDZL EHER L/ LTS [ 3], MARETR]
12& NICT I3 PQC 2#&H U/ IC #—REFFEL. NICT MERT 5T AMY NRIEEEADEHR]
X aT T —RREE KB ATLANIBIIPEBRKEED IC I—RZELEFINTT —EADT Y
YT AFIEMER U, ZOBEXNMEDKRIEIZKIIL/-E LTS [4],

BFBUFHERSDZ 22 3l - SR L, S HEMi0@E ) /2REE - ERELRAE -RTT57
oYz bTdHb CRYPTREC(Cryptography Research and Evaluation Committees) T
1%, 2020 F 2 AIZEHBU-FEEEBRIBFREDEF I a— R LB EHMDZE2MEADE
ZIZB\WTICRYPTREC HEEY ANCEH OB SHMANI ERIZETRL T2 EE IRV E X
TWET, 5%E, RIESY AMNEE O SHEMOBRIGEE 25 XIHMIERLTHOIFET, JLLTWS
M, 2023 F£ 3 A 8 HIZICRYPTREC BE 5V AN 2013 &F 3 HFRE) DWEE [IZHRB/NT)w 7
AVINERBLTWS[5],

BE)

[1] TEFICa—X—TEERERE, KEBUFEEI R RO SIZE LD AMA ],
https://xtech.nikkei.com/atcl/nxt/news/18/13260/. 2023 &£ 3 A 27 HEE

[2] TEFEROIYMESIZ IBM O NTT ARITHEE].
https://www.nikkei.com/article/DGXZQOUC062L50W2A700C2000000/, 2023 £ 3 § 27 HHE

[3] VIV IITHEFEE#ERES 7V ALOERM#EZR12023 £ 2 B 28 H.
https://www.softbank.jp/corp/news/press/sbkk/2023/20230228 01/. 2023 % 3 B 27 HHE

(4] T{HEREIRIE NICT, R4, KREBUFEEEE DM E F BB S % IC A— NV AT AIZEE T HM &ML,
https://www.nict.go.jp/press/2022/10/24-1.html, 2023 £ 3 B 27 HHEE

(5] TEFBFIIBIIZTHED-DIZBBITNEIESNDY AL (CRYPTREC BEUARN) IOREERIIHTIEREAEESA,

https://public-comment.e-gov.go.jp/servlet/PcmFileDownload?seaNo=0000250288, 2023 £ 3 A 27 H
FE

(4) EFtFa1705UK

EFEFa7rIUREIE QKD 2FALZEFRESAY NI —2 RITEINZ0EARN —DE
EBEINS[1], FEA N —IVIZREIMES BNz AOTHEY, BEFESAY M —22FHLUT, 4
DTFEUILSBRNT —ADIERER L LS EURED T REL 0D, MBS BITIIMRELE
T—ROMEMREERLAZI A TTDOT —ZOMEHER G 2B T MEH RHRENERETRET
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EHY, F—ADELRAEE, BF. KA L THETH 5.

INOSDEMIET ) MEFT— R BFHNT . XS EKRIET — 2D BRI EADE R A
TNTOG, HEIL, 7 MR AT AOBIFITHRI L2 LTS [2], NEC 1%, A — MNGES 5
TORFHEROBELONIE - EREES HEURE IR LTV B[3], 72 S HOIEFRRE
7 NICT DEFHIFOEALHE WG TEHRINTSY 4], A N—BEITH T B Befife LT
HEI N5,

&%)

[1] NICT, https://www.nict.go.jp/publication/shuppan/news/NICT NEWS486/book/pdf/7.pdf, 2023 &£ 3 H
27 HEE

[2] HREZIEFEFaVrSURNIIEEELLRT ) MERY AT LADRFIZKTI12022 £ 11 B 17 H.
https://www.global.toshiba/jp/technology/corporate/rdc/rd/topics/22/2211-04.html

[3] NECIEFtFaT IV RV ATLEF>TRERL —V 35 ORBELONE - SMEF% - DR E R LR,
https://jpn.nec.com/press/202210/20221004 Ol.html, 2023 £ 3 A 27 HEE

[4] NICT, EFEMOERHEE WGTEF X2V 71 -EFAY N —IDERLERL (2022 F£ 11 A 24 H) J.
https://www8.cao.go.jp/cstp/ryoshigijutsu/jitsuyo wg/2kai/siryo2-4.pdf

3.3.9 ZDOfDFERNRERMDEH

(1) ES@HEPVIVII7ICL > THESIESNET—YDESHIl

SV LT TIET AN ERESEL, ZOESID-DIZEREDTIVEERTEIIINTZTD
—FETHD, HEENLEEIIBE 2D L RBEESLIN-T =2 2B R TDIZZRILDE S
V=V DI\N DB B,

Emsisoft Ransomware Decryption Tool
McAfee Ransomware Recover
Wildfire Decryptor

Xorist Decryptor

No More Ransom

[No More Ransom|l3A SV A EEDEENAT7BFELI=Y b, T—TR—=IVORMN Y1 /N—J1
St 44—, Kaspersky. McAfee DBEEBELTHY, FVH LAV T DWEEIILREICRY LTI
WETBHEILEL BEIINAT 22D RET/-ODOZELZHHE LTS,

&%)

IPA TNV IAVF IS H LT DEBEXE | IPA M ITBUEA (SRR HE SR

FUY LY VSRR A=V IPA M TBUEA [ERIEHE R

No More Ransom — do you need help unlocking your digital life? | Europol (europa.eu)
FUH LY TREIZOWT | MY IR | BEIER | —BHMEIEABARSAN—IEEFEEYZ—(JC3)
IV LWEDT —2E AR BT, e bRk - EE—a—2 (sankei.com)

Os o s

(2) 7990 H—TJIR-NIRXRIAXIFASM)

FVTVIA, 75K, 10T EO BT I BIVEEDFRMEIZINZ ., 2hS 2N RIZUEER
DA[EMEBOLIE THEZRAIZHEHL, IHIIKREE2ZIT/-BOBEL2HR/NRIZINZ5Y
Va—YavThsd,
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(3) RA0O0CTXIT—2aVREDRERT VX HIEKM

RATORT AV T—a iy T — RV R =I5 RREEE 4~ DV — 70— RV N)VETHS
T2 eF 2V T4 EMTH D, ZOFEIT HESZERERS U, RHEINOENLEFL, RELH
UIADB-DIERING, ZOEMEFRHAT 128, FELEF2) TR Y —2 3 ER
FTEHEILMNTE, BT AVNIHEDEF2) T HlEHIL T 72 AFIRZFRITHIENTX 5720, Y1
N=BRHDV) AT & HSTIEN RTINS,

(4) SENREXIITFIHWERDT7—FTIFv

YRR AMIREING VAT LADEF 2V TAWNEDT —F T 7F ¥id, ¥ AN —KEADFHEIZ
EOTEERERTHY . VATLDERBLLEIL, Z<DT —FTI7F v PRRINT VD, B—DF
M2 TR VAT LR e R F 2V T4 N RO T —F T/ F v e A TIMENDH D,

THARLZETIE, X TAEHFTEL TERTEHHES, SBEEITHERE, ZXTANE/
SN2 (—HENNILELNZEIZLRE, WA T, ZFVNEIEFXELR Y —EXDEAIH, vIFo5
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WEEIZLE ), Lovejoy [ild, BIEDZ X TAYRCF 2 71 DEBEFYPFIHR I GEZFEE LT, H
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3.4 BEhETSHEBOEEICDONT

3.4.1 NICT

(1) YAN—EF1UT1HRE

PAN—LF2)F1FEEIE NICT IZEVWTEDOSNT WS YA N—tFa) T IRV D ARFE
FRCH BT AN—XF2) TA R IR E INHEZET, PAN—READN LS A _EIZE
T 27DODYAN—tF ) 71 MO EFFICIIMHEA TS,

AIEZEIL, LLTD 4 DDF—AIIH»1Nn, MEREFEEHEL TS,

T — 2 (KBET — 2 ED R R R DM ZE)

PAN—KED IV ROZAUITER U EBRI SRR 2T 720I12%, AN —KEBDE
T — & % KIEN DM HNTINE T DAEAHANRAI R E U, #7220 i U7 BRI A oD
MEFAREERLTND, /2, KREEN U2 EER A L8851 B
B SR BT OMFERFE 2 DTV D, TSI, FITHRIIBEG T AEMII L TeF a7+
FEOHHPON RICER S 5720, DRGSR, [oT iR, I /Ty N —FDIv—Y
VIEMIIF I Uz F 2 ) TA RGN O AR L ED L L LI e RE L2 —Y
TheFaV) T DIERICEEDHA TS,

fRITF— 2L (NICT AANSDEEEIZIEZ S BfET — X ARSI AR AT )

AF =L, EFIDYF ) T4 7 FVAMIE > THERI N, X —27 3y MRE- I & 25T
VT T DFEERRFICREGE U [oT BERDFER., 717 2y M- AT K BRI EIA — )LD
INE - BREIPEF 2V 717 I—hDN) 7=, ERITNE U2V 2 VRO RRNT O W E
DEE R EDIRZ T AN—NBBRO S & EML TN D, STEAEITRERC VNI
FF— L% NICT D CSIRT NERXNS721F T, NICT A DMERENS DEFFICEINTE
WIRHEEERL TS,

FAFETF— L (BRI EAR S "I AL F TA > N\T ZADARIEHIBEF)
FIRELERA D EBNS KRBTV YV EDRERFIIHIT 5 a7 Bifi e AR ER
THETLZODEHZHEEL TS, AREHIZIARERNIHEETHIL T, HERFEOY
A7) & BRIZE UKEE DHEAITER TEXIEN. MERREERA LY ATLAEBVSERK
ETELE RIEL. AL— AL RBANRITIL2BHNELTWS,

AV T75F—L (REFEFKE X S RBUEA L T F5%E - HEEE - ER)

ARFREICE DR ERFEDA 7 SEBOMRFD/D, —/N- A —T - 2y NI — 73R
FOEEER, ER-ER-BEREE0 77V T+ %% EH. DNS-DHCP-{Rf8{LIREE %=
SEUEBY L ADEE - EREERL TS, MIZE, 7V NREBEOEE - ER. MILAL
FaVTATTIATVADEAN - BEEERL TN,

&%E)
[1] PAN—FaVT1HEE, https://csl.nict.go.jp/ . 2023E3H 24 HHEE

(2) EFa1UT 1 EEBHRE
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SHEMESE 2 EOH-RRES AR S IAN Y — (RER MO E EHL., TDEE2 M
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2. e —ZXADOXNE (N EEEEDOTESEY 25 IEUEET — X 2 (RE T I SE
fifr, YO RIFREEA & BRI DI ADIZE)

3. TIANY—(REEBFMOMERF (DeepProtect (FIANY —(REELZE Y AT
L) NVAT T RETRDSNE TN —(REFMOWFE)

g5 Rl 0D % 4 M BT < B 9~ B BX ) fH A

BT RIERE T W APRYTELUE20, BROBHBEF VAT LTIEHS5WS

BETESEMMERAINTOWIRED T, k4 R SHEMOBE /2R ZL2ERICE

B9 570, B ESEBEMOMERFEEERL TS,

1. BERBEESIINT2EFIEa—XDOE B

2. NEFHEEES (ZERARERES) DRI

3. Zoom ¥ Webex EFTEAINTWSILY RY—TV REEB(LDR LM
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[1] ®&FzVF+EHMBFEE, https://sflnict.go.jp/ . 2023438 24 HEE

[2] MERATEERS S 25 A, https://searchableenc.nict.go.jp/ . 202343H 24 AR
[3] DeepProtect, https://deepprotect.nict.go.jp/ . 2023%E3H 24 HHEE

(3) CYDERZOYxIoh

CYDER(Cyber Defense Exercise with Recurrence)id. NICT DI H1/N\—tF 2 5 1Hf
TR NIERBEINZEE—Thd[FVat Y AN— == T8 — | D HEEL T HFEET,
E DR, A AHFR, EEGHKEREEEE L NRLTIEBRN LY AN—[HHEE THS,

CYDER Tld, YA N—BEEZJ /-2 EL., [V T VNEENSEHRNIGE TO—EDR
N0 —IVTVARTHREBTISEE THY , WnFIEE BRI EZO, SEREO/Z 1OTH#
EEMZ572DDN B | FDEBIIENELINERLL TS, HETIL, REZBUCT.UATD 5 20
S InFIEE BRI GEEFE THIEMNTED,

1. HRA0-EAR AT

IV AR = NEDOREBLENMEL AT 5, MEAN NS D@ E ZIFFT 5,

2. N7 —=Y(BRIERAHT)

AV T VIRRONSIERIINUT, BRINECOVFEE LTV, EEBREER TS, 1
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[1] CYDER, https://cyder.nict.go.jp/index.html . 2023%3H 24 HHE
[2] F¥aFiPAN—h—=rF k& —, https://nct.nict.go.jp/ . 2023%E3 4 24 HEE
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FRMTE LM FEE T VY DEE TERET — OB A 2170, EEDBBEROEK LR
e HIET, £/2. BE SOC AMER OIS L5EEL, SOC A DOE RIS EKT S,
Co-Nexus E(Evaluation)

NICT DAy N —7BBICEELX ) T ®BEOTuNAT2EAL, RIERZBLTH
BEMEEE HEADT 4 — RNy 7270, BELF VT BREORIHEE R & XE T 5,
Co-Nexus C(CYDERANGE As An Open Platform)

MIZBITF X2V T AMBERDN—RIVETIT5720, HEY TV ARREBELG S AT 4
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(5) NOTICE Z7O0Yz1ohk

NOTICE (National Operation Towards IoT Clean Environment)i&, NICT DI+ /N—
X2V AR IR BIN/2 Y Z—Thd [ FVa VP AN—FTHFR—=V a8 — | h#
ELUTWBEVMAT, $54. NICT, 12 —2y M—E 270N & (ISP) %E#E L. HARERIZ
BETDITAN—KBIZEAINSGEZIDHS 10T #EBORAERCHEBAHAENDEEBEL LT

57aYz I NTHB,

NOTICE Ti&. ATD 4 DOEIMAZEMTLIIL T, Bl Z2lZ 10T #EREfATIX52L
EHELTVD,

1. HERAE

NICT I&, 1> Z—3v b ED [0T #EIABITHBIINESAT—RE AN THEIZLY, Y1
N-WBIZEAINDBEThDH MM EAEL., Yk DEHE ISP ITERT 5,
XFENZIE, 70—V [P VRVAAPVAIZE DAV Z—2 v N ETHENST 78 ATES
[oT #ETHY, BEEINZIE V—F DT HAS, 2P —%Th,

2. EEMLE
ISP (& NICT MoZITE -7 1EH%E I SR OFAE L RE L, EFA—IVPEEEIC
IVEREEERTD,
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FIEEMNERETSD NOTICE HR—hzrZ—If, V7Y MOEFEICL D BMEE M IE &8
UTHAZFIEY 2 F 2 ) TA N EE L2 ERNT 5,

B%E)
[1] NOTICE. https://notice.go.jp/ . 20234E3H 24 HEE
[2] F¥aFNWPAN—FTHFR—=Yavr4—, https://nco.nict.go.jp/ . 2023%E3H 24 HHE
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[1] Z=HMELFaT7T L rvarkREtt, hitps://www.mbsd.jp/aisec portal/index.html . 2023438 27 HEE
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LUTW5, BRI AL IZEVERINZT7 A VBUE, VoAV EF, 7o IXEFED LTS
T11Z&d FM 2 AW/ EELRE 2R BT 5 — AT, EHEEOBE VSRR AT 1+ 7 2B
BVIALZE T ABDBBREREBHKEEL, YAN—ZE-ICB I AMDORE N 2EDLY —
Ty VBIREBEM &L THELTWS,

AIFFE T, Security (SEC) ##I% (E LB FEMZEAT #7120V —7) ., Multimedia(MM) #8115
(KARZ% BiHO2)V—7), Computational Social Science(CSS)#EEB GRRE TEAY R
TN—T)D 3 DOEHTHITHEM L FRFE L, IR OB 2 B 2035 LUT DR 7R EHEIE B
IZIDFHA TS,

1. ZRREZVTAIZLDEEL FM A pkif (H2 : MM $EI)
SHEDOYAN—HXTERLLSD FM EEEM2 W5, BE (B Fh%E), 55, XES
DERRBLELV TN UT, ARBIEIT Al BT 2ERT. HOVTZTDONF EERTIL % B
U7 FM £ Fifi 2 sz 352 e 12, FM £ B OEEBAIEIC OV TERETT 5,

2. FM tH - BAfEERAf (2 : SEC f#i5)

LTHER LSRR FM 2R U BB - Bt 2 ML § %, AR Tl FM D%
H2FTldR< FM DL 52 ER (] BR R RIS AR Al FEifih) TERINZDH,
SREATRE R RN T — B E R TEIL 2 BB,

3. FM EH{bHiflt (FHY MM 815, SEC i)

AP Al Eifie e Uk, BEFE - EEE - BHENEURVWEIIZFM 2 EEZ L., @
DAT 4T U THEREEET VOB T —REA TS FM EH b 223 5,

4, AVI7AT IV ERAU SRR BIRE & 18§ DB (E#H Y : CSS $HIK)

SEC #Eig& MM fHIKCTHFE TS FM D4R - M CRE(I BT 2 ERREM & HARICE
MU, BROEFEM L BOLIEEY AT LADRBLEfi &I T5,

&%)
[1] CREST FakeMedia, http://research.nii.ac.jp/ iechizen/crest/index.html . 20234%E3H 27 HEE
[2] CREST. https://www.jst.go.jp/kisoken/crest/index.html . 2023438 27 HEHE
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3.4.4 MITRE

AIETIE MITRE AMEEL TS YA N—tF2) T BEDMZEEI I DWW TEEEH T 5,

MITRE(The MITRE Corporation) & KEERBRNESREL T LIEEFEHBTH . B
BN—= =2y FREMBUR N S E SR % Z - ZEREFK Y 4 — (FFRDC) 2@ U T, BUF 2K
POEER, EMALEELUTHZE, B, AVAT T B R2RE, YAN—F2) T REDSE
THOEMTEIHNLEBEICIYHEATWVWS, FFRDC (Federally Funded Research and
Development Centers) &, BTN RBM 72— DEMNIZIVEE TS GOCO
(Government Owned Contractor Operated) A RDIAEFEBE THY  EHBUFNDE L TER
XN GEEIIRFEPRE, IEEMEELREDRM L Z—IMTIEEFZIEEL-MEMEMTHS,

MITRE (ZLAFD 6 DD FFRDC #&EELUTEY, /- E DM THS MITRE Labs &
UHEiiTEITdH 5 MITRE Engenuity DIED, 4 DFERFE /07T 55250 THA/N—LF2)
T4 BEEOMENERIITHON TS,

1. National Security Engineering Center (NSEC)

» Department of Defense (EBffA&)

2. Center for Advanced Aviation System Development (CAASD)

» Federal Aviation Administration CKEHfIZ=R)

3. Center for Enterprise Modernization (CEM)

» Department of the Treasury (81#%4) and Internal Revenue Service (HERAF), and co-
sponsored by the Department of Veterans AffairsGEf&E A4) and Social Security
Administration (¥ &{&ET)

4.Homeland Security Systems Engineering and Development Institute™ (HSSEDI)

» Department of Homeland Security (E+Z £ {REE)
5. The Health FFRDC (HEALTH FFRDC)
> Department of Health and Human Services CKE{REHSEHE)
6. National Cybersecurity FFRDC (NCF)
> National Institute of Standards and Technology CKE E s7AZ#E AR 2 AT )

MITRE Labs 1320204 7 BIZRILINAMHETHY . FFRDC DEEZBUTEARIL A
MU AR (ADPEFIVEa—2DEIREENT 7/ 0V —NERZERBLEF 2 REE
ZBAREMENH B FIZB W THEF 12581 T 5,

MITRE Engenuity XK€ 72— D1 &2 X< 2019 FITRIZINHEMUFTH S,
FROZEMRERE VY- A2 SAL, BHTAEMEOBVEREICERFREH O U TRV A, EEA
YIS DMRIVEICEIRN TSI 2 BRI LT3,

&%)

[1] The MITRE Corporation, https://www.mitre.org/who-we-are/

[2] SCERRVEE. KREDEMAEHERF RO T 7T AV TV AT A,
https://www.mext.go.jp/b_ menu/shingi/gijyutu/gijyutu4/008/siryo/attach/1342784.htm, 2023 &£ 3 H
23 HHEE

[3] MITRE Labs Fact Sheet, https://www.mitre.org/news-insights/fact-sheet/mitre-labs

[4] MITRE Engenuity. https://mitre-engenuity.org/who-we-are/
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(1) National Cybersecurity FFRDC (NCF)

NCF (3. XEE S AEERMA AT (NIST) & FYat - A N—FXa Y54V E—-FT -2
LUV A(NCCOE) M6 DEERRME ZT, YA N—tF 2V T+ L KM L 2D/ DHEBHFITR b
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AEVRET VAT Y 2R LTS,

FLREHESIE. AT B/ D1V 2—3v b 5G Ay hU—2 HEEE, T U THEFEKRIT
Ths,

Artificial Intelligence (A TXI8E
BEFHET, BWEETTIVOREE 25 X TR BEED H DB L MEE IR o
REABOHFEEFRAFE LU,
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KEEA 10T B0V A= 3V MLRDOYLF 2V 74IIDWT, INE BT —EAETRK
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Election Integrity GEZEDE2M)
PAN—WENEEDZLUEENL, ERZLREBLONIBRITT LT, HEVATA
RVERITTHEODEEERZ LTS,

Securing Space (&£ FHZEMH)
B EHEDREEFHE IV ATL—Yar DY AN—IEFEHICE T2 HHONEENEE->T
HY.NCF DExETFEHEHRILE 2> 4 —(Space ISAC) 2 AIFE L=,

[1] https://www.mitre.org/our-impact/rd-centers/national-cybersecurity-ffrdc
[2] National Cybersecurity FFRDC Fact Sheet(2022.1.5). https://www.mitre.org/news-insights/fact-
sheet/national-cybersecurity-ffrdc

(2) Homeland Security Systems Engineering and Development
Institute™ (HSSEDI)

FELPAN—EF )T THEHNAIILTDEY,

o HEANVIIEHFREITIVATLALEUEMBBI VAT AT TEIVAN—NAT Y IFvY
R—VDEENE T —RIEDNTHH U, YAN—AR— & RET D,

® MITRE @ ATT&CK®7V—AL7—7%&JER L. BURDENIIVTNAADXF2) T %M E
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E+ZeEBEEMRIIN—T DI RBHREMDITRL —Va V2 EH#T 5,
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(3) MITRE Engenuity

MITRE Engenuity (&, REEFIEDITIHRL—Yar 2T 572012 MITRE IZ&> TR Y
NI-IEEMDEAMHFTH S,

[1] https://www.mitre.org/news-insights/news-release/mitre-establishes-engenuity-foundation-foster-
private-sector
[2] https://impact.mitre.org/mitre-engenuity/

a. The Center for Threat-Informed Defense(CTID. ERigHRHEHTE>Y—)

The Center for Threat-Informed Defense I&. BEIEHRIZE D BHEE I DEBRIFE{LE
FRED AR IEE LA %175 MITRE Engenuity »2019FIZR U REEE 2 FEL T
LIEEF DM ERFEMBTH S [1]. 2hiZlk Bank of America, Microsoft, Siemens.
Verizon, AttacklQ 5&EEIZE LBIRMEBOBIRA L N—IZR>TWS [2],

F Y Z—E YA N—F2) T BEIFIEBRICE SDONT EHENITH A UTCIHRORMEIZEY
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AN—REE NIV —IVF Ly VDI E 21T I THEMEIL DA FIRILIBITR> TOBERITH
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EU[3,4] JEELTHY, 2022 FEDFEEIL AR — B CIIBRIBHRICE OB &2 EM T S DITEIL
D 9 DDEHEAR) Y — ANEN I N, TWOIXBETH AT,

Defending TaaS with ATT&CK
N7V 275 Re&8 laaS BECHERAIND M EEMEDH S ATT&CK WS i a2 EARL,
BitH g 572D DZEY =NV & A 7=/ ik

Attack Flow
WEEZED—EDITEI R TR T B/2DDY =K% &8 T —XET I, BHfEE YA N—K &
BT —EDOTE 2 HAEL, B, BREEEZRLUBEREZTOIDITHILD,

Micro Emulation Plans
LY RF =L FLLROVEBTERA-KEYIaL—Ya e EfTL, EL2TV., AEEREE
TEXB3ISITAREELIAL—YarvIi(T5Y,

Cloud Analytics
257 RIGE DIREEDITENET5) 771> AL LT MITRE ATT&CK® Cloud Matrix
ZEAL. 79U NREBER OREEDTE 2 M T 572003217,

Security Stack mappings — Google Cloud Platform
Google Cloud Platform THIFAREEREFaV 8L ATT&CK WEHMIZTvEY
8

Top ATT&CK Techniques
FRAENE 7 OEBICADE RO T NIKERIMY AN TOP10 2/EKTX 5,

Sightings Ecosystem
EHMADT —RLZDT —EANSBONDAEEHFHADORBIRE 7O AAND LT, &
HEOBVHEEIIY— A2 EHFITHILEHERIZT S,

59



Insider Threat TTP knowledge base

IT BRBEITH T 2 NEBBEGRE AMEF 3 DMk, Beffr, FIBICBEG A —T VR F Ly IR—2,
NIST 800-53 Controls to ATT&CK mappings

NIST800-53 Mavba—)Le ATT&CK DREEAMDE D~ vV 7,

&%)

[1] https://www.linkedin.com/pulse/announcing-launch-mitre-engenuitys-center-defense-richard-struse/

[2] https://mitre-engenuity.org/cybersecurity/center-for-threat-informed-defense/participants/

[3] https://blogs.blackberry.com/ja/jp/2022/03/blackberry-joins-center-for-threat-informed-defense,
2023 3 A 23 HHEE

[4] https://www.cybereason.co.jp/blog/security/6301/, 2023 £ 3 A 23 HEE

[5] 2022 IMPACT REPORT, https://mitre-engenuity.org/cybersecurity/center-for-threat-informed-
defense/

b. ATT&CK Evaluations (REBEMICEDI<tEF1)74Y)1—2a> )
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F Y 2 —TIEBERI DY A N — K E DA T MO 2 RN ER CX 2 EE LI
V=3V 7S5V DRATATIVERE> TS, flZIE, AaeE 2018 F 8 AL TARFREMNS
REE T, IEXFLMEBMIRUTI UYLz TR U R—VEEBLUTWIREITIN—TTH D
[Wizard Spider]|DKETEZHRL, &FaVTV)a—Var ORI EFELCHRLT
Wwa[2],

&%)
[1] https://attackevals.mitre-engenuity.org/
[2] https://attackevals.mitre-engenuity.org/enterprise/wizard-spider-sandworm/

4) JL—LD—00iER
MITRE Ti& MITRE ATT&CK 7L—AT—2%1ZUDELT, $AN—KEEDTEN 2S5 L
FERERIZURA Y AN—F 2 T RIZBEN R TV — LU —IF L2 B HEL TS,

1) MITRE ATT&CK

ATT&CK(Adversarial Tactics, Techniques, and Common Knowledge) (&¥1/N—1&
BEMEATLIREZHAMNIE FiE, FIEORKATHELZEDTHY, YAIN—HEBDOFEZ KR
U777V —LT—0ThHb, EEHEBA DT R 2R E T HDITHILD,

Roadmap 2023

[1] MITRE 2023 Roadmap to focus on targeted growth and integration, while improving ATT&CK’ s
current platforms - Industrial Cyber, https://industrialcyber.co/analysis/mitre-2023-roadmap-to-
focus-on-targeted-growth-and-integration-while-improving-attcks-current-platforms/

2) MITRE Decider
CISA Releases New Tool Mapping Adversary Behavior to MITRE ATT&CK |
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[1] CISA Releases New Tool Mapping Adversary Behavior to MITRE ATT&CK® | Business Wire.
https://www.businesswire.com/news/home/20230301005251/en/CISA-Releases-New-Tool-Mapping-
Adversary-Behavior-to-MITRE-ATTCK%C2%AE

3) MITRE ATT&CK Defender (MAD)

MITRE Engenuity (2&¥ 2021 £ 3 BIZREMABINZYAN—X 2V T DEMREHES
n/u\%—a—éfx.&) ]\1/*‘——/7 7 Bﬁ FLT ZF)%)

&%)
[1] https://mitre-engenuity.org/cybersecurity/mad/enterprise/

4) MITRE ATLAS

MITRE ATLAS (Adversarial Threat Landscape for Artificial-Intelligence Systems)
I BREMROBE, ML Ly RF—L0F ) T4 TN —TINSDEFE, M ZEMN S DATREME DR
RRIZEEDWT, B E (ML) Y AT A4 DB DB, £l Fh & L DFFHN—ATT,
ATLAS & MITRE ATT&CK® 7LV —AT—2%2ET )N ULTEY, ZOEME T 7=y 7%
ATT&CK DEDEFHTTEHEDTH S,

Z%)
[1] https://atlas.mitre.org/

5) MITRE Arsenal

ZDY—iE MITRE ATLAS(MITRE Adversarial Threat Landscape for Artificial-
Intelligence Systems) D757 A4V UTHEINTEY, 1N —tF 2V T IEFEH DA
fitr, FIEDOERR, RESLCEERYAN—LF 2V T HEDTI2 L — N AEEIZT 5, Arsenal
& GitHub ®DURY N TRAAINT VS,

[1] AI® ML EFIDEFaYF1Y—IIArsenal | Microsoft &0 Mitre 2325 - ITmedia TV&—751 X,
https://www.itmedia.co.jp/enterprise/articles/2303/08/news037.html

[1] New research, tooling, and partnerships for more secure Al and machine learning - Microsoft Security
Blog. https://www.microsoft.com/en-us/security/blog/2023/03/02/new-research-tooling-and-
partnerships-for-more-secure-ai-and-machine-learning/

6) MITRE CALDERA

MITRE CALDERA (&, MITRE MBI LAKELI2L—Ya Y=V THD, REDKEEDT
H77AVEBREL, Ay N —INTENEREIE T, EIUHELZITIPTONEHR THILH
TEBD, PHDOT AN HEDEBERHTHHEIOVTEF ) T HLFDIMI LD
LEDTHb,

[2] CALDERA’s documentation, https://caldera.readthedocs.io/en/latest/

7) MITRE SHIELD,”MITRE ENGAGE
MITRE SHIELD &7 2754757472V A& EBRTE/20D7V—LT7—22 LT 2020 £ 8 Al
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MR TRRINOGKEED TTPs (BT, FEEFIE) 2 INELY) . KBEDHNEHELZV T4
E. BIKIEDBEEN BRI FIEDN LD SNT WS, ZUTZTDFHREFR THS MITRE Engagel2]
1% 2022 £ 3 BIZRRINAZTV—LT—IThD,
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[1] https://security.macnica.co.jp/blog/2020/09/mitre-shield.html

[2] MITRE Launches Engage Framework to Defend Against Cyber Attacks | MITRE,
https://www.mitre.org/news-insights/news-release/mitre-launches-engage-framework-defend-
against-cyber-attacks

[3] https://www.countercraftsec.com/blog/integrated-the-new-mitre-engage/

8) MITRE D3FEND

MITRE D3FEND (3KERZ2RER (NSA) DEEE2Z T TESN/-HDT, 2021 £ 6
RIZERINZEF VT4 TV =LV =TI TH D, TN § DB R8T & FiR DR S
1%, D3FEND TlidtFal 7+ EBEEADHFECEMARE TS, BENLBEHFEDOHEREZ
LU, B MBDFEIZ DWW TORBERE AL TS,

Z%)

[1] https://d3fend.mitre.org/

[2] What Is MITRE D3FEND, https://thenewstack.io/what-is-mitre-d3fend-and-how-do-you-use-it/
[3] https://d3fend.mitre.org/resources/D3FEND.pdf

[4] https://qualias.net/toward-a-knowledge-graph-of-cybersecurity-countermeasures/
https://project.nikkeibp.co.jp/idg/atcl/19/00220/080600001/
https://project.nikkeibp.co.jp/idg/atcl/19/00220/080600002/? ST=idg-cio-security&P=1

9) MITRE RE&CT

MITRE RE&CT Framework (&, ERMRA VYTV N ARV AR 2 B, ik, 25T 57~
DIZHRFHINT VS, X2V T4 F—LDAFINT YT, B EOFHE, A FIEOEHRE 1Y
T VRV ARY AN FFOBRIEALT O, BEDA VYT VNV ARY AN TRIGTX & %
BB 20RO,

5%E)
[1] https://atc-project.github.io/atc-react/

10) MITRE CREF Navigator

MITRE CREF(Cyber Resiliency Engineering Framework) Navigator |& 2023 £ 2
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[1] MITRE Launches Cyber Resiliency Engineering Framework Navigator | MITRE, FEB 2,
2023 (https://crefnavigator.mitre.org/navigator)

[2] MITRE CREF Navigator empowers enterprises to improve cyber resiliency strategies - Help Net
Security. https://www.helpnetsecurity.com/2023/02/04/mitre-cref-navigator/

[3] https://iototsecnews.jp/2023/02/03/mitre-releases-tool-to-design-cyber-resilient-systems/
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3.5 BEhETIBNEFOEEICDONT

3.5.1 KE

(1) Federal Cybersecurity Research and Development Strategic
Plan

[Cybersecurity Enhancement Act of 2014(2014 &Y% /N—&F 2 F158{bLi%) I TlE.
National Science and Technology Council (ER#Z#H fi&ik) X' Networking and
Information Technology Research and Development Program(NITRD: Axv hJ—F>
T BREMAEFR OIS L) UT, YAN—F 2V 71 i ZEFFE (R&D) ki EHE & 4 8
ZVERR - $ERF - B 2 Z L 2 BT T3,

ZHhiZfEw, [Federal Cybersecurity Research and Development Strategic Plan
(2019 FEHGEFH YA N—tF 2V T iR EFFREIEETE) INFERINT WS,

COFETIL T 5 HEOMFEARBEE BTN TWS,
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F/z, BRIV AN—ERDOBIZEERT D012, [k TEE ] THE TS OMEIZRE TS
4 DD THEBED T L — LT — 2 & fAAATR 2016 EDFHEDERAZEESE T XHOTVS,

X5(21%, 12018 National Cyber Strategy of the United States of America (2018 £
KREEZRVAN—EEE) | ROTFY 2021 Research and Development Budget Priorities
Memorandum (2021 F£EMEMAEFEBLBEES) ITRINZBENEHEET LD, ROE
HNFIZBE T OMEEEOHELZRL TS,

- NTENEE

-ETFERRFE

(BT INEELTVANAV TS

s TIANY—

CBRIN—RYZT VTR 2T

HE - AT
2023 FEDEEKREICMII T, 2023 &£ 2 H~3 HIZ NITRD. National Coordination
Office (NCO). National Science Foundation(NSF)IZ&VBERBEMThNh T3, BRTE
BDSHD 1 DI [FYZNTAVATLA(T =R, AV a—FT4 VT 2 NT—T Y AN—=T 4D
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(2) National Cybersecurity Strategy

2023 £ 3 A. N\1F v BiMEMNational Cybersecurity Strategy (BFEHV A /\—tFa) 5+
HREE) | 2 FR U TS, ZOIE T, A N—E/IZBIT2%E]- B )V — A5 2 IR R8T
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(3) NSF

NSF OMEBEFE T 7 I AU T HH B,

-Secure and Trustworthy Cyberspace(SaTC) 71224 (NSF 22-517):
X2 ) T TIANT—DHER

-Cybersecurity Innovation for Cyberinfrastructure (CICI) 712> . (NSF 21-512):
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3.5.2 EU

(1) EU Cybersecurity Strategy

2020 4, [EU Cybersecurity Strategy (EU A N\N—F 2 ) 51 ¥HR) IDVEEIN TV S,

XV FEAREL L TE KEARHA EU $&, £ Digital Europe Program X> Horizon
Europe %%3EUT. EU OF IRNBITIZHESI VAN —EF 2 ) T EIRDOZRITED M e LT
WB, IMEEIE, A N—tFa) T1 25U, EU LNVOBREIZRA SRS EU OEE - 5881k 7=
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(2) Horizon Europe
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(3) Digital Europe Program
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