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1.

IT€O74T9%)

ENE TR FBHEHEEZEDERIREDBENRAISEH SN TNDET A,
REEEME THLIFERDLTEN B EERT SE RV BERMHFOK
WiEREZBUICEBUFRAZ#FR L I8N TAN\—tF+21UTv
FERZEHEDHD_ENBHTEE CTH D,

B CIEHEEFBERBED X 1) T RBORECHEEEMLE. T T51F
I—VICHEFBREIERADEF I TAMERNEFIN VS —A. BRNTIEE
DEORBREELFELE T FEREVLTOBERL Gz, B2 DEEICLDENE
[CIFLTLV\DIREETH Do

ARBETIE BN EDFEHREEERESE (FEERT N\ X FERELERE, B3R
M) ICHIFTDEF 21T DERICHEIT T BENREF 1) T 15T 0EME.,
TEOLFIVT A ARKCERTFI) T ADEFEDEELZIEEL DD,
FBREERENTF I TR ZITO LT BRINTRPERNRHKZE
REDEAIRSAVDEREEBMIC, AR CRIASDES . ERMEREZ EHE
L7z

EXAS () ERERFEE I TlE FHEERTIHICN T D51 /- EHIORIE
ZEEHEBRNR 1T REDEBRAORAERUHEARREEPED T+
AT AR PR BT 21T ADEFEDEREICRT DHEEEIT O/,
RRFEDORETIFA Y —R v bDOLRIFRERBELIZYSEREICSIIL TER
IREZ1T27zY . E187. CPSF &U NIST CSF 2.0 #EA&ETOI 71 IE
BHOBRESTL. BREZERUL BUEREREEICS L\ TIE, HEETN
AAX=AITHULTETIDTZTV. AEBRERY F &6,
EEARTQ)IEERTNARITFZICHITD OT HIRSAUREDIERKITIE.
FEEDFERREREA MMEEEERRLEDM I ZE B E Uz -8k EE
[CHFD X274 WEREE | RUOT AN —HECKDEERGE) A IAD
RZBNEURTFEERTNNARITFICHITD OT HARSAVIREZIERHR U=,
FENA () MRARDEE | TlE, LEEDRBDERE. F8HT N\A XA THICH
735 OT HMRSAURRDIERK. BV FEHZE T B2 T, FFIG RN 5D
1RE. o BIEZEB S ZHMNIC. FEFEBEEXDBFRECTAN\—t+
AVTAICEATEHEFNOLRDREE (FERESR SWGI. THEFESR
SWG 1EER= ) ZEET A N—tF 21T HEST—F I JIV—T 1 BT
CEREL. REDEE EEZIT O,

[+ ERER SWGITHARMZIRSLU. TOTICRESNIIFERFESE
SWG 1SR | TIEHA RS54 VD BRI GIRET 1T o7,



2. FEXOHE
2.1 By

HNETIE FEFBEEERDERNREDIBENEAEHNSNTND LS HEER
METHDFERDLEN I TR T DE RO BERIMEFOHMIEHRE EYICEEL
RN EMFR LTSRN S TAN—tF 1) T NREEDH D EDBH TEETH
Do

UH\UBDYS BA TIIHEFRERBE DX 1 T R ORECTRERMHEEF. 775
AFI—=VICHIFBEIFRADEF 1) TARRNBEFBINTUNS—TH EATIEZDL IR
BEELGFEL T EREVTOBEE BV BL2DERICLSEHEICHRFL TV SIRET
HDo

AFEETIE HDEDOFBRBHERESR (84T N\ X FEFRBERE, 8HmF) ICHIT
¥ 21T DHERICAIT T BRI TEF 1 TR DEIR., £BEDTF1 T4 XHRIR
MPREEF1)T A ADEHEDEREIEEL DD FEHEELEIAF 1T WRET
O LT BRINERVPERNGIREIEDZHIRS1UDKREZBNIC, HE PRSI
DEE., BERMFFERBU.

2.2 EXAA
FEEDEREMZEERT DI LUF (1)~ (3)FBRZEZXEL. AERREHERSE S
LTERWEED D,

(1) EFEeRE
AEXTE NMEFERRRALOBLEZENE VEFERERICHS T X1 UT 43X
REEROTAN-—RBICL DB A IOADRRZ BN E U847 /N1 X THIC
H1F32 OT HAR A 1Z/F T S728 . FERBEERD TIHIC I SERM R EF1UT
A XIRDIRETDENE] FEREHERZEDTF 1) T A RIRL PR m T2 71 ADEHED
EREEREU, HAENRE U E RIS PREAFELUTIORT .

1) EERtEF1UT 1R OEE
SEMI'(Semiconductor Equipment and Materials
International)
SMCC?(Semiconductor Manufacturing Cybersecurity
Consortium)
NIST3(National Institute of Standards and Technology)

T B EAELEEBEM IS (SEMI): https://www.semi.org/jp
2 YBRBLEY AN\ —tF21 T 13— 7 L(SMCC)
3 KEEAZERMHERZEAT (NIST)
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https://www.semi.org/jp

- RBEXEE BEXRTAN—tF1UTaHRE T—FTTI—T 1
YIS FI—UtICmIF e+ 1) T WRFHUEHIEICRE T S SWG

2) EFERE B AIRS1U%F

« NIST IR 8546, Cybersecurity Framework Version 2.0
Semiconductor Manufacturing Profile (Initial Public Draft)#
(LUFCNIST CSF2.0 #EF&EETOT 7))

« NIST Cybersecurity Framework (CSF) 2.05(LAF.NIST
CSF2.0)

« SEMI E187 - Specification for Cybersecurity of Fab
Equipment®(LLTF.E187)

« SEMI E187 Cybersecurity Reference Architecture for
Semiconductor Manufacturing Environments”(LIF. E187 &5&
JI7LUR)

« SEMI E189 Specification for Equipment Management of
Consumables and Durables (EMCD)®(LLF.E189)

o HAN—=—T4IHI-EFIUTAWEIL—LT—D2(LLF. CPSF)

o IBIVRTLIEHFRTAN—-T1IAI-EF 2T /KA IRS1210

(LUAF THFAHIRS1Y)

(2)FBHT A ZAITHZICHIFBOTHA RS UREDIER
LEEDFERRZEZREEZ IMFEERRRALOMILEZ BRNE UL FERERICHITDE
F1UTANREERUTAN-—KBICLDRFEMH) RIOANDNREBNE UTZFERT
INAZRTBICHTD OT HAR AV IRREER LUz FERT A X THICH1TS OT 71
RS BRRDIERICHZOTIILL T OER =SSR U,
« NIST CSF2.0 #84&4&&70771)V
« NIST CSF2.0

4 NIST CSF2.0 8807 77JU(NIST IR 8546, Cybersecurity Framework Version
2.0 Semiconductor Manufacturing Profile):https://csrc.nist.gov/pubs/ir/8546/ipd
5 NIST CSF2.0): https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf

6 E187: https://store-us.semi.org/products/e18700-semi-e187-specification-for-
cybersecurity-of-fab-equipment

TE187&&)TJ7LUR: _https://www.txone.com/blog/unveiling-semi-innovative-
cybersecurity-architecture/

8 E189:https://store-us.semi.org/products/e18900-semi-e189-specification-for-
equipment-management-of-consumables-and-durables-emcd

9 CPSF: https://www.meti.go.ip/policy/netsecurity/wgl/cpsf.html

0 TIFHARSA:

https://www.meti.go.jp/policy/netsecurity/wgl/factorysystems guideline ver1.0.pdf

7



https://csrc.nist.gov/pubs/ir/8546/ipd
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
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https://store-us.semi.org/products/e18700-semi-e187-specification-for-cybersecurity-of-fab-equipment
https://www.txone.com/blog/unveiling-semi-innovative-cybersecurity-architecture/
https://www.txone.com/blog/unveiling-semi-innovative-cybersecurity-architecture/
https://store-us.semi.org/products/e18900-semi-e189-specification-for-equipment-management-of-consumables-and-durables-emcd
https://store-us.semi.org/products/e18900-semi-e189-specification-for-equipment-management-of-consumables-and-durables-emcd
https://www.meti.go.jp/policy/netsecurity/wg1/cpsf.html
https://www.meti.go.jp/policy/netsecurity/wg1/factorysystems_guideline_ver1.0.pdf

E187

E187 &&J)TJ7L VR
E189

CPSF

TEAARS12 (BIET)

(IRA=DEE
LECOREDER. FERT I\AXATHICHITD OT AAIRSAUREDFR. BRUEESH
[CH7Z2TIE BRI RN S DRET. Ot IS 215 &2 BrIC, FERBEEERD
BREPTAN X1 )T/ ([CRDIBEFBEFH ORI UTORANRZEET 1N\ -+
TAMRRT—F 77 —T 1 R TISREL. SEORE. EEZIT O,
FEREFTTI—F T T —TF (LT, HEFER SWG)
FEKER SWG {FREf= (UUTF. FERR)
AEXRPRPORAZTEFDEEZFUSA<KRET D72 BESREFAMRORM. BROD
EN. FEDERESFZIT o7z RASFDEECH D> TIL BHEFLEKD L HHERE
UEFeUTZ, 006 AEFHRRIC, FEIKRESR SWG (F51 2 Bl /FEER=IE5T 4 [ERfELZ.

2.3 EWBERTI 1)

AEE(E 2024 F£ 11 BEBLVURERKRL. ESEIMAEE. 38ET /1 XX—AADET)
V7 =ERBEUIZHENIST CSF2.0.E187 &5&')TJ7L VR, CPSF Fa2RUEAKT
INAZRTFBICHITS OT HMR 1 VEBRERE 2 BHEICKEL EERRNSDERER
FZIBIEL. 3 BARICHEAESE SWG (TR, £/o. AEEHARAICHEBEESRE SWG
Z5t 2 O fEERRZES 4 BEREL. EICHFEERTNAZTHICHFTSD OT HARSAUITH
IERIREZNEL . BN AT 1—-IbZEE 2.3-1 (2R,
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LGS SEMICON Y4/ —E¥2UTA A3
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SR E N \ *
*YIAIT 1Y ]

SWG- {FEE2(: WG, W : (FEES)

(1) EREFEE

4 [NISTWork Shop

u O

EEET+1UT iRt m
FHEISTE
HiEF0RE
SMCC WG4
LB EPEOEERS
[0V

(2) ATFS1VRBOIER

ITEF2Y 713 s

OTLIU IV AL ORHOA1FS1~

(3) Bite0E
zBEE

BEAZOREAR
SWG- (EREZDES

@) JovIsrER

KiEEtEE K @

7 | -
E e 0000‘0 * & o 0000“

&S BESEE | #
HEEIER | | | —

2.3-1 ERTI1—)b

2.4 etk

AEETITEMATRIARICHITIRRZENL. FEEKT /N\A X TIFICHITSD OT MK
TIURRZFTEDDIUNENSG OI2120. FEARTIFZICHITSD OT EF1UT 1 RDRERZE
BEOXIN—%—4ZEEL. N D. 0T LFXa)T1 D7 RNIFEBDEBRDEZT X

~)\—% SME(Subject Matter Expert) ELUT7H1 U TEREUTZ,

2.5 AHBERESDEK

FAEHRSECIEUT ()~ Q) FROFEEREFHERSEE U CUT OB TRUELE

$HTWVB,
(1) ERERHEE

BT NARTIBICHITS OT HARSAVRREROHEREEICHITDEF1
)T 4 S REEERET T BICHIUNEERS, [ERNTE1 ) T RS 0EIR &

[ BB AR O b 1) T R

(2) BARSAIZREDIERK

TF21UT A ADBFEDEREICD
WT. ENETNEM, AERBRUFAERRZHRE T D,

AEETIREI U EBHERICH T EF2) 7 REHE | & THEET /N1 X
THICHITD OT AR URRIDIERERZICEL T BRI BZA A RS DA
ARUCHFERERICHIT T2 )T 0REE FERT/\A1RATFICHITS OT

HARSAVDBEIZDWVWTIRET D,
(3) BETEDEE



AREETHRE. FEUEEREE SWG RUEESREOBE, KEIOD7I T
S FERHAERRUFELERICDVWTHRE T 5. 1T FEEEZE SWG
FOEESRRDEZHEFEIC DV TERE T D,
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3. EFEMREEE
MAEFEZFRREDOLEZBNE UFBREXRICHS T2+ 1) T WEREER U
AN—RBIC K DB ROANDRHRZ BN E U8R T N\ARTHICHITSD OT i1
RSAZER T D71=0IFAEZIT O/,
ARFEETIEEICLLTD 2 DOFAEZIT O,
FBETIHICHT DTN —KHBEFHCHEREZSH. BFENREF1U7+

REOBANRL
HHBEREOTF 1T A HERRPRRTF 1T 1 ADIRIEDRAEITH
ERE

HA RSAAERRIZH N Tl BARE OIS E 2 (S D TR . Mg o
ENEBDEDAEHTED Tz DD FEERT /NI RTIFICHIFTSD OT HMRSAVIIHEERT
INAZA—NERRE UTHERUTE . LA ST AEEE NS HA RSV QR 1318
WEWRETD&ERIIbELTITO

3.1 EERGTEF1)T (125 DEIM
3. 1. 151N —KEZEDZEH
(1) BEARE

AEBACEFREECREOHREER. BRADEFTES. BERND-1—X5EEE. EAT
—IRN—RFZRNRIC ATV D LREBHRETICREZIT O Ie. REITIRELT,
FITUTLVITDHEDLERECIEL/ZD AT FEEREEPEDHEIC DOV TIRE
U7z, ERBICIE. Chainalysis. IPA. Recorded Future DY ERUBHDR—L
R=ICEEHINTVBT1 T MREKRABEFZREUEREF E DT,

(2) FAERER
FEREZEICH VW TFERPTEZHDO T N—KEBEHNH S, Chainalysis DIFEEICK
2. F31.1-10&EHY, 2023 FOEMRICHITEIT T LDIPICLDEREZILEE
(X BERED 11 BRILES 1,595 EFA)ICBBELTUVDY, iz, IEDEERITIE, 38
REXZRVHREEN 21 THB. P

" Ransomware Payments Exceed $1 Billion in 2023, Hitting Record High After 2022
Decline:https://www.chainalysis.com/blog/ransomware-2024/

2 1C3 “Internet Crime Report 2023"Z#H &2 IPA BMERRULIZEDMTIPA X1 7 AZ
2024 1ICHEHIN TV S,
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https://www.chainalysis.com/blog/ransomware-2024/

Total value received by ransomware attackers, 2019 - 2023
$1.38

$1.08 $1.18
$983M
$905M

$0.88
$0.58 $567M

$0.38

$0.08
2019 2020 2021 2022 2023

3.1.1-1 ST LADIT7ICKLDEES
H#: ChainalysisTlRansomware Payments Exceed $1 Billion in 2023,
Hitting Record High After 2022 Declinel&Y

©26.1% ©20.9%
©10.2% 218.3%
®11.5% ——— ©13.1%
B OE®E#E I OEEEE [ OHAFFEERS
@IT FEEE B RbRERS ®Z N1t

3.1.1-2 SUMLDIT7HEDFEERIERLL (2023 F)
HE: IPATIPA €F2U718E 202414V

HEKIL, BFHEEEDOMEEE UCTHEET 7). AV E 21— ANV—h T2 TLERRE,
HEEECTEONSIEXIXET NARICRARIEB@MTHY . FEEDHENEIRZADE
ZL<DERICHEBERETT . CORH FEEEEEITAN-KREDYT—T Y HIRUPT
EEZONDHEREXEICHITEDERTAN-—KEBDIRRESK 3.1.1-1 [TRT. LLFDOERD
EHY FEHEZEICHTIVAN-KBICL DIV TIMETO-/NIVCHEELTHY, £
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DEIIFLBATVDSDNRIBTH D BOIIIBADERLZ VD, CNIEARAINTVS
BHREHBELVLHERTHY . BEDFEREREICH T I /N-RBEEHEEL T\ D, FEIK
BERRICHT TN\ —HRBICLV TIHZFIEUZA VYT URERELTHEY O EUT
DIUTUNNRET DEMERNGKERHEERITT . MR T FEHEDRE IR CELEIC
MO\ BEEBRIIZEEDHFNIDIRFERDIEBBIRCEDLDICEN S EXRA/NMZS
HZEZRE APT REDXRICRURT VW ENHEDFERNSHASND,

* 3.1.1-1 F¥ERTHICT T SERT 1 N-IRESEH

# | FE

=

WERNE

2018/2

TSMC(&&E)

SoinER TIHNRIERE R
10,000 AL EICEENFRE
L. BB TI5ZR8H. Apple ¥
Qualcomm [EIFFv TEEE
HLEEL 7= FTREN

2 | 2018-
2019

B FMHAIORIN—D
EHOHBHEN T —

Chimera APT Group (A&

W) [CRDHFBARFERITH T
DARINE APT IENFE(IC
FAFEY —XO— K% SDK Fi
RIEER MR EDEIERN

EEZ5N3)(CyCraft)

3 |2022/2

NVIDIACKE)

NVIDIA ORERVRT LAY 2
HEH=LE
INYFDTENT—ID
WEB ECTORH

4 |2022/3

Samsung G&E)

INYF T ENT—IDE=
= ONOUN:S

5 12022/5

AMD CKE)

INYFIDTEN—ERT—5D
WEB ECTORR

DY LHEREIC LD WEB £T
? AMD T—HRESEMHE DR

6 |2022/6

DiodesCKE)

INYFDTENT—5D
WEB ETORH

7 | 2022/6

Etron Technology(&3Z)

INYFDTENT—5D
WEB ETORH

8 [2022/6

SilTerra(~¥L—27)

INYFDTENT 5D
WEB L TOLRR
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9 |2022/8 | Semikron(R-1Y) o N\YFIITINEZT—IIEH
10%MD WEB £ TR

10| 2023/2 | MKSInstrumentsCKE) | « SEBEJRTLICREL. —

ERHEER COEFELE

AMAT 514 F1—2&UT
e

11 | 2023/6 | Kinmax Technology(& | « REEBEDTANRRENMES

) +  TSMC MERE|IEELUTHRE
(FERL)
12 | 2023/12- | BEOHEK - JELEREF/\YEDTHERICK Y.
2024/2 | EEX—H2% BREEY—/N\—&t+aUT

AR ——)IN—[Z/\yF
JEN., BMERETRIEOEERIR
SNEEZHRIN(GEE:ERE

b (NIS ) ERMEHE)
13| 2023/12- | BEDHFEHRRD Y — + HFEOERXEIN-TTH
2024/2 SEEEENELV RedJuliet

M, EICEBDBRT. FhiT. #%
fiiT. A EARNE LTz
IN—=R I\ EENEENE
(Recorded Future Insikt
Group)

14 | 2024/8 | Microchip Technology | « SSERUEVLEADRE
CRE)
Hi#2:Recorded FuturelSemiconductor Companies Targeted by
Ransomwarel. &1 V7 U hRERAT?

SOKEIE APT K2

3.1.2 ¥EFBIRICHITD OT X7 DEERIE -EH - HIRS1UZEDIR
A
(1) FEEEZICBITS OT txa) T DEEER - BESDEIE
1) SAEARE
MEARTINARAITBICHITD OT HIRSAVEEKTDICHIZY ., CNEFTEEICE R
UCTWBHERERHED OT F1) 7 (BEhERBREFIC DOV TS ZREUVEREZEIB U,

13 2022 F£%Tld. Recorded Future MI'Semiconductor Companies Targeted by
RansomwarelN&. 2023 FLRIIEHDM VT U MRERB EHRILE,
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ABEDONEE U REEZ L TISRT .
NIST CSF2.0 #&&K&&ETO07 71
NIST CSF2.0
CPSF
E187
E188
ISA/IEC 62443
«  IFHARSA
ABEAEEUTIE FT U NIST CSF2.0 #EAEETOT7MIVRU E187/E188 =55
BL. SREEOHTBEBINTVIBRIEFI DV THEEZER. CNERYIRTZETER
BEOHBERGREZEEL -, SAERRIPRIEISRT,

2) HHERR

FEAEAEOREY—INICXHTH2EF1 T EHICOVNTIE SEMI [CTEREINLE
E187 RUBETHICHITD X1 )T EHEEIELZ E187 HEUTPLIRZSERL
2o SNSHFRICDOVTIE, WINE ISA/IEC6 2443 ER—ITAERKEINTL B,

JRICVNIST CSF2.0 #EAETO771IVICEAU CGRAEZEREUT. 15HRICEAL TIE.
SEMI SMCC D WG4 [Z&hIUINEEL Tz, NIST CSF2.0 ¥#EH#E&E 0771 VIE NIST
CSF2.0 DM TOT7AMIELTREITNTVDENDTHY . NIST IR 8183r1
Cybersecurity Framework Version 1.1 Manufacturing Profile Rev. 1(LLF,
NIST CSF1.1 &#&7O0771) ER—RIC ¥ ERTEDFEZRFIFHICEEINTE
BICDWC IAVRTA I7 T EBY—IL.IF9—TSAXIT D 4 DOAELVERS
NTLS. B NIST CSF2.0 ¥#EHEETOT7MIIVDHRTIX E187/E187 &5&E )T 7
LUZRIEDWTESRUL TS,

&EIZ. CPSF & NIST CSF2.0 ¥84&hE 0771 VDBERMEIC DOV TEER Z{T o1,
CSPF ORHREMHID [ENIST CSF1.1 EDOBMRENEEEINTEHEY ., —ANIST CSF2.0
DHT NIST CSF1.1 EDOBBRMBIBEINTWS, NS ZAEHESC&ICLY ., CPSF
& NIST CSF2.0 ¥ E8HfRETOT7MIVDEEZEE U,

BE.NIST CSF2.0 HEARBETOT 7L RE /N TVYIOX I EEELTHY,
AF 6 BICTPATIAXEINDFTECTHD, /2. E187/E187 && ) T 7L U R, TRTE.
Ver2.0 ADBHRNMRETINTH Y FERETITIEFHBN—JaURRITINZIFETH
Do INSDFMZEBERZ RN OHXEHRT NARXITHZICHITSD OT AARSAUICDOVTEHEE
EUTVW<KERH D,

X1 TABRFBEICHEEEEED OT TF1) 7T« BEEREEFDREFREILULTDESY
Thdo
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NIST CSF2.0
NIST CSF1.1
ST CMMI Manufacturing
BRERE TITSAX Profile
= = CPSF NIST CSF2.0
IHxaU71 N .
AR Supply SRS
+ BB SO A BB chain a7
SEMI SMCC SEMI SMCC
WG3 WG4
E187
ISA/IEC 62443 X
d SEUITLY A
E187+IEC62443
E187 E187
SEMI STD N Ver2 checklist
E187 UI7LY
E187/E188 )7L A
SEMI Taiwan SEMI SMCC
WG1/2

3.1.2-1 FEAFERED OT t41') 7« BhERBEDRRML

EU-CRA

EU
RAES

SEMI SMCC
WG8

SEXTIC RBFERE. SEMLNIST, IPANFEITU TV S ENENDRIBFDHREH;

B URL FICRHT 21BHRELLTDORISTRT,

* 3.1.2-1 BREFENARUCVWIEEIL—LT—T - HIRS1UF

CPSF(HAIN—-TJ4TAI-EF2VT1 MR IL—LD—2) WG

https://www.meti.go.jp/policy/netsecurity/wgl/wgl.html 2019
EFRITKHOSNDEF 21U T XWROEMEEEIRU IS F 04
HAN—ZEREE T INNEEZEESEICHEIEDSCEICLYUERIN | A
%ISociety5.01. [Connected IndustriesJICHIF 2T TS
AFI—2(N\NJa1—=2)I(2307OR)2EDTAN\N—tF1)7+«
HEREZENICRE
DROBEHBITDHDETIV(ZEEEE 6 DDERER) ZEIE
Llaoe b EFTIVEFRULUZVREOEIRE R IRICHIG
TENREMZRRUEIIRY D — | WREHICHIS T B EF2 ) T3
THZRRUIET XYY R TR

TBIRATALICHITDTAN—-T1I A - X2V T REHARS1 T5

factorysystems guideline ver1.0.pdf SWG
BEZEICHITDITIHD OT EF 1T MR ZRET D EZBMEL
TERESNLZAIRSAY
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https://www.meti.go.jp/policy/netsecurity/wg1/wg1.html
https://www.meti.go.jp/policy/netsecurity/wg1/factorysystems_guideline_ver1.0.pdf

BHOIFZICHITdEF1 TR ZRE, KT DICHiY. . SRT | 2022

REZBZFPATYFICTDOVWTEEE F11

ITHEEF1 T4 TCERINSTEF IV T RICEHTSZFTVIURS | B

o
TFIRATAICHITRITAN—-T1I NI X2 )T /EHIRS1 2[5 TI5
AV —MEZESH D LTDRI VK] SWG
factorysystems guideline appendix.pdf 2024

SEENREENTIZEOD AV —MEZES . THEOMEREZ{EETSHC | &F 04

EEBRIBUT D EZBMICKRESNIEAIRST1Y A

AN—hTIEOBEZRT EEEIC. AV—MEZEDH DICHZ>TDE

F2)TAMRICETZEBERRPEMICOVTHREATY FICENDE

CEoH
EWIRFTALIEHSFRDITAN—-T1IHI-LF1VTAWRAIRSAE2 | EI
hiz SWG
https://www.meti.go.jp/policy/netsecurity/wgl/bill gideline 2.p | 2023
df F03

EWIRFTLDTAN—tF21)T«([CEAL T, EDEERDIHDHA1Y | B

JA

EIVDRT LDBERRICDOWT, 385t % R TIRE . ER. tE - B

BEDTS1IHAOIBERICHEWTER, STHICEBICBRICEEL

PRICERSAREXMIHIC DOV TEEIE

BHNMERK. AEREER. MEEIE. DX~ I8ERE - &R M. T -9t

#—JDCCUTPLIVRENERICD VN THEEEH
B IS4 FI—UbICAFzEF 1) T WRFHEFHEICRAT S TU—+2 | SCR&
I IW—7(SC X TREHEHIEE) 1t
https://www.meti.go.ip/shingikai/mono_info service/sangyo cy | SWG
ber/wg seido/wg supply chain/002.html {ERR R

TEBDY TSMFI—UICHBITDEGIICEBL. BFEICH VW TERT

NETF 2T R Z T DFEERFTIDT T I—F 55—

P

X1 T RRERDILBIEEBU T TS1F I — UKD EEHE

bR, SRR D AIRIEIC L DHEEEDNERLZE BMIIC, k3-k5 FTHEE
o 2EH =Rt

= 3.1.2-2 SEMI:Standard E187, E188, E169, E191 / Reference
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https://www.meti.go.jp/policy/netsecurity/wg1/factorysystems_guideline_appendix.pdf
https://www.meti.go.jp/policy/netsecurity/wg1/bill_gideline_2.pdf
https://www.meti.go.jp/policy/netsecurity/wg1/bill_gideline_2.pdf
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/002.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/002.html

E187

Specification for Cybersecurity of Fab
Equipment(O7 FEEDHAN\—tEF1 )71t
k)
https://store-
us.semi.org/products/e18700-semi-e187-
specification-for-cybersecurity-of-fab-
equipment
REVY-ILORMRICHITDLEHRE
(SecureDesign) [CBIT B{thk
A4Hh73)—(OS.NW tFal)7+. TURR
1OMRE. EFa1UTAER) NS 12 IHED

2022 &F
01H

E188

Specification for Malware Free Equipment
Integration(¥ILI T 7ICRERUBVEBHAAH
DI=HDLER)

https://store-
us.semi.org/products/e18800-semi-e188-
specification-for-malware-free-

equipment-integration
KEVY—ILDOBA ER-{RTFD A TTA
IWICEWT, TINAAX=HANIIIIT %=
RER S HRUZHDEERIC DUV TEIE

2022 F 2
B

E169

Guide for Equipment Information System
Security (BBBHRVATLEF 1T 1 DI=HDA
1F)
https://store-
us.semi.org/products/e16900-semi-e169-
guide-for-equipment-information-system-
security
REDBHREFI)TERICAEATSFSIE
B, EielEHR AT LDEE. TF1 T
ZHE

2014 F 4
BHIhR

E191
ET191.1

Specification for Computing Device
Cybersecurity Status Reporting(AE1—7
1T INARADTAN—tF 2171 - AT—5 AL
R—HCET B414R)

2024 F
10 A
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https://store-us.semi.org/products/e18700-semi-e187-specification-for-cybersecurity-of-fab-equipment
https://store-us.semi.org/products/e18700-semi-e187-specification-for-cybersecurity-of-fab-equipment
https://store-us.semi.org/products/e18700-semi-e187-specification-for-cybersecurity-of-fab-equipment
https://store-us.semi.org/products/e18700-semi-e187-specification-for-cybersecurity-of-fab-equipment
https://store-us.semi.org/products/e18800-semi-e188-specification-for-malware-free-equipment-integration
https://store-us.semi.org/products/e18800-semi-e188-specification-for-malware-free-equipment-integration
https://store-us.semi.org/products/e18800-semi-e188-specification-for-malware-free-equipment-integration
https://store-us.semi.org/products/e18800-semi-e188-specification-for-malware-free-equipment-integration
https://store-us.semi.org/products/e16900-semi-e169-guide-for-equipment-information-system-security
https://store-us.semi.org/products/e16900-semi-e169-guide-for-equipment-information-system-security
https://store-us.semi.org/products/e16900-semi-e169-guide-for-equipment-information-system-security
https://store-us.semi.org/products/e16900-semi-e169-guide-for-equipment-information-system-security

https://store-

us.semi.org/products/e19000-semi-e191-

specification-for-computing-device-

cybersecurity-status-reporting

TIHRY S T—O TS N HEE (BB, #k
E#, PLCS RE) DA /I\—tF 271D
2T =Y AL IR—NIRET B 1ttk. 5ODER
IHH(CDI.OS X—#A.0S &. /\—=J3,
EILR) =58

E191.1 & &E&EBIFD SECS-II 145 —2
I—XXETEIS I D72 DLk

3tk CSD(Fab & Equipment
Computer and Device Security) ¥ X2
TH—ZM. SMCC XUN—DEBREZRYA
NAERK

E187 E187 DBEEKREFIB(OS.NW tFa1lU7+r. | 2022 F
Reference ITURRAUMRE. CF1)T1880D4 40 108
Practice Td)—12EB)ICHLTO, fEiiet+al)

T A REREEICET S Q&A RUEKAIZE

BN
Cybersecurity YERBNEIRIE A 7D /2. SEMIE187 | 2023 &
Reference KU ISC/IEC62443 I )—X(THEDL) 10 H
Architecture = HEFREETHICHIT X1 TR
for 27V RTP—FTOF+
Semiconductor IEC62443 M Purdue EFIVICT, ¥&
Manufacturing FRELERIBDIZENR YR T LB AL
Environments ExFRU. 10 HEDXIHRAEZCH

7 3.1.2-3 NIST BEEHRE
The NIST Cybersecurity Framework (CSF) 2.0 202
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf 4 &F

https://www.ipa.go.jp/security/reports/oversea/nist/ugb65p9000 |2 A8

0019cp4-att/begoj9000000d400.pdf

EEZESR BURHRE M U Z DDRERN, 1A N\ —tF 21T URTZEKR

NICEETBZHDHIT IR
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https://store-us.semi.org/products/e19000-semi-e191-specification-for-computing-device-cybersecurity-status-reporting
https://store-us.semi.org/products/e19000-semi-e191-specification-for-computing-device-cybersecurity-status-reporting
https://store-us.semi.org/products/e19000-semi-e191-specification-for-computing-device-cybersecurity-status-reporting
https://store-us.semi.org/products/e19000-semi-e191-specification-for-computing-device-cybersecurity-status-reporting
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://www.ipa.go.jp/security/reports/oversea/nist/ug65p90000019cp4-att/begoj9000000d400.pdf
https://www.ipa.go.jp/security/reports/oversea/nist/ug65p90000019cp4-att/begoj9000000d400.pdf

HE5PBHEN CSF 26 &2, TF 1T RN ZFHEL . BFTIELL
M ARET BHICFERT SN AR
2024 % 2 AIC Ver1.1 »5 Ver2.0 ASRR(ANF VR T TS(FT

— R OEBDRE(LE)
NIST IR 8546 Cybersecurity Framework Version 2.0 YERK
Semiconductor Manufacturing Profile. =x)

https://www.nccoe.nist.gov/projects/cybersecurity-framework-

profile-semiconductor-manufacturing
FERERDEFREERZANT T T4 XEBEYAATE.NIST CSF2.0 D
HBETO771
FEARERDTAN—EF2UTAVRIEERTDIZHDIZIR—ZD
TIO—FER M
NIST CSF1.1 &#& 70771V ESE(CIERK
SEMISMCC WG4 &EEURNSIERLTHY. 2025 F2 BLU/N
T)woaX U EEER

2025 &F 6 AEICEITTE
NIST IR 8183r1 Cybersecurity Framework Version 1.1 202
Manufacturing Profile Rev. 1 (0]
https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8183r1.pdf 10R

NIST CSF 1.1 DREERDBEERAN TS0 T4 RERAATZHER
JO770V(AAZ2=F7« FOT7AI)
BEEARDTAN—EF2)T 1 IRIZERT DIZHDIRIR—IADT
TO—F =124t

NIST SP 800-82 Rev. 3 Guide to Operational Technology (OT) 202
Security 3F
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.8 | 9 H
00-82r3.pdf

OT BRIEDMEE., FfMt. T2 DEHE/ZLEF 1T EHR T D

HDHAY IR
OT MROY—%TRU. BREERIFEERE U RIZEERT D2 DHELE
a1 TaERER M

& 3.1.2-4 IPA(IBERLEREEME)J-CSIP/J-CRAT/ICSCoE

A N—1BRHEBT1=277 17 (J-CSIP:Initiative for Cyber 201110
Security Information sharing Partnership of Japan) A~

20



https://www.nccoe.nist.gov/projects/cybersecurity-framework-profile-semiconductor-manufacturing
https://www.nccoe.nist.gov/projects/cybersecurity-framework-profile-semiconductor-manufacturing
https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8183r1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r3.pdf

https://www.ipa.go.jp/security/j-csip/about.html
NHIERETH D IPA ZiEHR/\ T (=) O1&EI& U T Shnkais
BTHAN\—tEF1 )T 1 DBRBHRFOHEZTV. 8EGYA
NI RICEIF TV <ENE
13 M SIG(Special Interest Group)IZ 279 O#EBMN SN
IRfE. FEARER SIG =& /P

A4 N\—LZF 31—k (J-CRAT:Cyber Rescue and Advice Team 2014 F 7
against targeted attack of Japan) A~
https://www.ipa.go.jp/security/j-crat/about.html
DA ARET7 O A BEHIEDO—RMER BT /N —IRE4F R
HKBOUZT LL—BHO SIFREIT N\ —E (APT) ICEN 518
HOBRIRHZEZITMIT REINBERESTU GRERBRICK
SENEZEM
ERZIRLEHE SN SZENET /NN —RE (APT) DHFEEHLARA
LF D= 1REk % 2T T B DR E DR C IR OEHDERTE X

=
EETAN\—tF1)71t29—(ICSCoE:Industrial Cyber 2017 %4
Security Center of Excellence) A~

https://www.ipa.go.jp/icscoe/index.html
ENEORF HEZXRZADEE( VI T VEFRERDOT/I\—K
BT DN ERARIC5R(E
UMV TE£EREHEE ISV T . BHIVRTLDIRIZEER
FHUDDMEBEGREF I T WREF I TCIDIERAMZEKRT S
OS5 LERM
BHRRVRAT LD SHIER VAT LAFTCERELER TS M=
REL, BFIREHICZEN - ERMEDIRELCRIEIHDERE ZR
i

(2) SEMI SMCC WG4
1) FWEAE
SMCC [E SEMI AFEELTHY. 8 DDIT—F T T IV —THFET D
WG1 (Factory cybersecurity implementation)
FEREEREICET SEFD SEMI FIZ(E187 XU E188)ICHEWNT, 1
N—tF1 )T HEZERT DA EGE . BIRCUHRERTIIIVICDOVTH

4 https://www.semi.org/en/industry-groups/semiconductor-cybersecurity/working-
groups
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https://www.ipa.go.jp/security/j-csip/about.html
https://www.ipa.go.jp/security/j-crat/about.html
https://www.ipa.go.jp/icscoe/index.html
https://www.semi.org/en/industry-groups/semiconductor-cybersecurity/working-groups
https://www.semi.org/en/industry-groups/semiconductor-cybersecurity/working-groups

ELTLD,

WG2 (compliance readiness)

RBEA—N. T INAREEA N E=BFERENMERATE L5 FTv o)
AbZEEZE BHFED SEMI A N\—tF 1) 7RI T2 REDEGEE
IREET BT DEEZEFFELT D,

WG3 (supply chain cybersecurity)

HAN—tEF 1T AICKREHEIDT TIMFI— VDX N\—1%EZ
IREHDFTVIIARZEER LTS,

WG4 (international regulation and specs)

FERELEICEHT S SEMI A N\—EF 1T R ZMOBRREFEHREL. B
REIETFZEBIE T AIAIE. NIST CSF2.0. EU H4/\—EF 21U T 1A,
DFARS.ISA/IEC62443 H& BT SEEZTTD,

WG5 (threat sharing)
BREDHIRBEEIT TIAFI— 2V DEEBDZDNENITE>TVIKRREZE
A EECTFEASNER CTEBRIERZEHE U CHEERED RS R &
WEDEMZ=BH#E7,

WG6 (cybersecurity pre-standards engineering)

YEBAY TSAFI—2EOTAN\N—tF 1T 1 =R T D, TOLERH
AT I ANXEVCEFZEHR L. £TH SEMI HRED@EZA LT ES,

WG7 (outreach, communications, and events)
HTSAFI—VADERENFRATEDHE Y —REY—ILERHELTLS,
NICEKY . BEREICHITFETAN—CF 1T ANDHEEZRRITDI_E%E
BIELTWVWD, &  FBRERICSITDIARIMADSMIC OV TERARELT
W,

WGS8 (EU regulation and CRA)

BRINT AN —L IV IT VU RE(CRA)EDHEARTI IV ZAT LNDREZREIRU.
CRA BN —TICTHERERZRKRL X vy TOMEFEEREL TS,
K. SEMIBBEV ) 1—203o EUTRMNICE RS ESFEEERRBLTLD,

SEOFEETIE NIST CSF2.0 #EFEETOT7IVICET BRHRENET 5728,
EFRFASCAERRICDOWVWTIRD WG4 DOEEEICSUTz,

WG4 [& 2024 F 1 BITERFIDEIEEZ TS WG EUTHRL. GBI ZRIRUTZ. KEIC
T.BAF 5 BICHFEHEROTF 1T HERICET SERT /NN —tF+ 1) 7 B8 =kt
EEANEINZCEZRFNIST THEFREETOT7MIIVORENFIBS NIZLARRIL.

1 PEERIEEFLRERBELUVERLZERBICTARTHY FREFRETSHIC.5 B 7 BISKED
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NIST &@E#U NIST CSF2.0 ¥ EAEETOT7MIVORBIC DV TR E{T>TL\B,
8 B.9 ANSIIERNICHBZIER T /= (CEEREI N,
BH. 2025 F3 A5 HEFESTSMCC ICBMUTWBRTEEELITFICRT . 16

SMCC Member Companies 2025/03/05

Device

Texas

Intel TsmMC SKYWORKS BROADCOM NXP POLAR
Makers Instruments
(14) micron Google RENESAS Rapidus AMD Qualcomm  GlobalFoundries
APPLIED OXFORD . .
Equipment  pMATERIALS ASML TEL KLA Lam DAIFUKU Veeco INTSTRUMENTS ONTO innovation
OEMs SCREEN SEMILAB SIEMENS TERADYNE ADVANTEST ASM  SHELLBACK
(22) . NORTEK
Besi EBARA ACCRETECH AIR SOLUTIONS WATLOW OMRON
. GILEO
PEERGROUP IBM txOne Advanced Energy Deloitte . DELTA
Solution : Automation
SAFE TECHNO Telit
Providers net thunder LIMITED ROMARIC SECLORE Cinterion TESSOLVE  ARCHON  CISCO
(1) Rockwell_ elnnoSys Microsoft ucT PDF SOLUTIONS Global ZEUS
Automation
Government
UNIVERSITY AT Prifs | Abert
& NGOs SEMI imec ITRI TIYseo ?a“_’e BATTELLE AEI NYCU
@) ALBANY Swansea University

3.1.2-2 SEMI-SMCC £hnie%

SMCC WG4 [CBIUT=REELLTITRT .

& 3.1.2-5 SMCC WG4 FafEsE#E (B A REER)
2024 11 A 8 H £#H 2:00-4:00
2024 11 A 15 8 &#H 2:00-4:00
2024 F11 B 22 H £#H 2:00-4:00
2024 F12 B 13 B £#H 2:00-4:00
2025 % 2 H 14 H &#H 2:00-3:00
2025 % 2 H 21 H £#H 2:00-3:00
2025 F 2 A 28 H &£#H 2:00-3:00
2025F 3 H 7H £#H 2:00-3:00
2025 F 3 B 21 H £#H 1:00-2:00
2025 F 3 B 28 H &#&H 1:00-2:00

ERYA/IN\—EF21 )T BISEMRETE (NISIP) [T FEAERRARICEHETZ NIST CSF DIEKRHEEY
AENZELEZ(Initiative Number: 5.5.5)

6 Semiconductor Manufacturing Cybersecurity Consortium Participating Companies:
https://www.semi.org/en/industry-groups/semiconductor-

cybersecurity/participating-companies
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https://www.semi.org/en/industry-groups/semiconductor-cybersecurity/participating-companies
https://www.semi.org/en/industry-groups/semiconductor-cybersecurity/participating-companies

5D WG4 ADSMICHA. 2024 % 10 B 30 B-31 HIZfTH1/z NIST CSF2.0
NBRBLE O 7 VDS IEEED =D T—03y F(SEMI EE) RU 3 B 13
BTN/ TV O IXIRROR S TMIDWTDT—223y F(NIST FE) [CES
L. IBHRZEUINELZ. P WG4 KU 10 BDT—223 v TlE NIST CSF2.0 HFE{KE
ETOT7MIIVORBNERERFEICH U TREIN TV 728, BLERRE KLY NIST CSF2.0
YBRBLYETOI 7 ESB I HFEERT N\ARTFICHTS OT AMRSIUICDVNTR
A EMAREE R DT,

#* 3.1.2-6 SMCC WG4 F2F Workshop

Agenda Item

Authorship Discussions

Preamble/ Deep Dive: Review Draft for overall
profile and Final tables

Readiness for Public Review: IDENTIFY and
PROTECT

Deep Dive- GOVERN

Wrap up Day 1

Day 1
(Oct 30)

Review Day 1

Deep Dive- GOVERN/ RECOVER

NCCoE Tour

Deep Dive- GOVERN/ RECOVER based on
Parking Lot

What’s Next?

After the Profile Publication, what is the next
project for WG4 7?

JL to list out the different activities that might
be of interest to the group

NIST Profile Public Workshop NCCoE- SMCC
Profile Workshop (Day 2)

Feedback and Retrospective

Day 2
(Oct 31)
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=z 3.1.2-7 Cybersecurity Framework Profile for Semiconductor
Manufacturing Public Workshop
Activity
Overview of NISTIR 8546 Cybersecurity
Framework 2.0 Semiconductor

Manufacturing Community Profile, Public
Comment Review and Feedback

Objectives & Key Results Exercise

Working Exercises
-Assumption Collection Exercises
‘-Impact Effort Mapping

Working Exercises
‘Expectation Alignment
-Adoption of Profile

Next Steps & Wrap Up

2) AERR

<NIST CSF2.0 ¥8H&ET 0771 IVODREH#E>
KETE FERIRFRE2FRERVERLZL2FREICFAIRTHY  EREZR
EIDHIC. 2024 F£ 5 B 7 HICTKEOERYA/\—t+21)7 1 B8k
SHEI(NISIP)IC T HEAHE£RARICEDE NIST CSF2.0 £#F 707741
JVODVERRDNERY) A FE Nz, (Initiative Number: 5.5.5)
2024 &£ 6 ALY.NIST H SEMI SMCC &##U T, NIST CSF2.0 &
AREETOT7IVICDOVWTIRE T ZRIARL. [BF 9 A 30 HIC NIST CSF 2.0
YEARBELE O T 7IVDIERN TR -2 SNz,
WG4 TlE 2024 &£ 12 B TFEIET NISTCSF2.0 ¥#E&HFK&ETO7 710D
YERREFEERNMTON., LIE 2025 F 2 ARBFE TIEA—IR—RTTOT 71
JOBEZEER. 2025 &F 2 ANSIZ/NT1)wIIX I OERER NIST 7—2
3V TORBICDVTERS N,
2025 F 2 A 27 H&Y 44 BEDIN T OIX A EBIN. 3 B 13 H
(Z1& NIST E#EDT—23vFIZT NIST CSF2.0 HE8FEETOT 71
DRBICDOVWTCERATN, ER\EMNITHON T,
SREIFUNEL/NT)yOIXIEEZEEL.NIST CSF2.0 #EABET 07
FAIVEIEIELZD AT, 2025 &£ 6 ARICIERICATRINDFECTH D,
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<NIST CSF2.0 DifZE>
NIST CSF X B2 VTS5 (fl: TRIVF— TRl BELE) DREZBRNEL
TOREDOKHEER 136361EZ21 75D AN—tFa1UTrDAELIICE
DUWT 2014 FICHAFE SN FEITIN TDE. 2018 FICTNISTCSF1.1A
tE. 2024 F 2 AIC NIST CSF2.0 AERESNIz. S TIIEEN VTSI
EERST ED IT YRATLEZOEEERICH T EF1UT 118 ELT,
EMFRDHS5PBIFETERAINTND,
NIST CSF2.0 [, 1BtF2') 71D ISO FHtETH S ISO27001 LT
DENERBRICT I EARDEERI THRREL. ABE R UKMEDIRGH
SIELIZIL—LT =0 LTI N TVS ECANEFH-TH D,

NIST CSF & 1S027001 ZQ/\-9 25818 TLLBR

- A
t

( 15027001]

NIST CSF

5B , Rk
BE B

|

il

3.1.2-3 NIST CSF &£ ISO27001 M7/ \—5&E

NIST CSF2.0 TIEMEBLQHAN—EF21UT1LRNIVOHRF- B LD .
DTS IEMROONDEEHINREIN TS,

KOONDENIE ABBDTAN—F21 VT URIOEEDLEERDH/INT
D ZMBER OB EEWUE< RO 2EEEE T D5 D DAL (GBI, BhE. 450,
i, BIB) D& 6 #ae(Function) 5 106 DFFHMIEE (Subcategory)
THERINS,

26



RoohdtF1Y T IBEEME

ANFVR
(BERLAL)

SV OBEIRE LY
2T EREORR,
B FHD HROVATCRISRBRE <oy nmumiy.
YRIDEAL URTREE. FE
RERIAV
(EIRA/70EALAN)
29V OBEIIB LY
T UTAEREONE.
EEEOETHR. HBOYRINFIAV tHIUTAEEHE
R R
DEAL

(RESERALAI)

I TREEORT

3.1.2-4 kHonastFalr11EE

HELRZEFIYT1T1I\EYT1 (BEH)

RECOVER IDENTIFY
(1R

GQVERN (%SU)

(HINFYR)

RESPOND
(X15)

| Function : 6 I Category : 22 | Subcategory:106|

3.1.2-5 EERHEF21 T4 71T 1 (8EA)

<NIST CSF2.0 ¥EFEETOTI71IVOE >
«  NIST CSF2.0 HEHAFREETOT71IVIE. NIST CSF2.0 @ 6 DDigE
(Function) DEEBICHU T ¥ EFERDBIEERIN T T714 R (TAD
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TUEICEITINTUVS NIST CSF1.1 8&7077IVESEIC, BERIRAIMT
(FOXRT TO—FDOREFEDEDHSN TS, CHUCKY ORDE S BF RN
Do
> KHRR{E  SIEREEREL. LT DO DBELSNIZAENTIN
TWs
> DROBEIRIUNIVOFHBEBEL, 1 N\—tF1 )T 1 DBREES
EIDENAIRE
> RELFEZERTE. MIF I SRODAEREEILL. STITT1IIIEE
TOMMEEIRE I D ENATRE
FEFRFERDEEZFE NIST CSF2.0 #EBHREETOT 7 EFATZ
EICEKY BHRICHITFDVRILANIL (RAAE) 8L, BIg I NEKECHEIS
ERBEREVTREIBRMZRMT. RANGEF1)T1 TS0 T1 REHRN
[CRETDENAREERD,

NIST C5F2.0 17 NIST CSF2. 04 B {FELETOT 7 b NisT csF2 0B 70771 I
Community profile HEEEFENG
e pERAORE
o =rm =
eram | i v
KR e T8 EHEE{FRL
—r 739744 || FIO-F TEETEEES

NIST CSF1.1
ELETOI71 IR 8183r1)

1 NIST C5F 2.0

3.1.2-6 NIST CSF2.0 #E{F&H ijl:lj?’f)l/@*ﬂ%g

F7=z.NIST CSF2.0 ¥EFELETOT7AILDINT WO IX D MRIZBAEDRER & /ERK
L7zo

(3) E187/ CPSF/NIST CSF2.0/NIST CSF2.0 ¥&{&85& 0771 )LD
1) BERE
EFSH S EAREEDIRIE THD E187/E187 &&E! ) J7L X NIST CSF2.0/NIST
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