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We can create a convergence between Industry4.0 in 
Malaysia and Society5.0 in Japan
 In Malaysia, the Government has played crucial roles in engaging the private sector 

towards Industry 4.0. Initiatives are introduced to encourage industry players to 
embark on this new journey of industrial revolution. Malaysia Productivity 
Corporation (MPC, an agency under MITI), promotes initiatives on improving 
nation’s productivity.

 Our research team has interviewed many experts across the various segments of the 
Malaysian ecosystem and reached the above conclusion.  



National Policy on Industry 4.0 
Industry4WRD: addressing Malaysia’s issues & Challenges
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The 9 Pillars of Industry 4.0
 Big Data and Analytics

 Autonomous Robots

 Simulation

 Horizontal and Vertical 
System Integration

 IIOT

 Cybersecurity

 The Cloud

 Additive Manufacturing

 Augmented Reality
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People Matters!
 Focusing on Technology is not enough
 People matter most

 Recruitment
 Employee skills
 Training
 focus more on capabilities of the people rather than 
qualifications of workers with the relevant skills for 
specific roles. 

Source : Malaysia Productivity Corporation (MPC) Report, 2018 
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Digital Trust is the key!

 Digital trust deals with three central issues affecting 
the virtual realm. They are:
 cyber security, 
 transparency 
 personal data protection

 Businesses must develop digital know‐how and 
combat these issues and threats. 
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Being ready for Industry 4.0
The Malaysian perspective
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Source : Malaysia Productivity Corporation (MPC) Report, 2018 

 Another finding, in direct relationship to Industry 4.0, was that the “New 
Malaysia generation” is aware of high presence, grouping up young academia and 
startups. These were people exposed and nurtured under the Multimedia Super 
Corridor Policy in the era of first Mahathir cabinet in 1980’s and 1990’s.

 The Game Changers 
 Capacity 
Development

 Practitioners 
 Assessment



The first finding is “Malaysia is now moving back to a 
technology based approach”  
 A Malaysian Energy System is around the corner to be a landmark of Industry 4.0 in 

Malaysia. The initiative is giving priority to “Malaysia’s participation”.
 With aiming at knowing the meaning of “Malaysia’s participation” at the context of 

an international standard, we interviewed many experts across the various 
segments of the Malaysian ecosystem: startups, incumbents, academia, and 
authority in Malaysia.

8Source: Industry 4wrd READINESS ASSESSMENT by Ministry of International Trade and Industry , Malaysian Government 



Findings from the interviews
 The New Malaysia is embracing international and open standards across the society. 
 The first finding was that the players both at the supply and the demand side in an 

energy system supported an international standard to be the enabler as part of the 
Industry 4.0 initiative:
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 An electric utility who 
considered SCADA showed a 
strong interest to the related 
standards: e.g. ISO/IEC 61970 
for Energy

 The government IoT 
committee members 
supported ISO/IEC 14543‐4‐3 
for Home appliance interface



Utility

Smart Meter

PV

Battery

EV

Electric appliances

Users

Fuel Cell

 IEC 14543-4-3 is recommended as the standard interface for connecting appliances and smart meter.
Communication protocol between HEMS and devices should be based on IP.

Japan addressed “Open Standard” and used “ISO/IEC14543-4-3 in DSM
Japanese Government and Industry liaison has proposed ISO/IEC14543-4-3, to be the enabler 
of the demand side management, around HEMS. 
Internet of Things over this international standard, ECHONET Lite in Japan, has provided a 
common language for 100+ devices: home appliances, power meter, EV, and PV.
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Openness and Interoperability
The adoption of Openness and Interoperability is valid across the
ecosystem:

• government agencies across departments (Energy, ICT, Human
Resources)

• academic resources in the universities,
• large Malaysian corporate heavyweights
• emerging IOT start‐ups

“Openness and Interoperability are important. I believe we should
only use open standards, as only standardized interfaces allow the
whole industry to work together. We support the use of international
standards”

Senior Staff Researcher of MIMOS
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“We are only using International Standards”
 International Standards should go hand in hand with 
the concern around cybersecurity of the devices and 
the networks 

“International Standards are a must‐have in all we do. Security and the
lifetime responsibility of the vendors in this regard is a key concern in
an open world”

Head Of Technology Adoption （Malaysian incumbent）

“It has to be open! International Standards are the only way. I have asked 
my technical teams to study the 1‐4543‐4‐3 standards applicability to 
develop suitable business models”

Head Of IOT Applications （Malaysian incumbent ）
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Greentech and Renewable Energies

 Energy is high on the agenda in terms of the areas for 
cooperation between Japan and Malaysia  

’The development of Green Tech and renewable energies including Solar 
should be one of the areas of focus in the cooperation between Malaysia 
and Japan. Support to drive the knowledge‐based society, productivity and 
grow employment will always be seen favourably”

Executive Chairman of PIKOM, regroups the entire Malaysia ICT Industry 
(that weights between 15 and 20% of the country’s GDP)
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Educating resources
 Gap in the Education to support the adoption of 
international 

 Some curriculum supported by the government are 
waiting to be put in place. 

“Currently there is a big push for IOT trainings in Malaysia after the 
announcement of the National Policy for IR 4.0 by the Malaysian 
government. Most training funding would be from HRDF, and HRDF is 
seeking training programs in line with IR 4.0.

CTO and co‐founder  of Malaysian start‐up company

14



JP‐MY ‐ EMS Cooperation for 
International Standard IEC 14543‐4‐3

 “We are only using International Standards, and we welcome the 
opportunity to define standards on Energy Management using the 
international standard 14543‐4‐3 with the support of our Japanese 
counterparts” 

 “We welcome participation of ECHONET Consortium and Japanese 
Government to introduce more IOT training programmes based on the 
proven ECHONET Lite platform”

Chairman of the MCMC/MTFSB , IOT Task force
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A new generation of players
 A new range of more open‐to‐the‐world group of 
people is fast emerging in Malaysia with:
 ‘real‐life’ implementation concerns around software and 
applications developments

 interests to serve the end‐user market
“We fully support international standards. We would like to offer our IoT 
experience centre as a living lab to tests our official integration with 
Echonet Lite and showcasing it to our client base primarily the real estate 
development community. Subsequently to use TPM as a POC/MVP base 
for Echonet Lite energy management platform showcase”.

CEO of Malaysian start‐up company
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Conclusion:

 The study portrayed the necessary understanding for Japan to play the key role of 
the evolving Industry 4.0, with a focus on energy systems in Malaysia.

Q1.  What is the necessary standard of making a new Malaysian energy system?
A.      The system supports existing international standards, not forming up new things 

in Malaysia. It means Japanese and Malaysian companies’ alliance can enter the 
business without preparing the Malaysian domestic standard.
The following standards can be the candidate of the enabler of the system: In a 
DMS, ISO/IEC14543‐3‐2 for Home appliance’s interface. In SCADA, ISO/IEC 
61970 for Energy Management and ISO/IEC61968 for Distribution Management.

Q2:   How does the Japan supporting international standard become the common 
standard in Malaysia?

A.      To be a common standard in Malaysia, besides the certification of the standard, 
there are four missing parts: Openness, Awareness, Education, and Trust(Cyber 
Security) research.
In a Malaysian EMS market, Zigbee, Modbus are observed. But they don’t take a 
dominant position because of less satisfying the above four points+an
international standard.
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Conclusion:

Q 3:  In case of the new standard is necessary in the system in Malaysia, what initiative 
is recorded to Japan?

A:      The International Cyber Security Framework should be treated as a new 
standard.
The framework supports that 1)ASIAN countries can carry out the same 
architecture and 2) the existing international standards keep interoperability.

Q4:   What is the impact by the new international standard to Japan ,allying with 
Malaysia and ASEAN Countries?

A.  Japan made Cyber Security Framework has potential to be international. The 
framework that METI requested international reviews publicly in January 2019 is 
getting good awareness in NIST, ETSI, ISO/IEC, IETF, IPv6 Forum, ITU, and so 
on. If we can evolve it until the International Cyber Security Framework, It 
creates well understanding to Japan in Industry 4.0 and its embedded new energy 
system in Malaysia.
For empirical study, Malaysian academia are standby it.
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The White Paper 
for Malaysia to participate the 

international standard technologies 
in Energy Sector. 

 

“Industry4WRD can be a clear strategic direction for the nation (Malaysia) since these 

technologies apply across the board. Smart Manufacturing will eventually lead to the 

emergence of Smart Cities, Smart Grids, Smart Services etc. in Malaysia. 

(Tun Dr Mahathir bin Mohamad, Prime Minister of Malaysia 
Launch of industry4wrd national policy on industry 4.0,31 October 2018)  
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The New Malaysia: “open standard is the way to go”   

Our research team has interviewed many experts across the various segments of the Malaysian 
ecosystem. They unanimously believe that the appropriate strategy for Malaysia is to embrace the 
international and open standard technologies. Our in-depth research has led to one conclusion:  

 
The New Malaysia is embracing international and open 

standards across the society.  

Education is the way to support the new Malaysia 
 

Malaysia is completely supportive of the International Standards. ITU and ISO/IEC which by 
nature are international and open and widely adopted in Malaysia.   
This adoption of International and open standards is valid across the board from government agencies 
across departments (Energy, ICT, Human Resources) to academic resources in the universities, and 
from large Malaysian corporate heavyweights to the emerging IOT start-ups, 

This approach is endorsed from the top, and all government agencies that we have interviewed in 
the framework of this study are supportive of this national approach for the country. It becomes even 
more important when the Malaysian government had made it its program to implement Industry 4.0 
as the main priority in the National Agenda (October 2018). 

To comfort this statement, a Senior Staff Researcher of MIMOS, told us while he was presenting 
the first IOT projects’ implementations: 

“Openness and Interoperability are important. I believe we should only use open 
standards, as only standardized interfaces allow the whole industry to work together. We 
support the use of international standards.” 

 
On his side, the Chairman of the IOT Taskforce with MCMC/ MTFSB said:  

“We are only using International Standards” 
 

International Standards should go hand in hand with the concern around cybersecurity of the 
devices and the networks, and here again, the Malaysian stakeholders are very clear. The head of 
technology adoption who is in one of the two leading Service Providers in Malaysia told us: 

“International Standards are a must-have in all we do. Security and the lifetime 
responsibility of the vendors in this regard is a key concern in an open world”  

 
His colleague who is in charge of the implementation of IOT across the 7 International subsidiaries 

for the Malaysian champion was very categoric:  

“It has to be open! International Standards are the only way. I have asked my technical 
teams to study the 14543-4-3 standards applicability to develop suitable business models” 
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If some of the traditional Hardware manufacturers have not changed their mindsets yet, a new 
range of more open-to-the-world group of people is fast emerging in Malaysia (with ‘real-life’ 
implementation concerns around software and applications developments as well as interests to serve 
the end-user market), 

The CEO of a company which is one of the emerging national IOT champions participating 
in the standardization committees for Malaysia, said:  

“We fully support international standards. We would like to offer our IoT experience 
centre as a living lab to tests our official integration with ECHONET Lite and showcasing 
it to our client base primarily the real estate development community. Subsequently to use 
TPM as a POC/MVP base for ECHONET Lite energy management platform showcase”. 

To support the adoption of international standards as the only viable option, it is widely 
recognized that there is a gap in the current offer in terms of Education and that some curriculum 
supported by the government are waiting to be put in place.  
 

The CTO and co-founder of another emerging company told us:  

“Currently there is a big push for IOT trainings in Malaysia after the announcement of 
the National Policy for IR 4.0 by the Malaysian government. Most training funding 
would be from HRDF, and HRDF is seeking training programs in line with IR 4.0. 

 
A key representative of the Human Resources Development Fund (HRDF) said: 

 “We are interested in building Education Programs that will benefit the Malaysian 
workforce in various Industries and cooperating with Japan for a win-win approach” 

 

A Professor of Taylor University who was sceptical a few years ago about the potential 
traction of International Standards adopted in Japan such as ISO/IEC 14543-4-3 [ECHONET 
Lite] declared he was quite impressed by the progress made by Japan and the potential to help 
the New Malaysian approach towards quality infrastructure supported by the right education:  

“Implementation of open standard is the ultimate strategy in complementing the current 
energy ecosystem that needs to connect all the IOT devices. Education and enforcement 
by regulatory are essential to bring about the changes in pursuing advancement in 
technology especially in are implementing standard to maintain the quality” 

 
The Chairman of the IOT Taskforce with MCMC/ MTFSB said:  

“We are only using International Standards, and we welcome the opportunity to define 
standards on Energy Management using the international standard  14543-4-3 with the 
support of our Japanese counterparts”  

 
Some stakeholders also guided us in terms of the areas for cooperation between Japan and 

Malaysia, and Energy is high on the agenda. The Executive Chairman of PIKOM, the ICT 
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association that regroups the entire Malaysia ICT Industry that weight between 15 and 20% of the 
country’s GDP told us:   

’The development of Green Tech and renewable energies including Solar should be one 
of the areas of focus in the cooperation between Malaysia and Japan. Support to drive 
the knowledge-based society, productivity and grow employment will always be seen 
favourably” 

 
The Head of the ‘Sustainable Energy’ Program in the Malaysian University for Science and 

Technology said: 

“As a testing organization, regulation is a must, and international standards the only 
option. Creating awareness programs around energy savings is extremely important as 
this element is missing in the Energy and Environment policies” 

 
Supporting this statement, the Chairman of the MIMOS/MTFSB , IOT Task force said:  

 “We welcome participation of ECHONET Consortium and Japanese Government to 
introduce more IOT training programmes based on the proven ECHONET Lite platform” 

 
So the relationship between the New Malaysia and Japan required around International Standards 

and open protocols could take different forms but we believe that establishing a new Type of 
collaboration that can rely more on sharing of Knowledge and Know-How rather than 
‘technology push’ should be encouraged.  
 

We believe the traditional education approach (government-sponsored education to push for 
country-sponsored systems) that has been the model of Japan in the past and still is the model of the 
US, China or Germany is a model of the past.  
 

It can for example take the form of Consulting and Education Programs. Jointly conducted with 
the stakeholders in the market, these programs can establish the basis for a shared mindset around 
quality approaches and technologies. One of the reasons why the CEO of a company which is one 
of the emerging national IOT champions participating in the standardization committees for 
Malaysia was so enthusiastic about the cooperation is it will help his business and the business of 
his customers. Having interoperable Air-conditioning units between various Hardware 
manufacturers has been his headache in Malaysia. He wants to be able to develop Software and 
applications using international standards that can solve the problems of customers who don’t want 
to be locked-in in one technology or one set of closed standards. Interoperable BEMS and HEMS 
based on international standards is the way to go. 
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Chapter 1: Exploring the Energy Market in Malaysia 

Place Malaysia Industry 4.0 as a new national strategy 
The Government of Malaysia on 31st October 2018 has launched The ‘Industry 4WRD” 

Malaysian National Policy to drive digital transformation of the manufacturing and 
related services sectors in Malaysia. Ministry of International Trade and Industry (MITI) is the 
key ministry that has been assigned the task to drive the Fourth Industrial Revolution (Industry 
4.0) in Malaysia. MITI will work with other ministries and government agencies in Malaysia to 
full the national agenda.  The Policy’s framework is as follows: 

 
 

Figure 1:  Malaysian Industry 4.0 Framework 
Source by Source; Industry 4wrd READINESS ASSESSMENT by MITI 
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Below is the Vision, Missions, Objectives and functions of MITI. 
Vision: 

 To make Malaysia the preferred investment destination and among the most globally 
competitive trading nations by 2020. 

Mission:  
 To promote and strategies Malaysia's global competitiveness in international trade by 

producing high value-added goods and services. 
 To spur the development of industrial activities towards enhancing Malaysia's economic 

growth for achieving a developed nation status by 2020. 
 Objectives: 

 To plan, legislate and implement international trade and industrial policies that will ensure 
Malaysia 's rapid development towards achieving National Economic Policy and Vision 2020. 

 To generate and maintain economic momentum that can create high value, high income 
employment opportunities for Malaysia's fast growing, innovative and talented workforce. 

Functions: 
 To plan, formulate and implement policies on industrial development, international trade and 

investment. 
 To encourage foreign and domestic investments. 
 To promote Malaysia's exports of manufacturing products and services by strengthening 

bilateral, multilateral and regional trade relations and cooperation. 
 To enhance national productivity and competitiveness in the manufacturing sector. 
 To plan, coordinate and monitor the development of small and medium enterprises. 
 To develop and improve the management, supervisory and entrepreneurial skills of the 

private sector, specifically the Bumiputera community. 
To ensure that the country obtains maximum benefits from the manufacturing sector 

 
So in order to MITI achieve the Vision, Missions, Objectives and Functions of MITI, customize 

IR 4.0 would be the way forward to transform the nation as developed nation 2020.  

What is Industry 4.0 ? 

 
Figure 2: Industrialization Phases 

Source by Source; Industry 4wrd READINESS ASSESSMENT by MITI 
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Industry 4.0 is a name given to the current trend of automation and data exchange 

in manufacturing technologies. It includes cyber-physical systems, the Internet of things, cloud 
computing and cognitive computing. Industry 4.0 is commonly referred to as the fourth industrial 
revolution.  

Industry 4.0 fosters what has been called a "smart factory". Within modular structured smart 
factories, cyber-physical systems monitor physical processes, create a virtual copy of the physical 
world and make decentralized decisions. Over the Internet of Things, cyber-physical systems 
communicate and cooperate with each other and with humans in real-time both internally and across 
organizational services offered and used by participants of the value chain.  

The term "Industry 4.0", shortened to I4.0 or simply I4, originates from a project in the high-tech 
strategy of the German government, which promotes the computerization of manufacturing.  

The term "Industry 4.0" was revived in 2011 at the Hannover Fair. In October 2012 the Working 
Group on Industry 4.0 presented a set of Industry 4.0 implementation recommendations to the 
German federal government. The Industry 4.0 workgroup members and partners are recognized as 
the founding fathers and driving force behind Industry 4.0. 

On 8 April 2013 at the Hannover Fair, the final report of the Working Group Industry 4.0 was 
presented. This working group was headed by Siegfried Dais (Robert Bosch GmbH) and Henning 
Kagermann (German Academy of Science and Engineering). 

As Industry 4.0 principles have been applied by companies they have sometimes been re-branded, 
for example the aerospace parts manufacturer Meggitt PLC has branded its own Industry 4.0 
research project M4.  

 
Design Principles 
There are four design principles in Industry 4.0. These principles support companies in identifying 

and implementing Industry 4.0 scenarios.  
 Interconnection: The ability of machines, devices, sensors, and people to connect and 

communicate with each other via the Internet of Things (IoT) or the Internet of People (IoP)  
 Information transparency: The transparency afforded by Industry 4.0 technology provides 

operators with vast amounts of useful information needed to make appropriate decisions. 
Interconnectivity allows operators to collect immense amounts of data and information from 
all points in the manufacturing process, thus aiding functionality and identifying key areas that 
can benefit from innovation and improvement.  

 Technical assistance: First, the ability of assistance systems to support humans by aggregating 
and visualizing information comprehensively for making informed decisions and solving 
urgent problems on short notice. Second, the ability of cyber physical systems to physically 
support humans by conducting a range of tasks that are unpleasant, too exhausting, or unsafe 
for their human co-workers. 

 Decentralized decisions: The ability of cyber physical systems to make decisions on their own 
and to perform their tasks as autonomously as possible. Only in the case of exceptions, 
interferences, or conflicting goals, are tasks delegated to a higher level. 

 
The characteristics given for the German government's Industry 4.0 strategy are: the strong 

customization of products under the conditions of highly flexible (mass-) production. The required 
automation technology is improved by the introduction of methods of self-optimization, self-
configuration, self-diagnosis, cognition and intelligent support of workers in their increasingly 
complex work.  



8|  The Use of International Standards in Malaysia’s Energy Sector 

 
The largest project in Industry 4.0 as of July 2013 is the BMBF leading-edge cluster "Intelligent 

Technical Systems Ostwestfalen-Lippe (it's OWL)". Another major project is the BMBF project 
RES-COM, as well as the Cluster of Excellence "Integrative Production Technology for High-Wage 
Countries". In 2015, the European Commission started the international Horizon 2020 research 
project CREMA (Providing Cloud-based Rapid Elastic Manufacturing based on the XaaS and Cloud 
model) as a major initiative to foster the Industry 4.0 topic. 

 
Challenges  

Challenges in implementation of Industry 4.0:  
IT security issues, which are greatly aggravated by the inherent need to open up those 

previously closed production shops 
Reliability and stability needed for critical machine-to-machine communication 

(M2M),including very short and stable latency times 
 Need to maintain the integrity of production processes 
 Need to avoid any IT snags, as those would cause expensive production outages 

Need to protect industrial know how (contained also in the control files for the industrial 
automation gear) 

 Lack of adequate skill-sets to expedite the march towards fourth industrial revolution 
 Threat of redundancy of the corporate IT department 
 General reluctance to change by stakeholders 
 Loss of many jobs to automatic processes and IT-controlled processes, especially for lower 

educated parts of society 
 Low top management commitment 
 Unclear legal issues and data security 
 Unclear economic benefits/ Excessive investment 
 Lack of regulation, standard and forms of certifications 
 Insufficient qualification of employees 

Adopting IR 4.0 in Malaysian Context  
Industry 4.0 is German based smart factory concept. Success of implementing IR 4.0 in Malaysia 

is very dependent on the key shift factors such as People, Process and Technology which have clearly  
described in the National Policy Framework as per Figure 1. 

In term of People, the Malaysian skills and work culture is very much different compare to 
Germany. Direct adoption of this factors would not be suitable for Malaysian context so re-
engineering required to customize to Malaysian context. Since the skill set of Malaysian and 
Germans are different, direct knowledge transfer without customization would not receive well in 
the Malaysian context. If the push in this direction, then eventually the industries would not be 
excited to pursue this new technology and can lead to effort and waste of public fund to embrace this 
new technology.  

Furthermore, Malaysian industry prefer open technology that allows customization rather then 
proprietary technology which was advocated by initial founders of technology such as Robert Bosch 
GmbH. The knowledge transfer needs to be customized to Malaysia context so that Malaysian able 
master the new skills and adopt in their manufacturing industry. Direct adoption with the force would 
not be receive well under new Malaysian strategy.  

In term of Process, the process also needs to amend to Malaysian contexts. Since Malaysia has its 
own type process flow custom to local condition, direct translation of German process is totally 
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unacceptable within Malaysian industries. Again, customization primary to further spur the adoption 
of this transformation.  

In contrast, incumbent players have allowed proprietary 
technology in an energy sector. But some European based 
technologies such as Modbus have received good awareness, 
addressing an open policy.    

“Open Protocols are needed. Open protocol is the way to go in Energy Management 
Systems” One Manager in charge of external alliance in Japanese Company, Malaysia 

 
The New Malaysia generation are waiting for appearance of the international standards that 

Malaysian engineers can use for their purpose. But incumbent players in the Building industry take 
advantage of the lack of compulsory regulation with regard to open protocols. 

However, Modbus and Back Net are getting popular among engineers. Modbus is a serial 
communications protocol originally published by Modicon (now Schneider Electric) in 1979 for use 
with its programmable logic controllers (PLCs). Modbus has become a de facto standard 
communication protocol and is now a commonly available means of connecting industrial electronic 
devices. Our survey has concluded that Modbus has three reasons for getting good awareness:  

 
 Openly published 
 Royalty-free 
 Easy to deploy and maintain in Malaysia 

The main stakeholders for choosing standard technologies 
In our survey to the academic, industrial, and government leaders, those implementor of Industry 

4.0 have strongly supported the international standard technologies. Malaysia has several 
organizations dealing with standards, all bearing different roles and different weights in terms of the 
overall drive for the country. These need to be fully understood to address the international standard 
technologies in Malaysia.  

The Figure 2 below comprehensively shows the process flow how the international standard is 
adopted in Malaysia and which are the relevant agencies responsible for the preparation Malaysian 
standard. For Communications-related topics such as Network infrastructure or IOT, MCMC is 
having the leadership in standards definition and recommendation regarding ITU-T or ITU-R.  
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Figure 3: Malaysian Standardisation System Framework 

Source; https://www.mtsfb.org.my/malaysian-standardisation-system 

Ministry of Communications and Multimedia Malaysia 
    The Ministry of Communications and Multimedia (Malay: Kementerian Komunikasi dan 
Multimedia), abbreviated KKMM, is a ministry of the Government of Malaysia that is responsible 
for communications, multimedia, broadcasting, information, personal data protection, special 
affairs, media industry, film industry, domain name, postal, courier, mobile service, fixed 
service, broadband, digital signature, universal service, international broadcasting, content.  

Ministry of International Trade and Industry (MITI) 
    The Ministry of International Trade and Industry (Malay: Kementerian Perdagangan 
Antarabangsa dan Industri), abbreviated MITI, is a ministry of the Government of Malaysia that is 
responsible for international trade, industry, investment, productivity, small and medium enterprise, 
development finance institution, halal industry, automotive, steel, strategic trade.  
    The Ministry of Commerce and Industry was established in April 1956 and situated in Government 
Office, Jalan Raja. The Ministry was then renamed the Ministry of Trade and Industry in February 
1972. On 27 October 1990, the Ministry was separated into two Ministries which are: Ministry of 
International Trade and Industry (MITI); and Ministry of Domestic Trade and Consumer Affairs 
(KPDN). 
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Malaysian Communications and Multimedia Commission 
(MCMC) 
With the birth and explosion of a new convergent communications and multimedia industry in 

Malaysia in the mid-1990s, a new paradigm requiring new approaches in media policies and 
regulation became a necessity. In line with this, Malaysia adopted a convergence regulation model 
with regards to the communications and multimedia industry in November 1998. Two legislations 
were enacted to give effect to the new regulatory model: the Communications and Multimedia Act 
1998 which set out a new regulatory licensing framework for the industry and the Malaysian 
Communications and Multimedia Commission Act (1998) which created a new regulatory body, the 
Malaysian Communications and Multimedia Commission. 

The Communications and Multimedia Act (1998) came into enacted on 1 April 1999, while with 
it, the Telecommunications Act (1950) and the Broadcasting Act (1988) were repealed. 
With its creation, the Commission set forth 10 national policy objectives to: 

 Establish Malaysia as a major global centre and hub for communications and multimedia 
information and content services 

 Promote a civil society where information-based services will provide the basis of continuing 
enhancements to quality of work and life 

 Grow and nurture local information resources and cultural representation that facilitate the 
national identity and global diversity; 

 Regulate for the long-term benefit of the end user; 
 Promote a high level of consumer confidence in service delivery from the industry; 
 Ensure an equitable provision of affordable services over ubiquitous national infrastructure; 
 Create a robust applications environment for end users; 
 Facilitate the efficient allocation of resources such as skilled labour, capital, knowledge and 

national assets; 
 Promote the development of capabilities and skills within Malaysia's convergence industries; 

and 
 Ensure information security and network reliability and integrity 

The 10 national policy objectives are the regulatory basis of SKMM's regulatory framework which 
include, economic regulation, technical regulation, consumer protection and social regulation. On 1 
November 2001, MCMC also took over the regulatory functions of the Postal Services Act 1991 and 
the Digital Signature Act 1997. 

MCMC is an agency under the purview of the Ministry of Communications and Multimedia 
Commission. 

Malaysian Technical Standards Forum Bhd (MTSFB) 
    The Malaysian Technical Codes are developed by Malaysian Technical Standards Forum 
Bhd (MTSFB) for MCMC. The Malaysian Technical Standards Forum Bhd (MTSFB) (655368-P) 
is a company limited by guarantee which was incorporated on 8 June 2004 and being designated as 
the Technical Standards Forum (TSF) by the Malaysian Communications and Multimedia 
Commission (MCMC) on 27 October 2004, under the Communications and Multimedia Act (CMA 
1998), Part V, Chapter 9 – Voluntary Industry Codes, Section 94 Industry Forum and Part VII, 
Chapter 3 – Technical Standards, Section 184 Technical Standards Forum. MTSFB was established 
to enshrine the national policy and objective of self-regulation with the essence embraced in CMA 
1998 by initiating and facilitating the development of technical documents related to interoperability, 
safety and operation for Network Facility, Network Service or Network Application Providers. 
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The objectives for MTSFB as follows:  
1. To create a co-operative and conducive self-regulatory environment among industry 

stakeholders to address technical issues related to network interoperability, safety and 
operation.  

2. To initiate and facilitate the industry members to collaborate for mutual benefits in this 
competitive economic sector.  

3. To encourage and recognize participation from the industry stakeholders on standardisation 
initiatives and activities particularly by their respective technical officers and experts.  

4. To promote and supervise compliance to the relevant Technical Codes and Malaysian 
Standards by industry players.  

5. To educate and promote awareness on the importance of technologies, standards and 
harmonization to the stakeholders and its relation to the nation building and global 
competitiveness.  

6. To ensure cordial liaison and secure governmental support on the development of human and 
financial resources in targeted participation and development for Malaysia. 

7. To become the focal body among technical experts in the local industry to gain knowledge, 
deliberate and intensify advance technologies to support building our human resources and 
experts for the country.  

8. To become a significant body in bridging our national technical experts and leaders to the 
relevant international bodies for broader exposure and technical collaboration. 

It is recognized that active participations on standards development between developed and 
developing countries in this industry as an important topic to be addressed. The ITU has determined 
three (3) main reasons to be resolved by the developing countries like Malaysia on standardization 
gap: 

 Lack of Human Resources; 
 Lack of financial resources; and 
 Lack of technological expertise  

With this recognition on the importance and significance of standards to the industry and the 
country, the formation of the Malaysian Technical Standards Forum Bhd (MTSFB) representing the 
industry stakeholders in the National Standardization System bridging network infrastructure and 
service providers and network terminal equipment manufacturers as below. Each standardization 
body responsible to oversee and formalized a common correspondence system and recognized 
process of participation and development of national standards for Malaysia across all industry 
sectors. 

Standards Malaysia 
   Standards Malaysia is government department under the Ministry of International Trade and 
Industry. Department of Standards Malaysia (Standards Malaysia) was established on 28 August 
1996 under the purview of the Ministry of Energy, Science, Technology, Environment and Climate 
Change (MESTECC) and is responsible for developing and promoting Malaysian Standards (MS).  

Standards Malaysia, as the National Standardisation Body is a member of the International 
Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC). 
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The Department of Standards Malaysia (Standards Malaysia) is the National Standards Body and the 
National Accreditation Body, providing confidence to various stakeholders, through credible 
standardisation and accreditation services for global competitiveness". 

 
Figure 4: New Standard Development Approach 

(Source: http://www.jsm.gov.my/ms-development-process#.XIoyUyj7Swd) 
 

SIRIM Bhd 
SIRIM is a premier industrial research and technology organisation in Malaysia, wholly-owned 

by the Ministry of Finance Incorporated. With over forty years of experience and expertise, SIRIM 
is mandated as the machinery for research and technology development, and the national champion 
of quality.  

SIRIM has always played a major role in the development of the country's private sector. With its 
unique advantages in research and technology innovation, industry standards and quality, SIRIM 
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offers specialised solutions to serve the needs of all industry sectors, making it the ideal technology 
partner for SMEs. By tapping into our expertise and knowledge base, we focus on developing new 
technologies and improvements in the manufacturing, technology and services sectors to enable 
businesses and enhance lives. 

 
Together with our industry partners, SIRIM has enabled Malaysian products and services achieve 

due recognition in quality and innovativeness worldwide. 
 
Roles： 

 The champion of quality 
 A national research and technology development organisation 
 A vehicle for technology transfer 

Functions： 
 To enhance public and industrial welfare, health and safety 
 To promote and undertake scientific industrial research: 

- Improving technical processes and methods 
- Discovering new processes and methods 
- Encouraging the utilization of Malaysian products 
- Adopting or adapting technology developed in other countries for use in Malaysia 

 To provide industrial extension and consultative services to assist industry in meeting 
standard 

 

The highly presence of Ministry of Energy, Science, 
Technology, Environment and Climate Change (MESTECC) 
and Energy Commission in the Energy Market 

 
   The Ministry of Energy, Science, Technology, Environment and Climate Change (MESTECC) 
(Malay: Kementerian Tenaga, Sains, Teknologi, Alam Sekitar dan Perubahan Iklim), is a ministry 
of the Government of Malaysia that is responsible for sustainable energy, green technology, water 
supply, sewerage treatment, renewable energy, water purification, air purification, environmental 
remediation, solid waste management, eGain forecasting, energy conservation, sustainable 
engineering. 

After the last General Election in 2018, there has been a major change: the entire component of 
the Ministry of Science, Technology and Innovation (MOSTI), the energy and green technology 
sector of the Ministry of Energy, Green Technology and Water (KeTTHA) and the Environment 
Management and Climate Change Division of the Ministry of Natural Resources and Environment 
(NRE) have been restructured to form the MESTECC. 

The Energy Commission responsible to develop standard within the energy sector. 
The Energy Commission is an agency under the purview of the Ministry of Energy, Science, 
Technology, Environment and Climate Change (MESTECC). 

A statutory body established under the Energy Commission Act 2001, Suruhanjaya Tenaga (ST) 
or the Energy Commission is responsible for regulating the energy sector, specifically the electricity 
and piped gas supply industries, in Peninsular Malaysia and Sabah. 
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Taking over the role of the Department of Electricity and Gas Supply, the Energy Commission 
started its operation on January 1, 2002. The focus of the commission are reliable electricity and gas 
supply, reasonable costs and safety. 

The roles of the Energy Commission is divided into three, namely Economic Regulation, 
Technical Regulation and Safety Regulation. 
Economic Regulation: 

To promote economy in the generation, transmission, distribution, supply and use of electricity 
and in the reticulation and use of gas; promote competition; enable fair and efficient market conduct 
and prevent the misuse of monopoly or market power in the electricity and piped gas industries. 
Technical Regulation: 

To ensure security, reliability, efficiency and quality of supply and services in the electricity and 
piped gas supply industries. 
Safety Regulation: 

To protect the industry, consumers and public from dangers arising from the generation, 
transmission, distribution, supply and use of electricity and the distribution, supply and use of piped 
gas. 

The case of Energy Rating Label 
Energy efficiency label was introduced in 2006. Energy efficiency label provides information to 

consumers about the energy consumption of an electrical appliance. Energy rating label shows the 
estimated energy consumption of each electrical equipment based on energy efficiency rating system 

Energy efficiency label is issued by the Energy Commission to manufacturers of electrical 
appliances who comply with the standards and requirements of energy performance test for star 
rating established by the Energy Commission. 
 

 
Figure 5: Energy rating label 
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   This label contains the estimated total annual energy consumption in kilowatt-hours of electricity 
by each device, based on recognized laboratory test results. The information provided will help the 
user to choose the most energy-efficient models when purchasing appliances. The Energy Efficient 
Products Approved by Energy Commission. Electrical appliances approved by Energy Commission 
for Energy Star ratings are:    

 Domestic Refrigerators. 
 Domestic Fans. 
 Television. 
 Air Conditioners (Single Split Wall Mounted Type). 

The use of 5-Star appliances will reduce electricity consumption and electricity bills at home. This 
will in turn produce disposable household income or household disposable income is higher, 
especially in the long run that will improve the quality of life:    

 Better savings in the long run. 
 Reducing carbon footprint from electricity generation. 
 Improved quality of life with more efficient appliances. 

The case of The Green Building Index (GBI)  
The Malaysia ecosystem in Energy Management revolves essentially around green buildings 

initiatives. Various organizations are looking at developing their offer in terms of Energy Efficiency. 
There is no enforceable regulation for intelligent/green buildings in Malaysia. The Green Building 
Index (GBI) is a voluntary measure that does not carry the same traction as in some neighbouring 
countries such as Singapore, where all new buildings must be ‘green-certified’. The end-users and 
the system integrators specializing in green/intelligent new buildings are interested to identify new 
and easy-to-use ways to monitor and control their energy consumption.  
 

Another weak point for the implementation of an ambitious Energy Management policy is the 
education of energy management resources. There is a lack of Registered Electrical Engineering 
Managers (REEM).  

 Tenaga Nasional Berhad (TNB), 
Tenaga Nasional Berhad (TNB), or simply Tenaga Nasional, is the only electric 

utility company in Peninsular Malaysia and also the largest publicly-listed power company 
in Southeast Asia with MYR 99.03 billion worth of assets.  
TNB's core activities are in the generation, transmission and distribution of electricity. Other 
activities include repairing, testing and maintaining power plants, providing engineering, 
procurement and construction services for power plants related products, assembling and 
manufacturing high voltage switchgears, coal mining and trading. Operations are carried out in 
Malaysia, Mauritius, Pakistan, India and Indonesia.  

In recent years, they have also embarked on our sustainability agenda through efforts such as 
Renewable Energy and other environmental as well as social initiatives as we seek to add value to 
all our stakeholders. They believe these activities will not only take TNB into the future, but also 
continue to grow our business in the long-term. 

With 69 years of existence, they proud to be Malaysia’s leading electricity utility with a presence 
throughout Peninsular Malaysia, Sabah and Labuan. Their residential customers represent the 
majority of Malaysia’s 31.7 million population. The current customer base of TNB is 9.2 million in 
Malaysia. Their customers consist mainly of commercial, industrial and residential customers.  
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Their industrial customers engage in the manufacture of goods and services. Although they make up 
the smallest segment of our customers, they also account for most of TNB’s electricity sales. 

Their commercial customers are our second-largest source of electricity sales, carrying out the 
business and commercial activities which drive our economy. 

The case of Supply-side: TNB (Tenaga Nasional Berhad) 
TNB’s national grid is interconnected to Thailand in the North and Singapore in the South. TNB 

operates 12 GW generation capacity, 74,417 distribution substations, 1.2 million km distribution 
lines and serves 9.2 million customers. [1] 

TNB wants to replace the legacy distribution management system (SCADA/DMS) with an 
advanced distribution management system (SCADA/ADMS).  

There have been discussions around smart power meters for the past 7-8 years, POCs for 5 years 
and limited implementations in the recent years. Similarly, SCADA/ADMS implementation for 
Tenaga has been announced by DNV-GL(source: DNV GLwho has announced it will provide full 
consultancy for the replacement of the legacy distribution management system by an advanced 
distribution management system services in guiding TNB throughout the entire SCADA/ADMS 
implementation project). 

The case of Demand side: Tenaga Nasional Berhad (TNB) 
We have heard different positions regarding the appetite of Tenaga for implementing measures 

that would drive the adoption of energy-efficient behaviors: some believe that Tenaga is not 
incentivized to implement energy-efficient policies, as there is a stated abundance of electricity (till 
2025 according to the current projections) which is not conducive to implement energy-savings 
programs. Additionally, Tenaga not being in true control of its selling prices to the energy consumers 
(prices are largely regulated by government intervention), it is perceived that less electricity 
consumption automatically leads to fewer revenues for the Utility. Furthermore, Tenaga is not facing 
any competition in the energy retailing segment thus far, hence there is a limited incentive to offer 
supply-side energy saving projects. In short, there is a real ground to believe that things will not 
dramatically change in the next couple of years. 

The relation between the Energy Commission and TNB 
Energy Commission is also responsible to design regulations and standards for electricity and 

piped gas supply industries in Malaysia. The regulations and standard that was developed will be 
enforced by TNB. Before TNB provides electricity connectivity any home or building, all appliance 
must fulfil the regulations set by Energy Commission in Approval Of Electrical Equipment 
(Electricity regulations 1994). Please refer to the Appendix for more information. So far this 
document is only available standard document available within the Energy Commission as the 
regulations for electricity. In this document every Malaysian Standard has been derived from 
International Standard and some equipment does not have Malaysian Standard.  
 

So based on the above observation and discussion with several individuals driving the standards in 
Malaysia, Malaysia will adopt standard which are international and open.   
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Chapter2: Overview the interest and the capabilities of the 
Malaysian stakeholders to participate international 
standards   

    With aiming at knowing the interest and the capabilities of the Malaysian stakeholders to 
participate international standards, we implemented interview research to the following experts in 
2018-2019. 
 

The following three (3) key questions about Demand Site Management (DSM) was asked in 
relations energy management standard in Malaysia  

 
Question 1)  
Do you support International Standard for DSM?  
The answer should be either Yes or No/Not Sure. 
 
Question 2)  
Do you support Open Standard or Propriety for DSM?  
The answer should be either Yes or No/Not Sure. 
 
Question 3)  
Does this Open Standard or Propriety for DSM is existing in Malaysia?  
The answer should be either Yes or No/Not Sure. 
 
  
There were 20 respondents to the above questions. Below are response matrix of the questions 
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Figure 6: Matrix of respondents 
 

In general, Malaysian organizations are very supportive of international standards. 90 % 
respondents (18 out of 20 respondents) support International standard. Please refer to the above 
Figure 6. Out of these 18 respondents, 90% (16 out of 18) respondents support International and 
Open standard. The rest support proprietary or not sure whether these standards exist in Malaysia.  

When these standards do not exist in Malaysia, the players don’t hesitate to call for some external 
support. The importance is put on the standards themselves as well as the ‘community’ that is built 
beyond the standards, i.e. the environment that is created for example to support the developers 
(software or applications).  

 
Below are details of the interview that taken place during the survey.  
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The case of the Malaysian Government Agencies and Non 
Governmental Organisations (NGO) 

MIMOS: Senior Staff Researcher 
“Openness and Interoperability are important. I believe we should only use open 
standards, as only standardized interfaces allow the whole industry to work together. We 
support the use of international standards” 

 
MIMOS is a Technology developer that is currently focusing on Industry 4.0 and IOT. They 

develop some technologies/applications themselves that are intended to benefit the Malaysian SMEs. 
MIMOS believes that an evolution of the mindsets would be beneficial to Malaysia to create a 

more vibrant environment: We were told that building Education Syllabus and Content that 
encourage Malaysians to create, innovate, take risks on a solid ground is definitely desirable. 
 
MCMC/ MTFSB: IOT Task Force - Chairman 

“We are only using International Standards, and we welcome the opportunity to define 
standards on Energy Management using the international standard 1-4543-4-3 with the 
support of our Japanese counterparts.”  

 
The primary roles of MTSFB are to develop, recommend, modify and update the Technical Codes 

for registration by MCMC as well as relevant Malaysian Standards for gazettal by DSM through 
SIRIM for both fixed and wireless network providers and other stakeholders in the country.  

This is achieved by establishing working groups (WGs) on focused subject matters. The WGs are 
represented by the members from the manufacturers, vendors, distributors, Standards Development 
Organisations (SDOs), academicians, service providers and other interested parties. 

The IOT Working Group of MCMC/MTFSB is geared towards the adoption of the ITU-T 
International Standards, when SIRIM (see below) is more geared towards the adoption of the 
ISO/IEC International standards.  

After an interview conducted with his Chairman our group participated in the working session of 
the IOT Working Group of MCMC on February 21st to present the benefits of defining Energy 
Management Systems based on the International Standard ISO/IEC 14543-4-3 [ECHONET Lite]  . 
The proposal was well received  

HRDF(Human Resources Development Fund): Director 
“We are interested in building Education Programs that will benefit the Malaysian 
workforce in various Industries and cooperating with Japan for a win-win approach.” 

 
HRDF’s prime objective for the past 26 years has been the expansion of knowledge for the benefit 

of the Malaysian Industries and its workforce. Today it comprises of 63 sub groups. 
HRDF is open to build Education Programs in cooperation. 
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PIKOM: Board Member 
“’The development of Green Tech and renewable energies including Solar should be one 
of Japan. Support to drive the knowledge-based society, productivity and grow 
employment will always be seen favourably.” 

  
PIKOM is the voice of the ICT Industry in Malaysia. Collectively, the companies employ 500k 

people across the country and are said to weight between 15 and 20% of the country’s GDP. 
PIKOM does not have a direct role refer to IOT and Energy Management but will be a key 
stakeholder when it comes to link technology with Energy, Renewable Energy, Smart City or 
Smart Homes. 

PIKOM would like to develop cooperation in these sectors and believe that Japan could greatly 
help Malaysia: Renewable Energy, Robotics were names as possible such examples. 
Partnerships with and Investments in Universities in Malaysia were also highlighted as important 
to the success of this cooperation. 

Finally, it was brought to our attention that Malaysia will host WCIT (World Congress on 
Information Technologies) in Penang in October 2020. It was mentioned that from a Malaysia 
perspective, this would be the ideal forum to review the progress made in the Japan/Malaysia 
cooperation during the next 18 months. One of the areas of interest is Cybersecurity. 
 

  Energy Commission: Commissioner  
“We act as the Advisory arm to the Ministry for Energy. The new Minister is familiar with 
international practices and is asking the Energy Department teams to look into what has 
been done on the international scene, particularly in the Renewable Energies area.”  

 
The Energy Commission essentially is an advisory organization, serving the new Ministry for 

Energy who has the final say in any decision irrespective of whether this is the recommendation of 
the Energy Commission or not. Among the challenges currently handled: 

 the increase in installation of solar panels of uneven standards 
 the review of the contracts of Independent Power Producers who have got heterogeneous 

types of contract and purchasing tariffs from TNB 
 the review of the TNB investment plans, incl. Transportation and Distribution networks 
 the possible directions to keep bringing the tariffs down as an instrument of national 

competitivity/productivity (even though rates in Malaysia are quite competitive as 
compared to other ASEAN markets) 

 the impact (technological, business model, tariffs and price elasticity) of the introduction 
of more flexible tariff rates (preparing for progressive introduction of “Time Of Use”  

Also, we have presented the opportunity to consider the introduction of IEC standards such as 
ISO/IEC 14543-4-3 [ECHONET Lite]  that could support some more global objectives. The 
opportunity to establish some exchange or collaboration on this topic could not be reviewed during 
the discussion.  
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The case of the Private Sector 

Japanese incumbent A: Head of Business Improvement 
“Open Protocols are needed as it brings choice to the purchaser. This is the key to go.” 

 
Energy Savings is still not a high priority for new construction developers. The adoption of Green 

Building Index (a standard that ranks the level of compliance towards the Energy Saving 
recommendations) still is on a voluntary basis.  

Japanese incumbent A: Head of Research and Development 
“The importance is on the standards and the ‘community’ that is built around the 
developer, including access to education, documents. Support is needed.” 

 
In the current scenario, it looks like it is easier for the engineers to develop an interface with Alexa 

than with ECHONET Lite. Why? Malaysia does not offer awareness education for engineering and 
development capabilities around ECHONET Lite. There is no education of the resellers portraying 
the benefits 

It is to be noted that there is no alliance or syndication of interest between the Japanese 
manufacturers in Malaysia around ECHONET Lite. Some companies such as Mitsubishi, Panasonic, 
Daikin do Air conditioning Units, but the only time they meet to harmonize their positions is for 
example around “Malaysia Energy Labelling’. There is no shared interest to promote ECHONET 
Lite for example. 

A does not have the skills to develop the Malaysian ECHONET Lite Products (lack of 
training/education to use the ECHONET Lite specifications). If the specs have actually been 
translated in English, we were given to understand that none of the documentation to develop 
interfaces or APIs that communicate with ECHONET Lite are in existence. 

The problem is not perceived to be so much about the standards. End-users and to some extent, 
developers go for what is ‘easy to implement or deploy. The end-user does not care for the standards.    

He wants something easy to use. He wants to speak to his devices through his smartphone or his 
home device (Alexa/AWS, Google Home, etc.). 

The importance is on the standards and the ‘community’ that is built around the developer.  
A’s development teams in MY, despite being a preeminent supporter of ECHONET Lite in Malaysia, 
will likely develop interface with AWS, then Google before ECHONET Lite. 

Malaysian incumbent  B (Telecom service provider): 
“International Standards are a must-have in all we do. Security and the lifetime 
responsibility of the vendors in this regard is a key concern in an open world”  

 
B is focusing on the network technologies that will support the advent of additional revenues and 

the security of their network. For now, IOT is essentially about M2M applications needing Sim and 
e-Sims cards at this stage. They don't see any major use case that will drive significant revenues at 
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this stage, except for the tracking of fleets that they have already implemented. There is no strategic 
intention to enter the Energy Management market at this stage. 

In their view, IOT will use NB-IoT and 5G in terms of network They have set-up an IOT Demo 
Center to try out new applications but at this current stage they want to essentially focus on the use 
cases they can propose their Enterprise customers. They participate in the IOT Working group of 
MCMC also to ensure that Security remains at the heart of any recommendations with regard to IOT 
standards. 

Malaysian incumbent  C (Telecom service provider)  ： - Head of 
the IOT Business 

 

 “It has to be open! International Standards are the only way. I have asked my technical 
teams to study the 1-4543-4-3 standards applicability to develop suitable business models” 

 
C  is the IOT company of the a major company group, operating across countries’ subsidiaries and 

a member of MCMC IOT Working Group. C has built its own IOT platform, develop their own 
software to add more IOT solutions on top of the applications already developed for Agriculture 
(plantations) and Transport. 

C is looking for additional solutions and additional ecosystem partners. In the Energy sector, 
beyond selling SIM cards to TNB, C have started to provide some smart meter solutions for private 
customers who look for means to individually invoice their tenants.  
 
Note: because of the TNB monopoly in the distribution and retail of electricity in Peninsular 
Malaysia, Service Providers who have a good track record in interacting with end-user and 
Commercial Business are prevented to participate in the . This lack of competition is felt as a limiting 
factor. As a point of comparison, following the reform of the electricity sector in Japan, more than 
300 energy retailers are now competing in the market as opposed to one retailer per geographical 
area precedingly. That has really boosted the competition in the market for the benefit of the end-
user without impacting the quality of the service (For example Tepco holds the lowest average 
number of outages per end-user in the world). 
This statement holds true for Service Providers such as C, but potentially even more to other Service 
Providers such as Yes/YTL for their subscribers, their real estate programs and their industrial sites.  
 

Another very interesting aspect of the discussion is the interest to partner more with universities. 
They have put their platform at the disposal of a university in Indonesia, and are contemplating doing 
the same in Malaysia. Since MUST is designated university for ITU/UN IPv6/IOT Centre, they are 
keen to work together with MUST by extending their IOT platform for student to work on their 
projects. 

Malaysian Start-up  D    :  CEO 
“We fully support international standards. We would like to offer our IoT experience 
centre as a living lab to tests our official integration with ECHONET Lite and showcasing 
it to our client base primarily the real estate development community. Subsequently to use 
TPM as a POC/MVP base for ECHONET Lite energy management platform showcase” 
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D has been working closely with the housing and building developers in Malaysia to implement 

IOT within home and office environment in Malaysia. They have their own showcase centre in 
Technology Park Malaysia (TPM) that demonstrating various IOT devices in the live environment 
using various vendors devices such Google Alexa, Xiaomi etc. Any visitor visits the showcase centre 
able to see the live action of the IOT devices such as IOT enables door lock, TV, lights, air 
conditioners and cameras etc. They have developed their own hub that can talk to various devices 
within showcase centre environment. They have developed their own hub that was contract 
manufactured locally and able to connect using various communication protocol such as Zigbee, Wi-
Fi, Bluetooth and soon. They have developed graphic application that can control all these devices 
using only icons that runs on Android tablet and able to provide some statistical data in terms of 
energy usage as well.   

Their push for IOT in Malaysia is by having smart partnership with the housing and building 
developers in Malaysia. They promote the IOT technology via workshop and seminars that organised 
by Real Estate & Housing Developers' Association (REHDA) Malaysia. Since they are working with 
the local housing and building developers in Malaysia to have smart home with IOT enabled as the 
unique offering to lure the customers to buy the new houses or buildings with this latest technology 
offering. 

D’s biggest challenge is to connect all the home devices within a single platform, Since different 
IOT devices speaks different protocol then integrating them in live environment has been very 
difficult task, They have tried using various technique to interconnect these devices but the challenge 
always there to make it work perfect to provide better end user experience. 

D is very keen to work on the ISO/IEC 14543-4-3 [ECHONET Lite]   by developing the gateway 
and services because ISO/IEC 14543-4-3 [ECHONET Lite]  international standard. They believe 
this standard would have great value in term of addressing their current needs. They have currently 
working one project that involves hotel to monitor and manage the air conditioners usage so that the 
hotel could save money on the utility bill and provider better experience for the hotel guest as well. 
They are looking for ISO/IEC 14543-4-3 [ECHONET Lite]  enabled devices so that integrating this 
devices would be easy. 

The CEO already instructed his engineering team to explore ISO/IEC ISO/IEC 14543-4-3 
[ECHONET Lite] standard after MTSFB IOT Working meeting and evaluate how these standards 
can be implemented within their current environment.  

Malaysian Start-up  E: CTO   
“We fully endorsed international standards. We offer our IoT platform to IOT Developers 
interested in new Industry segments.” 

 
E offers an IOT platform specifically designed for any Internet of Things (IoT) projects, with 

developers who want to build vertical IOT applications without the worry of hosting in mind. The 
platform is developed to support the integration of data from sensors and actuators on the internet.  

E believes that Energy Management is a good subject. A pilot project involving large hospitals 
has been mentioned as a potential first Proof of Concept. There might be some funding available 
from the Malaysian side once it has been approved by the MCMC Working Group. E suggested that 
if there was a similar implementation case in Japan that could be provided, it would speed up the 
funding process. 
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Malaysian Start-up  F :  CEO  
“Currently there is a big push for IOT trainings in Malaysia after the announcement of 
the National Policy for IR 4.0 by the Malaysian government. Most training funding would 
be from HRDF, and HRDF is seeking training programs in line with IR 4.0. 

“We welcome participation of ECHONET Consortium and Japanese Government to 
introduce more IOT training programmes based on proven ECHONET Lite platform” 

 
F is a regional technology training provider based in Kuala Lumpur. They provide various 

technology-based training such as IPv6 Global Forum’s Certified IPv6 Training, IOT Training, 
Cyber Security Training etc. 

Their current Certified IOT training are based on ECHONET Lite platform. They would like to 
have more training programme on IOT and welcome involvement of ECHONET Consortium to 
introduce more new training programmes. 

The case of Education Institutions 

MUST: President of the University  
 “As a progressive university in terms of adoption of science and technology, we always 
promote the latest cutting-edge technologies needed by the industry to be adopted within 
our programme”.  

“We have always wanted our students to learn international standards so that it 
provides them better employability in the global market place. Our programmes are 
constantly reviewed to include the latest technology changes.”  

 
The management of Malaysian University always welcomes new ideas or technology that match 

the industry requirements. They prepare the students to adopt the international standards that are 
open, already tested for some time and/or already widely implemented.   

MUST: Head of Energy and Environment Program 
“As a testing organization, regulation is a must, and international standards the only 
option. Creating awareness programs around energy savings is extremely important as 
this element is missing in the Energy and Environment policies” 

 
International Standards are the only viable option. Some universities in Malaysia (Taylor) already 

have implemented Green Campus guidelines. Passive and active systems must be implemented. The 
Head of Energy and Environment  department has already assembled interesting number in terms of 
Energy awareness And Energy savings awareness. They are very low, even among an educated 
community like young international students. 

Similarly, several studies have been conducted on the impact of renewable energy (Biomass from 
Palm oil, Solar photo-voltaic cells, etc.) and their impact on the power grid. 
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ITU/MUST Centre of Competence: Head of Programs 
“We are looking for solutions relying on international standards in various Verticals such 
as Smart Health, Smart Home, Industry 4.0”. 

 
The Center of Competences has been newly set-up and would be an ideal location to display the 

know-hows and support education around ISO/IEC 14543-4-3 [ECHONET Lite]  and other Energy 
Management Systems. The door is open to forge this tighter collaboration with the Japanese 
ecosystem. 

Taylor University: Head of IOT Programs 
“Implementation of open standard is the ultimate strategy in complementing the current 
energy ecosystem that needs to be connect all the IOT devices. Education and enforcement 
by regulatory is essential to bring about the changes in pursuing advancement in 
technology especially in are implementing standard to maintain the quality” 

 
The bigger challenge the university face whether to promote and adopt close or open standard. 

When promote close standard and the student would have opportunity to learn other standards. So 
the open standard is the ideal scenario for the university to educate the students. In order to widen 
the implementation within Malaysian, the university introduction of new standard in Energy   
Management is necessary and enforcement of the standard is essential to make rollout of technology 
successful, The university already implemented Green Campus Guidelines.  

USM : Head of IOT Security Program  
“Close system provides better security compare to the open system. But if the open system 
has strong security element then moving forward with the open standard definitely is a 
preferred choice of implementation due flexibility in terms interoperability in the open 
system.”  

 
This university currently conducting various workshop on IOT focused on security as well. They 

involved in several pilot projects digitising manufacturing in line with Industry 4.0 implementation 
Their client is Western Digital, Inari Amerton etc. They are interested to participate in stress testing 
the ISO/IEC 14543-4-3 [ECHONET Lite] in terms of security element as part wide implementation 
and they are to become the test centre for this technology as well.  
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Chapter3: Scenarios of technology and know-how transfer 
from Japan to Malaysia, relying on international standards 

The scenario in SCADA 
In this survey, we simulate how the SCADA enters a market in Malaysia, complying with IEC 

Standards. It is to be highlighted that TNB has had a long history of positive cooperation across the 
Asian region with one of the subsidiaries of Tepco (TEPSCO) to the highest satisfaction of the TNB 
executive teams of that time. (1990-2010 period). 

SCADA on ISO/IEC technologies  
Japanese electric utility has developed New Generation know-Hows for a customized problem-

solving approach in SCADA Systems (on an even faster track since March 2011). 
These know-hows and ability to advise 3rd party organizations have been developed 

independently from technology vendors and are relying on market-defined international 
standards, and standardized technologies with resilience, flexibility and cost-efficiency in mind. 

This in-depth transformation and re-invention is based on the skills of the workforce that are 
regularly sharpened through training and certification programs (that are highly transferable to 
3rd party organizations). 

At the heart of this new initiative, the use of international standards is a key foundation. For 
example, the design of the Database (DBMS) embeds the Common Information Model (CIM) for 
both Energy Management (IEC-61970) and Distribution Management (IEC-61968). By designing 
DBMS with CIM, The initiative has drastically reduced the cost of converting Data Base during 
system evolution/replacement. Essentially, the Data Base can remain the same, while only the 
application gets replaced. 
  It is our conclusion that Japanese electric utility has elaborated a set of transferrable know-hows 
that could directly benefit the SCADA’s evolution of Tenaga and other Utilities in Eastern Malaysia.  

The ECHONET Lite - new entries’ scenario in metering 
In this survey, as same as SCADA case, we simulate how the smart meter enter a market in 

Malaysia. In the point of complying the international standard, our interviewees have a strong 
interest in the process of the nationwide meter deployment, used ISO/IEC 14543-4-3 [ECHONET 
Lite] , as IoT system, not as a system for electric utility. 

The learning from the government commitment in Japan case 
■ Open Data Policy as a national strategy 

In Japan, since the Basic Act on the Advancement of Public and Private Sector Data Utilization 
came into effect in 2016, the national and local governments have addressed an open data policy. It 
was expected to solve various issues, stimulate the economy, and advance as well as optimize 
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government administration through the promotion of open data with public participation and 
collaborations between the government and the private sector. 

In April 2016, electric smart power meter appeared in the electric market. This was one of the 
earliest initiatives of a government-led open data scheme, which was made possible in the power 
market and the power system based on the market, where governmental regulation already existed 
due to the fact that regional monopoly has been approved in the field. The implementation of the 
smart meters enabled the consumers, power producers and suppliers, and other business operators 
to access and utilize the consumers’ power consumption data, which was only available to general 
electric utilities1 until then. 

In this context, the nationwide implementation of the power meters in Japan could be defined as 
a project in which a newly designed open data policy was converted into a system and 
implemented in the society. 

It has long been discussed that the consumers need to understand and utilize the energy 
information related to themselves, and it is important to raise their awareness of energy saving and 
encourage change in their individual behavior in order to make Japan an energy-saving and low-
carbon society 
■ The nationwide power meter deployment to support Open Data Policy 

 In May 2010, the Ministry of Economy, Trade and Industry launched the Smart Meter System 
Investigation Commission based on the idea that the people’s quality of life could be improved by 
generating new services utilizing the energy consumption information provided, and that the 
economy could be stimulated by creating related industries as well. The basic requirements, issues 
related to the implementation, and future actions regarding the smart meter were summarized in 
February 2011.  

There, it was clarified that ‘both public and private sectors should work together to realize “the 
implementation of smart meters among basically each and every consumer at an earliest possible 
time in the 2020s, while fully taking the cost efficiency and other conditions into consideration.”’ 

On the other hand, the Great East Japan Earthquake, the major disaster that Japan experienced in 
2011, took the lives of numerous people and caused the accident at the Fukushima Daiichi Nuclear 
Power Plant, which led to large-scale and wide-area power failures for a long period of time. The 
deficiency in power supply resulted in heightening the social awareness of the importance of 
energy saving among the users. 

 
 

 

                                                 
 
 
1 It indicates the enterprises in electricity retail business corresponding to the general demand. In Japan, it comprises 10 
companies; Hokkaido Electric Power, Tohoku Electric Power, Tokyo Electric Power, Hokuriku Electric Power, Chubu 
Electric Power, Kansai Electric Power, Chugoku Electric Power, Shikoku Electric Power, Kyushu Electric Power, and 
Okinawa Electric Power. 
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It was specified in the Basic Energy Plan issued by the government in February 2014 that ‘by 
the early 2020s, smart meters will be introduced into all households and businesses. At the same 
time, through the full retail competition under the electricity system reform, electricity will be 
priced in a more effective and diverse way, making it possible to control electricity demand during 
peak hours to a significant degree.’ In order to correspond to the new system, the power companies 
decided to install smart power meters at all and every 82million sites using electricity (including 
households, buildings, and stores) across the country within 10 years from 2014. 

 
The distinguishing feature of the technical specifications of Japanese smart meters is that the 

sensor device called the smart meter has 2 interfaces; route A (a communication network via the 
Web set by the power company, etc.) and route B (that enables direct acquisition of the information 
from the meter)2. 
 
■ Satisfy local demands such as Route A and B, certified with ISO/IEC standard 

Japan’s smart power meters are capable of automatically measuring power consumption and 
transmitting the measured data. In addition, the meters used in Japan are required to have 2 
separate transmission routes (route A and route B) according to governmental regulation. 

Route A is for the power transmission and distribution business operators, and the power 
consumption data acquired every 30 minutes is transmitted within an hour. 

Route B is for the power consumers to obtain real-time power consumption data at home via a 
device called Home Energy Management System (HEMS) controller installed in the house or the 
store. The communication system of route B (between the meter and HEMS) was discussed at the 
government-led Smart House and Building Standardization and Business Promotion Study 

                                                 
 
 
2 Source: the Smart Meter System Investigation Commission Report (Feb. 2011) 
http://www.meti.go.jp/committee/summary/0004668/report_001_01_00.pdf 

Table 1 :Number of smart electric meters installed at the end of the fiscal year (as of October 2015)
(Number of meters installed (-2014) ・Number of meters planned to be installed (2015-)) 

Source: Reference materials prepared by the Electricity and Gas Industry Committee, Advisory 
Committee for Natural Resources and Energy, Fundamental Issues Subcommittee on Power Policy 

(held on October 27, 2015) 

2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024
Hokkaido Electric Power 38 53 48 49 51 51 52 56 57
Tohoku Electric Power 8 69 84 82 81 80 78 73 73 72
Tokyo Electric Power 150 360 570 570 570 330 330
Chubu Electric Power 1 102 146 144 142 139 139 142 139
Hokuriku Electric Power 15 25 25 23 22 22 19 18 16
Kansai Electric Power 154 170 170 170 150* 130* 130* 120* 110*
Chugoku Electric Power 25 56 61 61 61 61 61 61 61
Shikoku Electric Power 1 15 28 31 31 31 32 32 32 32
Kyushu Electric Power 80 85 85 109 101* 100* 89* 79*
Okinawa Electric Power 1 10 10 10 9 9 9 9 9 9

Total 314 795 1222 1226 1202 962 953 608 587 326 9
Note*: In addition to the number of introduced meters indicated in the table, some smartmeters
replaced other smart meters whose valid inspection period had expired.

Unit (10,000 units)
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Working Group. In conclusion, the Smart Meter System Investigation Commission decided to use 
ISO/IEC 14543-4-3 [ECHONET Lite] than manufacturers’ proprietary systems. 
■ Government support to the new business triggered by ISO/IEC standard 

With receiving government supports, The ECHONET Lite system has already been incorporated 
in air conditioners, lighting equipment, and battery chargers for renewable energy devices and 
electric cars that are expected to be widespread in the future. Therefore, adopting ECHONET Lite 
for the smart meters meant that the transmission with the smart meters was possible at households 
and stores in the same way with home electric appliances. 

 
It was also decided that among the information provided via route B, items used for bill 

calculation (“integral power consumption” and “time”) at the power companies, etc. could be used 
for transaction and verification activities, as with the information provided by the electric 
companies, etc. At the commission held in March 2016, it was decided that transaction and 
verification activities based on the power consumption information provided via route B comply 
with the Measurement Law, due to the fact that the information are digital data acquired through 
certified meters and there is no difference with the information provided via route A. 

The role of the smart meters was clearly defined in the government. Electricity and Gas Industry 
Committee, Advisory Committee for Natural Resources and Energy held in October 2015; ‘Smart 
meter is a new kind of power meter equipped with a communication function which allows 
remotely-controlled meter reading as well as starting and stopping of the service. Its role is to serve 
as a foundation for various rate menus such as rates based on different time zones, etc. after full 
liberalization of the retail market.’ 

The learning from emerging business in Japan Case 
■ New Platformer provides with energy consumption data 

 

Figure 7: Overall Image of Smart Meter and Related Systems 
Source: Masaki Umejima et al.(2014)”ECHONET Lite enables Demand Side Energy 
Management-IP based and IEC’s open standardized interface for home appliances-“, 

W3C Workshop on the Web of Things Enablers and services for an open Web of 
Devices, 25–26 June 2014, Berlin, Germany 
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Figure 8: Japan’s Smart Meter Protocol [B root] 
 
Such reform of the system served as a supportive wind for new platform providers to come 

about. They collect the power consumption data directly from the consumers by accessing the open 
data and offer it to business operators seeking to launch new services based on data analysis.  

In 2016, a major Internet service provider Internet Initiative Japan (IIJ) began a new business 
that collects the individual power consumption data via the Internet and offers it for purchase. IIJ 
was founded in 1992 as the first company in Japan aiming for the commercialization of the 
Internet, and claims that ‘the Japanese history of Internet was created by us, and we have walked 
all the way along with it.’3 With its total revenues of JPY 157.8 billion as of March 2017, it is a 
company maintaining the Internet in Japan with one of the most large-scale backbone networks in 
the country. In addition to the Internet connection service, it provides WAN and other network-
related services, while also engaged in network systems construction, operation, and maintenance, 
and development and sales of telecommunication equipment. 

IIJ launched a new Big Data business in January 2013, which was announced as ‘the 
introduction of a new network service business model that provides functionality for a fee while 
providing service adaptors free of charge.’4 

IIJ summarized the service as follows; ‘The “SACM (Service Adaptor Control Manager)” is a 
management service platform that allows OEM to provide a framework for automatic connections 
and total management of equipment. Equipment (service adaptors) compatible with the SACM 
connect to the SACM automatically simply by connecting the equipment to the network and 
turning the power on. Settings are acquired and the equipment is run automatically. Direct 
operation of the equipment is eliminated and efficient, centralized equipment configuration, 
monitoring, and management are achieved via the SACM admin user interface.’ 

The service was distinctive in the way that the users could build the necessary network for a 
preferred period of time within their household at a low cost without purchasing any device, as the 
service adaptor is provided free of charge. In addition, service providers could easily set up the 

                                                 
 
 
3 Source: https://www.iij.ad.jp/hajimete/sp/whats/sub01.html 
4 Source: https://www.iij.ad.jp/news/pressrelease/2013/0122.html 
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network because IIJ offered all equipment, functions, and configuration templates necessary for 
building the network to the providers. 

The service providers who need to communicate information with thousands if not tens of 
thousands users on a real-time basis via the Internet had to leave the complicated setup procedure 
to the users, or send their staff to the users’ home to do the work. However, the new service 
allowed doing away with the trouble of setting up the equipment itself, as the equipment will 
automatically connect to SACM and acquire relevant settings and start to operate by simply 
connecting the equipment to the network and turning the power on. It also enabled to collectively 
set up, monitor, and manage massive amount of equipment that are target of management once 
they are connected. Besides, SACM’s API5 is open to the public, which makes it possible to 
cooperate with external applications. 
On April 1 2016, IIJ launched “IIJ Smart Metering Service for Route B” utilizing the platform of 
SACM. The service is directed at electric power retailers and service providers wishing to make 
use of smart meters, providing a one-stop system infrastructure configured to utilize route B of the 
smart meters. 

An IIJ-provided service adaptor is installed with a function to communicate with the smart meter 
via route B, which allows automatically collecting the power consumption data of the household in 
real time via the Internet when the adaptor is connected to the network and the power is turned on. 
The collected data will be accumulated and managed in the cloud, and signed business operators 
can utilize them. 

 
Figure9: SACM Service Overview 

Source: IIJ website (https://www.iij.ad.jp/biz/smart-meter/sacm/images/index_fig01.png) 
  

                                                 
 
 
5 It is the abbreviation of Application Programming Interface (specifications open to the public in order to allow 
communication between various software components). 
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Chapter 4: The necessary action towards the accepted 
standards in Malaysia and ASEAN 

In the Malaysian energy market, the Energy Commission is in charge of three regulated sectors:  
 Economic Regulation: 

To promote economy in the generation, transmission, distribution, supply and use of 
electricity and in the reticulation and use of gas; promote competition; enable fair and 
efficient market conduct and prevent the misuse of monopoly or market power in the 
electricity and piped gas industries. 

 Technical Regulation: 
To ensure security, reliability, efficiency and quality of supply and services in the 
electricity and piped gas supply industries. 

 Safety Regulation: 
To protect the industry, consumers and public from dangers arising from the generation, 
transmission, distribution, supply and use of electricity and the distribution, supply and use 
of piped gas. 

 
Our research, supported by the interviews to the experts in the field, has concluded that 

the announcement by the Energy Commission is a necessary condition for Japan made 
international standard technologies to be accepted in the energy sector in Malaysian 
Industry 4.0.  

 
Figure10: Approval by the authority 

Source: Approval of ELECTRICAL EQUIPMENT INFORMATION BOOKLET 2016 EDITION 
by Energy Commission  
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In another very interesting aspect that we have collected through the interviews, the expectation 
to the regional partnership is getting higher, leaded by universities and entrepreneurs in Indonesia 
and Malaysia. Since Malaysia University Science and Technology [MUST] is designated 
university for ITU/UN IPv6/IOT Centre, they are keen to work together with MUST by extending 
their IOT platform for students to work on their projects. 
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Chapter 5: The recommendations for a cooperation between 
Japan and Malaysia in the Energy sector  

Conclusion: Malaysia is now moving back to the technology based approach.  
 

A Malaysian Energy System is around the corner to be a landmark of Industry 4.0 in 
Malaysia, giving a privilege position which is similar to Society 5.0 in Japan. Industry 4.0 in 
Malaysia is the national strategy, originated at liaison by industry, academia, and the government. 
And the important is to give priority to Malaysia’s participation. 
 

With aiming at knowing the meaning of “Malaysia’s participation” at the context of an 
international standard, this study was implemented, interviewing 20 more influencers: startups, 
incumbents, academia, and authority in Malaysia. 
 

The first finding was that the players both at the supply and the demand side in an energy 
system supported an international standard to be the enabler as part of the Industry 4.0 initiative: 
An electric utility who considered SCADA showed a strong interest to the related standards: e.g. 
ISO/IEC 61970 for Energy Management. The government IoT committee members supported 
ISO/IEC 14543-4-3 [ECHONET Lite]  for Home appliance interface  
 

Another finding, in direct relationship to Industry 4.0, was that the “New Malaysia generation” 
is aware of high presence, grouping up young academia and startups. These were people exposed 
and nurtured under the Multimedia Super Corridor Policy in the era of first Mahathir cabinet in 
1980’s and 1990’s. 
  

DSM had a long history in Malaysia. In the first phase (1995-2005), an electric utility, TNB, 
was a major installer, allying with international players like Japanese incumbents. The  second 
phase (2018 onwards) was triggered when Tun Mahathir returned as Prime Minister in 2018.  
 

In conclusion, the study portrayed the necessary understanding for Japan to play the key role of 
the evolving Industry 4.0, with a focus on energy systems in Malaysia. The details as follows: 
 
Q1. What is the necessary standard of making a new Malaysian energy system?  
A. The system supports existing international standards, not forming up new things in Malaysia. It 
means Japanese and Malaysian companies’ alliance can enter the business without preparing the 
Malaysian domestic standard. 

The following standards can be the candidate of the enabler of the system: In a DMS, 
ISO/IEC14543-3-2 for Home appliance’s interface. In SCADA, ISO/IEC 61970 for Energy 
Management and ISO/IEC61968 for Distribution Management. 
 
Q2: How does the Japan supporting international standard become the common standard in 
Malaysia? 
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A: To be a common standard in Malaysia, besides the certification of the standard, there are four 
missing parts: Openness, Awareness, Education, and Trust(Cyber Security) research. 

In a Malaysian EMS market, Zigbee, Modbus are observed. But they don’t take a dominant 
position because of less satisfying the above four points+an international standard. 
 
Q 3: In case of the new standard is necessary in the system in Malaysia, what initiative is recorded 
to Japan?  
A: The International Cyber Security Framework should be treated as a new standard.  
The framework supports that 1)ASIAN countries can carry out the same architecture and 2) the 
existing international standards keep interoperability.  
 
Q4: What is the impact by the new international standard to Japan ,allying with Malaysia and 
ASEAN Countries?  
A.  Japan made Cyber Security Framework has potential to be international. The framework that 
METI requested international reviews publicly in January 2019 is getting good awareness in NIST, 
ETSI, ISO/IEC, IETF, IPv6 Forum, ITU, and so on. If we can evolve it until the International 
Cyber Security Framework, It creates well understanding to Japan in Industry 4.0 and its embedded 
new energy system in Malaysia.  

For empirical study, Malaysian academia are standby it.  
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Appendix： 
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