TR 2 5 EEELRENRELEL

FENEICBITAEXMEBRETFIE
IZBAd SRAEME
REE

|-

20144%3H

BRASH=FRSHRM






XL &I

EEMBIIBEOHRSFNIOFRTHY . TOFHINEOEMBRE X Z DEMA L E -
THETIERY, R, TUX ML - 3y T =7 IEERMICHER U BIE, Bl
T D G 2Ok ) 2R B A & W o 7o BB 721 TE R EREL TR T H 2 L 13 ET
FTHLL 2o THY, HEMEZEY N OFINNARET D720 ORI AR AR &
Ezbhb,

IRFHEER TIX, FEEVRATHERICOE, TEHEME] L LTAREBRFMIREIC
LD REE 2T DI2DITBE L7 5 BARR R REE BT IEFEICOW TR L T8 EE
EHREE) ORIE - SGTEB U T, BEMEREDORILEZMR L TVD, LinL, AMEiE
U7~ D EMERH AR E B2 570 8, ZOBMAIRS TIEnZ &89
ISR D,

WM B 21 5 & CKETIE, 1971 2T ik L U TER Sz T8 s )
R 1993 IR E SNT=ARETEH Y AT — M AV b, DT VX LIZ L 0 YR 72 E
ITREMEDIRNE COEEREOGWMPEG I /RoTe 2 L2t me LT, 1996 FITHE L
C TREANAIE] BbDH, IO, BEEMBRED LI T 2 KEHEOFEHmC, 5 ¥
LR PRI 2 BURHSEE & R & ol ORLA B IER S D,

2O LRI AE E 2. RFEETIHE, KERO RA VBT 2 5 EMEREOEEZH
BT LR, FNEHIEOEMRSEZMAE L., ROAEICE T 2 H 725 EE OR#ERLZ R
T 272D OIEMEE R ZAERR LTz, Fio, KENCBIT 5 EEMEREY &S OKEEHEOE
RN OV D FEZICOWTIHAE L, BOE TOKBEHEGEE A ORFHCE T 5 LA B2 1
L7,

AREREZEZIERT D ETCTH W WGBS, P CHOMEEDOTEE L 725K
EAE 2 ZHY 272072 Jenner & Block /AT Brent Caslin Fi# 1-, Reid J.
Schar Fi# L+, EHEFF#EL, N VilEZ ZTHYE W 27202 m law group AR ST
® Peter W. Kremer 73 1, Jessica Rotsch 71, S HICRERLE D EEOIZTR IV
VRS IT VY —F - 7 — FOEBACRFH#E LITIE. Z05E2EY TEHLE L
L5,

APEREED, HBEICBT 25%OE EWBEREER BT 2 LT, —hEin
TENTH D,

PR 2 = 20 A

LS

IS

=



[ DT et ———— i
R = 2RSSR 1
L. B R A oottt 1
1.2, A EICTE T BIRIK o 1
I T 1= = OO E SRR 1
LA, BB D E B oottt 2
ST = v OO 2
2. REIZB T DB EM R EDIRE .o 3
21, BEMBEEREICET DRETIEE ..o 3
211 EEMETERRE - FTERTREELETOIERIEE ..o, 3
2.1.2. T B E R B B D T oo 12
213, EIEFRNAEBRICEAT OMET oo 15
204, 3R et 20
2 B - = L] e Y 1 N OO 24
221, I RBEEITIE e 24
222, EEMEITBET BDIE. e 26
2.2.3. Dupontv. Kolon EHZDEBHIRBEEBBIRID ..o 34
224, EEMERAICET OIET o 34
R TI/ Q- 1= e Y N GO 36
231 EHEEFEEDR (TC) et 36
2.3.2. BB 3BT IR s 37
233, FIBTERIZEDIKEEMETRTERAEHDEIW ..o 50
234, EBICEIT BRI R e 54
24, KREBIFERBIBZEE DB ..o 56
241, KEMPBMERITHEE (PEC) e, 56
242, EREBEEZ (ODND oot 57
243, ERFEIRE (ONCIX) oo 57
244, BERMMEEREL VA — (IPREVZ =) e, 58
245, FEIIBEFD (FBI) oottt 59
2.4.6. SEIBFDLEE (DOJ) oo 64
24.7. SEIEIEE (DOC) oot 64
2.48. BARETEBEBEER (OSAC) .o 65



249. I AR — - TF— YRR IINL TR —TS5AX-F72K-rL—F

(CREATE) ..ottt s s s nenanaeen 66

2.4.10. REMSELEDEEICET OB LR .o 67
25, KEBAFEMMEBRTFE DEEE ..o 68
3. FAVIZBITAEEMBEEZEDER ..., 69
3. BT R DREE .ot 69
311, EEMEDIREDIRR. e 69
312 BRI R EIRIRDET oo 76
313, EEMBOFIEZEDERITDULNT e, 79
314, FAVICET A EEMEREWNEDFTESE ... 82
3.1.5.  EU EZERVERTEIR D DR oo 83
32. EXWEDREDERERE — MEHMED D oo 85
321 FHZBEIERE .ot 85
3.2.2.  REB I ettt 90
33, EEMEIREDENIEDRIRE .o 91
331 FAVIZBEITHAEEMEREBFIFEDDILA ..o 91
332, FAVIZBITBIAIEELERRE (T—32 - T34/ —) s 92
333, EAEEIEEEE ..o 93
334, EEEEIETIEBEHEDFUR oo 94
335, IEEEBNEIRINE LD TR oo 96
34, FAYVIZBEITHEXEMEREOEBERFRADTIG ..o 102
SA.L BB oottt eaeneas 102
3.4.2. EEZEOHIBASEREEBIZDUNT oo 102
343. SNEIZEVWTHFSNIEERENDOFIRADRERE. ..o, 111
RAERA KEIZTBFTAREEEMEEZHOIEZEN o 117
RTEHRB KEICHEITAHBERMEZFIGIEFEMRAE ..o, 151
RTEHC KEIZEITAREFEZFMEZEFIFIZER .o, 156
RTEHRD REICETAREFEXRMEEHGIFEEAAET ..o 194
RTEHE FAYVIZBITHEFMBAETRRILR oo, 200
RITEBRF FAVIZBITESEFIR e 210
R = & A C T SRR 215

1i1






1.
1.1. BEEXEMFOHME

ARIEBEABE IEVESS 2 5505 6 THIL, B 3EME & TRLE & L CE B ST 5 [OFRME & B ]
AEREF L, IRTEFIEE OMOFIEIEENA H 72808 E XT3 Eofis (QF ] Tho
T, ’ARLFOATH RN D [QIFAFME] 2o, | EERLTEY, ZO=>DZMHf
P RT3 2 EBFENEICESREEZZIT L 7DITHETH D,

O s EE

R PRIE SR DN DT OITIE, BiLE EMEICE L T, FBICHE L LTF
HENTWD EBOLNDIREICHE ZENMETH D, BANICIE, FRicT 7k
ATEDLEDHIRINTNDZ & ERICT 7 BA LEERNENEZWE TH D L8k
TEHEIISNTWHZ &, BWRETHD,

@ FME

CHEHME) 1T, REEOFBIZEL > THRO LD O TIERL . T OFERDP KB
WHERTHLZERRETHD, —F., BEOKEEMNITHR EDANFRIBICZK
TONEOF®RIL, THHAM] @BH RN,

@ FEAHME

[FENFNME] D3FRO BN D T2 OIZIE, (RAEZE DOEH TS TIE—RICAFTE VR
BIZHDHZENVETH D,

1.2. EAEIZHEFEHHRK

EERE OREIL, 1990 FOREFHAL ILESEICB W THUE S, EHIZRKROK
1B, TEARFE BT LS ORES [ EMEERIES) OWETHIC LY | oD
HILTE T,

LU, R, B O NI 28 U725 368 (FRCHEIRTER) O 228 K& 722 i
Lo THEY, A% LZORIMEN THRIND, EEMEOEHRERICETLI 77— 1
FAERER T LD & RE 5 FHT I L2 WHEHl) Nd o7 LA Lz TLES£/301
AU L] OEZEDRNT, SAEOBZEMA] (RE L7z L RIE LB 27.5% & 2o
TNDZEND, FRIAM %28 Uk~ 05 EME T H O BT EBRICBEAEL L TV D,

1.3. [HrBiikE

FNAO M PERRIEAES AU EEBOR € a ) (2018346 H 7 H) TiE, HEMEREIC
BT 2 RAFA TR - FIFFFL FROMBEICOWT, [RIEBS IREIZBW T, REFFR



Fhe TlE. 1993~2004 FFOYETHEEFFOHEE, HAEFIEDOFERS L, BIRAREER DB
RIS, BRGS0 A TRBEFL EOBENEAZ L, SRR Fi i,
2011 FLE TRABIRE, WM & DOWRER EOBENEA S, EE O EWE O #
ALK G TWD, L LR G, B EMEREOFRFFICE U CIINLAEE T OB
EFRHFTAREHSNELEBENTWND LA H D 1, | & LTS, Ziuk, BAEMIC
X, ESMCBIT 2 EERMEORERS, REFBEHONGENREECH D Z & ZILFERCHEE
BHEREROFNEORMER ERET B D,

Fio. FEY a T, B ERERERILIC T T, KETIE, S TARECEE S
RO AETORRE D OKEHEE) SERY 4+ —7 A XD BEOHNE S - = ENE
DOEHOHMEICIVHATVLRICHLEALTEY, 2o aBE X2, MEEMEOREIC
B9~ 2y OfI B, B, BG A T - BFZE LoD, MBS U, E 2B O£ A E
DFEB, LERH 7R & OBAFIZIANT 7RG 2TV, S E AT 5 2 LB &R
L TWD,

1.4. SAEDEH

AFRAMTIE TR OKE & FA Y OEERERFRBICE T 2 FHERFICOWVTHAET S
&L BHIT, IFRBICBWTHR L 72 5 HEWE O R ERESC AR LM OSIRESE, 7o, Th
(R 2 EHE OHIBRRIL (&0 X5 RBLE2 b ARERUS « RNIEMH &l Lzny) Fico
WTC, ANERERS, P BB OMIENFICK L, BT U o TR A D SR - I
A ZAT O Z LIk IRBEIZR T D H e 5 H KRR TR B 1k O RHIHEE 2 M3 5 7260
DIEEE R ZER T2 Z L2 B &2,

T OKIE T HHE & 1T % AR F Wil OKERFTE O LKL OZ O FIEFITON
T, BHMOEGHFII L, v 7 ) o ZHECHEE S 5 CHRHA 21TV WBEICB T 55
FERFEAR TR T D KB ERE A Z R 2 720 O EREE R 2 ER T2 Z L 2 ARy &
ERAR

1.5. FAEKH

AFHERZE ClE, KIEGFHAE 2 K Jenner &Block HEEFBTIC., FA VAL M m law
group IEREHATICELE LT, £/2, 2RO LV F LD EHRASALIT VY —F - T—F &
A St =R A e T3 ki L 7=,

CMIEROR Y 3 SR T — % 7 /v~ (F20E) YRS, SEEER T s
BEHOE Y 3 ) ENC I AR



2. REICE T2 EXMEFDRE

AT TIL, B EWE ORIERS « AEB/RICBE T 2 KE O S K OBORIZ DWW CRE#E T
D, 2.1~2.3 #iTIE, BUTOXKEE, EREOHN, B¥EMBERMEOFE, KO, ERIT
BT D HEHZ DWW TR D, 2.4 BiClE, KEBIHIC K 5, EEOBUMHER %@ U7 R
L OHPED FIEIZONW TS, 2.5 T, KEBIFIC LD, EEMBEREDT- DD
fthE & DEHEI SN TR D,

7ek. ARE(L, Jenner & Block IEHERI S HHT O RE RS MK L TV 5,

21. EXMEERZTICHT SREREE

1996 FFH R A 231 ¥ (EEA: Economic Espionage Act of 1996) (%, BEfFDIEHE (45
WIRDOHLE Z PO 2 INVE S OV A iE i, FRIKSE O BLE CRLBES 28 HE) 238 SR
BEOAERBIZHFM T HOICAT S ThHdEEXLNLTWNWEZ &
MOEIEINTZHDOTHY | BUETIL, & EMEORNERGICET S MFEERLEHFT L0
I —ICBT o DiEL o TS, £, BlE, IBROBRFPED LN TEY | FERN
FSL L7251, EEA OXIREPFHANILR SN D Z L IX2 b, BEMBEERICBW T,
EEA 2z TXI& EEA O & LT, BHFOEHER IINELETA SND Z L3 H D
D, A7 a TR B, ZHIZIZERIOBEEN S 256030 5, REOFH#ELIC
LOMAEIC KL D L. EEA OFIELIRE, KIEFFEMEIX, FEICESE 124 RO EFFZ1T -
TV (17EHDOE 2-1 28

211 EXMEFERSG - TERTZEEILT HEMAEE

EEA X, 2 DORRDIFREEEE L TWD, BFEASL (Thebb, SMEBFIZL S,
XL, AEBUFIERE 2 52 57000, BEMEORERS) . KO, REOMEA - I
LD HEMEORERSTH D, WTHOBEIZBNTH, [HEMBE] OERIIFR—TH
D, KK ERIN TN D,

VEERVE ] SIX. ATRMOEIEM N ERTDT, o, R, EBREUIWERN) - BT
1y - ) - GEF) - BRGSO L O7EEZ DT, L O& S OB 4T
TRTORE - FROMBH, FEN, BIER, B, SEM T TyriERs B
L. KZE, FHE. WEW. 7'v 77 s, Bk &G BUEMS. FIE. B, @
B, Fhi. IV 7 A Ta— REET,

(A) Y% IE ROPTAEFH D Ui lE ROWEIERFF O T2 DI GBI 2 HE AR LT D 2

L
B)Y%ZIE P ARIZ NI SN TE ST, 230, AR 72 T LV fiEd]



T 52 LIEARGTIIRWE DN G AL LI BLIEO UTIBTER 22 R B M E 2 51 &
TIENWTEDHI L L

WEEFRITIL, BN - BRI EEMBE ORI LT, HELEDO L ) U A EOEH
HLEENTWD, T, KIEOINFIEE EOEEMEDERS, RFETH DKM
BIELFOEEMBEOERLID b, IKFHREFRL > TWND 3,

2111 NEBRFICEREEZE5Z5-0DRER /1 . EREEZHE 18 & (EEA) 5 1831

&

(1) ZE1-=IH

951831 SciF, SMEERF, [HMEMEEE) SO MERRE ) (SR E 5 2 570 O S
DR, HHILFEE LTS, D OHGEITIA S B S, SMEBUFCHEBU-F A XL
T DMk DEIE DT OIATEIT 2 RIEMEEB b B EN D, FriT, [HMEERE) 13 SEBUT
INFEEENCHTA . B, SKHE, M. EEIUISHIT S, B R, T, HERRESE, Mk,
R SUTIER, PR D L < I HEAOMR. ¥, 2L LIEER] EERSRTND 4
MERRE] 2. EBUFOZE. (8. REA, AN, ZEHE UIRES) LER
INTWD 5,

RGN, FrEHE O 78  BEMEZ RIS H L T AICEEE L, XX, 2o 5ikT
FEHENOEEMELED 2L BIIE, BHERELZWEIRET 52 L) 22kl T
Do Flo, REIL, BEMEDPTAFEOF A2 GONTbDOTHLZ LAY DD, Yk
BEMBEZHEITATDH LI L TS I SN DT AZTH LR Lo
F—FETLHE UTOLEB) ThD,

T2 DINEEF, AMEREEE SUIANERRE IS 2 525 2 L 2B L, T
IEY DD, LTFOITAEZMEIITo 1234

DEEMEZ, L, FF2R<iAL, Mokl HH5E0 b LEREE
L. Xi&, FEk - 0L - B0k viugds2 s (D)

2 ARREEEE 18 B4 1839 &

3 v arldBl, kB ZVANZry— H U740 7T 40— A T ALF UK
1L TKE 1996 Ff85E A 31 k) (EBSREFE# Vol.25, No.6(1997)) 128\ T, EEA OFE #5
TN~ L —FKv—J Ly MEFDO R L—F- =2 Ly hOERREEZETLICLEZD
DTHDHE—MRTD>TIEWD, hL—FK-—7 Ly FDOVERKR - BRIFDO T2 DIZEAEF i T
WABHM D ARA—ENTEBY, ZOSRTREZIEL TS EHEHL TS,

4 ARREEIS 18 £ 1839 5(1)H

5 Id. 1839 4:(2)7H



@QEFEME L, Frael, 5, HR Fi, il i, ¥ vrn—
Ty7u— R, Wk, TEAT, H AME e, s, BRSO
BETL2E UD)

@VEXMENGIM S N IFFT 2 A S, BGsh, b LIE, Bl
SN Lamy oo, URLERMELZHE, A, XX, oraT25ZLs

T, AEE, ERROLFRORSEKE OIS EEIE L TWD 7, o T, HDHEMNE R
EEMGTE Aotz LT, EEAICK WEISNAGS, EHTREZ &IT, AR,
SME RN B ERE 228 L UIBUCE ERME N DR A2 2 e 2t 252 L %
REFIZERLTE LT, o, REREE I OZEE NI EMELFIA L &
ZREAT 5 Z L ZBURIZEER L TH LR,

1

(2)&1H1

1831 &R OEHNL, %, S8 UTZDONIT TH 5, AN 1831 LB THIE
Lol A, R 15 OB, K&K 500 7 RAOEIEITZOXGREHE LD 8, #
M 1831 B THIRE 2o 72354, 1000 75 RV X0E MRYFEHRRIC & - T, GEE
NEEMEOME] O 3 FEOWThIEW T EkEEE THE1en3fEons, 16
IS R O iE ) (TR EFR SN, HEME 2G5 2 & TSP AET S
Z L Edn BN (WG E SO EME 2T 5720 0B %) bEEND 9 £i-,
BOFFIE, JLIRIT AT L o TR B AL - FIZE ORI, #EE 1T 2B ZRD 5 2 &
HTE D 10, fllx DFRICBTHEHIONFIT, FHEIZL>TRDLND,

pulh

i

2.1.1.2. BEMEFEOFRERG - FERT: 8REEME 1845 (EEA) % 1832 &

(1% (- F18]

551832 SkiE, ANEEENPBE G T 20ENICEDL LT, W RDIFIZE S TH, HENE
DR ZBAIIE L T 5, REIL, HEMEOGR, BE, BEUBRICET 5 FEOIT
ZEEELE LTV ANETEROEEICET 2 HEORD VI, raHLUIIOE OERDT
DI RS 2 RERST 2 E VWO WEAOBERZEMEL LTS, S5IC, H 18325 T
X, BE A, ATANEEREOTARICHELZ 5252 L2EML, XL, ThixioT
WAHMEENRDH Y F i, EEREE TN SOTEBEERE CRHA SN UIFIH SRS Z ENE

6 Id 1831 (@)D, [ ()3, [F(3)H

7 Id. %5 1831 Z:(a)TE(4)1E, [F(5)1H

8 Id %5 1831 %k(a)18

9 Id %5 1831 5:(b)1H

10 Jd. 5 1834 %=, %5 2323 4= (EEA FZIZRT 2 1 IUELE)

5



Han -85 I —ERZE#E L7 SO TRITUUER 720, La3nTnd

HIEXNDITAERHEH LZER EOXEO—EI. LT LBY THS,
(QFTAHF LS OF OO T2 DI, NI E B @R TR S IR asns 2 &
DEM SN R I — R CEE LS EME 2 SR T2 EXEH LT, o,
ITANEEMEOFRARICHEEZ G252 L2BRL, XL, Zhz->T, UTD
IT#RZ M ENAT o T

(DEXEME L, GIL, Fr <AL i L, HHE0 b LUIREEL, T
FEIR s ZEL - AVICE VRIS 2 (U

Q) E¥EME L, FFap, 5, ER Ei M, ey, Fore—F 7o
n— R, A, FEMELS, FRlL N5, B, e, B, EEUMEET s I L
(Xi%)

Q)VEEMENGIM S W SUIFFAI 2 <A S, BFsh, b L, Ak
EERMY NG, BEEEWELZHE, WA, AL, frAT5o2& 1

T DI, 5 1832 G DERIILLTO LB TH 5, (@Q#E AN EHREZ A IERH 121
2l MBEAD, UHERAMERER THD LMo T2 &, U, WERRTH
HEEUIZ & (Y MMNEBRICEEMEIZ ST 52 & (DEEAD FraHELSN D
HORBEIRDOT- DI EERMEZERTIEMEAL TN & 18 (QfE AR, HE
MEOMABICHEZALIEL ZEA2ERKL, XL, ZREH-> Tzl & 14 KO, ()
SR N MBSO E RS TR S UIRIH SN D Z ERER SRS O —
AWCEE LD THLHZ L 15, REIFWEANEEMELZRH LI 28 EL LT
R, BEREBERER S CTHICHAT 2720 THoTh s,

(2)E1HI

1831 S &Rk, 35 1832 S/EM D ETHNL, Bk, S14 UIZDNEFTH D, AN
BIIHKE 10 £ TH D, AT DHEEICONT, EHE LD ERITED 5TV 7R 16,
B L., S1&FHHEIC L > GBRUIEAR SIND DO TH Y | KEEOMOMIE S, JL5E

11 Jd. %5 1831 Zk(a)1d

12 “misappropriate”% [RIEFH] LRLTWD, ZZ T, @QICEF LN TWHITARTEE
LT Wl &L,

BB 7= 20, BB ONRZM L TICHE L5 U CTRLHT 7 — 2041 5,

Y EDEMHIIM I LE L SR,

15 QFFICE OF LEGAL EDUCATION EXECUTIVE OFFICE FOR UNITED STATES ATTORNEYS,
PROSECUTING INTELLECTUAL PROPERTY CRIMES 160-61, available at
http://www.justice.gov/criminal/cybercrime/docs/prosecuting_ip_crimes_ manual_2013.pdf.

16 ARETEHEE 18 &% 1832 4



{2k U CHBEICAREIE W ENI AR SN D, MFkICT 2 814:0% 500 7 FvZz LR &3
%17, 55 1831 SeflkE. BUMIZ. JRIRITAIC L > TE LMY - FIZEDOEINS0, #EE I
T AR EALZRDDLZLHTE B 18

21.13. 1831 % - F 18N FERDKRERUVHHE

%5 1831 e UV 1832 SRlE . B RIERK DARE K OB EEIE LTV D, 77205 5 1831
G() (DI OV 1832 () (WA KR ZEZ | 5 1831 5:(a)(B)H L UVE 1832 5:(a)(5) T A3 HEE
EEEIELTWD, 57 —ATIL, MEEIX, LEBBEZRICEDIANCEREZE T, ZhLbHD
SRABIRT HZ LIC KV HERBEONAE T 2HELHS LN TE LR D 5,
£7o. BREBEI, BEREGET D OFHHL EoRE ﬁ%é%ﬁ(%ﬁ%ﬁ%ﬂ AL )
B RFFT 5720 :aﬁ%ﬁ%ﬁ%%bf“&ﬂott . B S B [k
| OFERELEOEREZWI- S X RGA%) | _n%ﬁw@wfmmﬂgm
SNDATREED B D,

RBEDNLFEDT=DITIE, MEE L, #EEAD DUFRZITICHNE L 2 5 EOF B E R
fﬁ@b\ﬁ%@mﬂﬁéhmm%k JLIR%E % Téﬁ%@ BFRIZF U T SRR D Be
ERERT DIEA I MERZ, BRINZATo 7o) ZE AR LR T U7 ey 19, JEEk
DLFEDT=OITIE, BREEIX, LHEEDNINFREZITO ZEICHERE LI LA LRI
2 B2, ZLLEE, IEEE O S B b — AR HEEO B ZERT 2720 D
M HOITR) ATl T L ZFEATIUTRED £ 20, BHE R L LT, REHE &L O
HEICB W T, S AR D DIERDEENE TH D L5 UG AITIE, EBRIZE OF#RN
B EEEME IS T 20 G0 ERR & e D 2,

551831 S KM OVEE 1832 ki DR M ORIz T~ 2 8iHIIE, BERIL LR L TH D,

17 1d. %5 1832 5:(b)*A

18 1d. #1834 &, #2323 5%

19 United States v. Hsu, 155 F.3d 189, 202 (3d Cir. 1998) (& #&i/f75#155 5.01 Z:(1)(c) X % 51 FH)

20 A AREVEMLES 18 4 1831 S:(a)(5)ME. &5 1832 5:(a)(5)™&

21 Hsu, 155 F.3d at 203-04; see United States v. Lange, 312 F.3d 263, 268-69 (7th Cir. 2002); United
States v. Yang, 281 F.3d 534, 542-45 (6th Cir. 2002); United States v. Martin, 228 F.3d 1, 13 (1st Cir.
2000); Mark L. Krotoski, DOJ, Computer Crime and Intellectual Property Section, Common Issues and
Challenges in Prosecuting Trade Secret and Economic Espionage Act Cases, 57 United States Attorneys
Bulletin 5, at 17 (Nov. 2009) ( I (EEA 28T %) HFHEFRK ORZIEIC OV TIE, FROFTTH
HEREZNGET DTN E WD T EICERRIT AV ),

7



2.1.1.4. EEAIZBIT5R#EHS

EEAJLFRICH W TR & 7> TOW D BRI 2 RiET D720, B L, THERHIETIE
FERE OB L RET DI DICL BN O 2T DORFTLOMDITHZITI bD LT
D1 LENTVD 2, ZORER | FRBICH AT LT, (EEREPTFEFRICE
THIR &) T S V72 SR8 OMEDS — 842 O TIEZRW D &V ) EERE OFT
AHEOBEZMOIT 57OICRTONTEbDTHS 28, WHFYIZIX, EEAFERIZBIT 55k
AT, EERBER~OT 7 v A (EEAANTITARL) #EEADORELITIRE L,
FRMEHERHCERZRIET D L2 RODLEDTHD 24,

2.1.1.5. ;ifF M EEA QIE

W2 2 FEOMNC EEAORT G & ETHINE, KEFES O 2 SOERIZ L > TER I,
2013 4 1 AITiE, 2013 A0 E K ORFEIEE) A <1 Sl ki (H.R. 6029 (112th), Pub. L.
112-269) 2355 1831 SR ORI A5 b L7z 25, fEAIZxr L Cid, &l 50 7 RAd b
500 J7 R/UIZE| & BiF iz, ffkicxr LCid, 1408 1000 77 RVhv6, 1000 J5 RV
ITHEERRRIC & > TOEEREOMMAED 3 555 & EiF b,

E7-, FHIBR T, BHPTRS S ER S NCERNZ2 S WIETERICSRT 28T A R7
A U ERET HEE %?EoﬁZWfﬂ%ﬁtT%é*lg%ﬂéﬁx DA RTA v RET D
&L RO SIANTALIE O B RME 2 M YN SR L2 T g e, 0 ) SIERE OB E K
Mg~ MBS U THA KT A /%Bﬁzrm“é EERO TN, 2013411 A 1 HE
BohHEE LT, RAEESE., EEAEN 2 &G RIEL OFERIHICHEA SN &M T4 R
A HEWIE LT, REERIT, LEOFENEEAIZE D < MLOIERFIZHE S NITrnb
59 HEMBOAREFRAICEDAIEOHEEIC, HEIN 2 EHME F T35 KOS E
EATHZLICLD, HEMEEIT T 26,

FZERIE, BEADR, BERBENKEIMIFEFBHIND Z L 2> TWEEITIE, &

22 GRENEILEE 18 5255 1835 4¢

23 Krotoski, supra note 21, at 14 (citing H. Rep. No. 788, 104th Cong., 2d Sess. 13 (1996)).

24 PROSECUTING INTELLECTUAL PROPERTY CRIMES, supra note 15, at 211, 214.

% Z OFERIE, EEAERICOW ORI ZHbT 5 2 L 2RI 2BHAENE o nT Lo
/2. See Administration White Paper on Intellectual Property Enforcement Legislative
Recommendations (2011), available at
http://www.whitehouse.gov/sites/default/files/ip_white_paper.pdf.

26 YA EOREHNZENLL T OEIRIOWT RGN E R ET D720, HHIE K E & A
R4 2BRLBRTIUZR O, RAA KT A 0E, =D XUTEHEDO L~ THER S D &
a2 LT IEDREDOEELFRE L T\ D, BRI EENTR SN D & #HEBE A BOUIHESEE
SRR IN D BN 2 5 WVIETEHE L R R 2B L 2 5T L 2 T U2 720,
BHBEIEIHA RTA VBHERT 2B TE BT W EBOWERZ2 SV ET#EsH
LTCWHD, IEEEOREMED bEVWEMNZERT S Z LT TE RN,
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FlL~ % 2 BEBE RS, 352 L2k, BfFORRbAIER ST 27, AEES
X, MEENEREOESLoBH & LT, BEMENKESMNCR B SN Z&I2ky, &
O OIIEOFE LFRERYT b, REFRGEDGE LIS <20 2o, SMNE OB FHE
FNEEMEZFP LT 25 2 L THEZOBRENILR L, L0 —Kicix TEROH
RIOBEE T, BRBERER ORI NEhSd, W) SEHH LT 28,

Bz, FEERL., BEMEOARERMN, SMNEBT, SMERERE I ERE OFLE O
COILREINDBDTHDLZ LAY, T, ThEEKLgENCEA SN D, KEE
A KT A4 Db & TORFOEMB(LEZ, KVEKRRLDOE L, 2ok, 2 L
APH 4 LNADEFAZEI BOTHY | BIEITS HITHEAKEDOLIEZ L~ 14 &£ LT
W5 2, AEERIL, AMEBUNOBEGIIKE ORI & 2RI 2B A st 5
LOTHLNE, ZNHOERITIFHICHELATHL, L3 L, S5z, AEAERIE AE
BUR DM EF ~ORE 2B KT 5K E OB T2 2 38 E LEEL . HNEBUFO
BN L 22T 7o) et NI, TREFERROE ST 2720007 0 OME] 2HF L Tnd 2
EMBN, LA LT 30,

EEA ED 2 S HIE, 2012 4% EREANERGIME (S, 3642 (112th), Pub. L.
112-236) TH Y, HIRPEFREHFTOWRE TH D United States v. Aleynikov, 676 F.3d 71
(2nd Cir. 2012) (2% LT 2012 4 12 HIZHIE SN2 b D TH D, Aleynikov F (GE
RG22 0R) Tlx, #HFTE. F 1832 XD UFIE. HbISHBNRELL Y L EEA
ST WEROHDHa L Ea—F—- 70T LORERFICITEH I e, SR,
91832 DM RE Z DX D D Z LIBEEEMA D20, @R, ®LZ0 TR

TBRATA RTA TR, MIRER T L ICEANTE LY () BNEDLRTEY, 2o
%rﬁ NHDHEL~LNL ERD (] ﬁEng)ﬁ%ﬁot“ DFEN) | [ZoFEERHD & L~L
MLITRD (Fl: HEALEFEOHEE) | L) Kol BRARFFICED LNVREE L, K&
B 72 LSV BNRE S D, @W%m@vAw%%k_ BREE PEHIE IR T 2 B SRE
SNnb,
28 UNITED STATES SENTENCING GUIDELINES, SUPPLEMENT TO APPENDIX C at 30-32 (2013);
UNITED STATES SENTENCING COMMISSION, AMENDMENTS TO THE SENTENCING GUIDELINES 1
(April 30, 2013).
29 fE N OBLE N DWW TIE KEEATA KT A4 2 OLFE L~ 14 13,15 A D 21 A (Ji
B 722 < AT E) TR 46 0 H (ERZRATENH 256) OHERERMM L 725,
UNITED STATES SENTENCING GUIDELINES § 5A (2013) (Sentencing Table), [Fl L~V O {E A D
B NI R 2 HELEETAFHIL, 4000 RAVLLE 407 RAVBLFCH D, Id § 5E1.2 (Fine Table for
Individual Defendants), FH#&OHE NIZDOWTIL, [/l L L OE NITxh3 2 #EESLUEST G4
(FEEDATENC S HWITHE I NG D) 1. 8 7 5000 R/b, Yk D15 7= R )T Y axii
ARG 6 LA (BEEXIRLOMEDORE) O bORKEEE D, Id § 8C2.4.
30 UNITED STATES SENTENCING GUIDELINES, SUPPLEMENT TO APPENDIX C at 32 (2013);
UNITED STATES SENTENCING COMMISSION, AMENDMENTS TO THE SENTENCING GUIDELINES
1-2 (April 30, 2013).
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fro-~< | EROXFEZLWE LT,

2.1.1.6. 12EH D EEA HIE

R R O 72 D OB RENEILE 18 BUIEIZ W T OIEEFHEAEE (2013 £ 7
A) TiE, EEAIZBET 2 S LR 2BEOAHREMNEIN TV D, SikiER BRI T
BB L TRV IEL 5 1831 SRR UV 1832 S A i /1A s L OVERGIHAR IR 5
HIFE (RICOWE) IZB TR ITALTLHHDOTHD, FIERVNLT 5 &, & 1831 &
Je OV EE 1832 SRiERAT AW BAFT 2RO — & L TiThil 35512, SlHIAE
ks & s 8

Fo, [AERE T, EEAOXIG L R 24T 4% b L, JIERT 2 2 L bR EN TV D,
Frebb, FARIE, #1831 fK(@EAKIEL, [FMEBUF, SERSEE IAMET B2 E 1%
E 2570 ORI A, IMEBUF, SERB SUIAMERE OZELE S L ITHERICE
. XL, TNHDOEDEDIT, FETENDZ &) ZHEANRER L UM -> Tk %
LRRETLHHDOTHD 32, FIERIL, 612, H 1831 £ THEAIND MIEKRE] oF
FaEEL, SEBUIC L > TEENIC THZZ 0 T 5 ) Mz & & 5 L Tn
%33, Nz T, FERTIE, % 1831 Rk » TEIE SN ATTENC IR, AMEBUFIC L »TX
BN ALIEEC, SNETITON D ARA B CREOa L Ea—F— Ry FT—7
ICHBLEHEZDLOREEND T LN, FIfLIN TS 34 REZIC, FELRIR, AL
IR D EERE ORI 2 DOEEEMZ TS, EEME OEHRE: T L0 [
WEDNY 28X 9BRT L2 308, BETIHEHEMEOTAED | FHPTOME
DD ARBEFEORG L 72 BN HIETEEMEOTNZRET LN TE DL OITT
HT ETHD 3,

2.1.1.7. EXMEFAERSHIL - RIADE=BHICFIA SN HHOERZE

EERVE O AR IERSIC B DRI T A DOWLENZ X, EEAIZR X TIZEEAIZINZ T, 1l
OHEIIELRHA SN D, MOEENEEAICINZ TR ENDBEDOBFFIZE > TOFHED

3! Discussion Draft Bill to amend title 18, United States Code, to ensure greater protections for trade
secrets (July 2013) (AR [E VLI 18 A5 1961 (1) EHA~D KR E)

2 1d. (BR[E LI 18 %45 1839 £ “Definitions” |2 4 % WIEIRZE)
TEHAREICRL T, RMREARDEENENDZ L EEERL TN,

¥ 1d. (A E B 18 45 1837 52> “Applicability to conduct outside the United States” (=B~ %
WIETRER)

% 1d. (AR [EEIES 18 %55 1839 £ “Definitions” |2 B4 % W EIRR)

% 1d. (A IEE I 18 2855 1835 4:>“Orders to preserve confidentiality”|Z B4~ % Sk IE#2 %)
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) (ARMPER STe) BUFORER, KO GEA - — A 2Rt T2 72 8 0O JH BERE 5 S M 5
WE (Baf, A% —%v %) OFATHL, ZOOREITER LIZHEOEANI,
EEA EX ORI L Y b LV, T2 5, EEA BT EME DO REREICHOWTITRE
10 45, AMERE AL 2OV T RE 15 FEOBE TH 5 0Ioxt L, BE - @5 kIR E
20 XL LIRS T 2561213 KR 30 F0giHI L 725,

WIRATAN L Ea—F—CBET2 L0 THLIHA MEE T2V Ea—" —FFRED
B (BRENEILEE 18 &5 1030 §2) Ikl T 2 2 & T 5, [Hikix, R#EShik=
VB a— X —|EEICT VA LT VB RAERLL L RIET LD TH D, B
ENFER T EIMCRE L H S, I A2 TR S b OICBT 2105 IT A DHA .
MEEIL, EZEEE (GRENELE 18 &5 2311-22 &) EXEZM O Z&b&Ex 6D,
[FiElE, RSN MPOBE), Wi UIZHEEELET LD TH D, B L, FHHFFrOHIC
X, FEERICIIAE RO GERBVNETH S LRT L0 L5720, Z0 X 5 2T
DOEFEEZRB W TIE, i ARNEEZOMOYR % Fi> T D X 5 RBEIITEHA TE 528,
B ERICET 2 EROLEITIE, FNEOFRAMEIIIRLS 222 40, 26 DIEFRDSZICTIE,
L, HENTRERE 10 FOE UTIZNLL T &> T D,

FHROFEBRIC L o T, WO FENEATE L2 b H D 4, BUFIERICEES
HERTIE, KEEFRHY A NOMRLERLEFEHREBFROFFH N L AL LTV DL
(BRENEIES 22 &5 2778 45 (2004)) <°, BUMIKE T X 2 BURFIE 8o 67 vl B R A 25 11
LTWDIEHE (BRENERE 18 &% 1905 52) b D, #HEAMUIMTALZREL Lo &
LE=BAIIE, BUHCEB 2R ~ND 2 L 2280 Uik (AREERE 18 5% 1001 50
R0, FNEMEAZERE LR (BRENEIEE 18 855 1505 5, 15125 | 15195) 12X
V. FFRESNDAREMEDR S D,

37 Krotoski, supra note 21, at 18.

38 Id.

39 See id.

40 DAVID W. QUINTO AND STUART H. SINGER, TRADE SECRETS: LAW AND PRACTICE 316 (2009).
41 See Krotoski, supra note 21, at 21-22.
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EEAIZHS < FFE & ARk, OERIZEASWIEFFIEZAT 9 HE 123, BUFIE, JL3RIT4
IZE > TIHONTMY - RSO, EHISHT OHEEZRDD L L TE D 2,

2.1.2. FIBEEXMEZEZTEZEONHT
2.1.2.1. AEDIHHE

Jenner & Block VEFEEHET OFRA T H ORRERIZ L D &, BHEME O N ERGIZET 2
AL, EEPEITICAERGORWEHRET 5 Z LICK > THBESND Z EB8E0, JAL
OEE, METOREIEEMEZGRINT-BETHD, L, AN, BITICHE
Be. XL, #EEREICH L, RERSGEZRET L2 L bH D, Hl2IEX, United States v.
Williams, 526 F.3d 1312 (11th Cir. 2008) (&R A ZH) TIE, T UHDB, HDHH
WA e a—FHOEEME AT D L OFEF BT OB, 2 - a—F 42
O E D% 2 - a—J U FBLIC#E 21T o 72, [AERIZ United States v. Howley,
707 F.3d 575 (6th Cir. 2013) (A(TEE A M) T, U =4ko IT #HUEER D, At
DREEEDE A —NOFIZT v RA P —tLOBEBFR CTH IR EOEEEZHAL L. 7 v R
A Y —tHZH b, FD%RT Y FA Vv —HB RN ERGZ#HE LT,

AIERAG LS ORI D 15 72 B TSR DM T OV BRI 8 R O ATREME D & D b D D3 %
REN, ENUC L > TEERBEORENHIGIND Z L HD GrEDLE, B ToOMK
TdH D) 43, United States v. Hanjuan Jin, 733 F.3d 718 (7th Cir. 2013)D X 9 (2., Bk
BMar@s TR b0 R L, MUNEMT 52 & T BEMBEORRIZELZ L
LD, YO ORERIZE D & MEEIX., EEAEKOREMZ 275 L 2 et Mo
REhFICEELZMITAZ EbH D (AL, ZOHEEITEY) |

Wk D ORRERTIX, EFLLI O FIEDE 1831 SITHEES S AMERRIE A /A FLE D & 70
526 H 50203, PEIERD B O 2 A3 2 2 O < 72 DI FHIRIEK L2,
PENFET D, Vo EFRPEHH Y BMBEEIXZONZ =TS T2 \x (R
KENSESH ELTND L&) EEESBLET D, WEEENERKENOGHELEL S &
THEIRGE, BEHENZAEZER L, FAERGEZHET L2 bbb D 4, £/, FEH
ERIZEKR LTS T 7 REPDEEME LTS T2 2 2 KT 20ELHH. - T,

2 BRENEIEE 18 B5 982 F(a)H (HEFRIUIBIT 2 —kERH).

43 KENEBRIEBIL, ER CTHREIT O o0k v OHEREZ A LT %, See Evan Williams,
Border Searches In Trade Secret and Other Cases, 57 United States Attorneys’ Bulletin 5, at
52, 55-56 (Nov. 2009), available at

http://www.justice.gov/usao/eousa/foia_reading room/usab5705.pdf. [EEIfHR 2k &+ 5
PR DB DT, see the discussion in Exhibit 1 of United States v. Fei Ye, 436 F.3d 1117
(9th Cir. 2006), and United States v. Hanjuan Jin, 733 F.3d 718 (7th Cir. 2013).

44 Williams, supra note 43, at 52.
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REEEIE, FERMNIT - E VET | A T 72 TEMIFE D 2 280 P EER & Ak L
TWD X o afe¥e, EERIBELTVDS,

2.1.22. —MRAGREAE

FBIIZ, RERGORENIOWTOEREZE LIk, BEEELZITI ZL1HD 5, #i
Z1X. United States v. Williams, 526 F.3d 1312 (11th Cir. 2008) (IifIEEIAZH) @ X
12, FBINHEATHDOIIRITAIZ OV THER A B2 35G . BB E EME OV < 12 Bk
ERLENDEED ZERNDD HEEDONWEE L TW5 EELDITREY Dk Rils
HLTWAEE, FBLX, WilliamsEhb D X 9124 AN OEF/ L RIET 571200,
Williams=A4:=° United States v. Chung, 659 F.3d 815 (9th Cir. 2011) (ATEEIAZ )
DL IHEBEOMEREAT ) 12D BHFTOFTREBGT 2L bbb 5D, S HIT MEEIL.
HREAR, Ak, BHFTOMBEBEL, 2Ja=r—var -2 T M ¥ — (E
RS, RS, A VX =Ry b YR - T a NS X)) (IR L, B AL
RAAA=VONERLT B U v NOFERFEOEREFHRT D X I8HIT 52 ENTE S 46,

Fo, BEWBELEMATOILENTHELZFMTT5 2L b0, HREEE I THEEEIC
RIEBAFORWR S 556, BEN, FBUIK L, YEMEEBORHE, Eif. E1A— 1%
DDA a—— EOITENCET HIERARIMET 220355, Zh b DFRIC L - T,
WEANR, 778 AMEEAE LWV RWERICT 78AL, XiE, 2O L) EHE X 70
— KLV Z &R, GEHEINDZ &R D 41, BIEEBIZRWARL 255G, HlxiX
United States v. Williams, 526 F.3d 1312 (11th Cir. 2008) (FfFERAZR) X 92,
WEEE DHUZET A0 A T ZikiE T 572 DICFBI & ##E T 55 RN FHIUNEE D 72D DFF
e FEAHR LD b D, £lo. HEMBLIAT ML, BRI ER EoE ¥R
BOENM AT e B2 DHBEHHAT L 2 ENTE, FlIE, B0 ENEFED
2O DFEIZONWTAES T 2 DICHRIERIEERDHENEZ MEFICHET L2 L6 TE D %8,

4 FFmEAICET D EEMEER L LTL, 1 ENIC, United States v. Hsu, 155 F.3d 189 (3d
Cir. 1998) (FRAT&E K A 2); and United States v. Yang, 281 F.3d 534, 540-41 (6th Cir. 2002)
(FBLIZ, # AL ORFEE ET A TRET 2%, WA 21T Z LICRBELEEDa
VB NEXIE L) H D,

46 QFFICE OF LEGAL EDUCATION EXECUTIVE OFFICE FOR UNITED STATES ATTORNEYS,
SEARCHING AND SEIZING COMPUTERS AND OBTAINING ELECTRONIC EVIDENCE IN CRIMINAL
INVESTIGATIONS, at 127, available at http://www.justice.gov/criminal/
cybercrime/docs/ssmanual2009.pdf (hereinafter “SEARCHING AND SEIZING ELECTRONIC
EVIDENCE”).

47 Krotoski, supra note 21, at 16.

48 Jd. at 16.

13



21.23. BHTOREAE

AL R E DEIMNCAFET D56, MEIE X, FERAED D, fMhE 0PI THEEECE B
BB FBT &R0 5, FRADMMEDEIC & KEREIC IERK T 5 £ 9 6%, SMENETE
BB IEANXUTFHM A AT H LN TEL A LHD 9, ZO LX) RFHLEANTE 7
WIBAIZIE, %, CKEDSIMEBTF &R LT D EEISH0 (MLATSs) %3 U CRFiL
DEFENIR SN D 50, MLATsIE, #ARICIE, KEREEICRH L, iEAO R, EiFZ o
DAL OFRH R KON, MAEEIC BT 2B ROFITICET MR E 525 b0 TH
% 51, FHEICBV T, KESMLAT Z & L COZRWANEBIF 5 OB EE & 72 55
BT, REEIL, FEAICGES S8, FHUMEH O OICBIEE LM 5 X 5, HFEH 2K
HTEbHD 2,

KE A BARE EALFEASIESE RS L TR . YN EEAF L 255t L LTV D
BA . BB, MEIEDRHEEE OB L 2ITWEGD RN S D, £1-, BMEEIX, A
VHE—R—= e Ly R ) =T A AEFITTHEDIC, AV F—R— el 52 b b
Do AVE—RN—/bs Ly R ) =T 0 ANFATINIGH, A F—R—/ L, #EED
L SHE L. XE, ZOfMogREE ICxT kR FEA#E L 70Dl #ERE O N
WL RBFT O EICHOWTH I &21T 5 53,

IO ORRERIZ XL 5 & BTV TORE Z BEN 725> A 203 BfR 3 2355121, FiEL
RFES MR T D DO IEFITINEE & 72 2 ANEBUFIZ AR 2 5- 2 D 72 D O A3 A 1HE) 73R
THEETIE, BHROBREFEN S D, SRBLED DX, KENL, & L FFENYHHNE
BURF & OBRIZE 2 2B OWTIRET LR IT AU B 7220y 54, EFNRBLENOIE, 4
FANENZ GO R E DR T D350 . YHANEDRM I E21T) Z L IXZ 2 #v, TR
1%, IERFOEEAERDLZIZBEWTHEERNEESG L TWAHA 5% | KEIEFHEEOMT
MLAT IR A BIIESK b FGHE L TRV, &) R TH D 56,

49 SEARCHING AND SEIZING ELECTRONIC EVIDENCE, supra note 46, at 57.

50 Jd; U.S. Department of State, Criminal Matters, Requests from Foreign Tribunals, and
Other Special Issues, FOREIGN AFFAIRS MANUAL VOLUME 7, at 1-2, available at
http://www.state.gov/documents/organization/86744.pdf.

51 U.S. Department of State, supra note 50, at 9.

52 Jd.

53 INTERPOL, Notices, http://www.interpol.int/INTERPOL-expertise/Notices.

54 See, e.g., Thomas Reilly, DOJ, Economic Espionage Charges under Title 18 U.S.C. 1831°
Getting the Charges Approved and the “Foreign Instrumentality” Element, 57 UNITED
STATES ATTORNEYS BULLETIN 5, at 24-25 (Nov. 2009).

55 See infra Section I.c.i1; see also U.S. DEFENSE SECURITY SERVICE, TARGETING U.S.
TECHNOLOGIES: A TREND ANALYSIS OF REPORTING FROM DEFENSE INDUSTRY 6 (2013),
available at http://www.dss.mil/documents/ci/2012-unclass-trends.pdf.

56 See TrARIFENEHEE 18 K% 3181 & CRENMLIEAGIESRM Z ARG L CWODED Y 2 MG E
N T 3); U.S. Department of State, supra note 50, at 2-8.
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T FHel 1T 5 LA T OREMLBE R Fhod i &, BN FFRABANC & - TRA S, R
FHeLITCOFHEI I T 2 REMLBI R Ffoe & IR RR D, —fRANSIE, B ADERE L
7o E . BURIE, #E NI K 2 FmE XA EOMR | gy NOFTR LSk, KO, BUNARE
LTWOnD 5 b FRIZEBWTENT S 2 L2 TEL TWD b O UIHE A OB HTEE)
EWfTOOICEE RO (FHE, Wk 7—2, BE, &5, HMERES OENF)
. ACHR LTI BV, BUNA 2 b DOEGFEICIE - To e iid, #E N, [Rkk
2, HEADBRE LESRBTHEMRT 2 TEOEH, WIRELR LARTIUIZR B0 57,

VHEFIL, FEADPLBIOEREFL 200, BBLRARITT 22 0N TE 5 8, R
FE L R0 fEREPUTE FIT DRV, BISYRIRILO b & TIERICH 72 5 HBEIIE,
NHFEOTZOIZIES 2R 7T 2 AR TR T2 2 LB FRETH D 59,

2.1.2.5. fRiR

JHFE EMERRIT, AEERETESRVOREENZE TH L, UTIZRRS LB
D 60 FREDHEE T, WHEADTESNIARD 5 B DO IIEEIZ OV THIRE R &
TV D E TR 2 SN D OIZO TN E 20, S ADNHFEHORICAIEL S
M, NBAERERZIT 1256, BHENENZS VT, BHEIREREANEIRL S
LIRDIETEH O ERICHR S D, BHIE L, L% ERUT OmEb) e B 2R ET DI2H 7
2 T, [ARRORILDOHEE N % B 2 AF LT 2 1o OIS B OHERE 24T 5 | KE &
HTA RTA L EBRLRTTR B0,

2.1.3. EHBEER/INAEZEEICET HHEt

At a T, EEA IS A, RERS OS2 il AIRu, S
BT 57— 220 TS B, W< ODONT Y =T, EIEO 2012 £ OB
WOF =2 NAFARETH S, BIFAET —Z NAFTERVESITONTIE, AT
el RO HIR 2 O THIZE LTV 5, BED EEA 7 — 2 BNEF 5 b B o 15

57 Fed. R. Crim. P. 16.
58 Fed. R. Crim. P. 17.
59 Fed. R. Crim. P. 15.
60 See infra Section I.c.ii.
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[ANQAYN

2.1.3.1. EEER (FBI) D#iEt

pL::}
FBID BT OFLEAR RGO T, HEMEORERFIZE L, 106 O FHA AT H
Th 5 61, FiFEIL 100 . £ ORTEFIE 94 EOFA I EITH TH - 72 62, 2010 4725 2013
AT T, FRAE O 29%IE0 L 7= 63,

REEE kR, 2012 4, EEAICEAT oM Z2 AR L7z, % 4 FH T, FBIZEH A
PSRANZBE LT o T i O BUEfFH LT 5 64 BRREUT 5 5. A IRHIRERIT 8 fi5lci
MMLTWD 65, 2012 4FFEIE, 6 AIRFAT, B A /A (B L 7245 T 10 HhodiniTt o
NTW5 66, RHIMT, FBIZE ST~ 21 ADO#FEANRFSNTE Y, BEEHFTT
9 NDYE NG IRANRZZ T TN D 67,

FBLIZ, AIRHE, 22, #IL, BHEIZ W T, EEAJLSEICER 7=t 2AF LT
720N, UL, 2012 FFICET SN EFIL 2 TIZOWT AL &, FBLX, #R%H 408
75 1603 RV OB K OMEEDOZE 2, WS, #4H 44 77 2917 RV O 4TV, F%H
653 15 9208 R/LDFHE 215G T\ 5 68,

2.1.3.2. EMEEE (DOJ) DFE. Lk, BRHARUVENIZRET SH#i5t

DOJIZ L5 &, 2012 &, [AIEIL., EERMEDORERISFIZOWTEEAL 1832 &Iz ko X
13 . AEBOFICHERE 5 2 A T2 D DORFE A A ITHOWTEEAS 1831 SIS % 2 ko
TE R OFFIBEIT -T2 69, AIRHIP K OENIZOWTIL, DOJIZEEA & fthh oo iRt e S0

61 FBI, PRO IP ACT ANNUAL REPORT 2012, at 1 (2012 4F 9 30 AW S D#E)

62 FBI, PRO IP ACT ANNUAL REPORT 2011, at 1; FBI, PRO IP ACT ANNUAL REPORT 2010, at 1.
63 ADMINISTRATION STRATEGY ON MITIGATING THE THEFT OF U.S. TRADE SECRETS 7 (2013).

64 Feonomic Espionage: A Foreign Intelligence Threat to American Jobs and Homeland
Security: Hearing Before the H. Comm. on Homeland Security, Subcomm. on
Counterterrorism and Intelligence, 112 Cong. (June 28, 2012) (statement of C. Frank
Figliuzzi, Assistant Director, Counterintelligence Division, Federal Bureau of Investigation)
(LLF.  “Figliuzzi Statement”).

65 Jd.

66 Jd.

67 Id.

68 FBI, PRO IP ACT ANNUAL REPORT 2012, at 2.

69 DOJ, PRO IP ACT ANNUAL REPORT 2012, at 16.
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ERCE TERARIC, TR BHFTOWE, Wi, DOJROFBIOEEAFEICHT 57
LA VY —Z2ZPFEL T, HHEERL TS L ZORBOBERIE) S DT — X %5
MTHE LLTDEEBY THD,

EEA OfilELI, E30E O R ERAHCBT 25 1832 FIihS FvE 115 £, SME
BFCAR IS % 5% 5 12 0 DT A A (B 545 1831 Sl 5 < A2 TFIT 9 HEfitE+ 5, &
2L ORIEE, BFORIIFT LY Tho,

& 2-1 EEAICE S EER# (1996 &£ 2012 % T) 7
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1831
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1832
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P OEEAIZ S < FFIBO 9 B 85%IC BT, By ANEBAERK XIEZ O &
NFIRICOXHRER AT TS B, 6%DHERT. BFNEHINL TS T, 4%DHE
£T, BESATFENTND (ZO%A, DOJFRICHERRT L LN TE D) 5, 4%
FIAEAT O 12 THY . Hb 10 (FAHTR. 2 HPEETHS ™, BHEIC, 5 A0
Wt SIS~ L, BHISR S LTV 70 7,

0 BOMFIE, BRAEE. ERR S AVEBE AL CHIR Z2 ST TR E AU O O & SOV T, FHY

MPEBEENEZ £ L O OAREZRM L TWVD, ZOFH CTIX EEAICHEK S HEOAR R LT,
H# EOFEEHEREZ OMOFIFLNE EN TS, Id at 31.

7t Peter Toren, An Analysis of Economic Espionage Act Prosecutions: What Companies Can
Learn From It and What the Government Should Be Doing About it, BNA, Sept. 2012.

72 ]d. at section III.1.

73 Id. at section III.10.

" Id. at section II1.10. Z O TIE, 2 TOHRRBRIZOWTEHOHABADBFFE SN TWD DT
Tix7e<, o, MRMISEMRIERHNTHNDE DT THRVRE, 2R L BN ONDERT
X, HEADL DOJ ORNHFIFAN—T gy - 7ald I hEETLEEDICENINTWS, Id
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208 TOM M. SCHAUMBERG, A LAWYER’S GUIDE TO SECTION 337 INVESTIGATIONS
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283 19 CFR § 210.76(b).

284 Jd. § 210.76(a).

285 19 U.S.C. § 1337(H)(2).

286 RHE] &1L, HIEEIC L VRO O D EEHEO BRNREHO Z L TH D,

287 U.S. Intellectual Property Enforcement Coordinator, 2013 Joint Strategic Plan on
Intellectual Property Enforcement (2013), available at
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292 Telep & Williams, A Surge in Trade Secret Misappropriation Cases at ITC at 2.
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Seizure Statistics at 4, available at
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v2012 final stats.pdf.
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299 {5l 2 \X., In the Matter of Certain Equipment for Telecommunications or Data
Communications Networks, Including Routers, Switches, and Hubs, and Components,
Thereof, Order No. 50 Initial Determination Granting Telcordia Technologies, Inc.’s Motion
For Summary Determination, Inv. No. 337-TA-574, 2008 WL 9370638, at *6 (Aug. 28, 2008).
300 VastFame Camera, Ltd. v. Int’l Trade Comm’n, 386 F.3d 1108, 1114 (Fed. Cir. 2004)
(“[Dlistrict court injunctions are generally limited to the parties entering appearances before
the court or those aiding and abetting or acting in concert or participation with a party
before the court.”); In the Matter of Certain Hybrid Electric Vehicles and Components
Thereof, Order No. 12° Denying Toyota’s Renewed Motion for Summary Determination on
Claim Preclusion, Inv. No. 337-TA-688, 2010 WL 2544433, at *6 (May 21, 2010) (“exclusion
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seeking to import the goods,” whereas “injunctions issued by district courts are directed at
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301 CBP 1%, PAEXITFEFHELZ R EFT DA, XL, ITC OFEBRA-S 236 H S 28 A2 T
D, WeBR%E AT 5, Intellectual Property Rights Enforcement: How Businesses Can
Partner with CBP to Protect their Rights, available at
http://www.cbp.gov/linkhandler/cgov/trade/priority trade/ipr/ipr guide.ctt/ipr guide.pdf.

302 In the Matter of Certain Hybrid Electric Vehicles, Inv. No. 337-TA-688, 2010 WL
2544433, at *6 (“an exclusion order is enforced by CBP while an injunction requires the
patentee to monitor the infringer’s activities”); see also Granny Goose Foods, Inc. v.
Brotherhood of Teamsters and Auto Truck Drivers Local No. 70 of Alameda County, 415 U.S.
423, 444 (1974) (“serious penalties can befall those who are found to be in contempt of court
injunctions”).
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21 EERBIMR2ETE: (Interim and precautionary measures)
9%  HEREFE

105 WSO LOLRER

3 FREPBOOLNDGEDRENGAEL D FE
1154 ZlbaoklORERE

1 2% HSLORM, ZERB XUMO T

1 354 HEFME

1 4% FNERVHIET OAFE
4F  filFE - AR X ORMEHE

1 5% fEROEHIGLRVEEOHIH

1 6% fH - @505

1 7% W&

MM Z B2, BEMEOREICET S EU BT REEZAR |
(http://www.jetro.go.jp/world/europe/ip/pdf/20131129 _rev.pdf)
BORGIEICRB W T, B OEE R ER, BREB L ORI T S R#EE S 20 5 Z L 3R
XHENTWND,
whEFe L LTI, PEZERE) EXRERAE] IREE] [REW OEENGA5NT
W5,
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185 BT
1 9% {7t
205 AT

(B) RA Y~

EUEEMEES N7 7 EBAERINT OO, BIRERCERK 26 4 3 H 6 BEIfEIZEHB W
T, FAYBINEDRAIpa Ay IS TRV, 2 A 14 BIC FA YV EE@he
(Bundesrat). 2 H 3 HIZ KA Vi #ESBundestag) DBH#EEE S G 2 A FRFKA X
nTng

H L, EUBSAERH S, R80T Mo E & R E N E %G L,
FESTDOIBITHIRPBER O 57255 LEZ b5,

32. EXMEDOREDERRE - MEHEN DS

LLTIZBWT EEMBLHEOHIED RA V2B A EAEERZT|ET 5 - OISH I
OITZIHTEIT 9,

3.2.1. FIE9RHI

HEMBEREDPHEF BN TED LIRS TND N E WD R DV THEHIH
F453 5 (BKA =Bundeskriminalamt — Federal Criminal Police Office) ¥ L OUEF#E
#H/& ( Destatis =Statistisches Bundesamt - Federal Statistical Office) D&EIH 55y
Hra7p Lz,

HHHFERFIT, FFEFEOHFIEREZ L TCWDH—F T, EEHEHRIL, ARES
ZTTEABLOFREICERZH T TNDLIHDOTH L, HIFLEEFICEHTEND [JHF
T T, EEPEELKT L, BRLEGAICERs THWOND, iz, MEICX
D RHIM D551, RWIOFEILARE, Hiat b, BEEICD > TRidksh o Z LT/
%P

(D) HERIFE L RHEE— UWG O

PLF DL, A1 2 2250 S 31 (Polizeiliche Kriminalstatistik — Police Crime
statistics)#561Z L5 D TH D, 2013 FFOEFIL, 2014 45 HIZAKR I D,

UWG1 8B LU 9 fiF, MAlICITRICITHTE S TV, UWG1 7 &S00

8 http://www.bmi.bund.de/SharedDocs/Downloads/DE/Broschueren/2013/PKS2012.htm
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SBLLT, MOESNLITEAF—TH D 719200 12, UWG1 85BLU1 95T, aFh T
N A 457
% 3-1 UWG OILE#HETH

UWG cases 2007 2008 2009 2010 2011 2012 2013
UWG 17 5 1 30 (3 9014 4
B OMERA ) 189 243 278 299 266 273 5 1
584 % — 715300
UWG17 = 2 TH (F
DEIENTF « etk /5 2014 &
LIS EDOGH | 136 165 270 347 234 252 5 1
(AR
JE4 % — 715400
17 RSN D UWG
s 640 | 930 | 1206 | o928 | s65 | 877 |20M4F
SE4 % —1719200 5 H

Z O IR R

DT —=ZIZOWTIE, o, iEShRWEFL LT 5 2 &12o

WTIE, BRIZBT 2FBOBEIC L > TED D Z & EFH & RS OFk L DFHEIE
Ry, MROBEDRETEDLL Z L BEOFMHIZENT, BERRNE LT, iEHF
TERHEI L2 RT L2, EWVWS ZERHDL NI ZEIZHOVWTHET OIRLERD D,

(2) HHHGFHRFE — MEEIC L DA THEME

UWG OIS, — 09I, #RHE R ORFILTE B Gt tEo 7 3V
—ZEEN D, UWG IZOWTOMERK THFITOWTOIHTIE, fFAELR,

HHTHFER [ OMEHL, BRIZ L > TRBE SN HF T ofFREZA TS, 2
AU LT, HHHENR ICL > TIRIESNDLHEOFIT L v D7 < Zhid, BREEORK
&, 71k, FREORFMEICEILI LD TH S,

RFILIEE (Wirtschaftsstrafkammer) 234524 92 M5 & HIFT 3024 5 2 UWGHH S =4
1. FHIFTERRIE 458 (Gerichtsverfassungsgesetz) 74 ke 1 HHIZHE > TR I L5 459,

LUF DR IT, @R EHRFERHCRT 2 M E #AEK 7945 (Staatsanwaltschaften —

ST BIHFA AR Y H T, BKAIZ/ZW LT, RFEIR4 % 719200 (22T, UWG 1 8 KB LU
IFXDONROBIWEDLEER LTc, TOREE, LD XEEHMNML, 220 2WRIE, REETH D
EDRENRDH ST,

8 HHIFTE IR, B, FEOROED., RMEE. PUTEOSEDICET I ERTH S,
http://www.gesetze-im-internet.de/englisch_gvg/englisch_gvg.html#p0009

9 o T M ECHIFTIC BT D B & BIFTRERE 74 & c I L O R VWEIE, Z oG E
DFPEASLE VD Z LT D,
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Fachserie 10 Reihe 2.6) % AW TYERL S 417= 460,

& 3-2 HHIFHERLE (GVG) 74c ORFILEICEET IRER TEHRK

BHERTEMHH 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013
HoHIpTREERE (GVG) 2014 4F
T4c ORI 9148 | 8251 | 10003 | 8153 | 7089 | 7092 |9 A

(3) HEFHFT Rt — UWG JHI = Ffohs T 4k

PUF ORI, JHEE PR T R#t it (Strafgerichte - Fachserie 10 Reihe 2.3) (2K
%, BRD X512 UWG 1%, &3R8 EeitsFito— i Th->T, BMTDT

— ZIIFTEL 220,

x® 3-3 UWGRIEFHRKRTEH

W T Fioe 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013
WAL IR LB E 4 e 2014 4F
COTM 1) 2 1231 | 1206 | 1278 | 17980 | 17999 | 17446 A
CTM & — 5 EHI T 2014 4F
(Regional court 1st instance) 4 90 o 1256 | 1186 | 1185 11 A
CTM 25 55T 2014 4
(Regional court 2nd instance) 83 51 m 1083 | 1119 1 1069 11 H
i HCHI TR AL IR = 2014 4E
o R ! ! S T
FCHIFTHERYE (GVG)  T4e Ffex 2014 4
§ " 41 54 60 | 1687 | 1685 | 1582 0

(4) SRR R FeRE — A TR 02

460

https://www.destatis.de/DE/Publikationen/Thematisch/Rechtspflege/GerichtePersonal/

Staatsanwaltschaften.html

L CTME R, RIFILGEMBL R A4 EE “Completed Financial Crime / Tax / Money

Laundering” DI TH 5,

462 ROGTERODO T2, FIFFFBICET DHE Ol FEFREHEM Y —2X1 0% 3%
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trafverfolgung, Fachserie 10 Reihe 3)
https://www.destatis.de/DE/Publikationen/Thematisch/Rechtspflege/StrafverfolgungVol

lzug/Strafverfolgung.html?nn=72374
Rz,
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322. RE=EH

AHEEBVERRORERIZIBW T, BT MEHPT (first instance at the Regional Courts)
BT DT —ZIZoWT, HARHE RO RFEHFF (Zivilgerichte,Fachserie 10 Reihe
2DEFMALELDL2bDL LI, % B, 207 —ZOWNFRIT, —MRIZITFH TE 7220,

& 3-7 REEHHHICEOSFERESEH (E—FAFHA

AIEBES S 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013

SN P 2014 4
9586 | 8742 | 8920 | 8396 | 7722 | 7704

HE T F 10 H

m law group VEEFZEFT D EAF I WG DY & 2 A, BEFHEE 1. RFEOE
HRBERIFIZOWTORBEOHFERA L TV RNEDZ L ThoTs,

Z 2T PN T — X R h | E R BT S R OB E A L 2 220
EVIRBETFEICOVWTHRH Lz, FAYIZBWTL, BEEOHpT — % _—2 (EfF,
B, ZV—DFrTA42) BHDHR, ZNEOT—F =A%, FEOELS (GEHETHI-Z2
N D LD, FFEOFEHBFIOWETH D LH) DHHREER L TOD LD, HEHHE
R OFGEHEEET 2 OXREMHE TR E I 3—F 5 b DT,

ZORER, mlaw groupiEHEFHEITE L TIE, R Y REIZOWTOREN LD LN D
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DIF, 22 FEDT —Z =2 b, it 2 &) FRT, MEFBE LTI MY
TdH D& D RamwmICEE L7z 463,

3.3. EXWEREORINEOMHE
331 FAYVICHEIF 2 EXRMEREFRDDILIL

RANZBW T, B MR E R A LRET 5 72 DI RBEOTE IS & S iRk L
TOEEMENMZESN, BEPREEL, ZO L) RBENEEMEORENLRAELLLZ
STk L CREMEEEA D 2 &It D,

HEME RIS T DREH AT, EERCRETH DLV S 2B D, & <IT, il
FeEPFHIN2NWE &, £ HEEBICLD/HAVOFEREL LOTEEPAHL Z 20
LEILBWTEEI Th D, ZOLIBREFRIIBWTUL, FETHIAEENRINIE LT,
UL, FEHEEPRLS SN TRNWEBZ LR D (BBHR2) |

— RN SN DRELD % A 71X, FEADGES ., YHEHEO=M, EMFIZ XL DR, &
AZ LB,

JFE (HSZAN) OFITIC RV GELE BUS T 5 721213, HsE & RERIZEEASZIIZ L - T
O DOITIZ TS 720 LI =F ISk 218 (36 L OB R H ) # K H#(Anspruch
auf Auskunft und Rechnungslegung)464, #EHMEMN H1F O DAL FIH AIHE & 72 5,

PEROVUITE =TT oW (B X OGHR®RE) F5kiE 13, Rk - g2 &0
FCEBNHESNTND D Th- TEHI, BGB259 &, 260 &), fHMGERIES 1L, %5
FATK LT, BB DO ARERHIH CTHME L RO D Z N TE DN TH D, FEH DS LR
WEEEITIE, HEGEREO AR, Fxzie L, SUTHAETH D, Eio, EFRANC
B GERME AR ERHEE RMELITHET DRMHEE L CTHTFEFICLERE RO R 55K T 25
Y ROTE BGE SR RO b T D,

163 7ok, EUMEE k612 TH, BlLE, REFHHICHW T EMEICBE LT
EDOL BV DOFHNEE TWDLO0E WS ERE OERICx L T(B litigation 4 (), [#¥f]
FTAMLER U722 1T AU 78 S 22 W E BB O FFOBEME TR Z LidEbd TEZE LR
VN, ZHUE, FRTS, BEREICET ARAOMEHEA R I T RN NLTH D, BEHL,
NESTIE FFHIZR LTV D b D EB X b, IIeHDOFEBE N OIL, FrriiEz Lo 17
Ty ) FEER LR LT, BADDTIHOFEMEHTHDH EVD ZENNZ D]
EWVHEIEN I TN,

O HFRETERMEIC OV TIE, HIEEE T TR VIEICBIT 2SS L ARG RS
(1)(2)(B)(@) : M ANDFBEZ LIS 2 FH DOFEZLIFRIRULRBOFEDR N 2RO T Eihimee
327 . 328, 331, 337(2000, 2001, 2002)% M,
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FARE EOFERMEO B L LT, BaPEICIE, FrafieE MR ER I LT, BT

HIEHRERD I D ENHESNTND

tﬁb\:hm\tmmﬁﬁwﬁ‘uowf@(%ﬁﬁﬂiﬁ%®)@gx(Fiw)ﬁ
., BEEZZUU) @EZRET2OOFETHS T, ZiUL, i5REKV L 9 50
EIMENI DERET DHI-DICHIHT D Z LIXTE A, BEMEOEFIZBW L,
WA RMET, BEOHPHZIRET D 2 ENMERGAIC, &I, HROZEH 04T E B

ODNCTHZEICHBRT 2 Z &I D,

BOEMEE. b L. RS (ESZA) 23, T4 b 2BEOREIC L D ERE TR (e
FIME) # b LD DD ERET HDIZEE LT (ZOHEITIBOTE, A 1T A & S H % |
FEREBL EDQICHARTAZ EERDOOLND) b s,

BEMEIL, MOBRAEITTV LT, TOEEDLZDIZ, MOREERDTZY | BERETR
T5EITRDEZDTIHERTH D, ZOHEMOFERMIOWTIX, Bk 5,

332, FAYVIZBIFBHIUFEE L EHRRE (T—% - T34/ —)

bodb, VIR DVGRHEE ZBHT 2 OIZEE L TR, FA VB AEBRRGEED,
OO TEHEREEHZRLTEBY GHUIXT 27 7B A2 F 2RI 5 5 8IC8E
THMENRD D,

BHEMEFFCRBO UL, BREEZ LIEEBOEBHOa L Ea—% BRAFENRT 7 A
LY292bDTHD) MOHELNDE S A—AN, GHlLE L THRESNDGER™H D, Ll
RIND, ZOBFEIZBWTIEL, R Y O AN RRERR 2O FEHUL, A LSRRV O
EEZIDGEND D, FA Y OENEREGEREEIL, 7 — % Oftek, Qs L < TFIH
M, AIREHIDNCT D DIZMETHIUL, LIROEMOBRIDT-DIZ, T— X &5k 5 2
EVIRTHZ L FIHT D L EBO TS (KA EAEREELE 3251230,
BARBIZIE, LRORVENDRH L HEIC, EEANZEARKRENDED LW A — /L ik
/Saé:b\oz)% DN TRAET A ENTEHZ LIIRD, ZTNHDOEFICEE LW

iE, AL A RORGEEIC K o THIS S LA R L 2 72 < 7 5 TR &
%,

LI, e ZIBRBHDOB T A—AT BT b, AR &N D 2 & ABHRAICHF
KENTWAHHEE, EAEIL. TOT7THT L M LTT 7B RATEHIENRTERY, T0
OTEEBITT DR TR, 72 & 21X, BTG ENcRB T 50 A Z13, FrE DIRBL T DHFF
KRINDDOITTER0,

ERICEUS SN ERA A EOFERICBOTHASNDI N E S X ISR ET 5,
REFFHICBOTIE, AL, YFEOZTNZTNOFRE——FHTIE, HEBDT T A v
OFREORFE L, Z0—J7T, AEAFETEAA I Y FEOFFEXH ORI —2FIEEET 5,

T TIZZAREIC DT » T, FFEDOEEBR DA EFRGEEDOEA P FEwm SN TN D, —HIT
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BWTIEL, (E0biF, JBELIEBIOEMOTDIZ, T—XIZXHLTT7EAL, £=4
— T 5HFEZR LT\ D) BABEOREE (RTHITCET D77 A v OffRs &R
BENTEREFHE L TR INZRW) EEBDORIIRDONT VA X, bo b bk
FEOOEDENZ D,

WET FRRORIIHAZ TN, LALZ2RAL, 201 341 1 ADORKENIZE T 5
KRpEZIZBNTIE, b L, EUR, AEMZEIROBNICB W TRIE L 20O ThIuL,
WEENHRHEEZTD, HITT2L WO FIUoRNHHZ N2 2bhTn5,

3.3.3. EIKEKEIMNILEH

RAEDEEME DML U THE & SNTZAEFIHIT OV T, Z DILRED BV 2 B
THEBOTREPNRIN TRV E W) ISV TR %,

ZDORIZOWTIE, KEIZBW T, TR /RDOPE (inevitable disclosure
doctrine) | DOIEFNFAEL TRV, KEIZBWTIL, WERTORBERE 1L, BEMBEN, FEE
WREFEIND &0y, BENRBENDRET D E WO RN, HERTOREHE X, HIT, 55k L
EOELTWAREEEN, BEMEZM-> TR, T XD BB LR REHTH
AHI)ENITET T HEMBEIZHLTEI DERDDLEIIRDDH I ENTE D ET 50k
BIRHY . ZNEERATNENPHYRERIR o TS 65, —F KA V2N TIEZ
AUTHHE T DEBIIFEL 20, bo &b, FAVITEWTL, KEO Z DIEFIZEE YT 5
BRI, B IR 53 L OB RFF RN O N ORIZE N T, it EnTnbs &2 6
NTWD 466, = DEERFIT5I2hz-> TE, 57330 - BRI L <, Bl -
TREFRAIDFNEDR T L O BNDINE DI EMDEILDPEDO LNDLNE D L) K
BETT 2 0ERH D,

FT. 2O IR TRICHERFFORE 2 A O L, RERR/NTHD] EnWH

465 = DIEFT, WERTORERRE OEEMEEZ M- COWDIEEET., HEAE a0 RERE
WHFE THDHHEITIT, BT LW OME E TLARIIIC “inevitably” | & ¥F0% 2 PR
THEVWIBEXFEZHRIILTND, LT, ZOXUREEZD LI2T5H L X2, (ERTOREH
T, BEMEN, EBRICREIND L, BARNRBEAREKET D LWV IR, TERTD
JEMAEIT, BIZ, B L K5 L LTV AIEERN, BEMEL M- TRV, 0O L5 ik
MIRBNZBARE D THAH D EWVIH T T HEMEIIH L TEI DERH D X IR D
ZENRTEDZEVHIBDOTH D, KENZBWT, ZOEEORENR S DI, X7 v athxt
Redmond #/H(54,F.3d 1262 % 7 &K[EI#HIFT 1995)Th v | T IRAEE B 12 2,
0 AIPPI i 5E 8.4 18
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ETHD 1, LT, BHETOHE LT s, B EEHATBAGHE, H #1224
THS., &EME ﬁ?é%%%%ﬁ?A%%ﬁ%ﬁ?&Té@f%éﬁ BT
(BGH)IZ, JEASMHFICERIC X o TEAS SN E EMBEICOW T, TR THIX
MERBOEARNE LBITKRTT 20T, ZOFACHRIT \ﬁﬁéﬂétbfwéo%
OfER. B IL, BHROE TH O EEME LR LE D L350 ThHIL, BiEdkLL -
B IRFFRI ARG T 2N B D,

E BT Z ORI - BRI O IPEC OV TR, HlEE T, Y FEER OB
£R. MO AN OF M 2 HR, B E OIE S 2R 387 EREE S TIRE S LD 468,
FThbb, FEOFMHIZIBNT, FHOMHFIZE > T, BARS TR LEZXBND
FAEZBNT, ZOEHEN, ERTOMEMAZ AR T D Z L1225, —J7, FHOMEME
W, ZOTIEBE T D T LN MR E EME LRI ED L ETEZICSWLAIS
BWTIE, X0 RHIOFZERE L - BRI O A ZMEZZRD TN D 169,

3.3.4. MILEREIEHEEZHOFA
3.3.4.1. HEZHOFHE

KA VicBWTiE, REFH2EFIC wétb@ﬂ$$#®ﬁ XL EERERRCR
WTIE, ELD TR TH D, sEZfEIRT D721, Rl ﬂ%%m%%%#ﬁé*&
ﬂ%%%@ﬁﬁ#%ﬁ\ﬁbé felishsZ EThd, bL, BEMEREICLST, #
BEYP SRR B o TG A, REFHREDLOLED TLE S HAITIE. 1 I3, B

f\ﬂm%%b\ik\W%#é@%bm&wo

3.34.2. FIEEHICE>THEERINDIIN

HEMBRERICOWVTHZEN 2 SNDHAICBW T, #RESRS, Eo k) REiic &
SDONENOMENR S L, BRI, —KIS, GEITOMER, LZORAYM. BLOKE:
FHH LS, HROMBEDOEAT L2HFHOMEL &, TOROEHIL, TNEhD
RAEEOFHICL > THET A ENTEDLOATHS, b L, BIHUZBIT D AT 4TI L
STTI7BATHIENTE, Z LT, BHET LT —XDHEENRHY 9D @b HLAEIC
X BRGFTICBT 2 E RS A T 4 TICHT 27 7 B A E ST T SRk
AT A TR EINTT — X2 IS5,

T AIPPLHEE 8L g5, LU OFHFTOHWE/IIC OV T, AIPPI 5 3 8.1 THOFLH
Zd &2 mlaw group EHEESFTOREETMEL TS,

T T VT KICB T D ARG K OVE SEhks (2 B3 2 161 FE O FA R e @it ) (-75 BE)LL T,
O ZNLOFRIN, EBICBWTED LI ICHMA STV D2 E W) IS 20Tk, 2000 4 2
H 17 H ® OLG Oldenburg, 1 U 155/99 k1 &% %,
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3.3.43. RINER~ADT VLR

FEFR & D M RREZEICRI LT, fE T 7 A VICKTT 2T 78 A2 ROD Z L NMEITR D,
T EREBDDLH, BHODHELTEORMNIE, HFREEIX, A VS - Si&FHic
BIFHHA K74 (RiStBV —Richtlinien fiir das Strafverfahren und das
BuBgeldverfahren) 182 5572\ L 189 SRIZHE W Tl 530 T FARJFANIHE - CTHIWr9
Do HARTA T, #THTOREDETLZELEDL L, BIETDHLEZLELE (184
ZiF, WHEOERFE - ME~OHHICOWVTESND) IZIF, DX 57T 7 v AZEHET
HIENTELLELTND, SbIT, LERHFHMHICR-TT 7 EABRBOENDITTET,
77 ANDIZADESBRICRY 552 b5 (186 Fid, LD L L THAIFEANS
DNTEHND) o

X5, RAHIEFFRRE (StPO —Strafprozessordnung) 406 55 e 13, #iEH OEE
AP IES RS 2 AT 25BN L, RIS NGRS R 2 & L TaEZEE e L
VL ELEBITEHTND,

—fRD RA Y RiE 809 Db D & [FERIZ, EINSNTEMNTT- T D2 EZIX, T3 ToMIC
XL TSSO TIERY, JE (HIZA) 1&, HEAZRRIZBICHND Z L iETE R0
eI 7 7B A RO TEH L I EDITIT BLEEZ RO LM% EREICRET 2 LERD D (H
BHIHI3)

3.34.4. REFHE~DFH

JRAE (BHSEAN) 28, IR B WO CTHUE L s REFFICBWCRIAT 2 Z 8 n T
XHMEIMEVHIRIEND B,

PE T 7 A b, AEABURFEER, EEMREZ & O FFEHFIC T 5 Eik, — BRI EGE
ELTRFFRICBWTRE SN 5, S (FILA) 1T, #ETC ZP0432 fic k-~ T
HZRDLILERSH D, ZiUE, b L, FFEOFMHICB O TREEREAETIE (bED
EBNENT-E, REFRICBWTHAIN S 22 &6, . BT 2L ~To3, Fi
FHHEECBWTRINENR D S Te B2 ERT 20 | —KINICAETH 5,

RFEFIICBWO T, AEMTDRD HND DI, B EMEDOREFIC OV CTHY AR TR %
RTZENTELHETHD, bL, JRE (FYAN) 2, ERROEEDOL & FIFEFLIC L
S TRZFHUC T 7 B A L A T2HEICRBW T, REFFFROEAF, Kik 809 &KIZb & D
W+ 7B d D EIRE LA, HISEHERICR T DR O BEEm a8 bl
HZ LT D0E Livuy,
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3.35. MEEEENERMELDFE

CHIEVRFEDORA T DAHLOB R Z2320T 5 &0 ) FHeE D 58H S TWVRWNnE N
I TH 2, ZORITONT, FAVIZBWTEEMBERE LWL NIT 572 DICEEGHK
MEMRWD Z LN TERWET, TOEMER R Tt & OWAUTE 5 EEEORI S IE
EOMEVHIREE WD DD D,

3.35.1. BEEFEREIZDOIT

EEGHERHEDO MM (right to inspection) &%, b &b &1k, MORAFEIZIZVW LT, 0D
BEOTDIZ, WORR AR, BEELTET DXL ITRD MR TH 5, ERiE EOIFHR
FRMEIZOWTIE, i L72dy (RIEE 3.3.1) . ThEidRpland, BEMET. b
THEMR, HEN, B a—2 T a s T A R ET T R EDL IR DERETD
R E 725,

I DOEEGFRMEL. KA Y RiE (BGB=Biirgerliches Gesetzbuch) 809 55 470% fRHlL &
T2, [AE 809 Sk, [FIHE 810 5 (EHHOAL) B LU811 & (FhiMAl (2K - THl
FEINTND,

3.35.2. EREDEEME~DEATEENE

BRI DOHIELEIZ Lo T, ELEFHRETEARBICED LTS, A Y EEHEE (UrhG
=Urheberrechtsgesetz) 101 5t a X° A V477FE (PatG =Patentgesetz) 140 5t c 3%
NTHD, ThbiE, 2008 FFICHIE STz, bt RA YRk 809 RICED 5 AL,
KM L0 IRIRHERIA GRS DTV D, T Z TR E WD DX, 25 ORI OHAITIE,
REOHAE, #F, BEFRORENKEOEET - FHEICT 7 EALARWERETER
WDT, ZNHADT 7 ERAZR LI DEVIERTHD, RiE 809 Fi%. M ATREMEN
HHHLOD, ZNOORHIBUENEH SR, 1T A EBEMEN WD LT 5,

WL ODPOFRICIBNT, ELFHFRMEIL, MY RIE 241 & 2 HOZKERICH 2 M5
FOEBROFHIN SRS T S,

HgEm L LT, ZOBEFERMEN, B EME TR U CTHEA SN D 5 Z & 249 5 Hkp)
W5 GEMREE 1)

MRSV RIES0 95 DAL

WIZBI LT, 35 RE272T LD, TORFHFIZK L, £F, FO X oRiERER LI 210 ED
MR ZZT-WEEBLLDIE, b L, MOELER, ZOHEBICEAL TRREZAFET 5D THILZL,
RAFIZK LT EFEREICH L TRHT 20, BEEZFTFALR2TUIR B0,
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3.353. EERHEDEH

KA BE 809 SRICHE > THEELERMEAATHET H72I2iE, FERICBILA H HFE, £ L
T, ZOFEEPEYOFREMEZ S > THEET 5 2 L 2N LARITIUTZR B 720,
ZbHTh, NAYRIES09 KL, UFEENHFETYFEORAT Y (item) A HET 5
RS ZRETH LA AN E T 5, UREHEIYY], EODNLE (1896 4) . KA1
RiEDNED bz & &lzBiF 5 [ER{T4(Exhibitionsklage) | X0 &, X0 Rk
KRDEINTEVIRFUTOWTHRITIHEE N2 STz, SLEF X, MOELICET 52 0
FE L Z D= TIRAEFEDT T A NRENEDRE L VW OFIEDONT 2 HH L L
2HDTH D,

(FHY O FREME] LD L& | HERMBOREIZEL TH L0 A FEME (remote
possibility) 23& % &9 72T Tk, BEMHEARO D DI+ TIERV, b, fikE e
[ZdTo o TiE, BERHEOIRILE 72 23RN, RIS &, —FERR b D, F72id, BRI S
DTH>TH+3ThHs,

FEY OFREME] OB LD DI, BEN, HARDEROHLTITON DDA LT 5
OIZROOEND LD TH D, AREMENRHIVUTEY D L9 Z Tk, FA4 Y o Ffkilk
DFEARFH T H D BEZRAIFEILE R (“Ausforschungsbeweis”) DL E1X, flEHNTLEH Z &
7% 4T, ATREMEDTREE LD Ok, FHORANEHMEIZ LD L, B, BEEFEREMONL
AEAN, BRI EOREREFET DT> TL b, —RHIRT 7o —Fi%, BHDH &
X TERNDOTH - T, HHPNL, MOBIREE 72 5 FHEIZ DWW T, fthod AIEEME OFRE 2 5
KT 2, 2L 2R FFRFREFFHICEBO T, BERFORBNEE TH L LB LN LN
XThoT, BALEHERMEZRDD LT HOIZIE, KV EERAREEORENRD LD,
FAEMEIC BT DEZHENRBD LN 1D DHWT OIEED L~ ONTHRIETH 5,

RA > EEHEVE (UrhG) 101 Sradls KON RA Y HRFHE (PatG) 140 Seelk. 437
A[HEM: (hinreichender Wahrscheinlichkeit) | Z##4 3 E L CW5, HEEHEIEICBWVW T,
ZhuE, —ERBIZIE. 80%LL EDRENS LI TH Y, HEMBREVWHTFELRN & LfiF
RSN TWD 472, FRRkliclBW i, a2 nmett) X, oo TRREhTns, i€t
KT RSN D REBEVRIEE A LRV Oyt L IRiG 2 Ew T 5 Lfif
RSN TWie, BUETIE, &AM, +0ThodEExS, L, +0ThsEENR
AR E VW) ZEThDHEEZTND, BB, EOXIRFERE LT, 22025 A]
BEMEZB L MNCT 2 MEND ZETH DA, ZORITOWNTIL, EHEEHAFTO 2002 4 5 A
2 HOHRFNZ BN T L B TWD, ZOHFEFET, BGB80I FKIZH LN T, a2 a—

1 Miinchner Kommentar zum BGB, 6. Auflage 2013, § 809, Rdnr. 6
2 80%LL EOTEND LERH - TH, REOHPICRFEHRZFET D700, ALHIELZH
M 20N D5,
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BT TEADY—AA— REBETLHLEVI RUOVWTHRETZLDTHHLN, 7 a s T A
IZOWTOEEOBELME L RED T v 7T AR, #EOS LI, FEOTEEE N ED
ETENTWERTREMEE 2 b S SN D & LTc, 2T bLSMT | o RKIC K H1RE
DATREPER, #tr OB T HF5% & OBFRTHBr S D Z &1l d, —MEICIE, b L,
ZHO, EXREERFORBENREEN TV RWEAIZIE., SER TR TﬁE@%f#
(cons1derable degree of probability) LV V72 THL+oTHDHEEZ TS, HlziX
B OLEIZB TR, b L, OB/ N, BHYANOBICEEITH > T, b L,
$JA@E%¥Eﬂ\ﬁﬁ?i\M%ﬁ?@kbﬂ@“f%é&%ﬁ%ﬁﬂ% LBElc R
W% = LD 4T3

3354 BEFEORILTOER
BEMEOR LN TIZHTo> T, N ABELES L L OLWIT, EMICHESNILERD
% (BRI Z) , BRI ELIT, BHF, ZP0485 I & - TED LA TV HREILS
K (evidence warrant, (J#1) Beweisbeschluss) (2L > T I 5, i, &Ik L
T, REDODREANLEEI Z b dD) BEEZZATHILZ2MmUELBDTHDH, HE
DHEEHIZBVTHED b DEZMBR LOEET 5 Z N T 2EMELIEA L EMFIZ
BT D b ORFE DI RE 5, sEHLSRONEIL, LLFD LB Th D,
AL, OOOIZET 2 HMFREZEIC L > TSN D
HZE L L TX A4 T 5,
B4 SN EMFIX, FUE LEEE2 L2 LABT, FoF L OBRT, TXToME
WEREIC L2 TR 60w
BsEx, AT ORBEALRIESH 0 | BRI NT-HMARIL, »0 DR EZ DT
DR AN ECA SR
JREOLLUFORBUZIE, SLHEIHERNRH D,
SEHEWREEA T, R & @ﬁ% IRWVWTHTRTOEFEREMBEIC L RT LR 572
W EBRVWERIE. SIenEE o D)
Pk, BEOMGLERDIVDRDIMITEN L THLEFETLIZ 2T HN5,
Bk, g, BELTWA L LTH, HEMEMRET 20 ThiUE, BRE%
FANR TR B0, EMFITIEESCE T A2 RDH Z LN TE S,
FERZ R LI M ERE L, BHFTOREN 2 SN TOAFEICFIAAREIC /25,
ZORE, EICBOTE, EICL TBIREFER DL Lem L 2Er 526
o,
JRS X, BRI - T, FHllc, BRZRDRTER DR (B, 1 h=2—nr)

8 Z o BARHY7ZFER 1%, Frank Emmertz, Rechtsdurchsetzung bei der Verletzung von Know How,
PHIKS, 8. Erg, September 2010 IC X 56 D Th D, AHYFEOER L LTIX, bod b, fHx
DHPBNC L > TEFESNTNDHIE NS Z & BN R D,
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HamlC BT OB OREIL, LTOLBY THD
TARMOZ LGS TR 28 AIL, #ENalE L2 uEze o

b L. WOIEMBRFHENR AP TH Y | #ED, RHAHEET 256123, #APrmTIc &
ST, WEDFEELBI RO GEZMBRT L LN TESD ( ZPO§§ 758a)

W BT, ISR LT ARoOMICE W T, AR LR CORRCIEET S
FEDODREAEZIOLEDEL I EETETHLOICMmUD, o, Bl L7 & 9 g b8
ANESLLEDE DL ZENTE D, BENMED L TIZ, GEIREMORHBRH Y (Fl, 2
B o ARECHR TS Z R TE b, REALIE, BROMCBW TEZm#KIZOWT
KiEE & OBMRIZHBNTYH, EBERFEEBZA S Z L5,

BPFIE, ZP0O404 I KL - T, B S D, BHPNL, MY EENOERLEZE Z &0
T& 5, MYFENAET DL & E, BHINL, ToRECHERSIND,

FHeHIFTIL, HMFE L AT, M LESETT CTh 5 Lo, REIFRSSHIBBUN O X 9 7
N7 REBE (official authorities) 22 HIE4 STV D EIFOEM N LBTT 5, A1
BEBIE, AREZ B 2 BB, 1TBU. AFHERICREMICHES LW b, BN, £
DX {4 SNEEMFOY A MIT 72 AL, BAZ L b, BMZIE, BT X
STIEEI 5 L3I, MEDERNASORNOFEHNTH D Z & 2l L, BHpTic ks
LT, %95 TRWEEITITEHPNIER L2 E Wi,

HZOWMANIL, JVEG (KA Y HFZHA O LT 2EMICE S0 TRibh
%o [AE9 RIT, TNENOHEMED 7 7 AZHE LT, RN —ZOHR % ED TN\ D,

HEMBEORENRBELTZDE I DERET DO EMFENED X 5 72 ik TS %
ITOEN D RUIZOWVWTOEEITIA, TSI L2 bHY 95, £o, T—
203, BRI, BEREHMOEOIRGEEINDZ DD 9D, EOX I FERE LD
DEWVD DOIE, FEOFEORIUCE L TEBEB TR ITIER 57220,

BEREETT DO, FEMZFIL, @, WA LEFRECOWTERELERT S, =
DEREOORBA 2 G DIT7RNH, ED X ICHMFREZFE LB T 208109 JIZo0
TOHA RTA 2 4R H 5D,

PE B IRRFO IE S 2RI H 20 E 9 s UL B A /REEACR LT, BAE
D, RIS, B LI, ORI D, #EES, FUS OB DSBS R O EE
BESF LRV LN E WO BEOHFEZ LD INR20nnE D  — Bz, 77< 2 Th,
EimﬁﬁAi HZWEELRILEN D, JREARANT, SAZFREEICT 782350

L BAHIFT OFF AT & LS L7221 UE 72 B 72w, JRERANTH T 285806 L < 132w 72 58
mkfwvfi\ﬁ%ﬁwﬂﬂ»VﬁﬁéﬁﬁfTéwiﬁﬂiigﬂéoLiﬂbﬁﬁﬁxqﬁm®%

44 “Empfehlungen zum Aufbau eines Sachverstandigengutachtens*
(http://www.ihk-koblenz.de/recht/1154838/sachverstaendige_index.html)
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WAMEDOE ETHRETDIELRFLENH D &V ) MIZOWTL S GENEEZA D,
Z O L9 BRIED RSP H AT, BHPTE, FEANCHMZEREE I L TT 78 A
EROLME DI, e, EOREROLINEND ZERRET D LITRD,

FEZL RS (RNLA) OREAICRB W T, REE IS/ L THOREDORBRFFORE 25
LAl BIT DGR O - TRICEHT 17 AT DdEmA s S snd Z Lion
7 475

3.355 TavEILFLIAKIZONT

RAIZBWTIE, EBEICIE. T2 vEL RV 7FE ( “Diusseldorfer Procedure”
(Duisseldorfer Praxis)) 7%, REUZFEHLA R L, F2FRRC, WEMEEZHERT L2 08T
ELORTIELAEDOHLILTND E SN TND 477, BARRIITIE, ZOFREITHBWT, HeflpT
X, FREIZEIEGS E U CGEHLOREEZ T H2MIOFHiZx2m U b, £ LT, HRH D EME
BLOYEZORIAOLN, FEHLEZHE TS Z N TE T, HFEHL, TPz,
WEIZT 7B AT 52 LI TERY, REFHRSIZRBIT L YHEIT, —RITITACOTRE
A LEHEAZ R L2 TR, L LR G, ZoHEICiE, HIEEHT I YEs
Wi, FHEROAPEBEIND, EWVHIHDTH D,

T oy VT ERT, T RA Y RFFRES 485 FITHSL, FHOREZHITT
D1 OEERIZEL D Z £ D i 2 OFEMOFRFE EALABDETZ D TH | 4185 THEEHEL
FHHNERT 55N WD T EIT D, THUL, FFFF IR TT = v RV 78]
FHC R o THEINTZHLDOTHLIN, YFENEZHEL TR L L O & T B0 YFEE ORI
DRIERNT P AL LD L) D TH S,

I HOJFANL, BETIE, A VL (PatG, Patentgesetz) 140 5cc¢  1IH 3 XXIZ
RSN TWL, bbbk, FAYRIE (BGB) 809 cDOEEMDO—MRBIEN LA E
NHHLDOTHD, TNHIE, BEMBEOREHFIIZNLTHLEHAL 2 Db mix, T
IR ZATH D,

INHOFEAIOL & b L, #HEN, MEOERPEZENTND L FRETIHHAITBNT,

475 Z IOV T 2009 4F 11 A 16 H Of)ik(BGH X ZB 37/08 of 16 November 2009)

http://dejure.org/dienste/vernetzung/rechtsprechung? Text=X%202B%2037/08

T8 ZUCOWTIE AARE HIREERET = » L A7 SHBFT TRON FEEE IR 5 MR EEE
FlATE~==7 /1] (https://www.jetro.go.jp/world/europe/ip/pdf/ip_manual_201209.pdf) . TMI 7%
HHEBIT WSS 243 HULT,

MTEU s A% 6 0 205 B, 15 = v &L R 7 Ffi & (Disseldorfer Procedure” (Diisseldorfer
Praxis) ) & W 2EBENFE L, FElAE FAUTHER L, RIRHZ, FheE oMt bR T
HELT, R#EAICROOND L) IZkoTz, | LIBRXTWD,

8 TE467 T0H iz, TMIHEEL, ZOBOGHURRIZOWT TEU M 2004 00 1E
FEFFE 140 c SRZBEE A TERINT DO TiH /e <, RIEH 809 S ONRFFIES 485 S &t
DRI T, Ry &V D FIETIEMREE M TONZBICHW O TV EfEITT 5,
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TR, ZOWED b DO DOREZMHIRT 2 FHSITEE L T, #flfs, WERFE] &
LDHZENTED, ZOL ) RFEIT, RELLE0RYEEN, FMROMREESL O
W2k L TR 28BS T o5 Z L 2NAE LT 5,
BEMET B E | E72 DFFEL &N OMMNFEFI RO FBIZ L > TR IND D F 72T,

H L, WA, #EOFELSINAET 255121E, G T LT, EMEOMBREZHART S
Z L Em L AEERZE LS (Temporary Restraining Order (TRO)) O FiEIZ L » T &
b, b L, #EN, 20X 5 2MRICK L TINEIEMT 5 & TNENOFEFELIX
LTT 7 e AZRO MR BT EIIGT H LN TE D,
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3.4. FAYIZB T3 EXMEREOEEFER~NDRIG

34.1. HEER

AREIZEBWTIX, RAVITBIT 28 EMEREOBUCHIREIZ DWW TRET 5, v
FERENTBWTYH, BEEMEORGEDR, FEFFRICBWTED LI IZR ST 0N E W
FONX DO TERKLMEIZ/L>TNAE LD LML TVWAZ LICLD,

FIT, AEIZBWTIE, UTOFEHEZIREE LTHETF T, 20X RFERIZBNT, K
AVNIZBNT, ORI REENLRENDINEN) HIZOWTIHEZITY LD ET 5,

IR E 7% E

S X1, SR F ISR T 280 EOE¥EME T 2/ L CW\We, ZOEERETIX
B PG@&Jﬁ%éh,Xl@Kﬁ%fﬂf%é.A%iU%@1%%¥AHX2#%
FEHYEZR L TVWAEBIZBWTIREIN TS, WHEBZIT, 2 X1ICEBL Qi
WEBTHLIN, FREEMET ORSINTNDET =X 7 7 A NEHT LD USB AE
JiZabv—L, 2O7—XEFEHH LT,

DALY 1, EH BICAHERH S, EH A BLOE B OGS A, 1 BIZBW T, Y &
X1, Y & X21%, ENENHFBERICH D

WEEZIZ, SHEYICEASH ERRELE LZUSBIZE&ESNEZTE2 Y 072 dIRI A
L7ze 2HEYIE. TR L o> THRIBDBH F ISR 254 ad &b THRMIciETL - &
WL, HABIQEBOHH T, X 1BLIUX 20H LT\l =7 2 Kigic &
WD Z AT LTz,

3.4.2. EFREDOHIBRMEREREICDOLNT

3.4.2.1. MEDFRE
R BT DU, E D X O R 72 SR L OBR THEH S 41D D&V D EIT
DNWTIE, IR DR T LICRe 5T D, ERERAICBW T, BEmiC, EoEDIE
R, EPoXolIcEAINLE W) REICR S,
ZOMBICOWTIEL, BRI, FFEHH & REMBEICH 028 50, 2D LT,
RFEMBRANZ OV, — BB E BEEETHINE I DTN I LT D2 &I
5,

3.4.2.2. FIERIFRG & HhIBAOE RSB ICDULNT

ROV AR & PR A5 R DE O BT IC DWW TREST T %,
TR & R IR RGP 2DV T
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(1) EHEORE
(a) @ HF= 3%

THFBZ2HHFN SV TREST 5 & SEEORENH 5,

I FEFEMAICIB W TIE, BEBREREEEIL. YT O L& EEHE (territorial
jurisdiction) MBS HKT 5, LHEEE (Territorial jurisdiction) 1%, —#%AIIC, JLIEMR
SNT-HAT (venue) | JLIEE O IEAT (domicile) . F£7-1%. i (apprehension) D
FiCdh b,

RA Y HHFERIL RN E LT, RA Y OFICB W T SN ILTET X CICEH & b,

T 2T HEEN T RA Y OfEICEB W TIL SN ) W) BRZEMICHREFTT 22 & &
ERAE

(b) A IZB T D HFITA ) DER

ZOBEHNR T SNDToDITIE, R Y OFBNICBEWT, (72& 2, BIZHEfRIFEA
BT 20T ERWICLTY) LREROLE D THIET I ERN 0 THD, £z,
H LLIREOFER NS R4 Y TR EEEAICB O TH BTSN 5 Z &/ b (- T,
A Y OB T, WER RN 2 SNDMEITRN T LTk D)

S HIZAMENZ B W TIL SN IZAIRIZENTSI 75 2 Lid, SIFITK LT KA VL
DEAEND Z &b,

T=ENB, FAYOF—NIRFEINTGE, b LT T—40B, RAY DA F—x
Y hOa—F=nOHMAARTH D56, LREDITHIL, FAVICBThREINIbD L
U9 %D, LLnD, HEIZOWTEL, BESGRIC BT LWEmA RSN TH W
Do

() REFH

FEEDRBLDO b L1ZIBWNT, RA VLS SR, ENOERFRIRICK T 256121, SVE
TREINZHATH, BAN RSN EEDTND, FA VLS S 7 L, BEME DR
ER, EOXOIRIPFETHLZEERLTND,

[ RA Y HNE, LSRR S NGNS T DIENEH S 9 200203000 72 < LA
TOREBEATRINEGEICEAINDI b D LT D,
(%)

7. RA @A IEE ORI W TBIICFET 20 LS 2575 (F721%,
WAMHLEZ A L T2 LTz e LTH B YEEMEOFIC W TR Z AT 5
KL, 7NV —T 2L TWD) BEOE VRS LAXEEMEN, REINE
St

ZoLl, FAYAREHFEUOWGE 1 754, FICEXR2FEHE2BRLTRBY, £
TITE. 1 7542 TB W T, AWV ORFRIZEB W THENEANTRHHA SN D Z & %217
BERH S TN & & ATAHED, BEMEPFH SN DICEEBEEZ 52 -FUEREENT
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W5,

RA NAHET DA 25 3 RE OREFITIR, JLIRITA OGN BRE T
VIED, [FVES G 7THICESWT, WA IS,

FIPZIT, A VIHHET DT KRT 58 (B DR FISRY T 256, HA 13—
NAE, RAVIZBWTIFEBEIND Z L2 D, RAVITHFET D LD DIE, LN TESR
b,

MRE SN EEWE - REME LA T 520, MBI AV ITHFET D1 LWV I E
7%

RAYHNES S 7 HIL, TRE I EERE - REMELZ AT Ha40, WERIC RA
VNFET D] T EERDOTND, THuL, Bk, BNz RV IChH T 54
BERHDH, LINTND

— RN T, LLFDO =20 A T OBEMENRTED HIL TN D

RENE ZICFET 20 a0 E LT, StEOREN RAVIZHDH T &

KRR ORE S HEOREEZ 2T RAOFEN KA VIhH D 2 & (AR DEFTOHRTIEA
Y TIEZRY)

WIMZTTET DB N T, FREDORIEN FAVIZHH T & (Ll b, b L,
WNSHER, FA Y ORI EISITH D LTV ZRWES (ERICIS L TWD 7 L— 74
¥EDBE) [E Blattia LT, ioar be—Alib sz L)

TNENDE EMEIL, %ﬁ%“ﬁ“w)/—\%ﬂ:)ﬁ LT iuEZz vy, RA VICHET Dt
INHIT, RS FEOEELZ 2T HAITIE, TOSHEN, BEME LA T OLEND D,

(2) N3 Dkt
RA 0 ’ZIK/H:OD%ZQ/—VFJE ZBWT, FAVHOF2ALDNE RS 5 HEMEN, FA VM

BOWTAREMHEINZSGAIZE, T X9 AR EFHIZR LT, A Y RIEBSMGIEET
WHINI S, bL, FA /%@AH# RA Y DAL U THERIZEIFEL TWD D THIL
X, RA Y ARIEBEFLIEEOREENL, @A I 5,

A HBWTIL, %%azmtBBx%)m@:t~ FEHHLIZ, ZREIET, BB
EHEAT - R (UWGL74:2TH 1 &) IZaE4 325 L, £72. YIIBU 2R HIL, EERE
WEOGH (UWG175:2TE2 75) IZi%% T 5,

3.4.23. REICHITHRE L HEBMHEEFEIC DT

BRHEFEHICHOWTOHHEEE L EIEDOEIZ DWW ThIT THRET 526045, 20D k-
T, BRERICVWERFERBE (UIF, —RRFFE) & P@EGREtchbT TERTHINE
N5,

104



(1) —MREE
(a) HHEhE

. —fen

—RREFEEMHITBIT 2 BHPEFEI OV T RIE, BIBERICRWVWREFMEIZB T 2804
FEEG, THAEEENORAET D, BEMEORFIL. F4/E$ﬁ“&@M%2* (BT
DAREATA L LTIHIREN TN D O TOEETAMOBHFI RN EHELHT 5, L LR,
RANZEBNTIE, 220D EWNEDIIRE & G ICEUIEOIRNEE L 2 558 H 20 479,

- EU &

EUMRER G ENLFHCBO TR, ZESHAI (B & HROAR - JUTICHET 2%
B2 H]—COUNCIL REGULATION (EC) No 44/2001 of 22 December 2000 on jurisdiction
and the recognition and enforcement of judgments in civil and commercial matters) EC/44/2001
(EUGVVO) 23, [ENTEIHEET 5 0%,

EUGVVO®D 2% ()ix

Ho2%

1 KRN HNEEDBED & S 55 Z R &, HLE DB IC T 6T 5812, [EHFED
TPANZ 30330 57, € DEDFFIPIHIZTHFZ S5,

EEDTNDE®, o, MWEICHE 28T 581, FBEOEDORVIRY ki
WEHTO & 2 MEE AT T2 2k S 5,

ZAUIxE LT, AR PERE I DWW TIE, EUGVVOD 2 2 51,

F2 2%
KDEHFIE, (LD A ZIPT, BFEEs 4735,
(%)

@ FF7THE, PAIEHE, EUCHET DM FGEh L < 178G Z L L TSP DHEF D, BHXK 13
NI BT B FFIC 00 T, il L < 138555 L < ITZBEXGLED, RIZ[EEESE
FIDBLE (D& ZPHL I 7 b D & B XS EHDZ T,

EEDTWNDHN, BEMEIZOVWTL, ZOHEFEHINRZWEZEZ LN TND, L)
DL, BB, FIMEE L TR S TR L, R#EDTZDI, BERZE LRV

9 Z DEEEDEIT OV TIE, m law group IEHEHEATOWE EIZ EU HEE (146 0 216 H
N e =it LTJJD% L7z,

B, 22T [BERD) EVIHDIE, YEEORFTOATHLEENDE NS Z LTk D,

bR ESEN %B’Ziih’“ﬁfﬁlﬁl fEFTEA LgneE X3, ZoEOENEASINS EINTY, FH
HANEA SN D Z Lo T D, 7272 L, mlaw group JEBRFEITC LD L HE, w7
ENTWBHEDZLETHD,
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ZHUE IT VY —F - T— ML b D TH 5,
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Memorandum)( http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2003:0427:FIN:EN:PDF)(
LUF, @B A€ Z > 4 L L\ 9H):Prof. Peter STONE “The Rome Il Regulation on Choice Law in
Tort” (http://auhf.ankara.edu.tr/journals/alr-archive/ ALR-2007-04-02/alr-2007-04-02-stone.pdf) .
O PEBFEE TEKISMERS OMEILE I BT DN A R OB RSB (m—~ 1) RIZ2OWT) i
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SWVWHEDOTH D, LI DIE, HENBELERFTE VI DX, TOL I RREEW 125
FEOFHEIZ L > TRESIND N TH D,
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TLEVWOIHE, FNENOEOEENEH SN 22 212725,

Z O L5 BRGEICE, MERERTL. ThThoEOEEICHES T, FFEO TSI L
AEIND,
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— MR, FHPEHEO FRIZHOWTIE, (REEOE] BEH SN bDE SN, H
EREIZBWT MEEEOE] ORI 20 EWHIERS 5,

P~ HAIT 8 4% 1 BTV T IERKIBIMRITIS T 2 B PEME DR E DFEMEIZ DN T
X, REZROHEOENHEH SRS L INTWD, BEMITIE,

1. FIHGRIBERE DIR 752 5 4 U B ZFIIMEFE DIFERLIT, [RZED KD 5417 [EH DL TH S,

EVIHIDTH D, CGLEREHHEOEEICE N T, BRENRSNEZHEAOEOENEH S
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2. DI T IR HHEDRED 54 U SZFINMEFEDLZHIZIL, BET 5 Ik
XEBDBEHENS, EDOXEN Lo THEINRN)T X TOMEIZ O T, RE
B IPTT I B [E D KRS T 5,

LI Lo, BEEOREFIL AEHREFSILEON T I —ICRTHb0EBEx LN
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P ZAREENEDJFANL, B HEE ORI OV T, #H IR,
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21X, TR EEZ 5 FT-EOZTNENOENEH SN D) L7250 T, RO ®IZET
HbDEEZLND,

(c) B~ H

BRENZHB T, i A BX OIS B TORFERMEL 2> Tn5, RELZRDLNLD
E O, HEMEFFICB O TE, BEECITRL ., BEMBREOEETGEELZRD D
BED—oDOERIZT E 2\, ZOREE, X1 1%, 1 A BXOHE B 0oEEL2FHKRTH 2
LITRDBLDLEEZLND, ZOBHAIC, ED KD REOEMABFRIC R D oW TIEARE
72fEI 723 Hobas  Pipes SO RET 5 & Z A0 G, ity A OBEFIZOWNTIT A
E R, i B OBFIZOWTEBEOERE 2D 9 5D TIEZRWMNE WD DA mlaw
group {EHEFHEITO M TH 5,

(2) 7

RA RN TIE, ERNCHHEE Th 72 b OB % B WS OFET, Bl 575k
HIFTIZ K o THBr SN 5 DT, 6 OFFORHERERS JOWEILE S | 72, BIREN D
DERD,

HpEEEZOWT, FEFEMHFICRB W THEAEE L, THEENORET D, MM Y RE
FARIE 2 9RIC K D & FBIMR D D RAT D FFAAIL, TN ENO R BITHIOEEER T
WEEA AT 5, Zhud, — BRIt Sh 255 CTh 5,

A D YEMEIZ DWW TR K LR 2 & T REFEFFRIT T 2 EERA 22 ERLE & v
9 Z &0, BHIEC/593/2008 (7 —~ 1) ( MFEH OYERWEIZBE T 2 8101 ) 494
ko TRESND, ZHUE, FBAI2 RICL > T RICEA S5, FHA2 50%,

AR TIEE X5 050%, WBEEDLE TH B35 70842700530 0 720 < i S 5

LEDTWSHOT, HANX, EUMAEOA TR, —KICHH SN D,
[FHHI 8 4t 2 THIX,

(W) FHE P D SEHIZHEO T, FElL, CDEPLZZFIDEITE LT, HIE, 55
77 0 [J D)k 5 ik & 55, MD[EICZE T, — ST Sz & L To, R
If, FHEIRHD e SIS [EHPED S & D EIFHE SR

L LTWBHDT, RN EZTIRAIT, YFEEMITBW TG OV TREDEEDOWNIR
0. W O BIRAENLRICHE S Z L2 D,

W OFEFIT R E T E WA, FIBRI8 & 3HIX, TN ENDFE#E O F

URHEZRIZ OV T, http://www.businesslaw.jp/blj-online/imgdir/pdf/20080620_sugiura-02.pdf (=%
R %, Fio, figa e U TR TN 1T 52K EIEO R ER RO BIE — 7 —~ 897>
5 Te—= 1 HAl] ~] (http://www.businesslaw.jp/blj-online/imgdir/pdf/20080620_sugiura-01.pdf)
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ETOEOBERAN 2 ENS5 D E LTV D,

3.4.3. HEICEVWTERFINIEEREHOF AORE

(D18

IO LD REBEN RIS E B MEE L QX ANEICS W TS S iHLE R A K
AVICBWTHIAT 2 ENTED, LWIERD 5,

— AT, RA Y OFHIFTA, SME TR E okt 2 alEIEB &2 72970 8 9 Dd, YakE &
DO OMAEWMEENRH D E I E WS BRIEGF LTS, & 2iX, ZOEN, ~N—7
AR SRAI0F DO SR OFFRE TH 20 & 5 1>, £z, ZEBENEIEBBGR 23 & 5 5>
EOMENIZETHD, bL, RICHBRWEEIZIE, AEER (reciprocity) DEHIZHE
DWCEHI R EREL R 2 S 509 Z &2k b,

EZ &R A OFELBIOAERN R ) 2 NI, FAYOABEEIC L > TS Tn
é 495O

HALE RAE, Eblc, TREFATRICET RN (RFSFKN) 1 ORNEIICZR S,
Mo T, FEMOY 2 7 [FEILBIOEIE) (28D 5D TEGER Y JRRELTE ~, fHFGE
WFDPFIHTE D Z LD, £o, ZEFEEBERY RO HAFEL TV D,

QKEE RA Y & OB OFHHLEEOF

RAZIZHBN T, FHIERE, TEH SR TWD O, KEDIRNRT 4 A7 3V IZ K DHFEL
WEZ EDL DT 20NN BETH D,

KEE FAIE, &b TREIFEFICET DAHLONELIZET 25868 (O — 7 FEL
INAESRHD) 196DFFKETH 5,

AN ZRERUREE SR O b L KA EIL. FHFEOEICHE > T, MEEOHRY )R
(competent authority) 2k L CRFHLAINET 522 b 0L LN TE D, ZDEK
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ZHICH LT, RA Y OFHFTIE, FA Y ORFFRIEDFANIGES T, KE DT 1 2%
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AN Ffr & TR SNVCRHLE , —RIZERD 2T HUER B 220, MM BN T 2 b7 REL
EIFET DO L TSRO 511D DI,

CEERGES, BRNICTELINT VR TH DL Z L 9T

C FREERFEA SN TWS Z &
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2, BLRNWE T, ZORANISFLNTW RN LIk b,
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1. E E A (ECONOMIC ESPIONAGE ACT OF 1996)

To amend title 18, United States Code, to protect proprietary economic information, and
for other purposes.
Be it enacted by the Senate and House of Representatives of the United States of
America in Congress assembled,
SECTION 1. SHORT TITLE.
This Act may be cited as the “Economic Espionage Act of 1996”.
TITLE I—PROTECTION OF TRADE SECRETS
SEC. 101. PROTECTION OF TRADE SECRETS.
(a) IN GENERAL.—Title 18, United States Code, is amended by inserting after chapter
89 the following:
“CHAPTER 90—PROTECTION OF TRADE SECRETS
“Sec.
“1831. Economic espionage.
“1832. Theft of trade secrets.
“1833. Exceptions to prohibitions.
“1834. Criminal forfeiture.
“1835. Orders to preserve confidentiality.
“1836. Civil proceedings to enjoin violations.
“1837. Conduct outside the United States.
“1838. Construction with other laws.
“1839. Definitions.
18 U.S. Code § 1831 - Economic espionage
(a) In General.— Whoever, intending or knowing that the offense will benefit any
foreign government, foreign instrumentality, or foreign agent, knowingly—
(1)steals, or without authorization appropriates, takes, carries away, or conceals, or by
fraud, artifice, or deception obtains a trade secret;
(2)without authorization copies, duplicates, sketches, draws, photographs, downloads,
uploads, alters, destroys, photocopies, replicates, transmits, delivers, sends, mails,
communicates, or conveys a trade secret;

(3)receives, buys, or possesses a trade secret, knowing the same to have been stolen or
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appropriated, obtained, or converted without authorization;

(4)attempts to commit any offense described in any of paragraphs (1) through (3); or
(5)conspires with one or more other persons to commit any offense described in any of
paragraphs (1) through (3), and one or more of such persons do any act to effect the
object of the conspiracy,

shall, except as provided in subsection (b), be fined not more than $5,000,000 or
imprisoned not more than 15 years, or both.

(b) Organizations.— Any organization that commits any offense described in subsection
(a) shall be fined not more than the greater of $10,000,000 or 3 times the value of the
stolen trade secret to the organization, including expenses for research and design and

other costs of reproducing the trade secret that the organization has thereby avoided.

18 U.S. Code § 1832 - Theft of trade secrets
(a)Whoever, with intent to convert a trade secret, that is related to a product or service
used in or intended for use in interstate or foreign commerce, to the economic benefit of
anyone other than the owner thereof, and intending or knowing that the offense will,
injure any owner of that trade secret, knowingly—

(1)steals, or without authorization appropriates, takes, carries away, or conceals, or by
fraud, artifice, or deception obtains such information;
(2)without authorization copies, duplicates, sketches, draws, photographs, downloads,
uploads, alters, destroys, photocopies, replicates, transmits, delivers, sends, mails,
communicates, or conveys such information;
(3)receives, buys, or possesses such information, knowing the same to have been stolen
or appropriated, obtained, or converted without authorization;
(4)attempts to commit any offense described in paragraphs (1) through (3); or
(5)conspires with one or more other persons to commit any offense described in
paragraphs (1) through (3), and one or more of such persons do any act to effect the
object of the conspiracy,
shall, except as provided in subsection (b), be fined under this title or imprisoned not
more than 10 years, or both.
(b)Any organization that commits any offense described in subsection (a) shall be fined

not more than $5,000,000.

18 U.S. Code § 1833 - Exceptions to prohibitions
This chapter does not prohibit—

(1)any otherwise lawful activity conducted by a governmental entity of the United
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States, a State, or a political subdivision of a State; or
(2)the reporting of a suspected violation of law to any governmental entity of the United
States, a State, or a political subdivision of a State, if such entity has lawful authority

with respect to that violation.

18 U.S. Code § 1834 - Criminal forfeiture
Forfeiture, destruction, and restitution relating to this chapter shall be subject to
section 2323, to the extent provided in that section, in addition to any other similar

remedies provided by law.

18 U.S. Code § 1835 - Orders to preserve confidentiality

In any prosecution or other proceeding under this chapter, the court shall enter such
orders and take such other action as may be necessary and appropriate to preserve the
confidentiality of trade secrets, consistent with the requirements of the Federal Rules of
Criminal and Civil Procedure, the Federal Rules of Evidence, and all other applicable
laws. An interlocutory appeal by the United States shall lie from a decision or order of a

district court authorizing or directing the disclosure of any trade secret.

18 U.S. Code § 1836 - Civil proceedings to enjoin violations

(a)The Attorney General may, in a civil action, obtain appropriate injunctive relief
against any violation of this chapter.

(b)The district courts of the United States shall have exclusive original jurisdiction of

civil actions under this section.

18 U.S. Code § 1837 - Applicability to conduct outside the United States

This chapter also applies to conduct occurring outside the United States if—

(Dthe offender is a natural person who is a citizen or permanent resident alien of the
United States, or an organization organized under the laws of the United States or a
State or political subdivision thereof; or

(2)an act in furtherance of the offense was committed in the United States.

18 U.S. Code § 1838 - Construction with other laws
This chapter shall not be construed to preempt or displace any other remedies, whether
civil or criminal, provided by United States Federal, State, commonwealth, possession,

or territory law for the misappropriation of a trade secret, or to affect the otherwise
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lawful disclosure of information by any Government employee under section 552 of title

5 (commonly known as the Freedom of Information Act).

18 U.S. Code § 1839 - Definitions
As used in this chapter—
(Dthe term “foreign instrumentality” means any agency, bureau, ministry, component,
Institution, association, or any legal, commercial, or business organization, corporation,
firm, or entity that is substantially owned, controlled, sponsored, commanded, managed,
or dominated by a foreign government;
(2)the term “foreign agent” means any officer, employee, proxy, servant, delegate, or
representative of a foreign government;
(3)the term “trade secret” means all forms and types of financial, business, scientific,
technical, economic, or engineering information, including patterns, plans, compilations,
program devices, formulas, designs, prototypes, methods, techniques, processes,
procedures, programs, or codes, whether tangible or intangible, and whether or how
stored, compiled, or memorialized physically, electronically, graphically,
photographically, or in writing if—

(A)the owner thereof has taken reasonable measures to keep such information secret;
and
(B)the information derives independent economic value, actual or potential, from not
being generally known to, and not being readily ascertainable through proper means by,
the public; and
(4)the term “owner”, with respect to a trade secret, means the person or entity in whom

or in which rightful legal or equitable title to, or license in, the trade secret is reposed.

HHL - BOURFE IR &R
(http://www.gpo.gov/fdsys/pkg/PLAW-104publ294/pdf/PLAW-104publ294.pdf)
K ¥ Cornell University Law School “Legal Information Institute”
(http://www.law.cornell.edu/) > 5 Hx%
)
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2. ERAA LS4 (EEAERZECHERRVFRFEICERASNSEHD)

"Trade secret" has the meaning given that term in 18 U.S.C. § 1839(3).

§2B1.1. Larceny, Embezzlement, and Other Forms of Theft; Offenses Involving Stolen
Property; Property Damage or Destruction; Fraud and Deceit; Forgery;Offenses
Involving Altered or Counterfeit Instruments Other than Counterfeit Bearer

Obligations of the United States

(13) (Apply the greater) If the offense involved misappropriation of a trade secret and
the defendant knew or intended—

(A) that the trade secret would be transported or transmitted out of the United States,
increase by 2 levels; or

(B) that the offense would benefit a foreign government, foreign instrumen-tality, or
foreign agent, increase by 4 levels. If subparagraph (B) applies and the resulting offense

level is less than level 14, increase to level 14.

il KEEHZEZESOYA Y TEHTA RI74 0 ~=27/12013] 72H5H
(http://www.ussc.gov/Guidelines/2013_Guidelines/Manual_HTML/2b1_1.htm)
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3. A TAI=ZTIMNHE—EEMEE (CUTSA)

CIVIL CODE SECTION 3426-3426.11

3426. This title may be cited as the Uniform Trade Secrets Act.
3426.1.

As used in this title, unless the context requires otherwise:

(a) "Improper means" includes theft, bribery, misrepresentation,breach or inducement
of a breach of a duty to maintain secrecy, or espionage through electronic or other
means. Reverse engineering or independent derivation alone shall not be considered
lImproper means.

(b) "Misappropriation" means:

(1) Acquisition of a trade secret of another by a person who knows or has reason to
know that the trade secret was acquired by improper means; or

(2) Disclosure or use of a trade secret of another without express or implied consent
by a person who:

(A) Used improper means to acquire knowledge of the trade secret; or

(B) At the time of disclosure or use, knew or had reason to know that his or her
knowledge of the trade secret was:

(i) Derived from or through a person who had utilized improper means to acquire it;

(i1) Acquired under circumstances giving rise to a duty to maintain its secrecy or
limit its use; or

(iii) Derived from or through a person who owed a duty to the person seeking relief to
maintain its secrecy or limit its use; or

(C) Before a material change of his or her position, knew or had reason to know that
1t was a trade secret and that knowledge of it had been acquired by accident or mistake.

(c) "Person" means a natural person, corporation, business trust,
estate, trust, partnership, limited liability company, association,
joint venture, government, governmental subdivision or agency, or any other legal or
commercial entity.

(d) "Trade secret" means information, including a formula,pattern, compilation,
program, device, method, technique, or process,that:

(1) Derives independent economic value, actual or potential, from not being
generally known to the public or to other persons who can obtain economic value from
its disclosure or use; and

(2) Is the subject of efforts that are reasonable under the circumstances to maintain

its secrecy.
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3426.2.

(a) Actual or threatened misappropriation may be enjoined. Upon application to the
court, an injunction shall be terminated when the trade secret has ceased to exist, but
the injunction may be continued for an additional period of time in order to eliminate
commercial advantage that otherwise would be derived from the misappropriation.

(b) If the court determines that it would be unreasonable to prohibit future use, an
injunction may condition future use upon payment of a reasonable royalty for no longer
than the period of time the use could have been prohibited.

(c) In appropriate circumstances, affirmative acts to protect a trade secret may be

compelled by court order.

3426.3.

(a) A complainant may recover damages for the actual loss caused by
misappropriation. A complainant also may recover for the unjust enrichment caused by
misappropriation that is not taken into account in computing damages for actual loss.

(b) If neither damages nor unjust enrichment caused by misappropriation are
provable, the court may order payment of a reasonable royalty for no longer than the
period of time the use could have been prohibited.

(¢) If willful and malicious misappropriation exists, the court may award exemplary

damages in an amount not exceeding twice any award made under subdivision (a) or (b).

3426.4.

If a claim of misappropriation is made in bad faith, a motion to terminate an
injunction is made or resisted in bad faith, or willful and malicious misappropriation
exists, the court may award reasonable attorney's fees and costs to the prevailing party.
Recoverable costs hereunder shall include a reasonable sum to cover the services of
expert witnesses, who are not regular employees of any party, actually incurred and
reasonably necessary in either, or both, preparation for trial or arbitration, or during

trial or arbitration, of the case by the prevailing party.

3426.5.
In an action under this title, a court shall preserve the secrecy of an alleged trade secret
by reasonable means, which may include granting protective orders in connection with

discovery proceedings, holding in-camera hearings, sealing the records of the action,
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and ordering any person involved in the litigation not to disclose an alleged trade secret

without prior court approval.

3426.6.

An action for misappropriation must be brought within three years after the
misappropriation is discovered or by the exercise of reasonable diligence should have
been discovered. For the purposes of this section, a continuing misappropriation

constitutes a single claim.

3426.7.

(a) Except as otherwise expressly provided, this title does not supersede any statute
relating to misappropriation of a trade secret, or any statute otherwise regulating trade
secrets.

(b) This title does not affect (1) contractual remedies, whether or not based upon
misappropriation of a trade secret, (2) other civil remedies that are not based upon
misappropriation of a trade secret,
or (3) criminal remedies, whether or not based upon misappropriation of a trade secret.

(c) This title does not affect the disclosure of a record by a state or local agency under
the California Public Records Act (Chapter 3.5 (commencing with Section 6250) of
Division 7 of Title 1 of the Government Code). Any determination as to whether the
disclosure of a record under the California Public Records Act constitutes a
misappropriation of a trade secret and the rights and remedies with respect thereto

shall be made pursuant to the law in effect before the operative date of this title.

3426.8.
This title shall be applied and construed to effectuate its general purpose to make

uniform the law with respect to the subject of this title among states enacting it.

3426.9.

If any provision of this title or its application to any person or circumstances is held
invalid, the invalidity does not affect other provisions or applications of the title which
can be given effect without the invalid provision or application, and to this end the

provisions of this title are severable.

3426.10.

This title does not apply to misappropriation occurring prior to January 1, 1985. If a
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continuing misappropriation otherwise covered by this title began before January 1,
1985, this title does not apply to the part of the misappropriation occurring before that

date. This title does apply to the part of the misappropriation occurring on or after that
date unless the appropriation was not a misappropriation under the law in effect before

the operative date of this title.

3426.11.

Notwithstanding subdivision (b) of Section 47, in any legislative or judicial proceeding,
or in any other official proceeding authorized by law, or in the initiation or course of any
other proceeding authorized by law and reviewable pursuant to Chapter 2 (commencing
with Section 1084) of Title 1 of Part 3 of the Code of Civil Procedure, the voluntary,
intentional disclosure of trade secret information, unauthorized by its owner, to a
competitor or potential competitor of the owner of the trade secret information or
the agent or representative of such a competitor or potential competitor is not privileged
and is not a privileged communication for purposes of Part 2 (commencing with Section
43) of Division 1.

This section does not in any manner limit, restrict, impair, or otherwise modify
either the application of the other subdivisions of Section 47 to the conduct to which this
section applies or the court' s authority to control, order, or permit access to evidence in
any case before it.

Nothing in this section shall be construed to limit, restrict, or otherwise impair, the
capacity of persons employed by public entities to report improper government activity,
as defined in Section 10542 of the Government Code, or the capacity of private persons

to report improper activities of a private business.

Hi 8 . Official California Legislative Information O EELE# 5 51 H
(http://www.leginfo.ca.gov/cgi-bin/displaycode?file=3426-3426.11&group=03001-04000&

section=civ)
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4. 41/ A MERWEZE (ITSA)

(765 ILCS 1065/) Illinois Trade Secrets Act.

(765 ILCS 1065/1) (from Ch. 140, par. 351)

Sec. 1. This Act shall be known as and may be cited as the "Illinois Trade Secrets
Act".
(Source: P.A. 85-366.)

(765 ILCS 1065/2) (from Ch. 140, par. 352)

Sec. 2. As used in this Act, unless the context requires otherwise:

(a) "Improper means" includes theft, bribery, misrepresentation, breach or
inducement of a breach of a confidential relationship or other duty to maintain secrecy
or limit use, or espionage through electronic or other means. Reverse engineering or
independent development shall not be considered improper means.

(b) "Misappropriation" means:

(1) acquisition of a trade secret of a person by another person who knows or has
reason to know that the trade secret was acquired by improper means; or

(2) disclosure or use of a trade secret of a person without express or implied consent
by another person who:

(A) used improper means to acquire knowledge of the trade secret; or

(B) at the time of disclosure or use, knew or had reason to know that knowledge of
the trade secret was:

(I) derived from or through a person who utilized improper means to acquire it;

(II) acquired under circumstances giving rise to a duty to maintain its secrecy or
limit its use; or

(ITI) derived from or through a person who owed a duty to the person seeking relief
to maintain its secrecy or limit its use; or

(C) before a material change of position, knew or had reason to know that it was a
trade secret and that knowledge of it had been acquired by accident or mistake.

(c) "Person" means a natural person, corporation, business trust, estate, trust,
partnership, association, joint venture, government, governmental subdivision or
agency, or any other for-profit or not-for-profit legal entity.

(d) "Trade secret" means information, including but not limited to, technical or
non-technical data, a formula, pattern, compilation, program, device, method, technique,
drawing, process, financial data, or list of actual or potential customers or suppliers,

that:
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(1) is sufficiently secret to derive economic value, actual or potential, from not being
generally known to other persons who can obtain economic value from its disclosure or
use; and

(2) is the subject of efforts that are reasonable under the circumstances to maintain
its secrecy or confidentiality.

(Source: P.A. 85-366.)

(765 ILCS 1065/3) (from Ch. 140, par. 353)

Sec. 3. (a) Actual or threatened misappropriation may be enjoined. Upon
application to the court, an injunction may be terminated when the trade secret has
ceased to exist, provided that the injunction may be continued for an additional
reasonable period of time in appropriate circumstances for reasons including, but not
limited to an elimination of the commercial advantage that otherwise would be derived
from the misappropriation, deterrence of willful and malicious misappropriation, or
where the trade secret ceases to exist due to the fault of the enjoined party or others by
1Improper means.

(b) If the court determines that it would be unreasonable to prohibit future use due
to an overriding public interest, an injunction may condition future use upon payment
of a reasonable royalty for no longer than the period of time the use could have been
prohibited.

(c) In appropriate circumstances, affirmative acts to protect a trade secret may be
compelled by a court order.

(Source: P.A. 85-366.)

(765 ILCS 1065/4) (from Ch. 140, par. 354)

Sec. 4. (a) In addition to the relief provided for by Section 3, a person is entitled to
recover damages for misappropriation. Damages can include both the actual loss caused
by misappropriation and the unjust enrichment caused by misappropriation that is not
taken into account in computing actual loss. If neither damages nor unjust enrichment
caused by the misappropriation are proved by a preponderance of the evidence, the
court may award damages caused by misappropriation measured in terms of a
reasonable royalty for a misappropriator's unauthorized disclosure or use of a trade
secret.

(b) If willful and malicious misappropriation exists, the court may award exemplary

damages in an amount not exceeding twice any award made under subsection (a).

225



(Source: P.A. 85-366.)

(765 ILCS 1065/5) (from Ch. 140, par. 355)

Sec. 5. If (i) a claim of misappropriation is made in bad faith, (ii) a motion to
terminate an injunction is made or resisted in bad faith, or (iii) willful and malicious
misappropriation exists, the court may award reasonable attorney's fees to the
prevailing party.

(Source: P.A. 85-366.)

(765 ILCS 1065/6) (from Ch. 140, par. 356)

Sec. 6. In an action under this Act, a court shall preserve the secrecy of an alleged
trade secret by reasonable means, which may include granting protective orders in
connection with discovery proceedings, holding in-camera hearings, sealing the records
of the action, and ordering any person involved in the litigation not to disclose an

alleged trade secret without prior court approval.
(Source: P.A. 85-366.)

(765 ILCS 1065/7) (from Ch. 140, par. 357)

Sec. 7. An action for misappropriation must be brought within 5 years after the
misappropriation is discovered or by the exercise of reasonable diligence should have
been discovered. For the purposes of this Act, a continuing misappropriation constitutes

a single claim.

(Source: P.A. 85-366.)

(765 ILCS 1065/8) (from Ch. 140, par. 358)

Sec. 8. (a) Except as provided in subsection (b), this Act is intended to displace
conflicting tort, restitutionary, unfair competition, and other laws of this State
providing civil remedies for misappropriation of a trade secret.

(b) This Act does not affect:

(1) contractual remedies, whether or not based upon misappropriation of a trade
secret, provided however, that a contractual or other duty to maintain secrecy or limit
use of a trade secret shall not be deemed to be void or unenforceable solely for lack of
durational or geographical limitation on the duty;

(2) other civil remedies that are not based upon misappropriation of a trade secret;

(3) criminal remedies, whether or not based upon misappropriation of a trade

secret; or
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(4) the definition of a trade secret contained in any other Act of this State.

(Source: P.A. 85-366.)

(765 ILCS 1065/9) (from Ch. 140, par. 359)

Sec. 9. This Act takes effect on January 1, 1988, and does not apply to
misappropriation occurring prior to its effective date.
(Source: P.A. 85-366.)

M o AU 2 AINFRE OV A S OERE R 55 H
(http://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=2239&ChapterID=62)
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5. ¥HFa—t v IYMEDEKEEX

Section 42. Whoever embezzles, steals or unlawfully takes, carries away, conceals, or
copies, or by fraud or by deception obtains, from any person or corporation, with intent
to convert to his own use, any trade secret, regardless of value, shall be liable in tort to
such person or corporation for all damages resulting therefrom. Whether or not the case
is tried by a jury, the court, in its discretion, may increase the damages up to double the
amount found. The term “trade secret” as used in this section shall have the same

meaning as is set forth in section thirty of chapter two hundred and sixty-six.

Section 42A. Any aggrieved person may file a petition in equity in the supreme judicial
court or in the superior court for the county in which either the petitioner or the
respondent resides or transacts business, or in Suffolk county, to obtain appropriate
injunctive relief including orders or decrees restraining and enjoining the respondent
from taking, receiving, concealing, assigning, transferring, leasing, pledging, copying or
otherwise using or disposing of a trade secret, regardless of value. The term “trade
secret” as used in this section shall have the same meaning as set forth in section thirty

of chapter two hundred and sixty-six.

In an action by an employer against a former employee under the provisions of this
section for the conversion of a trade secret and where such conversion is in violation of
the terms of a written employment agreement between said employer and employee,
said employer shall, upon petition, be granted a preliminary injunction if it is shown
that said employee i1s working in a directly competitive capacity with his former
employer in violation of the terms of such agreement and that in violation of the terms

of such agreement said employee has used such trade secret in such competition.

Ml . vV F 2 — v VMEEF O A b b 5 H

Chapter 93 / Section 42
(https://malegislature.gov/Laws/GeneralLaws/Partl/TitleXV/Chapter93/Section42)
Chapter 93 / Section 42A
(https://malegislature.gov/Laws/GeneralLaws/Partl/TitleXV/Chapter93/Section42a)
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6. RETHYAT—FA RT5T 5

RESTATEMENT OF TORTS
SECTION 757. LIABILITY FOR DISCLOSURE OR USE OF ANOTHER' S TRADE
SECRET

GENERAL PRINCIPLE. One who discloses or uses another's trade secret, without a
privilege to do so, is liable to the other if

(a) he discovered the secret by improper means, or

(b) his disclosure or use constitutes a breach of confidence reposed in him by the other in
disclosing the secret to him, or

(c) he learned the secret from a third person with notice of the facts that it was a secret
and that the third person discovered it by improper means or that the third person's
disclosure of it was otherwise a breach of his duty to the other, or

(d) he learned the secret with notice of the facts that it was a secret and that its

disclosure was made to him by mistake.

Comment b. Definition of trade secret.

A trade secret may consist of any formula, pattern, device or compilation of information
which 1s used in one's business, and which gives him an opportunity to obtain an
advantage over competitors who do not know or use it. It may be a formula for a
chemical compound, a process of manufacturing, treating or preserving materials, a
pattern for a machine or other device, or a list of customers. It differs from other secret
information in a business (see s 759) in that it is not simply information as to single or
ephemeral events in the conduct of the business, as, for example, the amount or other
terms of a secret bid for a contract or the salary of certain employees, or the security
investments made or contemplated, or the date fixed for the announcement of a new
policy or for bringing out a new model or the like. A trade secret is a process or device for
continuous use in the operation of the business. Generally it relates to the production of
goods, as, for example, a machine or formula for the production of an article. It may,
however, relate to the sale of goods or to other operations in the business, such as a code
for determining discounts, rebates or other concessions in a price list or catalogue, or a

list of specialized customers, or a method of bookkeeping or other office management.

The subject matter of a trade secret must be secret. Matters of public knowledge or of
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general knowledge in an industry cannot be appropriated by one as his secret. Matters
which are completely disclosed by the goods which one markets cannot be his secret.
Substantially, a trade secret is known only in the particular business in which it is used.
It 1is not requisite that only the proprietor of the business know it. He may, without
losing his protection, communicate it to employees involved in its use. He may likewise
communicate it to others pledged to secrecy. Others may also know of it independently,
as, for example, when they have discovered the process or formula by independent
invention and are keeping it secret. Nevertheless, a substantial element of secrecy must
exist, so that, except by the use of improper means, there would be difficulty in
acquiring the information. An exact definition of a trade secret is not possible. Some
factors to be considered in determining whether given information is one's trade secret

are:

the extent to which the information is known outside of his business;

the extent to which it is known by employees and others involved in his business;

the extent of v measures taken by him to guard the secrecy of the information;

the value of the information to him and to his competitors;

the amount of effort or money expended by him in developing the information;

the ease or difficulty with which the information could be properly acquired or

duplicated by others.

ML By Y =R EERE o X — DY A R B5IH
(http://www.lrdc.pitt.edu/ashley/ RESTATEM.HTM)
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