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1. As part of our workforce, you have a duty to keep our Company’s assets
confidential, protect them from unauthorised use or loss, and to use
them only for legitimate business purposes. Disclosure of our
confidential information can cause our Company substantial damage.

2. Some examples of confidential information include:

(a) Non-public research, technical data, trade secrets, and other
non-public intellectual property;

(b) Non-public products, business or marketing plans;
(c) Proprietary software code, formulas, drawings, designs, recipes;

(d) Non-public financial and forecasted information relating to
shipment, revenue, margin, product and costs;

(e) Information relating to customer sales, customer contacts and
customer behaviour and other confidential customer information;

) Information relating to supplier metrics, contacts, data and other
confidential supplier information; and

(g0 Employee information such as salaries and organisational charts.

3. Every employee should take appropriate measures to protect the
Company’s confidential information in the following ways:

(a) Store all confidential information in a way that is not seen or
accessible by persons who do not need access to that
information;

(b) When you are away from your desk, lock documents that contain
confidential information in a cabinet or drawer. If reviewing soft
copies of documents that contain confidential information, lock
your electronic devices;

(c) Carefully review and comply with our company policies regarding
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confidential information;

(d) Consider your audience whenever communicating anything
within the Company or to external parties. In particular, double
check messages, attachments and recipients prior to sending
them to prevent unintentional dissemination of confidential
information; and

(e) Hold all confidential and/or proprietary information in strictest
confidence at all times during your employment and thereafter.

(f) [elf applicable] Before sharing any confidential information with
an outside party, in writing or orally, ensure an appropriate Non-
Disclosure Agreement (“NDA”), approved by the Company, is in
place.

Third Party Confidential Information. Treat the confidential information of
third parties in accordance with the law, contractual agreements with
such third parties, and the highest business standards. If you obtain
third party confidential information pursuant to an NDA, be sure to
comply with the terms of that NDA.

Customer Confidential Information. Information that belongs to our
customers which is not intended for public distribution is generally
considered customer confidential information. This information may or
may not have been disclosed under an NDA. In addition, our customers'
contracts may specifically preclude us from mentioning that they are our
customers. You must follow the confidentiality requirements specified
by our customers.

Competitor Confidential Information. Be very careful when you are
having conversations with people who work for competitors, to avoid
receiving any confidential information from them. Obtain any information
regarding our competitors legally and ethically.

Unauthorised use or disclosure of another party’s confidential
information or trade secrets may result in civii and criminal
consequences. Please approach the [eHuman Resources Team] if you
have any questions regarding the above.

<BEFIFR >
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1. The Singapore High Court case of Tan Kok Yong Steve v Itochu
Singapore Pte Ltd [2018] SGHC 85 provides a useful example of an
enforceable non-compete clause. There, the Court upheld a non-
compete clause that extended to Vietnam and Philippines for a period of
2 years. This was the first decision in over a decade that the Singapore
Courts enforced a 2-year non-compete clause. Please note that the
Court found that the activity scope, geographical scope and the temporal
scope of the restraint of trade clause was reasonable between parties
and not against the public interest, given the ex-employee in question’s
role and activities at the ex-employer and the restraints in question.

2. The non-competition clause in that case stated:

“The Employee hereby agrees and undertakes that during the
Employment and for a period of 2 years (Two Years) after
termination of the Employment, the Employee will not, without
the Employer's prior written consent, directly or indirectly,
whether for the Employee’s own account or for the account of
any other party, be employed or engaged in any capacity or
otherwise be interested in or involved with any company or
business which competes with the Employer and/or any Affiliate
in respect of Restricted Goods or Restricted Services within the
Restricted Area.

“Restricted Area”

means the area (geographical or otherwise) constituting the
market of the Employer and that of any Affiliate for the Restricted
Goods and Restricted Services;

“Restricted Goods”

means any product competitive with any product sold or supplied
by the Employer and/or any Affiliate with which the Employee
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was concerned during the period of 12 months immediately
preceding the date of termination of the Employment;

“Restricted Services”

means any services competitive with any of the services sold or
supplied by the Employer and/or any Affiliate with which the
Employee was concerned during the period of 12 months
immediately preceding the date of termination of the
Employment.”
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1. “Confidential Information” means all confidential information relating to
the [state the purpose for which the agreement is entered into, e.g. the
evaluation or establishment of a collaboration in respect of a particular
project] (the “Purpose”) which the Disclosing Party directly or indirectly
discloses to the Recipient [before, on or after the date of this agreement].
This includes:

@) The fact that discussions and negotiations are taking place
concerning the Purpose and the status of those discussions and
negotiations;

(b) The existence and terms of this agreement;
(© All confidential or proprietary information relating to:

0] The business, affairs, customers, clients, suppliers, plans,
intentions, or market opportunities of the Disclosing Party;
and

(i) The operations, processes, product information, know-
how, technical information, designs, trade secrets or
software of the Disclosing Party;

(d) Any information, findings, data or analysis derived from
Confidential Information; [and]

(e) Any other information that is identified as being of a confidential
or proprietary nature;

) But excludes any information that:

0] Is, or becomes, generally available to the public other
than as a direct or indirect result of the information being
disclosed by the Recipient in breach of this agreement
[(except that any compilation of otherwise public
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information in a form not publicly known shall still be
treated as Confidential Information)];

(i) Was available to the Recipient on a non-confidential basis
prior to disclosure by the Disclosing Party;

(iii) Was, is, or becomes available to the Recipient on a non-
confidential basis from a person who, to the Recipient's
knowledge, is not under any confidentiality obligation in
respect of that information;

(iv)  Was lawfully in the possession of the Recipient before the
information was disclosed by the Disclosing Party;

(V) Is developed by or for the Recipient independently of the
information disclosed by the Disclosing Party;

(vi)  The parties agree in writing that the information is not
confidential.

Confidentiality Obligations. The Recipient will keep secret and retain in
strictest confidence, and will not, without the prior written consent of the
Disclosing Party, furnish, make available, or disclose the Confidential
Information to any third party. Unless otherwise provided in this
agreement, the Recipient shall not make use of the Confidential
Information for its own commercial uses or for the benefit of any third
party, and shall use the Confidential Information only for the purposes
for which this agreement is entered into.

Confidentiality Period. This agreement and the Recipient's duty to hold
Confidential Information in confidence shall survive until [edate].

Standard of Care. The Recipient shall protect the Confidential
Information received hereunder from disclosure to any unauthorised
person, firm, corporation or other third party by using the same degree
of care that it uses to prevent the unauthorised disclosure of its own
confidential information of a like nature, but in no event less than a
reasonable degree of care.

Return or Destruction of Confidential Information. If so requested by the
Disclosing Party at any time by notice in writing to the Recipient, the
Recipient shall:
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(9) Destroy [or return to the Disclosing Party] all documents and
materials [(and any copies)] containing, reflecting, incorporating
or based on the Disclosing Party’s Confidential Information;

(h) Erase all the Disclosing Party’s Confidential Information from its
computer and communications systems and devices used by it,
or which is stored in electronic form; [and]

0] [To the extent technically and legally practicable,] erase all the
Disclosing Party’s Confidential Information which is stored in
electronic form on systems and data storage services provided
by third parties; and

()] Certify in writing to the Disclosing Party that it has complied with
the requirements of this Clause.

Nothing in this Clause hall require the Recipient to return or destroy any
documents and materials containing or based on the Disclosing Party’s
Confidential Information that the Recipient is required to retain by
applicable law, or to satisfy the requirements of a regulatory authority or
body of competent jurisdiction or the rules of any listing authority or stock
exchange, to which it is subject. The provisions of this agreement shall
continue to apply to any documents and materials retained by the
Recipient pursuant to this Clause.

6. Equitable Remedies. The Recipient acknowledges and agrees that in
the event of any actual or threatened breach by the Recipient of this
agreement, the Disclosing Party will be entitled to seek immediate
injunctive and other equitable relief, without bond and without the
necessity of showing actual monetary damages. Nothing herein will be
construed as prohibiting the Disclosing Party from pursuing any other
remedies available to it, including the recovery of any damages that it is
able to prove.
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[eCompany name] (the “Company”)

All visitors to the Company’s premises understand that they may be given
access to confidential information belonging to the Company through their
relationship with the Company or as a result of their access to the Company’s
premises.

All visitors understand and acknowledge that the Company’s confidential
information and trade secrets consist of information and materials that are
proprietary, valuable and not available in the public domain.

All visitors agree to hold in strictest confidence and confidential information
and/or trade secrets that they may obtain access to or receive in the course of
or by virtue of their access to the Company’s premises. The removal of any
document (including soft copies), equipment, or other materials from the
Company’s premises without the Company’s authorisation, and/or unauthorised
access to the Company’s proprietary information and materials, may result in
civil and criminal penalties.
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Cybersecurity and Data Protection Checklist for Teleworking

Item

Completed?

Do we have two-factor authentication in place for remote
access?

Are restricted systems capable of being accessed remotely
and appropriately configured?

Are restricted systems subject to additional layer of
authentication or security for remote access?

Are all remote workers utilizing organization-owned devices
for remote access?

Are those devices fully updated with security software and
patches?

Are remote workers utilising personally-owned devices for
remote access?

Are those devices subject to appropriate security controls?

Have we prepared our network and workforce for how to
address the increased risk in cyber attacks in the remote
working context?

Have we issued appropriate privacy notices and/or obtained
suitable consents for our planned monitoring activities?

Do we need to address privacy terms with any vendors or
other third parties that may access the data from our devices?

Do we need to address any cross-border transfer restrictions
that may apply to our workforce’s remote access to systems?

% LT
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cybersecurity-privacy-risks-teleworking % Z & < 72 &\,

61


https://www.bakermckenzie.com/en/insight/publications/2020/03/covid19-cybersecurity-privacy-risks-teleworking
https://www.bakermckenzie.com/en/insight/publications/2020/03/covid19-cybersecurity-privacy-risks-teleworking

Do we need to carry out a data protection impact assessment
on the proposed data collection and processing activities?
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