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Executive Summarj

- The Government of Japan is proposing creation of a next-generation smart
social infrastructure program named Societys.0. The proposed program will
provide a variety of products and services for the emerging needs of citizens. It
also will provide both economic development and solutions for social challenges
by integrating cyberspace and physical space. To support “Society5.0”, the
Ministry of Economy, Trade, and Industry (METI), proposed a program called
Connected Industries which will create value by building connections between

a wide variety of disparate industrial data.

- In the industrial society of “Society5.0”, networking between companies and
industries has produced “Connected Industries”, in which the connections
themselves create new data opportunities, for commerce. It is now possible to
construct a more flexible and dynamic supply chain that includes new entities,
and as cyberspace and physical space interact with each other, it is a new
process that encompasses both spaces. The supply chain itself will create new

added value.

- Cybersecurity is critical to the Connected Industries program. An attacker has
many more possible targets in the new, interconnected supply chain, so cyber

defenses must be drastically increased.

- In addition, the interconnection of cyberspace and physical space means that
cyberattacks have an increasing impact on physical infrastructure. The

physical consequences of a cyberattack could be enormous.

- The initiatives proposed for Society5.0 integrating cyberspace and physical
space create great value for citizens and companies, but the risks and
consequences of cyberattacks greatly increase as well. The Cyber/Physical
Security Framework will guide the implementation of the Connected

Industries program to reduce the risk of cyberattack.

- Because many varied entities participate in highly networked supply chains,
measures adopted at a single enterprise cannot assure security across the
supply chain or even within its own enterprise. Therefore, each supply chain

participant must adopt “security by design” techniques in which security is one



of the primary requirements of a new system. In addition, all participants must
ensure security of any shared data. Finally, the entire supply chain must build
resilience into supply chain systems to minimize impact of both potential

security breaches and system failures for other reasons.

In the Framework, security measures are shown which are commonly required
for all industries for the next-generation supply chain in “Society5.0” an
industrial society in which cyber space and physical space are highly
integrated. In order to ensure supply chain trustworthiness, security measure
are shown from three viewpoints (“Connections between organizations”,
“Mutual connections between cyberspace and physical space” and “Connections

in cyberspace”).

Companies and industries have widely varying tolerance for cybersecurity
risks. The Framework is designed with this in mind and should be used as a
reference document as enterprises consider their special cybersecurity

approaches and needs.
Finally new threats will emerge with advances in Al technology in the unified

cyberspace and physical space. The Framework will evolve to manage new

threats, and will be reviewed appropriately.

II



Introduction|
1. Society realized by “Society5.0” and “Connected Industries”
Practical uses of networking and IoT (Internet of Things) are advancing now

worldwide, and public and private sectors are beginning cooperation on highly
advanced IT in the field of manufacturing to lead the revolutionary changes
of “The Fourth Industrial Revolution” such as the “Industry 4.0” program in
Germany. In Japan, “The 5th Science and Technology Basic Plan”, approved
in a Cabinet meeting on January 22, 2016, the Government of Japan proposed
a next-generation smart society named “Society5.0” to produce products and
services that satisfy a variety of needs, and which also provides both economic
development and solutions for social challenges, by closely integrating
cyberspace and physical space. Furthermore, we the Ministry of Economy,
Trade and Industry (METI) need to develop a new industrial structure to
realize  “Connected Industries”, which creates new added wvalue for

“Societyb.0”, focusing on increased and varied connections.

respsct 1o socia problems such as the
: aging society and regional depopulation
I.:I' L making & sufficient response difficult
a

shared and cross-sector value is
difficult to create

HﬂnW|t"<lﬂmd T BVTLRT TR BRI T8 Te0t " A wru't'\rul Lurl-jrdlnI-\ 1':|'\.I\. with

0T will connict all people and
things, all sorts of knowledge and
information will be shared, and
totally new value will be born.

Society 5.0

Social issues will be overcome and
humans will be liberated from
various types of constraints,

Al will free humans from the The possibilities open to humans will

burdensome work of ;m.;rg_rzmg expand thmugh the use of robots, e

huge amounts of information. automatic-driving cars, elc. - 3

o2 g =
Do L] e
Py o,
e o s
&=
With an overTiow of snformabon, the work of [ ear yhaliises

AWK,
finding and anabyzing the informatson desired had Bmitatsons, and the behavior of the
is difficult and burdensome. physicalty challenged is constrained.

Figure i-1 Illustration of the society realized in “Society5.0”

“Societyb.0” is the latest in a series of social structures. It is the next in the
series of the hunting society (Societyl.0), agricultural society (Society2.0),
industrial society (Society3.0), and information society (Society4.0).

1 The illustration is quoted from the introduction of “Society5.0” by the Cabinet Office.



In the information society (Society4.0), sharing necessary knowledge and
information was not enough. It was difficult to create new value, and it was
also difficult and burdensome to find and analyze information in the huge
amounts of data created.

In “Society5.0”, all people and things are connected by IoT, a wide variety of
knowledge and information are shared, and new value is created. Moreover,
“Society5.0” relieves humans from the burdensome work of analyzing huge
amounts of data through the use using Artificial Intelligence (AI).
Furthermore, “Society5.0” is not a society where economic and organizational
systems are prioritized, but is instead a human-centered society in which Al,
robots, etc. will support work formerly done by humans, and provide people

with the goods and services they need, when needed, and as much as needed.
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Figure i-2 Illustration of connections between components and data, etc. in Society5.0

B Change in the supply chain structure

In “Society5.0”, the supply chain, which is a series of activities by companies
to create added value, will also change its form. The existing supply chain
was a rigid, linear structure of strict planning, including design, procuring
necessary parts and services based on the design, assembling and processing,
and delivering final products and services. It was deployed in a fixed and
unchanging manner. In “Society5.0,” however, where cyberspace and physical

space are highly integrated, needed goods and services are provided to the



people who need them when they need them. The starting point of a series of
activities to create added value is not fixed. In the past, suppliers planned
and designed the added value; from now on, there will be an increasing
number of cases where consumers will become the starting point of creating
added value. These activities may change during the process due to the
changes made in the requirements specified when starting the creation of
added value. If more effective data are obtained, the elements will be
incorporated into the new activities.

Supply chains straddle both cyber and physical spaces, and will change into
the creation of added value through various dynamically connected items and
data. In contrast with conventional standard and linear supply chain, these
changed supply chains need to be viewed as the “Society5.0” supply chain,
and existing systems and procedures are to be “value creation process” so that

it 1s distinguished from the conventional type.

2. Increase of threats by cyberattacks

In an industrial society of “Society5.0” where cyberspace and physical space
are highly integrated, cyberspace expands drastically and points of
cyberattack expand; the two spaces interacting with each other increase the
impact of the damages on physical space. For this reason, threats to the value
creation process (a new supply chain connecting across cyberspace and
physical space) are different and more complex compared to what the
standard and linear supply chain faced, and will cause a wider range of
damage.

It 1s necessary to understand that major change in the environment will
expand the points of cyberattacks. This means that the entire value creation
process may become exposed to threats of cyberattacks. For this reason,
measures to ensure security in all the elements relevant to the value creation
process need to be examined, and trustworthiness of the process needs to be
ensured through comprehensive measures, not partial ones.

In addition, new processes that occur with the advanced integration of cyber
space and physical space, such as digitization of information obtained from
10T, and the exchange of a large amount of created data, are emerging as new
targets for cyber attacks. This needs to be recognized, and ensuring security
of the digitalization of information, and security measures to support the

accuracy, distribution, and coordination of a large amount of data will become



important issues.

Table I-1 Features of Society5.0 and corresponding security concerns

A large quantity of data > - Appropriate management suited

exchange for the characteristic of the data
1s becoming increasingly
1Important

Integration of physical space 2> - Cyberattacks reach to physical
and cyberspace space
- Assume intrusion from physical
space and attack on cyberspace
- Intervention in information
conversion between physical
space and cyberspace
Supply  chains connected > - Range affected by cyberattacks

complicatedly expands

Threats to the supply chain are already arising as a real-life problem. In fact,
a case was reported in which equipment of a European company was infected
with ransomware. It infiltrated domestic enterprises in Japan via the supply
chain, expanded the infection, and stopped some operations as a result.

Given the situation, the necessity to protect IoT and Industrial Control
Systems (ICS) by supply chain management is becoming widely recognized in
other countries. In the United States, the framework (Cybersecurity
Framework), which provides the perspective of cybersecurity measures
especially for the critical infrastructure developed by NISTZ2 in February
2014, was revised in April 2018. In these documents, they added a description
on supply chain risk management and requested to implement preventive

measures to the entire supply chain and to conduct audits as needed.

3. Intention of developing the Framework and its scope of application
In the process of achieving “Society5.0” and “Connected Industries,” the
industrial and social environments are changing considerably. Along with
these changes, there are more threats of cyberattacks, and new threats are

emerging. Now is the time to begin preparing ourselves for these new and

2 National Institute of Standards and Technology



increasing threats.
Under such problem awareness, METI has decided to formulate the
“Cyber/Physical Security Framework,” build a model that appropriately
1dentifies the risks faced in creating added value in the new industrial society,
identify the risk sources, organize the overview of the required security
measures, and summarize examples of measures which the industrial
community can utilize as their security measures.
The Framework covers the entire model of the new industrial society and
targets all entities that are working to create added value in it.
In the contents of identifying risk sources and security measures, the
following are included;

(1) those applicable to conventional supply chains,

(2) those that need new measures in the new industrial society model,
Security measures can be customized to each enterprise.
In addition, even if a system is not connected to the Internet or other outside
networks, increased integration, convenience, and seamless interoperation
between the components of the system increase the possibility that a small
incident can spread system-wide. The reason is that most systems are
designed for general purpose operation and are not customized for the
increased security required. Therefore, you should recognize that the
electronic equipment and the systems you own can be within the scope of the
Framework, and you should take the necessary security measures for each of
them.
The reader should make use of the Framework and implement necessary
security measures according to the actual requirements of the enterprise etc.

to which the reader belongs.

4. Intended readers of the Framework

The Framework should be referenced when working on a value creation
process in the new industrial society, Society 5.0. The stakeholders should all
be aware of and involved with security measures necessary for that activity.
Stakeholders include the following.

CISO(Chief Information Security Officer)
Strategists and planners for supply chain creation and management
teams (mostly Part I)



Person in charge of security of the enterprises and groups involved in
the value creation process

Person in charge of development/quality assurance/design/construction
of information systems and control systems

Person in charge of data management

Person in charge of standardization of security guideline for industrial

assoclations

5. Overall structure of the Framework
In order to accurately identify the risk sources in terms of cybersecurity in
the value creation process and show the measures for the risks, we METI

decided that the three parts composed the entire framework as follows.

(1) Part I explains the Concept of the Framework , the followings are
specified:
- the model (the three-layer and the six elements) to identify the risk
sources in terms of cybersecurity in the value creation process
- an outline of the risks and risk sources

- approaching the risks to ensure trustworthiness.

(2) Part II uses the model shown in Part I to identify the risk sources and
presents measure requirements for these risk sources. This part clarifies
measure requirements (Policy) that each company or organization should
take.

(3) Part III organizes measure requirements shown in Part II according to a
kind of measure. In addition, examples of the security measures classified
based on the relative strength of security are presented in Appendix C.
This part shows the specific Methods that each company or organization

should acutually take.

The above three part structure is also suitable for timely and appropriate
review of necessary revisions. In other words, Part IT will be updated in order
to take more new risk sources on the progress of integration between
cyberspace and physical space. Part III will be updated in order to take up

more valid measure instance by the progress of the security measure



technology.
In this way, by using the three part structure, the Framework can be updated

with any changes continuously and flexibly.

6. Expected effects and features of the Framework
The Framework was designed with expectations on the following effects and

characteristics.

(1) Expected effects in each enterprise utilizing the Framework
Ensuring trustworthiness in the value creation process by
Implementing security measures
Strengthening of competitiveness by enhancing the security quality of
products and services into differentiation factors (value)

(2) Features of the Framework
1. It can be used to create and operate security measures for each
enterprise
The Framework shall allow enterprises to confirm the policy and
have an actual implementation of the security measures (Part II
and Part III), in addition to defining goals for security measures in
the industrial society (Part I).

1. It presents the necessity of security measures, and examples of
measures that are appropriate for costs and risks

It will identify the relation between the expected risk sources and
countermeasures, and allow understanding of the costs so that the
enterprises (including small- and medium-sized enterprises) which
are building a value creation process can actually implement the
measures.
It allows us to devise ways to reduce cost while maintaining an
appropriate level of security by deriving security measures from the
risk source (risk-based thinking), and allowing enterprises to select
the right measures for their circumstances.



iii.  Contribute to international harmonization

In order to ensure that the security measures in Japan for products
and services are accepted by other countries in the global supply
chains, Japanese policymakers and companies should understand
trends in foreign nations and include contents that will ensure
consistency with major standards in the United States and Europe,
including international standards (e.g., ISO/IEC 27001) and the
NIST Cybersecurity Framework, and promote mutual recognition
with the certification systems of each country based on these
standards.

In the Framework, there are correspondence tables between the
Framework and other standards. An enterprise which uses the
correspondence tables can make sure that it satisfies security
requirements of the other standards. A foreign enterprise can show
its sufficient security treatment based on the other standards
through the tables.

7. How to use the Framework

The Framework is intended to be referred to when an entity, who is working
on creating added value in the new industrial society, “Society5.0,” takes
security measures necessary for that activity.

On the other hand, in each respective industry allowable risks are different,
depending on industrial structure or business practice. The material assets
which should be protected are influenced by industry, enterprise,
human/financial resources, and allowable risks. Security requirements

should be based on on the characteristics of each industrial sector.

(1) Identifying the risk sources [Part II, Appendix A, Appendix B]
By referring to the three-layer approach shown in the Framework, a model
can be developed for the creation of added value for each enterprise based
on trustworthiness. Necessary characteristics and functions are noted in
each layer of the three-layer approach. Specific examples of equipment are
presented in Part I1. Appendix A shows a typical case of use in each industry.
In addition, the risk source of each enterprise can be identified by
referencing the security incidents, threats, and vulnerabilities translated

into the six elements, which are organized in Part II and Appendix B.

10



Through these materials, it is expected that new risk sources will be
1dentified regarding the following points by comparing with the

conventional perspective of risk assessment.

1.  Relation of multi-stakeholders who surround each organization
involved in the value creation process
1.  Integration of cyberspace and physical space through IoT devices
mi.  Cross-organizational data exchange
1v.  Securing the basis of trustworthiness of each layer

(2) Formulating security policy and implementing measures in each
enterprise [Part III, Appendix Cl

Security policy for the organization can be formulated, and security
measures can be implemented with reference to security requirements and
examples of measures shown in Part III and Appendix C. Part III presents
security measures organized in consideration of the concept of NIST
cybersecurity frameworks. Appendix C gives examples of security measures
that would satisfy each of the security requirements.
It is expected that these materials will help each of the enterprise’s efforts,

especially on the following points.

1. Implementation of measures that take into account the level of
measures to be implemented and costs in each organization
1. Comparisons with relevant international standards

(3) Building a trustworthy chain among each enterprise and industry
Trustworthiness of each value cration process can be ensured by identifying
the risk and implementing security measures based on the Framework.
Building up such efforts will build a trustworthy chain. To be specific, these

efforts are expected to result in the following.
i.  Creating a list for trustworthiness (detailed definition is described in

Part I: 4.(2).
1.  Authenticating organizations and equipment

11



Part I (Concept): Industrial cybersecurity for connected cyber‘
and physical systems
1. Efforts for “value creation process,” a “Society5.0” supply chain in
an industrial society where cyberspace and physical space are highly
integrated

In the “Society5.0” and “Connected Industries” programs, the increased

connectivity, data creation by IoT devices, and data analysis using Al, will
result in very different supply chain and value creation models from today’s
practices.

In the Framework, a Society5.0 supply chain is defined as a “value creation
process” to distinguish it from the conventional supply chain. The Framework
provides a guide for security measures required by Society5.0 and Connected

Industries extended supply chain models.

In conventional supply chain models, security measures are based on the idea
that security of the entire process is ensured by business dealings with
entities who used proper security—in other words, the conventional idea that
trustworthiness of the supply chain is ensured if the organizational
governance and management of the participating entities is secure and
reliable. When a company entrusts its information processing work to other
company, security measures such as obtaining ISMS certification were
important. The basis for ensuring security was based on the trustworthiness
of the organization’s management.

However, in the value creation process, where cyberspace and physical space
are highly integrated, trustworthiness of the process cannot be assured
simply by the trustworthiness of the participating organizations’
management.

For example, in an integrated cyberspace and physical space, various
information such as environmental information (e.g., temperature, humidity)
and biological information (e.g., body temperature, heart rate) that once
would have been kept in physical space can be digitized and stored in large
quantities in cyberspace. Also unlike the conventional supply chain, trusted
entities are not the only ones involved with this process. To ensure
trustworthiness of the entire process, there is a limit to the approach of
ensuring trustworthiness of the participants.

In order to promote security and ensure trustworthiness in the value creation

12



process, a different approach is required, one which adopts alternate points

of view to ensure security across all the supply chain participants.

Part I shows a model with the points of the value creation process that need
security assurance, and describes policies to deal with risk sources in each of

1ts elements.

2. Model for establishing the basis for trustworthiness to ensure
security in the value creation process: The three-layer and the six
elements

The security of physical data produced by IoT devices — and its digitization,
transport, storage, and analysis — is very different from interactions between
two trusted entities in a conventional supply chain. Often this IoT data is
used to generate new data through automated analysis. Data is also used to
create physical products and services in physical space by controlling physical
IoT devices. All these interactions and more must be secured and controlled
by value creation process participants.

In order to accurately identify the sources of security risks in activities that
extend the conventional supply chain, the value creation process is organized

into three layers, as follows:

The first layer — Connections between organizations

The second layer — Mutual connections between cyberspace and
physical space

The third layer — Connections in cyberspace

Also, in order to implement measures against such risk sources at the
operational level, it is necessary to identify elements with risk sources, and it
1s necessary to extract vulnerabilities and risk sources from this three-layer
model.

On the other hand, because the value creation process would be built
dynamically and flexibly, essential protection measures could be missed by
simply addressing risks on business assets. Elements of the value creation
should be abstracted to a certain extent, so security measures can respond to
changing threats dynamically.

In the Framework, these elements are organized into the following categories:

13



each detailed definitions are described in 2.2.

- Organization3
- People

- Components

- Data

- Procedure

- System

The basic structure of the Framework is to identify the risk source of the value
creation process based on the three layers, present security measures for each
risk source based on the six elements, and present specific examples of the

measures.

3 In order to distinguish it from "organization" of general usage, when using the term "organization"
as a unique meaning in this paper, " " is attached.

14
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2.1. Significance of the three-layer approach

As already mentioned, it is no longer sufficient to ensure trust of the value
creation process by ensuring trustworthiness of an organization’s
management. In order to deal with new risks in the value creation process, it
1s necessary to introduce additional requirements for trustworthiness. The
three-layer approach described in this section is the Framework approach of
ensuring trustworthiness. Trustworthiness to be verified in each layer is
explained below.

The First Layer — Connections between organizations

The first layer aims for a level that ensures trustworthiness in the
organization’s management.

This idea has been adopted to achieve security in the supply chain. It is based
on the idea that by confirming the trustworthiness of the enterprise’s
management and allowing only participants whose trustworthiness is
established, security can be ensured.

Certification programs such as ISMS (based on ISO/IEC 27001) center on
ensuring trustworthiness in the company’s management, division
management, and headquarters’ management, and provide a mechanism that
leads to connections between companies with confirmed trustworthiness to
ensure security in the supply chain. Using this approach, security policies are
shared, and the trustworthiness of management is confirmed and certified.
In summary, the first layer aims for a level that organizational management
with shared security policy is certified as a basis for ensuring trust.
However, in an industrial society where cyberspace and physical space are
integrated, it is impossible to ensure trust in the entire value creation process
by only confirming the trustworthiness of the organization’s management. In
the second layer and the third layer of the model, there are introduction of
further types of trustworthiness to ensure trustworthiness of the whole value

creation process.

The Second Layer — Mutual connections between cyberspace and physical

space

In an industrial society where cyberspace and physical space are highly

16



integrated, physical data can be digitized, delivered to cyberspace, processed
and edited, analyzed, and returned to physical space. IoT seeks to connect
everything to the network, and create borders between cyberspace and
physical space. Connections between cyber and physical space are found in
many industrial and social activities.

On the other hand, unreliable interactions between cyberspace and physical
space could cause uncertainty in the entire industrial society. The value
creation process expands over the border of cyberspace and physical space.
Its trustworthiness cannot be ensured if accuracy of transcripted information
over the border cannot also be ensured.

The value creation process goes beyond the border between of the cyberspace
and the physical space. The interaction between the cyberspace and the
physical space, that is, the data exchange between both spaces, is required to
have high accuracy. In other words, the trustworthiness of the value creation
process is not ensured unless the accuracy of transcription and translation is
confirmed.

The second layer is based on the accuracy and trustworthiness of data
transcription and transfer (including accurate translation) between
cyberspace and physical space.

The actual border of cyberspace and physical space is established by the so-
called ToT system, which is made up of elements such as sensors that
transfers physical events (e.g., temperature, humidity and distance) to data,
actuators and controllers. The security of the systems that transfer data on
the border of cyberspace and physical space cannot be ensured by confirming
the trustworthiness of the organization’s management.

To ensure trustworthiness in transcription, in accordance with ISO/IEC
27036, all the elements of the system lifecycle, including construction and
maintenance, must also be trustworthy.

Another point to be understood is that existing systems will be incorporated
into the new frontier between cyberspace and physical space. It is important
to reevaluate the systems’ security and take measures to ensure security of

transcription functions.
The Third Layer — Connections in cyberspace

As the quantity of data drastically increases in industrial society, the creation
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of new value in cyberspace through exchange, analysis, and editing has

become commonplace.

Trustworthiness of the data transcribed from physical space to cyberspace is
guaranteed by ensuring trustworthiness of the transcription function in the
second layer. However, it should be noted that data is created, edited,
processed, and freely exchanged in cyberspace outside the second layer
process as well, and not only by organizations with confirmed trustworthiness.
Many entities may use and modify a data set, but the original data is the

foundation for creation of value in cyberspace.

In cyberspace, to ensure trustworthiness in the value creation process and to
create value as intended, the data itself must be trusted. Therefore, in the
third layer, data integrity is the basis of trustworthiness. Data falsification
and data breach during the distribution and storage of data will cause loss of
trust for the entire value creation process. For that reason, security measures
need to be implemented in the third layer for data distribution and storage,

as well as for appropriate editing and processing.

In the value creation process in an industrial society where cyberspace and
physical space are highly integrated, security measures from all three layers
are required. Risk sources will be identified from the three-layer model and
measures can be presented for each layer of the value creation process that

create the foundations of trust.

Cyberspace

The Third Layer @
(Connections in cyberspace)
Trustworthiness of data for service
through appropriate management
The Second Layer
(Mutual connections between
cyberspace and physical space)
Trustworthiness of function “correct Correct
transcription” from cyber to physical/ from Correct -y ¢ inti
physical to cyber transcription g, Correct EEnSERpLon
transcrlptio o
rgamzatlon C

The First Layer u e
(Connections between organizations) Organization” A
Trustworthiness of each organization based on -+
appropriate management Physical space Organlzatlon B

Figure 1.2-2 Significance of the three-layer model
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2.2. The six elements

Through the three-layer model, it is necessary to identify the impact of the
threat on the elements that make up the value creation process, and to
identify the risk sources. The elements which make up the value creation
process must be organized to establish a policy for security measures and to
build specific measures.

In this point, it 1s necessary to understand that elements of the value creation
process should be abstracted because the value creation process is organized

dynamically and flexibly and it is difficult to grasp business assets fixedly.

Table 1.2-1 Six elements involved in the value creation process

. ... Companies, groups and organizations that compose value
Organization _
creation processes

Peopl People belonging to organizations. People directly participating
eople

P into value creation process
Components Hardware, software and parts including operating devices

Information collected in physical space. Edited information

Data
through sharing, analyzing and simulating above information
Procedure Sequences of activities to achieve defined purpose
Mechanisms or infrastructures configured with components for
System

defined purpose

The six elements are established to extract factors from the value creation
process and components of organizations based on the idea of quality control
“4M (Man, Machine, Material and Method)”. As Figure 1.2-3 shows,
organizations provide added values and outputs, as well as waste, through
inputs (material, information, and so on) from other entities. Also, there are
people, physical machines, IT/OT systems, and procedures like standards
included in the value creation process. Each element is produced from outputs
of other organizations as well. The six elements are related to each other in
complex ways. For example, an IT system is an output from a value creation
process composed of computer suppliers, system integrators, etc.

In an example of a value creation process of the manufacturing industry, the
relationship of six elements and three layers is shown in Figure 1.2-4. The

company "organization" on the left inputs "components", processes them, and
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outputs “components". The company "organization" on the right inputs
"components" output by the company "organization" on the left, adds
processing, and outputs "components" of its own. Within each company
"organization", there are "components" such as processing machines, sensors
and actuators, “systems” such as systems to exchange data with other
organizations, “people” such as people who monitor and control the systems,
"procedures" such as procedures to establish each system activity, and “data”
such as various types of data flowing between the systems.

These are the elements which each organization manages and they make up
the first layer for each of companies. Within the elements of the first layer,
sensors and actuators transcribing between cyber space and physical space,
systems controlling them, and related procedures and data are organized as
the elements of the second layer. Between two organizations, the data
exchanged via the Internet and the related systems, procedures, and data are
organized as the elements of the third layer that connects in cyberspace.
These six elements do not have an exclusive relationship to each other. For
example, “organization” is formed of other elements such as "people",
"system", "procedure", but "organization" also has the meaning of the original
element in the value creation process. “People” is not only an element
contained in "organization", but also the element participating in a value
creation process directly. The trustworthiness of the value creation process is
secured by taking a security measure for the risk sources of six elements in
the value creation process, and in that way the trustworthiness of created

hardware, software, and services is ultimately secured.

"Organization”,
“People", "System"
operate according to
the "Procedure”

Enterprise etc.
defined by

ki
P ["System" processes “Data"
: I

( An organization inputs
“Components" and
“Data" output by other

L organization

"Data" become input for

Output “Components” and
other organization

y,

Input

Components |

Output

Components

and operates “Components" ]

"Organization"
orders “People”

[ r::gg:es eorder to the "system" and receive a ] "System" owned by "Organization"
is composed of “Components”
[J Element == =>: Interaction(Order, operation, reference etc.) ——4: Composition

Figure 1.2-3 Relationship of six elements
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“Organization”  TheFirst Layer “Organization”  The First Layer

mput | [ Procedure Je Output Input 5 output
1 I The Third Layer 1
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\ |
\ )
\ in
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- Components’
Components | Components

Actuator
(Components)

Sensor
(Components)

[ .
™\ Procelssmg
\\ | Processing
N ¢ | machine
— Components
Components Components { Components I—

Figure 1.2-4 Relationship of six elements in the three-layer model

3. Identifying the risk sources in the value creation process and its
policy

The risk sources in the value creation process will be identified and associated
policies will be developed in Part II based on the three-layer model and the
six elements. Part I especially shows that new risk sources appeared in the
value creation process, which are different from conventional supply chains.
In the first layer, management by the enterprise is the basis of
trustworthiness, and security measures are implemented based on the
management of each enterprise. However, as already mentioned, security
measures need to be taken in the second layer and the third layer for the
value creation process that spans both cyber and physical spaces.

The important point in security measures for the second layer is to ensure
correct transcription on the border of cyberspace and physical space. To
ensure trustworthiness of the transcription, any organization which is
directly or indirectly involved in the value creation process must cooperate.
This means that even organizations not directly involved in the value creation
process are required to participate in implementing security measures. A
multi-stakeholder approach is required.

For example, when an enterprise indirectly involved in a value creation

process provides secured products and services to a directly involved
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enterprise, the trustworthiness of the transcription, which is the basis of
trustworthiness in the second layer, is ensured.

In addition, in the third layer, organizations participating in the value
creation process will use various data in cyberspace. Security of the process
1s built on the premises that the data is handled appropriately and
trustworthiness is ensured.

Here also, although not directly involved in the value creation process, an
entity indirectly involved in distributing or handling the data is required to
play a vital role in ensuring security. Efforts on security measures using a
multi-stakeholder approach are necessary.

As an example, for a given data set, the same security measures must be
taken by all participants who handle the data. Security measures for the data
set from the first layer and the second layer will be based on the specific
measure in the third layer which ensures data trustworthiness.

The risk sources are viewed differently in each layer, and the policy for
managing risks also differs.

Taking these into account, the Framework will define and organize areas to
be protected and risk sources in each layer, as well as measures that will be

taken based on individual policies as shown in Figure 1.3-1.

Connections between Mutual connections between Connections
Organizations cyberspace and physical space in cyberspace
[The First Layer] [The Second Layer] [The Third Layer]

Cyberspac

Sort of new
supply chain
structure .
4 +  Establishing, operating and .
Function maintaining risk management Correct transcription of data Processing and analyzing data
(Object to be system effective in both normal between physical space and Storing data
protected) time and emergency/within and cyber space Sending and receiving data
between organizations
Compromise of assets to be Data leakage
protected Sending i Receiving data fro
o o . . ng incorrect data ng man
Security incident mr;erzs n:et‘:x; g:& It_‘qt:ﬁcident +  Operation with safety problems :onaumanzed organization due
in other oroanization g
Lack of governance on security «  Connection with unauthorized Network is not
. ; . protected
risks IoT devices ion destination i
?Stg:‘tes‘;obu r:f Unknown status of cooperation » Input data outside the T&gimon paten®
elemen:s) with other organizations permissible range
m Compliance with management ® Authenticating the connection 2
Me_asu re rules destination : mmﬁgn%nmwmmm
requirement ® Clarification of role sharing with m Introduction of IoT device ng

of data providers

stakeholders considering safety

Figure 1.3-1 Overview of the measures in each layer
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4. Concepts of securing trustworthiness based on the Framework
The security of the entire value creation process is ensured by each entity

securing the security of each element that are the basis of trustworthiness

based on the three layers. In order to do so, it is necessary to confirm each

element’s security requirements satisfied (creation of trust), be inquired by

other subject except the subject of confirmation (proof of trust), structure and

maintain a chain of trustworthiness relationships (trustworthy chain) built

up in a chain by repeating creation and proof of trust (see Figure 1.4-2).

Examples of matters that are required to achieve creation of trust, proof of

trust and structuring and maintaining of trustworthy chain, are shown below.

(1) Creation of Trust

Examples)

.

.

.

To create components/data that satisfy the security requirements.

To preserve the above records.

Self-confirmation of those components/data being created with
security requirements satisfied.

Third party certification of those components/data having been
created with requirements satisfied.

(2) Proof of Trust

Examples)

.

To create and manage a list (the list for trustworthiness) that can be
inquired by the third parties other than the production subject that
the target components/data are properly created in a form that satisfy
security requirements; The list structure does not matter whether it
is an integrated ledger or a distributed ledger (such as blockchain, etc).
To confirm trustworthiness of the target components/data by
inquiring to the list for trustworthiness.

(8) Structuring and Maintaining of Trustworthy chain

Examples)

.

Structuring of trustworthy chain through repeated creation and
certification  for  trustworthiness (each chain element’s
trustworthiness being confirmed between other elements, and
thereby securing traceability).
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+  Detection of/protection against external attacks to the trustworthy
chain.

- Improvement of resilience against attacks.

Basis of Security measures to be \
trustworthiness implemented by each entity [Ensure the trustworthiness throug
to be ensured the entire value creation process
[The Third Layer]
Connections in cyberspace

Security measures for
utilizing data across

(1) Creation of Trust
+ Each element’s security requirements
can be confirmed

organizations

[The Second Layer]
Mutual connections

between cyberspace and Security measures

physical space required for components (2) Proof of Trust
(hardware/software) to +  Trustworthiness of each elements can

Trustworthiness of protect transcription be inquired by the entity other than
“correct transcription” of function (including one who made confirmationin (1).
data between physical safety)
space and cyberspace

[The First Layer]
Connections between Security measures (3) Structuring and Maintaining

organizations

required for each TrUSt'}'\forthY Chain .
organization/manager *  Achain of trustworthiness can be
(security policy) constructed by repeating (1) and (2).

19W aJe sjuawaJdinbad Ajlinoas 1Byl WU

Figure 1.4-1 Concept of basis of trustworthiness

The value creation process is dynamic and flexible. An approach that will
ensure security in a multilayered manner is required, such that it will ensure
trustworthiness through the entire value creation process by structuring a
trustworthy chain that can be traced and confirmed to its relationship, not
just verifying trustworthiness of each element.

However, building a value creation chain requires many technical and
system-related tasks, and requires the ongoing cooperation of public and
private sectors. The technical and system-related preparations must include
cybersecurity requirements, and they are described in Part II. Part II should
be improved in the case that new technologies and/or rules would be

introduced.
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1. Creation of Trust

Organization of
Confirmation

- Examination such as
confirmation
Delivering components Providing
and data components
and data
o)
* ~
---) : !W— "-U% -€
- m g2
Organizations Organizations =i 991_
< People | People cificatiop @ =
T e 5
- Registering trust components and
data to the list for trustworthiness
Registered DB

(List for trustworthiness)

+ Checking the trust of delivered components and
data by inquireing to the list for trustworthiness

2. Proof of Trust

Figure. 1.4-2 [llustration of the relationship among Creation of Trust, Proof of Trust and Structuring

and Maintaining of Trustworthy chain

5. Conclusion

The Framework presents security measures common among all industries of
the value creation process in a proposed industrial society, “Society5.0,” where
cyberspace and physical space are highly integrated. However, there are wide
difference of practices and variations of allowable risks between industries,
and even between companies within an industry. Security measures must
take these variations into account.

Therefore, in each industry and each enterprise, please use the Framework
in order to adopt appropriate security measures internally.

Moreover, please use the Framework to identify gaps between existing

security measures and best practices.
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Part II (Policy): Identification of risk sources and measure

requirements
In Part II, the risk sources for the Society 5.0 value creation process will be

presented. Risks are organized based on the three-layer model that forms the

basis of trustworthiness. Security measure requirements are also presented.

1. How to proceed with risk management that considers three-layer
model and six elements

Entities involved in the value creation process can utilize the Framework by
using the standard risk management process adopted in ISO 31000:2018 and
ISO/IEC 27001:2013. The contents of Part II can be utilized in the risk
management process, especially when scope, context, criteria, assessing risks,

and treating the risks.

Scope, context
and criteria

Risk assessment

Risk identification
Risk analysis

Risk evaluation

uoReINSuU0d
pue uonedIuNWWOoY)
MBIA3. pue BUIIO}IUO|A

Risk treatment

Recording and reporting

Figure 2.1-1 Typical risk management process*

The followings steps are followed when scope, context, criteria, establishing

the contexts, assessing risks, and treating the risks.

4 Created based on ISO 31000:2018 Risk management—Principles and guidelines
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B Scope, context and criteria

i.  Specifying the target of analysis (1.1)
The value creation process targeted for analysis is specified based on the
three-layer model, and elements in each layer are identified by
implementing this step.

ii.  Defining assumed security incident and business damage level (1.2)
Security incidents which have high impact on the organization’s
business are identified, and the business damage level is defined

B Risk assessment [Risk identification/Risk analysis/Risk evaluation]
iii.  Analyzing risks (1.3)
Potential attack scenarios for the security incidents defined in 1i. will be
studied, and risks are analyzed in terms of threats and vulnerabilities.
B Risk treatment
iv.  Managing risks (1.4)

Risks are addressed based on the risk analysis results.

m Specifying the targets of analysis

+ Deciding the scope of analysis and clarifying the assets
« Clarifying the system configuration
.+ Clarifying the data flow

damage level
+ Defining the levels of business damage
+ Implementation of assumed security incident and assignment
of business damage level

®m Analyzing risks : The process shown here hypothetically uses a method
based on the damage to business.

» Explore potential scenarios of attacks on the organization

+ Evaluate damage to business

+ Identify and evaluate threats

+ Identify and evaluate measures/vulnerabilities, etc.

®m Managing risks
+ Identify and select areas for improvement
+ Mitigate risks
- » Understand the effects of risk mitigation etc.

Figure 2.1-2 Flow of risk management®

5 Created with reference to “Security Risk Assessment Guide for Industrial Control Systems 2nd
Edition” published by ITPA
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When implementing security risk management, it is necessary to understand
the concept of security risks shown in Figure 2.1-3. Here, risk is defined as
“the effect of uncertainty on objectives”, and security risk means the effect of
uncertainty regarding security on objectives. A security incident occurs due
to risk sources such as threats and vulnerabilities, and then security risks
become apparent. Therefore, in order to reduce security risks appropriately
and efficiently, it is necessary to appropriately analyze and treat security
incidents to be avoided and risk sources (for example, threats and

vulnerabilities) that may lead to security incidents.

Definition of Risk: Effect of uncertainty on objectives

Risk factors having effect on objectives(uncertainty)

e.g. Threat: malware
Vulnerability: urgent patches haven't been applied.

Risk source
Objective ~———————  Security Incident ——» Consequence
e.g. make factoroy-operating e.g. operation of infected devices
ratio 90% or more / is stopped for half a day.

Events and causes

e.g. critical equipment in facility
infected with malware.

Figure 2.1-3 Concept of security risk

In particular, in order to properly assess the security risks in “Society5.0” and
implement effective treatment, the following four points should be taken into
consideration through the process shown in this part. These points will be
described in detail in 1.1.(2).

1. Relation of multi-stakeholders who surround each organization involved
in the value creation process

1. Integration of cyberspace and physical space through IoT devices
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111. Cross-organizational data exchange

1v. Securing the basis of trustworthiness of each layer

In the following, the implementation of the security risk management will be

explained in order, in consideration of the above view points.

1.1. Specifying the target of analysis (applying to the three-layer model)
The identification of the target of analysis for risk assessment will be
described in the following, in the order of (1) implementation process and (2)

points to note on the implementation.

(1) Process for identifying the target of analysis based on the three-layer
model
The target of analysis must first be identified when assessing risks.
“Security Risk Assessment Guide for Industrial Control Systems 2nd
Edition” (published by IPAS$) prescribes the following for the identification
of the target of analysis.

Deciding the scope of analysis and identifying the assets
Identifying the system configuration
Identifying the data flow

In an industrial society where cyberspace and physical space are integrated
outside the organization, identifying the assets and the scope of analysis is
expected to become more difficult. In order to implement the three items
above, it is important to identify the stakeholders of the value creation
process in which the enterprise is involved, and to grasp the flows of the
items and data in both the cyberspace and physical space. The Framework
provides guidance to identify the target of analysis based on the three-layer
model presented in Part I. The enterprise can determine the scope of
analysis by utilizing the method in this section and then identifying the
system configuration and the data flow within the scope previously defined

so that understanding for the object of the risk management can be

6 Information-Technology Promotion Agency, Japan
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detailed”.

In order to identify the target of analysis for assessing risks, characteristics,
and functions/roles of each layer should be understood. (See Tables 2.1-1,
2.1-2, 2.1-3) The scope of analysis and assets will be organized based on the
approach of accounting for these these functions/roles, and focusing on the
functions performed by each system.

All components to be managed in the enterprise etc. are included in the first
layer. Among them, those having functions of the second layer or/and the
third layer are analyzed as components related to the second layer or/and
the third layer. Note that some components have functions of both the
second layer and the third layer depending on the characteristics of the
system. At the same time, in implementing the risk assessment, it is
appropriate to pay attention to the “zone” where components and systems
are set, and instances where people are required to follow certain
procedures.

When using a cloud service, the resources provided by the service provider
via the network are located in the third layer, but in risk analysis you also
need to consider them as assets in the first layer if necessary, keeping in

mind the service usage form (e.g., SaaS / PaaS / IaaS).

7 When carrying out “identifying the system configuration” and “identifying the data flow”, it is
desirable to refer Section 3.2, 3.3 in “Security Risk Assessment Guide for Industrial Control Systems
2nd Edition” published by IPA.
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Table 2.1-1 Characteristics, functions/roles, targets of analysis and concrete image of analysis

Characteristics

targets in the first layer

Functions/roles

Targets of analysis

Concrete image of
analysis targets

The First Layer (Connections between organizations)

Maintain trustworthiness
through appropriate
governance and
management of individual

organizations

Individual organizations
maintain  trustworthiness
through appropriate

business collaboration

» Establishing the organizational risk

management system effective in
normal times and appropriately
operating it

» Continuing the business of the
organization appropriately even when
a security incident occurs

» Products or services in physical space
are received or shipped with desired
quality

[Security requirement]

Defining and maintaining the

security policy of the organization

[Basis of trustworthiness]

Organizational risk management

“Organization”, people,

components, data,
procedure, system
managed by

organization etc

Zone where the above
elements are managed
Data exchange within

the organization

* Employees

» Corporate IT assets

» Corporate security
policy

+ Contract between
companies
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Table 2.1-2 Characteristics, functions/roles, targets of analysis and concrete image of analysis targets

in the second layer

Characteristics Functions/roles Targets of analysis Concrete image of

analysis targets
The Second Layer (Mutual connections between cyberspace and physical space)

Connection between | « Reading events in physical space and | » “Organization”, people | * Actuator, sensor,
physical ~ space  and | translating them into digital data and | related to transcription controller, medical
cyberspace is strengthened sending the data to cyberspace in function equipment, ECU, 3D
through loT devices accordance with certain rules « Components, system printer,  surveillance

Longer lifecycle devices | Controlling components and displaying with the function of camera, personal

connected to the network . . . Lo .
visualized data based on data received correctly transcripting computer (as input

will increase

. from cyberspace in accordance with cyberspace and device), smart meter
(Located in a remote place
etc.) Devices connected to certain rules physical space (@s meter reading
the network and difficult to | [Security requirement] according to rules device)
manage will increase Ensuring security in transcription | * Data related to | + Components related to
Devices connected to the . ipti ioti

_ between cyberspace and physical transcription the transcription that
network are separated into + Procedure related to configures these
various places (critical space s .
transcription devices etc.

infrastructure to home) [Basis of trustworthiness]

The number of devices | Trystworthiness in the function to
that perform work in

) transcribe cyberspace and
physical space based on
the input  from | Physical space correctly according
cyberspace increases to rules

32



Table 2.1-3 Characteristics, functions/roles, targets of analysis and concrete image of analysis targets

in the third layer

Characteristics Functions/roles Targets of analysis  Concrete image of

analysis targets

Collecting, storing, | » Securely processing and analyzing data | « “Organization”, people | « Server, router, smart
processing, and analyzing | « Securely storing data dealing  with  data meter (as a
various and large amount | . Securely sending and receiving data exchanging across communication device
of data across | [security requirement] organizations for meter reading data)
organlzatl.onslln I Ensuring security in data sending | * Components, system | « Hardware and software
the organization's data di d - 0s iddl

and receiving etc. in cyber space sending and receiving, | (OS, middieware,

Data is collected from

. . rocessing, analyzing, applications, etc.) that

various end points across | [Basis of trustworthiness] P 9 yzing pp )

o and storing data configure systems, etc.
organizations and | Data
industries + Data to be exchanged | « Open data
Various data including across organizations * Data for Limited
streaming data  and * Common procedures for Provision
confidential data etc. are protecting data across | » Data management
collected organizations policy etc.

Data collected from
multiple data sources are
processed for integrated

analysis

The organization's stored
data including open data
and confidential data etc.
may be accessed from

various end points across

organizations and
industries
High-speed and

technically advanced
data processing is
performed by using Al
etc. in data processing /

analysis

The composition of the
supply chain of data in

cyberspace changes

dynamically.
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For example, although a personal computer or a smart meter can be thought
of as a component having both the function of the second layer and the third
layer, it 1s desirable to assign the components to the second layer, the third
layer or both layers considering the role of the device in the system to be
analyzed.

It is desirable to create a document for the scope of analysis and assets
1dentified based on the three-layer model and to be able to respond quickly
when changes are made in the structure.

As a model simplifying the above arrangement, Figure 2.1-4 shows
relationship of the target of analysis and assets in the first layer. In the first
layer, these are organized regardless of the value creation process, and
consider only the management of the organization that shares/implements

1ts security policies.

Components/System Components/System
OAsset management O Asset management
- o
= =]
Data
: 1 |
i e 8 i P

transaction transaction
Department A Department B Department A Department B

“Organization”/People

(Organizational management
system system

OSecurity policy CSecurity policy

CAwareness and training OAwareness and training

it iy

Business partner

“Organization”/People
OOrganizational management

am an
EE The organization EE

The First layer Connections between companies

Figure 2.1-4 Targets of analysis and concrete image of analysis targets in the first layer

Next, Figure 2.1-5 shows the functions/roles and concrete image of analysis
targets in the second layer and the third layer, and Figure 2.1-6 shows a
concrete image of the analysis targets of the value creation process in which
the analysis targets of the first layer are associated with the functions of

the second layer and the third layer.
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The organization’s assets are positioned in the first layer. However, when
the value creation process develops, not only the security policy of a single
organization but the security of the functions of the second layer
(transcription) and the third layer (data exchange etc.) as shown in Figure
2.1-5 should be ensured so that the trustworthiness is ensured.

It becomes possible to identify the elements related to the second layer and
the third layer in one organization by associating the components arranged
in the first layer with the functions of the second layer and the third layer.
By using this method it is possible to set the basis of trustworthiness of each
layer, and define what security measures should be taken with respect to
each component.

Appendix A gives examples of use case of applying the model shown in
Figure 2.1-6 in typical industrial fields. It is advisable for each organization
to refer to them if necessary when identifying the target of analysis.
Regarding the specification of the detailed system configuration and data
flow, the target of analysis is assumed to differ depending on industries and
enterprises, and it is necessary that each implementing entity should

1dentify the target of analysis.

Communication network (Internet etc.)

The Third
layer

Data exchange
in cyber space

'

>

The function to transcribe The function to transcribe

o o
The Second 3| | cyberspace and physical space cyberspace and physical space s
layer 8|  correctly according to rules correctly according to rules 8
Mutual connections |8 =
between cyberspace |S i ‘2 i ﬂ =]

and physical space

Figure 2.1-5 Functions/roles and concrete image of analysis targets in the second layer and the

third layer
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Figure 2.1-6 Concrete image of analysis targets based on the three-layer model and the six elements

(2) Points to note when identifying the target of analysis
When identifying the target of analysis based on the three-layer model, the
entity implementing risk management needs to proceed with the operation
while noting the following points for the purpose of ensuring the security of

the entire value creation process.

1.  Relation of multi-stakeholders who surround each organization involved

in the value creation process
As mentioned in Part I, in the second layer and the third layer,
organizations not directly involved in the value creation process are
required to participate in the security measures as an essential entity
in implementing appropriate security measures. Efforts of multi-
stakeholder approach are necessary.
Therefore, using the three-layer approach, stakeholders involved in
the value creation process need to be identified, and their role and
importance in the organization’s business need to be identified.

» “Organizations” related to the actions of the organization is

1dentified in each of the three-layers. When doing so, service

36



providers who store, edit, and analyze the data in the third layer,
IoT device venders, and suppliers of parts of products and services
need to be identified. In addition, important business partners,

including contractors and subcontractors, should also be identified.

1.  Integration of cyberspace and physical space through IoT devices
On the border where cyberspace and physical space integrates, data
in the physical space needs to be transcribed to data in cyberspace
correctly. In such a case where the data in the physical space and
the data in the physical space are not properly transcribed and the
wrong data are provided to the cyberspace, trust of the data collected
for analysis and that of the operation using such data will be lost.
Therefore, it is necessary to identify properly the equipment (e.g.,
sensor) that measure the dynamics of the physical space and
transmit data to cyberspace, and classify the equipment by the level
of importance in the organization’s operation.
Opposite from the example above, on the border where cyberspace
and physical space integrate, components in the physical space may
be controlled based on the result of data analysis in the cyberspace.
As a result, as shown in Figure 2.1-7 and 2.1-8, due to malfunction
of components, security threats may lead to problems in safety such
as physical harm to employees and damage to equipment.
Therefore, when specifying the target of risk analysis, it is important
to specify applicable equipment and items that may trigger incidents
that could lead to safety issues as mentioned above using the results
of risk analysis regarding safety and make them available for

reference when implementing the risk analysis.
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Figure 2.1-7 Model of security problems affecting safety®

M._@ Targeted email

' Attacker
Unauthorized
3 I communication with Attacker server

The Third Layer ﬂ- A Sttackerserver (cac  (CACserver)
o - 7 2 server)
Administrator terminal . Em]:loyee terminal
2 : t -
O @ Spread internally and intrudes into
= administrator terminal on the same network
5 - -
5" ' @ Exploit vulnerability of SCADA software to
B Server infect malware on systems running SCADA
8 ==
= o =
cd \J
SCADA = ® Exploit vulnerability of controller
The Second Layer == to write malicious code
Controller =7 Controller

= =
| | | ' ® Send unauthorized

L
((ce 1)) ((te 1) o - command from
4 B 4 g infected controller

Sensor Actuator Sensor Actuator

® Unauthorized command is generated from controller that has been unauthorized accessed by
exploiting the vulnerability and sent to the device. Unless the equipment to prevent abnormal
operation is adequate, a harm (accident) will occur.
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Figure 2.1-8 Example of security problems affecting safety

8 Cited from IoT Acceleration Consortium, Ministry of Internal Affairs and Communications, Ministry
of Economy, Trade and Industry “IoT Security Guidelines Ver.1.0”

38



1ii.

v.

Cross-organizational data exchange

When exchange of data across organizations becomes active, it is
assumed that there is a greater possibility that inappropriate data is
provided to the organization from an unexpected element
(“organization”, person, component, etc.).

In addition, it is assumed that there is a higher chance that data is
provided to or by a third party beyond the organization and within a
limited range.

Therefore, it is necessary to list elements (“organization”, person or
component not belonging to “organization”) that are the source of data
assumed to be used by the organization and classify the list based on
the level such as importance which is determined by the organization
itself.

Securing the basis of trustworthiness of each layer

As mentioned in Part I, in "Society5.0", in order to produce the
targeted value, it is important to take measures considering not only
the viewpoint of the trustworthiness of the organizational
management that has conventionally been taken in to consideration,
but the plural viewpoints such as the accuracy of the transcription
function through IoT devices in the second layer, and the trust of the
data itself pertaining to the value creation process in the third layer.
Therefore, in identifying the target of analysis, it is important to
identify the factors that are connected with the basis of
trustworthiness. In the above implementation, the measures

described in 1. to 1i1. in this section are effective.

1.2. Anticipating security incidents and their impact

Possible security incidents that may significantly impact business activities

must be anticipated and organized. It is necessary to consider high-level

incidents that could affect the functions of each layer at first, and then to

identify potential cybersecurity breaches that could cause the incidents.

Corresponding to the functions of each layer described in Table 2.1-1 to 2.1-3,

Table 2.1-4 lists high-level incidents that could threaten them (i.e. assumed

adverse effect on the functions). Enterprises should define specific possible

incidents in consideration of each item described in the column “Adverse

39



effect on functions” in Table 2.1-4.

Table 2.1-4 Image of adverse effect on functions in each layer

Functions in each layer

Adverse effect on functions

The First

Layer

The Second

Layer

The Third

Layer

(Object to be protected)

Establishing the organizational
risk management system and
operating it properly

Continuing business operations
appropriately even when a
security incident occurs

Products or services in physical

space are received or shipped

with desired quality

Reading events in physical

space, translating them into
digital data, and sending the data
to the third layer in accordance
with established rules
Controlling components and
displaying visualized data based
on data received from
cyberspace in accordance with
established rules

Securely processing and
analyzing data

Securely storing data

Securely sending and receiving

data
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Noncompliance with regulations etc.
Occurrence of a security incident :
Compromise of assets to be protected
(leakage/tampering/destruction/unintend
ed stop)

Expansion of the impact of security
incidents: adverse impacts to business
due to

the expansion of damage

(deactivation, mistaken output,

employee’s health and safety, negative

impact on the environment etc.)

Device function stop: operation of loT

device stops

Low trustworthiness operation: [oT

device does not operate as intended

v Operation with safety, environmental
and hygiene issues

v False measurement

Noncompliance with data protection
regulations etc.

Non-secure operation: compromise of
assets due to security incidents in
cyberspace
(leakage/tampering/destruction/unintend
ed stop)

Operation with low trustworthiness:

Data-related services do not operate as



intended (malfunction, unintended stop,

etc.)

It is also important to consider each of the four points listed in 1 of this part.
If any of them are not considered sufficiently when identifying risks and, as
a result, protection measures are inadequate, there is a greater possibility of
disruption to the value creation process. The examples shown in Table 2.1-5
illustrate the impact on the organization and other relevant organizations.

Table 2.1-5 Risk when viewpoints that should be considered are unnoticed

when identifying the risk sources

Aspects not adequately

Security incidents that may

Security incidents®

considered
Understanding the relationships of
stakeholders inside and outside
the organization
Understanding new  security
incidents that may arise from the

integration of cyberspace and

physical space

Understanding the state of data

exchange across organizations

occur
Business is not continued
appropriately when security

incidents occur at a certain point in
the value creation process
Incidents that may affect safety
occur at the point of contact (loT
device) between cyberspace and
physical space

Attack on cyberspace from the loT

device

Sensitive data is not properly
managed by outsourcing parties

that process that data

relevant in [Appendix B]
L1.3 b,L1_3 ¢

L2 1 a, L2 1 b, L2 1c,
2.2 a

L2 3 b, L2 3 c

L3.1.a,L3 1b,L3 1c,
L3 2 a L3 2b L3 4b

Table 2.1-6 1s examples of general security incidents that should be prevented
in each layer of the three-layer structure.

To consider possible incidents exhaustively, enterprises should identify
security incidents using the approach shown in Appendix B, and consider

them concretely, taking into account the circumstances of each enterprise.

9 For example, the security incident L1_3_b indicates the security incident (3) (b) assumed in the first
layer.
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Table 2.1-6 Security incidents to be assumed in each layer

Assumed security incidents in the first layer

(1)

Security incidents (e.g. data leakage/tampering/destruction/unintended stop) due to

inadequate risk management processes during normal operations

(a) Data that must be protected is leaked from an area managed by the organization.

(b) Data that must be protected is tampered with in an area managed by the organization.

(c) The system dealing with the data of its own organization stops due to a denial of service

attack, ransomware infection etc..

(d) A security event occurs in the channel for product / service provisioning, causing

unintended quality deterioration such as malfunction of a device.

)

Noncompliance with regulations

(a) Security measures that satisfy the legal requirements for a system cannot be

implemented

@)

Damage caused by security incidents expands, and the organization as well as other

relevant organizations cannot continue their business properly.

(a) The organization’s security incidents prevent their business from continuing properly
(b) Other relevant organizations cannot continue their business properly due to the
organization’s security incidents

(c) The organization’s security incidents prevent the business of other relevant

organizations from continuing properly

Assumed security incidents in the second layer

(1)

Unintended operation of attacked loT devices (e.g., incorrect measurement, improper

control of things, stop of control function, measurement function)

(a) Unexpected behavior of the loT device due to unauthorized access to its controls by

exploiting a vulnerability results in unpredicted operation

(b) Unexpected behavior of the loT device due to unauthorized access to its controls by

impersonation of an authorized user results in unpredicted operation

(c) Unauthorized input to the loT device due to unauthorized access to the system that

remotely manages the |oT devices results in unpredicted operation

(d) Functions of loT devices and communication devices stop due to attacks such as

denial-of-service attack

)

Damage to equipment, physical harm to employees, and negative impact on business

operations due to operation of IoT devices (normal and abnormal operation)

(a) Behavior that threatens safety, regardless of the behavior being normal or abnormal
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®)

Inaccurate transcription of physical data to cyberspace by IoT device (false measurement)

(a) Data is tampered with in the communication path between the loT device and

cyberspace

(b) An unauthorized or tampered-with 10T device connects to the network and transmits

incorrect data

(c) An IoT device with low quality is connected to a network, causing failures and/or

transmission of inaccurate data or transmission to unauthorized entity.

(d) Inappropriate measurement occurs due to physical interference with measurement.

Assumed security incidents in the third layer

(1)

Data that must be protected in cyberspace are leaked.

(a) A related organization’s protected data is leaked from a data storage area managed by

the organization.

(b) The organization’s protected data is leaked from a data processing area managed by

a related organization.

(c) The organization’s protected data is leaked from a data storage area managed by a

related organization.

)

Data that must be protected in cyberspace are falsified.

(a) Data in storage is tampered with.

(b) Data in use is tampered with.

@)

The system that collects/processes/stores/analyzes data that must be protected in

cyberspace takes an unintended action (e.g., shutdown).

(a) The system receives inappropriate data from an “Organization”/People/Components
(due to a spoofing attack etc.).

(b) The system that handles the organization’s data in a related organization stops due to
a denial-of-service attack.

(c) The system that handles data stops whether it has been attacked or not.

(d) Improper processed/analyzed results become output due to a malfunction in the data

processing/analyzing system.

(4)

An organization is unable to meet the security levels required by laws and regulations

concerning data handling and sharing in cyberspace

(a) Laws and rules that prescribe data protection in cyberspace are violated.
(b) The security requirements for highly confidential data to be shared only among

authorized parties has not been set or met.

43




After the enterprise defines potential security incidents, it should estimate
the business damage resulting from those incidents. One example of an
approach is defined in Section 4.3, “Business damage and the business
damage level” of “Security Risk Assessment Guide for Industrial Control
System 2nd Edition” (IPA, 2018).

By assigning severity scores to the degree of damage for each possible security
incident, appropriately prioritized risk mitigations and security measures can
be realized.

1.3. Analyzing risks

Using the results of the process in section 1.1 and 1.2, the organization should
explore and define attack scenarios that could lead to the identified security
incidents, define the sources of threats, and assess possible damage to
business. Appendix B identifies threats that may help cause particular
security incidents and/or magnify the damage caused by the incidents, along
with typical vulnerabilities. Hence, it can be used to identify the risk sources
to be considered and to show gaps in risk coverage.

Typical vulnerabilities are identified exhaustively for the six elements shown
in Figure 2.1-9. Note that, since system configurations, data flows, and details
of relevant assets differ from one enterprise to another, the Framework
recommends each enterprise consider their respective circumstances when
exploring specific scenarios of attacks, assessing the levels of damage to
business, and the risk sources.

When evaluating risk sources and selecting security measures, it is important
to keep in mind that the same specific entity may correspond to six different
elements in different value creation processes.For example, it may be
appropriate to be evaluated PC or server not only as “System” but also as
“Components”. Also, in some cases it is appropriate to evaluate software as
each of “Procedure”, “Data” and “Components”.
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["Organization”]

+ Weaknesses in “Organization”, e.g., incomplete structure (The person
responsible for security is not designated, etc.)

+ Weaknesses in controls for “Organization”, e.g., incompleteness of security policy
and principles that should be approved for each company or business division

[People]

+ Weaknesses in “People”, e.g., employees’ unawareness of their roles and
responsibilities regarding security

+ Weaknesses in controls for “People”, e.g., security training which does not
correspond to the roles and responsibilities assigned to the trainees (employees)

[Components)
+ Weaknesses in “Components”, e.g., components with poor anti-tamper
Vulnerability capabilities
weakness of an + Weaknesses in controls for “Components”, e.g., the organization’s lack of
asset or control that understanding of components to be managed
can be exploited by
one or more threats [Data]

+ Weaknesses in “Data”, e.g., data that must be protected stored as plain text
+ Weaknesses in controls for “Data”, e.g., the organization's lack of verification of
the integrity of received data

[Procedure]

+ Weaknesses in “Procedure”, e.q., lack of proper preparation of procedures for
handling security incidents

+ Weaknesses in controls for “Procedure”, e.g., lack of record regarding whether
the established procedures have been followed

[System]
.+ Weaknesses in “System”, e.g., systems unequipped with mechanisms for
promptly detecting and handling anomalies
+ Weaknesses in controls for “System”, e.g., unaddressed vulnerability that should
be handled

SJUBLLIZ|2 § JO SWLIRY Ul saljIqesaunA [eaidAY AJauap]

Figure 2.1-9 Identification of vulnerabilities in terms of six elements

1.4. Managing risks
Determine which action to take — aversion, reduction, transfer, or retention!0
— 1n order to manage the risks identified by the risk analysis conducted in

1.3 according to the level of damage each risk can cause.!!

(1) Risk aversion: to eliminate risk by deleting risky functions or adopting
entirely different means.

(2) Risk reduction: to reduce risk and/or reduce severity of impact by taking
measures against the risk.

(3) Risk transfer: to transfer the risk to other entities by purchasing an
insurance policy or by replacing internal products/systems/processes with
those provided by other companies.

(4) Risk retention: to accept the risk without taking measures for risk

reduction

10 Cited from “Primer of safety & security design in the connected world” (IPA).

11 The types of risk treatment described correspond to the risk treatment options presented in ISO
31000: 2018 as follows.

- Risk aversion: Include “avoid the risk”, “remove the source of the risk”.

- Risk reduction: Include “change the probabilities”, “modify the consequences”.

- Risk transfer: Include “share the risk with others”.

- Risk retention: Include “increase the risk in order to pursue an opportunity”, “retain the risk”.
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Appendix B provides a reference for risk sources corresponding to security
incidents introduced in Table 2.1-6 and action to be taken, especially when
the risk mitigation approach is selected from the above actions. The section
“Measure requirements” is a guideline for implementing security based on
the details of risk (threats and vulnerabilities). Appendix B also provides for
adaption of its guidance to the particular circumstances of the organization.
Since Appendix B matches specific vulnerabilities for each measure
requirement, it can be used as a completeness and quality check for the risk
analysis conducted by the organization.

It is particularly important to define measures for the four points of view
already mentioned in the Framework.

1.  Relation of multi-stakeholders who surround each organization involved
in the value creation process
It 1s vital to always have a whole picture of relationships between the
stakeholders inside and outside the organization. It is also important to
clarify the roles and responsibilities regarding cybersecurity among
organizations. Definitions of stakeholders and roles that was considered
in 1.1 must be promptly updated if the business partner has changed or
any modifications have been made to the details of what must be done.
ISO/IEC 27036-2:2014 mentions 5 phases shown in Figure 2.1-10 as a

life cycle in relation to an individual supplier!2.

12 With reference to this point, ISO/IEC 27036:2014 and NIST SP 800-161 are formulated as standards
regarding the security measures relevant to the supply chain. In drafting this framework, NIST SP
800-161 is referred to for the identification of risk sources, and ISO/IEC 27036:2014 is referred to for
the description of measure requirements and examples of security measures. Regarding this point, if it
is deemed necessary to implement more enhanced measures, it is possible to refer to NIST SP 800-161
for security controls.
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1.

Supplier relationship
planning process

* In order to initiate procurement of products or
services, develop documents about security
considerations related to procurement.

® The Acquirer selects a supplier that provides adequate
X ’ security for the product or service.
Supplier selection ® Suppliers respond to the security risks associated with
process products or services and the security requirements defined
in the procurement bidding documents.

= = = ® Establish a contract dealing with security roles
Supplier relationship and responsibilities etc., and agree among

agreement process business partners.

: : : ® Maintain security level according to contract
Supplier relationship contents during contract period.

management process

X X . ® Terminate the supply of the
Supplier relationship product or service according to

termination process the termination plan.

Figure 2.1-10 Life cycle in contracting with an individual supplier in ISO/TEC 27036-2:2013

Requirements for security measures in light of the above life cycle are

set out in the measure category “CPS.SC” (supply chain risk

management) described in Part III. Each organization must consider

stakeholder relationship management throughout the process life cycle

for all categories of security measure.

» Related measure requirements include CPS.AM-5, CPS.AM-7,
CPS.BE-2, CPS.BE-3, CPS.SC-1, and CPS.SC-2. (Refer to Part III for

details on each measure requirement)

Integration of cyberspace and physical space through IoT devices

If a sensor sends any measured data different than the actual one to
cyberspace, or if measured data stops coming into cyberspace, the trust
of the operations that use these data may be damaged.

To avoid such damages, security measures must be taken to prevent
attacks on functions of sensors. Specifically, consider using devices that
do not easily shut down under attack (e.g., a denial-of-service attack),
that offer a mechanism for checking data integrity, and/or that offer a
function designed to guarantee the authenticity of measured data.

» Related measure requirements include CPS.DS-6, CPS.DS-11,

CPS.DS-15, and CPS.CM-4.

As stated in 1.1, when data inputs are received from cyberspace for
controlling components in physical space, security problems may lead to

safety problems including physical harm. To ensure security and safety
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on the interface between physical and cyberspace, it is vital to establish,
at the design and procurement stages, a series of procedures to: analyze
safety hazards and the sources of these risks. It is also critical to identify,
based on the analysis, the business and technical processes on which
security has an impact. This enables an organization to take appropriate
courses of action, through the entire supplier lifecycle from planning and
design/procurement through operation/maintenance/disposal, according
to the analysis results.
Ensuring safety has the utmost priority. Hence, it is necessary to
combine measures taken for functional safety with cybersecurity
measures in order to achieve safety. Since consideration of both safety
and security aspects 1s required, close communication among the
persons in charge of both safety and cybersecurity is essential to take
appropriate actions.

» Related measure requirements include CPS.RA-4, CPS.RA-6,
CPS.PT-3, and CPS.CM-3.

» Integrated security for safety control has been discussed in recent
years in terms of international standardization. Documents
available for reference regarding this subject include IEC TR 63074
and IEC TR 63069 (cf. Figure 2.1-11).13

13 In addition to the IEC standards mentioned above, reference may also be made to ISO TR 22100-4:
2018 (Guidance to machinery manufacturers for consideration of related IT-security (cyber security)
aspects) which deals with machine safety security as well as IEC TR 63074.
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IEC TR 63074
(Security aspects related to functional safety of safety-
related control systems,”/ TC44)

IEC TR 63069
(Industrial-process measurement, control and automation
— Framework for functional safety and security ./ TC65)

- Security analysis target is limited to safety facilities.

- First, design safety equipment on the safety side.

- Next, the security team conducts security risk analysis
on safety facilities and adds security measures.

- Cyber attacks do not create new hazards because only
the physical hazards of the machine harm people.

- Conduct risk analysis in parallel with safety and security,
and seek out the risk level from what to protect from what.

- Design safety function specifications and security function
specifications based on the results of risk analysis.

- For safety facilities designed on the safety side, conduct
additional security analysis.

- Ultimately, integrate safety and security specifications,
discuss and solve and implement if there is contradiction /
competition between them.

Parallel analysis and design of
safety and security

Sequential analysis and design of
safety and security
Safety

Safety risk analysis .
o Safety e e
: reat/Vulnerability analysis
Safety measures - = i"alys's (Safety facilities/functions)
Safety facilities 1

Security Safety measures Security measures

Threat/Vulnerability analysis
(Safety facilities/functions)
Security measures Integrated safety and security

Integrated safety and security

Figure 2.1-11 Status of discussion about integrated safety and security in the movement toward

international standardization!4

In addition to logical threats, physical threats in physical space may
affect cyberspace through an IoT device situated on the border between
cyber and physical spaces.

Hence, an organization must take physical security measures according
to the importance of IoT devices that the organization uses. Examples of
multilayered measures for physical security would be: separating the
areas where critical IoT devices are installed from other areas in order
to control access at the border and monitoring the critical area with
surveillance cameras or other appropriate tools to detect any
unauthorized actions. However, portable IoT devices carried by
individuals or devices installed in households and public spaces are

difficult for an organization to control. Therefore, it is important for an

14 Created based on “Guide for for considering safety/security requirements for control systems” (IPA)

and “Standard Activities of Functional Safety and Security” (Hiroo Kanamaru, “IPSJ Magazine”,
Vol.58, No.11, Nov.2017).
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organization to consider the risks of theft and loss when taking security

measuresi,

» Related measure requirements include CPS.AC-2, CPS.DS-8,
CPS.IP-5, CPS.IP-6, CPS.PT-2, and CPS.CM-2.

Cross-organizational data exchange
In the case where the organization’s protected data 1is processed,
analyzed or stored by business partners, or where the organization
handles the protected data of other organizations, the organization
should agree with the business partners in advance on data
classification, on the required security measures based on the
classification, and on regular confirmation procedures including
compliance auditing.
The organization should analyze the risk in view of the characteristics
of the exchanged data, the services that the business partners or the
organization provide, and so on, and implement specific security
requirements as appropriate.
Even if it has implemented adequate measures, it is also important for
the organization to formulate a procedure for security incident response
in advance. The procedure should include notifications of all concerned
parties when security incidents involving protected data are detected.
If the organization receives data processed by other organizations, it
should enable immediate response upon the detection of an anomaly,
including continuously monitoring whether data is sent from authentic
senders, the data does not include exploit codes, and so on.
» Related measure requirements include CPS.SC-3, CPS.SC-4,
CPS.SC-9, CPS.CM-1, CPS.CM-3, CPS.CM-4, CPS.DP-1, CPS.RP-2
and CPS.CO-1.

Securing the basis of trustworthiness of each layer
In the first layer, it is vital to specify cybersecurity requirements needed
to maintain relationships and trust with the stakeholder organizations

in the value creation process, and to regularly check compliance status.

15 Tt is advisable to refer to the Main Point 6 in IoT Security Guidelines ver. 1.0 by the IoT Acceleration
Consortium, Ministry of Internal Affairs and Communications, and the Ministry of Economy, Trade and
Industry.
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An entity subject to regular checks and audits should collect the
information that proves their compliance and make it available in
advance or promptly upon request. This applies particularly to business
partners critical to the organization’s business continuity. The
organization should ensure that not only direct contractors, but
subcontractors and any organizations working for them, comply with the
established requirements, thereby developing a chain of trust.
» Related measure requirements include CPS.SC-3, CPS.SC-4,
CPS.SC-6 and CPS.SC-8.
The second layer requires that an IoT device’s transcription function be
accurate. To ensure accuracy, it is vital to maintain and enhance the
soundness of security for the IoT device by taking measures throughout
the device life cycle, from the design and procurement stages through
the operation and disposal stages.
The organization should take measures such as adopting security-by-
design at the planning, design and procurement stages, testing security
functions for verification, managing vulnerability when the device is in
operation, and verifying the integrity of the device and software.
In the case of an IoT device that is extremely important to the
organization’s business continuity, security requirements for the
transcription functions should be in the agreement so that the
organization can check if these requirements are accurately met
throughout the series of processes performed by the contractor, or
subcontractors, or any organizations working for them (e.g., production,
transportation).
Security practice for IoT devices has some important differences from
security for traditional IT systems.!® Though it is essential to require
adequate security functions during procurement based on the principle
of Security by Design, alternative measures on the part of the system
should be considered if they are not available. In Appendix C, several
security measure requirements such as CPS.IP-10, CPS.CM-3, CPS.CM-

16 For example, Draft NISTIR 8228 suggests that, in order to implement security protection of IoT
devices in terms of device security, data security and privacy, the characteristics specific to IoT devices,
unlike traditional IT devices, should be considered with regard to the measures such as asset
management, vulnerability management, access management, incident detection, data flow
management.
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6 describe the process of securing IoT devices. The organization should

refer to these items when considering security measures for IoT devices.

» Related security measure requirements include CPS.RA-4, CPS.RA-

6, CPS.DS-10, CPS.DS-12, CPS.DS-15, CPS.CM-6 and CPS.CM-7.

The third layer requires that data in cyberspace and its processing,
analysis, and storage be reliable.
To ensure trustworthiness, it i1s essential that the data is reliable, in
addition to the important points in the first layer and the second layer
stated above. Specifically, the data should be checked to determine
whether it has been falsified, is in the acceptable range (e.g., the data
is free from attack code), and it has been generated by and sent from
authorized elements (e.g., “organization”, people, components).
Data that is particularly important to the organization’s business
continuity should be checked for trustworthiness by the entity that has
created and processed the data. Data sent to the organization should
be quality and security checked when received (e.g., checking the data
for falsification or attack code). The organization must also monitor
security compliance of data processing and analysis components and
systems.

» Related measure requirements include CPS.DS-9, CPS.DS-14,

CPS.AE-1, CPS.CM-3, CPS.CM-4 and CPS.CM-5.

Table 2.1-7 An example of measure requirements corresponding to the points of view considered in

the risk management process

Point of view to identify the risk sources An example of Corresponding measure

requirements
Relationships with stakeholders involved in = CPS.AM-5, CPS.AM-7, CPS.BE-2, CPS.BE-3,
the value creation process CPS.SC-1, CPS.SC-2, CPS.DS-13, CPS.CM-4

Integration of cyberspace and physical space CPS.RA-4, CPS.RA-6, CPS.PT-3, CPS.CM-3
through loT devices
CPS.SC-3, CPS.SC-4, CPS.SC-6, CPS.CM-1,
Cross-organizational data flows CPS.CM-3, CPS.CM-4, CPS.DP-1, CPS.RP-2,
CPS.CO-1
. _ CPS.RA-4, CPS.RA-6, CPS.SC-3, CPS.SC-4,
Securing a base level of trustworthiness in
CPS.SC-6, CPS.DS-10, CPS.DS-12, CPS.CM-4,

each layer
CPS.CM-5
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2. Relationship between risk sources and measure requirements
Appendix B, as Table 2.2-1 below shows, lists the functions, assumed security
incidents, the risk sources (threats and vulnerability) and measure

requirements in each layer.

Table 2.2-1 Example of a table in Appendix B (The Third Layer)

Assumed Risk sources Measure
Measure
Function security Vulnerability requirement
Threat Vulnerability requirements
incident ID
All of the - DoS attacks on - DoS attack on L3_3_b_ORG [Organization] Identify, prioritize, and evaluate CPS.SC-2
following computer computing - The organization does not the organizations and people that
functions; equipment and devices such as confirm the trustworthiness play important role relevant in
- Functions to communication servers, of contractor organizations each layer of the three-layer
securely send devices (e.g., communication such as data providers or structure to sustaining the
and receive data servers) that devices, etc. data operation of the organization.
- Functions to comprise a - Transmission of manipulators/analyzers When signing contracts  with CPS.SC-3
securely process system Jjamming waves before and after signing external organizations, check if
and analyze data contracts. the security management of the
- Function to other relevant organizations
securely store properly comply with the security
data requirements defined by the

organization while considering

the objectives of such contracts

and results of risk management.

The system that - Services L3_3_c _SYS [System] Secure sufficient resources (Ex: CPS.DS-6
handles data provided by a - A system that contains loT People, Components, System)
stops whether it system with low devices does not have for components and systems,
has been quality/trustworth adequate resources (i.e., and protect assets property to
attacked or not. iness processing capacity, minimize bad effects of
communication cyberattack (e.g., DoS attack).

bandwidths, and storage

capacity)

The column “Function” shows the functions of each layer summarized in Table
2.1-1, 2.1-2, 2.1-3 of 1.1 in Part II.
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The column “Assumed Security Incident” shows incidents attributable mainly
to security issues. These incidents may damage the layer’s functions stated
in the left column, and are summarized in Table 2-1.6 of 1.1. The security
incident stated may be caused by the “threat” and/or “vulnerability” shown in
the “Risk Source” columns. An enterprise needs to manage any “risk source”
that may have a severe impact. The requirements for security measures for
the risk management action are included as “Measure Requirements.”
Instances of vulnerability and measure requirements are given unique
identifiers (Measure Requirement ID). They are available for reference in
Part III and Appendix C, which provides examples of detailed measures.

Simple as they may be, the above descriptions follow the form of risk

assessment so that enterprise can refer to them while they manage risks.
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Part III (Method): Security measures — requirements andl
examples
1. Risk management using security measure requirements and
examples of security measures

Using the analysis process for the identification of risks and security needs

built in Part II, Part IIT and Appendix C show security measure requirements,
examples of security measures corresponding to the measur requirements
and the relationship with other international standards.

Part III and Appendix C are guides to the risk response phase of the risk
management process. An enterprise can use the contents in this part for the

following purposes:

(1) Strengthening the organization’s security management
An enterprise can improve its risk management by implementing security
measure requirements described in Part III and examples described in
Appendix C according to the result of risk management. The process is
expected to contribute to the security measures of each organization in two

ways:

1. Implementation of measures that take into account the level of measures
to be implemented and costs in each organization

1. Comparisons with relevant international standards

For (i), Appendix C classifies security measures into three levels: High-
Advanced/Advanced/Basic. Several factors dictate the classification,
including scope of the measure (e.g., implementation only within the
organization, or involving other relevant organizations), costs, and
domestic/international standards. The enterprise can use these factors and
classifications when deciding on the level of security measures to be
implemented.

The security measures described in Appendix C are just examples. They do
not exclude other security methods, nor are they absolute requirements for
all organizations. It is always necessary for any organization to make its
own determination of appropriate security measures based on risk
assessment and analysis.

For (i), Part III and Appendix C include points of alignment between the
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measure requirements and major international standards. Especially,
Appendix C organizes the comparison with the measure items of NIST
SP800-171, NIST SP800-53 Rev.4, ISO/IEC 27001:2013 and IEC 62443
according to the level of examples of security measures. In addition,
Appendix D organizes the correspondence relationship with the measure
requiements that the Framework presents based on major international
standards etc. in a table format. Implementation of the Framework is
intended to help the organization simultaneously comply with these

standards without requiring additional actions.

(2) Strengthening security governance over partners in the supply chain
In addition to the enterprise’s own security management, it can also
enhance security governance over partners in a relevant supply chain by
requiring compliance with security measure requirements defined in the
Framework.
Security measure requirements that state a set of processes the
organization shall require from partners include CPS.SC-2, CPS.SC-3,
CPS.SC-4, and CPS.SC-6. By implementing those processes effectively,
organizations can ensure governance for contractors through their contract
life cycle.
Since requirements for contractors will vary depending on the operations
they provide, the importance of the contractor to the organization’s
operation, or other factors, the organization should understand all potential
risks and risk sources as described in Part II.
Also, the organization may wish to maintain the security risk management
of the whole supply chain by extending its control to all participants,
especially when the direct contractors are important to the organization’s
operation. In such a case, the organization can provide the participants with

specific security programs and requirements.

2. How to use examples of security measures

Appendix C lists measure requirements, examples of measures to implement
those measure requirements by level, and the relationship between examples
of measures and major international standards in a table format. Table 3.2-1

shows items described in Appendix C.
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Table 3.2-1 Example of description in Appendix C

Measure Examples of Subject that | NIST NIST ISO/IEC
Measure
Requirement Security implements = SP800- SP800- 27001
Requirement
[») Measures measures 171 53 Annex A
<H-Advanced>
o o
<Advanced>
o o le)
<Basic>
o o

The levels of security measures are classified as High-Advanced, Advanced,
or Basic (see above 1.(1)). When the organization implements security
measures classified as High-Advanced, it should also implement the security
measures classified as Advanced and Basic.

The organization needs to refer to the importance assigned to the business,
system, etc. that is required to be dealt with in CPS.AM-5 and CPS.BE-2, and
take the appropriate measures from High-Advanced, Advanced, Basic. For
example, it is possible to assign importance as shown in Table 3.2-2 from the
viewpoint of confidentiality, integrity, and availability for business operations,
systems, etc. Organizations need to materialize values and evaluation criteria,

etc., taking into account their own specific conditions.

Table 3.2-2 Example of importance and evaluation criteria for classifying information asset based
on confidentiality, integrity, availability?
The law requires appropriate management (leakage, loss or damage

prevention).

Identified as a subject of confidentiality or "Data for Limited Provision”.
Confidentiality | 2 | There is a significant impact on business partners and customers if

leaked.

There is a serious impact on the organization if leaked because

information that should be managed as trade secret.

17 In particular, with regard to industrial control systems, in addition to the effects that are generally
assumed in information systems in “Value” or “Evaluation criteria”, the effects on safety, environment,
and health are also desired to be considered.

57



1 | There is a significant impact on the organization’s business if leaked.
0 | There is almost no impact on the organization’s business even if leaked.
The law requires appropriate management (leakage, loss or damage
prevention).
2 There is a serious impact on the organization or a significant impact on
_ business partners and customers if it is tampered with.
Integrity There is a significant impact on the organization’s business if it is
1 tampered with.
There is almost no impact on the organization’s business even if it is
0 tampered with.
There is a serious impact on the organization or a significant impact on
2 business partners and customers if it becomes unavailable.
There is a significant impact on the organization’s business if it becomes
Availability 1
unavailable.
There is almost no impact on the organization’s business even if it
0 becomes unavailable.

Similar security measure requirements may be needed at different levels. For
example, “<Advanced> and <Basic>" may both require the same protection in
some areas. This calls for the implementation of the same measures in
<Advanced> and <Basic>. Also, the measure requirement described as “N/A”
in <Basic> indicates that the implementation priority of the measure
requirement 1is not necessarily high in cases where resources for
implementation are severely limited, or when the importance of System and
Components to be implemented for measures is not high.

The column “Subject that implements measures” classifies security
measures!® three ways. The subject is classified as “S” if the measures are
generally implemented by a system through technical means, as “O” if the
measures are implemented by an organization (e.g., by people through non-
technical means), and as “O/S” if the measures are implemented by both a
system and an organization.

The measures described in the “Examples of Security Measures” are just
references to meet the measure requirements. It is possible to satisfy security

requirement through the measures that are not described. Therefore, the

18 The notation is in accordance with “NIST SP 800-53 Rev.5 (DRAFT) APPENDIX D”.
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“Examples of Security Measures” should be used for the implementation of
proper measures that take into account costs in each enterprise as well as for

comparisons with relevant international standards.

3. Security measure requirements
In the Framework, the measure requirements shown in Tables 3.3-2 to 3.3-21

are shown for each category.

(1) List of measure requirement categories
In the Framework, from the viewpoint of international harmonization, we
defined the following 20 categories in association with the category of NIST
Cybersecurity Framework Ver. 1.1.

Table 3.3-1 List of measure requirement categories and related category of NIST Cybersecurity
Framework Ver. 1.1

Related category of NIST Cybersecurity

Category name

Acronym
Framework Ver. 1.1

Asset Management CPS.AM ID.AM (Asset Management)

Business Environment CPS.BE ID.BE (Business Environment)

Governance CPS.GV ID.GV (Governance)

Risk Assessment CPS.RA ID.RA (Risk Assessment)

Risk Management Strategy CPS.RM ID.RM (Risk Management Strategy)

Supply Chain Risk Management CPS.SC ID.SC (Supply Chain Risk Management)

Identity Management, PR.AC (ldentity Management and Access
CPS.AC

Authentication, and Access Control Control)

Awareness and Training CPS.AT PR.AT (Awareness and Training)

Data Security CPS.DS PR.DS (Data Security)

Information Protection Processes PR.IP (Information Protection Processes and

and Procedures PSP Procedures)

Maintenance CPS.MA PR.MA (Maintenance)

Protective Technology CPS.PT PR.PT (Protective Technology)

Anomalies and Events CPS.AE DE.AE (Anomalies and Events)

Security Continuous Monitoring CPS.CM DE.CM (Security Continuous Monitoring)

Detection Processes CPS.DP DE.DP (Detection Processes)
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RS.RP (Response Planning)

Response Planning CPS.RP
RC.RP (Recovery Planning)
RS.CO (Communications)
C icati CPS.CO
ommunications RC.CO (Communications)
Analysis CPS.AN RS.AN (Analysis)
Mitigation CPS.MI RS.MI (Mitigation)
RS.IM (Improvements)
Improvements CPS.IM

(2) Alignment with major standards

RC.IM (Improvements)

The following are international standards noted in the NIST Cybersecurity

Framework as compatible with each other. Part III, Appendix C and

Appendix D list compatibilities of these standards with the Framework:

NIST “Framework for Improving Critical Infrastructure Cybersecurity
Version 1.1” (NIST Cybersecurity Framework Ver. 1.1)
Council on CyberSecurity (the Council) “The Critical Security Controls”

(CIS CSC)

ISACA “Control Objectives for Information- related Technology 5”
(COBIT 5)

ISA 62443-2-1:2010 “Industrial communication networks - Network and
system security - Part 2-1: Establishing an industrial automation and
control system security program”

ISA 62443-3-3:2013 “Industrial communication networks - Network and
system security - Part 3-3: System security requirements and security
levels”

ISO/TIEC 27001:2013 “Information technology -- Security techniques --
Information security management systems — Requirements”19

NIST “Special Publication 800-53 Revision 4”(SP 800-53 Rev.4)
“Common Criteria for Information Technology Security Evaluation
Version 3.1 Revision 5” (CC v3.1 Release 5)

19 When using cloud services, it is desirable to also refer to the controls of ISO/IEC 27001: 2013 Annex
Athat are mentioned in “Informative references.” and the items of ISO/IEC 27017: 2015 that correspond.
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- Ministry of Economy, Trade and Industry (METI) and IPA “Cybersecurity

Management Guidelines Ver. 2.0”

- IoT Acceleration Consortium, Ministry of Internal Affairs and
Communications, METI “IoT Security Guidelines Ver. 1.0”

3.1. CPS.AM - Asset Management

Identify assets (e.g. data, people, goods, systems, zone where assets are

managed, etc.) that are important to the organization’s business and manage

risk in accordance with its risk analysis and tolerance.

Table 3.3-2 Measure requirements in CPS.AM

Measure requirement

Relating
Informative references
vulnerability ID

CPS.AM-1

CPS.AM-2

CPS.AM-3

Document and manage
appropriately the list of hardware
and software, and management
information (e.g. name of asset,
version, network address, name of
asset manager, license
information) of components in the

system.

Specify a method to ensure
traceability based on the
importance of the components
produced by the organization’s
supply chain.

Create records such as the date of
production and condition of
components depending on
importance, and prepare and adopt
internal rules regarding records of

production activities in order to

L1_1_a_COM, NIST Cybersecurity Framework Ver.1.1 ID.AM-1,
L1_1_b_COM, ID.AM-2

L1_1_c_COM, CIsCcsC1,2

L2 1_a ORG, COBIT 5 BAI09.01, BAI09.02, BAI09.05

L2 3 b ORG, ISA 62443-2-1:2009 4.2.3 4

L2 3 b SYS ISA 62443-3-3:2013 SR 7.8

ISO/IEC 27001:2013 A.6.2.1,A.8.1.1,A.8.1.2,

A8.1.3,A11.25

NIST SP 800-53 Rev. 4 CM-8, PM-5

CC v3.1 Releaseb Part 2 FMT

Cybersecurity Management Guidelines Item4

loT Security Guidelines Key Concept 3, 15
L1_3_a COM, CC v3.1 Release5 Part 2 FIA

L1_3_b_COM

L1_3_a_COM,

L1_3_b_COM
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CPS.AM-4

CPS.AM-5

CPS.AM-6

CPS.AM-7

store components for a certain
period of time.

Create and manage appropriately
network configuration diagrams
within  the

and data flows

organization.

Create and manage appropriately a
list of external information systems
where the organization’s assets are

shared.

Classify and prioritize resources
(e.g., People, Components, Data,
and System) by  function,
importance, and business value,
and communicate to  the

organizations and people relevant

to those resources in business

Define roles and responsibilities for

cyber  security across the
organization and other relevant

parties.

L1_3_b ORG,

L1_3_c ORG

L1_1_a _COM,
L1_1_b_COM,
L1_1_c_COM,
L1_3_b ORG,

L1_3_c ORG

L1_1_a_ORG,
L1_1_b_ORG,
L1_1_c_ORG,
L3_1_a_ORG,

L3 4_a ORG

L1_3 b_ORG,

L1_3_c_ORG
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NIST Cybersecurity Framework Ver.1.1 ID.AM-3
COBIT 5 DSS05.02

ISA 62443-2-1:2009 4.2.3.4,4.2.3.5

ISO/IEC 27001:2013 A.13.2.1, A.13.2.2

NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9, PL-8
Cybersecurity Management Guidelines Item 4
NIST Cybersecurity Framework Ver.1.1 ID.AM-4
CIS CSC 12

COBIT 5 AP002.02, APO10.04, DSS01.02
ISO/IEC 27001:2013 A.6.2.1, A.11.2.6

NIST SP 800-53 Rev. 4 AC-20, SA-9
Cybersecurity Management Guidelines Item 4
loT Security Guidelines Key Concept 3

NIST Cybersecurity Framework Ver.1.1 ID.AM-5
CISCSC 13, 14

COBIT 5 AP003.03, APO03.04, APO12.01,
BAI04.02, BAI09.02

ISA 62443-2-1:2009 4.2.3.6, 4.3.4.4.3

ISO/IEC 27001:2013 A.8.2.1,A.8.2.2

NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14, SC-
6

Cybersecurity Management Guidelines Item 4
loT Security Guidelines Key Concept 3

NIST Cybersecurity Framework Ver.1.1 ID.AM-6
CISCSC 17,19

COBIT 5 AP001.02, APO07.06, APO13.01,
DSS06.03

ISA 62443-2-1:2009 4.3.2.3.3

ISO/IEC 27001:2013 A.6.1.1

NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11
Cybersecurity Management Guidelines Item 4, 9

loT Security Guidelines Key Concept 18, 19, 20



3.2. CPS.BE - Business Environment

Understand and prioritize the mission, goals, stakeholders, and activities of

the organization. This information is used to convey cyber security roles,

responsibilities and risk management decisions.

Table 3.3-3 Measure requirements in CPS.BE

Measure requirement

Relating

vulnerability ID

Informative references

CPS.BE-1

CPS.BE-2

CPS.BE-3

Identify and share the role of the

organizations in the supply chain.

Define policies and standard
measures regarding security that
are consistent with the high-priority
business and operations of the
organization, and share them with
parties relevant to the
organization’s business (including
suppliers and third-party
providers).

Identify the dependency between
the organization and other relevant
parties and the important functions
of each in the course of running the

operation.

L1_3 b_ORG,

L1_3_c_ORG

L1_1_a_ORG,
L1_1_b_ORG,

L1_1_c_ORG

L1_3 b_ORG,

L1_3_c_ORG
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NIST Cybersecurity Framework Ver.1.1 ID.BE-1,
ID.BE-2

COBIT 5 AP008.01, APO08.04, APO08.05,
AP0O10.03, APO10.04, APO10.05

ISO/IEC 27001:2013 A.15.1.1, A.15.1.2,
A.15.1.3,A.15.2.1,A.15.2.2

NIST SP 800-53 Rev. 4 CP-2, SA-12
Cybersecurity Management Guidelines Item 9
loT Security Guidelines Key Concept 20

NIST Cybersecurity Framework Ver.1.1 ID.BE-3
COBIT 5 AP002.01, APO02.06, APO03.01

ISA 62443-2-1:2009 4.2.2.1, 4.2.3.6

ISO/IEC 27001:2013 A.5.1.1

NIST SP 800-53 Rev. 4 PM-11, SA-14

Cybersecurity Management Guidelines Item 6, 9

NIST Cybersecurity Framework Ver.1.1 ID.BE-4
COBIT 5 AP010.01, BAI04.02, BAI09.02
ISO/IEC 27001:2013 A.11.2.2,A.11.2.3,A.12.1.3
NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-11, PM-
8, SA-14

Cybersecurity Management Guidelines Item 9



3.3. CPS.GV - Governance
Understand policies, procedures and processes for managing and monitoring
compliance with regulations, laws, risks, internal policies, and operational

requirements for the organization, and communicate them to cybersecurity

risk managers.

Table 3.3-4 Measure requirements in CPS.GV

Measure requirement

Relating

vulnerability ID

Informative references

CPS.GV-1 Develop security policies, define | L1_1_a_PRO, NIST Cybersecurity Framework Ver.1.1 ID.GV-1,
roles and responsibilities for | L1_1_b_PRO, ID.GV-2
security across the organization | L1_1_c_PRO CIS CSC 19
and other relevant parties, and COBIT 5 AP0O01.02, APO01.03, APO10.03,
clarify the information-sharing APO13.01, APO13.1202, DSS05.04, EDM01.01,
method among stakeholders. EDMO01.02
ISA 62443-2-1:2009 4.3.2.6, 4.3.2.2.1, 4.3.2.3.3
ISO/IEC 27001:2013 A.5.1.1,A.6.1.1,A.7.2.1,
A15.11
NIST SP 800-53 Rev. 4 -1 controls from all
security control families
Cybersecurity Management Guidelines Item 1, 2,
6
loT Security Guidelines Key Concept 1, 18, 19
CPS.GV-2 Formulate internal rules | L1_2 a ORG, NIST Cybersecurity Framework Ver.1.1 ID.GV-3
considering domestic and foreign | L1_2_a_COM, CISCSC 19
laws, including the Act on the | L1_2_a_SYS, COBIT 5 BAI02.01, MEA03.01, MEA03.04
Protection of Personal | L1_2_a PRO, ISA 62443-2-1:2009 4.4.3.7
Information and Unfair | L1_2_a_DAT ISO/IEC 27001:2013 A.18.1.1, A.18.1.2,
Competition Prevention Act, as A.18.1.3,A.18.1.4,A.18.1.5
well as industry guidelines, and NIST SP 800-53 Rev. 4 -1 controls from all
review and revise the rules on a security control families
continuing and timely basis in CC v3.1 Release5 Part 2 FPR, FDP
accordance with any changes in Cybersecurity Management Guidelines ltem 1
relevant laws, regulations, and
industry guidelines.
CPS.GV-3 Understand the level of data | L1_1_a_SYS, NIST Cybersecurity Framework Ver.1.1 ID.GV-3
protection required by laws and | L1_1_a_DAT, CIS CSC 13
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CPS.GV-4

arrangements regarding handling
of data shared only by relevant
organizations, develop data
classification methods based on
each requirement, and properly
classify and protect data
throughout the whole life cycle.

Develop a strategy and secure
resources to

implement risk

management regarding security.

L1_1 b _SYS,
L3 1 a SYS,
L3 1_a DAT,

L3 4_a ORG,
L3 4 a PRO,
L3 4 b ORG,
L3 4 b PRO

L1_1_a PRO,
L1_1_b PRO,

L1_1_c_PRO
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ISA 62443-2-1:2009 4.3.4.4.6, 4.4.3.7
ISO/IEC 27001:2013 A.18.1.1, A.18.1.2,

A.18.1.3,A.18.1.4

NIST Cybersecurity Framework Ver.1.1 ID.GV-4
COBIT 5 EDM03.02, APO12.02, APO12.05,
DSS04.02

ISA 62443-2-1:2009 4.2.3.1,4.2.3.3,4.2.3.8,
4.2.39,42.3.11,4.3.26.3

ISO/IEC 27001:2013 Clause 6

NIST SP 800-53 Rev. 4 SA-2, PM-3, PM-7, PM-
9, PM-10, PM-11

CC v3.1 Release5 Part 2 FMT

Cybersecurity Management Guidelines Item 2, 3

loT Security Guidelines Key Concept 2



3.4. CPS.RA - Risk Assessment

The enterprise understands the cyber security risks to its own operations

(including mission, function, image, and reputation), assets, and individuals.

Table 3.3-5 Measure requirements in CPS.RA

Measure requirement

Relating
Informative references
vulnerability ID

CPS.RA-1

CPS.RA-2

CPS.RA-3

Identify the vulnerability of the
organization’s assets and
document the list of identified
vulnerability with the

corresponding asset.

The security management team
(SOC/CSIRT) collects
information, including
vulnerability and threats from
internal and external sources
(through internal tests, security
information, security
researchers, etc.), analyzes the
information, and establishes a
process to implement and use
measures.

Identify and document the
assumed security incidents,
those impacts on the
organization’s assets, and the

causes of those.

L1_1_a_SYS, NIST Cybersecurity Framework Ver.1.1 ID.RA-1
L1_1 b _SYS, CIS CSC 4
L1_1_c_SYS COBIT 5 AP0O12.01, APO12.02, APO12.03,

APO12.04, DSS05.01, DSS05.02

ISA 62443-2-1:2009 4.2.3, 4.2.3.7,4.2.3.9,

42312

ISO/IEC 27001:2013 A.12.6.1, A.18.2.3

NIST SP 800-53 Rev. 4 CA-2, CA-7, CA-8, RA-3,

RA-5, SA-5, SA-11, SI-2, SI-4, SI-5

CC v3.1 Releaseb Part 1

Cybersecurity Management Guidelines Item 4

loT Security Guidelines Key Concept 21
L1_1_a_SYS, NIST Cybersecurity Framework Ver.1.1 ID.RA-2,
L1_3_a_ORG, RS.AN-5

L2 1 a_ ORG,  CISCSC4

L2_1_c_SYS, COBIT 5 BAI08.01

L3_1_a_SYS, ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12
L3_3 a_SYS, ISO/IEC 27001:2013 A.6.1.4, A.12.6.1
L3_3 d_SYS NIST SP 800-53 Rev. 4 SI-5, PM-15, PM-16

Cybersecurity Management Guidelines Item 10

loT Security Guidelines Key Concept 18, 21

L1_1_a SYS, NIST Cybersecurity Framework Ver.1.1 ID.RA-3

L1 1 b_SYS, CIS CSC 4

L1_1_c_SYS COBIT 5 AP0O12.01, APO12.02, APO12.03,
APO12.04

ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12

ISO/IEC 27001:2013 Clause 6.1.2

66



CPS.RA-4

CPS.RA-5

CPS.RA-6

- Conduct risk assessments
regularly to check if the security
rules  for managing the
components are effective and
applicable to the components for
implementation.
- Check the presence of
unacceptable known security
risks, including safety hazards,
from the planning and design
phase of an loT device and
systems incorporating loT
devices.

Consider threats, vulnerability,
likelihood, and impacts when

assessing risks.

- On the basis of the results of the
risk assessment, clearly define
the details of measures to
prevent possible security risks,
and document the organized
outcome from the scope and
priorities of the measures.

- React accordingly to the
security risks and the associated

safety risks identified as a result

of the assessment conducted at

L1_1_a SYS,
L1_1 b _SYS,
L1_1_c_SYS,
L2 1_a_COM,
L2 1_a PRO,
L2 2 a ORG,

L2 2 a SYS

L1_1_a SYS,
L1_1 b _SYS,

L1_1_c SYS

L1_1_a_SYS,
L1_1_b_SYS,
L1_1_c_SYS,
L2 1_a_COM,
L2 1_a_PRO,

L2 2 a SYS
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NIST SP 800-53 Rev. 4 RA-3, SI-5, PM-12, PM-
16

CC v3.1 Release5 Part 1

Cybersecurity Management Guidelines Item 4
NIST Cybersecurity Framework Ver.1.1 ID.RA-4,
RS.MI-3

CISCSC 4

COBIT 5 DSS04.02

ISA 62443-2-1:2009 4.2.3,4.2.3.9, 4.2.3.11,
42312

ISO/IEC 27001:2013 A.16.1.6, Clause 6.1.2
NIST SP 800-53 Rev. 4 RA-2, RA-3, SA-14, PM-
9, PM-11

CC v3.1 Release5 Part 1

Cybersecurity Management Guidelines Item 4

loT Security Guidelines Key Concept 4, 10, 12

NIST Cybersecurity Framework Ver.1.1 ID.RA-5
CISCSC 4

COBIT 5AP012.02

ISO/IEC 27001:2013 A.12.6.1, Clause 6.1.2
NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-16

CC v3.1 Release5 Part 1

Cybersecurity Management Guidelines Item 4
loT Security Guidelines Key Concept 4, 7

NIST Cybersecurity Framework Ver.1.1 ID.RA-6,
RS.MI-3

CISCSC 4

COBIT 5 AP0O12.05, APO13.02

ISO/IEC 27001:2013 Clause 6.1.3

NIST SP 800-53 Rev. 4 PM-4, PM-9

CC v3.1 Releaseb Part 1

Cybersecurity Management Guidelines Item 4

loT Security Guidelines Key Concept 10, 12



the planning and design phase of
an loT device and systems

incorporating loT devices.
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3.5. CPS.RM - Risk Management Strategy
Set priority, constraint, and risk tolerance assumptions for the organization

and use it to judge investment risk.

Table 3.3-6 Measure requirements in CPS.RM

Measure requirement

Relating

vulnerability ID

Informative references

CPS.RM-1 Confirm the implementation | L1_1_a_PRO, NIST Cybersecurity Framework Ver.1.1 ID.RM-1
status of the organization’s’ cyber | L1_1_b_PRO, CIscsc 4
security risk management and | L1_1_c_PRO, COBIT 5 APO12.04, APO12.05, APO13.02,
communicate the results to | L1_3_a_ORG, BAI02.03, BAI04.02
appropriate parties within the | L1_3_b_ORG ISA 62443-2-1:2009 4.3.4.2
organization (e.g. senior ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3,
management). Define the scope Clause 9.3
of  responsibilities of the NIST SP 800-53 Rev. 4 PM-9
organization and the relevant CC v3.1 Release5 Part 2 FMT
parties (e.g. subcontractor), and Cybersecurity Management Guidelines ltem 4
establish and implement the loT Security Guidelines Key Concept 12
process to confirm the
implementation status of security
risk management of relevant
parties.
CPS.RM-2 Determine the organization’s risk | L1_1_a_ORG, NIST Cybersecurity Framework Ver.1.1 ID.RM-2,
tolerance level based on the | L1_1_a_SYS, ID.RM-3
result of the risk assessment and | L1_1_b_ORG, COBIT 5 AP012.02, APO12.06
its role in the supply chain. L1_1_b_SYS, ISA 62443-2-1:2009 4.3.2.6.5
L1_1_c_SYS ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3
NIST SP 800-53 Rev. 4 SA-14, PM-8, PM-9, PM-
"
Cybersecurity Management Guidelines Item 4
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3.6. CPS.SC - Supply Chain Risk Management

Establish enterprise priorities, constraints, risk tolerances, and assumptions

and use them to assist in analysis of supply chain risk management.

Establish and implement the process of identifying, evaluating and managing

supply chain risks.

Table 3.3-7 Measure requirements in CPS.SC

Measure requirement

Relating
Informative references
vulnerability ID

CPS.SC-1

CPS.SC-2

CPS.SC-3

Formulate the standard of
security measures relevant to the
supply chain in consideration of
the business life cycle, and agree
on contents with the business
partners after clarifying the scope

of the responsibilities.

Identify, prioritize, and evaluate
the organizations and people that
play important role in each layer
of the three-layer structure to
sustaining the operation of the

organization.

When signing contracts with
external organizations, check if
the security management of the
other relevant organizations

properly comply with the security

L1_1_a_ORG, NIST Cybersecurity Framework Ver.1.1 ID.SC-1
L1_1_ b _ORG, clscsc4
L1_1_c ORG COBIT 5AP010.01, APO10.04, APO12.04,
APO12.05, APO13.02, BAIO1.03, BAI02.03,
BAI04.02
ISA 62443-2-1:2009 4.3.4.2
ISO/IEC 27001:2013 A.15.1.1,A.15.1.2, A.15.1.3
NIST SP 800-53 Rev. 4 SA-9, SA-12, PM-9
CC v3.1 Releaseb Part 2 FMT

Cybersecurity Management Guidelines Item 9

L1_1_a ORG, NIST Cybersecurity Framework Ver.1.1 ID.SC-2
L1_1_b _ORG, COBIT 5 AP0O10.01, APO10.02, APO10.04,
L1_1_c ORG, APO10.05, APO12.01, APO12.02, APO12.03,
L2 3 _c ORG, APO12.04, APO12.05, APO12.06, APO13.02,

L3_1_b_ORG, BAI02.03
L3_1_c_ORG, ISA 62443-2-1:2009 4.2.3.1,4.2.3.2,4.2.3.3,
L3_3_a_ORG, 4234,4236,4.238,4.2.3.9,4.2.3.10,
L3_3_b_ORG, 4.2.3.12,4.2.3.13,4.2.3.14
L3_3 d_ORG NIST SP 800-53 Rev. 4 RA-2, RA-3, SA-12, SA-
14, SA-15, PM-9
CC v3.1 Releaseb Part 1

loT Security Guidelines Key Concept 14

L1_1_a PRO, NIST Cybersecurity Framework Ver.1.1 ID.SC-3
L1_1_b _PRO, COBIT 5AP0O10.01, APO10.02, APO10.03,
L1_1_c_PRO, APO10.04, APO10.05

L1_1_d _ORG, ISA 62443-2-1:2009 4.3.2.6.4, 4.3.2.6.7

L2 3 _c ORG, ISO/IEC 27001:2013 A.15.1.1,A.15.1.2
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CPS.SC-4

CPS.SC-5

CPS.SC-6

requirements defined by the
organization while considering
the objectives of such contracts

and results of risk management.

When signing contracts with
external parties, check if the
products and services provided
by the other relevant
organizations properly comply
with the security requirements
defined by the organization while
considering the objectives of
such contracts and results of risk

management.

Formulate and manage security
requirements  applicable to

members of other relevant
organizations, such as business
partners, who are engaged in
operations outsourced from the
organization.

assessments

Conduct regular

through auditing, test results, or

L3 1_b ORG,
L3_1_b_DAT,
L3 1_c_ORG,
L3 1_c DAT,

L3 3_d ORG,

L3 3_a ORG,.

L3 3_b ORG,
L3 3_c_ORG,
L3 4_a DAT,

L3 4 b DAT

L1_1_a PRO,
L1_1_b PRO,
L1_1_c PRO,
L1_1_d ORG,
L1_1_d_COM,
L2 1_a_COM,
L2 1_a PRO,
L2 2 a ORG,
L2 3_a ORG,
L2 3_c ORG,
L2 3 ¢ PRO,
L2 3_d ORG,
L3 1_b ORG,
L3 3_a ORG,
L3 3_b ORG,
L3 3_c ORG,
L3 3_d_ORG
L1_1_a PEO,
L1_1_b_PEO,
L1_1_c_PEO,
L2 3 b PEO,
L3 1_b_PEO,

L3 1_c PEO

L1_1_a DAT,

L1_1_a_PRO,
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NIST SP 800-53 Rev. 4 SA-9, SA-11, SA-12,

PM-9

CC v3.1 Release5 Part 2 FCS, FDP, FIA, FMT

loT Security Guidelines Key Concept 5, 11

ISA 62443-2-1:2009 4.3.2.6.4, 4.3.2.6.7
ISO/IEC 27001:2013 A15.1.3

CC v3.1 Release5 Part 2 FIA, FDP

Cybersecurity Management Guidelines Item 9

loT Security Guidelines Key Concept 14

ISA 62443-2-1:2009 4.3.3.2.1

NIST SP 800-53 Rev.4 PS-7, SA-21

NIST Cybersecurity Framework Ver.1.1 1D.SC-4



CPS.SC-7

CPS.SC-8

other checks of relevant parties
such as business partners to
ensure they are fulfilling their

contractual obligations.

Formulate and implement
procedures to address
noncompliance to contractual
requirements found as a result of
an audit, test, or other check on

relevant parties.

Collect and securely store data
proving that the organization is
fulfilling its contractual
obligations with other relevant
parties or individuals, and
prepare them for disclosure as

needed within appropriate limits.

L1_1_b PRO,
L1_1_c _PRO,
L2 3_c ORG,
L2 3 ¢ PRO,
L2 3_d ORG,
L3 1_a DAT,

L3 1_b ORG,
L3 1_b_DAT,

L3 1_c_ORG,

L3 1_c DAT,

L3 3_a ORG,.

L3 3_b ORG,
L3 3_c ORG,
L3 3_d ORG,
L3 4_a DAT,

L3 4 b DAT

L1_1_a PRO,
L1_1_b PRO,
L1_1_c PRO,
L1_1_d ORG,
L2 2 a ORG,
L2 3_c ORG,
L2 3 ¢ PRO,
L3 1_b ORG,
L3 1_c_ORG,
L3 3_a ORG,
L3 3_b ORG,
L3 3_c ORG,
L3 3_d_ORG
L1_1_d ORG,
L2 2 a ORG,
L2 3_c ORG,
L2 3 ¢ PRO,
L3 1_b ORG,
L3 1_c_ORG,

L3 3_a ORG,
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COBIT 5AP010.01, APO10.03, APO10.04,
APO10.05, MEA01.01, MEA01.02, MEA01.03,
MEAO01.04, MEAO1.05

ISA 62443-2-1:2009 4.3.2.6.7

ISA 62443-3-3:2013 SR 6.1

ISO/IEC 27001:2013 A.15.2.1,A.15.2.2

NIST SP 800-53 Rev. 4 AU-2, AU-6, AU-12, AU-

16, PS-7, SA-9, SA-12

COBIT 5AP010.01, APO10.03, APO10.04,
APO10.05, MEA01.01, MEA01.02, MEA01.03,
MEAO01.04, MEAO1.05

ISA 62443-2-1:2009 4.3.2.6.7

ISA 62443-3-3:2013 SR 6.1

ISO/IEC 27001:2013 A.15.2.1, A.15.2.2



L3_3_b_ORG, NIST SP 800-53 Rev. 4 AU-2, AU-6, AU-12, AU-

L3_3_c_ORG, 16, PS-7, SA-9, SA-12
L3_3_d_ORG,
CPS.SC-9 Prepare and test a procedure for | L1_3 b _PEO NIST Cybersecurity Framework Ver.1.1 ID.SC-5
incident response with relevant CISCSC 19, 20
parties involved in the incident COBIT 5 DSS04.04
response activity to ensure action ISA 62443-2-1:2009 4.3.2.4.3, 4.3.2.5.7,
for incident response in the 43451
supply chain. ISA 62443-3-3:2013 SR 2.8, SR 3.3, SR.6.1, SR
7.3,SR7.4

ISO/IEC 27001:2013 A.16.1.5, A.17.1.2, A.17.1.3
NIST SP 800-53 Rev. 4 CP-2, CP-4, IR-3, IR-4,
IR-6, IR-8, IR-9
CPS.SC-10 | Develop and manage a | L1_1_a_PRO, NIST SP 800-53 Rev. 4 SA-22
procedure to be executed whena | L1_1_b_PRO,
contract with other relevant | L1_1_c_PRO
organizations such as business
partners is finished. (e.g.,
expiration of contract period, end
of support)
CPS.SC-11 | Continuously  improve the | L1_1_a PRO,
standard of security measures | L1_1_b PRO,
relevant to the supply chain, L1_1_c PRO

related procedures, and so on.
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3.7. CPS.AC - Identity Management, Authentication and Access Control

Limiting logical and physical access to assets and related zone to approved

“organization”, people, goods and procedures and manage them to limit the

risk of unauthorized access and to ensure only approved activities and

transactions are accessible.

Table 3.3-8 Measure requirements in CPS.AC

Measure requirement

Relating

Informative references
vulnerability ID

CPS.AC-1

CPS.AC-2

CPS.AC-3

Establish and implement
procedures to issue, manage,
check, cancel, and monitor
identification and authentication
information of authorized goods,

people, and procedures.

Implement appropriate physical
security measures such as
locking and limiting access to the
areas where the loT devices and
servers are installed, using
entrance and exit controls,
biometric authentication,
deploying surveillance cameras,
and inspecting belongings and
body weight.

Properly  authorize  wireless
connection destinations
(including users, loT devices,

and servers).

L1_1_a COM, NIST Cybersecurity Framework Ver.1.1 PR.AC-1
L1_1_a SYS, CIS CSC 1, 5, 15, 16

L1_1_b_COM, COBIT 5 DSS05.04, DSS06.03

L1_1 b _SYS, ISA 62443-2-1:2009 4.3.3.5.1

L1_1_c_COM, ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3, SR
L2 3 ¢ SYS 1.4,SR15,SR 1.7, SR 1.8, SR 1.9

L3 1_a SYS, ISO/IEC 27001:2013 A.6.2.1,A.9.2.1,A9.2.2,
L3 3 a_SYS A923,A924 A926A931,A942 A943

NIST SP 800-53 Rev. 4 AC-1, AC-2, IA Family-1,
I1A-2, IA-3, IA-4, 1A-5, IA-6, IA-7, IA-8, IA-9, IA-
10, IA-11

CC v3.1 Releaseb Part 2 FAU, FIA, FMT

Cybersecurity Management Guidelines Item 5

L1_1_a_SYS, NIST Cybersecurity Framework Ver.1.1 PR.AC-2

L1_1_c_SYS, COBIT 5 DSS01.04, DSS05.05

L2 3 b PEO, ISA 62443-2-1:2009 4.3.3.3.2, 4.3.3.3.8

L2_3 b _SYS, ISO/IEC 27001:2013 A.11.1.1, A11.1.2, A11.1.3,

L2 3 c_SYS, A11.1.4,A11.1.5,A11.1.6,A11.2.31,A11.2.33,

L2_3 d_SYS, A11.25,A11.26,A.11.27,A11.2.8

L3 1 _a SYS NIST SP 800-53 Rev. 4 PE-2, PE-3, PE-4, PE-5,
PE-6, PE-8

CC v3.1 Releaseb Part 2 FIA, FMT, FDP

Cybersecurity Management Guidelines Item 5
L2 3 c_SYS, NIST Cybersecurity Framework Ver.1.1 PR.AC-3
L3_3_a_SYS CIS CSC 12, 15

COBIT 5 AP013.01, DSS01.04, DSS05.03

ISA 62443-2-1:2009 4.3.3.6.6
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CPS.AC-4

CPS.AC-5

CPS.AC-6

Prevent unauthorized log-in to
loT devices and servers by
measures such as implementing
functions for lockout after a
specified number of incorrect log-
in attempts and providing a time

interval until safety is ensured.

Segregate duties and areas of
responsibility  properly  (e.g.
segregate user functions from

system administrator functions).

Adopt high confidence methods

of authentication where

L2 1 b _SYS,

L3 3_a SYS

L1_1_a SYS,
L1_1 b _SYS,
L2 1 c_SYS,

L3 1_a SYS

L1_1 a _SYS,
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ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.6, SR
1.13,SR 2.6

ISO/IEC 27001:2013 A.6.2.1,A.6.2.2, A.11.2.6,
A.13.1.1,A.13.2.1

NIST SP 800-53 Rev. 4 AC--1, AC-17, AC-19,
AC-20, SC-15

CC v3.1 Release5 Part 2 FCS, FIA, FMT
Cybersecurity Management Guidelines Item 5
loT Security Guidelines Key Concept 8, 11, 14,
16

NIST Cybersecurity Framework Ver.1.1 PR.AC-3
CIS CSC 12

COBIT 5AP0O13.01, DSS01.04, DSS05.03

ISA 62443-2-1:2009 4.3.3.6.6

ISA 62443-3-3:2013 SR 1.11, SR 1.13, SR 2.6
ISO/IEC 27001:2013 A.6.2.1,A.6.2.2,A.9.4.2,
A.11.2.6,A.13.1.1,A.13.2.1

NIST SP 800-53 Rev. 4 AC-1, AC-17, AC-19, AC-
20, SC-15

CC v3.1 Release5 Part 2 FIA

Cybersecurity Management Guidelines Item 5
loT Security Guidelines Key Concept 4

NIST Cybersecurity Framework Ver.1.1 PR.AC-4
CIS CSC 3,5, 12, 14, 15, 16, 18

COBIT 5 DSS05.04

ISA 62443-2-1:2009 4.3.3.7.3

ISA 62443-3-3:2013 SR 2.1

ISO/IEC 27001:2013 A.6.1.2, A.9.1.2,A.9.2.3,
A9.4.1,A9.44,A945

NIST SP 800-53 Rev. 4 AC-1, AC-2, AC-3, AC-5,
AC-6, AC-14, AC-16, AC-24

CC v3.1 Release5 Part 2 FMT

Cybersecurity Management Guidelines Item 5
loT Security Guidelines Key Concept 4

NIST Cybersecurity Framework Ver.1.1 PR.AC-

4, PRAC-7



CPS.AC-7

CPS.AC-8

appropriate based on risk (e.g.
multi-factor authentication,
combining more than two types
of authentication) when logging

in to the system over the network

for the privileged user.

Develop a policy  about
controling data flow, and
according that protect the
integrity of the network by means
such as appropriate network
isolation (e.g., development and
test environment vs. production
environment, and environment
incorporates loT devices vs.
other environments within the

organization).

Restrict communications by loT

devices and servers to those with

entities (e.g. people,
components, system, etc.)
identified through proper
procedures.

L1_1 b _SYS,
L2 1 c_SYS,

L3 1_a SYS

L2 1 b _SYS,
L3 1_a DAT,

L3 4 b SYS

L2 1 b _SYS,

L3 3_a SYS
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CIS CSC 3, 5, 14, 15, 16

COBIT 5 DSS05.04

ISA 62443-2-1:2009 4.3.3.7.3,4.3.3.7.4

ISA 62443-3-3:2013 SR 2.1

ISO/IEC 27001:2013 A.6.1.2, A.9.1.2,A.9.2.3,
A9.4.1,A9.44,A945

NIST SP 800-53 Rev. 4 AC-1, AC-2, AC-3, AC-5,
AC-6, AC-14, AC-16, AC-24

CC v3.1 Release5 Part 2 FMT, FIA
Cybersecurity Management Guidelines Item 5
loT Security Guidelines Key Concept 8

NIST Cybersecurity Framework Ver.1.1 PR.AC-
5, PR.DS-7, PR.PT-4

CIS CSC 9, 14, 15, 18

COBIT 5 DSS01.05, DSS05.02

ISA 62443-2-1:2009 4.3.3.4

ISA 62443-3-3:2013 SR 3.1, SR 3.8

ISO/IEC 27001:2013 A.13.1.1, A.13.1.3,
A13.2.1,A14.1.2,A1413

NIST SP 800-53 Rev. 4 AC-4, AC-10, SC-7

Cybersecurity Management Guidelines Item 5

NIST Cybersecurity Framework Ver.1.1 PR.AC-6
CIS CSC 16

COBIT 5 DSS05.04, DSS05.05, DSS05.07,
DSS06.03

ISA 62443-2-1:2009 4.3.3.5.2, 4.3.3.7.2,
43374

ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.4, SR
1.5,SR 1.9, SR 2.1

ISO/IEC 27001:2013, A.7.1.1, A.9.2.1

NIST SP 800-53 Rev. 4 AC-1, AC-2, AC-3, AC-
16, AC-19, AC-24, IA-1, |1A-2, IA-4, |A-5, |A-8,
PE-2, PS-3

CC v3.1 Release5 Part 2 FCO, FCS, FDP, FIA



CPS.AC-9

Authenticate and  authorize

logical accesses to system
components by loT devices and
users according to the
transaction risks  (personal
security, privacy risks, and other

organizational risks).

L1_1_a SYS,
L1_1 b _SYS,
L2 1 b _SYS,
L3 1 a SYS,

L3 4 b SYS
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Cybersecurity Management Guidelines Item 5
loT Security Guidelines Key Concept 11, 14, 16
NIST Cybersecurity Framework Ver.1.1 PR.AC-7
CIS CSC 1, 12, 15, 16

COBIT 5 DSS05.04, DSS05.10, DSS06.10

ISA 62443-2-1:2009 4.3.3.6.1, 4.3.3.6.2,
4.3.3.6.3,4.3.3.6.4,4.3.3.6.5,4.3.3.6.6,
4.3.3.6.7,4.3.3.6.8,4.3.3.6.9

ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.5, SR
1.7,SR1.8,SR 1.9, SR 1.10

ISO/IEC 27001:2013 A.9.2.1,A.9.2.4,A.9.3.1,
A9.42,A943,A18.1.4

NIST SP 800-53 Rev. 4 AC-7, AC-8, AC-9, AC-
11, AC-12, AC-14, IA-1, 1A-2, IA-3, IA-4, IA-5, IA-
8, IA-9, IA-10, IA-11

CC v3.1 Release5 Part 2 FCS, FDP, FIA, FPR
Cybersecurity Management Guidelines Item 5

loT Security Guidelines Key Concept 8, 14, 16



3.8. CPS.AT - Awareness and Training

Implement cybersecurity awareness education and training to internal

organization staff and partners to ensure fulfillment of contractual

obligations, based on relevant policies, procedures and contracts.
Table 3.3-9 Measure requirements in CPS.AT

Measure requirement

Relating

Informative references
vulnerability ID

CPS.AT-1

CPS.AT-2

CPS.AT-3

Provide appropriate training and
education to all individuals in the
organization and manage the
record so that they can fulfill
assigned roles and
responsibilities to prevent and
contain the occurrence and

severity of security incidents.

Provide appropriate training and
security education to members of
the organization and other
relevant  parties of  high
importance in security
management that may be
involved in the security incident
prevention and response. Then,
manage the record of such

training and security education.

Improve the contents of training
and education regarding security
to members of the organization
and other relevant parties of high
importance in security

management of the organization.

L1_1_a PEO, NIST Cybersecurity Framework Ver.1.1 PR.AT-1,

L1_1_b_PEO, PR.AT-2, PR.AT-4, PR AT-5

L1_1_c_PEO, ClIS CSC 17

L1_1_d _PEO, ISA 62443-2-1:2009 4.3.2.4.1,4.3.2.4.2,

L1_2 a PEO, 43.246,433.25,4,3452,43.4511

L1_3_a PEO, ISO/IEC 27001:2013 A.6.1.1,A.7.1.2, A.7.2.1,

L1_3_a DAT, A7.22,A7.3.1

L1_3_c_PEO, NIST SP 800-53 Rev. 4 AT-1, AT-2, AT-3, AT-4

L3_4_a PEO Cybersecurity Management Guidelines Item 3, 5,
8

L1_3_a DAT NIST Cybersecurity Framework Ver.1.1 PR.AT-3,

L1_3 b _PEO, PR.IP-10, RS.CO-1

L3_3_a PEO CIS CSC 17

COBIT 5 APO07.03, APO07.06, APO10.04,
APO10.05

ISA 62443-2-1:2009 4.3.2.4.1,4.3.2.4.2,
4.3.243,43.246,4345.11

ISO/IEC 27001:2013 A.6.1.1,A.7.2.1,A7.2.2
NIST SP 800-53 Rev. 4 AT-4, PS-7, SA-9, SA-16

Cybersecurity Management Guidelines Item 3, 7,

8

L1_1_a_PEO, cls csc 17

L1_1_b_PEO, ISA 62443-2-1:2009 4.3.2.4.4, 4.3.2.4.5
L1_1_c_PEO, ISO/IEC 27001:2013 A.7.2.2
L1_3_a_PEO, NIST SP 800-53 Rev. 4 AT-1
L1_3 b PEO,

L1_3_c_PEO,

L3 3 _a PEO,
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L3 4 a PEO,

L3 4 b PEO
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3.9. CPS.DS - Data Security
Manage information according to the organization's risk strategy, using the

core security principles of confidentiality, integrity and availability of data.

Table 3.3-10 Measure requirements in CPS.DS

Measure requirement

Relating
Informative references
vulnerability ID

CPS.DS-1

CPS.DS-2

CPS.DS-3

CPS.DS-4

If the organization exchanges
protected information with other
organizations, agree in advance
on security requirements for
protection of such information.

Encrypt information  with an
appropriate level of security

strength, and store them.

Encrypt the communication
channel when communicating
between loT devices and servers

or in cyberspace

Encrypt information itself when

sending/receiving information.

L3_1_a_PRO, ISO/IEC 27001:2013 A.13.1.2, A.13.2.1,
L3_4_a_DAT, A13.2.2,A.13.2.3
L3_4_b_DAT NIST SP 800-53 Rev. 4 SC-1

Cybersecurity Management Guidelines Item 5

L1_1_a_DAT, NIST Cybersecurity Framework Ver.1.1 PR.DS-1
L3 _1_a_DAT, CIS CSC 13, 14

L3 3 _d_SYS, COBIT 5 AP0O01.06, BAI02.01, BAI06.01,

L3_4 b SYS DSS04.07, DSS05.03, DSS06.06

ISA 62443-3-3:2013 SR 3.4, SR 4.1, SR 4.3
ISO/IEC 27001:2013 A.8.2.3, A.10.1.1

NIST SP 800-53 Rev. 4 MP-8, SC-12, SC-28
CC v3.1 Releaseb Part 2 FCA

Cybersecurity Management Guidelines Item 5

L1_1_a_SYS, NIST Cybersecurity Framework Ver.1.1 PR.DS-2
L1_1_b_DAT, CIS CSC 13, 14

L3_1_a DAT, COBIT 5 AP0O01.06, DSS05.02, DSS06.06

L3 2 b_DAT, ISA 62443-3-3:2013 SR 3.1, SR 3.8, SR 4.1, SR
L3 3 a _SYS, 4.2,SR4.3

L3 3 d _SYS ISO/IEC 27001:2013 A.6.2.2, A.8.2.3, A.13.1.1,

A13.2.1,A13.23,A14.1.2,A1413

NIST SP 800-53 Rev. 4 SC-8, SC-11, SC-12
CC v3.1 Releaseb Part 2 FCO, FCS
Cybersecurity Management Guidelines Item 5

loT Security Guidelines Key Concept 14

L1_1_a_DAT, NIST Cybersecurity Framework Ver.1.1 PR.DS-2
L1_1_b_DAT, CIS CSC 13, 14
L3 _1_a_DAT, COBIT 5 AP0O01.06, DSS05.02, DSS06.06

ISA 62443-3-3:2013 SR 3.1, SR 3.8, SR 4.1, SR
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CPS.DS-5

CPS.DS-6

CPS.DS-7

CPS.DS-8

Securely control encryption keys
throughout their life cycle to
ensure proper operation and
securely transmitted, received
and stored data.

Secure sufficient resources (e.g.,
People, Components, System)
for components and systems,
and protect assets property to
minimize  bad  effects  of

cyberattack (e.g., DoS attack).

Carry out periodic quality checks,
prepare standby devices and
uninterruptible power supplies,
detect

provide  redundancy,

failures, conduct replacement
work, and update software for loT
devices, communication devices,

circuits, etc.

When handling information to be
protected or procuring devices
that have an important function to
the organization, select IloT

devices and servers equipped

with anti-tampering devices.

L3 2 b _DAT,

L3 3.d SYS

L1_1_a DAT,

L3 1_a DAT

L1_1_c_SYS,
L2 1.d_SYS,

L3 3_c SYS

L1_1_c_SYS,
L2 1 d_SYS,

L3 3 ¢ SYS

L1_1_d_COM,

L2 3_b_COM
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4.2,SR4.3

ISO/IEC 27001:2013 A.8.2.3, A.13.1.1,A.13.2.1,
A13.2.3,A14.1.2,A1413

NIST SP 800-53 Rev. 4 SC-8, SC-11, SC-12
CC v3.1 Release5 Part 2 FCS

Cybersecurity Management Guidelines Item 5
loT Security Guidelines Key Concept 14

CIS CSC 13

ISO/IEC 27001:2013 A.10.1.2

NIST SP 800-53 Rev. 4 SC-12

Cybersecurity Management Guidelines Item 5

NIST Cybersecurity Framework Ver.1.1 PR.DS-4
COBIT 5 AP001.06, DSS05.04, DSS05.07,
DSS06.02

ISA 62443-3-3:2013 SR 5.2, SR 7.1

ISO/IEC 27001:2013 A.12.1.3, A.17.2.1

NIST SP 800-53 Rev. 4 AC-4, AC-5, AC-6, PE-
19, PS-3, PS-6, SC-7, SC-8, SC-13, SC-31, SI-4
CC v3.1 Release5 Part 2 FCO, FRU
Cybersecurity Management Guidelines Item 5
NIST Cybersecurity Framework Ver.1.1 PR.DS-4
COBIT 5 AP001.06, DSS05.04, DSS05.07,
DSS06.02

ISA 62443-3-3:2013 SR 5.2, SR 7.5

ISO/IEC 27001:2013 A.12.1.3, A.17.2.1

NIST SP 800-53 Rev. 4 AC-4, AC-5, AC-6, PE-
19, PS-3, PS-6, SC-7, SC-8, SC-13, SC-31, SI-4
CC v3.1 Releaseb Part 2 FRU

Cybersecurity Management Guidelines Item 5
NIST Cybersecurity Framework Ver.1.1 PR.DS-5
COBIT 5 AP001.06, DSS05.04, DSS05.07,
DSS06.02

ISO/IEC 27001:2013 A.8.2.3,A.10.1.2,A.11.1.4,
A11.1.5,A11.21

NIST SP 800-53 Rev. 4 PE-19



CPS.DS-9

CPS.DS-10

CPS.DS-11

Properly control outbound

communications  that  send
information to be protected to

prevent improper data breach,

Conduct integrity checks of
software running on the loT
devices and servers at a time
determined by the organization,
and prevent unauthorized

software from launching.

Perform integrity checking on
information to be sent, received,

and stored.

L1_1_a DAT,
L2 3 c SYS,

L3 1_a DAT

L2 3 b SYS

L1_1_b_DAT,
L1_1_d PRO,
L3 2 a DAT,

L3 2 b DAT
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CC v3.1 Release5 Part 2 FCS, FPT
Cybersecurity Management Guidelines Item 5
loT Security Guidelines Key Concept 8

NIST Cybersecurity Framework Ver.1.1 PR.DS-5
COBIT 5 AP001.06, DSS05.04, DSS05.07,
DSS06.02

ISA 62443-3-3:2013 SR 5.2

ISO/IEC 27001:2013 A.8.2.2,A.8.2.3,A.13.1.1,
A.13.2.1

NIST SP 800-53 Rev. 4 AC-4, SC-7, SC-8, SC-
13, SC-31, Sl-4

CC v3.1 Release5 Part 2 FCS, FPT
Cybersecurity Management Guidelines Item 5
loT Security Guidelines Key Soncept 8

NIST Cybersecurity Framework Ver.1.1 PR.DS-6
CISCSC2,3

COBIT 5AP001.06, BAI06.01, DSS06.02

ISA 62443-3-3:2013 SR 3.1, SR 3.3, SR 3.4, SR
3.8

ISO/IEC 27001:2013 A.12.2.1,A.12.5.1,A.14.2.4
NIST SP 800-53 Rev. 4 SC-16, SI-7

CC v3.1 Release5 Part 2 FCS, FPT
Cybersecurity Management Guidelines Item 5
loT Security Guidelines Key Concept 8

NIST Cybersecurity Framework Ver.1.1 PR.DS-6
CISCsC2,3

COBIT 5 AP0O01.06, BAI06.01, DSS06.02

ISA 62443-3-3:2013 SR 3.1, SR 3.3, SR 3.4, SR
3.8

ISO/IEC 27001:2013 A.14.1.2, A.14.1.3

NIST SP 800-53 Rev. 4 SC-16, SI-7

CC v3.1 Release5 Part 2 FCS, FPT
Cybersecurity Management Guidelines Item 5

loT Security Guidelines Key Concept 8



CPS.DS-12

CPS.DS-13

CPS.DS-14

CPS.DS-15

Introduce an integrity check
mechanism to verify the integrity

of hardware.

Confirm that loT devices and
software are genuine products
during the booting-up process

Maintain, update, and manage
information  such as the
origination of data, and data
processing history, throughout
the entire data life cycle.
Use products that provide
measurable security in order to
ensure the availability of security
reporting and the trustworthiness

of sensing data through integrity

protection.

L1_1_d PRO,

L2 3 b SYS

L1_1_d PRO,
L2 3_c ORG,
L2 3 c SYS

L3 4 a PRO,

L3 4 b PRO

L2 1_a_COM,
L2 1_a PRO,
L2 3 a_ORG,

L2 3_d_ORG
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NIST Cybersecurity Framework Ver.1.1 PR.DS-8

COBIT 5 BAI03.05

ISA 62443-2-1:2009 4.3.4.4.4

ISO/IEC 27001:2013 A.11.2.4

NIST SP 800-53 Rev. 4 SA-10, SI-7

CC v3.1 Release5 Part 2 FCS, FPT
Cybersecurity Management Guidelines Item 5
loT Security Guidelines Key Concept 8

CC v3.1 Release5 Part 2 FIA, FDP, FCS

Cybersecurity Management Guidelines Item 5

ISO/IEC 27001:2013 A.18.1.3,A.18.1.4
CC v3.1 Release5 Part 2 FAU
Cybersecurity Management Guidelines Item 5

loT Security Guidelines Key Concept 13

ISO/IEC 27001:2013 A.15.1.3
NIST SP 800-53 Rev. 4 SA-12

Cybersecurity Management Guidelines Item 5



3.10. CPS.IP - Information Protection Processes and Procedures

Maintain security policies, processes, procedures, and use them to manage
system and asset protection (dealing with objectives, scope, roles,
responsibilities,  management commitments, coordination among

organizations).

Table 3.3-11 Measure requirements in CPS.IP

Relating
Measure requirement Informative references
vulnerability ID
CPS.IP-1 Introduce and implement the | L1_1_a_SYS, NIST Cybersecurity Framework Ver.1.1 PR.IP-1,

process to manage the initial | L1_1_b_SYS, PR.IP-3

setting procedure (e.g., | L2_1_a_ORG, CISCSC 3,9, 11

password) and setting change | L2_1_b_COM, COBIT 5 BAI10.01, BAI10.02, BAI10.03,

procedure for loT devices and | L2_1_b_PRO, BAI10.05, BAI01.06, BAI06.01

servers. L2_3_b_ORG, ISA 62443-2-1:2009 4.3.4.3.2, 4.3.4.3.3,
L3_1_a_SYS, 4343543436
L3_3 d_SYS ISA 62443-3-3:2013 SR 7.6

ISO/IEC 27001:2013 A.12.1.2, A.12.5.1,
A14.22,A1423,A1424

NIST SP 800-53 Rev. 4 CM-2, CM-3, CM-4, CM-
5, CM-6, CM-7, CM-9, SA-10

CC v3.1 Releaseb Part 2 FMT, FDP, FIA

loT Security Guidelines Key Concept 4, 15

CPS.IP-2 Restrict the software to be added | L1_1_a_SYS, NIST Cybersecurity Framework Ver.1.1 PR.IP-1
after installing in the IoT devices | L2_1_a_ORG, CISCSC9
and servers. L2_1_c_SYS, COBIT 5 BAI10.01, BAI10.02, BAI10.03,
L3 1_a SYS, BAI10.05, BAI01.06, BAI06.01
L3 3 _a SYS, ISA 62443-2-1:2009 4.3.4.3.2,4.3.4.3.3
L3_3.d_SYS ISA 62443-3-3:2013 SR 7.6

ISO/IEC 27001:2013 A.12.1.2, A.12.5.1,
A12.6.2,A1422,A1423,A1424
NIST SP 800-53 Rev. 4 CM-2, CM-3, CM-4, CM-

5, CM-6, CM-7, CM-9, SA-10

CPS.IP-3 Introduce the system | L1_1_a_ORG, NIST Cybersecurity Framework Ver.1.1 PR.IP-2
development life cycle to manage | L1_1_b_ORG, CISCSC 18
the systems. L1_1_c_ORG, COBIT 5AP013.01, BAI03.01, BAI03.02,
BAI03.03
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CPS.IP-4

CPS.IP-5

CPS.IP-6

Perform a periodic system

backups  and testing of
components (e.g., loT devices,
communication devices, and

circuits).

Implement physical measures

such as preparing an
uninterruptible power supply, a
fire  protection facility, and
protection from water infiltration
to follow the policies and rules
related to the physical operating
environment, including the loT

devices and servers installed in

the organization.

When disposing of an loT device
and server, delete the stored data
and the ID (identifier) uniquely
identifying the genuine IloT
devices and servers as well as
information

important (e.g.,

L2 1.d_SYS,

L3 3_c SYS

L1_3_a DAT,
L2 1. d_SYS,

L3 3_c SYS

L1_1_a SYS,
L1_1_c_SYS,
L2 3 b _SYS,
L2 3 d _SYS,

L3 1_a SYS

L2 3 b DAT
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ISA 62443-2-1:2009 4.3.4.3.3

ISO/IEC 27001:2013 A.6.1.5, A.14.1.1, A.14.2.1,
A14.2.5

NIST SP 800-53 Rev. 4 PL-8, SA-3, SA-4, SA-8,
SA-10, SA-11, SA-12, SA-15, SA-17, PL-8SI-12,
SI-13, SI-14, SI-16, SI-17

CC v3.1 Release5 Part 1/3

NIST Cybersecurity Framework Ver.1.1 ID.BE-5,
PR.IP-4

CIS CSC 10

COBIT 5AP0O13.01, DSS01.01, DSS04.07

ISA 62443-2-1:2009 4.3.4.3.9

ISA 62443-3-3:2013 SR 7.3, SR 7.4

ISO/IEC 27001:2013 A.12.3.1, A.17.1.2,
A.17.1.3,A.18.1.3

NIST SP 800-53 Rev. 4 CP-4, CP-6, CP-9

CC v3.1 Release5 Part 2 FRU, FPT_TEE,
FPT_TST

NIST Cybersecurity Framework Ver.1.1 ID.BE-5,
PR.IP-5

COBIT 5 DSS01.04, DSS05.05

ISA 62443-2-1:2009 4.3.3.3.1 4.3.3.3.2,
4.3.3.3.3,4.3.3.35,4.3.3.36

ISO/IEC 27001:2013 A.11.1.4, A.11.2.1,A.11.2.2,
A11.23

NIST SP 800-53 Rev. 4 PE-10, PE-12, PE-13,
PE-14, PE-15, PE-18

CC v3.1 Release5 Part 2 FPT, FRU
Cybersecurity Management Guidelines Item 8
loT Security Guidelines Key Concept 6

NIST Cybersecurity Framework Ver.1.1 PR.DS-
3, PR.IP-6

COBIT 5 BAI09.03, DSS05.06

ISA 62443-2-1:2009 4.3.4.4.4

ISA 62443-3-3:2013 SR 4.2

ISO/IEC 27001:2013 A.8.2.3,A.8.3.1,A.8.3.2,



CPS.IP-7

CPS.IP-8

CPS.IP-9

CPS.IP-10

private key and digital certificate),

or make them unreadable.

Assess the lessons learned from
security incident response and
the results of monitoring,
measuring, and  evaluating
internal and external attacks, and
improve the processes of

protecting the assets.

Share information regarding the
effectiveness of data protection
technologies with appropriate

partners.

Include items concerning security

deactivate access

(eg.,
authorization and  personnel
screening) when roles change in

due to personnel transfer.

Develop a vulnerability

remediation plan, and modify the

L1_1_a PRO,
L1_1_b PRO,
L1_1_c PRO,

L2 1_a ORG

L2 1_a ORG

L1_1_a_PEO,
L1_1_b_PEO,

L1_1_c_PEO,

L1_1 a _SYS,

L2 1_a ORG,
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A11.27

NIST SP 800-53 Rev. 4 MP-6

CC v3.1 Release5 Part 2 FCS, FIA, FDP, FMT,
FPT

Cybersecurity Management Guidelines Item 5
loT Security Guidelines Key Concept 6

NIST Cybersecurity Framework Ver.1.1 PR.IP-7
COBIT 5 APO11.06, APO12.06, DSS04.05

ISA 62443-2-1:2009 4.4.3.1,4.4.3.2,4.4.3.3,
4434,4435,4436,443.7,4438
ISO/IEC 27001:2013 A.16.1.6, Clause 9, Clause
10

NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR-8,
PL-2, PM-6

Cybersecurity Management Guidelines Item 5
NIST Cybersecurity Framework Ver.1.1 PR.IP-8
COBIT 5 BAI08.04, DSS03.04

ISO/IEC 27001:2013 A.16.1.6

NIST SP 800-53 Rev. 4 AC-21, CA-7, Sl-4

CC v3.1 Release5 Part 1

Cybersecurity Management Guidelines Item 9
loT Security Guidelines Key Concept 18

NIST Cybersecurity Framework Ver.1.1 PR.IP-11
CIS CSC 5, 16

COBIT 5 AP007.01, APO07.02, APO07.03,
APO07.04, APO07.05

ISA 62443-2-1:2009 4.3.3.2.1,4.3.3.2.2,
4.3.3.24,433.23,4.33.26

ISO/IEC 27001:2013 A.7.1.1,A.7.1.2,A.7.2.1,
A7.22,A723,A731,A814

NIST SP 800-53 Rev. 4 PS-1, PS-2, PS-3, PS-4,
PS-5, PS-6, PS-7, PS-8, SA-21

CC v3.1 Release5 Part 2 FMT, FIA

loT Security Guidelines Key Concept 4

NIST Cybersecurity Framework Ver.1.1 PR.IP-12



vulnerability of the components

according to the plan.

L3 1_a SYS,
L3 3_a SYS,

L3 3.d SYS
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CIS CSC 4, 18, 20

COBIT 5 BAI03.10, DSS05.01, DSS05.02
ISA 62443-2-1:2009 4.3.4.3.7

ISO/IEC 27001:2013 A.12.6.1, A.14.2.3,
A.16.1.3,A.18.2.2,A.18.2.3

NIST SP 800-53 Rev. 4 RA-3, RA-5, SI-2
Cybersecurity Management Guidelines Item 5

loT Security Guidelines Key Concept 17, 21



3.11. CPS.MA - Maintenance

Maintain and repair components of industrial control systems and

information systems according to policies and procedures.

Table 3.3-12 Measure requirements in CPS.MA

Measure requirement

Relating
Informative references
vulnerability ID

CPS.MA-1

CPS.MA-2

- Discuss the method of
conducting important security
updates and the like on loT
devices and servers.  Then,
apply those security updates with
managed tools properly and in a
timely manner while recording
the history.

- Introduce loT devices having a
remote update mechanism to
perform a mass update of
different software programs (OS,
driver, and application) through
remote = commands, where
applicable.

Conduct remote maintenance of
the loT devices and servers while
granting approvals and recording
logs so that unauthorized access

can be prevented.

L1_1_a_SYS, NIST Cybersecurity Framework Ver.1.1 PR.MA-1
L2 1_a_ORG, COBIT 5 BAI03.10, BAI09.02, BAI09.03,

L2 1 c SYS, DSS01.05

L3 1_a_SYS, ISA 62443-2-1:2009 4.3.3.3.7

L3_3_a_SYS ISO/IEC 27001:2013 A.11.1.2, A.11.2.4, A11.2.5,
L3_3 d_SYS A11.2.6,A.14.2.4

NIST SP 800-53 Rev. 4 MA-2, MA-3, MA-5, MA-
6

loT Security Guidelines Key Concept 17

L1_1_a_SYS, NIST Cybersecurity Framework Ver.1.1 PR.MA-2
L2 1_a ORG, CISCSC 3,5

L3 1 _a SYS, COBIT 5 DSS05.04

L3 3 _a SYS, ISA 62443-2-1:2009 4.3.3.6.5, 4.3.3.6.6,
L3_3_d_SYS, 4.3.3.6.7,4.443.36.8

ISO/IEC 27001:2013 A.11.2.4, A.15.1.1, A.15.2.1
NIST SP 800-53 Rev. 4 MA-4
CC v3.1 Releaseb Part 2 FAU

loT Security Guidelines Key Concept 17

88



3.12. CPS.PT - Protective Technology

Based on relevant policies, procedures, contracts, manage technical solutions

to ensure security and resilience of systems and assets, safety.

Table 3.3-13 Measure requirements in CPS.PT

Measure requirement

Relating
Informative references
vulnerability ID

CPS.PT-1

CPS.PT-2

Determine and document the
subject or scope of the audit
recording/log recording, and
implement and review those
records in order to properly
detect high-risk security

incidents.

Minimize funcions of loT devices
and servers by physically and
logically blocking unnecessary
network ports, USBs, and serial
ports accessing directly the main
bodies of loT devices and servers

etc..

L1_1_a_SYS, NIST Cybersecurity Framework Ver.1.1 PR.PT-1
L2 1 b _ORG, CISCSC1,3,5,6, 14, 15, 16

L3 1_a SYS, COBIT 5 APO11.04, BAI03.05, DSS05.04,

L3 3 a_SYS, DSS05.07, MEA02.01

L3 3 d_SYS ISA 62443-2-1:2009 4.3.3.3.9, 4.3.3.5.8,

43447,4421,4422,4424

ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10,
SR 2.11, SR 2.12

ISO/IEC 27001:2013 A.12.4.1,A.12.4.2,
A12.4.3,A12.4.4,A12.71

NIST SP 800-53 Rev. 4 AU Family

CC v3.1 Releaseb Part 2 FAU

loT Security Guidelines Key Concept 9, 13

L1_1_a_SYS, NIST Cybersecurity Framework Ver.1.1 PR.PT-2,
L1_1_b_SYS, PR.PT-3
L1_1_c_SYS, CISCSC3, 8, 11, 13, 14

L2_1_b_COM, COBIT 5 DSS05.02, DSS05.05, DSS05.06,

L2_3_b_SYS, DSS06.06
L3_1_a_SYS, ISA 62443-3-3:2013 SR 2.3
L3_3_d_SYS ISA 62443-2-1:2009 4.3.3.5.1, 4.3.3.5.2,

4.3.3.5.3,4.3.3.5.4,4.3.3.5.5,4.3.3.5.6,
4.3.3.5.7,4.3.3.5.8,4.3.3.6.1,4.3.3.6.2,
4.3.3.6.3,4.3.3.6.4,4.3.3.6.5, 4.3.3.6.6,
4.3.3.6.7,4.3.3.6.8,4.3.3.6.9,4.3.3.7.1,
4.3.3.7.2,43.3.7.3,433.74

ISA 62443-3-3:2013 SR 1.6, SR 1.13, SR 2.1,
SR22,SR23,SR24

ISO/IEC 27001:2013 A.8.2.1,A.8.2.2,A.8.2.3,

A8.3.1,A833,A9.12 A11.29
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CPS.PT-3

Introduce loT devices that
implement  safety functions,
assuming that these devices are

connected to the network.

L2 2 a ORG
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NIST SP 800-53 Rev. 4 AC-3, CM-7, MP-2, MP-
3, MP-4, MP-5, MP-7, MP-8

NIST Cybersecurity Framework Ver.1.1 PR.PT-5
COBIT 5 BAI04.01, BAI04.02, BAI04.03,
BAI04.04, BAI04.05, DSS01.05

ISA 62443-2-1:2009 4.3.2.5.2

ISA 62443-3-3:2013 SR 3.6, SR 7.1, SR 7.2
ISO/IEC 27001:2013 A.16.1.6

NIST SP 800-53 Rev. 4 CP-7, CP-8, CP-11, CP-
13, PL-8, SA-14, SC-6

loT Security Guidelines Key Concept 10



3.13. CPS.AE - Anomalies and Events

Detect anomaly and understand the possible impact of the event.

Table 3.3-14 Measure requirements in CPS.AE

Relating
Measure requirement Informative references
vulnerability ID
CPS.AE-A1 Establish and implement the | L1_1_a COM, NIST Cybersecurity Framework Ver.1.1 DE.AE-1
procedure to identify and | L1_1_a_SYS, CISCSC 1, 4,6, 12,13, 15, 16
manage the baseline of network | L1_1_b_COM COBIT 5 DSS03.011SA 62443-2-1:2009 4.4.3.3
operations and expected | L1_1_c_COM ISO/IEC 27001:2013 A.12.1.1, A.12.1.2,
information  flows  between | L1_3_b_ORG, A13.1.1,A13.1.2
people, goods, and systems. L1_3_c ORG, NIST SP 800-53 Rev. 4 AC-4, CA-3, CM-2, Sl-4
L2_1_b_ORG, CC v3.1 Release5 Part 2 FAU, FDP
L3_1_a_SYS, Cybersecurity Management Guidelines ltem 5
L3_3_a_SYS,
L3_3_d_SYS,
CPS.AE-2 Appoint a chief security officer, | L1_3_a_ORG NIST Cybersecurity Framework Ver.1.1 DE.AE-2
establish a security management CISCSC 3,6, 13,15
team (SOC/CSIRT), and prepare COBIT 5 DSS05.07
a system within the organization ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7,
to detect, analyze, and respond 43458
to security events. ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10,

SR 2.11,SR2.12, SR 3.9, SR 6.1, SR 6.2
ISO/IEC 27001:2013 A6.1.1, A.12.4.1,A.16.1.5

NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, SI-4

CPS.AE-3 Identify the security events | L1_1_b_SYS NIST Cybersecurity Framework Ver.1.1 DE.AE-
accurately by implementing the | L1_3_a_SYS 3, RS.AN-1
procedure to conduct a CISCSC1,3,4,5,6,7,8,11,12, 13, 14, 15, 16
correlation analysis of the COBIT 5 BAI08.02
security incidents and ISA 62443-3-3:2013 SR 6.1
comparative analysis with the ISO/IEC 27001:2013 A.12.4.1
threat information obtained from NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR-5,
outside the organization. IR-8, SI-4

CPS.AE4 Identify the impact of security | L1_3_b_PRO NIST Cybersecurity Framework Ver.1.1 DE.AE-4
events, including the impact on CISCsC4,6
other relevant organizations. COBIT 5 APO12.06, DSS03.01
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CPS.AE-5

Specify the criteria to determine
the risk degree of security

events.

L1_3 a PRO
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ISO/IEC 27001:2013 A.6.1.4,A.16.1.4

NIST SP 800-53 Rev. 4 CP-2, IR-4, RA-3, SI -4
Cybersecurity Management Guidelines Item 5
loT Security Guidelines Key Concept 5

NIST Cybersecurity Framework Ver.1.1 DE.AE-5
CISCSC®6, 19

COBIT 5AP012.06, DSS03.01

ISA 62443-2-1:2009 4.2.3.10

ISO/IEC 27001:2013 A.16.1.4

NIST SP 800-53 Rev. 4 IR-4, IR-5, IR-8

Cybersecurity Management Guidelines Item 5



3.14. CPS.CM - Security Continuous Monitoring

Detect security events and monitor systems and assets to verify the

effectiveness of protection measures.

Table 3.3-15 Measure requirements in CPS.CM

Measure requirement

Relating

vulnerability ID

Informative references

CPS.CM-1

CPS.CM-2

CPS.CM-3

Conduct network and access
monitoring and control at the
contact points between corporate
networks and wide area

networks.

Perform setting, recording, and
monitoring of proper physical
access, considering the
importance of loT devices and

servers.

- Use loT devices that can detect
abnormal behaviors and suspend
operations by comparing the
instructed behaviors and actual
ones.

- Validate whether information
provided from cyberspace
contains malicious code, and is
within the permissible range
before any action based on the

data.

L1_1_a_SYS,
L1_1_c_SYS,
L1_3 a_SYS,
L2 1_b_ORG,
L2 3 c SYS,
L3_1_a_SYS,
L3 3 a_SYS,
L3 3 d_SYS,
L1_1_a_SYS,
L1_1_c SYS,
L2 3 b PEO,
L2 3 b_SYS,
L2 3 d_SYS,

L3 1 a_SYS

L1_1_b_SYS,
L2 2 a_COM,
L3_3_a_DAT,

L3 3 d_SYS
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NIST Cybersecurity Framework Ver.1.1 DE.CM-1
CIsCsC1,7,8,12,13, 15, 16

COBIT 5 DSS01.03, DSS03.05, DSS05.07

ISA 62443-3-3:2013 SR 6.2

NIST SP 800-53 Rev. 4 AC-2, AU-12, CA-7, CM-
3, SC-5, SC-7, SlI-4

CC v3.1 Release5 Part 2 FAU, FDP

loT Security Guidelines Key Concept 8, 13

NIST Cybersecurity Framework Ver.1.1 DE.CM-2
COBIT 5 DSS01.04, DSS01.05

ISA 62443-2-1:2009 4.3.3.3.8

ISO/IEC 27001:2013 A.11.1.1,A.11.1.2, A.11.1.3,
A.11.2.5,A11.2.6

NIST SP 800-53 Rev. 4 CA-7, PE-3, PE-6, PE-
20

CC v3.1 Releaseb Part 2 FAU, FDP

loT Security Guidelines Key Concept 8

NIST Cybersecurity Framework Ver.1.1 DE.CM-
4, DE.CM-5

CISCSC4,7,8,12

COBIT 5 DSS05.01

ISA 62443-2-1:2009 4.3.4.3.8

ISA 62443-3-3:2013 SR 3.2, SR 3.5

ISO/IEC 27001:2013 A.12.2.1

NIST SP 800-53 Rev. 4 SI-3, SI-8

CC v3.1 Releaseb Part 2 FAU_SAA.2

loT Security Guidelines Key Concept 9



CPS.CM-4

CPS.CM-5

CPS.CM-6

CPS.CM-7

Validate the integrity and
authenticity of the information
provided from cyberspace before

operations.

Monitor communication  with
external service providers so that

security events can be detected

properly.

As part of the configuration
management of devices, work
constantly manage software
configuration information, status
of network connections (e.g.,
presence/absence of
connections and access
destination), and information
transmission/reception status
between other “organization”,
people, components, and

systems.

Confirm the existence of

vulnerabilities that require a

L3 3_a DAT,

L3 3.d SYS

L1_1_a_COM,
L1_1_a SYS,
L1_1_b COM
L1_1_c_COM
L1_3_b ORG,
L1_3_c ORG,
L3 1 a SYS,
L3 3_a SYS,
L3 3 d _SYS,
L1_1_a_COM,
L1_1_a SYS,
L1_1_b_COM,
L1_1_c_COM,
L1_3 a SYS,
L1_3_b ORG,
L1_3_c ORG,
L2 1_a ORG,
L2 1_c_ORG,
L2 1 c SYS,
L2 3_b ORG,
L2 3 b _SYS,
L2 3 c SYS,
L3 1_a SYS,
L3 3 a SYS,
L3 3.d SYS

L1_1 a SYS,

L2 1 c_SYS,
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NIST Cybersecurity Framework Ver.1.1 DE.CM-
4, DE.CM-5

CISCSC4,7,8,12

COBIT 5 DSS05.01

ISA 62443-2-1:2009 4.3.4.3.8

ISA 62443-3-3:2013 SR 3.2

ISO/IEC 27001:2013 A.12.2.1,A.12.5.1,A.12.6.2
NIST SP 800-53 Rev. 4 SI-3, SI-8

CC v3.1 Release5 Part 2 FCS

NIST Cybersecurity Framework Ver.1.1 DE.CM-6
COBIT 5 AP0O07.06, APO10.05

ISO/IEC 27001:2013 A.13.1.2, A.14.2.7, A.15.2.1
NIST SP 800-53 Rev. 4 CA-7, PS-7, SA-4, SA-9,
Sl-4

loT Security Guidelines Key Concept 8, 9, 13

NIST Cybersecurity Framework Ver.1.1 PR.AC-
3, DE.CM-3, DE.CM-7
CISCSC1,2,3,5,7,9,12,13, 14, 15, 16
COBIT 5 DSS05.02, DSS05.05, DSS05.07
ISO/IEC 27001:2013 A.12.4.1, A.14.2.7, A15.2.1
NIST SP 800-53 Rev. 4 AC-2, AU-12, AU-13,
CA-7, CM-3, CM-8, CM-10, CM-11, PE-3, PE-6,
PE-20, SI-4

loT Security Guidelines Key Concept 13

NIST Cybersecurity Framework Ver.1.1 DE.CM-8



regular check-up in loT devices | L3_1_a_SYS, CISCsC4, 20
and servers managed within the | L3_3_a_SYS, COBIT 5 BAI03.10, DSS05.01
organization. L3_3_d_SYS, ISA 62443-2-1:2009 4.2.3.1, 4.2.3.7
ISO/IEC 27001:2013 A.12.6.1
NIST SP 800-53 Rev. 4 RA-5

loT Security Guidelines Key Concept 8, 21
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3.15. CPS.DP - Detection Process

Maintain and test detection processes and procedures to accurately detect

abnormal security events.
Table 3.3-16 Measure requirements in CPS.DP

Measure requirement

Relating

vulnerability ID

Informative references

CPS.DP-1

CPS.DP-2

CPS.DP-3

CPS.DP-4

Clarify the role and responsibility
of the organization as well as
service providers in detecting
security events so that they can

fulfill their accountabilities.

Detect security events in the
monitoring process, in
compliance with applicable local
regulations, directives, industry

standards, and other rules.

As part of the monitoring
process, test regularly if the
functions for detecting security

events work as intended, and

validate these functions.

Continuously improve the
process of detecting security

events.

L1_3_a ORG

L1 _2 a_ORG,

L1_3_a_ORG

L1_3_a_ORG

L1_1_b_SYS,

L1_3_a_ORG
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NIST Cybersecurity Framework Ver.1.1 DE.DP-1
CIS CSC 19

COBIT 5 AP001.02, DSS05.01, DSS06.03

ISA 62443-2-1:2009 4.4.3.1

ISO/IEC 27001:2013 A.6.1.1,A.7.2.2

NIST SP 800-53 Rev. 4 CA-2, CA-7, PM-14
Cybersecurity Management Guidelines Item 5
NIST Cybersecurity Framework Ver.1.1 DE.DP-2
COBIT 5 DSS06.01, MEA03.03, MEA03.04

ISA 62443-2-1:2009 4.4.3.2

ISO/IEC 27001:2013 A.18.1.4, A.18.2.2, A.18.2.3
NIST SP 800-53 Rev. 4 AC-25, CA-2, CA-7, PM-
14, SA-18, Sl-4, PM-14

Cybersecurity Management Guidelines Item 1
NIST Cybersecurity Framework Ver.1.1 DE.DP-3
COBIT 5AP0O13.02, DSS05.02

ISA 62443-2-1:2009 4.4.3.2

ISA 62443-3-3:2013 SR 3.3

ISO/IEC 27001:2013 A.14.2.8, A.14.3.1

CC v3.1 Releaseb Part 2 FPT_TEE
Cybersecurity Management Guidelines Item 5
loT Security Guidelines Key Concept 9

NIST Cybersecurity Framework Ver.1.1 DE.DP-5
COBIT 5 AP0O11.06, APO12.06, DSS04.05

ISA 62443-2-1:2009 4.4.3.4

ISO/IEC 27001:2013 A.16.1.6

NIST SP 800-53 Rev. 4, CA-2, CA-7, PL-2, RA-
5, Sl-4, PM-14

Cybersecurity Management Guidelines Item 5



3.16. CPS.RP - Response Planning

Respond to detected security incidents and implement and maintain response

and recovery processes and procedures so affected assets and systems can be

properly restored and business continues uninterrupted.

Table 3.3-17 Measure requirements in CPS.RP

Measure requirement

Relating
Informative references
vulnerability ID

CPS.RP-1

CPS.RP-2

CPS.RP-3

Develop and implement
previously the procedure of
response after detecting
incidents  (security operation
process) that includes the
response  of  Organization,
People, Components, System to
identify the content of response,
priority, and scope of response

taken after an incident occurs.

As part of the security operation
process, define the procedure
and the division of roles with
regard to cooperative relations
with relevant parties such as
partners, and implement the

process.

Include security incidents in the
business continuity plan or
emergency response plan that
outlines the action plans and
response procedures to take in

case of natural disasters.

L1_1_a_SYS, NIST Cybersecurity Framework Ver.1.1 ID.BE-5,

L1_3_a PEO, PR.IP-9, DE.DP-4, RS.RP-1, RS.CO-2, RS.CO-3
L1_3 a_PRO, CIS CSC 19

L2 _1_a PRO, COBIT 5 AP0O12.06, BAIO1.10

L2 _1_b_PRO, ISA 62443-2-1:2009 4.3.3.3.10, 4.3.4.5.1

L2 1 _c_PRO, ISO/IEC 27001:2013 A.16.1.5

L2 2 _a PRO, NIST SP 800-53 Rev. 4 CP-2, CP-10, IR-4, IR-8

L3_1_a_SYS, CC v3.1 Release5 Part 2 FTA

L3_3_a_SYS, Cybersecurity Management Guidelines Item 5, 7,
L3_3_d_SYS 8

loT Security Guidelines Key Concept 5

L1_3_a PEO, NIST Cybersecurity Framework Ver.1.1 ID.BE-5,
L1_3 a_PRO, PR.IP-9, RS.CO-4, RS.CO-5

L1_3 b_PEO, CIS CSC 19

L1_3 b _PRO COBIT 5APO12.06, DSS03.04, DSS04.03

ISA 62443-2-1:2009 4.3.2.5.3,4.3.4.5.1,
4.3452,43455

ISO/IEC 27001:2013 Clause 7.4, A.16.1.1,
AA711,A171.2,A1713

NIST SP 800-53 Rev. 4 CP-2, CP-7, CP-12, CP-
13, IR-4, IR-7, IR-8, IR-9, PE-17

Cybersecurity Management Guidelines Item 7, 8

L1_3_a PRO NIST Cybersecurity Framework Ver.1.1 ID.BE-5,
L1_3_a DAT RC.RP-1
CISCSC 10

COBIT 5 APO12.06, BAI03.02, DSS02.05,

DSS03.04, DSS04.02
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CPS.RP-4

Take appropriate measures on
goods (products) whose quality
may be affected by security
incidents, especially regrading
production facilities damaged by

the security incident.

L1_3_b COM
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ISA 62443-2-1:2009 4.3.2.5.4, 4.3.3.3.10
ISO/IEC 27001:2013 A.11.1.4, A.16.1.5,
A171.1,A171.2,A17.21

NIST SP 800-53 Rev. 4 CP-2, CP-11, CP-10, IR-
4, IR-8, SA-13, SA-14

Cybersecurity Management Guidelines Item 8



3.17. CPS.CO — Communications

Mitigate the impact of security incidents on the organization and the whole
society, and coordinate communication and recovery activities with
stakeholders in and outside Japan (for example, business partners,

JPCERT/CC, CSIRT of other organizations, vendors) so that they can obtain

support from organizations such as law enforcement agencies.

Table 3.3-18 Measure requirements in CPS.CO

Measure requirement

Relating

vulnerability ID

Informative references

CPS.CO-1 Develop and manage rules | L1_3_a PRO NIST Cybersecurity Framework Ver.1.1 RC.CO-1
regarding publishing information CIS CSC 19
after the occurrence of the COBIT 5 EDM03.02
security incident. ISA 62443-2-1:2009 4.3.4.5.9
ISO/IEC 27001:2013 A.6.1.4, A.17.1.1, Clause
74
Cybersecurity Management Guidelines Item 8
loT Security Guidelines Key Concept 18
CPS.CO-2 Include the item in the business | L1_3 a PRO NIST Cybersecurity Framework Ver.1.1 RC.CO-2
continuity plan or contingency COBIT 5 MEA03.02
plan to the effect that the ISO/IEC 27001:2013 A.17.1.1, Clause 7.4
organization shall work to restore Cybersecurity Management Guidelines Item 8
its social reputation after the
occurrence of a high-risk security
incident.
CPS.CO-3 Include the item in the business | L1_3 a PRO NIST Cybersecurity Framework Ver.1.1 RC.CO-3

continuity plan or contingency
plan to the effect that the details
of the recovery activities shall be
communicated to the internal and
external

stakeholders,

executives, and management.
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CISCSC 19

COBIT 5 APO12.06

ISA 62443-2-1:2009 4.3.2.5.5, 4.3.4.5.9
ISO/IEC 27001:2013 A.17.1.1, Clause 7.4
NIST SP 800-53 Rev. 4 CP-2, IR-4

Cybersecurity Management Guidelines Item 8



3.18. CPS.AN - Analysis
Analyze the incident and its effects to ensure efficient response and support

restoration activities.

Table 3.3-19 Measure requirements in CPS.AN

Measure requirement

Relating

vulnerability ID

Informative references

CPS.AN-1 Understand the impact of the | L1_3 a COM, NIST Cybersecurity Framework Ver.1.1 RS.AN-2
security incident on the whole | L1_3_a_PRO CIS CSC 19
society including the organization COBIT 5 DSS02.02
and relevant parties such as ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7,
partners based on the full 43458
account of the incident and the ISO/IEC 27001:2013 A.16.1.4,A.16.1.6
probable intent of the attacker. NIST SP 800-53 Rev. 4 CP-2, IR-4
Cybersecurity Management Guidelines Item 10
CPS.AN-2 Implement digital forensics upon | L1_3_a_PRO NIST Cybersecurity Framework Ver.1.1 RS.AN-3
the occurrence of the security COBIT 5 APO12.06, DSS03.02, DSS05.07
incident. ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10,
SR 2.11, SR 2.12, SR 3.9, SR 6.1
ISO/IEC 27001:2013 A.16.1.7
NIST SP 800-53 Rev. 4 AU-7, IR-4
CPS.AN-3 Categorize and store information | L1_3_a PRO NIST Cybersecurity Framework Ver.1.1 RS.AN-4
regarding the detected security CIsCsC 19
incidents by the size of security- COBIT 5 DSS02.02
related impact, penetration ISA 62443-2-1:2009 4.3.4.5.6
vector, and other factors. ISO/IEC 27001:2013 A.16.1.4
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-5, IR-8
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3.19. CPS.MI - Mitigation
Implement activities to prevent the expansion of security events, mitigate the

effects, and resolve security incidents.

Table 3.3-20 Measure requirements in CPS.MI

Relating
Measure requirement Informative references
vulnerability ID
CPS.MI-1 Take measures to minimize L1_3_a_PRO NIST Cybersecurity Framework Ver.1.1 RS.MI-1,
security-related damages and RS.MI-2
mitigate the impacts caused by CISCSC 19
such incident. COBIT 5 APO12.06

ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.10
ISA 62443-3-3:2013 SR 5.1, SR 5.2, SR 5.4
ISO/IEC 27001:2013 A.12.2.1, A.16.1.5
NIST SP 800-53 Rev. 4 IR-4

loT Security Guidelines Key Concept 9
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3.20. CPS.IM - Improvements
Improve response and recovery activities by incorporating lessons learned

from present and past decisions / response activities.

Table 3.3-21 Measure requirements in CPS.IM

Relating
Measure requirement Informative references
vulnerability ID
CPS.IM-1 Review the lessons learned from | L1_3_a_ORG NIST Cybersecurity Framework Ver.1.1 RS.IM-1,
the responses to security RS.IM-2
incidents, and continuously CIS CSC 19
improve the security operation COBIT 5 BAIO1.13, DSS04.08
process. ISA 62443-2-1:2009 4.3.4.5.10, 4.4.3.4

ISO/IEC 27001:2013 A.16.1.6, Clause 10
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8
Cybersecurity Management Guidelines Item 7

loT Security Guidelines Key Concept 7

CPS.IM-2 Review the lessons learned from | L1_3 a ORG NIST Cybersecurity Framework Ver.1.1 RC.IM-1,
the responses to security RC.IM-2
incidents, and  continuously CIsCsC 19
improve the business continuity COBIT 5 APO12.06, BAI05.07, DSS04.08
plan or emergency response ISA 62443-2-1:2009 4.4.3.4
plan. ISO/IEC 27001:2013 A.16.1.6, Clause 10

NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

Cybersecurity Management Guidelines Item 8
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Appendix A. Use case

~References for specifying the targets of analysis~



Use case #1: Connections of components, data etc. in “Society5.0”

mIn “Society5.0”, cyberspace and physical space are highly integrated, and various components, data
etc. are distributed across companies and even among industries.

/" The Third Layer - Connections in cyberspace

Collaboration platform for data distribution across industries etc.

Building management

The First Layer - Connections between companies

| : | I 1 |
I I |
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Use case #2: Manufacturing process

Analytical
data

Data on Data on
urchase orders /_\ ccepted order
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m a ‘ e
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Operation Production||  business procurement | procurement business — ] L analysis
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Point of view in the use case #2 - Manufacturing process

1. Assumed “value creation process”

B A series of transactions in the manufacturing process; acquirer places an order for a product, and supplier produces
the products based on the design drawing.

2. Features

B Along with progress toward Society5.0, the number of IoT devices will significantly increase.
B Also, there will be an increase of using external data such as market trend analysis data

3. Image of classification of elements to each layer

Layer Example: Classification of elements to each layer in use case #2

« Parts manufacturer: An organization providing manufactured parts to processing company.

» Processing company: An organization processing parts supplied by parts manufacturer.

The First Layer | ¢ Finished product manufacturer: An organization completing the product by assembling parts.

» Analytics company: An organization providing finished product manufacturer with analytical data
about market trends etc.

« Sensor: A component monitoring the operation status of the production facilities and transducing

The Second that to electronic data.
Layer » Actuator: A component actuating the production facilities based on data about production
management.

« Communication device: A system component enabling connection of data among organizations.

« Server for data processing: A system component performing functions such as storage, processing
and analysis of data etc..

« Data to be processed
—Data on procurement information: Data about order plans, transactions between organizations, etc..
— Analytical data: Analytical data about market trends etc., used for improvement of production plan.

The Third Layer




Use case #3: Example of connected car in_the future
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Point of view in the use case #3 - Example of connected car

1. Assumed “value creation process” in the future

B A process that utilizes data obtained from sensors etc. to support human driving, or ultimately autonomously
driving.

2. Features

B Along with progress of connected (automotive IoT), exchange of data inside and outside the car occurred, and
connection between physical space and cyberspace and connections in cyberspace increased.

B In order to realize future automatic driving, it is possibility to require exchange of various data such as map data,
congestion/traffic regulation data in addition of the surrounding data obtained by the outside world recognition
sensor etc.

3. Image of classification of elements to each layer

Layer Example: Classification of elements to each layer in use case #3

« Traffic information provider: An organization providing traffic control data and congestion data etc. for
dynamic map provider.

The First Layer | « Dynamic map provider: An organization analyzing probe data (e.g. position information) and, providing the
result of analysis for automobiles.

« OTA center: An organization providing difference data for vehicles.

« ECU for driving control: A component controlling the motor, brake, steering, etc. based on information such

The Second as dynamic map. _
« Car proximity sensor: A component measuring the distance to the surrounding obstacles using a camera,
Layer radar, etc..

« GPS : A component for acquiring the location information of the vehicle.

« Transmitter/receiver: A system component enabling connection of data among vehicles.

« Server for data processing: A system component performing functions such as storage, processing and

analysis of data etc..
Data to be processed

—Congestion data: Data about road congestion based on location information etc. of individual vehicle. Used
to create dynamic map.

—Dynamic map: Data combining map data, traffic congestion data, traffic control data, etc. used by vehicles
for automatic driving.

The Third Layer




Use case #4: Smart home
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Point of view in the use case #4 - Smart home

1. Assumed “value creation process”

B A process in which services that meet the needs of residents are provided by utilizing data of daily life acquired from IoT
devices etc. bought by residents or leased from service providers.

2. Features

B While consumer appliance, security camera, health equipment, etc. are connected to the Internet and becoming IoT device, data
relating to daily life is exchanged through the network and, it is possible to operate IoT device via the network. So, it is important
to ensure trustworthiness in the transcript operation of IoT device connecting cyberspace and physical space.

B In many cases, an administrator is not clearly determined in the maintenance of the IoT device and the management of the state.

3. Image of classification of elements to each layer

Example: Classification of elements to each layer in use case #4

The First Layer

Residents: People that purchase or rent an IoT device and set it at home to provide data on their daily life
and enjoy services based on it.

Service provider: An organization acquiring data from the household and implementing services based on it.
Telecommunications carrier: An organization providing internet and LTE network by lending communication
devices to residents etc..

Business collaborator: An organization receiving information from service provider and providing services
based on it.

Manufacturer: An organization manufacturing sensors connecting to the internet etc..

Mass retailer: An organization selling sensors, etc. manufactured by manufacturer and setting them.

The Second
Layer

Sensor, Wearable device, Web camera, Network connected appliance: A component transcripting activities
in daily life into digital data.
Device: A component used for data browsing or input.

The Third Layer

HGW : A system component enabling connection of data between a household and others.

Server for data processing: A system component performing functions such as storage, processing and
analysis of data etc..

Data to be processed
—Environmental data: Data such as temperature and humidity.
—Vital data: Data such as heart rate, body temperature and so on.
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Use case #5: Building management
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Point of view in the use case #5 - Building management

1. Assumed “value creation process”

B The process that the owner of a building signs a contract with facility management firm and utilizes data obtained
from the building toward energy management and optimization of the building, and the process that the owner of
the building monitors or manages it from remote site(s).

2. Features ]

m Evolution in IP-based communication regarding many control system(s) in the building

B Necessity in handshake of various data such as power supply data, elevation machine(s)’ data to realize
monitor/manage the building(s) from remote site(s)

B Many stakeholders such as elevation machines monitor firm(s) and facility management firm(s)

3. Image of classification of elements to each layer

The First Layer

Example: Classification of elements to each layer in use case #5

« Building: Objective(s) monitored/managed by building system(s)

« Elevator management company: Organization that monitors/manages the operation status of
elevators built in the building from remote site(s)

« Facility management company: Organization that monitors/manages the power usage of the
building(s) and others from remote site(s)

» Security company: Organization that monitors/manages the building(s) through surveillance
camera(s) or other(s)

The Second
Layer

« Controller: Control device (Lighting, Heat source, Air-conditioning)
« Surveillance camera: A component that monitors occurrence of emergency event(s)

The Third Layer

Integrated network (BACnet etc.): System component toward achievement in data handshake
between inside building(s)and outside building(s)
Server for data processing: A system component performing functions such as storage, processing
and analysis of data etc..

Data to be processed
— Electricity data: Various power consumption of device(s) inside building(s). Data utilized by facility
management firms.

—Data on crime prevention: Combined data regarding such as those in an access-controlled secure
room and those in automated security. Data utilized by security firm(s).
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Use case #6: Electric power system (Demand response)
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Point of view in the use case #6 — Electric power system
(Demand response)

1. Assumed “value creation process”

B Process of demand-response toward reducing power supply through incentive

2. Features

B Increase in various data handshake as per power supply due to increasing smart-meter(s)
B Increase in the number of stakeholders in power supply due to evolution of de-regulation of power

3. Image of classification of elements to each layer

Example: Classification of elements to each layer in use case #6

« Electric power supplier company: An organization that requests aggregator toward reducing
power usage

« Consumer of electricity: An organization that executes reducing power consumption due to

The First Layer request toward reducing power consumption

« Aggregator: An organization that requires manufacturers (plants, buildings) to reduce electric
power consumption requested by electric company/companies.

« Weather information provider: An organization that provides weather information to aggregators

The Second «  Smart meter: A component that convert(s) electric consumption into read data
Layer « FEMS/BEMS: A system that manages energy consumption in plants or in buildings

« Smart meter: System component that sends read data
« Server for data processing: A system component performing functions such as storage,
processing and analysis of data etc..
Data to be processed
— Weather information: Weather data such as temperature and humidity. Utilized for electric
demand
forecast
—Request for electricity consumption control: Data such as the amount of electric power
consumption. Utilized to request the reduction of power consumption from power firm(s) to A-11
aggregator(s), or from aggregator(s) to consumer(s)

The Third Layer




Appendix B: Relationship between risk sources and measure requirements

B Functions/Assumed Security Incidents/Risk Sources/Measure Requirements in the First Layer

#

Function

Risk sources

Assumed security i

Threat

Vulnerability ID|

Vulnerability

Measure Requirement

Measure
Requirement ID

1

1

Establishing the
organizational risk
management system
effective in normal times and
appropriately operating it.

Data that must be protected is
leaked from an area managed by
the organization

- Malware infection that takes advantage
of a data storage system’s vulnerability

- Injection attack exploiting incomplete
input validation (e.g. SQL injection, XSS)
- Communication interception on the
network

- Physical intrusion by an unauthorized
person into areas that need to be
protected

- Identity spoofing using a stolen
|ID/password of a proper user

- Internal fraud by an authorized user

L1_1_a ORG

[Organization]
- Security risks are not managed in accordance with
appropriate procedures, and other organizations

Classify and prioritize resources (e.g., People, Components, Data, and System) by
function, importance, and business value, and communicate to the organizations
and people relevant to those resources in business.

CPS.AM-6

needed are not involved in risk management.

Define policies and standard measures regarding security that are consistent with
the high-priority business and operations of the organization, and share them with
parties relevant to the organization’s business (including suppliers and third-party
providers).

CPS.BE-2

Formulate the standard of security measures relevant to the supply chain in
consideration of the business life cycle, and agree on contents with the business
partners after clarifying the scope of the responsibilities.

CPS.SC-1

Identify, prioritize, and evaluate the organizations and people that play important role
in each layer of the three-layer structure to sustaining the operation of the
organization.

CPS.SC-2

Introduce the system development life cycle to manage the systems.

CPS.IP-3

[1_1_a PEO

[People]
- People are not fully aware of the security or safety
risks that may concern them.

Provide appropriate training and education to all individuals in the organization and
manage the record so that they can fulfill assigned roles and responsibilities to
prevent and contain the occurrence and severity of security incidents.

CPS.AT-1

Improve the contents of training and education regarding security to members of the
organization and other relevant parties of high importance in security management
of the organization.

CPS.AT-3

[People]
- The security or safety risks that involve people are
not managed adequately.

Formulate and manage security requirements applicable to members of other
relevant organizations, such as business partners, who are engaged in operations
outsourced from the organization.

CPS.SC-5

Include items concerning security (e.g., deactivate access authorization and
personnel screening) when roles change in due to personnel transfer.

CPS.IP-9

L1_1_a COM

[Components]
- The security status of components and the status of
network connections are not managed appropriately

Document and manage appropriately the list of hardware and software, and
management information (e.g. name of asset, version, network address, name of
asset manager, license information) of components in the system.

CPS.AM-1

(e.g. Inventory of assets, monitoring).

Create and manage appropriately a list of external information systems where the
organization’s assets are shared.

CPS.AM-5

Establish and implement the procedure to issue, manage, check, cancel, and
monitor identification and authentication information of authorized goods, people,
and procedures.

CPS.AC-1

Establish and implement the procedure to identify and manage the baseline of
network operations and expected information flows between people, goods, and
systems.

CPS.AE-1

Monitor communication with external service providers so that potential security
events can be detected properly.

CPS.CM-5

As part of the configuration management of devices, constantly manage software
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.

CPS.CM-6

L1_1_a SYS

[System]
- The organization has not implemented technical

Identify the vulnerability of the organization’s assets and document the list of
identified vulnerability with the corresponding asset.

CPS.RA-1

measures considering risks, or cannot confirm such
implementation.

Identify and document the assumed security incidents, those impacts on the
oraganization’s assets, and the causes of those.

CPS.RA-3

- Conduct risk assessments regularly to check if the security rules for managing the
components are effective and applicable to the components for implementation.

- Check the presence of unacceptable known security risks, including safety
hazards, from the planning and design phase of an loT device and systems
incorporating loT devices.

CPS.RA-4

Consider threats, vulnerability, likelihood, and impacts when assessing risks.

CPS.RA-5

- On the basis of the results of the risk assessment, clearly define the details of
measures to prevent possible security risks, and document the organized outcome
from the scope and priorities of the measures.

CPS.RA-6

Determine the organization’s risk tolerance level based on the result of the risk
assessment and its role in the supply chain.

CPS.RM-2

[System]
- Vulnerabilities that should be handled are left
unaddressed in the system.

The security management team (SOC/CSIRT) collects information, including
vulnerability and threats from internal and external sources (through internal tests,
security information, security researchers, etc.), analyzes the information, and
establishes a process to implement and use measures.

CPS.RA-2

Restrict the software to be added after installing in the loT devices and servers.

CPS.IP-2

Develop a vulnerability remediation plan, and modify the vulnerability of the
components according to the plan.

CPS.IP-10

- Discuss the method of conducting important security updates and the like on loT
devices and servers. Then, apply those security updateswith managed tools
properly and in a timely manner while recording the history.

CPS.MA-1

Conduct remote maintenance of the loT devices and servers while granting
approvals and recording logs so that unauthorized access can be prevented.

CPS.MA-2

As part of the configuration management of devices, constantly manage software
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.

CPS.CM-6

Confirm the existence of vulnerability that requires a regular check-up in loT devices|
and servers managed within the organization.

CPS.CM-7

[System]
- Settings in the system where the data to be

Introduce and implement the process to manage the initial setting procedure (e.g.,
password) and setting change procedure for loT devices and servers.

CPS.IP-1

protected is stored are not secure.

Minimize funcions of loT devices and servers by physically and logically blocking
unnecessary network ports, USBs, and serial ports accessing directly the main
bodies of loT devices and servers etc.

CPS.PT-2

[System]

- Regarding access to stored information, a request
sender is not identified / authenticated in a manner
suited to the level of confidentiality of such

Understand the level of data protection required by laws and arrangements
regarding handling of data shared only by relevant organizations, develop data
classification methods based on each requirement, and properly classify and protect|
data throughout the whole life cycle.

CPS.GV-3

information.

Establish and implement the procedure to issue, manage, check, cancel, and
monitor identification and authentication information of authorized goods, people,
and procedures.

CPS.AC-1

Segregate duties and areas of responsibility properly (e.g. segregate user functions
from system administrator functions)

CPS.AC-5

Adopt high confidence methods of authentication where appropriate based on risk
(e.g. multi-factor authentication, combining more than two types of authentication)
when logging in to the system over the network for the privileged user.

CPS.AC-6

Authenticate and authorize logical accesses to system components by loT devices
and users according to the transaction risks (personal security, privacy risks, and
other organizational risks).

CPS.AC-9

[System]

- The organization does not take physical security
measures such as access control and monitoring of
areas where its loT devices and servers are

Implement appropriate physical security measures such as locking and limiting
access to the areas where the loT devices and servers are installed, using entrance
and exit controls, biometric authentication, deploying surveillance cameras, and
inspecting belongings and body weight.

CPS.AC-2

installed,

Implement physical measures such as preparing an uninterruptible power supply, a
fire protection facility, and protection from water infiltration to follow the policies and
rules related to the physical operating environment, including the loT devices and
servers installed in the organization.

CPS.IP-5

Minimize funcions of loT devices and servers by physically and logically blocking
unnecessary network ports, USBs, and serial ports accessing directly the main
bodies of loT devices and servers etc.

CPS.PT-2

Perform setting, recording, and monitoring of proper physical access, considering
the importance of loT devices and servers.

CPS.CM-2

[System]
- The system has no mechanism for detecting and
handling any abnormality related to security as soon

Determine and document the subject or scope of the audit recording/log recording,
and implement and review those records in order to properly detect high-risk
security incidents.

CPS.PT-1

as it arises.

Establish and implement the procedure to identify and manage the baseline of
network operations and expected information flows between people, goods, and
systems.

CPS.AE-1

Conduct network and access monitoring and control at the contact points between
corporate networks and wide area networks.

CPS.CM-1

- Use loT devices that can detect abnormal behaviors and suspend operations by
comparing the instructed behaviors and actual ones.

- Validate whether information provided from cyberspace contains malicious code,
and is within the permissible range before any action based on the data.

CPS.CM-3

Monitor communication with external service providers so that potential security
events can be detected properly.

CPS.CM-5

Develop and implement previously the procedure of response after detecting
incidents (securith operation process) that includes the response of Organization,
People, Componens, System to identify the content of response, priority, and scope

of response taken after an incident occurs.

CPS.RP-1
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Appendix B - The Fisrt Layer

# Function

Risk sources

Assumed security i

Threat

Vulnerability ID|

Vulnerability

Measure Requirement

Measure
Requirement ID

[1_1_a DAT

[Data]
- Classification concerning protection of data
managed in own organization is not clear.

Understand the level of data protection required by laws and arrangements
regarding handling of data shared only by relevant organizations, develop data
classification methods based on each requirement, and properly classify and protect|
data throughout the whole life cycle.

CPS.GV-3

[Data]
- Data protection at a predefined level of
confidentiality is not implemented.

Conduct regular assessments through auditing, test results, or other checks of
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.

CPS.SC-6

Encrypt information with an appropriate level of security strength, and store them.

CPS.DS-2

Encrypt the communication channel when communicating between loT devices and
servers or in cyberspace.

CPS.DS-3

Encrypt information itself when sending/receiving information.

CPS.DS-4

Securely control encryption keys throughout their life cycle to ensure proper
operation and securely transmitted, received and stored data.

CPS.DS-5

Properly control outbound communications that send information to be protected to
prevent improper data breach.

CPS.DS-9

L1_1_a PRO

[Procedure]
- Appropriate procedures for security risk
management have not been established.

Develop security policies, define roles and responsibilities for security across the
organization and other relevant parties, and clarify the information-sharing method
among stakeholders.

CPS.GV-1

Develop a strategy and secure resources to implement risk management regarding
security.

CPS.GV-4

Confirm the implementation status of the organization’s’ cyber security risk
management and communicate the results to appropriate parties within the
organization (e.g. senior management). Define the scope of responsibilities of the
organization and the relevant parties (e.g. subcontractor), and establish and
implement the process to confirm the implementation status of security risk
management of relevant parties.

CPS.RM-1

When signing contracts with external organizations, check if the security
management of the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.

CPS.SC-3

When signing contracts with external parties, check if the products and services
provided by the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.

CPS.SC-4

Conduct regular assessments through auditing, test results, or other checks of
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.

CPS.SC-6

Formulate and implement procedures to address noncompliance to contractual
requirements found as a result of an audit, test, or other check on relevant parties.

CPS.SC-7

Develop and manage a procedure to be executed when a contract with other
relevant organizations such as business partners is finished. (e.g., expiration of
contract period, end of support)

CPS.sC-10

Continuously improve the standard of security measures relevant to the supply
chain, related procedures, and so on.

CPS.SC-11

Assess the lessons learned from security incident response and the results of
monitoring, measuring, and evaluating internal and external attacks, and improve
the processes of protecting the assets.

CPS.IP-7

Data that must be protected is
tampered with in an area
managed by the organization

- Identity spoofing using a stolen
|ID/password of a proper user

- Man-in-the-middle attacks to falsify data
on communication paths

- Malware infection exploiting security
vulnerabilities in the system

- Internal fraud by an authorized user

- Physical intrusion into the area where
protection is required

- Physical destruction of media handling
data that needs protection

L1_1_b ORG

[Organization]

- Security risks are not managed in accordance with
appropriate procedures, and other organizations
needed are not involved in risk management.

Classify and prioritize resources (e.g., People, Components, Data, and System) by
function, importance, and business value, and communicate to the organizations
and people relevant to those resources in business.

CPS.AM-6

Define policies and standard measures regarding security that are consistent with
the high-priority business and operations of the organization, and share them with
parties relevant to the organization’s business (including suppliers and third-party
providers).

CPS.BE-2

Formulate the standard of security measures relevant to the supply chain in
consideration of the business life cycle, and agree on contents with the business
partners after clarifying the scope of the responsibilities.

CPS.SC-1

Identify, prioritize, and evaluate the organizations and people that play important role
in each layer of the three-layer structure to sustaining the operation of the
organization.

CPS.SC-2

Introduce the system development life cycle to manage the systems.

CPS.IP-3

L1_1_b_PEO

[People]
- People are not fully aware of the security or safety
risks that may concern them.

Provide appropriate training and education to all individuals in the organization and
manage the record so that they can fulfill assigned roles and responsibilities to
prevent and contain the occurrence and severity of security incidents.

CPS.AT-1

Improve the contents of training and education regarding security to members of the
organization and other relevant parties of high importance in security management
of the organization.

CPS.AT-3

[People]
- The security or safety risks that involve people are
not managed adequately.

Formulate and manage security requirements applicable to members of other
relevant organizations, such as business partners, who are engaged in operations
outsourced from the organization.

CPS.SC-5

Include items concerning security (e.g., deactivate access authorization and
personnel screening) when roles change in due to personnel transfer.

CPS.IP-9

L1_1_b_COM

[Components]

- The security status of components that compose
information systems and Industrial control systems
and the status of network connections are not
managed appropriately (e.g. Inventory of assets,
monitoring).

Document and manage appropriately the list of hardware and software, and
management information (e.g. name of asset, version, network address, name of
asset manager, license information) of components in the system.

CPS.AM-1

Create and manage appropriately a list of external information systems where the
organization’s assets are shared.

CPS.AM-5

Establish and implement the procedure to issue, manage, check, cancel, and
monitor identification and authentication information of authorized goods, people,
and procedures.

CPS.AC-1

Establish and implement the procedure to identify and manage the baseline of
network operations and expected information flows between people, goods, and
systems.

CPS.AE-1

Monitor communication with external service providers so that potential security
events can be detected properly.

CPS.CM-5

As part of the configuration management of devices, constantly manage software
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.

CPS.CM-6

L1_1_b_SYS

[System]

- The organization has not implemented technical
measures considering risks, or cannot confirm such
implementation.

Identify the vulnerability of the organization’s assets and document the list of
identified vulnerability with the corresponding asset.

CPS.RA-1

Identify and document the assumed security incidents, those impacts on the
oraganization’s assets, and the causes of those.

CPS.RA-3

- Conduct risk assessments regularly to check if the security rules for managing the
components are effective and applicable to the components for implementation.

- Check the presence of unacceptable known security risks, including safety
hazards, from the planning and design phase of an loT device and systems
incorporating loT devices.

CPS.RA-4

Consider threats, vulnerability, likelihood, and impacts when assessing risks.

CPS.RA-5

- On the basis of the results of the risk assessment, clearly define the details of
measures to prevent possible security risks, and document the organized outcome
from the scope and priorities of the measures.

CPS.RA-6

Determine the organization’s risk tolerance level based on the result of the risk

CPS.RM-2

nent and its role in the supply chain.

[System]
- Settings in the system where the data to be
protected is stored are not secure.

Introduce and implement the process to manage the initial setting procedure (e.g.,
password) and setting change procedure for loT devices and servers.

CPS.IP-1

Minimize funcions of loT devices and servers by physically and logically blocking
unnecessary network ports, USBs, and serial ports accessing directly the main
bodies of loT devices and servers etc.

CPS.PT-2

[System]

- Regarding access to stored information, a request
sender is not identified / authenticated in a manner
suited to the level of confidentiality of such
information.

Understand the level of data protection required by laws and arrangements
regarding handling of data shared only by relevant organizations, develop data
classification methods based on each requirement, and properly classify and protect|
data throughout the whole life cycle.

CPS.GV-3

Establish and implement the procedure to issue, manage, check, cancel, and
monitor identification and authentication information of authorized goods, people,
and procedures.

CPS.AC-1

Segregate duties and areas of responsibility properly (e.g. segregate user functions
from system administrator functions)

CPS.AC-5

Adopt high confidence methods of authentication where appropriate based on risk
(e.g. multi-factor authentication, combining more than two types of authentication)
when logging in to the system over the network for the privileged user.

CPS.AC-6

Authenticate and authorize logical accesses to system components by loT devices
and users according to the transaction risks (personal security, privacy risks, and
other organizational risks).

CPS.AC-9

[System]

- The system does not have a mechanism to quickly
detect and respond to anomalies on the network (eg,
spoofing, message tampering)

Identify the security events accurately by implementing the procedure to conduct a
correlation analysis of the security events and comparative analysis with the threat
information obtained from outside the organization.

CPS.AE-3

- Validate whether information provided from cyberspace contains malicious code,
and is within the permissible range before any action based on the data.

CPS.CM-3

Continuously improve the process of detecting security events.

CPS.DP-4
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# Function

Risk sources

Assumed security i

Threat

Vulnerability ID|

Vulnerability

Measure Requirement

Measure
Requirement ID

L1_1_b_PRO

[Procedure]
- Appropriate procedures for security risk
management have not been established.

Develop security policies, define roles and responsibilities for security across the
organization and other relevant parties, and clarify the information-sharing method
among stakeholders.

CPS.GV-1

Develop a strategy and secure resources to implement risk management regarding
security.

CPS.GV-4

Confirm the implementation status of the organization’s’ cyber security risk
management and communicate the results to appropriate parties within the
organization (e.g. senior management). Define the scope of responsibilities of the
organization and the relevant parties (e.g. subcontractor), and establish and
implement the process to confirm the implementation status of security risk
management of relevant parties.

CPS.RM-1

When signing contracts with external organizations, check if the security
management of the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.

CPS.SC-3

When signing contracts with external parties, check if the products and services
provided by the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.

CPS.SC-4

Conduct regular assessments through auditing, test results, or other checks of
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.

CPS.SC-6

Formulate and implement procedures to address noncompliance to contractual
requirements found as a result of an audit, test, or other check on relevant parties.

CPS.SC-7

Develop and manage a procedure to be executed when a contract with other
relevant organizations such as business partners is finished. (e.g., expiration of
contract period, end of support)

CPS.SC-10

Continuously improve the standard of security measures relevant to the supply
chain, related procedures, and so on.

CPS.SC-11

Assess the lessons learned from security incident response and the results of
monitoring, measuring, and evaluating internal and external attacks, and improve
the processes of protecting the assets.

CPS.IP-7

L1_1_b_DAT

[Data]
- Data are not protected enough in communication
paths.

Encrypt the communication channel when communicating between loT devices and
servers or in cyberspace.

CPS.DS-3

Encrypt information itself when sending/receiving information.

CPS.DS-4

[Data]
- Data being handled have no mechanism to detect
falsification.

Perform integrity checking on information to be sent, received, and stored.

CPS.DS-11

The system dealing with the data
of its own organization stops due
to a denial of service attack,
ransomware infection etc..

- DoS attacks on computer equipment
and communication devices (e.g.,
servers) that comprise a system

- Malware infection exploiting security
vulnerabilities in the system

- Transmission of jamming waves

L1_1_c_ORG

[Organization]

- Security risks are not managed in accordance with
appropriate procedures, and other organizations
needed are not involved in risk management.

Classify and prioritize resources (e.g., People, Components, Data, and System) by
function, importance, and business value, and communicate to the organizations
and people relevant to those resources in business.

CPS.AM-6

Define policies and standard measures regarding security that are consistent with
the high-priority business and operations of the organization, and share them with
parties relevant to the organization’s business (including suppliers and third-party
providers).

CPS.BE-2

Formulate the standard of security measures relevant to the supply chain in
consideration of the business life cycle, and agree on contents with the business
partners after clarifying the scope of the responsibilities.

CPS.SC-1

Identify, prioritize, and evaluate the organizations and people that play important role
in each layer of the three-layer structure to sustaining the operation of the
organization.

CPS.SC-2

Introduce the system development life cycle to manage the systems.

CPS.IP-3

L1_1_c_PEO

[People]
- People are not fully aware of the security or safety
risks that may concern them.

Provide appropriate training and education to all individuals in the organization and
manage the record so that they can fulfill assigned roles and responsibilities to
prevent and contain the occurrence and severity of security incidents.

CPS.AT-1

Improve the contents of training and education regarding security to members of the
organization and other relevant parties of high importance in security management
of the organization.

CPS.AT-3

[People]
- The security or safety risks that involve people are
not managed adequately.

Collect and securely store data proving that the organization is fulfilling its
contractual obligations with other relevant parties or individuals, and prepare them
for disclosure as needed within appropriate limits.

CPS.SC-8

Include items concerning security (e.g., deactivate access authorization and
personnel screening) when roles change in due to personnel transfer.

CPS.IP-9

L1_1_c_COM

[Components]

- The security status of components that compose
information systems and Industrial control systems
and the status of network connections are not
managed appropriately (e.g. Inventory of assets,
monitoring).

Document and manage appropriately the list of hardware and software, and
management information (e.g. name of asset, version, network address, name of
asset manager, license information) of components in the system.

CPS.AM-1

Create and manage appropriately a list of external information systems where the
organization’s assets are shared.

CPS.AM-5

Establish and implement the procedure to issue, manage, check, cancel, and
monitor identification and authentication information of authorized goods, people,
and procedures.

CPS.AC-1

Establish and implement the procedure to identify and manage the baseline of
network operations and expected information flows between people, goods, and
systems.

CPS.AE-1

Monitor communication with external service providers so that potential security
events can be detected properly.

CPS.CM-5

As part of the configuration management of devices, constantly manage software
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.

CPS.CM-6

L1_1_c_SYsS

[System]

- The organization has not implemented technical
measures considering risks, or cannot confirm such
implementation.

Identify the vulnerability of the organization’s assets and document the list of
identified vulnerability with the corresponding asset.

CPS.RA-1

Identify and document the assumed security incidents, those impacts on the
oraganization’s assets, and the causes of those.

CPS.RA-3

- Conduct risk assessments regularly to check if the security rules for managing the
components are effective and applicable to the components for implementation.

CPS.RA-4

Consider threats, vulnerability, likelihood, and impacts when assessing risks.

CPS.RA-5

- On the basis of the results of the risk assessment, clearly define the details of
measures to prevent possible security risks, and document the organized outcome
from the scope and priorities of the measures.

CPS.RA-6

Determine the organization’s risk tolerance level based on the result of the risk
nent and its role in the supply chain.

CPS.RM-2

[System]
- Communications to loT devices, servers, etc. are
not properly controlled.

Minimize funcions of loT devices and servers by physically and logically blocking
unnecessary network ports, USBs, and serial ports accessing directly the main
bodies of loT devices and servers etc.

CPS.PT-2

Conduct network and access monitoring and control at the contact points between
corporate networks and wide area networks.

CPS.CM-1

[System]

- The system does not cope with physical
interference (e.g. jamming waves) to loT devices
and servers.

Implement appropriate physical security measures such as locking and limiting
access to the areas where the loT devices and servers are installed, using entrance
and exit controls, biometric authentication, deploying surveillance cameras, and
inspecting belongings and body weight.

CPS.AC-2

Implement physical measures such as preparing an uninterruptible power supply, a
fire protection facility, and protection from water infiltration to follow the policies and
rules related to the physical operating environment, including the loT devices and
servers installed in the organization.

CPS.IP-5

Perform setting, recording, and monitoring of proper physical access, considering
the importance of loT devices and servers.

CPS.CM-2

[System]

- A system that contains loT devices does not have
adequate resources (i.e., processing capacity,
communication bandwidths, and storage capacity)

Secure sufficient resources (e.g., People, Components, system) for components
and systems, and protect assets property to minimize bad effects under cyber
attack (e.g., DoS attack).

CPS.DS-6

Carry out periodic quality checks, prepare standby devices and uninterruptible
power supplies, provide redundancy, detect failures, conduct replacement work, and|

update software for loT devices, communication devices, circuits, etc.

CPS.DS-7
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Function

Risk sources

Assumed security i

Threat

Vulnerability ID|

Vulnerability

Measure Requirement

Measure
Requirement ID

[1_1_c_PRO

[Procedure]
- Appropriate procedures for security risk
management have not been established.

Develop security policies, define roles and responsibilities for security across the
organization and other relevant parties, and clarify the information-sharing method
among stakeholders.

CPS.GV-1

Develop a strategy and secure resources to implement risk management regarding
security.

CPS.GV-4

Confirm the implementation status of the organization’s’ cyber security risk
management and communicate the results to appropriate parties within the
organization (e.g. senior management). Define the scope of responsibilities of the
organization and the relevant parties (e.g. subcontractor), and establish and
implement the process to confirm the implementation status of security risk
management of relevant parties.

CPS.RM-1

When signing contracts with external organizations, check if the security
management of the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.

CPS.SC-3

When signing contracts with external parties, check if the products and services
provided by the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.

CPS.SC-4

Conduct regular assessments through auditing, test results, or other checks of
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.

CPS.SC-6

Formulate and implement procedures to address noncompliance to contractual
requirements found as a result of an audit, test, or other check on relevant parties.

CPS.SC-7

Develop and manage a procedure to be executed when a contract with other
relevant organizations such as business partners is finished. (e.g., expiration of
contract period, end of support)

CPS.SC-10

Continuously improve the standard of security measures relevant to the supply
chain, related procedures, and so on.

CPS.SC-11

Assess the lessons learned from security incident response and the results of
monitoring, measuring, and evaluating internal and external attacks, and improve
the processes of protecting the assets.

CPS.IP-7

Security measures that satisfy the|
legal requirements for a system
cannot be implemented

All threats

L1 2 a ORG

[Organization]

- The organization is unaware of legal systems with

which it should comply, or it has not developed, or is
not operating internal rules that conform to the legal
systems.

Formulate internal rules considering domestic and foreign laws, including the Act on
the Protection of Personal Information and Unfair Competition Prevention Act, as
well as industry guidelines, and review and revise the rules on a continuing and
timely basis in accordance with any changes in relevant laws, regulations, and
industry guidelines.

CPS.GV-2

Detect security events in the monitoring process, in compliance with applicable local
regulations, directives, industry standards, and other rules.

CPS.DP-2

[1_2 a PEO

[People]

- People are unaware of legal systems with which it
should comply, or they do not follow internal rules
that conform to the legal systems.

Provide appropriate training and education to all individuals in the organization and
manage the record so that they can fulfill assigned roles and responsibilities to
prevent and contain the occurrence and severity of security incidents.

CPS.AT-1

1.2 a COM

[Components]

- The type of components that must receive certain
protection under a legal system is not provided with
the required level of protection.

Formulate internal rules considering domestic and foreign laws, including the Act on
the Protection of Personal Information and Unfair Competition Prevention Act, as
well as industry guidelines, and review and revise the rules on a continuing and
timely basis in accordance with any changes in relevant laws, regulations, and
industry guidelines.

CPS.GV-2

12 a SYS

[System]

- The type of system that must receive certain
protection under a legal system is not provided with
the required level of protection.

Formulate internal rules considering domestic and foreign laws, including the Act on
the Protection of Personal Information and Unfair Competition Prevention Act, as
well as industry guidelines, and review and revise the rules on a continuing and
timely basis in accordance with any changes in relevant laws, regulations, and
industry guidelines.

CPS.GV-2

L1 2 a PRO

[Procedure]
- Established internal procedures are not designed to|
ensure compliance with laws and regulations.

Formulate internal rules considering domestic and foreign laws, including the Act on
the Protection of Personal Information and Unfair Competition Prevention Act, as
well as industry guidelines, and review and revise the rules on a continuing and
timely basis in accordance with any changes in relevant laws, regulations, and
industry guidelines.

CPS.GV-2

[1_2 a DAT

[Data]

- The type of data that must receive certain
protection under a legal system is not provided with
the required level of protection.

Formulate internal rules considering domestic and foreign laws, including the Act on
the Protection of Personal Information and Unfair Competition Prevention Act, as
well as industry guidelines, and review and revise the rules on a continuing and
timely basis in accordance with any changes in relevant laws, regulations, and
industry guidelines.

CPS.GV-2

1

Continuing the business of
the organization appropriately
even when a security incident

occurs.

The organization’s security
incidents prevent their business
from continuing properly

All threats

L1_3_a ORG

[Organization]
- The organization has not established a framework
for accurately detecting security incidents.

Appoint a chief security officer, establish a security management team
(SOCI/CSIRT), and prepare a system within the organization to detect, analyze, and
respond to security events.

CPS.AE-2

The security management team (SOC/CSIRT) collects information, including
vulnerability and threats from internal and external sources (through internal tests,
security information, security researchers, etc.), analyzes the information, and
establishes a process to implement and use measures.

CPS.RA-2

Clarify the role and responsibility of the organization as well as service providers in
detecting security events so that they can fulfill their accountabilities.

CPS.DP-1

Detect security events in the monitoring process, in compliance with applicable local
regulations, directives, industry standards, and other rules.

CPS.DP-2

As part of the monitoring process, test regularly if the functions for detecting security|
events work as intended, and validate these functions.

CPS.DP-3

Continuously improve the process of detecting security events.

CPS.DP-4

[Organization]
- The organization has not established a framework
for accurately handling security incidents.

The security management team (SOC/CSIRT) collects information, including
vulnerability and threats from internal and external sources (through internal tests,
security information, security researchers, etc.), analyzes the information, and
establishes a process to implement and use measures.

CPS.RA-2

Appoint a chief security officer, establish a security management team
(SOCI/CSIRT), and prepare a system within the organization to detect, analyze, and
respond to security events.

CPS.AE-2

Review the lessons learned from the responses to security incidents, and
continuously improve the security operation process.

CPS.IM-1

Review the lessons learned from the responses to security incidents, and
continuously improve the business continuity plan or emergency response plan.

CPS.IM-2

1.3 a PEO

[People]
- People are unable to take appropriate action when
a security incident arises.

Provide appropriate training and education to all individuals in the organization and
manage the record so that they can fulfill assigned roles and responsibilities to
prevent and contain the occurrence and severity of security incidents.

CPS.AT-1

Improve the contents of training and education regarding security to members of the
organization and other relevant parties of high importance in security management
of the organization.

CPS.AT-3

Develop and implement previously the procedure of response after detecting
incidents (securith operation process) that includes the response of Organization,
People, Componens, System to identify the content of response, priority, and scope
of response taken after an incident occurs.

CPS.RP-1

1.3 a COM

[Components]

- The scope of the organization's business (e.g.,
products) damaged by a security incident cannot be
identified.

Specify a method to ensure traceability based on the importance of the components
produced by the organization’s supply chain.

CPS.AM-2

Create records such as the date of production and condition of components
depending on importance, and prepare and adopt internal rules regarding records of|
production activities in order to store components for a certain period of time.

CPS.AM-3

Understand the impact of the security incident on the whole society including the
organization and relevant parties such as partners based on the full account of the
incident and the probable intent of the attacker.

CPS.AN-1

1.3 a SYS

[System]

- Devices or other tools for accurately detecting
security incidents are not installed or not correctly
operated.

Identify the security events accurately by implementing the procedure to conduct a
correlation analysis of the security events and comparative analysis with the threat
information obtained from outside the organization.

CPS.AE-3

Conduct network and access monitoring and control at the contact points between
corporate networks and wide area networks.

CPS.CM-1

As part of the configuration management of devices, constantly manage software
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status

between other “organization”, people, components, and systems.

CPS.CM-6
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# Function

Risk sources

Assumed security i

Threat

Vulnerability ID|

Vulnerability

Measure Requirement

Measure
Requirement ID

1.3 a PRO

[Procedure]

Specify the criteria to determine the risk degree of security events.

CPS.AE-5

- The organization has not developed internal
procedures for security incident handling.

Develop and implement previously the procedure of response after detecting
incidents (securith operation process) that includes the response of Organization,
People, Componens, System to identify the content of response, priority, and scope
of response taken after an incident occurs.

CPS.RP-1

Understand the impact of the security incident on the whole society including the
organization and relevant parties such as partners based on the full account of the
incident and the probable intent of the attacker.

CPS.AN-1

Implement digital forensics upon the occurrence of the security incident.

CPS.AN-2

Categorize and store information regarding the detected security incidents by the
size of security-related impact, penetration vector, and other factors.

CPS.AN-3

Take measures to minimize security-related damages and mitigate the impacts
caused by such incident.

CPS.MI-1

[Procedure]
- Security incidents are not treated in the business
continuity plan. This means a highly hazardous

Include security incidents in the business continuity plan or emergency response
plan that outlines the action plans and response procedures to take in case of
natural disasters.

CPS.RP-3

security incident hinders the organization’s business
continuity when it occurs.

Develop and manage rules regarding publishing information after the occurrence of
the security incident.

CPS.CO-1

Include the item in the business continuity plan or emergency response plan to the
effect that the organization shall work to restore its social reputation after the
occurrence of a high-risk security incident.

CPS.CO-2

Include the item in the business continuity plan or emergency response plan to the
effect that the details of the recovery activities shall be communicated to the internal
and external stakeholders, executives, and management.

CPS.CO-3

L1_3_a DAT

[Data]
- Data necessary to continue the business at the time
of the security incident has not been properly backed

Provide appropriate training and education to all individuals in the organization and
manage the record so that they can fulfill assigned roles and responsibilities to
prevent and contain the occurrence and severity of security incidents.

CPS.AT-1

up, or has been backed up but does not function
properly.

Provide appropriate training and security education to members of the organization
and other relevant parties of high importance in security management that may be
involved in the security incident prevention and response. Then, manage the record
of such training and security education.

CPS.AT-2

Perform a periodical system backup and testing of components (e.g., loT devices,
communication devices, and circuits).

CPS.IP-4

Include security incidents in the business continuity plan or emergency response
plan that outlines the action plans and response procedures to take in case of
natural disasters.

CPS.RP-3

Other relevant organizations
cannot continue their business

properly due to the organization’s

security incidents

Al threats

L1_3 b ORG

[Organization]
- The organization is unclear about how its

Create and manage appropriately network configuration diagrams and data flows
within the organization.

CPS.AM-4

components, systems, and/or data have been
working with other organizations in cyberspace.

Create and manage appropriately a list of external information systems where the
organization’s assets are shared.

CPS.AM-5

Establish and implement the procedure to identify and manage the baseline of
network operations and expected information flows between people, goods, and
systems.

CPS.AE-1

As part of the configuration management of devices, constantly manage software
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.

CPS.CM-6

Monitor communication with external service providers so that potential security
events can be detected properly.

CPS.CM-5

[Organization]
- The organization is unclear about how it has been

Define roles and responsibilities for cyber security across the organization and other
relevant parties.

CPS.AM-7

working with other organizations (e.g., suppliers) in

Identify and share the role of the organizations in the supply chain.

CPS.BE-1

physical space.

Identify the dependency between the organization and other relevant parties and the|
important functions of each in the course of running the operation.

CPS.BE-3

Confirm the implementation status of the organization’s’ cyber security risk
management and communicate the results to appropriate parties within the
organization (e.g. senior management). Define the scope of responsibilities of the
organization and the relevant parties (e.g. subcontractor), and establish and
implement the process to confirm the implementation status of security risk
management of relevant parties.

CPS.RM-1

1.3 b PEO

[People]
- People in other organizations are unable to take
appropriate action when the organization has a

Prepare and test a procedure for incident response with relevant parties involved in
the incident response activitiy to ensure action for incident response in the supply
chain.

CPS.SC-9

security incident.

Provide appropriate training and security education to members of the organization
and other relevant parties of high importance in security management that may be
involved in the security incident prevention and response. Then, manage the record
of such training and security education.

CPS.AT-2

Improve the contents of training and education regarding security to members of the
organization and other relevant parties of high importance in security management
of the organization.

CPS.AT-3

As part of the security operation process, define the procedure and the division of
roles with regard to cooperative relations with relevant parties such as partners, and
implement the process.

CPS.RP-2

L1.3_b_COM

[Components]
- A security incident causes damage to components
(products) and/or services.

Take appropriate measures on goods (products) whose quality is expected to be
affected by some reasons, including its production facility damaged by the
occurrence of the security incident.

CPS.RP-4

[Components]
- The organization does not retain the records of

Specify a method to ensure traceability based on the importance of the components
produced by the organization’s supply chain.

CPS.AM-2

components (products) (e.g., dates of manufacture,
identification numbers, and delivery destinations)
delivered to/fram the araanization

Create records such as the date of production and condition of components
depending on importance, and prepare and adopt internal rules regarding records of|
production activities in order to store components for a certain period of time.

CPS.AM-3

L1_3_b_PRO

[Procedure]
- Procedures for security incident handling in

Identify the impact of security events, including the impact on other relevant
organizations.

CPS.AE-4

cooperation with other relevant organizations have
not been developed.

As part of the security operation process, define the procedure and the division of
roles with regard to cooperative relations with relevant parties such as partners, and
implement the process.

CPS.RP-2

The organization’s security
incidents prevent the business of
other relevant organizations from

continuing properly

All threats

L1_3_c_ORG

[Organization]
- The organization is unclear about how its

Create and manage appropriately network configuration diagrams and data flows
within the organization.

CPS.AM-4

components, systems, and/or data have been

Create and manage appropriately a list of external information systems where the
organization’s assets are shared.

CPS.AM-5

working with other organizations in cyberspace.

Establish and implement the procedure to identify and manage the baseline of
network operations and expected information flows between people, goods, and
systems.

CPS.AE-1

Monitor communication with external service providers so that potential security
events can be detected properly.

CPS.CM-5

As part of the configuration management of devices, constantly manage software
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.

CPS.CM-6

[Organization]
- The organization is unclear about how it has been

Define roles and responsibilities for cyber security across the organization and other
relevant parties.

CPS.AM-7

working with other organizations (e.g., suppliers) in

Identify and share the role of the organizations in the supply chain.

CPS.BE-1

physical space.

Identify the dependency between the organization and other relevant parties and the|
important functions of each in the course of running the operation.

CPS.BE-3

Confirm the implementation status of the organization’s’ cyber security risk
management and communicate the results to appropriate parties within the
organization (e.g. senior management). Define the scope of responsibilities of the
organization and the relevant parties (e.g. subcontractor), and establish and
implement the process to confirm the implementation status of security risk
management of relevant parties.

CPS.RM-1

L1_3_c PEO

[People]
- People in the organizations are unable to take
appropriate action when other organizations have a

Provide appropriate training and education to all individuals in the organization and
manage the record so that they can fulfill assigned roles and responsibilities to
prevent and contain the occurrence and severity of security incidents.

CPS.AT-1

security incident.

Improve the contents of training and education regarding security to members of the
organization and other relevant parties of high importance in security management
of the organization.

CPS.AT-3

As part of the security operation process, define the procedure and the division of
roles with regard to cooperative relations with relevant parties such as partners, and
implement the process.

CPS.RP-2

1.3 c PRO

[Procedure]
- Procedures for security incident handling in
cooperation with other relevant organizations have

not been developed.

As part of the security operation process, define the procedure and the division of
roles with regard to cooperative relations with relevant parties such as partners, and
implement the process.

CPS.RP-2
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procurement of products and services.

process.

) L Risk sources . Measure
Function Assumed security lent Measure Requirement 5
Threat Vulnerability 1D Vulnerability Requirement ID
1_ Products or services in A security event occurs in the - Fraudulent falsification by internal or L1_1_d_ORG |[Organization] When signing contracts with external organizations, check if the security CPS.SC-3
physical space are received |channel for product / service external people with malicious intent - The organization does not confirm the management of the other relevant organizations properly comply with the security
or shipped with desired provisioning, causing unintended |- Insertion of a counterfeit that imitates a trustworthiness of products and services at the time |requirements defined by the organization while considering the objectives of such
quality quality deterioration such as genuine equipment of procurement. contracts and results of risk management.
malfunction of a device. When signing contracts with external parties, check if the products and services CPS.SC-4
provided by the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.
Formulate and implement procedures to address noncompliance to contractual CPS.SC-7
requirements found as a result of an audit, test, or other check on relevant parties.
Collect and securely store data proving that the organization is fulfilling its CPS.SC-8
contractual obligations with other relevant parties or individuals, and prepare them
for disclosure as needed within appropriate limits.
L1_1_d_PEO |[People] Provide appropriate training and education to all individuals in the organization and |CPS.AT-1
- The organizatioin's staff in charge of procurement |manage the record so that they can fulfill assigned roles and responsibilities to
are not fully aware of security risks related to prevent and contain the occurrence and severity of security incidents.
procurement.
L1_1_d_COM |[Components] When signing contracts with external parties, check if the products and services CPS.SC-4
- Physical protection measures are not sufficiently provided by the other relevant organizations properly comply with the security
applied to procured products and services. requirements defined by the organization while considering the objectives of such
contracts and results of risk management.
When handling information to be protected or procuring devices that have an CPS.DS-8
important function to the organization, useselect the loT devices and servers
equipped with anti-tampering devices.
L1_1_d_PRO |[Procedure] Perform integrity checking on information to be sent, received, and stored. CPS.DS-11
- There is no procedure for confirming the Introduce an integrity check mechanism to verify the integrity of hardware. CPS.DS-12
qualification of procured goods at the time of Confirm that loT devices and software are genuine products during the booting-up |CPS.DS-13
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B Functions/Assumed Security Incidents/Risk Sources/Measure Requirements in the Second Layer

#

Function

ident

Risk sources

Assumed security il

Threat

Vulnerability 10

Vulnerability

Measure Requirement

Measure
Requirement ID

2_Comm
on

Both of the following functions;

- Function to read events in physical
space and translating them into digital
data and sending the data to
cyberspace in accordance with certain
rules

- Function to control components and
displaying visualized data based on data
received from cyberspace in
accordance with certain rules

Unexpected behavior of the loT
device due to unauthorized
access to its controls by
exploiting a vulnerability results in
unpredicted operation

- Malware infection using an attack tool that
takes advantage of an IoT device’s
vulnerability

L2_1_a ORG

[Organization]
- The organization is unclear about the status of the

Document and manage appropriately the list of hardware and software, and
management information (e.g. name of asset, version, network address, name of
asset manager, license information) of components in the system.

CPS.AM-1

security measures (e.g., software configurations; the
status of patches applied) for its loT devices

Introduce and implement the process to manage the initial setting procedure (e.g.,
password) and setting change procedure for loT devices and servers.

CPS.IP-1

connecting to information systems and industrial
control systems.

Restrict the software to be added after installing in the loT devices and servers.

CPS.IP-2

As part of the configuration management of devices, constantly manage software
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.

CPS.CM-6

[Organization]

- The organization does not collect or analyze
information about threats and vulnerability related to
the loT devices it uses.

The security management team (SOC/CSIRT) collects information, including
vulnerability and threats from internal and external sources (through internal tests,
security information, security researchers, etc.), analyzes the information, and
establishes a process to implement and use measures.

CPS.RA-2

Assess the lessons learned from security incident response and the results of
monitoring, measuring, and evaluating internal and external attacks, and improve the
processes of protecting the assets.

CPS.IP-7

Share information regarding the effectiveness of data protection technologies with
appropriate partners.

CPS.IP-8

Develop a vulnerability remediation plan, and modify the vulnerability of the
components according to the plan.

CPS.IP-10

- Discuss the method of conducting important security updates and the like on loT
devices and servers. Then, apply those security updateswith managed tools
properly and in a timely manner while recording the history.

- Introduce loT devices having a remote update mechanism to perform a mass
update of different software programs (OS, driver, and application) through remote
commands, where applicable.

CPS.MA-1

- Introduce loT devices having a remote update mechanism to perform a mass
update of different software programs (OS, driver, and application) through remote
commands, where applicable.

CPS.MA-1

Conduct remote maintenance of the loT devices and servers while granting
approvals and recording logs so that unauthorized access can be prevented.

CPS.MA-2

[2_1_a_COM

[Components]
- loT Devices in use do not have adequate security
functions.

- Check the presence of unacceptable known security risks, including safety hazards,
from the planning and design phase of an loT device and systems incorporating loT
devices.

CPS.RA-4

- React accordingly to the security risks and the associated safety risks identified as
a result of the assessment conducted at the planning and design phase of an loT
device and systems incorporating loT devices.

CPS.RA-6

When signing contracts with external parties, check if the products and services
provided by the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.

CPsS.sC-4

Use products that provide measurable security in order to ensure the availability of
security reporting and the trustworthiness of sensing data through integrity protection.

CPS.DS-15

L2_1_a_PRO

[Procedure]
- There is no procedure, at the time of procurement,
for checking whether the goods have appropriate

When signing contracts with external parties, check if the products and services
provided by the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.

CPS.SC-4

levels of security functions.

Use products that provide measurable security in order to ensure the availability of
security reporting and the trustworthiness of sensing data through integrity protection.

CPS.DS-15

- Check the presence of unacceptable known security risks, including safety hazards,
from the planning and design phase of an loT device and systems incorporating loT
devices.

CPS.RA-4

- React accordingly to the security risks and the associated safety risks identified as
a result of the assessment conducted at the planning and design phase of an loT
device and systems incorporating loT devices.

CPS.RA-6

[Procedure]
- The response procedure after detecting malfunction|
of the loT device is not defined.

Develop and implement previously the procedure of response after detecting
incidents (securith operation process) that includes the response of Organization,
People, Componens, System to identify the content of response, priority, and scope
of response taken after an incident occurs.

CPS.RP-1

Unexpected behavior of the lIoT
device due to unauthorized
access to its controls by
impersonation of an authorized
user results in unpredicted
operation

- Identity spoofing using a stolen ID of a
proper host

- Unauthorized access that exploits
vulnerable protocols with no security means

L2_1_b ORG

[Organization]
- The organization has no mechanism for regularly
checking proper use of its network.

Determine and document the subject or scope of the audit recording/log recording,
and implement and review those records in order to properly detect high-risk security
incidents.

CPS.PT-1

Establish and implement the procedure to identify and manage the baseline of
network operations and expected information flows between people, goods, and
systems.

CPS.AE-1

Conduct network and access monitoring and control at the contact points between
corporate networks and wide area networks.

CPS.CM-1

L2_1_b_COM

[Components]
- Some settings are not robust enough in terms of

Introduce and implement the process to manage the initial setting procedure (e.g.,
password) and setting change procedure for loT devices and servers.

CPS.IP-1

security (e.g., passwords, ports).

Minimize funcions of loT devices and servers by physically and logically blocking
unnecessary network ports, USBs, and serial ports accessing directly the main
bodies of loT devices and servers etc.

CPS.PT-2

L2 1 b_SYS

[System]
- Access control of communication partners is not
robust enough.

Prevent unauthorized log-in to loT devices and servers by measures such as
implementing functions for lockout after a specified number of incorrect log-in
attempts and providing a time interval until safety is ensured.

CPS.AC-4

Develop a policy about controlling data flow, and according that protect the integrity
of the network by means such as appropriate network isolation (e.g., development
and test environment vs. production environment, and environment incorporates loT
devices vs. other environments within the organization).

CPS.AC-7

Restrict communications by IoT devices and servers to those with entities (e.g.
people, components, system, etc.) identified through proper procedures.

CPS.AC-8

Authenticate and authorize logical accesses to system components by loT devices
and users according to the transaction risks (personal security, privacy risks, and
other organizational risks).

CPS.AC-9

[2_1_b_PRO

[Procedure]
- No procedure for security settings of an loT device
is established.

Introduce and implement the process to manage the initial setting procedure (e.g.,
password) and setting change procedure for loT devices and servers.

CPS.IP-1

[Procedure]
- The response procedure after detecting malfunction|
of the loT device is not defined.

Develop and implement previously the procedure of response after detecting
incidents (securith operation process) that includes the response of Organization,
People, Componens, System to identify the content of response, priority, and scope

of response taken after an incident occurs.

CPS.RP-1
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Risk sources

Measure

- The organization has no procedures for deleting
data (or making data unreadable) in an loT device

(identifier) uniquely identifying the genuine loT devices and servers as well as
important information (e.g., private key and digital certificate), or make them
unreadable.

before disposal.

# Function Assumed security incident Measure Requirement N
Threat Vulnerability ID Vulnerability Requirement ID
Unauthorized input to the loT - Malware infection that takes advantage of dL2_1_c_ORG |[Organization] As part of the configuration management of devices, constantly manage software CPS.CM-6
device due to unauthorized system’s vulnerability - The organization is unclear about the status of the |configuration information, status of network connections (e.g., presence/absence of
access to the system that - Identity spoofing using a stolen security measures (e.g., software configurations; the |connections and access destination), and information transmission/reception status
remotely manages the loT ID/password of a proper user status of patches applied) for its system that between other “organization”, people, components, and systems.
devices results in unpredicted - Unauthorized command from system manages loT devices.
operation managing loT device to loT device L2_1_c_SYS [[System] Segregate duties and areas of responsibility properly (e.g. segregate user functions |[CPS.AC-5
- Access control regarding system administration from system administrator functions)
authority is not robust enough. Adopt high confidence methods of authentication where appropriate based on risk  |CPS.AC-6
(e.g. multi-factor authentication, combining more than two types of authentication)
when logging in to the system over the network for the privileged user.
[System] The security management team (SOC/CSIRT) collects information, including CPS.RA-2
- Access control regarding system administration vulnerability and threats from internal and external sources (through internal tests,
authority is not robust enough. security information, security researchers, etc.), analyzes the information, and
establishes a process to implement and use measures.
Restrict the software to be added after installing in the loT devices and servers. CPS.IP-2
- Discuss the method of conducting important security updates and the like on loT  |CPS.MA-1
devices and servers. Then, apply those security updateswith managed tools
properly and in a timely manner while recording the history.
- Introduce loT devices having a remote update mechanism to perform a mass CPS.MA-1
update of different software programs (OS, driver, and application) through remote
commands, where applicable.
Conduct remote maintenance of the loT devices and servers while granting CPS.MA-2
approvals and recording logs so that unauthorized access can be prevented.
As part of the configuration management of devices, constantly manage software CPS.CM-6
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.
Confirm the existence of vulnerability that requires a regular check-up in loT devices |CPS.CM-7
and servers managed within the organization.
[Procedure] Develop and implement previously the procedure of response after detecting CPS.RP-1
- The response procedure after detecting malfunction|incidents (securith operation process) that includes the response of Organization,
of the loT device is not defined. People, Componens, System to identify the content of response, priority, and scope
of response taken after an incident occurs.
Functions of loT devices and - DoS attacks on loT and communication L2_1_d_SYS |[System] Secure sufficient resources (e.g., People, Components, system) for components and |CPS.DS-6
communication devices stop due |devices that comprise an loT system - A system that contains loT devices does not have |systems, and protect assets property to minimize bad effects under cyber attack
to attacks such as denial-of- adequate resources (i.e., processing capacity, (e.g., DoS attack).
service (DoS) attack communication bandwidths, and storage capacity) Carry out periodic quality checks, prepare standby devices and uninterruptible power |CPS.DS-7
supplies, provide redundancy, detect failures, conduct replacement work, and update
software for loT devices, communication devices, circuits, etc.
Perform a periodical system backup and testing of components (e.g., loT devices, CPS.IP-4
communication devices, and circuits).
[Procedure] Develop and implement previously the procedure of response after detecting CPS.RP-1
- The response procedure after detecting the incidents (securith operation process) that includes the response of Organization,
stopping of the loT device is not defined. People, Componens, System to identify the content of response, priority, and scope
of response taken after an incident occurs.
2_1 |Function to control components and Behavior that threatens safety, - Command injection by an unauthorized L2_2_a_ORG |[Organization] - Check the presence of unacceptable known security risks, including safety hazards,|CPS.RA-4
displaying visualized data based on datalregardless of the behavior being |entity - The organization does not check whether the from the planning and design phase of an loT device and systems incorporating loT
received from cyberspace in normal or abnormal - Unacceptable input data from cyberspace devices have proper levels of safety functions at the |devices.
accordance with certain rules time of procurement. When signing contracts with external parties, check if the products and services CPS.sC-4
provided by the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
- Tampering control signal contracts and results of risk management.
by malware Formulate and implement procedures to address noncompliance to contractual CPS.SC-7
requirements found as a result of an audit, test, or other check on relevant parties.
Collect and securely store data proving that the organization is fulfilling its contractual| CPS.SC-8
obligations with other relevant parties or individuals, and prepare them for disclosure
as needed within appropriate limits.
Introduce loT devices that implement safety functions, assuming that these devices |CPS.PT-3
are connected to the network.
L2_2 _a_COM ([Components] - Use loT devices that can detect abnormal behaviors and suspend operations by ~ |CPS.CM-3
- There is no mechanism for verifying data that has |comparing the instructed behaviors and actual ones.
been input. - Validate whether information provided from cyberspace contains malicious code,
and is within the permissible range before any action based on the data.
L2_2 a SYS ([System] - Check the presence of unacceptable known security risks, including safety hazards,|CPS.RA-4
- Safety instrument is not considered in the system from the planning and design phase of an loT device and systems incorporating loT
being operated. devices.
- On the basis of the results of the risk assessment, clearly define the details of CPS.RA-6
measures to prevent possible security risks, and document the organized outcome
from the scope and priorities of the measures.
- React accordingly to the security risks and the associated safety risks identified as
a result of the assessment conducted at the planning and design phase of an loT
device and systems incorporating loT devices.
L2_2_a_ PRO |[Procedure] Develop and implement previously the procedure of response after detecting CPS.RP-1
- The organization has no established courses of incidents (securith operation process) that includes the response of Organization,
action to take when any of its devices shows a sign |People, Componens, System to identify the content of response, priority, and scope
of compromising safety. of response taken after an incident occurs.
2_2 |Function to read events in physical Data is tampered with in the - Man-in-the-middle attack that tamper with [L2_3_a_ORG [[Organization] When signing contracts with external parties, check if the products and services CPS.sC-4
space and translating them into digital |communication path between the |data on communication channnel. - The organization does not check whether the provided by the other relevant organizations properly comply with the security
data and sending the data to 10T device and cyberspace devices have functions to detect and prevent requirements defined by the organization while considering the objectives of such
cyberspace in accordance with certain tampering at the time of procurement. contracts and results of risk management.
rules Use products that provide measurable security in order to ensure the availability of |CPS.DS-15
security reporting and the trustworthiness of sensing data through integrity protection.
An unauthorized or tampered-with|- A stolen and illegally modified loT device |L2_3_b_ORG |[Organization] Document and manage appropriately the list of hardware and software, and CPS.AM-1
loT device connects to the connected to a network - The organization is unclear about the status of management information (e.g. name of asset, version, network address, name of
network and transmits incorrect |- Tampering by internal or external people devices connected to its information system or asset manager, license information) of components in the system.
data with malicious intent industrial control system. Introduce and implement the process to manage the initial setting procedure (e.g., CPS.IP-1
- Tampering with sensor readings, password) and setting change procedure for loT devices and servers.
thresholds, and settings As part of the configuration management of devices, constantly manage software CPS.CM-6
! configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.
L2_3_b_PEO ([People] Formulate and manage security requirements applicable to members of other CPS.SC-5
- Physical unauthorized acts to loT devices by relevant organizations, such as business partners, who are engaged in operations
internal or external people can not be prevented. outsourced from the organization.
Implement appropriate physical security measures such as locking and limiting CPS.AC-2
access to the areas where the loT devices and servers are installed, using entrance
and exit controls, biometric authentication, deploying surveillance cameras, and
inspecting belongings and body weight.
Perform setting, recording, and monitoring of proper physical access, considering the [CPS.CM-2
importance of loT devices and servers.
L2_3_b_COM |[Components] When handling information to be protected or procuring devices that have an CPS.DS-8
- The devices used are not anti-tampering, which important function to the organization, useselect the loT devices and servers
make it impossible to prevent physical falsification. ~|equipped with anti-tampering devices.
L2_3 b_SYS ([System] Conduct integrity checks of software runnning on the IoT devices and serversata  |CPS.DS-10
- The organization does not regularly verify the time determined by the organization, and prevent unauthorized software from
integrity of connected devices. launching.
Introduce an integrity check mechanism to verify the integrity of hardware. CPS.DS-12
[System] Document and manage appropriately the list of hardware and software, and CPS.AM-1
- It is not properly detected that an unauthorized management information (e.g. name of asset, version, network address, name of
device is connected to the network of the asset manager, license information) of components in the system.
organization. As part of the configuration management of devices, constantly manage software CPS.CM-6
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.
[System] Implement appropriate physical security measures such as locking and limiting CPS.AC-2
- The organization does not take physical security access to the areas where the loT devices and servers are installed, using entrance
measures such as access control and monitoring of [and exit controls, biometric authentication, deploying surveillance cameras, and
areas where its loT devices are installed, inspecting belongings and body weight.
Implement physical measures such as preparing an uninterruptible power supply, a [CPS.IP-5
fire protection facility, and protection from water infiltration to follow the policies and
rules related to the physical operating environment, including the loT devices and
servers installed in the organization.
Minimize funcions of loT devices and servers by physically and logically blocking CPS.PT-2
unnecessary network ports, USBs, and serial ports accessing directly the main
bodies of IoT devices and servers etc.
Perform setting, recording, and monitoring of proper physical access, considering the [CPS.CM-2
importance of loT devices and servers.
L2_3_b_DAT ([Data] When disposing of an IoT device and server, delete the stored data and the ID CPS.IP-6
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importance of loT devices and servers.

) . Risk sources . Measure
# Function Assumed security dent Measure Requirement N
Threat Vulnerability ID Vulnerability Requirement ID
An loT device with low quality is |- An loT device with low quality connected to|L2_3_c_ORG |[Organization] Identify, prioritize, and evaluate the organizations and people that play important role |CPS.SC-2
connected to a network, causing |a network - The organization does not check whether the in each layer of the three-layer structure to sustaining the operation of the
failures, transmission of - Insertion of a counterfeit that imitates a products are trustworthy at the time of procurement [organization.
inaccurate data or transmission to|genuine equipment of loT devices. When signing contracts with external organizations, check if the security CPS.SC-3
unauthorized entity . management of the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.
When signing contracts with external parties, check if the products and services CPS.SC-4
provided by the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.
Conduct regular assessments through auditing, test results, or other checks of CPS.SC-6
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.
Formulate and implement procedures to address noncompliance to contractual CPS.SC-7
requirements found as a result of an audit, test, or other check on relevant parties.
Collect and securely store data proving that the organization is fulfilling its contractual| CPS.SC-8
obligations with other relevant parties or individuals, and prepare them for disclosure
as needed within appropriate limits.
[Organization] Confirm that loT devices and software are genuine products during the booting-up  [CPS.DS-13
- The organization does not make certain that the loT|process.
devices and their software are official products (i.e.,
not falsified).
L2_3_c_SYS |[System] Implement appropriate physical security measures such as locking and limiting CPS.AC-2
- Network communications (wired or wireless) from |access to the areas where the loT devices and servers are installed, using entrance
unauthorized devices can not be prevented. and exit controls, biometric authentication, deploying surveillance cameras, and
inspecting belongings and body weight.
Properly authorize wireless connection destinations (including users, loT devices, CPS.AC-3
and servers).
As part of the configuration management of devices, constantly manage software CPS.CM-6
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.
[System] Properly control outbound communications that send information to be protected to  (CPS.DS-9
- The system cannot properly detect and block prevent improper data breach.
unauthorized outbound communication from the Conduct network and access monitoring and control at the contact points between  |CPS.CM-1
organization. corporate networks and wide area networks.
As part of the configuration management of devices, constantly manage software CPS.CM-6
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.
[System] Establish and implement the procedure to issue, manage, check, cancel, and monitor| CPS.AC-1
- The organization has implemented no mechanism |identification and authentication information of authorized goods, people, and
for checking whether the devices to be connected to [Procedures.
cyberspace and other official devices are official Confirm that loT devices and software are genuine products during the booting-up  |CPS.DS-13
Aradiicte process.
L2_3_c_PRO ([Procedure] When signing contracts with external parties, check if the products and services CPS.SC-4
- There is no procedure for checking whether the provided by the other relevant organizations properly comply with the security
procured products are reliable at the time of requirements defined by the organization while considering the objectives of such
procurement of loT devices. contracts and results of risk management.
Conduct regular assessments through auditing, test results, or other checks of CPS.SC-6
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.
Formulate and implement procedures to address noncompliance to contractual CPS.SC-7
requirements found as a result of an audit, test, or other check on relevant parties.
Collect and securely store data proving that the organization is fulfilling its contractual| CPS.SC-8
obligations with other relevant parties or individuals, and prepare them for disclosure
as needed within appropriate limits.
Inappropriate measurement Inappropriate acts against transcription L2_3_d_ORG |[Organization] When signing contracts with external parties, check if the products and services CPSs.sC-4
occurs due to physical function by people with malicious intent - The organization does not check whether the provided by the other relevant organizations properly comply with the security
interference with measurement . products are trustworthy in the measurement requirements defined by the organization while considering the objectives of such
security at the time of procurement of loT devices. ~|contracts and results of risk management.
Conduct regular assessments through auditing, test results, or other checks of CPS.SC-6
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.
Use products that provide measurable security in order to ensure the availability of |CPS.DS-15
security reporting and the trustworthiness of sensing data through integrity protection.
L2_3_d_SYS |[System] Implement appropriate physical security measures such as locking and limiting CPS.AC-2
- The organization does not take physical security access to the areas where the loT devices and servers are installed, using entrance
measures such as access control and monitoring of [and exit controls, biometric authentication, deploying surveillance cameras, and
areas where its loT devices are installed. inspecting belongings and body weight.
Implement physical measures such as preparing an uninterruptible power supply, a [CPS.IP-5
fire protection facility, and protection from water infiltration to follow the policies and
rules related to the physical operating environment, including the loT devices and
servers installed in the organization.
Perform setting, recording, and monitoring of proper physical access, considering the [CPS.CM-2
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B Functions/Assumed Security Incidents/Risk Sources/Measure Requirements in the Third Layer

Risk sources Measure
# Function A security il Measure Requirement s
Threat Vulnerability ID| Vulnerability Requirement ID
3_Comm|All of the following functions; - Denial-of-Service (DoS) attacks |- DoS attack on computing devices such |L3_3_b_ORG |[Organization] Identify, prioritize, and evaluate the organizations and people that play important role [CPS.SC-2
on |- Functions to securely send and receive |on computer equipment and as servers, communication devices, etc. - The organization does not confirm the in each layer of the three-layer structure to sustaining the operation of the
data communication devices (e.g., - Transmission of jamming waves trustworthiness of contractor organizations such as ~|organization.
- Functions to securely process and servers) that comprise a system data providers or data manipulators/analyzers before|When signing contracts with external organizations, check if the security CPS.SC-3
analyze data and after signing contracts. management of the other relevant organizations properly comply with the security
- Function to securely store data requirements defined by the organization while considering the objectives of such
contracts and results of risk management.
When signing contracts with external parties, check if the products and services CPS.sC-4
provided by the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.
Conduct regular assessments through auditing, test results, or other checks of CPS.SC-6
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.
Formulate and implement procedures to address noncompliance to contractual CPS.sC-7
requirements found as a result of an audit, test, or other check on relevant parties.
Collect and securely store data proving that the organization is fulfilling its CPS.SC-8
contractual obligations with other relevant parties or individuals, and prepare them
for disclosure as needed within appropriate limits.
The system that handles data - Services provided by a system with low [L3_3_c_ORG |[Organization] Identify, prioritize, and evaluate the organizations and people that play important role |CPS.SC-2
stops whether it has been quality/trustworthiness - The organization does not confirm the in each layer of the three-layer structure to sustaining the operation of the
attacked or not. trustworthiness of service supplier’s organizations, ~|°rganization.
systems, etc. before and after signing contracts. When signing contracts with external organizations, check if the security CPS.SC-3
management of the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.
\When signing contracts with external parties, check if the products and services CPS.SC-4
provided by the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.
Conduct regular assessments through auditing, test results, or other checks of CPS.SC-6
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.
Formulate and implement procedures to address noncompliance to contractual CPS.SC-7
requirements found as a result of an audit, test, or other check on relevant parties.
Collect and securely store data proving that the organization is fulfilling its CPS.SC-8
contractual obligations with other relevant parties or individuals, and prepare them
for disclosure as needed within appropriate limits.
L3_3_c_SYS ([System] Secure sufficient resources (e.g., People, Components, system) for components CPS.DS-6
- A system that contains loT devices does not have |and systems, and protect assets property to minimize bad effects under cyber attack
adequate resources (i.e., processing capacity, (e.g., DoS attack).
communication bandwidths, and storage capacity)
Carry out periodic quality checks, prepare standby devices and uninterruptible power |CPS.DS-7
supplies, provide redundancy, detect failures, conduct replacement work, and
update software for loT devices, communication devices, circuits, etc.
Perform a periodical system backup and testing of components (e.g., loT devices, CPS.IP-4
communication devices, and circuits).
Laws and rules that prescribe - Malware infection that takes advantage |[L3_4_a_ORG |[Organization] Classify and prioritize resources (e.g., People, Components, Data, and System) by |CPS.AM-6
data protection in cyberspace are |of a data storage system’s vulnerability - Responsibility in the organization for managing data{function, importance, and business value, and communicate to the organizations
violated - Physical intrusion by an unauthorized to be protected is not identified. and people relevant to those resources in business.
entity into the data storage area [Organization] Understand the level of data protection required by laws and arrangements CPS.GV-3
- Identity spoofing using a stolen - The organization is not fully aware of data regarding handling of data shared only by relevant organizations, develop data
ID/password of a proper user protection laws and regulations with which it should classification methods based on each requirement, and properly classify and protect
comply. data throughout the whole life cycle.
L3_4_a_PEO ([People] Provide appropriate training and education to all individuals in the organization and |CPS.AT-1
- People involved are not fully aware of how the manage the record so that they can fulfill assigned roles and responsibilities to
organization’s protected data should be handled for prevent and contain the occurrence and severity of security incidents.
security reasons. Improve the contents of training and education regarding security to members of the |CPS.AT-3
organization and other relevant parties of high importance in security management
of the organization.
L3_4_a_PRO ([Procedure] Understand the level of data protection required by laws and arrangements CPS.GV-3
- Necessary procedures for handling data are not regarding handling of data shared only by relevant organizations, develop data
established. classification methods based on each requirement, and properly classify and protect
data throughout the whole life cycle.
[Procedure] Maintain, update, and manage information such as the origination of data and data |CPS.DS-14
- The organization does not confirm whether the processing history throughout the entire life cycle.
necessary procedures are followed regarding data
handling.
L3_4_a_DAT |[Data] When signing contracts with external organizations, check if the security CPS.SC-3
- Personal data or other important information is management of the other relevant organizations properly comply with the security
distributed among multiple organizations or systems. |"éduirements defined by the organization while considering the objectives of such
contracts and results of risk management.
Conduct regular assessments through auditing, test results, or other checks of CPS.SC-6
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.
[Data] If the organization exchanges protected information with other organizations, agree |CPS.DS-1
- The organization is unaware that the data it in advance on security requirements for protection of such information.
handles is the specific type of data that must be
protected.
The security requirements for - Malware infection that takes advantage |L3_4_b_ORG |[Organization] Understand the level of data protection required by laws and arrangements CPS.GV-3
highly confidential data to be of a data storage system’s vulnerability - The organization is not fully aware of data regarding handling of data shared only by relevant organizations, develop data
shared only among authorized |- Physical intrusion by an unauthorized protection laws and regulations with which it should [classification methods based on each requirement, and properly classify and protect
parties has not been set or met. |entity into the data storage area comply. data throughout the whole life cycle.
- Internal fraud by an authorized user (1.3 4 b_PEO |[People] Provide appropriate training and education to all individuals in the organization and ~ |CPS.AT-1
- Identity spoofing using a stolen - People involved are not fully aware of how the manage the record so that they can fulfill assigned roles and responsibilities to
ID/password of a proper user organization's protected data should be handled for [Prevent and contain the occurrence and severity of security incidents.
security reasons. Improve the contents of training and education regarding security to members of the |CPS.AT-3
organization and other relevant parties of high importance in security management
of the organization.
L3_4_b_PRO ([Procedure] Understand the level of data protection required by laws and arrangements CPS.GV-3
- Necessary procedures for handling data are not regarding handling of data shared only by relevant organizations, develop data
established. classification methods based on each requirement, and properly classify and protect
data throughout the whole life cycle.
[Procedure] Maintain, update, and manage information such as the origination of data and data |CPS.DS-14
- The organization does not confirm whether the processing history throughout the entire life cycle.
necessary procedures are followed regarding data
handling.
L3_4_b_SYS |[System] Develop a policy about controlling data flow, and according that protect the integrity |CPS.AC-7
- The system is not designed according to the data |of the network by means such as appropriate network isolation (e.g., development
confidentiality. and test environment vs. production environment, and environment incorporates loT
devices vs. other environments within the organization).
Authenticate and authorize logical accesses to system components by loT devices |CPS.AC-9
and users according to the transaction risks (personal security, privacy risks, and
other organizational risks).
Encrypt information with an appropriate level of security strength, and store them. CPS.DS-2
L3_4_b_DAT [[Data] When signing contracts with external organizations, check if the security CPS.SC-3
- Personal data or other important information is management of the other relevant organizations properly comply with the security
distributed among multiple organizations or systems. requirements defined by the organization while considering the objectives of such
contracts and results of risk management.
Conduct regular assessments through auditing, test results, or other checks of CPS.SC-6
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.
[Data] If the organization exchanges protected information with other organizations, agree |CPS.DS-1
- The organization is unaware that the data it in advance on security requirements for protection of such information.
handles is the specific type of data that must be
protected.
3_1 |Functions to securely procecss and The organization’s protected data |- Malware infection that takes advantage [L3_1_b_ORG |[Organization] Identify, prioritize, and evaluate the organizations and people that play important role [CPS.SC-2
analyze data is leaked from a data processing |of the vulnerability of a data manipulation - The organization does not confirm the safeness  |in each layer of the three-layer structure to sustaining the operation of the
area managed by a related /analysis system managed by another and trustworthiness of data manipulation / analysis ~|organization.
organization. organization organizations and/or systems before and after When signing contracts with external organizations, check if the security CPS.SC-3
- Physical intrusion by an unauthorized signing contracts. management of the other relevant organizations properly comply with the security
entity into the data manipulation / requirements defined by the organization while considering the objectives of such
analysis area managed by another contracts and results of risk management.
organization When signing contracts with external parties, check if the products and services CPS.sC-4
- Identity spoofing using a stolen provided by the other relevant organizations properly comply with the security
ID/password of a proper user requirements defined by .the organization while considering the objectives of such
_ Protected data has been taken out contracts and results of risk management.
: P Conduct regular assessments through auditing, test results, or other checks of CPS.SC-6
g\:}zgjperly by another organization’s relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.
Formulate and implement procedures to address noncompliance to contractual CPS.sC-7
requirements found as a result of an audit, test, or other check on relevant parties.
Collect and securely store data proving that the organization is fulfilling its CPS.SC-8
contractual obligations with other relevant parties or individuals, and prepare them
for disclosure as needed within appropriate limits.
L3_1_b_PEO ([People] Formulate and manage security requirements applicable to members of other CPS.SC-5
- The organization does not confirm, before and after|relevant organizations, such as business partners, who are engaged in operations
signing contracts, the trustworthiness of people in  |outsourced from the organization.
organizations that undertake data manipulation /
analysis.
L3_1_b_DAT |[[Data] When signing contracts with external organizations, check if the security CPS.SC-3
- The organization’s data that must be protected is ~ |Mmanagement of the other relevant organizations properly comply with the security
distributed among multiple organizations at different requirements defined by the organization while considering the objectives of such
levels of security. contracts and results of risk management.
Conduct regular assessments through auditing, test results, or other checks of CPS.SC-6
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.
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Function

Risk sources

security il

Threat

Vulnerability ID|

Vulnerability

Measure Requirement

Measure
Requirement ID

Improper processed/analyzed
results become output due to a
malfunction in the data
processing/analyzing system

- Malware infection that takes advantage
of vulnerability of a data manipulation /
analysis system

- Unacceptable input data containing
code to attack a data manipulation /
analysis system

3_3_d_ORG

[Organization]
- The organization does not confirm the safeness of
data manipulation / analysis organizations and/or

Identify, prioritize, and evaluate the organizations and people that play important role
in each layer of the three-layer structure to sustaining the operation of the
organization.

CPS.SC-2

systems before and after signing contracts.

When signing contracts with external organizations, check if the security
management of the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.

CPS.SC-3

When signing contracts with external parties, check if the products and services
provided by the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.

CPS.SC-4

Conduct regular assessments through auditing, test results, or other checks of
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.

CPS.SC-6

Formulate and implement procedures to address noncompliance to contractual
requirements found as a result of an audit, test, or other check on relevant parties.

CPs.sC-7

Collect and securely store data proving that the organization is fulfilling its
contractual obligations with other relevant parties or individuals, and prepare them
for disclosure as needed within appropriate limits.

CPS.SC-8

133 d_SYS

[System]
- Settings in the system that processes and analyzes

Introduce and implement the process to manage the initial setting procedure (e.g.,
password) and setting change procedure for loT devices and servers.

CPS.IP-1

data are not secure.

Minimize funcions of loT devices and servers by physically and logically blocking
unnecessary network ports, USBs, and serial ports accessing directly the main
bodies of loT devices and servers etc.

CPS.PT-2

[System]

- Vulnerabilities that should be handled is left
unaddressed in a data manipulation / analysis
system.

The security management team (SOC/CSIRT) collects information, including
vulnerability and threats from internal and external sources (through internal tests,
security information, security researchers, etc.), analyzes the information, and
establishes a process to implement and use measures.

CPS.RA-2

Restrict the software to be added after installing in the loT devices and servers.

CPS.IP-2

Develop a vulnerability remediation plan, and modify the vulnerability of the
components according to the plan.

CPS.IP-10

- Discuss the method of conducting important security updates and the like on loT
devices and servers. Then, apply those security updateswith managed tools
properly and in a timely manner while recording the history.

CPS.MA-1

Conduct remote maintenance of the loT devices and servers while granting
approvals and recording logs so that unauthorized access can be prevented.

CPS.MA-2

As part of the configuration management of devices, constantly manage software
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.

CPS.CM-6

Confirm the existence of vulnerability that requires a regular check-up in loT devices
and servers managed within the organization.

CPS.CM-7

[System]

Encrypt information with an appropriate level of security strength, and store them.

CPS.DS-2

- Data are not protected enough in a system.

Encrypt the communication channel when communicating between loT devices and
servers or in cyberspace.

CPS.DS-3

Encrypt information itself when sending/receiving information.

CPS.DS-4

[System]
The system does not fully check data that serves as
input.

- Use loT devices that can detect abnormal behaviors and suspend operations by
comparing the instructed behaviors and actual ones.

- Validate whether information provided from cyberspace contains malicious code,
and is within the permissible range before any action based on the data.

CPS.CM-3

Validate the integrity and authenticity of the information provided from cyberspace
before operations.

CPS.CM-4

[System]
- The system has no mechanism for detecting and
handling any abnormality related to security as soon

Determine and document the subject or scope of the audit recording/log recording,
and implement and review those records in order to properly detect high-risk security
incidents.

CPS.PT-1

as it arises.

Establish and implement the procedure to identify and manage the baseline of
network operations and expected information flows between people, goods, and
systems.

CPS.AE-1

Conduct network and access monitoring and control at the contact points between
corporate networks and wide area networks.

CPS.CM-1

Monitor communication with external service providers so that potential security
events can be detected properly.

CPS.CM-5

Develop and implement previously the procedure of response after detecting
incidents (securith operation process) that includes the response of Organization,
People, Componens, System to identify the content of response, priority, and scope
of response taken after an incident occurs.

CPS.RP-1

32

Function to securely store data

A related organization’s protected
data is leaked from a data
storage area managed by the
organization.

- Malware infection that takes advantage
of the vulnerability of a data storage
system manageed by another
organization

- Physical intrusion by an unauthorized
entity into the data storage area
managed by another organization

- Identity spoofing using a stolen
ID/password of a proper user

- Protected data has been taken out
improperly by a mallicious entity of the
organization

[3_1_a_ORG

[Organization]
- Responsibility in the organization for managing data
to be protected is not identified.

Classify and prioritize resources (e.g., People, Components, Data, and System) by
function, importance, and business value, and communicate to the organizations
and people relevant to those resources in business.

CPS.AM-6

13 1_a_sYS

[System]
- Settings in the system storing data to be protected

Introduce and implement the process to manage the initial setting procedure (e.g.,
password) and setting change procedure for loT devices and servers.

CPS.IP-1

of relevant parties are not secure.

Minimize funcions of loT devices and servers by physically and logically blocking
unnecessary network ports, USBs, and serial ports accessing directly the main
bodies of loT devices and servers etc.

CPS.PT-2

[System]
- Vulnerabilities that should be handled is left
unaddressed in the organization's system.

The security management team (SOC/CSIRT) collects information, including
vulnerability and threats from internal and external sources (through internal tests,
security information, security researchers, etc.), analyzes the information, and
establishes a process to implement and use measures.

CPS.RA-2

Restrict the software to be added after installing in the loT devices and servers.

CPS.IP-2

Develop a vulnerability remediation plan, and modify the vulnerability of the
components according to the plan.

CPS.IP-10

- Discuss the method of conducting important security updates and the like on loT
devices and servers. Then, apply those security updateswith managed tools
properly and in a timely manner while recording the history.

CPS.MA-1

Conduct remote maintenance of the loT devices and servers while granting
approvals and recording logs so that unauthorized access can be prevented.

CPS.MA-2

As part of the configuration management of devices, constantly manage software
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.

CPS.CM-6

Confirm the existence of vulnerability that requires a regular check-up in loT devices
and servers managed within the organization.

CPS.CM-7

[System]

Regarding access to stored information, a request
sender is not identified / authenticated in a manner
suited to the level of confidentiality of such

Understand the level of data protection required by laws and arrangements
regarding handling of data shared only by relevant organizations, develop data
classification methods based on each requirement, and properly classify and protect
data throughout the whole life cycle.

CPS.GV-3

information.

Establish and implement the procedure to issue, manage, check, cancel, and
monitor identification and authentication information of authorized goods, people,
and procedures.

CPS.AC-1

Segregate duties and areas of responsibility properly (e.g. segregate user functions
from system administrator functions)

CPS.AC-5

Adopt high confidence methods of authentication where appropriate based on risk
(e.g. multi-factor authentication, combining more than two types of authentication)
when logging in to the system over the network for the privileged user.

CPS.AC-6

Authenticate and authorize logical accesses to system components by loT devices
and users according to the transaction risks (personal security, privacy risks, and
other organizational risks).

CPS.AC-9

[System]

- The organization does not take physical security
measures such as access control and monitoring of
areas where its loT devices and servers are

Implement appropriate physical security measures such as locking and limiting
access to the areas where the loT devices and servers are installed, using entrance
and exit controls, biometric authentication, deploying surveillance cameras, and
inspecting belongings and body weight.

CPS.AC-2

installed.

Implement physical measures such as preparing an uninterruptible power supply, a
fire protection facility, and protection from water infiltration to follow the policies and
rules related to the physical operating environment, including the loT devices and
servers installed in the organization.

CPS.IP-5

Minimize funcions of loT devices and servers by physically and logically blocking
unnecessary network ports, USBs, and serial ports accessing directly the main
bodies of loT devices and servers etc.

CPS.PT-2

Perform setting, recording, and monitoring of proper physical access, considering
the importance of loT devices and servers.

CPS.CM-2

[System]
- The system has no mechanism for detecting and
handling any abnormality related to security as soon

Determine and document the subject or scope of the audit recording/log recording,
and implement and review those records in order to properly detect high-risk security
incidents.

CPS.PT-1

as it arises.

Establish and implement the procedure to identify and manage the baseline of
network operations and expected information flows between people, goods, and
systems.

CPS.AE-1

Conduct network and access monitoring and control at the contact points between
corporate networks and wide area networks.

CPS.CM-1

Monitor communication with external service providers so that potential security
events can be detected properly.

CPS.CM-5

Develop and implement previously the procedure of response after detecting
incidents (securith operation process) that includes the response of Organization,
People, Componens, System to identify the content of response, priority, and scope
of response taken after an incident occurs.

CPS.RP-1

[3_1_a_PRO

[Procedure]

- There is no procedure for confirming levels of
confidentiality and necessary security measures
regarding data whose management is outsourced

from other organizations.

If the organization exchanges protected information with other organizations, agree
in advance on security requirements for protection of such information.

CPS.DS-1
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before operations.

Risk sources Measure
# Function A security il Measure Requirement s
Threat Vulnerability ID| Vulnerability Requirement ID
L3_1_a_DAT |[[Data] Understand the level of data protection required by laws and arrangements CPS.GV-3
- Classification concerning protection of data regarding handling of data shared only by relevant organizations, develop data
commissioned by relevant parties is not identified. classification methods based on each requirement, and properly classify and protect
data throughout the whole life cycle.
[Data] Conduct regular assessments through auditing, test results, or other checks of CPS.SC-6
- Data protection at a predefined level of relevant parties such as business partners to ensure they are fulfilling their
confidentiality is not implemented. contractual obligations.
Develop a policy about controlling data flow, and according that protect the integrity |CPS.AC-7
of the network by means such as appropriate network isolation (e.g., development
and test environment vs. production environment, and environment incorporates loT
devices vs. other environments within the organization).
Encrypt information with an appropriate level of security strength, and store them. CPS.DS-2
Encrypt the communication channel when communicating between loT devices and |CPS.DS-3
servers or in cyberspace.
Encrypt information itself when sending/receiving information. CPS.DS-4
Securely control encryption keys throughout their life cycle to ensure proper CPS.DS-5
operation and securely transmitted, received and stored data.
Properly control outbound communications that send information to be protected to |CPS.DS-9
prevent improper data breach.
The organization’s protected data - Malware infection that takes advantage |L3_1_c_ORG |[Organization] Identify, prioritize, and evaluate the organizations and people that play important role |CPS.SC-2
is leaked from a data storage of the vulnerability of a data storage - The organization does not confirm the safeness of |in each layer of the three-layer structure to sustaining the operation of the
area managed by a related system manageed by another data storage organizations and/or systems before ~ |organization.
organization. organization and after signing contracts. When signing contracts with external organizations, check if the security CPS.SC-3
- Physical intrusion by an unauthorized management of the other relevant organizations properly comply with the security
entity into the data storage area requirements defined by .the organization while considering the objectives of such
managed by another organization contracts and results of risk management.
- Identity spoofing using a stolen Conduct regular assessments through auditing, test results, or other checks of CPS.SC-6
relevant parties such as business partners to ensure they are fulfilling their
ID/password of a proper user contractual obligations.
- Protected data has been taken out F p - =
. . N ormulate and implement procedures to address noncompliance to contractual CPS.SC-7
|mproperl}/ by a mallicious entity of the requirements found as a result of an audit, test, or other check on relevant parties.
organization Collect and securely store data proving that the organization is fulfilling its CPS.SC-8
contractual obligations with other relevant parties or individuals, and prepare them
for disclosure as needed within appropriate limits.
L3_1_c PEO ([People] Formulate and manage security requirements applicable to members of other CPS.SC-5
- The organization does not confirm, before and after|relevant organizations, such as business partners, who are engaged in operations
signing contracts, the trustworthiness of people in  |outsourced from the organization.
organizations that undertake data manipulation.
L3_1_c_DAT |([Data] When signing contracts with external organizations, check if the security CPS.SC-3
- The organization’s data that must be protected is  |Mmanagement of the other relevant organizations properly comply with the security
distributed among multiple organizations at different requirements defined by the organization while considering the objectives of such
levels of security. contracts and results of risk management.
Conduct regular assessments through auditing, test results, or other checks of CPS.SC-6
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.
Data in storage is tampered with |- Identity spoofing using a stolen L3_2_a_DAT |[[Data] Perform integrity checking on information to be sent, received, and stored. CPS.DS-11
ID/password of a proper user - Data being stored do not have a mechanism to
detect falsifications.
3_3 |Functions to securely send and receive Data in use is tampered with. - Identity spoofing using a stolen L3_2_b_DAT ([Data] Encrypt the communication channel when communicating between loT devices and |CPS.DS-3
data ID/password of a proper user - Data are not protected enough in communication ~ [servers or in cyberspace.
- Man-in-the-middle attacks to falsify paths. Encrypt information itself when sending/receiving information. CPS.DS-4
data on communication paths [Data] Perform integrity checking on information to be sent, received, and stored. CPS.DS-11
- Data being used do not have a mechanism to
detect falsifications.
The system receives - Identity spoofing by an unauthorized  |L3_3_a_ORG |[Organization] Identify, prioritize, and evaluate the organizations and people that play important role |CPS.SC-2
inappropriate data from an organization/person/component/system - The organization does not confirm the in each layer of the three-layer structure to sustaining the operation of the
Organization/People/Components|to use an ID of a proper entity trustworthiness of the data sender organizations organization.
(due to a spoofing attack etc.). |- Inappropriate data from authorized such as data providers or data When signing contracts with external organizations, check if the security ) CPS.SC-3
components and system that have been manipulators/analyzers before and after signing the |Management of the other relevant organizations properly comply with the security
tampered with contracts. requirements defined by .the organization while considering the objectives of such
contracts and results of risk management.
When signing contracts with external parties, check if the products and services CPS.SC-4
provided by the other relevant organizations properly comply with the security
requirements defined by the organization while considering the objectives of such
contracts and results of risk management.
Conduct regular assessments through auditing, test results, or other checks of CPS.SC-6
relevant parties such as business partners to ensure they are fulfilling their
contractual obligations.
Formulate and implement procedures to address noncompliance to contractual CPS.SC-7
requirements found as a result of an audit, test, or other check on relevant parties.
Collect and securely store data proving that the organization is fulfilling its CPS.SC-8
contractual obligations with other relevant parties or individuals, and prepare them
for disclosure as needed within appropriate limits.
L3_3 a_PEO ([People] Provide appropriate training and security education to members of the organization |CPS.AT-2
- A contractor's employees responsible for the and other relevant parties of high importance in security management that may be
outsourced work are not fully aware of how the involved in.tr}e security inc.ident pre\{ention and response. Then, manage the record
organization’s protected data should be handled for |0 such training and security education.
security reasons. Improve the contents of training and education regarding security to members of the |CPS.AT-3
organization and other relevant parties of high importance in security management
of the organization.
L3_3_a_SYS ([System] The security management team (SOC/CSIRT) collects information, including CPS.RA-2
- Vulnerabilities that should be handled is left vulnerability and threats from internal and external sources (through internal tests,
unaddressed in a data collection / analysis system. security information, security researchers, etc.), analyzes the information, and
establishes a process to implement and use measures.
Restrict the software to be added after installing in the loT devices and servers. CPS.IP-2
Develop a vulnerability remediation plan, and modify the vulnerability of the CPS.IP-10
components according to the plan.
- Discuss the method of conducting important security updates and the like on loT ~ |CPS.MA-1
devices and servers. Then, apply those security updateswith managed tools
properly and in a timely manner while recording the history.
- Introduce loT devices having a remote update mechanism to perform a mass CPS.MA-1
update of different software programs (OS, driver, and application) through remote
commands, where applicable.
Conduct remote maintenance of the loT devices and servers while granting CPS.MA-2
approvals and recording logs so that unauthorized access can be prevented.
As part of the configuration management of devices, constantly manage software CPS.CM-6
configuration information, status of network connections (e.g., presence/absence of
connections and access destination), and information transmission/reception status
between other “organization”, people, components, and systems.
Confirm the existence of vulnerability that requires a regular check-up in loT devices |CPS.CM-7
and servers managed within the organization.
[System] Encrypt the communication channel when communicating between loT devices and |CPS.DS-3
- Communication channel is not appropriately servers or in cyberspace.
protected.
[System] Determine and document the subject or scope of the audit recording/log recording, |CPS.PT-1
- The organization’s system has no mechanism for ~|and implement and review those records in order to properly detect high-risk security
detecting and handling any abnormality related to  [incidents.
security as soon as it arises. Establish and implement the procedure to identify and manage the baseline of CPS.AE-1
network operations and expected information flows between people, goods, and
systems.
Conduct network and access monitoring and control at the contact points between |[CPS.CM-1
corporate networks and wide area networks.
Monitor communication with external service providers so that potential security CPS.CM-5
events can be detected properly.
Develop and implement previously the procedure of response after detecting CPS.RP-1
incidents (securith operation process) that includes the response of Organization,
People, Componens, System to identify the content of response, priority, and scope
of response taken after an incident occurs.
[System] Establish and implement the procedure to issue, manage, check, cancel, and CPS.AC-1
- The system does not identify or authenticate the monitor identification and authentication information of authorized goods, people,
person on the other end of communication in and procedures.
cyberspace when the communication starts. Properly authorize wireless connection destinations (including users, loT devices, CPS.AC-3
and servers).
Prevent unauthorized log-in to loT devices and servers by measures such as CPS.AC-4
implementing functions for lockout after a specified number of incorrect log-in
attempts and providing a time interval until safety is ensured.
Restrict communications by loT devices and servers to those with entities (e.g. CPS.AC-8
people, components, system, etc.) identified through proper procedures.
Authenticate and authorize logical accesses to system components by loT devices |CPS.AC-9
and users according to the transaction risks (personal security, privacy risks, and
other organizational risks).
L3_3_a_DAT [[Data] - Use loT devices that can detect abnormal behaviors and suspend operations by CPS.CM-3
- No mechanism for filtering data sent from the other [comparing the instructed behaviors and actual ones.
endpoint of communication is installed or operated. | Validate whether information provided from cyberspace contains malicious code,
and is within the permissible range before any action based on the data.
Validate the integrity and authenticity of the information provided from cyberspace |CPS.CM-4
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Appendix C: Examples of security measures according to measure requirements

- Examples of security measures for each of the High Advanced, Advanced, and Basic levels are stated for implementing measure requirements described in Part lll. To implement High Advanced-level measures, there is a need to include not only High Advanced-level measures but also Advanced- and Basic-level measures.
- The level of a measure is determined according to the costs in implementing/operating the measure, the scope of the measure (e.g., whether the scope is applied only to the organization or other related organizations), etc., based on management measures stratified into levels.
- The subject that implements measures is classifed as “S” (implemented by a system through technical means), as “O” (implemented by an organization (e.g., by people through non-technical means)), and as “O/S” (implemented by both a system and an organization).
- In the description of the examples of measures, the documents described in “related standards, etc.” which are assigned to each requirement in Part 3 and a part of the corresponding items (shown as “Reference Guidelines” in the table) are referred.
- The measures described in this section are just examples and do not deny other implementation methods. Use this document as a reference for risk management according to the characteristics of the business of each organization, the results of the risk analyses, etc.
. Reference Guidelines
Measure . Corresponding . .SUbjeCt that )
Requirement ID Measure Requirement Vulnerability ID Examples of security measure implements NIST SP 800-171 NIST SP 800-53 |ISO/IEC 27001:2013 |EC 62443-2-1:2010 | IEC 62443-3-3:2013
measures Rev.4 Annex A
Document and manage appropriately the L1_1_a_COM, (<High-Advanced>
list of hardware and software, and L1_1_b_COM, |-The organization identifies assets constituting its information systems and industrial control systems (hardware, including loT devices; software; and information) O
management information (e.g. name of L1_1_c_COM, uniquely, assigns a responsible person to each asset. And the organization maintains/manages lists periodically, or at the request of the operator including configuration o (In addition to the
asset, version, network address, name of L2_1_a_ORG, |information of assets (e.g., names, version information, license information, and location) while recognizing situations in real time. o/s (342) following, CM-8(1), - -
asset manager, license information) of |—2_3_b_OSR% - The information system regularly audits whether the actual configuration grasped conforms to the baseline configuration defined by the organization, and responds . CM-8(2), CM-8(3),
in th tem L2 3 b_SY appropriately. (Example: blocking unplanned connections except those permitted by the organization as an exception) CM-8(5))
Components in the sys ) -The information system and industrial control system implement and operate a mechanism which automatically detects and responses to unauthorized assets.
<Advanced> O
- Maintain/manage lists including configuration information of assets (e.g., names, version information, license information, and location) by reviewing and updating (In adfiltlon to the
- following, A.8.1.3)
them periodically.
CPS.AM-1 - The organization makes a list of removable media (e.g., USB memory sticks) that can be used on system components (information system or industrial control system),
. " and manages the use of them. (e}
- The organization uses only removable media (e.g. USB memory) permitted in the organization. Also, if there is no identifiable ownwer of portable storage devices, the
organization prohibits the use of such devices.
- The organization controles access to the media that contain highly confidential data, and properly grasps and manages the usage of the media taken outside of the o o o O
’ (3.4.1,3.8.5,3.8.7, 3.8.8), (CM-8, PM-5) (4.2.3.4) (SR7.8)
controlled areas.
<Basic>
- The organization identifies assets constituting its information system and industrial control system (hardware, software and information), assigns a responsible person
to each asset, and documents a list of them. o O
- It is desirable to list all the assets held, but if the target is huge, consider narrowing down the target assets through integration (grouping) of the analysis target and (A.8.1.1,A8.1.2)
exclusion from the analysis target.
- The organization sets priorities to the identified assets based on the importance of them in its business operation.
Specify a method to ensure traceability L1_3_a_COM, |<High-Advanced>
based on the importance of the L1_3_b_COM |- When traceability is a requirement, the organization manages a unique identification to outputs (products) and maintains documented necessary information for
components produced by the organization’s enabling traceability.
supply chain. = Itis desirable for the organization to consider a method of unique identification in accordance with the rules applicable to different industries such as cross-industry o - - - - -
common numbering rules.
[Reference] “ISO 9001:2015"” 8.5.2 Identification and Traceability
CPS.AM-2 Common among <Advanced> and <Basic>
- The organization prioritizes the products of the organization into multiple stages from the viewpoint of the following example.
- Extent of the impact in the supply chain when problems (e.g. regarding product quality) are found.
- Magnitude of the impact on the business of the organization when problems (e.g. regarding product quality) are found. o R R R R R
- The organization specifies an appropriate method of identifying outputs (e.g., adding serial numbers) such as adding numbers depending on the importance of the
components produced by the organization on its supply chain.
- The organization identifies the conditions of outputs related to the requirements for monitoring and measuring throughout the processes of manufacturing and
providing services.
Create records such as the date of L1_3_a_COM, |<High-Advanced>
production and condition of components L1_3_b_COM |- The organization prepares internal rules related to production activities, and based on the possibility that records of produced components may be later audited in
depending on importance, and prepare and accordance with its importance, shares awareness with partners regarding importance in prior, and ensures an appropriate level of record management. (0] - - - - -
adopt internal rules regarding records of - Itis desirable that records of production activities that are created and managed can be quickly searched by production date, classification of components (e.g.,
production activities in order to store z:::;i:nn::z)n’;::;:;;il — s
CPS.AM-3 components for a certain perIOd of time. - The organization creates a record such as the date of production and condition of components depending on the importance of the produced component on the
supply chain, and prepares and manages internal rules of production activities in order to store components for a certain period of time.
- The organization considers the following when creating or updating the above records. o - - - - -
-Making an appropriate identification and description (eg title, date, documenter, reference number)
-Recording in appropriate format (e.g., language, software version, charts) and media (e.g., paper, electronic media)
-Obtaining appropriate reviews and approvals for relevance
Create and manage appropriately network | L1_3_b_ORG, |<High-Advanced> O
configuration diagrams and data flows L1_3_c_ORG |- The organization implements/manages an automated mechanism for monitoring and managing system configurations, communication network configurations, and o R (In addition to the B R
within the organization. data flows of their information systems and industrial control systems in real time. following, CM-2(2),
CM-2(3))
<Advanced> O
CPS.AM-4 - The organization states the characteristics of the interface, security requirements, and characteristics of transmitted data for network connection in a diagram in the o - (In addition to the O - -
associated documents. following, CA-9) (A.13.2.1,A13.2.2)
<Basic>
- The organization documents and stores system configurations, communication network configurations, and data flows of an information systems and an industrial o 0
control systems in a range managed by the organization (for example, in units of business establishments). o - (CM-2, CM-2(1)) (4.2.3.4,42.35) -
- The organization reviews related documents periodically or when there is a change in system configurations, network configurations, or data flows and updates them ! o
as necessary.
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. Reference Guidelines
Measure M Requirement Corrasponding Examples of securit 'SUbieCt thta \ NIST SP 800-53 |ISO/IEC 27001:2013
Requirement ID easure Requiremen Vulnerability ID xamples of security measure implements | -\t sp 800-171 - : IEC 62443-2-1:2010 | IEC 62443-3-3:2013
measures Rev.4 Annex A
Create and manage appropriately a list of L1_1_a_COM, |<High-Advanced> o
external information systems where the L1_1_b_COM, |- The system makes a list of external information services in use and manages the users, devices as well as serviced in use in real time. oris O (In addition to the B R
organization’s assets are shared. t:_;_g_ggg, -The systerr\ us.es e.l mec.h.anlsm to. give notice to the system admmlstra_tor wh?n an unpermitted external |nfcirmat|on system service is de_tected. (3.12.4) following, SA-9(2))
_o_Db_ » |- The organization identifies functions, ports, protocols, and other services which are necessary for using services offered by external providers. O
L1_3_c_ORG [<Advanced> (In addition to the
- The organization sets conditions for allowing other organizations which own or operate external information systems to do the following: o O following, A.13.1.2)
CPS.AM-5 a. Accessirig an information sysrerp in(the orga‘nization from an external informaltiori systern . ) o (3.1.20,3.1.21, 3.12.4) (In ad(_jition to the - -
b. Processing, saving, or transmitting information under the control of the organization using an external information system following, AC-20)
- The organization restricts a use of storage in an external system the organization owns to an authorized one.
<Basic>
- The organization makes a list of external information system services in use and defines roles and responsibilities as users in each service. o o
° ) SA-9 AB.1.1 ) )
[Reference] Appendix A "Concret examples of contract provisions and commentaries" of “Guidebook for using Cloud Security Guideline” (METI, 2013) could be referred (8A-9) (A8.1.1)
to regarding the points to consider when stipulating in the contract the roles and responsibilities of users especially in terms of usage of cloud service.
Classify and prioritize resources (e_g_, L1_1_a_ORG, [Common among <High-Advanced> and <Advanced>
People, Components, Data, and System) by L1_1_b_ORG, |- The organization considers business requirements and legal requirements which share or restrict data when classifying resources of the information system and 0
function, importance, and business value, L1_1_c_ORG, [industrial control system (data, components processing data, system, etc). o - (RA-2. SA-14) - -
and communicate to the organizations and L3_1_a_ORG, |[-The person responsible for an asset is responsible for the classification of the data. * o
CPS.AM-6 people relevant to those resources in L3 4_a_ ORG |-The organization includes classification rules and classification review standards after time passes in a resource classification system. (A6.1.1)
. <Basic> .6.1.
business. - The organization sets priorities on identified information assets according to importance to the organization. o R O O R
- When related laws or regulations require us to follow a certain classification for resources of the organization (e.g., system and data), apply an appropriate (RA-2, SA-14) (4.2.36,4.3.4.4.3)
classification to the asset.
Define roles and responsibilities for cyber L1_3_b_ORG, [Common among <High-Advanced> and <Advanced>
security across the organization and other L1_3_c_ORG |- In preparation for damages caused by security incidents, the organization considers risk transfer by using cyber insurance, etc., in addition to implementing security o - - - -
relevant parties. measures designated by business partners.
<Basic> o
CPS.AM-7 - In a contract with a contractor or an outsourcer, the organization specifies the scope of the responsibilities of the organization and that of the business partner (state (A6.1.1, A15.1.1)
the disclaimer and an upper limit on agreed compensation for damages) in case of a damage caused by a security incident in the business. o R @] R @] R
- To increase the effectiveness of the requirements related to security which a business partner requires or is required to satisfy in a contract, it is desirable that the (SA-4) (4.3.2.3.3)
organization makes an agreement in meeting the requirements, identifying deficiencies and details of actions, paying expenses, and using an alternative when they
cannot be satisfied at the time of the contract or in the early stage of the contract.
Identify and share the role of the L1_3 b_ORG, [<High-Advanced> o
organizations in the supply chain. L1_3_c_ORG |- The organization estimates the details and scale of the impacts on direct partners and the entire supply chain in case of a security issue incident which has a harmful o - (CP-2, SA-14) - - -
effect on the business in the organization. !
<Advanced>
- The organization graphically represents the overview of a supply chain related to the organization, with clarification of the roles in the entire organization by
considering the component flow, data flow, etc., between organizations. [¢] - - - - -
CPS.BE-1 - The organization shares the above results with related organizations (suppliers to the organization, related departments within the organization, and customers of the
organization).
<Basic>
- The organization graphically represents the overview of the business connections among suppliers to the organization, related departments within the organization,
and customers of the organization, with clarification of the roles in the organization by considering component flow, data flow, etc., between organizations. o R R R R R
- The organization shares the above results with related organizations (suppliers to the organization, related departments within the organization, and customers of the
organization).
Define poiicies and standard measures L1_1_a_ORG, [Common among <High-Advanced> and <Advanced>
regarding security that are consistent with L1_1_b_ORG, |- The organization defines its missions and business processes and gives priorities to actions, in consideration of risks to its business, its assets, persons, other o R O O O R
the high-priority business and operations of | --1-¢-ORG |organizations, etc. (PM-11, SA-14) (A.5.1.1) (4.2.2.1,4.2.3.6)
the organization, and share them with - The organization informs other organizations of their roles and responsibilities specified in its security policies.
. . . <Basic>
CPS.BE-2 part.les reIeyant t? the org'c.lnlzatlon S, - The organization should identify in advance the core businesses that should be continued and restored in priority, and the operations considered to be important. In
business ,(mdUdmg SUpp“erS and third- addition, identify and prioritize important resources (relevant parties, People, Components, Data, System, etc.) and functions from the viewpoint of business continuity.
party prOVIderS)' - The organization classifies and prioritizes resources particularly in industrial control systems, taking into consideration whether adverse effects on health, safety and o ) . ) . )
environment (HSE) may occur due to malfunction or stoppage.
Identify the dependency between the L1_3_b_ORG, |<High-Advanced>
organization and other relevant parties and L1_3_c_ORG |- The organization identifies the functions of the following support utilities for the continuation of its business and the dependence relationship between them.
the important functions of each in the - Communication service
course of running the operation. - Electrical power equipment (including power cables)
- Among the above identified utilities, for those which have important roles for the continuation of its business, the organization examines the possibility of taking
measures as follows: O O
- Establishment of alternative communication services o - (ln. addition to the (In addition to the - -
- Physical protection of electrical power equipment and power cables following, CP-8, CP-8(1), following, A.11.2.2)
; , CP-8(2), PE-9, PE-11) !
- Preparation of short-term permanent power supply equipment
CPS.BE-3 - When examining the possibility of using an alternative communication service, the organization considers the following:
- Identify the requirements on the availability of the organization (including the target recovery time) when examining a contract with a communication service
provider.
- Reduce the possibility of sharing a single point of failure with a primary communication service.
<Advanced>
- The organization identifies the requirements for the capacity/capability of an applicable system according to the requirements for its availability stipulated in CPS.AM- o o
& ° : SC-5(2 A12.3.1 : :
- In order to fulfill the required system performance, the organization monitors/adjusts the use of resources in the information systems and industrial control systems in (SC-5(2)) (A123.1)
operation, and pre-estimates the storage capacity/performance required in the future.
<Basic> fo) - - - - -
- The organization identifies suppliers that are in important dependency in continuing their business.
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Measure Corresponding Subject that
) Measure Requirement - Examples of security measure implements NIST SP 800-53 |ISO/IEC 27001:2013
Requirement ID . Vulnerability ID P Y P NIST SP 800-171 IEC 62443-2-1:2010 | IEC 62443-3-3:2013
measures Rev.4 Annex A
Develop security policies, define roles and L1_1_a_PRO, |<High-Advanced>
responsibilities for security across the L1_1_b_PRO, |- While sharing the basic policy with operations used in a conventional IT environment, the organization formulates security policies and operational procedures by fully
organization and other relevant parties, and L1_1_c_PRO |considering the characteristics of a site on which an loT device is installed. o ) . 121 ; }
clarify the information-sharing method (A12.1.1)
among stakeholders [Reference] For example, IEC 62443-2-1, a security management standard for industrial automation and control systems (IACS), requires formulation of cyber security
' policies at an upper level for an IACS environment.
<Advanced>
- The organization formulates a series of lower level security policies, such as the policies and implementation procedures of the following individual topics, to support
policies at a higher level.
a) Access control and authentication
b) Physical security measures
c) System development and maintenance @] O
CPS.GV-1 d) Management of external contractors (controls from all o (4.3.2.33,4.3.2.21,
e) Classification and handling of information (0] - security control families) (A5.1.1, AM12.1.1) 4.3.2.6) -
- The organization formulates a series of security policies by fully considering the organization’s a) business strategies, b) related rules, laws, regulations, and contracts, e o
and c) environments under threats to security to sufficiently reflect the actual situation of the organization.
- The organization reviews and updates a security plan according to changes in its a) business strategies, b) related rules, laws, regulations, and contracts, and c)
environments under threats to security.
[Reference] To formulate a policy at a more detailed level, refer to related standards such as ISO/IEC 27002 for identification of fields which require the policy, and refer
to more detailed guidelines.
<Basic>
- The organization formulates a basic security policy at the highest level of its series of security policies, obtains an approval of the management, and operates it o @]
appropriately. (A5.1.1)
- The organization reviews and updates the security policy periodically (e.g., once a year).
Formulate internal rules considering L1_2 a ORG, [Common among <High-Advanced>, <Advanced> and <Basic>
domestic and foreign laws, including the Act L1_2_a COM, |- within the organization’s business activities, clearly identify all related laws, regulations, and contractual requirements in the context of security as well as the
on the Protection of Personal Information L1_2_a SYS, |organization’s effort to fulfill these requirements, document them, and maintain those documents at their latest.
and Unfair Competition Prevention Act. as L1_2_a PRO, |-The organization defines and documents detailed management measures and details of responsibilities to satisfy the requirements. o O
. T i L1.2 a DAT |- The controller identifies all laws and regulations which are applied to each organization to satisfy requirements related to the type of business.
CPS.GV-2 |well as industry guidelines, and review and ent regufati PP ganiz yreq e typ ) o ) (controls from all security (A6.1.3,A.18.1.1, O i
. L . - When the organization operates businesses in other countries, the controller considers to comply with the laws and regulations in all related countries. - A.18.1.2, A.18.1.3, (4.43.7)
revise the rules on a continuing and timely control families) A18.14, A18.1.5)
basis in accordance with any changes in o
relevant laws, regulations, and industry
guidelines.
Understand the level of data protection L1_1_a_SYS, |Common among <High-Advanced>, <Advanced> and <Basic>
required by laws and arrangements L1_1_a_DAT, |- The organization identifies and documents all legal requirements and contract requirements related to data protection for each system and each organization and the
regarding handling of data shared only by L1_1_b_8SYS, |organization’s activities to satisfy these requirements, and update them to the latest. o
P—— L3_1_a_SYS, |-The organization classifies its data appropriately according to the classification of the identified rules. O
CPS.GV-3 relevant organizations, develop data L3 1 a DAT | et ' ) ) ) ) o o @) ) (A8.2.1,A.18.1.1, O i
. | e _1_a_ , The organization takes measures for systems, components, etc., handling the applicable data in accordance with the requirements of the identified rules. When the (controls from all security
classification methods based on each L34 a ORG. | ¢ - . > o ! . 0 ; o (3.1.22) o A.18.1.2, A.18.1.3, (4.3.4.4.6)
. . _T_d_ > |implementation of a measure is considered difficult, measures such as tokenization of an applicable data in the organization may be considered. (e.g., tokenization of control families)
requirement, and properly classify and L3 4 a PRO - ) A.18.1.4,A.18.1.5)
N T > |card information due to the Installment Sales Law)
protect data throughout the whole life cycle.| L3_4_b_ORG,
L3_4_b_PRO
Develop a strategy and secure resources to| L1_1_a_PRO, |Commonamong <High-Advanced> and <Advanced> o
implement risk management regarding L1_1_b_PRO, |- The organization formulates a comprehensive risk management strategy in the short to medium term (e.g. 1 to 5 years) to manage risks to the organization’s business, O (4231 4233
security L1_1_c_PRO |capital, persons, and other organizations caused by operating and using a system. o R (In addition to the .2.3.1,4.2.3.3, )
. - . . N . - . 4.2.3.8,4.2.3.9,4.23.11,
- The organization reviews and updates the risk management strategy in the short to medium term periodically or as necessary. following, PM-3, PM-9)
CPS.GV-4 O 4324.3,4326.3)
’ - (Clause 6)
<Basic>
- The organization determines the security requirements in an information system, industrial control system or a system service and decides, documents, and assigns o O
resources necessary for protecting the system or the system service. (SA-2)
- The organization states each security budget item in the organization’s plans and budget-related materials.
Identify the vulnerability of the organization’ | L1_1_a_SYS, |<High-Advanced>
s assets and document the list of identified L1_1_b_SYS, |- The organization conducts vulnerability diagnosis at planned timings such as planned stopping so as not to adversely affect the operation of the system managed by o 0
HE ; H L1_1_c_SYS the organization. And then, identify and list vulnerabilities that exist in the system owned by the organization. L
vulnerability with the corresponding asset. - orean ve . : vS! oy the org ) (In addition to the (In addition to the
- Itis desirable to conduct a penetration test periodically to recognize an existing vulnerability in a system it manages. o - X . -
. I s . O . . . i following, CA-8, following, 4.2.3.7,
- When conducting vulnerability diagnosis, it is desirable to use a vulnerability diagnosis tool that can immediately update the vulnerability of the system to be
\ RA-5(1), RA-5(5)) 4.23.9)
diagnosed.
- The organization develops mechanisms to temporarily permit privileged access to a inspector in vulnerability diagnosis to more thoroughly identify vulnerabilities.
<Advanced> O
CPS.RA-1 - The organization carries out a vulnerability diagnosis to recognize vulnerabilities existing in the information system which has high importance and makes a list of (A.12.6.1)
: them.
- In the operation phase of an information system owned by the organization, the organization uses a vulnerability diagnosis tool to periodically identify its system o 0
vulnerability within vulnerabilities collected from various sources, which are supposed to be related to the organization. The organization shall add the identified o - -
Ly within ¥ ! PP € € (RA-5, RA-5(2)) (4.2.3.12,4.3.4.4.5)
vulnerability and its impact degree to a list.
[Reference] Japan Vulnerability Notes (https://jvn.jp/) and other sources of information are available for reference to obtain information regarding vulnerability. Also,
CVSS (https://www.ipa.go.jp/security/vuln/CVSS.html Illustrated by IPA) could be used as a referential indicator to evaluate the impact level of vulnerability.
<Basic>
A . . . . A . . . ) (e] - - - - -
- The organization recognizes vulnerabilities in the information systems that the organization manages using documents which are baselines of security measures.
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Measure Corresponding Subject that Reference Guidelines
Requirement ID Measure Requirement Vulnerability ID Examples of security measure implements NIST SP 800-171 NIST SP 800-53 |ISO/IEC 27001:2013 |EC 62443-2-1:2010 | IEC 62443-3-3:2013
measures Rev.4 Annex A
The security management team L1_1_a_SYS, |<High-Advanced>
(SOC/CSIRT) collects information, including L1_3_a ORG, |- The organization establishes a security measure organization managing comprehensively the systems including industrial control systems, loT systems, etc., and takes o
vulnerability and threats from internal and L2_1_a ORG, |[security measures integrally within the organization. o ) (In addition to the O R
external sources (through internal tests, L2_1_¢_SYS, |-The person in charge of security updates knowledge about security in both an information system and industrial control system to the latest by attending workshops following, PM-15) (4.3.2.3.2)
security information Security researchers L3_1_a_SYS, |and meetings related to security and by maintaining an appropriate communication structure with security professional associations/institutions. ! O
N A ’ L33 a_SYS, | Mainly analyze the products/services that the company offers to check if any new vulnerability is contained, and if detected, submit related information to IPA. (In addition to the
etc.), zjlnalyzes the mform_atlon, and L3_3_d_SYS [<Advanced> following, A.6.1.4)
CPS.RA-2 establishes a process to 'mplement and use - The organization, with a chief security officer at the center, establishes a security management team mainly for information systems and loT systems with high O 0
measures. business importance, and prepares a structure for handling security measures within the organization. o - (In addition to the (42.3.9 42.3.12) -
- The organization collects information on vulnerabilities, threats, etc., from organizations, including the Information-technology Promotion Agency (IPA), JPCERT/CC, following, PM-16) e
industry ISAC, and business partners (device vendors and software vendors), and determines the necessity of actions by comparing to the organization’s asset list.
<Basic>
- For both information systems and industrial control systems, the organization appoints a chief security officer and a person responsible for security measures to clarify o R O O O _
the security roles and responsibilities within the organization. (SI-5) (A6.1.1) (4.3.2.3.2)
- The organization checks security-related cautions offered by device vendors and software vendors, and notifies stakeholders within the organization about them.
Identify and document the assumed L1_1_a_SYS, |<High-Advanced>
security incidents, those impacts on the LL11_‘|1_b_SYS, -The orgam_zatlon uPdates secrmty knowl_ed.ge to_the. Iat_est by attending workshops and meetings related to security and by maintaining an appropriate communication o R (In addition to the (In addition to the B R
oraganization’s assets, and the causes of _1_¢_SYS |structure with security professional associations/institutions. following, PM-15) following, A.6.1.4)
those. - As necessary, the organization utilizes services provided by experts, obtains information that only some experts can know, and uses them to identify threats.
CPS.RA-3 <Advanced>
: - The organization collects information including newly released attacking trends, malware behaviors, and malicious IP addresses/domains (external intelligence). o R O R @) R
- The organization evaluates the reliability of the obtained threat information, impacts on the organization, etc., selects vulnerabilities to be handled, and documents (PM-16) (4.2.3.9,4.2.3.12)
threats to be handled.
<Basic> fo) _ - ) - -
- The orgainzation recognizes threats to the security of the organization and the possibility of occurrence using baseline documents for identifying security threats. (Clause 6.1.2)
- Conduct risk assessments regularly to L1_1_a_SYS, |<High-Advanced>
check if the security rules for managing the L1_1_b_8YS, |- When developing a new device or a new component which may have an impact on a physical space such as components of an industrial control system, the
components are effective and applicable to L1_1_c_SYS, [organization collects/analyzes accident case studies of conventional products and others to identify safety-related hazards.
the components for implementation. ti_l_z_gg'\oﬂy -The orﬁanizatizn analyzeds a sitl:ation wlhere a hazar: leads to hal;jm anc:)lidentifries;hehpo;sibil:y of occurl:encedand thedsbeverity of the harm to estimate a possible risk (0] - - - -
_1_a_ » |especially regarding an industrial control system. At the time, it is desirable to check whether there is any hazard caused by a security issue.
- Check the Pres.ence.Of un.acceptable L2 2 a ORG, |.The organization updates the risk assessment if there is a significant change in the industrial control system or the environment in which it operates, or the other
known security risks, |n(?Iud|ng Safet,y L2 2 a_SYS change that affects the security state of the industrial control system. O
hazards, from the planning and design <Advanced> (A126.1, A18.22,
phase of an loT device and systems - The organization updates a risk assessment when there is a big change in a system or an environment where a system is running (including identification of a new A.18.2.3)
incorporating loT devices. threat or vulnerability) or when any situation which impacts the security status of a system occurs.
- When planning/designing a new system using an loT device, the organization identifies existing assets and assets to be protected in the system to be implemented and o O (In additif)n to the _
organizes security measures according to use and configuration of the system. When handling a component or a system with a long life cycle and a component or a (3.11.1) following, SA-12(2))
system requiring availability, consideration in security measures at a phase before designing is especially important.
CPS.RA-4 - When considering security measures applied to purchased products and services, the organization makes sure that the levels of measures correspond to the
importance of such products and services.
<Basic>
- The organization defines a security risk assessment process and applies it periodically (e.g., once a year). 0
- Establish and maintain security risk criteria. (4.23.9,4.2.312)
- Identify security risks in the following way. T
1) Clarify the target of analysis.
2) Identify incidents (including changes in circumstances) and their causes. 0 O
- Analyze security risks in the following way. o - (RA-3) (Clause 6.1.2, A.18.2.2, -
1) Evaluate possible results when the above identified risks occur. A.18.2.3)
2) Evaluate the possibility of the actual occurrence of the above identified risks.
- Refer to the risk criteria, determine a risk level, and prioritize the risk.
- The organization documents and stores the information security risk assessment process.
[Reference] An “asset-based” method and a “business damage-based” method are known as security risk assessment methods.
Consider threats, vulnerability, likelihood, L1_1_a_SYS, |<High-Advanced>
and impacts when assessing risks. L1_1_b_8YS, |- The organization uses automated mechanisms for risk assessment (e.g. assessment of the scope of impact) as they receive information about newly identified threats
L1_1_¢_SYS |and vulnerabilities. o - - - - -
- The organization securely shares with their stakeholders in the supply chain the information about threats and vulnerabilities that may have significant impacts on
relevant parties as well as the organization.
<Advanced>
- The organization updates a risk assessment when there is a big change in an information system or an environment where an information system is running (including o
identification of a new threat or vulnerability) or when any situation which impacts the security status of a system occurs. In that case, give priority to an information (0] - A12.61 - -
system or industrial control system with high importance. (A126.1)
* Implementation details common to CPS.RA-4
<Basic>
CPS.RAS - The organization defines a security risk assessment process and applies it periodically (e.g., once a year).
- Establish and maintain security risk criteria. o
- Identify security risks in the following way. (RA-3)
1) Clarify the target of analysis.
2) Identify incidents (including changes in circumstances) and their causes. o _ O _ _
- Analyze information security risks in the following way. (Clause 6.1.2)
1) Evaluate possible results when the above identified risks occur.
2) Evaluate the possibility of the actual occurrence of the above identified risks.
- Refer to the risk criteria, determine a risk level, and prioritize the risk.
- The organization documents and stores the information security risk assessment process.
* Implementation details common to CPS.RA-4
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Measure
Requirement ID|

Measure Requirement

Corresponding
Vulnerability ID

Examples of security measure

Subject that
implements
measures

Reference Guidelines

NIST SP 800-171

NIST SP 800-53
Rev.4

ISO/IEC 27001:2013
Annex A

IEC 62443-2-1:2010

IEC 62443-3-3:2013

CPS.RA-6

- On the basis of the results of the risk
assessment, clearly define the details of
measures to prevent possible security risks,
and document the organized outcome from
the scope and priorities of the measures.

- React accordingly to the security risks and
the associated safety risks identified as a
result of the assessment conducted at the
planning and design phase of an loT device
and systems incorporating loT devices.

L1_1_a_SYS,
L1_1_b_SYS,
L1_1_c_SYS,

L2_1_a_COM,
L2_1_a PRO,

L2 2 a SYS

<High-Advanced>
- On the basis of the results of the hazard analysis performed in CPS.RA-4, mainly for the industrial control system, the organization appropriately treats the source of a
risk which may lead to a critical hazard as necessary.

[Reference] Security integration in safety control has been particularly discussed in recent years in terms of international standardization, and IEC TR 63074, IEC TR
63069, etc., are available for reference.

(A5.1.2)

<Advanced>

- The organization securely stores the documented information on security risk management processes.

- When the organization selects a measure according to the risk assessment results, it is desirable that the organization documents the measure to be taken and the
reason why the measure is adopted.

- When applying the measure, the organization formulates a security risk management plan and obtains an approval from the risk owner.

- The organization reviews the security risk handling plan and checks that the applicable plan conforms to the priority order of the entire organization’s risk management
strategy.

- The organization informs applicable external business operators regarding security measures necessary for a new system including an loT device which are extracted in
CPS.RA-4 as required specifications.

- The organization verifies whether the security measures defined in the required specifications and contracts are implemented at the time of deployment of the
systems including an loT device via User Acceptance Test (UAT). If there is anything unclear, confirm with the external business operator.

(3.12.4)

(PM-4)

O
(Clause 6.1.3, Clause
8.3,A5.1.2)

<Basic>

- The organization considers the risk assessment results and selects handling measures to identified risks.
- The organization formulates a security risk treatment implementation plan.

- The organization obtain an approval from the risk owner for acceptance of the security risk.

CPS.RM-1

Confirm the implementation status of the
organization’s’ cyber security risk
management and communicate the results
to appropriate parties within the
organization (e.g. senior management).
Define the scope of responsibilities of the
organization and the relevant parties (e.g.
subcontractor), and establish and
implement the process to confirm the
implementation status of security risk
management of relevant parties.

L1_1_a_PRO,
L1_1_b_PRO,
L1_1_c_PRO,
L1_3_b_ORG,
L1_3_c_ORG

<High-Advanced>
- When formulating and revising a risk management strategy, the organization performs an interview regarding risk management strategies with highly important
business partners to align awareness on security risks and necessary measures. In that case, it is desirable to handle the following:

- Major security risks related to the business of the organization and continuance of the business

- Details and scale of impact on the business partner when the above risks are manifested

- Handling policy for the above security risks

- (When the risk management strategy is revised) Changes in the internal and external conditions and important point to be changed from the previous versions

<Advanced>
- The organization formulates a comprehensive risk management strategy to manage risks to the organization’s business, capital, persons, and other organizations
caused by operating and using information system and industrial control system.
- The organization implements the risk management strategy while keeping consistency in the entire organization.
- The organization reviews and updates the risk management strategy periodically or when it is necessary to cope with an organizational change.
- The organization's management periodically reviews the following aspects of the organization's risk management strategy that are concerned with security.
- How many attacks are you facing (detected)
(Detection number by anti-virus products/IDS, latest threat trends etc.)
- Is the status of security measures implimentation as planned?
(Application rate of security measures to be implemented such as anti-malware and security patch application etc.)
-Did you allow the attacker (including insider) to intrude?
(Description of an event suspected of external intrusion or internal fraud through security monitoring activities)
-What is the state of security that is not directly related to information systems or industrial control systems
(Retirement, loss of PC and devices, occurrence of physical theft etc.)
- The organization documents and stores the results of reviews by the management.

(PM-9)

O
(Clause 9.3)

(4.34.2)

<Basic>
- The organization identifies the person responsible for security risk management both in information systems and in industrial control systems.
- The organization identifies the scope of security risks responsible for in its business.

CPS.RM-2

Determine the organization’s risk tolerance
level based on the result of the risk
assessment and its role in the supply chain.

L1_1_a_ORG,
L1_1_a_SYS,
L1_1_b_ORG,
L1_1_b_SYS,

L1_1_c_SYS

<High-Advanced>

- The organization determines the risk tolerance level of the organization by capturing risk situations related to supply chains performed in CPS.BE-1 and based on the
given results of the risk assessments performed in CPS.RA-4.

- The organization interviews important business partners who may have suffer from an undesirable impact because of a security incident in the organization to discuss
about the organization’s risk tolerance level.

<Advanced>
- The organization determines the risk tolerance level of the organization by capturing actual risk situations of supply chains performed in CPS.BE-1 <Advanced> and
based on the given results of the risk assessments performed in CPS.RA-4.

O
(In addition to the
following, SA-14)

(@]

<Basic>

- The organization determines the risk tolerance level based on the given results of the risk assessments performed in CPS.RA-4.
- The organization obtains approvals to remaining risks from the owners of the risks.

- The organization documents the risk management results and safely maintains lists of risk tolerance criteria and accepted risks.

(PM-8)

(Clause 6.1.3, Clause
8.3)

O
(4.3.2.6.5)

CPS.SC-1

Formulate the standard of security
measures relevant to the supply chain in
consideration of the business life cycle, and
agree on contents with the business
partners after clarifying the scope of the
responsibilities.

[1_1_a_ORG,
L1_1_b_ORG,
L1_1_c_ORG

Common among <High-Advanced> and <Advanced>

- The organization, in reference to security measure criteria regarding supply chain, prepares and provides to potential partners tender documents such as ITT (Invitation
To Tender) and RFP (Request For Proposal). Especially, it is advisable that the following items be included in the tender documents.

1) Specifications of products or services to be procured

2) Security requirements that the supplie should comply with during the supply period of the products or services

3) Service levels and the indices to comply with during the supply period of the products or services

4) Penalties that the purchaser may impopse if the supplier breach security requirements

5) Confidentiality clauses to protect the data transmitted during the supplier selection process, the systems, etc.

- The organization prepares procedures for continuously monitoring the conditions in the business partners’ compliance with the security management measures.

- To take precautions against cases where a security incident in a business partner impacts the organization, in a written contract, clarify where responsibility lies
between the external business operator and the organization, and describe the compensation for a damage to the organization for which the external business operator
is responsible.

]
(In addition to the
following, SA-9(2))

o
(In addition to the
following, A.15.2.1)

<Basic>
- The organization formulates security measure criteria applicable to business partners (especially those handling the organization’s data or providing a foundation for
handling the data) according to appropriate laws and regulations and makes agreement with the details.

(SA-9)

O
(A15.1.1, A15.1.2)

O
(4.3.4.4.1)
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essure Cormesponding Subject that Reference Guidelines
Requirement ID Measure Requirement Vulnerability ID Examples of security measure implements NIST SP 800-171 NIST SP 800-53 |ISO/IEC 27001:2013 |EC 62443-2-1:2010 | IEC 62443-3-3:2013
measures Rev.4 Annex A
Identify, prioritize, and evaluate the L1_1_a_ORG, [<High-Advanced> o
organizations and people that play L1_1_b_ORG, |- The organization determines its core business that must continue/recover before any other operations in prior and identifies and prioritizes important resources (other (In addition to the
imponant role in each |ayer of the three- L1_1_c_ORG, relevant organizations, employees, items, data, systems, etc.) and functions vital for continuing applicable businesses. o R following, 4.2.3.3 R
|ayer structure to Sustaining the operation of] tg_?_g_gﬁg -In caFe o.f the oc‘currence of a security incident in business partners which has harmful business impacts, the organization estimate the details of the impacts on the 4238 ’4-23‘9’ !
the organization. _1_D_ > |organization and its occurrence level and scale. O 4.2.3.10)
L3_1_c_ORG, |« elated requirements of countermeasures include CPS.AM-6 and CPS.BE-2. (In addition to the .
L3_3_a_ORG, |<advanced> following, SA-14) O
L33 b ORG, | The organization identifies the business partners in the supply chains which can impact the organization’s missions/business processes and confirms whether (42.31,4.23.2,
L3_3_d_ORG applicable partners can fulfill the security roles and responsibilities specified in the organization’s security policies. (o] - 4.2.3.4,42.36,4.23.12, -
4.2.3.13,4.2.3.14,
O 4.3.4.2)
CPS.8C-2 <Basic> (A15.1.1, A.15.1.2)
- The organization should identify in advance the core businesses that should be continued and restored in priority, and the operations considered to be important. In
addition, identify and prioritize important resources (relevant parties, People, Components, Data, System, etc.) and functions from the viewpoint of business continuity.
- When the organization is assumed to use an loT device for a long period of time, the organization selects a business partner (device vendor) that has adequate
organizations of management (Ex: service desk(s), maintainance system) from which long-term support can be expected. o
- The organization confirms with the partner (the device vendor) whether to replace a device at the end of support before implementing a system. o - (SA-4) - -
- When the organization selects a business partner (service provider), it is desirable to select a service provider who operates and manages IT services efficiently and
effectively.
- It has acquired ITSMS certification based on JIS Q 20000.
- It has implemented the equivalent measures to ITSMS certification based on self declaration of comformity.
When signing contracts with external L1_1_a_PRO, |<High-Advanced>
organizations, check if the security L1_1_b_PRO, |-Ina contract with a business partner who provides systems/components/services, the organization requires the partner the following listed below:
management of the other relevant L1_1_c_PRO, - Create evidence of the implementation of the security assessment plan, and submit results of security tests/evaluations. ) .o
organizations properly comply with the L1_1_d_ORG, - Develop a plan for remedying defects identified during security testing / evaluation o - (In adqmon to the - -
. . " L2_3 ¢ ORG, - Disclose a plan for defect remediation and its implementation status following, SA-11)
security requirements defined by the L3_1_b_ORG. |- it is desirable that th o i ) hose f ) directl ianed parties and ) )
organization while considering the L3 10 DAT -Itis e5|ra et atF e organlzlatlcfn applies necessary req(w(rem(ents among those for s?curlty measures to directly consigned parties and accompanying requirements
7 . — ’ to reconsigned parties by considering the scales of risks originating from the supply chains.
objectives of such contracts and results of | L3 1_c_ORG, [cagvanced>
risk management. L3_1_¢c_DAT, | |5 accordance with the missions/business needs of the organization, state the following requirements, descriptions, and criteria in a procurement contract of a system,
L3 3 d ORG, component, or service.
L3_3 a ORG, - Requirements for security measures
L3_3_b_ORG, ) .
ORG - Requirements for security-related documents
::2—2—: DAT,’ - Requirements for protection of security-related documents
et - Confidentiality clauses
L3 4 b _DAT ) ’ ) _— ) - ) I o . O
CPS.SC-3 - Implementation body and method of each handling: reporting destination at the time of incident occurrence, reporting details, initial reaction, investigation, o (A13.2.4, A15.1.2)
recovery, etc. ) ) ! e _ . o o - (In addition to the -
- Conditions to allow to confirm the observance to the security requirement which is inspected and defined by the organization or the authorized third party. following, SA-4)
- How to handle an information asset at the end of the contract O
- The organization requires business partners, in a procurement contract, to implement security requirements that comply with applicable laws and regulations, (4.3.2.6.4,4.3.2.6.7)
implement additional measures when they are recognized necessary because of the characteristics of the contracted duty, etc.
- Itis desirable to consider the following items in advance when determining security requirements based on laws and regulations and requiring business partners to
comply with them.
- Identification of potential risks in terms of legal regulations that may arise due to difference of applicable laws between the organization and the business partner
- Negative impacts on the contract in terms of security due to legal and regulatory obligations applicable to the business partner
<Basic>
- The organization requires business partners to implement security requirements that complies with applicable laws and regulations. o _ O _
- The organization confirms that the business partner has declared "SECURITY ACTION" in the process of selecting and evaluating a contractor. (SA-9)
* "SECURITY ACTION" is an initiative in Japan that small and medium-sized enterprises declare themselves to work on information security measures.
When signing contracts with external L1_1_a_PRO, |<High-Advanced> o
parties, check if the products and services L1_1_b_PRO, |- The organization or a third party tests the procured devices to see whether the security requirements stipulated in the contract are fulfilled. o R B (In addition to the B R
provided by the other relevant organizations L1_1_c_PRO, |- The organization checks throughout the entire relevant supply chain (including reconsigned organizations) as to whether the devices especially important for their following, A.14.3.1)
; : L1_1_d_ORG, operation are manufactured under appropriate procedures by organizations that have quality and security management ability above a certain level. ’
properly comply with the security L1174 COM. [<Advanceds
req.u'remer.]ts (.jEﬂned by.the, organization L2 1_a COM, | The organization specifies in the contract the security requirements that the products and services procured from the partner should comply with, such as the
while considering the objectives of such L2_1_a PRO, |following.
contracts and results of risk management' L2 2 a ORG, - Specific certifications related to security (e.g., ISMS certification . 1SASecure EDSA certification, Japan Information Technology Security Evaluation and Certification
L2 3 a ORG, Scheme (JISEC) have been gained.
L2 3 ¢ ORG, - The vendor itself confirms that it has implemented the security measures in accordance with the standards of specific certifications related to security
L2_3 ¢ PRO, - It has implemented the necessary security requirements from the design phase (security by design) based on the results of risk analysis, etc., and test them.
tg—?—g—gﬁg’ - It is desirable that the organization should, at the phase of planning procurement, secure a budget for security requirements regarding products or services O
L3_3 _a_ORG,’ themselves, or protection of assets used for procurement and supply of such products or services. o - - (A.8.3.3, A.14.1.1, - -
CPS.SC-4 L3:3__b__ORG, - The organization formulates, manages and improves security measurement rules to evaluate procurement or supply of products or services, including the following. A.14.2.9,A.15.1.3)
L3_3_c_ORG, - Target for measurement
L3 3_d_ORG - Method and frequency of reporting on measures taken
- Measures to be taken when measures are not implemented
- The organization checks means of detecting (or preventing) falsifications and leakages during shipments and whether or not the 10T devices and software being
delivered have been operated without authorization.
- Goods: security courier, protection seal, etc.
|- Digital transfer: encrvotion. hash of the entire transmitted data. etc.
<Basic>
- During procurement, the organization confirms whether the 10T devices which the organization possesses are genuine products by checking the label.
- By utilizing IDs, secret keys, and electronic certificates included in the loT devices and software, an organization confirms that procured devices are genuine products.
- The organization will confirm the following when selecting relevant parties for the provision of products and services. o - - - - -
-The product/service support period is sufficient, including the distribution of security patches.
-The response after the support period has been identified.
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Subject that Reference Guidelines
Measure . Corresponding . .
¥ Measure Requirement - Examples of security measure implements NIST SP 800-53 |ISO/IEC 27001:2013
Requirement ID . Vulnerability ID P Y mpeasures NIST SP 800-171 Rev.4 Annex A IEC 62443-2-1:2010 | IEC 62443-3-3:2013
Formulate and manage security L1_1_a_PEO, |<High-Advanced>
requirements applicable to members of L1_1_b_PEO, |- The organization prepares a procedure to continuously monitor whether the security requirements from the contractee are complied with by the staff of the o - - -
other relevant organizations, such as t’lz_;_E_ZEE% contractor, and to enable notification to the organization's personnel in charge in the case where irregular behavior is found.
business partners, who are engaged in —20_rE D, |<Advanced> ) ) ) ) A o ) ) o o
operations outsourced from the L3_1_b_PEO, [-The organization trains the staff on information security aspects of supplier relationships to particularly ensure that the handling of confidential information is o
CPS.SC-5 Of anization L3_1_c_PEO |correctly understood. O O
: 9 : - The organization regularly confirms that it complies with the security requirements from the contractee in conducting the contracted work. (PS-7) (A.16.1.2, A.16.1.5)
<Basic>
- The organization identifies and evaluates the staff who access, disclose or change the data related to the contracted work that should not be disclosed or changed such
as confidential data or intellectual property. (0] - - -
- After the contract with the contractor is finished, the organization immediately terminates the rights that are temporarily granted to the personnel of the contractor
such as access rights to its facilities.
Conduct regular assessments through L1_1_a_DAT, |<High-Advanced>
auditing, test results, or other checks of L1_1_a_PRO, |- The organization adopts an automatic mechanism integrating review, analysis, and report that supports the investigation and addresses procedures for deviation or
relevant parties such as business partners t1_j|_b_§§8’ signs of deviation from contract matters.
to ensure they are fuIﬁIIlng their contractual _1_c_ | The .organlzatlon uses a mechanls.m t_hat allows it tf) list an(.i che_ck whether ol?hgatory matters stlpula?ed in the c.ontract e.\re fulfilled, nj\atters V‘VhICh are coru:erned with o O
oingations L2_3_c_ORG, security management of the organization and security functions implemented in the products and services that will be delivered, especially for important clients and o (In addition to the (In addition to the B R
) L2 3 ¢_PRO, |reconsigned organizations. following, 3.3.5) following, AU-6(1), AU-
LL?B :fl d_ODI/?\? - State of compliance with security management measures of the external service provider is regularly checked by external audits and field surveys conducted by the e 6(3))
a
— > |outsourcer.
L3_1_b ORG, | The important business partners and if possible their re-contractors etc. investigate whether there is any sign of attack related or any fact of information leakage, and O
L3_1_b_DAT
131 _ORG’ regularly report the result to the organization. (A12.7.1,A14.31,
CPS.SC-6 L3 1_(:_ DAT‘ <Advanced> A.15.2.1)
: ) —3 C ORGY - The organization checks whether requirements that are prescribed in the contract with the client can be audited on the system.
L3_3_E_ORG! - The information system provides a function that allows for audit records to be created for events defined above that can be audited on the system.
o |- The organization shall be able to maintain consistency in security audits with other organizations that require information on the audit. O
L3_3_c_ORG, O O O
5 - The organization regularly reviews and analyzes audit records that are made manually or automatically by the system, and checks whether there is any deviation or o AU-2, AU-6, AU-12, SA-
L3_3_d_ORG (3.3.1) (4.3.2.6.7,4.3.4.3.1) (SR 6.1)
L3_4_a DAT’ sign of deviation from contract matters. " 9) T )
L3_ 4_ b_ DA'IL - State of compliance with security management measures of the external service provider is regularly checked by internal audits that are conducted by the client using
-0 a checklist.
<Basic>
- Acquisition certificate of various authentications and systems (e.g., ISMS, CSMS, privacy mark) are checked as an alternative method to confirm the implementation of (0] - - - - -
required security measures.
Formulate and implement procedures to L1_1_a PRO, |<High-Advanced>
address noncompliance to contractual L1_1_b_PRO, |- The organization formulates and manages a procedure to execute the following when nonconformity by the partner is found at an audit or test.
requirements found as a result of an audit, t:_:_g_gig 1) Idethify and assess thg influence in t.erms of security aris‘ing fltOm such nonconformity. o ) : ) : )
test, or other check on relevant parties. _1_a_ s 2) Dec!de whetherto_rewem‘/ the security requlrenf\ents defined in the contljact. - )
L2 2 a ORG, 3) Decide the corrective action to be taken to achieve the acceptable security level within the procured products and services.
L2 3 c_ORG, 4) Agree with the partner on the above .
CPS.SC-7 L2 3 ¢ PRO, [<advanced>
: L3_1.b ORG, | The organization formulates and manages a procedure to, when nonconformity by the partner is found at an audit or test, require the partner to make a remediation (0] - - - - -
L3_1_c_ORG, plan and to confirm the implementation status of the plan as needed.
L3 3_a_ORG, [(gasic>
tg—g—b—gsg’ - The organization is aware of the risk to its own organization due to the failure of its products and services when the non-conformances in its audits or tests on
L3_ 3—(;— ORG‘ products and services occurs. o - - - - -
Collect and securely store data proving that| L1_1_d_ORG, |<High-Advanced>
the organization is fulfilling its contractual L2 2 a ORG, |- The organization uses a trail storage system with the following features to flexibly fulfill the needs of clients and other related organizations, such as a third-party
obligations with other relevant parties or 'é—g—z—ggg* auditing institution, on a real-time basis. o o . . . .
individuals, and prepare them for disclosure |_3_1 _b_ORG, - SlﬁlbllltyhOf'chSUb{E-Ct aUd: tralllfor the (:)ntract mat;er cdan be verlfu?d quickly. .
as needed within appropriate limits. L3_1_C_ORG4 - Only authorize en.tmes Su(-: asc |ents‘ and outsourced au |t|ng agenues can access the system.
1 _C g - Stored data has reliable trails such as time stamps and electronic signatures.
L3_3_a_ORG, |<advanced>
CPS.SC-8 L33 b ORG, | The organization takes measures so that those records among the audit records generated by the system that are acquired over a long period of time can be obtained O
: L3 3 ¢ ORG |yith certainty. o (A12.4.1, A18.1.3)
- In order to protect audit records from the following threats, it is desirable for the system to apply access control with high granularity to the items and systems in oIs (In addition to the O
which audit records are stored. following, AU-9, O (SR 6.1)
- Change format of recorded message AU-11(1)) (4.3.2.6.7)
- Change or delete log file
- Exceed storage space of log file medium
<Basic> o O
- The organization preserves audit records for an appropriate period of time so as to satisfy the requirements of laws and regulations. (AU-11)
Prepare and test a procedure for incident L1_3_b_PEO |<High-Advanced>
response with relevant parties involved in - The organization assumes the course of action for security incidents of the supply chain and prepares a procedure that adjusts incident responses between the
the incident response activitiy to ensure organization and other organizations that are concerned with the supply chain. o 5
action for incident response in the supply - The organization assumes the course of action for security incidents of the supply chain and implements tests that adjust incident responses with other organizations o O (In addition to the (In addition to the
chain that are concerned with the supply chain. (3.6.1,3.6.3) following, IR-4, IR-4(10)) following, SR 3.3)
CPS.SC-9 [Reference] Violations in the security incidents of supply chain include violations on system components, IT products, development processes, developers, distribution
’ processes, and warehouse facilities.
<Advanced> o
-Thi izati djusts the incident f t | i ider that tains i tant feat i der t ti its busi ] O
. e grgamza |ons{ JUIS s‘ ‘elr.m lent response process of an ex er‘na‘ service provider ? contains important features in order to continue its business, as well as o @] (CP-2, CP-2(7)) R (SR 2.8, SR 6.1, SR
adjusting the organization’s incident response process to meet the incident response requirements. (3.6.1,3.6.3) (4.3.25.7) 73 SR7.4)
- The organization tests the incident response process that requires cooperation between the organization and external service providers. - )
<Basic>
0 - - - - -
- The organization is aware of security incidents that may occur in the organization and their potential consequences.
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boundaries and the results of risk assessment.
- The organization monitors the work of temporarily authorized party within the physical security boundaries, such as by authorized attendants or monitoring cameras.

(3.10.1,3.10.3)

(PE-2, PE-3, PE-8)

A11.1.3,A11.1.6,
A11.2.8,A.11.2.9)

Measure Corresponding ST
Requirement ID Measure Requirement Vulnerability ID Examples of security measure implements NIST SP 800-171 NIST SP 800-53 |ISO/IEC 27001:2013 |EC 62443-2-1:2010 | IEC 62443-3-3:2013
measures Rev.4 Annex A
Develop and manage a procedure to be L1_1_a_PRO, |<High-Advanced>
executed when a contract with other L1_1_b_PRO, |- The organization assures that, after a contract is finished, it deletes in a timely manner logical and physical access rights that are granted to the contractor to access o - - - - -
relevant organizations such as business L1_1_c_PRO |and handle the organizations's resources necessary for the supply of products or services.
partners is finished. (e.g., expiration of <Advanced> ) ) )
iod. end of su ort) - The organization agrees with the present business partner whether the supply of the products or services should be cancelled or they should be returned to the
CPS.SC-10 contract period, pp organization or the other business partner. o
- The organization communicate with the stakeholders who are influenced by the supply of the products or services to provide information on the discontinuation. ) . ) . )
- The organization executes the discontinuation of the supply of the products or services in accordance with the discontinuation plan.
- The organization agrees with business partners on the accomplishment of the discontinuation of the supplied products or services.
<Basic> o R B R B R
- The organization always keeps track of when contracts with relevant parties, such as business partners, are terminated.
Continuously improve the standard of L1_1_a PRO, |Common among <High-Advanced>, <Advanced> and <Basic>
CPS.SC-11 |security measures relevant to the supply L1_1_b_PRO, |- The organization continuously monitor the performance of business partners related to security, review and amend as needed the security measure criteria regarding o) - - - - -
chain, related procedures, and so on. L1_1_c_PRO |the supply chain and related procedures based on the latest trends of security threats and regulations.
Establish and implement the procedure to L1_1_a_COM, |<High-Advanced>
issue, manage, check, cancel, and monitor L1_1_a_SYS, |- The organization introduces and operates, for example, the following automated mechanisms for managing accounts in their own information systems and industrial
identification and authentication information tl—l—z—gsg" control systems. ) ) o o
of authorized goods, people, and L1_1_C_CONi -Automat!cally collect account mformét!on periodically from the system to be managed (In addition to the
procedures. —_1_C_ » -Au.tomatl_cally change password of prI|V|Ieged account o/s - following, AC-2 (1), AC-2 - -
L2 3 ¢ SYS | tTheindustrial control system supports integrated account management. 2) AC-2 (3). AC-2(4
L3_1_a SYS, | After a certain period of time, the system automatically invalidates temporary accounts, emergency accounts, and accounts not in use on their system. @ 203, -24)
L33 asys | The information system automatically audits and reports account validation and invalidation that is associated with creation, change, and deletion of accounts in the
system used by the organization. o
<Advanced> (In addition to the
- The organization must obtain approval from the management supervisor when creating a system account. following, A.9.2.4,
- With regard to the shared user account, a user who can know authentication information is managed in a list or the like, and the range of using the account can be A.9.2.5)
identified.
- The organization monitors the usage of system accounts used in an information system.
- If an account needs change or becomes unnecessary, the organization notifies the management supervisor. o/s - - -
- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.
- The organization notifies the user (or the person in charge of management) when the password is changed in an information system and an industrial control system.
CPS.AC-1 - If the information system resets the credentials for reasons such as user"s forgetting credentials, the information system confirms securely that the account is its own
to prevent unauthorized tampering with the credentials by a malicious party.
<Basic>
- The organization appoints a management supervisor for the accounts in its information system and industrial control system. O
- The organization decides and selects types of system accounts necessary (e.g., general user/system administrator/shared user/temporary user), with consideration of (AC-2)
their mission and business functions.
- The organization creates and enables system accounts as per the procedure, and changes, disables and deletes them as needed.
- The organization develops a policy of credentials (e.g. password, security key) for its own information systems and industrial control systems, and implements a 0
function that cannot be set up unless the credential satisfies the policy. The following is an example of the content of the policy. O 0 (SR11.SR 1.2, SR
- Devolop and operate the requirements for passwords in order to ensure the minimum required complexity. o - (A9.1.1,A9.21,A9.2.2) (4.3.3.5.1) 13 SR 1 "1 SR 1 '5 SR
- When new credentials are created, change them to at least the number of characters defined by the organization. A.9.2.6) R 1 7 SR 1 8 SR 1 g )
- Store and transmit only cryptographically protected credentials. o s ’
- Prohibit reuse of the same credentials for the period that the organization defines.
- The organization allows its members to use temporary credentials exceptionally when logging on to the system when they have forgotten credentials, if they change
immediately to a strong password.
- The organization does not share user identification information among multiple system users in an information system and an industrial control system except when
multiple users function as a single group.
Implement appropriate physical security L1_1_a_SYS, |<High-Advanced> o @]
measures such as locking and limiting L1_1_c_SYS, |- The organization regulates service wires and transmission paths that are related to their 10T devices and servers by physical access. o R (In addition to the (In addition to the R
access to the areas where the loT devices L2_3_b_PEO, |- The organization regulates output devices of its system by physical access. following, PE-4, PE-5, following, A11.1.1.4,
and servers are installed, using entrance I[zz_g_b_SSYYSSY - The organization monitors alarms and monitoring devices (e.g., surveillance cameras) for physical intrusions into the areas within the physical security boundaries. PE-6 (1)) A11.2.3)
and exit controls, biometric authentication, LZ_S_Z_SYé <¢Svanced? ! ors ohvsical A thin the ohvsical security boundarics and reeularly reviews the audit | o o | dd't'o oth
deploying surveillance cameras, and 5 ‘I_a_SYSY -The organ!zat!on monitors physica accels.sesltot e areas within t eF Y5|ca securAlty oun Aarles an regu arly reviews the ?u it log. o (In addition to the (In addition to the R
CPS.AC-2 |inspecting bel N d bod iah e - The organization keeps the records of visitor’s access to the areas within the physical security boundaries and regularly reviews them. (3.10.2, 3.10.4, 3.10.5) following, PE-6, PE-8) following, A.11.1.1, O
p g belongings and body weight. ’ ’ A.11.1.5) (4.3.3.3.2,4.3.3.3.8)
<Basic>
- The organization maintains upkeep of the access list for areas where their 10T devices and servers are located and issues permission certificates necessary for access. O
- The organization defines physical security boundaries at its facilities, and implement access control according to the security requirements of assets placed within the o O O (A.9.2.6, A11.1.2, _
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essure Cormesponding Subject that Reference Guidelines
Requirement ID Measure Requirement Vulnerability ID Examples of security measure implements NIST SP 800-171 NIST SP 800-53 |ISO/IEC 27001:2013 |EC 62443-2-1:2010 | IEC 62443-3-3:2013
measures Rev.4 Annex A
Properly authorize wireless connection L2 3 c_SYS, |<High-Advanced>
destinations (including users, loT devices, L3_3_a_SYS |- The information system and the industrial control system automatically monitor or regulate remote access to its system.
and servers). - The information system and the industrial control system allow only for remote access routed by the regulated access points. O o
- The information system allows privileged command via remote access only for those purposes based on specified requirements. (In addition to the (In addition to the 5
- The information system records reasons why the users accessing the system which handles highly confidential data execute privileged commands and access security s following, 3.1.12, 3.1,13, | following, AC-17(1), AC- R B (In addition to the
information by remote access. 3.1.14, 3.1.15, 3.1.17, 17(2), AC-17(3), AC- following, SR 1.13)
- The information system protects wireless access to the system which handles highly confidential data by using user and device authentication in addition to 3.1.19, 3.10.6, 3.13.12, | 17(4), AC-18(1), AC- ’ '
encryption. 3.13.15) 19(5))
- The information system blocks remote activation of devices such as white boards, cameras, and microphones connected via networks which may handle highly
CPS.AC-3 confidential data. Signs of the devices in use are provided to the users of these devices.
<Advanced> o o o
;;h;g;?laen;fvtilcoensregulates the mobile devices used in the organization and establishes setting requirements, connection requirements, and implementation guidelines o (In addition to the (In adt_iition to the (in ad.dition to the R
o . . ) . ) - : following, 3.1.18) following, AC-19) following, A.6.2.1)
- The organization establishes rules of approval for connecting mobile devices used in the organization to its system. @]
<Basic> (SR1.1,SR1.2, SR
- The organization establishes usage regulations, configuration requirements, and implementation guidelines for each type of approved remote access. o o o 2.6)
-The organ!zat!on in pnn.z:|ple prohibits unauthorized wireless connectlo_ns. . ) ) (0] (3.1.16) (AC-17, AC-18) (A6.22) -
- The organization establishes rules of approval for remote access to an information system and an industrial control system.
- The organization authorizes wireless access to its system in advance of the approval.
Prevent unauthorized log-in to loT devices L2_1_b_SYS, |<High-Advanced> o
and servers by measures such as L3_3_a_SYS |- The information system and the industrial control system (excluding some cases where immediacy of response is required) sets a limit to the number of continuous S - (SR 1.11)
implementing functions for lockout after a login attempts on its system. If the user fails to log in, he or she will only be able to re-login after the administrator removes the restriction. )
specified number of incorrect log-in <Advanced> ) ) N ) ) ) ) ) )
attempts and providing a time interval until - The information syﬁtem and the(mdusAtnaI cor]trol system set a limit on the number of continuous login attempts on its system. If the user fails to log in, he or she will O O O
CPS.AC-4 safety is ensured not be able to re-login for a certain period of time. (3.1.8) (AC-7) (A.9.4.2) O
: . - The information system and industrial control system lock the session manually or automatically if the system's non-operation continues beyond the time set by the S - (SR 1.11, SR 1.13, SR
organization. 2.6)
* In the industrial control system, it may be desirable not to lock session when it is assumed that a session in which an operator is required to respond immediately in
an emergency may be conducted.
<Basic>
-N/A ) ) ) ) ) )
Segregate duties and areas of responsibility| L1_1_a_SYS, |<High-Advanced>
properly (e.g. segregate user functions from L1_1_b_SYS, |- The organization specifies administrators who use the security functions (e.g., access authority setting) and regulates privileged accounts in its system.
system administrator functions) L2_1_c_SYS, |- The information system adopts a system monitoring mechanism to check the use of privileged functions. O
L3_1_a_SYS |- The information system prohibits non-privileged users from executing privileged functions on the system by invalidating, avoiding, and changing security measures O (In addition to the
that are changed and implemented by non-privileged users. o/s (In addition to the following, AC-6(1), - -
- The organization can minimize the number of users who can use the system administrator's authority in an emergency to minimize the damage caused by the security following, 3.1.6, 3.1.7) AC-6(2), AC-6(5),
incident. AC-6(9), AC-6(10))
- The organization can prevent even system administrators from stopping critical services and protected processes through the server to minimize the damage caused by @]
security incidents. (A.6.1.2,A9.2.3,A9.4.1)
<Advanced> A9.4.4)
CPS.AC-5 - The organization implements access control in the information system and the industrial control system based on separation of duties (e.g., user / system
administrator). o
- The organization a}jopts a general rule on the mlnlmur.n ?uthorlty of specific duties. o @) (AC-3, AC-5, AC-6, SC- O _
- Segregate authority of general user from that of administrator. (3.1.4,3.1.5,3.13.3) 2) (4.3.3.2.7)
(Require users to use the system with a non-privileged account when using a non-security function.)
- Minimize authority for duties not in charge.
- The organization separates and stipulates duties that are assigned by the person in charge.
<Basic>
- The organization implements access control based on separation of duties (e.g. user/system administrator) in the highly confidential information system of the o
organization. (0] - - - - (SR 2.1)
- If the separation of duties is difficult to implement due to the shortage of human resources, etc., it is desirable to take alternative measures such as, when a person .
other than the pre-designated official performs the specific duties, requiring another person to monitor the performance of such duties.
Adopt high confidence methods of L1_1_a_SYS, |<High-Advanced>
authentication where appropriate based on | L1_1_b_SYS, |- The system uses a multifactor authentication in its system for access to the system or network with non-privileged accounts. o O
risk (e_g_ multi-factor authentication, L2_1_c_SYS, |[-Regarding an information system that handles highly confidential data, access to the system and network with privileged or non-privileged accounts in the system, uses s (In addition to the ("FIn addition to the _
combining more than two types of L3_1_a _SYS an authentication mechanism that can tolerate attacks of replay. following, 3.5.4) following, IA-2(2), IA-
authentication) when logging in to the . . . o . 2(8), 1A-2(9)) O
system over the network for the privileged [Reference] It is desirable to refer to NIST SP 800 63-3 regarding strength of authentication methods and appropriate use cases. (In addition to the
<Advanced> .
user. . . . . . - . TS - . - . following, A.9.1.2,
- In consideration of the risk of unauthorized login to the privileged account in the system, the organization in principle prohibits login to the privileged account via the o A923 A94.1,A944) o
CPS.AC-6 network when it is not possible to implement a sufficient confidence methods of authentication. O o T e mE
. ) ) ) o e . ™ (In addition to the (SR 2.1)
- The information system requires a multifactor authentication in its system for access to the system or network with privileged accounts when cannot implement S (In addition to the following, IA-2(1), IA- -
actions such as invalidating the administrator account for the system. following, 3.5.3) 2’(3)) ’
- In principle, the organization invalidates the default administrator account in the information system.
- The information system permits the necessary minimum privileged authority to the user account when performing privileged operations.
<Basic>
- Regarding access to the system and network with privileged or non-privileged accounts in the system, the organization uses an authentication method that uniquely oIs O O O _
identifies the access. (3.5.1) (1A-2) (A.9.2.1)
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Subject that Reference Guidelines
Measure q Corresponding q q )
Requirement ID Measure Requirement Vulnerability ID Examples of security measure implements NIST SP 800-171 NIST SP 800-53 |ISO/IEC 27001:2013 |EC 62443-2-1:2010 | IEC 62443-3-3:2013
measures Rev.4 Annex A
Develop a policy about controlling data L2_1_b_8SYS, |<High-Advanced>
flow, and according that protect the L3_1_a DAT, |- The information system and the industrial control system monitor and control communications on the networks composing internal business systems of the
integrity of the network by means such as L3_4.b_SYS lorganization. ) _ o ) o o o o
appropriate network isolation (e_g_’ - Regarding the networls which the system that haindl.es hlghIY confidential data is connected to, the organization shall deny network communications as a default and (In addition to the (In addition to the
development and test environment vs. shall only aI.Iow‘ connect_lon of appr‘oved communication traffic. o ) . . S following, 3.1.3, 3.13.6, | following, SC-7(5), SC- O - -
production environment. and environment TThe organization physically or logically separates the network of high importance industrial control systems from the network of control systems with lower 3.137) 77)) (In aqdltlon to the
: s importance. following, A.13.1.1,
|ncqrporates |0T dfewces VS. ther. - If the information system that handles highly confidential data is connected to a remote device, the organization is to prevent multiple and simultaneous local A13.1.3,A14.1.2,
environments within the organlzatlon). connections between the device and the system, as well as prevent access to external network resources by other connections. A.14.1.3)
CPS.AC-7 <Advanced> o
: - The information system and industrial control system monitor and regulate connection of external and internal boundaries of the network to which the system is " O
) X A o ) o/s - (In addition to the
connected (in the case of industrial control systems, boundaries with information systems). following, SC-7) (4.3.3.4.2,43.3.4.3)
- The organization installs boundary protection devices to promote effective security in the system and connects to external networks via the device. ’
<Basic> o
- The organization establishes a data flow regulation policy that defines the range in which data flow within information systems and industrial control system is (SR 3.1. SR 3.8)
permitted and the range in which data flow between systems is permitted, and regulates the flow by segregating the network appropriately. o o o o) ! :
- The organization logically or physically segments the control system's network from the network composing of the information system. ors (3.13) (AC-4) (A12.1.4, A13.2.1) (4.3.3.4.1)
[Reference] Implement physical segmentation in environments physically separated from other networks. Alternatively, in environments physically close to other
networks, it is possible to implement logical segmentation in consideration of the cost of the measure.
Restrict communications by loT devices L2_1_b SYS, |Common among <High-Advanced>, <Advanced> and <Basic>
and servers to those with entities (e.g. L3_3_a_SYS |- The organization assigns identifiers to its loT devices and servers, as well as managing the identification by preventing re-use of identifiers and invalidating identifiers o O
CPS.AC-8 people, components, system, etc.) after a certain pe.riod oftime. . A . A . ‘ A . N o’s O O O (4.33.2.2,43352, (SR1.1,SR 1.2, SR
identified through proper procedures. - Before con»nectlng their |DT devices and servers to the network, the information system and the industrial control system prepare a mechanism that uniquely identifies (3.5.5,3.5.6,3.8.2) (1A-4) (A.7.1.1,A9.21) 433.72.4337.3) 14,SR 1.5 SR 1.9, SR
and authenticate these devices. 2.1)
- Communication using loT devices is denied as default. The protocol to be used is authorized as an exception.
Authenticate and authorize logical accesses| L1_1_a_SYS, |<High-Advanced>
to system components by loT devices and L1_1_b_SYS, |- The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially regarding login to a system that handles
users according to the transaction risks II__:’?_J_b_SS\\((SS’ ’*“gh'V confidential data. o ) ) n 0 O B )
(personal security, privacy risks, and other |_3_ 4_ab_ SYS, Wh?n perforAmmg authent|C{at|on us‘mg PKI in an industrial control syAsTem, ensure that the proces?ng wait time Fhat ocFurs does not d‘egrade system per.formance. s (In addition to the (In laddmon to the (In a.ddltlon to the (In addition to the
organizational risks). _4_D_ - The |nf<?rmat|on s_ystem and |n'dustr|e_ul control fystem lay down COndItI-DI.’\S that require disconnection of the session for its system and implement a function that following, 3.1.11) following, IA-2, 1A-5(2), following, 4.3.3.6.3, following, . SR 1.9)
automatically terminates a user’s session when it falls under these conditions. AC-12) 4.3.3.6.5,4.3.3.6.7)
|[Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3. O
<Advanced> (A.9.3.1, A.9.4.3, A.9.4.5)
- The organization checks the user’s identity and authenticates using a mechanism that has sufficient strength for the risk of the transaction (security-related risks for
the user, privacy risks, etc.). o O O
- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks, etc.) when a user logs into the (311,312,319, o (4.3.3.6.1,4.3.36.2, (SR 1.1,SR 1.2, SR
o/s 3.1.10,3.5.2,3.5.7, |[(IA-5, IA-5(1), IA-6, AC-8,

CPS.AC-9 sytem. N o R _ - 3.5.8,3.5.9,3.5.10, AC-11, AC-11(1)) 4.3364,43366, 115 SR17, SR 18, SR
- The information system and the industrial control system make the feedback on the authentication information invisible in its system during the authentication 3.5.11) 4.3.3.6.8,4.3.3.6.9) 1.10)
process.

- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.
<Basic>
- The organization develops a policy of credentials (e.g. password, security key) for its own information systems and industrial control systems, and implements a
function that cannot be set up unless the credential satisfies the policy. The following is an example of the content of the policy.
- Devolop and operate the requirements for passwords in order to ensure the minimum required complexity.
- When new credentials are created, change them to at least the number of characters defined by the organization. ors R R R R R
- Store and transmit only cryptographically protected credentials.
- Prohibit reuse of the same credentials for the period that the organization defines.
- The organization allows its members to use temporary credentials exceptionally when logging on to the system when they have forgotten credentials, if they change
immediately to a strong password.
- Information system and industrial control system limit the transactions and functions that can be performed to authenticated users.
Provide appropriate training and education L1_1_a_PEO, |<High-Advanced> @) O
to all individuals in the organization and L1_1_b_PEO, |- The organization provides security awareness trainings to all necessary personnel so that they will recognize and report signs of internal fraud. (6] (In addition to the (In addition to the - -
manage the record so that they can fulfill L1_1_c PEO, following, 3.2.3) following, AT-2(2))
aSSigan r(:jles atm.j rtehSponSib“ities to d ﬂ:;—_i—_';lé% f?s\e/i)r:cgji?zation regularly provides basic security awareness training to all members of staff. The organization can, for example, educate the following matters in
preve.n an con.am. e occurrence an L1_3_a PEO, |addition to the contents explaining general matters.
severity of security incidents. L1_3_a_DAT, -Procedure to response when you receive a suspicious email ) O
CPS.AT-1 If_:il_ca_PPEE% -Notes on using mobile devices (e.g. Notes on connecting to a public wireless LAN) o (3.2.1) (In addition to the O O -
— -Notes on using SNS - following, AT-3) (A7.21,A7.22) (43.2.34,432441,
- The organization creates a program for each role (e.g., system/software developper, purchasing personnel, system administrator, personnel in charge of security 43.24.2,43.2456,
measures) to train information security personnel and to improve their skills. The program is conducted regularly on applicable personnel. 4.3.3.2.5,43.4.54,
- The organization regularly reviews records of security education and training. 4.3.45.11)
<Basic>
- The organization provides basic security awareness training to new staff, or when necessary due to changes made to the information systems and the industrial control o R @) R
systems which the organization uses. (AT-2)
- The organization records and manages the contents and results of security education and training for member in the organization.
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Measure M Requirement Corrasponding Examples of securit 'SUb:eCt thta \ NIST SP 800-53 |ISO/IEC 27001:2013
Requirement ID easure Requiremen Vulnerability ID xamples of security measure implements | -\t sp 800-171 - : IEC 62443-2-1:2010 | IEC 62443-3-3:2013
measures Rev.4 Annex A
Provide appropriate training and security L1_3_b_PEO, |<High-Advanced>
education to members of the organization L1_3_a DAT, |- The organization monitors its personnel and related organizations that may be involved in the security incident for the accomplishment status of the roles assigned to o - - - -
and other relevant parties of high L3_3 a_PEO |the personnel in charge.
importance in security management that <Advanced> » » o ) o ) ) ) ) ) 0
. . IR - The organization requests the giving of training (e.g. simulation assuming actual incident) and security education appropriate to execution of the roles assigned to the O L
may be involved in the security incident ) o ) ; o ) - o ) " (In addition to the
. personnel in charge to related organizations that may be involved in the security incident and confirms the training/education implementation status. o (In addition to the - - . -
CPS.AT-2 |prevention and response. Then, manage ™ - . ) - ) X - - ) i following, 4.3.2.4.3,
L . - The organization regularly reviews the records of education and training for persons in charge of relevant parties that are highly important in its own security following, 3.2.2)
the record of such training and security management. 43.4511)
education. <Basic> o
- The organization requests the giving of training (e.g. simulation assuming actual incident) and security education appropriate to execution of the roles assigned to the o O B R (43241 43242 R
personnel in charge to their personnel, and confirms the training/education implementation status. (3.2.1) em e T
- The organization records and manages the contents and results of security education and training for member in the organization. 43.24.6)
Improve the contents of training and L1_1_a PEO, [Commonamong <High-Advanced>and <Advanced>
education regarding security to members of L1_1_b_PEO, |- The organization continuously verifies the effects of education and training in order to ensure that the member of the organization and persons of relevant parties in o
the organization and other relevant parties 'lj—;—;—:zégr charge have a better understanding of security. _ A B ‘ ‘ o o - (432.4.4,43245) -
CPSAT-3 |of high importance in security management |_1_3_b_PEo’ -The ?rganlzatlon refers to the. .results of the review of security education and training records and improves the contents of education and training in light of new or @] O
of the organization. L1:3:c:F’EO,’ Zgz:igcl:g threats and vulnerabilities. (AT-1) (A.7.2.2)
L3 3 a PEO, |.The organization will conduct questionnaires and simple tests to confirm the subject's understanding of the content and confirm the results after conducting security (0] - - -
L3_4_a_PEO, |education and training.
If the organization exchanges protected L3_1_a_PRO, |Common among <High-Advanced> and <Advanced>
information with other organizations, agree L3_4_a_DAT, |- The organization specifies concrete security measure requirements considering importance of exchanged data and assumed risks, and requires business partners to
in advance on security requirements for L3_4_b DAT implent them. o N - N - N
CPS.DS-1 protection of such information. - The organization permits outsourcing of data handling operation to subcontractors only if it confirms that such subcontractors have implemented security measures
whose level is equivalent to those required to direct business partners.
<Basic>
- The organization regulate how to handle the data that business partners may handle by concluding a non-disclosure agreement. (0] - - - - -
- The organization prohibits direct business partners from subcontracting operations related to data management.
Encrypt information with an appropriate L1_1_a_DAT, |<High-Advanced>
level of security strength, and store them. - The organization selects products that have been authenticated based on Cryptographic Module Validation Program (CMVP) in order to suitably implement selected O 0
L3_1_a DAT, |algorithms to software and hardware, and to protect keys, identification codes, and entity authentication information that is used to decrypt encrypted information or oIs (In addition to the (In addition to the _ _
L3_3_d_SYS, |to grant electronic signatures. following, 3.8.6, 3.13.11, )
L3_4 b_SYS |-The organization protects are encrypts data to the appropriate strength when that data is taken outside of the organization. 3.13.8) following, SC-12(1))
- The organization uses |oT devices that can encrypt and store data in internal memory.
<Advanced>
- The organization examines safety and trustworthiness that are necessary, selects an algorithm, encrypts information (data) to the appropriate strength, and stores the
information. If an algorithm on the CRYPTREC Ciphers List can be selected, the organization uses it to encrypt information (data) to the appropriate strength and stores
CPS.DS-2 the information. A , , A A . O (A823)
- The organization considers the level of security and trustworthiness required for the information, chooses an algorithm, and encrypts and stores high importance O @]
information handled by industrial control systems with appropriate strength without causing unacceptable impact on performance. o/s (In addition to the (In addition to the -
following, 3.13.16) following, SC-28) O
[Reference] (SR 3.4, SR 4.1)
Regarding encryption technologies whose security and implementation performance are confirmed, "Cryptography Research and Evaluation Committees (CRYPTREC)
" releases to the public the list of such technologies recommended for use that are sufficiently used in the market or are considered to spread in the future. It is
desirable that the organization should refer to the list as needed when procuring systems that should implement encryption functions.
<Basic> O O
- The organization examines safety and trustworthiness that are necessary, selects an algorithm, encrypts important information (data) handled by information systems o/s (SC-12) -
to the appropriate strength, and stores the information. (3.13.10)
Encrypt the communication channel when L1_1_a_SYS, |<High-Advanced> o o
communicating between loT devices and L1_1_b_DAT, |- The organization protects th networks composing the information system and industrial control system that handles important data by implementing encrytion of o/s (3.13.15) (FRICAZTSC-12(1)) -
servers or in cyberspace. L3_1_a DAT, |communication channels or by alternative physical measures. e ° o o
L3_2 b_DAT, |<Advanced>
L3_3_a_SYS, |- The information system employs an cryptographic mechanism and encrypt communciation paths. (A10.1.1,A13.2.1, (SR3.1,5R 3.8, SR
CPS.DS-3 O A13.2.3,A14.1.2) 4.1,SR4.2,SR4.3)
L3_3_d_SYS S 313.15 O(SC-8(1), SC-12) -
[Reference] For encryption of communication paths, there are several methods such as IP-VPN, Ipsec-VPN, SSL VPN. It is desirable that the organization should select the (8.13.15)
method considering the importance of the data transmitted in the communication paths, the budget, and so on.
<Basic>
-N/A ) ) ) ) ) )
Encrypt information itself when L1_1_a_DAT, |<High-Advanced>
sending/receiving information. L1_1_b_DAT, |- The system /loT apparatus introduces the code module which it can implement without even little resource losing availability, and it is desirable to encrypt the s B B o B e
L3_1_a DAT, |communication data from a high apparatus of the importance at appropriate strength.
L3_2_b_DAT, |- The information system encrypts all data transmitted outside the organization with appropriate strength, not limited to high or low importance (A-10.1.1,A18.2.1, (SR3.1, SR 3.8, SR
CPS.DS-4 L3.3.d SYS [<Advanced> . - A13.2.3,A.14.1.2) 4.1,SR 4.2, SR 4.3)
- The organization encrypts information with appropriate strength when transmitting highly confidential information to an external organization or the like. 0 } O (SC-8(1)) }
<Basic>
-N/A B } B } B }
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Requirement ID|

Measure Requirement

Corresponding
Vulnerability ID

Examples of security measure

Subject that
implements
measures

Reference Guidelines

NIST SP 800-171

NIST SP 800-53
Rev.4

ISO/IEC 27001:2013
Annex A

IEC 62443-2-1:2010

IEC 62443-3-3:2013

CPS.DS-5

Securely control encryption keys throughout
their life cycle to ensure proper operation
and securely transmitted, received and
stored data.

L1_1_a_DAT,
L3_1_a DAT

<High-Advanced>

- If the user loses the key, the organization maintains the availability of the information by reissuing key or the like.

- Itis desirable to consider authenticity of the public key as well as to securely control the secret key and private key. This authentication process is carried out using the
public key certificate issued normally by a certificate authority. It is desirable that the certificate authority should be a recognized organization that implements
appropriate measures and procedures to provide the required reliablity.

o/s

O
(In addition to the
following, SC-12(1))

<Advanced>
- Itis desirable that the organization should set out a policy and procedure regarding the following items to take immediate and appropriate measures when the private
key is imperiled.

- A structure to take measures against imperilment of the private key (including the stakeholders, roles, cooperation with contractors)

- Criteria to judge whether the private key is imperiled or is in danger of imperilment

- To investigate the cause of imperilment of the private key, and to attempt to remove the cause

- Suspension of the services using the key

- To create a new pair of keys and issue a certificate for the new key

- Disclosure of information regarding imperilment of the private key (Notified parties, a method of notification, disclosure policy, etc.)

Reference] It is desirable to refer to the group of standards of ISO/IEC 11770, NIST SP 800-57 Part 1 Rev.4, and so on for the details about key management.

<Basic>
- It is desirable that the organization should protect all encryption keys from modification and loss.

O
(3.13.10)

(SC-12)

O (A10.1.2)

O
(SR 1.9, SR4.3)

CPS.DS-6

Secure sufficient resources (e.g., People,
Components, system) for components and
systems, and protect assets property to
minimize bad effects under cyber attack
(e.g., DoS attack).

L1_1_c_SYS,
L2_1_d_SYS,
L3_3_c_SYS

Common among <High-Advanced> and <Advanced>
- The information system and industrial control system manage spare storage space, bandwidth, and other spares (People, Components, System) and minimize the
impact of service denial attacks that send a large amount of information. For example, if services provided by an attacked system can not be stopped due to maintaining
the level of availability, etc., in order to continue important functions, it is necessary to take the following measures.

- Automatic or manual migration to standby system

- Automatic or manual segregation of system components attacked by adversal actor
- In order to ensure that required system performance is satisfied, use of resources must be monitored and adjusted. In addition, storage capacity and performance
required in the future must be pre-estimated.
- The organization shall:
(a) Use a monitoring tool which the organization specifies in order to find signs of service jamming attacks on the information system.
(b) Monitor resources of information system and industrial control system identified by the organization and judge whether sufficient resource is secured to prevent
effective service jamming attacks.

(@]
(In addition to the
following, SC-5(2).
SC-5(3))

O
(In addition to the
following, A.12.1.3)

<Basic>

- By implementing the security measures which the organization decides on, the information system and the industrial control system minimize the impact or protect
from the impact of service denial attacks which the organization specifies, or from attacks on references to sources of these information, while performing a fallback
operation

O (sC-5)

O
(A17.2.1)

@]
(SR 5.2)

CPS.DS-7

Carry out periodic quality checks, prepare
standby devices and uninterruptible power
supplies, provide redundancy, detect
failures, conduct replacement work, and
update software for loT devices,
communication devices, circuits, etc.

L1_1_c_SYS,
L2_1_d_SYS,
C

1
L3_3_c_SYS

Common among <High-Advanced> and <Advanced>
- The organization prepares short-term uninterrupted power supply which supports the switching of the information system to an alternative power source that can be
used for a long period of time when the primary power source is lost.

O (PE-11)

<Basic>

- In order to ensure that required performance of an information system and an industrial control system is satisfied, use of resources must be monitored and adjusted.
In addition, storage capacity and performance that are required in the future are pre-estimated.

- The organization protects devices from power outages and other failures that are attributable to malfunctions in the support utility.

- The organization protects communication cables and power cables that transmit data or that support information service from interception, interference, and harm.

- The organization properly maintaines devices to ensure continuous availability and integrity.

O
(SR 5.2, SR7.5)

O
(A11.2.2, A11.2.3,
A11.2.4, A12.1.3,

A17.2.1)

CPS.DS-8

When handling information to be protected
or procuring devices that have an important
function to the organization, useselect the
loT devices and servers equipped with anti-
tampering devices.

[1_1_d_COM
L2_3_b_COM

<High-Advanced>

- When handling information that shall be protected or when procuring devices that have a function important to the organization, the organization procures devices
that use anti-tampering devices.

- When storing encryption keys for the cryptographic mechanism used in the information system and the industrial control system, the organization uses anti-tampering
devices.

O (sC-12)

O (A10.1.2)

@]
(SR 5.2)

<Advanced>
- N/A

<Basic>
- N/A

CPS.DS-9

Properly control outbound communications
that send information to be protected to
prevent improper data breach.

L1_1_a_DAT,
L2 3_c_SYS,
L3_1_a_DAT

<High-Advanced>

- The industrial control system shuts down, isolates the malicious code or notifies the administrator when detecting such code through IDS/IPS.

- The organization/system analyzes the regular patterns of its systems’ communication status and security alerts to create and use a profile that summarizes typical
patterns of communication and security alerts, thereby enabling the detection of unknown threats and suspicious behavior (communication).

- The information system prevents fraudulent and unexpected transfer of information via common system resources.

(3.13.4)

O
(In addition to the
following, SC-4)

<Advanced>

- The information system blocks or isolates any malicious code for it detected through an IDS/IPS, or notifies the administrator of the code.

- The organization collects information including newly released attacking trends, malware behaviors, and malicious IP addresses/domains (external intelligence). When
necessary, the organization excutes responces to restrict communications to highly dangerous IP addresses or domains or so.

o/s

(3.13.1)

o
(SC-7)

o
(A13.2.1)

<Basic>
- The organization detects unusual data communications (e.g., too large data size, unexpected communication destination) outbound the organization, and limits such
execution of communications when necessary.

o/s

(SR5.2)

CPS.DS-10

Conduct integrity checks of software
runnning on the loT devices and servers at
a time determined by the organization, and
prevent unauthorized software from
launching.

2 3_b_SYS

<High-Advanced>

- The organization uses an automated tool that notifies the information system administrator when an inconsistency is found during integrity verification.

- The organization uses tools to prevent the launch of the software if malicious software is detected.

- The organization incorporates detection capacity into its incident response capacity to detect unauthorized changes that are made to the settings and security, such as
an unauthorized promotion of system authority.

o/s

O
(In addition to the
following, SI-7(2),
SI-7(7))

(@]

<Advanced>
- The information system regularly inspects the integrity of the software and firmware.
- The information system and the industrial control system prevent activation of unregistered software by registering in advance software that is permitted to activate.

o
(SI-7, SI-7(1))

(A12.2.1)

@]
(SR3.1,SR 3.3, SR
3.4, SR 3.8)

<Basic>

-N/A
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essure Cormesponding Subject that Reference Guidelines
Requirement ID Measure Requirement Vulnerability ID Examples of security measure implements NIST SP 800-171 NIST SP 800-53 |ISO/IEC 27001:2013 |EC 62443-2-1:2010 | IEC 62443-3-3:2013
measures Rev.4 Annex A
Perform integrity checking on information L1_1_b_DAT, |<High-Advanced> o
to be sent, received, and stored. L1_1_d_PRO, |- The organization detects tampering with data transmitted from loT devices, servers, etc. in industrial control systems, if possible, using integrity checking tools. o R (In addition to the B R
L3_2_a DAT, |- The organization incorporates detection capacity into its incident response capacity to detect unauthorized changes that are made to the settings and security, such as followi S17(7
L3_2_b_DAT  |an unauthorized promotion of system authority. ollowing, SI-7(7)) o
<Advanced> (A14.12,A14.13)
CPS.DS-11 - The organization uses an integrity verification tool in an information system to detect any unauthorized changes that are made to communications data transmitted o o O
from loT devices and servers. oIS - (817, S-7(1)) - (SR3.1,SR 3.3, SR
- The information system regularly inspects the integrity of the stored data. ’ 3.4,SR 3.8)
- The information system supports the technology of authenticating the sending domain in e-mail, and detects spoofing and tampering of e-mail.
<Basic>
-N/A ) ) ) ) ) )
Introduce an integrity check mechanism to L1_1_d_PRO, |<High-Advanced>
verify the integrity of hardware. L2 _3_b_SYS |- The organization detects hardware tampering (insertion of hardware/trojan) based on the difference between the genuine and counterfeit side channel information of
the IC chip. (0] - - - - -
- The organization detects hardware tampering (insertion of a hardware trojan) through testing physically readable ID of chip generated with the technology of PUF
(Physically Unclonable Function).
CPS.DS-12 <Advanced>
- The organization uses tools that detect unauthorized changes made to hardware components, labels that cannot be replicated easily, and verifiable serial numbers so o R O R O R
that integrity can be verified. (PE-6, SA-10(3)) (4.3.4.4.4)
- By monitoring the site with surveillance cameras, the organization shall be able to detect physical tampering on the hardware that is significant to its operation.
<Basic>
-N/A ) ) ) ) ) )
Confirm that loT devices and software are L1_1_d_PRO, |<High-Advanced>
genuine products during the booting-up L2 _3_c_ORG, |- The organization utilizes a tool having an automated mechanism to periodically check that the loT device and installed software are genuine, using the device serial o - - - - -
process. L2_3 ¢_SYS |number, hash value, and the like.
CPS.DS-13 <Advanced> o } : } : )
- The organization regularly checks that the 10T devices and the installed software are genuine products by using the serial numbers and hash values of the devices.
<Basic>
- During procurement and inventory count, the organization confirms that the loT devices which the organization possesses are genuine products by checking the label. [¢] - - - - -
Maintain, update, and manage information L3_4_a_PRO, |<High-Advanced>
such as the origination of data and data L3_4_b_PRO |- The organization checks whether or not there is an entity that does not implement the countermeasures that meet the level requested by the organization to the o - - - - -
processing history throughout the entire life outsourced organization among the supply chain in the cyberspace where data managed by the organization is processed.
cycle. <Advanced>
CPS.DS-14 - The organization links the source of the data obtained from other organizations or individuals/IoT devices outside of the organization to the data concerned and o R R R R R
manages the entire lifecycle of the data from acquisition to deletion.
- The organization identifies the source of data that is utilized by the organization and the organization/personnel that processed the data concerned.
<Basic>
- The organization links the source of the data obtained from other organizations or individuals outside of the organization to the data concerned, and manages the (o] - - - - -
entire lifecycle of the data from acquisition to deletion.
Use products that provide measurable L2_1_a COM, [Common among <High-Advanced> and <Advanced>
security in order to ensure the availability of L2_1_a PRO, |- When adopting a device (sensor) that has network connectivity, digitalizes dynamics in physical space, and transmits them to cyberspace, it is desirable to procure the
security reporting and the trustworthiness of L2 3 a ORG, |[said device with consideration of the following points:
sensing data through integrity protection. L2_3_d_ORG - Whether functlor.\ that uses |r1tegr|ty.ver|f!c_at|on tools to detect \fnauthorlzed changes made t(-J .communlcatlons dat? is |mp!emented or not; o o _ @] _ _ _
CPS.DS-15 - Whether the device has a unique ID identifiable by other loT devices and servers, or has a certificate that can prove its genuineness through mutual authentication (SC-5, SC-6, SI-7)
with the destination;
- Whether or not the device’s resource is at a level which can maintain the availability when subjected to a denial-of-service attack of a certain scale;
- Whether or not it has tolerance against physical attacks.
<Basic> o R B R B R
- The organization procures loT devices (e.g. sensor) that are resistant to physical attacks.
Introduce and implement the process to L1_1_a_SYS, |<High-Advanced>
manage the initial setting procedure (e.g., L1_1_b_8YS, |- Before making changes to loT devices and servers that are subjects of configuration management, the organization tests and approves these changes as well as creates o
password) and setting change procedure L2 1_a_ORG, " la document on the changes. o - (In addition to the .
for 10T devices and servers. L2_1_b_COM, | The organization uses an automated mechanism to manage, apply, and confirm settings of loT devices and servers from a single location. following, CM-3(2))
L2_1_b_PRO, |-The organization integrates security change management procedures particularly for industrial control systems, into existing process safety management procedures. 9
L2_3_b_ORG,
L3_1_a_SYS, |<advanced>
L3.3.d SYS | when changes are made to the loT devices and servers that are subjects of configuration management, the organization analyzes the impact the change has on
security, decides whether the change can be made or not, and creates a document on the procedure. o o
- The organization limits personnel who can make changes to approved loT devices and servers (restricted access).
CPS.IP-1 -The organization makespchanges to approved loT devifes and Zerers as well as implements, r(ecords and monizors those changes. o (in add_ition to the (in .addition lo the © © ©
- . " ! ! . : following, 3.4.3, following, CM-3, CM-4, (A.12.1.2,A12.5.1) (4.3.432,4343.3) (SR 7.6)
- The organization uses a secure recovery method (e.g. entering a security code known only to the user before the change is implemented) if they forget the password 3.4.4,345) CM-5)
of their accounts, 10T device and servers.
- The organization regularly reviews policies and procedures for operation and change management to ensure that changes do not adversely affect the availability or
safety of information system and industrial control system.
<Basic>
- Upon determining the most restrictive setting criteria that conform to their operation, the organization creates a document on the initial setting procedures and
setting details for the loT devices and servers that will be introduced and adjusts the settings according to the document. o O O _
- The organization checks initial setting values of loT devices before installing them, and adjusts the settings appropriately if they do not comply with the policy (3.4.2) (CM-6)
stipulated in CPS.AC-1.
- The organization checks and records software installed in loT devices before introducing them.
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essure Cormesponding Subject that Reference Guidelines
Requirement ID Measure Requirement Vulnerability ID Examples of security measure implements NIST SP 800-171 NIST SP 800-53 |ISO/IEC 27001:2013 |EC 62443-2-1:2010 | IEC 62443-3-3:2013
measures Rev.4 Annex A
Restrict the software to be added after L1_1_a_SYS, |<High-Advanced> o O o
installing in the loT devices and servers. L2_1_a ORG, |- The organization restricts software by using a list of software that is permitted to be executed on the information system and industrial control system (whitelist) or list oIs - (In addition to the " R R
L2 1_c_SYS, |of prohibited software (blacklist). Or, unpermitted software shall not be installed. (in add.ltlon o the following, CM-7(4), CM7- (in ad.dltlon lothe
L3 1 a SYS, following, 3.4.8) ) following, A.12.5.1)
CPS.IP-2 L3_3_a_SYS, [<advanced> o o
’ L3 3.d_SYS |- The organization adopts and manages a mechanism that manages software installation that is performed by users on the organization’s system (information system or o/s -
. . . (3.4.9) (CM-11)
industrial control system) and monitors the events. @] O
<Basic> (A.12.6.2) (4.3.432,43433) 0
- The organization establishes a policy on software installation performed by users on the organization’s system (information system or industrial control system) and (0] - -
has the users follow it. (SR7.6)
Introduce the system development life cycle| L1_1_a_ORG, |<High-Advanced>
to manage the systems. L1_1_b_ORG, |- The organization explicitly presents the following requirements when procuring the system;
L1_1_c_ORG, - Requirements for security functions;
L2_1_d_SYS, - Requirements for security strength; O
L3_3_c_SYS - Requirements for security warranty; o - (In addition to the @] - -
- Requirements for security-related documents; following, SA-4) (In addition to the
- Requirements for protection of security-related documents; following, A.6.1.5,
CPS.IP-3 - Description on the development environment of the system and the environment which the system is planned to operate under; A14.2.2, A14.2.5)
- Acceptance criteria
<Advanced> O
- The organization manages the system in accordance with the system development lifecycle, which includes items of consideration regarding information security, and (o] - (In addition to the
undergoes an information security risk management process throughout the entire system development lifecycle. following, SA-3) @] O
<Basic> O (4.3.4.3.3) (SR7.3,SR7.4)
- The organization applies the general rules of the system’s security engineering to specifications, design, development, introduction, and changes in building the o O O (A.14.1.1, A14.21,
(3.13.2) (SA-8)
system. A.14.2.6)
Perform a periodical system backup and L1_3_a_DAT, |<High-Advanced> O @)
testing of components (e.g., loT devices, L2_1_d_SYS, |- The organization confirms the trustworthiness of the medium and integrity of the information by regularly testing the backup information. (6] - (In addition to the (In addition to the -
communication devices, and circuits). L3 3 c 8YS following, CP-9(1)) following, A.14.3.1)
<Advanced> O @]
CPS.IP-4 - The organization backs up their system documents according to the prescribed timing and frequency. o (In addition to the (4.3.4.3.9) -
- The organization protects the confidentiality, integrity, and availability of the information backed up on the storage base. @] (@) following, A.18.1.3) R
<Basic> (3.8.9) (CP-9)
- The organization backs up information on user level and system level that is included in its information systems or industrial control systems according to the o o -
prescribed timing and frequency. (A12.3.1)
Implement physical measures such as L1_1_a_SYS, |<High-Advanced> o B R
preparing an uninterruptible power supply, al L1_1_c_SYS, |- The organization adopts an automatic fire suppression system if a staffer is not stationed full time at a facility where its system is located. o
fire protection facility, and protection from I['ZZ—:—:—SS:SS' <Asvanced? o ) _ n ) _ _ ) _ . (In addition to the o
water infiltration to follow the poIicies and ' 5_a_ s -The organ!zat!on maintains mad‘une‘safety })f equipment located within the ar?a of their loT devices and serv‘ers by using an un‘lnte‘rruptlele power supply. o following, PE-13, PE-15) @) (4.3.3.3.1,4.3.3.3.2, )
CPS.IP-5 rules related to the physical operating L3_1_a_SYS - The organization adopts and maintains equipment and systems that run on an independent power supply which detect and extinguishes fire. (A11.1.4,A11.21, 4.3.3.3.3,4.3.3.3.5,
environment, including the IoT devices and - The organization have shut-off valves or isolation valves to protect areas with their loT decides and servers from damages such as water leakages. A11.2.2) 4.3.3.3.6)
. ’ ) . <Basic>
servers installed in the organization. - The organization adopts a system that maintains the temperature and humidity of the area with its IoT devices and servers being within the acceptable level. o - o - -
- The organization regularly monitors the temperature and humidity of the area with its loT devices and servers. (PE-14)
When disposing of an loT device and L2_3_b_DAT |<High-Advanced> O
server, delete the stored data and the ID - The organization defines classifications including security categories of data saved in an loT device or server to be scrapped, and introduces a mechanism for using the o (In addition to the -
(identifier) uniquely identifying the genuine proper technique for deleting data with the strength and integrity needed or making the data unreadable according to the definition. following, A.8.2.3)

CPS.IP-6 |loT devices and servers as well as <Advanced> ) o ) o ‘ ‘ i o O o
important information (e.g., private key and - The organization establishes a procedure for scrapping its equipment including loT devices and servers, deletes data saved in the equipment or makes the data o (3.8.3) (MP-6) @] - (SR 4.2)
diaital certificate) or make them unreadable in accordance with the procedure, and makes sure that the action has been done successfully. (A.8.3.1,A.8.3.2,

lgita 8 <Basic> A11.27)
unreadable. - The organization deletes data that has been saved in its loT devices or servers to be scrapped, or makes the data unreadable. 0 B
Assess the lessons learned from security L1_1_a_PRO, |<High-Advanced> @]
incident response and the results of L1_1_b_PRO, |- The organization has its security assessed by a third party. o - ("FIn addition to the - -
monitoring, measuring, and evaluating L1_1_c_PRO, following, CA-2(1))
internal and external attacks, and improve L2_1.a_ORG <Advanced> ) o ) i ‘ o
the processes of protecting the assets. - The organization draws up a security assessment plan before the assessment is carried out that includes the following so as to ensure that its security is assessed o
properly and systematically:
. (A.16.1.6, A.18.2.1,
CPS.IP-7 - Security measures for assessment; ) ) . o Clause 9.1, Clause 9.2, o) -
- Assgssment procedures for measu‘rlng the effectlvehess of security measures; o o Clause 10.1, Clause (4432, 44323,
- Settings and mec‘hanlsms for carrying out the securlt»y assessment; o (3.12.1) (CA-2) 10.2) 44344435 44386,
- Methods of putting together the results of the security assessment and applications of the results.
- 4.4.3.7,4.4.3.8)
<Basic>
- The organization regularly evaluates whether its security measures have achieved expected results (i.e., security assessment) and reports the conclusions to the chief o R
security officer, in addition to the evaluation of whether the measures are correctly implemented and managed.
- The organization makes improvements on its security measures based on the results of the security assessment.
Share information regarding the L2_1_a_ORG |<High-Advanced>
effectiveness of data protection - The organization prepares a setting through an automated mechanism at just the right time that enables it and its appropriate partners to interactively share new o - -
technologies with appropriate partners. information about data protection technologies or information about the effectiveness of the protection technologies. @] O
<Advanced> (3.14.4) (AC-21) o
CPS.IP-8 - The organization prepares a setting that enables it to share new information about data protection technologies or information about the effectiveness of the o (A16.16) - -
protection technologies with its partners at just the right time. T
<Basic>
- The organization prepares a setting that enables it to acquire new information about data protection technologies or information about the effectiveness of the (o] - - - -
protection technologies from its appropriate partners.
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Requirement ID Measure Requirement Vulnerability ID Examples of security measure implements NIST SP 800-171 NIST SP 800-53 |ISO/IEC 27001:2013 |EC 62443-2-1:2010 | IEC 62443-3-3:2013
measures Rev.4 Annex A
Include items concerning security (e,g,, L1_1_a_PEO, |Common among <High-Advanced> and <Advanced>
deactivate access authorization and L1_1_b_PEO, |- The organization makes changes to its staff members’ rights to access certain systems and/or rooms on the premises when they are reshuffled or transferred
personnel screening) when roles change in | L'-1-0-PEO |internally. o _ o _ o _ o o
due to personnel transfer. - To. minimize impacts when a staff member leaves the organization, designate backup members regarding important duties as a supplier including operation and O (In addition to the (FIn addition to the
maintenance. (0] (In addition to the ) . -
R L L . - A : . X . ) following, A.7.2.3, following, 4.3.3.2.3,
- The organization identifies conditions in which re-screening is required such as changes in access authority to their own systems, and re-screen if necessary. following, PS-5) A7.3.1) 43324)
- The organization conducts an interview on information security when personnel leave. e
- The organization ensures that responsibilities for security are met, particularly of personnel handling sensitive information, throughout the whole process from hiring
to retirement. O
CPS.IP-9 <Basic> (3.9.13.9.2)
- The organization identifies the responsibility for security of personnel in the employment contract. The organization states that this responsibility should be sustained
for a reasonable period of time after the termination of employment, in order to prevent information leakage after the termination of employment.
- The organization reviews a staff member before granting him or her access to its systems. o O O
- The organization conducts the following when a staff member resigns or retires: o (PS-3, PS-4) (A7.1.1,A7.12, A721| (43321,43322, -
- Disables the staff member’s access to its systems within a certain period; ’ A.8.1.4) 4.3.3.2.6,4.3.4.4.2)
- Disables the authentication and credentials related to the staff member;
- Collects all system-related things for security that the staff member has used;
- Retains access to the information about the organization and information systems that have been managed by the individual who is leaving.
Develop a vulnerability remediation plan, L1_1_a_8YS, |<High-Advanced> @]
and modify the vulnerability of the L2_1_a ORG, |- The organization adopts and administers an automated mechanism for managing the status of defect correction. o - (In addition to the - -
components according to the plan. L3 _1_a_SYS, following, S1-2(2)) o
L33 a_SYS, |<Advanced> (In addition to the
L3.3.d_SYS |.The organization defines tolerable risk by identifying through investigations and tests the impacts of patch application on the functions of other software applications o o followinl : A14.2.3)
and services on operations of loT devices and servers. (o] (3.14.3) (s2) 9. A14.2. -
- The organization conducts tests to measure the effectiveness of corrections and the possibility of any secondary adverse effects, corrects the defects, and manages the o
corrections as part of the configuration management.
CPS.IP-10 <Basic>
- The organization systematically identifies, reports and responds to vulnerabilities in its own information systems and industrial control systems. The organization (@)
considers the following when formulating a plan. (4.3.4.3.7)
- Seriousness of threats or vulnerabilities
- Risk in responding to vulnerabilities o - - o -
(A.12.6.1)
[Reference] It may be difficult to carry out application of security patches in a timely manner or application of patches itself to loT devices in consideration of availability
and functions of devices. In such cases, it is desirable to avoid occurrence of security incidents by thoroughly taking measures against threats (e.g. minimization of
functions, strengthening of network monitoring).
- Discuss the method of conducting L1_1_a_8SYS, |<High-Advanced>
important security updates and the like on L2_1_a ORG, |- The organization gives prior approval for the use of devices and/or tools needed for maintenance to update its loT devices and servers, and conducts monitoring. o
loT devices and servers. Then, app|y t§_11_(; SéYYSé - ThF organlz?tlon inspects th_e devices and/c?r tools for maintenance brought in by the staff members who update its 10T devices and servers in order to make sure that o o (In addition to the
those security updateswith managed tools L3_3_a_SYS’ nor:napprorfrlaFe or unauthorzlzed cdhangezv:lll be made e o ) . ) e the medi A o e e (37.1,37.2,37.4) following, MA-3, MA- -
properly and in a timely manner while L35 g svs J e orgamzdatlon inspects the media used for maintenance to update its IoT devices and servers in order to make sure that the media contain no malicious code before 3(1), MA-3(2))
recording the history. - theyareused. ) : ) ) - ;
A ) - The organization introduces an loT device designed to remotely update different software programs (OS, driver, application) at the same time.
- Introduce loT devices having a remote <Advanced> ©
update mechanism to perform a mass - The organization plans maintenance work such as updating its loT devices and servers, implements the plan, checks the work done, and documents the entire (In a(.’dltlon to the
update of different software programs (OS, maintenance. f'ﬂ"’;g' :'1111 '22‘2*
driver, and application) through remote - The organization gives prior approval for maintenance work such as updating its 0T devices and servers, and conducts monitoring. o . lA-1;1 2'4)' - o
CPS.MA-1 commands, where applicable, - The organization gives prior approval for travel from its premises for any maintenance work away from its premises, such as updating its IoT devices and servers. It also (In addition to the O T (43337)
takes necessary actions before the travel, such as deleting relevant saved data. o following I‘,Ii 71.3.7.2 (In addition to the D -
- The organization checks all security measures that may have been affected by maintenance work, such as updating its loT devices and servers, after the work is :;17'.4') T following, MA-2)
complete in order to make sure that the relevant equipment works correctly.
- The organization keeps the records of maintenance work done, such as updating its 1oT devices and servers.
- The organization establishes a process for authorizing maintenance staff in order to keep the list of authorized maintenance organizations or staff members updated.
<Basic>
- The organization makes sure that a maintenance staff member sent unattended to do maintenance work on its information system and industrial control system has o o o
the necessary access rights. [¢] (3.7.6) (MA5) (A11.1.2) -
- The organization appoints its staff member with the access rights and technical skills needed so as to supervise maintenance work done by a staff member without the o o
necessary access rights.
Conduct remote maintenance of the loT L1_1_a_SYS, |Common among <High-Advanced> and <Advanced>
devices and servers while granting L2_1_a ORG, |- The organization documents the policy and procedure relating to establishing and implementing a connection designed for remote maintenance, and implements the @] O
approvals and recording logs so that L3_1_a_SYS, |connection in accordance with the policy and procedure. o (In addition to the (In addition to the - -
unauthorized access can be prevented. L3_3_a_SYS, |- The organization provides authentication required for network access that it specifies when remote maintenance is carried out. It also ensures that the session and o following, MA-4(2)) following, A.15.1.1)
CPS.MA-2 L3_3_d_SYS  |network connection are terminated when the remote maintenance is complete. (3.7.5)
<Basic> 7. 5
- The organization develops and agrees to an implementation plan for remote maintenance before carrying out the maintenance, and checks the results of the O O
. o (4.3.3.6.5, 4.3.3.6.6, -
maintenance done. (MA-4) (A.11.2.4,A15.2.1)
- The organization keeps the records of remote maintenance done. 43.3.67,4.336.8)
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measures Rev.4 Annex A
Determine and document the subject or L1_1_a_SYS, |<High-Advanced>
scope of the audit recording/log recording, L2_1_b_ORG, |- In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security incidents after the fact. Therefore, the
and implement and review those records in L3_1_a_SYS, |information system collects, if possible, detailed logs (e.g. OS command level) that do not remain in the OS function.
order to properly detect high-risk security LSEBEaJSSYYSS’ - :tir\wellstamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails across the system, logically and 5 o 5 o o
. _5_d_ physically. "
incidents. - The information system provides system functions designed to compare and synchronize internal system clocks by using an official source of information for o/s (In addition to the f((l)ﬂoif/jiiglozlfg?le) (In addition to the (In addition to the (In addition to the
generating time stamps for an audit record. following, 3.3.7) AU-1’1(1 ) ’ following, A.12.4.4) following, 4.4.2.4) following, SR 2.10)
- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated manner.
- It may be difficult to generate security-related audit logs for some of the loT devices that an organization uses, or to connect some of those devices to the existing log
management system. Hence, it is necessary to take measures that consider the specs of the IoT devices, such as using a log management system different than the main
CPS.PT-1 one or using an alternative measure on the part of the system, when collecting and analyzing audit logs from the relevant IoT devices.
<Advanced> O O
- The information system and the industrial control system uses a cryptographic mechanism in order to ensure the integrity of an audit log and audit tool each. oIs (In addition to the (In addition to the (In addit?)n to the
- The organization grants control over an audit log only to users assigned in accordance with the rules about security-related internal responsibility. following, 3.3.4, 3.3.8, following, AU-9(3), .
. . ) . . R R following, A.12.4.2)
- The information system issues an alert when an incident of failure takes place in the audit process. 3.3.9) AU-9(4)) 0
Sos> . . o . . - (4.3.4.47,44.2.1, o
- The organization specifies what is to be audited based on its risk management strategy and risk assessment results, and sees if the systems can acquire audit logs that 4422 43339 (SR 2.8, SR 2.9,
show who did what and when in connection with the subjects of an audit. o O O 4 3'3 5.8) ! SR 2.11,SR 2.12)
- The system generates an audit log prescribed from various system components. o/s (331,332 333) (AU-2, AU-3, AU-6, AU- | (A.12.4.1,A12.4.3, R
- The organization reviews and analyze a system’s audit log regularly to see if there are any signs of security incidents that may cause damage to the organization, and T 11) A12.7.1)
make a report to the system administrator where necessary.
- The organization confirms that the impact of audit activities on the performance of industrial control systems is tolerable.
Minimize funcions of loT devices and L1_1_a_8YS, |<High-Advanced> o
servers by physically and logically blocking L1_1_b_SYS, |- The organization identifies software programs that are not allowed to be executed on a system. O "
L1_1_c_SYS, |- Manage a “black list” or "white list" so that the software programs not allowed on the system cannot be executed. (05} (In addition to the (In ad.dltlon {o the - -
unnecessary network ports, USBs, and 121D COM N 8€ a bz . S te the bl kl'p g el Y rollonna 347 348 following, CM-7(2),
serial ports accessing directly the main L2_ 3_ b_ SYS«’ :Ihz ;);f:enr:?lf:k;iii Z;Zcr:tvi:)errloaf:heusz ::jgtrai]s ?ncacf::za;;‘(vmig]eﬂztspeciﬁed rules plowine, 4.7, 348 CM-7(4)
bodies of loT devices and servers etc. L3 1 a SYS, [<Advanced>
L3.3.d SYS | the organization reviews the functions and services provided by its systems and items in order to identify the functions and services that could be deleted.
CPS.PT-2 -The organization uses network scanning tools, intrusion detec‘tion and prevention systems, alnd endpoint protection (e.g., a firewall, host-based intrusion detection o (in addit%n to the (in addit%n to the O R
system) in order to detect and prevent the use of banned functions, ports, protocols, and services. ) ; (A.8.2.2,A.8.3.1)
L L X ) . . . ’ . - . X following, 3.4.6) following, CM-7)
- The organization minimizes the functions and services of devices connected to the network such as multifunction printers in additional to typical loT devices and 0
SBVers. (4335,433.7)
<Basic>
- The organization manages peripherals in use (e.g., USB flash drives) using a management ledger and keep them in a locked place. o o o
-The orgamze?tlon checks external storage dewc.es connected to IoT devices or servers (e.g., USB flash drives) using antivirus software, use USB flash drives that can be o (3.8.1,3.8.4) (MP-2, MP-3, MP-4) (SR2.3, SR7.7)
checked for viruses, or take any appropriate action.
- The organization plugs USB ports and serial ports out of use to physically block them.
Introduce loT devices that implement safety| L2_2_a_ORG |<High-Advanced> o
functions, assuming that these devices are - The organization adopt intrinsic safe designing to handle hazards of high severity, thereby minimizing damage (e.g., a design that lowers the energy of a hazard in order o - - (A16.1.6) - -
connected to the network. to limit an impact of an accident). T
<Advanced>
- The organization carries out a security risk assessment that considers the aspect of safety (CPS.RA-4) in order to be clear about whether or not to need measures to
ensure the physical safety of the assessed system, and to be clear about the levels of the measures. 0
CPS.PT-3 - The organization reduces hazards through intrinsic safe designing. If any hazard of high severity persists through this process, it is advisable to take alternative oIs R R R R (SR 3.6, SR7.1, SR
measures such as the following: 2 o
- Ensure safety using an add-on such as safety a safety device; 7.2)
- Adopt a space design that keeps staff members away from hazardous devices.
- The industrial control system operates in a predetermined manner when normal operation cannot be maintained due to a cyber attack etc.
<Basic>
-N/A ) ) ) ) ) )
Establish and implement the procedure to L1_1_a_COM, |<High-Advanced>
identify and manage the baseline of L1_1_a SYS, |- The organization uses a mechanism for automatically collecting information about network configurations and the software configurations of devices in order to
network operations and expected L1_1_b_88|\/| monitor the most recent status at all times. o o
information flows between people, goods, II::_;_!S_OR?BA TThe information system forces the application of users’ access rights approved (by the administrator) in order to control data flows within a system (and between os (In addition to the (In addition to the
and systems. 113 ¢ ORG. '"Ttsrw"”ec_ted_ sy“ims_)‘ Iy or logicall ¢ of industrial | th hich i ] o industrial | it following, 3.1.3, 3.14.1, following, AC-4, - - -
L2_1_b_ORGq e organization physically or logically separates a network of industrial control systems with high importance from a network of industrial control systems with lower 3.14.6,3.14.7) CM-2(2), SI-4, SI-4(13))
— D > |importance.
L3 _1_a SYS, | The organization/system analyzes the regular patterns of its systems’ communication status and security alerts to create and use a profile that summarizes typical
L3_3_a_SYS, patterns of communication and security alerts, thereby enabling the detection of unknown threats and suspicious behavior (communication).
L33 d_SYs <Advanced>
- As part of its configuration management, the organization identifies and documents the configuration that serves as the latest baseline of an information system and
an industrial control system.
CPS.AE-1 - If any changes are made to the baseline configuration of an information system and industrial control system, promptly update the baseline configuration so that the o
most recent status is available at all times. -
- . . . . . . (05} - (In addition to the - -
- The organization allows one system to connect to a different system only after it determines that connecting the system to the other system is safe enough in terms of following, CA-3)
security measures. ’
- The industrial control system provides services to the network of control systems without connecting to networks other than industrial control systems. o
- The organization exercises discretionary access control according to the user’s access rights in order to control data flows within an information system (and between (4.4.3.3)
interconnected systems).
<Basic>
- The organization documents information that serves as a baseline including an information system’s and an industrial control system's network configuration, assets,
information about device setups and configurations, and regularly checks the document to see if its content remains relevant. o o
- The organization logically or physically segments the control system's network from the network composing of the information system. (0] (34.1) (€M-2) - -
[Reference] Implement physical segmentation in environments physically separated from other networks. Alternatively, in environments physically close to other
networks, it is possible to implement logical segmentation in consideration of the cost of the measure.
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Measure
Requirement ID|

Measure Requirement

Corresponding
Vulnerability ID

Examples of security measure

Subject that
implements
measures

Reference Guidelines

NIST SP 800-171

NIST SP 800-53
Rev.4

ISO/IEC 27001:2013
Annex A

IEC 62443-2-1:2010

IEC 62443-3-3:2013

CPS.AE-2

Appoint a chief security officer, establish a
security management team (SOC/CSIRT),
and prepare a system within the
organization to detect, analyze, and
respond to security events.

L1_3_a ORG

<High-Advanced>

- The organization efficiently analyzes audit logs collected through 24-h, 365-day security monitoring by using an automated analysis tool.

- Itis desirable for the organization to include not only its conventional IT environment but also its control system and IoT devices in the scope of security monitoring.
- It is desirable for the organization to regularly evaluate the maturity of its security measure organizations in order to continue improving its security-related
operations, including security monitoring and the ways incidents are handled.

[Reference] For example, SIM3 (Security Incident Management Maturity Model) is available as metrics for the evaluation of security organizations (SOC/CSIRT).

o/s

O
(In addition to the
following, SlI-4(2),
SI-4(5))

<Advanced>
- The organization refers to risk assessment results and, considering the following angles, establishes what to monitor and what to include in correlation analysis.

- The scope of systems to monitor

- Which device logs should be collected for analysis (see CPS.AE-3)
- The organization regularly reviews audit logs collected through monitoring.
- The organization continues to collect and manage information about assets, device configurations, and network configurations in order to evaluate its security status.
- The organization examines the results of correlation analysis and other data to accurately detect security events that must be addressed and take action in accordance
with the security operation process. See CPS.RP-1 for details of the process.
- The organization regularly reports the state of organizational and system security to the chief security officer or other appropriate staff members. It is desirable that
the regular report should include the following shown below:

- Results of log analysis (e.g., the number of incidents handled; summaries of typical incidents that have been handled; threats that have emerged; issues in
monitoring);

- Policy for future improvements in monitoring.

o/s

O
(3.6.1,3.12.2,3.14.6,
3.14.7)

@]
(CA-7, IR-4, SI-4)

O
(In addition to the
following, A.12.4.1,
A.16.1.5)

O
(4.3456,4.3457,
4.3.4.5.8)

@]
(SR2.8,SR 2.9,
SR 2.10, SR 2.11,
SR 2.12,SR 3.9,
SR 6.1, SR6.2)

<Basic>
- The organization identifies who the chief security officer/contact person is in both information system and industrial control system so that the officer/contact person
can handle security-related internal and external communications.

(A6.1.1)

CPS.AE-3

Identify the security events accurately by
implementing the procedure to conduct a
correlation analysis of the security events
and comparative analysis with the threat
information obtained from outside the
organization.

[1_1_b_SYS,
L1_3_a_SYS

<High-Advanced>

- The organization conducts a trend analysis examining the latest information about threats, vulnerability, and assessments of security management measures carried
out several times in order to determine whether the activities for continuous monitoring need any correction.

- The organization carries out policy tuning (management of signatures to apply) and maintenance for devices such as IDS, IPS, and SIEM on its own.

- The organization creates custom signatures used for sensors on its own.

- In order to properly detect security events that are likely to adversely affect the organization, the organization collects and analyzes logs of edge devices such as loT
devices in addition to the logs of devices presented in <Advanced>, if possible.

O
(In addition to the
following, 3.14.4)

O
(In addition to the
following, CA-7(3))

<Advanced>
- It is desirable that the organization should monitor mainly logs of the devices listed below for real-time analysis to appropriately detect security events highly likely to
have an adverse effect on its own organization . This will require the handling of many different logs. Hence, it is necessary to normalize logs to store them in the same
database or to use SIEM for efficient analysis. It is also advisable to handle information about network flows if it is available.

- Logs and network flows from network systems, e.g., firewalls

- Logs from security devices, e.g., IPS/IDS

- Access logs of web servers

- Logs from various systems, e.g., ActiveDirectory; DNS

- Logs related to users’ terminals

<Basic>
- The organization checks each notice from firewalls and endpoint security products in order to identify security events that may have an adversal impact on the
organization.

(3.12.3)

(CA-T)

O
(A12.4.1)

(SR6.1)

CPS.AE-4

Identify the impact of security events,
including the impact on other relevant
organizations.

L1_3_b_PRO

<High-Advanced>

- The organization adopts an automatic mechanism for quantifying and monitoring the form, scale, and cost of a security event that has occurred.

- The organization has its security measure organizations (SOC/CSIRT) analyze the functions of the malware, or program, or script that is placed by an attacker if any is
found in a security event that has occurred.

- The organization constructs a hypothesis about the profile of the attacker (e.g., his/her organization; the purpose of the organization’s activities).

[Reference] It is envisaged that the impact assessment of a security event would be difficult in an environment where multiple systems are interconnected to comprise a
“system of systems”. The document “Observations about the Impact Assessment of an Internet of Things (loT) Incident” (Cloud Security Alliance, 2016) is an advanced
attempt to examine issues relating to the impact assessment. It attempts to assess an impact according to the characteristics of the device or the service and to the
number of devices.

o/s

O
(In addition to the
following, A.16.1.6)

<Advanced>

- The organization works with IPA, JPCERT/CC, the industry’s ISAC, and a security vendor to collect information, thereby interlinking and sharing information about
threats and vulnerability to obtain a whole picture of the security event.

- The organization requests an external security vendor to analyze the functions of the malware, or program, or script placed by an attacker if any is found in a security
event that has occurred.

(36.1)

@]
(IR-4, IR-4(8))

(A.6.1.4)

<Basic>
- N/A

CPS.AE-5

Specify the criteria to determine the risk
degree of security events.

L1_3_a_PRO

<High-Advanced>

- The organization determines its core business that must continue/recover before any other operations in prior and identifies and prioritizes important resources (other
relevant organizations, employees, items, data, systems, etc.) and functions vital for continuing applicable businesses. ~* CPS.AM-6 and CPS.BE-2 include examples of
similar measures.

- The organization uses an automated mechanism designed to help track security events and collect and analyze information about threats and vulnerability related to
incidents, so that it applies the findings to classification (triage) of security events.

O
(In addition to the
following, CP-2(8), IR-
5(1))

<Advanced>
- The organization classifies security events, taking into account the recovery time objectives for the systems, the order of priority in recovery, and metrics in the process
of its security operation.

O
(In addition to the
following, CP-2)

O
(4.2.3.10)

O
(A16.1.4)

<Basic>
- The organization specifies security events that must be reported, considering the level of the impact the security event has.

[Reference] For example, the following document is available for reference when an organization decides on a measure of the severity of the impact of a security event.
- “SP 800-61 rev.1” (NIST, 2008) Prioritization of the 3.2.6 Incident

O
(IR-8)




Appendix C

Y . ; Subject that Reference Guidelines
Requ‘i’f:m“:“ - Measure Requirement VET;::;;;“;“I% Examples of security measure implements | |\ oo o0 47¢ | NISTSP800-53 |ISO/IEC 27001:2013| | L. oo 1ae 5 1.0010 | IEC 62443.3-3:2013
measures Rev.4 Annex A
Conduct network and access monitoring L1_1_a_SYS, |<High-Advanced> O o
and control at the contact points between L1_1_c_SYS, |- The information system routes communications to the network to which a recipient’s IP address belongs via a proxy server authenticated on a controlled interface. s (In addition to the (In addition to the R R R
corporate networks and wide area L1_3_a_SYS, |- The information system and the industrial control system monitor and control the use of mobile code. following, 3.13.13, following, SC-7(8))
networks. L2_1_b_ORG, |- The information system monitors and controls the use of protocols used for audio and video transmission (e.g. VolP). 3.13.14) 9.
L2_3_c_SYS, [<advanced>
L3_1.a SYS, |- the organization monitors and controls communications at the boundary between industrial control system and information system.
L3_3 a_SYS, - The organization creates a network segment isolated from access to the internal network (“demilitarized zone [DMZ]”) between the internal network and external
L3 3_d_SYS networks (e.g., the Internet).
- The information system is connected to an external network or system only via a controlled interface that consists of a boundary protection system placed according o O
CPS.CM-1 to the organization’s security architecture. ors (In addition to the (In addition to the _ _
- The information system ensures that each external communications service is provided via a controlled interface (e.g., a gateway, router, and firewall). following, 3.13.6) following, SC-7(4), 0
- The organization establishes a communications control policy for each controlled interface (e.g., a gateway, router, and firewall). T SC-7(5)) (SR 6.2)
- The system on a controlled interface rejects network communication by default and permits it as an exception. i
- The organization monitors communications at the external boundaries of the information system and at major internal boundaries within the information system for
large amounts of communication from a particular source or multiple sources, and takes appropriate action when necessary (e.g., blocking of communication from a
specific IP address).
<Basic>
- The organization monitors and controls communications on the information system’s external boundary as well as on the key internal boundary within the information (o) O o - -
system. (3.13.1, 3.13.5) (SC-7)
Perform setting, recording, and monitoring L1_1_a_SYS, |<High-Advanced> O
of proper physical access, considering the L1_1_c_SYS, |- The organization tracks and monitors the locations and relocation of important assets within the scope of its management of particularly important assets. o - (In addition to the - - -
importance of loT devices and servers. L2_3 b_PEO, following, PE-20)
L2_3 b_SYS, |<Advanced>
L2 3_d_SYS, |-The organization reviews the relevant audit log regularly or when an incident or a sign of an incident appears if a physical access log from access control is available
L3_1_a SYS |while 24-h monitoring is not conducted through security cameras or by any other means.
- A person in charge accompanies a visitor into the area where the organization’s assets that must be protected are directly accessible (e.g., an office) in order to
monitor the visitor’s behavior. o B R
CPS.CM-2 - The organization monitors through security cameras or by other means physical access to its facilities that are vital for its operations and house loT devices and
servers, thereby enabling early detection of any physical security incidents and immediate action. 0 o) @]
- If the above physical security measures may be difficult to implement for items such as loT devices and servers that may be critical to the organization’s operation (3.10.4, 3.10.5) (PE-3, PE-6) [A11.1.1, A11.1.2,
because they are in a remote location or for any other reasons, consider using tamper-resistant equipment (CPS.DS-6) or taking any other appropriate measures to ! ’ A11.1.3]
enhance the physical security properties of the equipment itself.
<Basic>
- If the organization is unable to control access to, or provide video surveillance service for, the areas that should allow only limited physical access because of issues of
costs and other reasons, it takes alternative manual measures, such as that its employee in charge accompany a visitor on the premises. o - -
- The organization implements physical security measures to control access to designated areas in the facility that do not be allowed for the general public to access.
- The organization verifies the access authority of the personnel before permitting the physical access and collects and manages the records of entry and exit.
- Use loT devices that can detect abnormal | L1_1_b_SYS, |<High-Advanced>
behaviors and suspend operations by L2 2 _a COM, |- 10T devices, or systems that contain these devices, examine information output from software programs or applications to see if it matches the expected content in
comparing the instructed behaviors and L3_3_a DAT, |order to prepare for certain attacks that may have a consequence different to a normally expected outcome (e.g., command injection). O O
actual ones. L3_3_d_SYS |- The information system automatically updates the logic to detect malicious code through an IDS/IPS. S (In addition to the (In addition to the -
- Validate whether information provided -The |r.1format|on s.ystem detects éxplmt codes Fhat attacks .unknown vylnerabllltles by installing on endpoints (especially, loT devices and servers with various functions) following, 3.14.4, 3.14.5)| following, SI-10, SI-15)
. L detection/restoration software using technologies of behavioral detection of malware.
from cyberspace contains malicious code, ) : ; ) )
i L T - The information system executes real-time scanning of files from external sources.
and is within the permissible range before <Advanced>
any action based on the data. - The information system blocks or isolates any malicious code for it detected through an IDS/IPS, or notifies the administrator of the code. A 122 1 (SROS 2
CPS.CM-3 - The information system detects exploit codes by installing on endpoints (loT devices, servers, and so on) detection/restoration software using technologies of pattern (A12.21) i
matching of malware.
- The organization considers implementing whitelist-type malware protection for loT devices with limited functions. s O O _
(3.14.2,3.14.3) (SI-3)
* Especially regarding loT devices and control devices, OS to which anti-malware software can be applied may not be used. It is desirable for the organization to confirm
whether devices to be introduced are compatible with anti-malware software at the phase of procurement and to select compatible ones. If it is difficult to procure
devices compatible with anti-malware software, it is desirable to take alternative measures such as introducing/strengthening a malware detection mechanism on a
network.
<Basic> S - - - - O
- Information system and industrial control system verify the effectiveness of input data by checking whether the data conforms to a specified format or content. (SR 3.5)
Validate the integrity and authenticity of the | L3_3_a_DAT,  |<High-Advanced>
information provided from cyberspace L3_3_d_SYS |- The organization introduces the concept of “whitelisting” for data entry in order to specify known items and systems considered trustworthy as the sources of input o o
before operations. data, and the format allowed for the input data. s (In addition to the (In addition to the R
- 10T devices and servers begin communication with other loT devices only after the devices are mutually authenticated successfully so that the source of data is always following, 3.14.5) following, SI-10(5))
clear. ! ! o o
- The information system and the industrial control system protect the authenticity of communications sessions.
CPS.CM-4 TR, ¥ yslem b ¥ (A13.2.1, A13.2.3) (SR 3.2)
- The information system uses an integrity verification tool to detect any unauthorized changes that are made to communications data transmitted from loT devices and o O
servers. S (3.14.5) (In addition to the -
- loT devices and servers that are acknowledged as critical to the organization’s operations begin communication with other loT devices only after the devices are o following, SI-7)
mutually authenticated successfully so that the source of data is always clear.
<Basic>
-N/A B } B B B B
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. Reference Guidelines
Measure M Requirement Corrasponding Examples of securit 'SUbieCt thta \ NIST SP 800-53 |ISO/IEC 27001:2013
Requirement ID easure Requiremen Vulnerability ID xamples of security measure implements | -\t sp 800-171 - : IEC 62443-2-1:2010 | IEC 62443-3-3:2013
measures Rev.4 Annex A
Monitor communication with external L1_1_a_COM, |<High-Advanced> o
service providers so that potential security L1_1_a_SYS, |- The organization requires its provider of external information system services to make clear the functions, ports, and protocols needed for the use of the services, oIs R (In addition to the B R
events can be detected properly. Il:i_i_s_ggi\: along with other services. following, SA-9(2)
_1_c - The organization monitors whether the matters made clear as stated above are observed.
L1_3_b_ORG, [<Advanced>
L1.3 ¢ ORG, |-The organization documents its security requirements for the staff from its external service provider and system developer, and includes the requirements in the
L3_1_a SYS, [agreement. O
L3_3_a_SYS - Lo . . . . N . (In addition to the
L3_ 3— d_ SYS’ - The organization requlres its external servu‘:e provider and system developer to contact it when any of its staff members who have authorizations for its system are following, A.13.1.2,
— » |transferred or when their employment terminates. 0 O A15.2.2)
- It is desirable that the organization should manage changes to services offered by its external service provider, taking account of relevant information about o/s (In addition to the - -
CPS.CM-5 operations, the importance of its business systems and processes, and re-assessed risks. (3.14.6,3.14.7) following, PS-7, SlI-4)
- The organization monitors whether its external service provider and system developer complies with the requirements.
- The organization monitors access to its system by its external service provider and system developer in order to detect any unauthorized access by these external
businesses that results from an action or failure to act.
- The organization reports the results of the monitoring of activities by its external service provider and system developer to the appropriate system administrator.
<Basic>
- The organization requires its provider of external information system services and system developer to draw up and introduce security requirements such as those
related to the following in accordance with the rules which the organization is subject to or which apply to the provider and developer. o _ @] O _ _
- Adequate security measures to take (e.g., measures that deserve ISMS Certification) (SA-9) (A.14.2.7)
- Proper management of data in operation
- Proper data erasure when the use of the services ends
As part of the configuration management of | L1_1_a_COM, |<High-Advanced>
devices, constantly manage software L1_1_a_SYS, |- The organization uses a mechanism for automatically detecting unauthorized hardware, software, or firmware in a system, if any.
configuration information, status of network L1_1_b_COM |- The information system regularly audits whether the actual configuration grasped conforms to the baseline configuration defined by the organization, and responds
connections (e.g., presence/absence of tl_;_:_(szeg/l apErop;iater. (Example: blo:j:kil:g ur;planne;d connTctions ezcepbtlthose pell'(mitted bt;/ the organizhation :s an exz:eption)h ) . ] ) A
: . : —vo_a_ f - The information system and the industrial control system disable network access by any unauthorized components that have been detected, separate these
.Connecn.ons and a(.:ce.ss deStma.tlon)' and L1_.3_b ORG, components from the network, or take any primary action, and notify the system administrator of the components. O
information trar]smlss!on/.rec"eptlon status L1.3 ¢ ORG, | The organization records past versions of baseline configurations (eg, hardware, software, firmware, configuration files, configuration records) to enable rollback of o/s - (In addition to the - -
between other “organization”, people, L2_1_a ORG, baseline configurations of information systems. following, CM-8(3))
components, and systems. L2 1 ¢ ORG, | When a control device or 0T device does not have a rollback function for firmware etc., it is desirable for an organization to have a spare control device or loT device.
L2 1.0 8YS, | It is envisaged that some IoT devices cannot connect to the existing asset management system. Hence, manage assets and configurations with the possibility of
8! 8 8 Y ) 8! 8 p Y
Lé—%—%—gsg operating more than one asset management system in mind, within the organization’s manageable bounds.
L2_3_C_SYS,’ *A related measure requirement is CPS.AM-1.
L3_1_a_SYS, <Advanced>
CPS.CM-6 L3_3_a_SYs, N - R ) ; ) ; - ) .
133dsys | It is desirable that the organization should update the list of information about its assets and configurations when it installs or deletes new assets or when it updates its
- - system.
- The information system ensures that each external communications service is provided via a controlled interface (e.g., a gateway, router, and firewall). O O
o ) . X . N " (In addition to the
- The organization establishes a communications control policy for each controlled interface (e.g., a gateway, router, and firewall). oIS (In addition to the following, CM-3 _ _
- The system on a controlled interface rejects network communication by default and permits it as an exception. following, 3.4.1, 3.4.3, CM-8(1) ’SC-7(4’)
- The information system and the industrial control system terminate the network connection after a session ends, or when a session remains inactive for a certain 3.13.9, 3.14.6, 3.14.7) SC-7(é), SI-4) !
length of time.
- The organization monitors communication on controlled interfaces in order to detect any communication to unapproved items or systems, or communication that
conveys an inappropriate content.
<Basic>
- The organization creates a ledger to manage model numbers of assets that includes servers, software versions, and the expiration of support services. Take regular o o
inventory. o 3.4.1 cM-8 - -
- The organization regularly checks whether necessary measures are taken during operation (e.g., checking loT devices for any unauthorized use or theft; applying a @4.1) (CM-8)
patch; checking logs) and the state of loT devices.
Confirm the existence of vulnerability that L1_1_a_SYS, |<High-Advanced>
requires a regular check-up in l1oT devices L2_1_c_SYS, |- The organization conducts vulnerability diagnosis at planned timings such as planned stopping so as not to adversely affect the operation of the system managed by o
and servers managed within the L3_1_a_SYS, |the organization. And then, identify and list vulnerabilities that exist in the system owned by the organization. O (In addition to the
organization. L3_3_a_SYS, |- When using tools to conduct vulnerability diagnosis, the organization should use tools that can quickly update the vulnerability database of the system being o (In addition to the following, RA-5(1) -
L3.3.d_SYS |diagnosed. following, 3.11.2) RAE 29'R PRy
- The organization updates the vulnerability of scanned systems regularly, or when newly-identified weaknesses are reported. -5@). -5(5))
- The organization implements a system for authorizing privileged access to the relevant system components in connection with the specified vulnerability scanning.
<Advanced>
- The organization has its systems and applications scanned for vulnerability regularly, or when any newly-found weaknesses that affect the systems and/or applications
are reported. o)
CPS.CM.7 - The organization uses a tool for vu_InerablIlty scanning. Applying the standard methods that meet the following means that part of the vulnerability management o (FEICHIZT, 4.2.3.7)
. - process should be open to automation.
K . (A.12.6.1)
- List defects in the platform and software, and wrong setups.
- Format a checklist and test procedure. o R
- Assess the impact of the vulnerability. @] O
- The organization corrects identified weaknesses through risk assessment within an appropriate period. (3.11.2,3.11.3) (RA-5)
- The organization shares the information acquired through the above process with other system administrators in the organization, thereby learning about similar
weaknesses found in the other information systems, and correct them as necessary.
[Reference] Japan Vulnerability Notes (https://jvn.jp/) and other sources of information are available for reference to obtain information regarding vulnerability. Also,
CVSS (https://www.ipa.go.jp/security/vuln/CVSS.html Illustrated by IPA) could be used as a referential indicator to evaluate the impact level of vulnerability.
<Basic> O
- The organization regularly has its systems and applications scanned for vulnerability. 0 (4.2.3.1) B
Clarify the role and responsibility of the L1_3_a_ORG |Common among <High-Advanced>, <Advanced> and <Basic>
organization as well as service providers in - The organization determines the log information that would help detect security events and thus should be collected based on its strategies relating to risk
detecting security events so that they can management and assessment results. ) ) ) N ) ) ) ] o 0 o 0
CPS.DP-1 fulfill their accountabilities. -The organlzz?tlon ascertalr]s that its business partner (service provider) has an audit log that records activity of service users, exception handling, and security events o (3.12.3) (CA-7, PM-14) (AB.11, A12.4.1) (4.431) -
that the provider has acquired.
- The organization ascertains that the audit log acquired by its service provider records activity of service users, exception handling, and security events, and is protected
in a proper way.




Appendix C

Measure
Requirement ID|

Measure Requirement

Corresponding
Vulnerability ID

Examples of security measure

Subject that
implements
measures

Reference Guidelines

NIST SP 800-171

NIST SP 800-53
Rev.4

ISO/IEC 27001:2013
Annex A

IEC 62443-2-1:2010

IEC 62443-3-3:2013

CPS.DP-2

Detect security events in the monitoring
process, in compliance with applicable local
regulations, directives, industry standards,
and other rules.

L1_2_a ORG,
L1_3_a_ORG

Common among <High-Advanced>, <Advanced> and <Basic>

- The organization sees if any legal system, industry standards, or agreements with customers that are related to monitoring services exist and, if any do, learn what
constraints are imposed.

- The organization conducts monitoring in accordance with the rules learned above to detect any security events.

- The organization regularly reviews its monitoring activities to make sure that they conform to the rules.

(3.12.3)

o
(CA-7, PM-14)

O
(A18.2.2)

O
(4.43.2)

CPS.DP-3

As part of the monitoring process, test
regularly if the functions for detecting
security events work as intended, and
validate these functions.

[1_3_a_ORG

<High-Advanced>

- The organization conducts a trend analysis examining the latest information about threats, vulnerability, and assessments of security management measures carried
out several times in order to determine whether the activities for continuous monitoring need any correction.

- The organization introduces known and harmless test cases to its systems to test its mechanism for detecting malware.

- The organization regularly tests the mechanism it uses for intrusion detection monitoring. The frequency of the test depends on the type of tool the organization uses
and the way the tool is installed.

o/s

O
(In addition to the
following, CA-7(3),
SI-3(6), SI-4(9))

O
(In addition to the
following, A.14.3.1)

<Advanced>

- The organization establishes and manages a procedure for a regular review of its system monitoring activities to see if they conform to the organization’s risk
management strategy and the order of priority for actions to handle risks.

- The organization calculates the percentages of false detections and false negatives when correlation analysis of information pertaining to the security of network
devices or endpoints is conducted, thereby checking the validity of the detection mechanism regularly.

o
(CA-7, PM-14)

O
(A14.2.8)

(4.4.3.2)

(SR3.3)

<Basic>
-N/A

CPS.DP-4

Continuously improve the process of
detecting security events.

[1_1_b_SYS,
L1_3_a_ORG

<High-Advanced>
- The organization creates and tunes detection rules based on various information as sources in order to improve its detection ability.
- Developing the rules of correlation analysis
- Developing own signature of IPSs or IDSs
- Developing the organization’s own black list
- The organization/system analyzes the patterns of its system’s communication and security alerts to create and use a profile that summarizes typical patterns of
communication and security alerts, thereby tuning its efforts to reduce the numbers of false detections and false negatives.

o/s

O
(In addition to the
following, SI-4(13))

<Advanced>
- The organization prepares and manages a procedure for regularly reporting the state of organizational and system security to its appropriate staff members (e.g.,
management). It is desirable that the organization should define the reporting as an occasion for becoming aware of the latest threats or threats to remaining risks so
that the organization acts to enhance its security.
- For example, if alerts such as those shown below are issued and there is a sign of increasing security risks, raise the level of the system’s monitoring activities based on
information from reliable sources.  * The list below is an excerpt from “Six Ws on cybersecurity information sharing for enhancing SOC/CSIRT Version 1.0” (ISOG-J,
2018).
* Characteristics of the attack
> Form of the attack; contents of relevant communications
> Core attack code
* Traces of the attack
> Contents of the damaged communications
> Logs that remain in the server or the hands of clients
> Other characteristics that remain in the server or the hands of clients
+ Detected names in the security products

O
(3.14.6,3.14.7)

o
(CA-7, SI-4)

O
(A.16.1.6)

O
(4.4.3.4)

<Basic>
-N/A

CPS.RP-1

Develop and implement previously the
procedure of response after detecting
incidents (securith operation process) that
includes the response of Organization,
People, Componens, System to identify the
content of response, priority, and scope of
response taken after an incident occurs.

[1_1_a_SYS,
L1_3_a_PEO,
L1_3_a_PRO,
L2_1_a_PRO,
L2_1_b_PRO,
L2_1_c_PRO,
L2 2 a_PRO,
L3_1_a_SYS,
L3 3 a_SYS,
L3_3_d_SYS

<High-Advanced>
- If the information system and the industrial control system receive any invalid data, they operate as stated in an expected manner in conformity with the purpose of
the organization and system.

(In addition to the
following, SI-10(3),
SI-17)

<Advanced>

- The organization includes contents regarding what to do to detect, analyze, contain, reduce, and recover from incidents in its security operation manual.
- Keep a record of all incidents and how they have been handled.
- Decide whether the organization should report the fact to any external organization of an incident that has occurred and how it has been handled.'

O
(In addition to the
following, IR-8)

<Basic>
- The organization develops and manages a process of security operation it should follow when a security incident arises that it must address. It is advisable to include
contents such as the following in the process:

- Response procedure for the person who received the incident report

- Instructions and orders, and how to prioritize actions in an emergency;

- Incident response;

- Incident impact assessment and damage analysis;

- Information gathering, selecting information that the organization needs;

- Communication and announcement to relevant internal personnel;

- Communication with relevant external organizations;
- The system (especially, industrial control system) shuts down, issues an alert to the administrator, or takes other fail-safe actions if any abnormality (e.g., malfunction)
occurs in loT devices or servers.

[Reference] “SP 800-61 rev.1" (NIST, 2008) is available for reference to determine the process for handling security incidents that have arisen.

o/s

(36.1)

(IR-4)

O
(A.16.1.5)

O
(4.3.45.1)




Appendix C

essure Cormesponding Subject that Reference Guidelines
Requirement ID Measure Requirement Vulnerability ID Examples of security measure implements NIST SP 800-171 NIST SP 800-53 |ISO/IEC 27001:2013 |EC 62443-2-1:2010 | IEC 62443-3-3:2013
measures Rev.4 Annex A
As part of the security operation process, L1_3_b_PEO, |<High-Advanced>
define the procedure and the division of L1_3_b_PRO, |- The organization assumes the course of action for security incidents of the supply chain and prepares a procedure that adjusts incident responses between the
roles with regard to cooperative relations L1_3_c_PEO, |organization and other organizations that are concerned with the supply chain.
with relevant parties such as partners, and L1_3_ ¢ PRO [-The organization adjusts the incident response process of an external service provider that contains important features in order to continue its business, as well as O
implement the process. adjusting the organization’s incident response process to meet the incident response requirements. o R (In ad'dition to the _ _
- The organization interlinks information regarding threats and vulnerabilities with how individual security incidents have been handled so as to improve its following, CP-2(7),
understanding of the situations. IR-4(4), IR-4(10))
[Reference] Violations in the security incidents of supply chain include violations on system components, IT products, development processes, developers, distribution O
processes, and warehouse facilities. (In addition to the
CPS.RP-2 <Advanced> following, A.17.1.2)
- The organization determines an alternative processing site in case the availability of its primary processing site has been compromised by a security incident.
- The organization sets forth in the service agreement that if its primary processing function becomes unavailable, certain operations are moved to resume at the o 0
alternative processing site within the recovery time objective that the organization specifies in order to ensure that it continues to perform its critical missions and (In addition to the (4325243253,
operational functions. , . . - N o ° ) following, CP-7, CP-7(1), 43451,43452, )
- The organization designates an alternative processing site away from its primary processing site in order to mitigate the vulnerability to the same threats. CP-7(2), CP-7(3), IR-7) 43.453 43455
- The organization prepares internal resources for incident handling assistance (e.g., help desk; CSIRT). These resources offer advice and support related to security T e
incident handling and reporting for system users of the information system and industrial control system, and are an integral part of organizational ability to handle
incidents.
<Basic>
- If any security incident that requires handling is found, report it promptly to relevant organizations such as IPA and JPCERT/CC in order to receive advice about o - o O - -
providing assistance in handling, identifying how the incident has occurred, analyzing the tactic, and preventing any recurrence. (IR-6) (A-16.1.1,A.16.1.2)
Include security incidents in the business L1_3_a PRO, |Common among <High-Advanced>and <Advanced>
continuity plan or emergency response plan L1_3_a DAT |- The organization will establish a system of business continuity in emergency for information systems, industrial control systems and managers of related processes.
that outlines the action plans and response This system defines the priority of the system for recovering operation when an event occurs that causes interruption in business continuity.
procedures to take in case of natural - The organization develops and manages a business continuity plan or an emergency response plan specifically for security incidents with certain characteristics, such as o R O O O R
CPS.RP-3 |disasters. that the damage the incident inflicts is less obvious than that caused by a disaster, making it difficult to specify when the business continuity plan should be carried out, (CP-2) (A17.1.1) (4.3.254)
or that identifying the cause of the incident has high priority.
- The organization ensures that the business continuity plan or emergency response plan it develops specifically for security incidents goes along with the organization-
wide policy on business continuity.
<Basic>
-N/A ) ) ) ) ) )
Take appropriate measures on goods L1_3_b_COM |Common among <High-Advanced> and <Advanced>
(products) whose quality is expected to be - The organization provides an overview of a security incident for relevant external entities including business partners and end users, and collects detailed information o O
affected by some reasons, including its about damage inflicted by the incident. (o] (3.6.2) (In'addition to the - -
production facility damaged by the - The organization coordinates actions related to recovery and post-incident processing with relevant external entities involved in the supply chain. It is advisable to following, IR-4, IR-4(10)) 0
CPS.RP-4 occurrence of the security incident identify the items for handling in accordance with the approaches included in CPS.AM-2 and CPS.AM-3. (A17.1.1)
’ <Basic> T
- The organization considers stating what to do with items produced after the incident in the business continuity plan or emergency response plan, taking into account o _ O _ _
the type of the organization’s business. Note that the business continuity plan or emergency response plan may not be for security incidents. (CP-2)
Develop and manage rules regarding L1_3_a PRO [Common among <High-Advanced>, <Advanced> and <Basic>
publishing information after the occurrence - The organization develops and manages rules regarding publishing of information after a security incident that cover the following:
CPS.CO-1 of the security incident. - What information should be published? o R B O O R
: - Timing of publishing of the information; (Clause 7.4) (4.3.4.5.9)
- Who is in charge of publishing the information?
- The process for publishing the information.
Include the item in the business continuity L1_3_a PRO [Common among <High-Advanced>, <Advanced> and <Basic>
plan or emergency response plan to the - The organization sets up a single point of contact for the media and business partners requesting information, thereby ensuring consistency in communication with
CPS.CO-2 |effect that the organization shall work to them. o] - - - - -
restore its social reputation after the - The organization remains aware of the positive side of providing a detailed explanation about damage caused by a security incident while considering the
occurrence of a high-risk Security incident. confidentiality of the important information.
Include the item in the business continuity L1_3_a PRO [Common among <High-Advanced> and <Advanced>
plan or emergency response plan to the - The organization provides an overview of a security incident for relevant external entities including the regulatory authorities, business partners, and end users, and o @]
effect that the details of the recovery collects detailed information about damage inflicted by the incident. o (3.6.1) (In addition to the - -
activities shall be communicated to the - The organization coordinates actions related to recovery and post-incident processing with relevant external entities involved in the supply chain. An example of these o following, IR-4, IR-4(10))
CPS.CO-3 |internal and external stakeholders, a;tio.ns is recalling items produced when a security incident in the production system has occurred. A 1?1 2
. <Basic> A7.1.
executives, and management. - The organization specifies roles and responsibilities taken when any security incident that may affect it occurs, along with the personnel who are assigned to these o 0
roles and responsibilities and their contact information. o - (cP-2) (43255 4.3.4.59) -
- The organization provides an overview of a security incident and an explanation about damage inflicted by the incident for the personnel responsible for decision- e
making associated with business continuity in order to ensure that the right decision is made.
Understand the impact of the security L1_3_a COM, |<High-Advanced>
incident on the whole society including the L1_3_a_PRO |- The information system adopts an automatic mechanism for quantifying and monitoring the form, scale, and cost of a security incident that has occurred.
organization and relevant parties such as - The organization has its security measure organizations (SOC/CSIRT) analyze the functions of the malware, or program, or script that is placed by an attacker if any is
partners based on the full account of the found in a security incident that has occurred. o
incident and the probable intent of the - The organization constructs a hypothesis about the profile of the attacker (e.g., his/her organization; the purpose of the organization’s activities). oIs R B (In addition to the R R
attacker. ) ) ) N e ) ) ) following, A.16.1.6)
[Reference] It is envisaged that the impact assessment of a security incident would be difficult in an environment where multiple systems are interconnected to
comprise a “system of systems”. The document “Observations about the Impact Assessment of an Internet of Things (IoT) Incident” (Cloud Security Alliance, 2016) is an
CPS.AN-1 advanced attempt to examine issues relating to the impact assessment. It attempts to assess an impact according to the characteristics of the device or the service and
to the number of devices.
<Advanced>
- The organization works with IPA, JPCERT/CC, the industry’s ISAC, and a security vendor to collect information, thereby interlinking and sharing information about o o o O
threats and vulnerability to obtain a whole picture of the security incident. o (3.6.1) (IR-4, IR-4(8)) (A6.1.4) (4.3.4.56,4.34.57, -
- The organization requests an external security vendor to analyze the functions of the malware, or program, or script placed by an attacker if any is found in a security o ’ T 4.345.8)
incident that has occurred.
<Basic>
-N/A ) ) ) ) ) )
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Y . ; Subject that Reference Guidelines
Requ‘i’f:m“:“ - Measure Requirement VET;::;;;“;“I% Examples of security measure implements | |\ oo o0 47¢ | NISTSP800-53 |ISO/IEC 27001:2013| | L. oo 1ae 5 1.0010 | IEC 62443.3-3:2013
measures Rev.4 Annex A
Implement digital forensics upon the L1.3_a PRO |<High-Advanced> O
occurrence of the security incident. - The information system provides a procedure for processing an audit record regarding critical security incidents. S - (In addition to the
following, SR 2.10)
<Advanced>
- The organization establishes procedures for identifying, collecting, acquiring, and saving proof according to the medium, device, and the state of the device (e.g., 0
CPS.AN-2 whéther}t is switched on or off). ‘ ‘ A A A o O @] O (SR 2.8 SR 2.9, SR
- It is desirable that the organization should retain the following evidence after the occurrence of any serious security incident: o] (3.3.6) (AU-7, AU-7(1)) (A.16.1.7) - 211 SR 212 SR 3.0
- Identification data (e.g., the location of the incident, date and time of the occurrence, serial numbers on the items, host name, MAC address, IP address); . o "
- The titles and names of the people who have collected and processed the evidence; their contact information; SR6.1)
- Date and time the evidence was saved.
<Basic> o . )
- The organization establishes and manages procedures for identifying, collecting, acquiring, and saving data that may serve as proof.
Categorize and store information regarding | L1_3_a_PRO |<High-Advanced> O
the detected security incidents by the size - The organization uses an automated mechanism designed to help track security incidents and collect and analyze information about threats and vulnerability related to o R (In addition to the B R
of security-related impact, penetration incidents, so that it applies the findings to classification (triage) of security incidents. following, CP-2(8), IR-
vector, and other factors. 5(1)
<Advanced>
- The organization classifies security incidents, taking into account the recovery time objectives for the systems, the order of priority in recovery, and metrics in the
process of its security operation.
- The organization tracks and documents security incidents that may affect it. “SP 800-61 rev.1” lists the following as examples of points of view that may be taken when
an organization documents a security incident.
- The present state of the incident o O (in additii)n to the R
- Overview of the incident (3.6.1) following, CP-2, IR-5)
- The course of action the organization has taken to deal with the incident
CPS.AN-3 - Other contact information of relevant personnel (e.g., the system owner, system administrator) @]
- List of proof collected during the investigation (A.16.1.3, A.16.1.4)
- Comments by the staff in charge of dealing with the incident (©]
- Next steps (4.3.4.5.6)
<Basic>
- The organization should identify in advance the core businesses that should be continued and restored in priority, and the operations considered to be important. In
addition, identify and prioritize important resources (relevant parties, People, Components, Data, System, etc.) and functions from the viewpoint of business continuity.
* Similar measures are described in CPS.AM-6 and CPS.BE-2.
- The organization specifies incidents that must be reported, considering the level of the impact the security event has. o R O R
(IR-8)
[Reference] For example, the following document is available for reference when an organization decides on a measure of the severity of the impact of a security
incident.
- “SP 800-61 rev.1” (NIST, 2008) Prioritization of the 3.2.6 Incident
Take measures to minimize security-related| L1_3_a_PRO |<High-Advanced>
damages and mitigate the impacts caused - The organization uses an automated mechanism for assisting with the process of security incident handling.
by such incident. - The organization interlinks information regarding threats and vulnerabilities with how individual security incidents have been handled so as to improve its
understanding of the situations. O
oIs R (In addition to the B R
[Reference] As examples of information expected to be useful in reducing the impact of an incident being handled and in recovery from the incident, “Six Ws on following, IR-4(1),
cybersecurity information sharing for enhancing SOC/CSIRT Version 1.0” (ISOG-J, 2018) lists the following: IR-4(4))
- Configuration requirements for security products and related systems to block any attacks; 0
CPS.MI-1 - How to disable attacks (e.g., patching; changing setups); (A16.1.5)
- How to recover a damaged system; U
Common among <Advanced> and <Basic>
- The organization (or its members) takes courses of action to reduce security incidents (e.g., shutting down the system; cutting off the system from a wired/wireless
network; cutting off a modem cable; disabling certain functions) in accordance with prescribed procedures. o o o O
. . L ) - ) °© (3.6.1) (IR-4) (4.3.4.5.6,4.3.4.5.10) (SR51,SR52, SR
[Reference] Courses of action to reduce the impact of a security incident may vary according to the nature of the incident (e.g., according to the threat that has 5.4)
emerged, such as a denial-of-service attack, malware infection, or unauthorized access). For example, It is advisable to refer to “SP 800-61 rev.1" (NIST, 2008) for
detailed information about courses of action to reduce the impact of an incident.
Review the lessons learned from the L1_3_a_ORG |<High-Advanced>
responses to security incidents, and - Itis desirable for the information system to adopt an automatic mechanism for quantifying and monitoring the form, scale, and cost of a security incident that has S - - - -
continuously improve the security operation occurred.
process. Common among <Advanced> and <Basic>
- Itis advisable to use information about threats and vulnerability acquired from security incident assessment for the purpose of identifying incidents that may recur or
have a major impact.
- Incorporate the lessons learned from the experience of handling of security incidents into the business continuity plan or emergency response plan and the education
CPS.IM-1 or training, thereby making necessary changes. NIST SP 800-61 shows the following as examples of points of view that may be taken when selecting the lessons. O
- Exactly when and what happened; o o (A.16.1.6) o
- How well the staff and management handled the incident; - Whether they followed documented procedures; - Whether that was appropriate; o (36.2) (IR-4) (4.3.4.5.10) -
- What information was immediately needed; o T
- Whether any steps or actions might have hindered recovery;
- What different actions the staff and management would take if the same incident recurred;
- What corrective measures would prevent the occurrence of similar incidents in the future;
- What additional tools and resources would be needed to detect, analyze, and reduce incidents in the future.
Review the lessons learned from the L1_3_a_ORG |Common among <High-Advanced>, <Advanced> and <Basic>
responses to security incidents, and - The organization makes sure that the procedures for business continuity and the functions of relevant measures go along with the business continuity policy for higher
CPS.IM-2 |continuously improve the business positions. o) © o o - -
Continuity plan or emergency response - The organization incorporates the lessons learned from the experience of handling of security incidents into the business continuity plan or emergency response plan (36.2) (IR-4) (A17.1.3)
plan. and the education or training, thereby making necessary changes.




Appendix D: Relationship with major overseas standards

D.1 Mapping NIST Cybersecurity Framework v1.1 subcategories to Cyber/Physical Security Framework

NIST Cyberseucurity Framework Ver 1.1

Cyber/Physical Security Framework

Function

Identify
(ID)

SchTBegory- Subcategory Re(;\fj?rzsnl:;t o Measure Requirement
AM-1 Physical devices and systems within the organization are inventoried Document and manage appropriately the list of hardware and software, and management information

CPS.AM-1 (e.g. name of asset, version, network address, name of asset manager, license information) of
AM-2 Software platforms and applications within the organization are inventoried components in the system.
AM-3 Organizational communication and data flows are mapped CPS.AM-4 g:ge:ltszzggnmanage appropriately network configuration diagrams and data flows within the
AM-4 External information systems are catalogued CPS.AM-5 ;:::ast:aarugj manage appropriately a list of external information systems where the organization’s assets
Resources (e.g., hardware, devices, data, time, personnel, and software) are prioritized Classify _and PHEEES (CEEEE (e_:.g., People, Com;_)on_ents, Data, and System) by function, |mport§nce,
AM-5 X L e A CPS.AM-6 and business value, and communicate to the organizations and people relevant to those resources in
based on their classification, criticality, and business value business
AM-6 Cybersecunlty roles and responsibilities for the efwt|re workforce and third-party stakeholders CPS.AM-7 Define roles and responsibilities for cyber security across the organization and other relevant parties.
(e.g., suppliers, customers, partners) are established
BE-1 The organization’s role in the supply chain is identified and communicated
BE-2 The organization’s place in critical infrastructure and its industry sector is identified and CPS.BE-1  (Identify and share the role of the organizations in the supply chain.
communicated
- - - I . . Define policies and standard measures regarding security that are consistent with the high-priority
Priorities for organizational mission, objectives, and activities are established and
BE-3 riont S4 r organizational mission, objectives, and activities are establls a CPS.BE-2 business and operations of the organization, and share them with parties relevant to the organization’s
communicated . . . . : -
business (including suppliers and third-party providers).
BE-4 Dependencies and critical functions for delivery of critical services are established CPS.BE-3 Ident_lfy the deper?dency between the c_;rgan|zat|on ar_1d other relevant parties and the important
functions of each in the course of running the operation.
Provide appropriate training and education to all individuals in the organization and manage the record
CPS.AT-1 so that they can fulfill assigned roles and responsibilities to prevent and contain the occurrence and
severity of security incidents.
Provide appropriate training and security education to members of the organization and other relevant
CPS.AT-2 parties of high importance in security management that may be involved in the security incident
prevention and response. Then, manage the record of such training and security education.
Implement physical measures such as preparing an uninterruptible power supply, a fire protection
BE-5 Resilience requirements to support delivery of critical services are established for all CPS.IP-5 facility, and protection from water infiltration to follow the policies and rules related to the physical
operating states (e.g. under duress/attack, during recovery, normal operations) operating environment, including the IoT devices and servers installed in the organization.
Develop and implement previously the procedure of response after detecting incidents (securith
CPS.RP-1 operation process) that includes the response of Organization, People, Componens, System to identify
the content of response, priority, and scope of response taken after an incident occurs.
As part of the security operation process, define the procedure and the division of roles with regard to
CPS.RP-2 ’ ) ) . .
cooperative relations with relevant parties such as partners, and implement the process.
Include security incidents in the business continuity plan or emergency response plan that outlines the
CPS.RP-3 ) B :
action plans and response procedures to take in case of natural disasters.
Gv-1 Organ|zat|o.nal cybersecurity poI!cy_/_|_s establlshed.and commur_ncated — CPS.GV-1 Develop security policies, define roles and responsibilities for security across the organization and other
GV-2 Cybersecurity roles and responsibilities are coordinated and aligned with internal roles and . relevant parties, and clarify the information-sharing method among stakeholders.
external partners
Formulate internal rules considering domestic and foreign laws, including the Act on the Protection of
Legal and regulatory requirements regarding cybersecurity, including privacy and civil Personal Information and Unfair Competition Prevention Act, as well as industry guidelines, and review
GV-3 - ) o CPS.GV-2 ) . h L h )
liberties obligations, are understood and managed and revise the rules on a continuing and timely basis in accordance with any changes in relevant laws,
regulations, and industry guidelines.
GV-4 Governance and risk management processes address cybersecurity risks CPS.GV-4 Develop a strategy and secure resources to implement risk management regarding security.
RA-1 Asset vulnerabilities are identified and documented CPS.RA-1 Id.entlfy the vuInerat_JlIlty of the organization’s assets and document the list of identified vulnerability
with the corresponding asset.
The security management team (SOC/CSIRT) collects information, including vulnerability and threats
RA-2 Cyber threat intelligence is received from information sharing forums and sources CPS.RA-2 from internal and external sources (through internal tests, security information, security researchers,

etc.), analyzes the information, and establishes a process to implement and use measures.
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Appendix D.1 - Mapping NIST CSF to CPSF

Function

Protect
(PR)

NIST Cyberseucurity Framework Ver 1.1 Cyber/Physical Security Framework
Subcategory- Measure .
D Subcategory Requirement ID Measure Requirement

RA-3 Threats, both internal and external, are identified and documented CPS.RA-3 Identify and document the assumed security incidents, those impacts on the oraganization’s assets,
and the causes of those.

- Conduct risk assessments regularly to check if the security rules for managing the components are

RA-4 Potential business impacts and likelihoods are identified CPS.RA-4 effective and applicable to the components for |mp!em(?ntat|9n. ) .

- Check the presence of unacceptable known security risks, including safety hazards, from the planning
and design phase of an IoT device and systems incorporating IoT devices.

RA-5 Threats, vulnerabilities, likelihoods, and impacts are used to determine risk CPS.RA-5 Consider threats, vulnerability, likelihood, and impacts when assessing risks.

- On the basis of the results of the risk assessment, clearly define the details of measures to prevent
possible security risks, and document the organized outcome from the scope and priorities of the
. . . A measures.

RA-6 Risk responses are identified and prioritized CrE kg - React accordingly to the security risks and the associated safety risks identified as a result of the
assessment conducted at the planning and design phase of an IoT device and systems incorporating IoT
devices.

Confirm the implementation status of the organization’s’ cyber security risk management and
. . . communicate the results to appropriate parties within the organization (e.g. senior management).
Risk management processes are established, managed, and eed to by organizational

RM-1 stI:kehSIdaegrs processes are established, managed, and agr Y organizationa CPS.RM-1 Define the scope of responsibilities of the organization and the relevant parties (e.g. subcontractor), and
establish and implement the process to confirm the implementation status of security risk management
of relevant parties.

RM-2 Organizational risk tolerance is determined and clearly expressed Determine the organization’s risk tolerance level based on the result of the risk assessment and its role

RM-3 The organization’s determination of risk tolerance is informed by its role in critical CPS.RM-2 in the supply chain.

infrastructure and sector specific risk analysis
L . e . Formulate the standard of security measures relevant to the supply chain in consideration of the
Cyber supply chain risk management processes are identified, established, assessed, R . - . .
SC-1 - CPS.SC-1 business life cycle, and agree on contents with the business partners after clarifying the scope of the
managed, and agreed to by organizational stakeholders I
responsibilities.
Suppliers and third party partners of information systems, components, and services are Identify, prioritize, and evaluate the organizations and people that play important role in each layer of
SC-2 ) - I ) L CPS.SC-2 . I R
identified, prioritized, and assessed using a cyber supply chain risk assessment process the three-layer structure to sustaining the operation of the organization.
Contracts with suppliers and third-party partners are used to implement appropriate When signing contracts with external organizations, check if the security management of the other

SC-3 measures designed to meet the objectives of an organization’s cybersecurity program and CPS.SC-3 relevant organizations properly comply with the security requirements defined by the organization while

Cyber Supply Chain Risk Management Plan. considering the objectives of such contracts and results of risk management.
Suppliers and third-party partners are routinely assessed using audits, test results, or other Conduct regular assessments through auditing, test results, or other checks of relevant parties such as
SC-4 ) ) A ) L CPS.SC-6 ) e ) -
forms of evaluations to confirm they are meeting their contractual obligations. business partners to ensure they are fulfilling their contractual obligations.

scos Response and recovery planning and testing are conducted with suppliers and third-party CPS.SC-9 Prepare and test a procedure for incident response with relevant parties involved in the incident
providers i response activitiy to ensure action for incident response in the supply chain.
Identities and credentials are issued, managed , verified, revoked, and audited for Establish and implement the procedure to issue, manage, check, cancel, and monitor identification and

AC-1 ) - CPS.AC-1 o ) )

authorized devices and, users and processes authentication information of authorized goods, people, and procedures.
Implement appropriate physical security measures such as locking and limiting access to the areas

AC-2 Physical access to assets is managed and protected CPS.AC-2 where the IoT devices and servers are installed, using entrance and exit controls, biometric
authentication, deploying surveillance cameras, and inspecting belongings and body weight.

CPS.AC-3 Properly authorize wireless connection destinations (including users, IoT devices, and servers).
AC-3 Remote access is managed Prevent unauthorized log-in to IoT devices and servers by measures such as implementing functions for
CPS.AC-4 lockout after a specified number of incorrect log-in attempts and providing a time interval until safety is
ensured.
CPS.AC-5 Segregate duties and areas of responsibility properly (e.g. segregate user functions from system
L - . - - ) dministrator functions)
Acce! ermissions and authorizations are managed, incorporating the principles of least g
AC-4 :i(\:/ilzssarndlisei a:aiion aOL; dutri:sa lons are managed, Incorporating principles as Adopt high confidence methods of authentication where appropriate based on risk (e.g. multi-factor
P 9 P CPS.AC-6 authentication, combining more than two types of authentication) when logging in to the system over
the network for the privileged user.
Develop a policy about controlling data flow, and according that protect the integrity of the network by

AC-5 Network integrity is protected, (e.g., network segregation , network segmentation) CPS.AC-7 |T€ans such as approgr|ate netvs./ork isolation (e.g., dlevelopment and t.eSt e”V'r°””73'?t vs. production
environment, and environment incorporates IoT devices vs. other environments within the
organization).

AC-6 Identities are proofed and bound to credentials and asserted in interactions CPS.AC-8 Restrict comnjumcrl:1tl|ons by IoT devices and servers to those with entities (e.9. people, components,
system, etc.) identified through proper procedures.
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NIST Cyberseucurity Framework Ver 1.1

Cyber/Physical Security Framework

Function

Subcategory-
ID

Subcategory

Measure
Requirement ID

Measure Requirement

Adopt high confidence methods of authentication where appropriate based on risk (e.g. multi-factor

Users, devices, and other assets are authenticated (e.g., single-factor, multi-factor) CPS.AC-6 authentication, combining more than two types of authentication) when logging in to the system over
AC-7 commensurate with the risk of the transaction (e.g., individuals’ security and privacy risks the network for the privileged user.
and other organizational risks) Authenticate and authorize logical accesses to system components by IoT devices and users according
CPS.AC-9 . ) ) . . - X
to the transaction risks (personal security, privacy risks, and other organizational risks).
AT-1 All users are informed and trained Provide appropriate training and education to all individuals in the organization and manage the record
CPS.AT-1 so that they can fulfill assigned roles and responsibilities to prevent and contain the occurrence and
AT-2 Privileged users understand their roles and responsibilities severity of security incidents.
: . . Provide appropriate training and security education to members of the organization and other relevant
AT-3 Th|rd—pa_rt_)_/ _stakeholders (€.9., suppliers, customers, partners) understand their roles and CPS.AT-2 parties of high importance in security management that may be involved in the security incident
responsibilities ) . . .
prevention and response. Then, manage the record of such training and security education.
AT-4 Senior executives understand their roles and responsibilities Provide appropriate training and education to all individuals in the organization and manage the record
CPS.AT-1 so that they can fulfill assigned roles and responsibilities to prevent and contain the occurrence and
AT-5 Physical and cybersecurity personnel understand their roles and responsibilities severity of security incidents.
DS-1 Data-at-rest is protected CPS.DS-2 Encrypt information with an appropriate level of security strength, and store them.
CPS.DS-3 Encrypt the communication channel when communicating between IoT devices and servers or in
DS-2 Data-in-transit is protected cyberspace.
CPS.DS-4 Encrypt information itself when sending/receiving information.
When disposing of an IoT device and server, delete the stored data and the ID (identifier) uniquely
DS-3 Assets are formally managed throughout removal, transfers, and disposition CPS.IP-6 identifying the genuine IoT devices and servers as well as important information (e.g., private key and
digital certificate), or make them unreadable.
CPS.DS-6 Secure sufficient resources (e.g., People, Components, system) for components and systems, and
protect assets property to minimize bad effects under cyber attack (e.g., DoS attack).
DS-4 Adequate capacity to ensure availability is maintained Carry out periodic quality checks, prepare standby devices and uninterruptible power supplies, provide
CPS.DS-7 redundancy, detect failures, conduct replacement work, and update software for IoT devices,
communication devices, circuits, etc.
CPS.DS-8 When.harjdling information to be pll'otected or procuring device; that have an ilmportalnt function to the
DS-5 Protections against data leaks are implemented organization, useselect the IoT dewces_and servers equped \{wth anti-tampering devices. i
Properly control outbound communications that send information to be protected to prevent improper
CPS.DS-9
data breach.
i X . . . X Conduct integrity checks of software runnning on the IoT devices and servers at a time determined by
DS-6 'Integr‘lty checking mechanisms are used to verify software, firmware, and information CPS.DS-10 R BT T A S e e | Ea e st [,
integrity CPS.DS-11  |Perform integrity checking on information to be sent, received, and stored.
Develop a policy about controlling data flow, and according that protect the integrity of the network by
DS-7 The development and testing environment(s) are separate from the production environment CPS.AC-7 mea_ms such as approp_nate netv_/ork isolation (e.9., dgvelopment and t_est enV|ronn_1er_1t vs. production
environment, and environment incorporates IoT devices vs. other environments within the
organization).
DS-8 Integrity checking mechanisms are used to verify hardware integrity CPS.DS-12  |Introduce an integrity check mechanism to verify the integrity of hardware.
. X . X i § K . Introduce and implement the process to manage the initial setting procedure (e.g., password) and
P-1 A b_asel.lne c_onflguranc_m of mfo_rmatpn _technology/mdustnal control sysjem_s is created and CPS.IP-1 setting change procedure for ToT devices and servers.
maintained incorporating security principles (e.g. concept of least functionality) CPS.IP-2 Restrict the software to be added after installing in the IoT devices and servers.
IP-2 A System Development Life Cycle to manage systems is implemented CPS.IP-3 Introduce the system development life cycle to manage the systems.
P-3 Configuration change control processes are in place CPS.1P-1 IntrF)duce and implement the procesg to manage the initial setting procedure (e.g., password) and
setting change procedure for IoT devices and servers.
P-4 Backups of information are conducted, maintained, and tested CPS.1P-4 Perf_orm a peripdigal system backup and testing of components (e.g., IoT devices, communication
devices, and circuits).
) . ) . . . R Implement physical measures such as preparing an uninterruptible power supply, a fire protection
IP-5 Policy and regulations regarding the physical operating environment for organizational CPS.IP-5 facility, and protection from water infiltration to follow the policies and rules related to the physical

assets are met

operating environment, including the IoT devices and servers installed in the organization.
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Function

Detect
(DE)

NIST Cyberseucurity Framework Ver 1.1 Cyber/Physical Security Framework
Subcategory- Measure .
D Subcategory Requirement ID Measure Requirement
When disposing of an IoT device and server, delete the stored data and the ID (identifier) uniquely
IP-6 Data is destroyed according to policy CPS.IP-6 identifying the genuine IoT devices and servers as well as important information (e.g., private key and
digital certificate), or make them unreadable.
P-7 Protection processes are improved CPS.IP-7 Assess the Ilessc.ms learned from security incident !'esponse and the results of momFormg, measuring,
and evaluating internal and external attacks, and improve the processes of protecting the assets.
IP-8 Effectiveness of protection technologies is shared CPS.IP-8 Share information regarding the effectiveness of data protection technologies with appropriate partners.
Develop and implement previously the procedure of response after detecting incidents (securith
Response plans (Incident Response and Business Continuity) and recovery plans (Incident CPS.RP-1 operation process) that |nc|_ud_es the response of Organization, People, C_Zomponens, System to identify
IP-9 ) ; the content of response, priority, and scope of response taken after an incident occurs.
Recovery and Disaster Recovery) are in place and managed 5 - = — -
As part of the security operation process, define the procedure and the division of roles with regard to
CPS.RP-2 : - ) ) B
cooperative relations with relevant parties such as partners, and implement the process.
Provide appropriate training and security education to members of the organization and other relevant
IP-10 Response and recovery plans are tested CPS.AT-2 parties of high importance in security management that may be involved in the security incident
prevention and response. Then, manage the record of such training and security education.
P-11 Cybersecurity is included in human resources practices (e.g., deprovisioning, personnel CPS.IP-9 Include items concerning security (e.g., deactivate access authorization and personnel screening) when
screening) i roles change in due to personnel transfer.
P-12 A vulnerability management plan is developed and implemented CPS.IP-10 chzvzllzs a vulnerability remediation plan, and modify the vulnerability of the components according to
- Discuss the method of conducting important security updates and the like on IoT devices and servers.
Maintenance and repair of organizational assets isare performed and logged with approved Then,l apply those security updateswith managed tools properly and in a timely manner while
MA-1 and controlled tools CPS.MA-1 recording the history.
- Introduce IoT devices having a remote update mechanism to perform a mass update of different
software programs (OS, driver, and application) through remote commands, where applicable.
Remote maintenance of organizational assets is approved, logged, and performed in a Conduct remote maintenance of the IoT devices and servers while granting approvals and recording logs|
MA-2 ) CPS.MA-2 )
manner that prevents unauthorized access so that unauthorized access can be prevented.
Audit/log records are determined, documented, implemented, and reviewed in accordance Determine and document the subject or scope of the audit recording/log recording, and implement and
PT-1 . : CPS.PT-1 - . . ) L
with policy review those records in order to properly detect high-risk security incidents.
PT-2 RemO\{ab!e media is protecﬁed énd_ 'FS use restricted a°°°rd'”9 to policy - CPS.PT-2 Minimize funcions of IoT devices and servers by physically and logically blocking unnecessary network
PT-3 The principle of least functionality is incorporated by configuring systems to provide only : ports, USBs, and serial ports accessing directly the main bodies of IoT devices and servers etc.
essential capabilities
Develop a policy about controlling data flow, and according that protect the integrity of the network by
PT-4 Communications and control networks are protected CPS.AC-7 mea.ns such as approgr|ate netvs./ork isolation (e.g., qevelopment and Fest enwronn"neﬁt vs. production
environment, and environment incorporates IoT devices vs. other environments within the
organization).
PT-5 Mechanisms (e.g., failsafe, load balancing, hot swap) are implemented to achieve resilience CPS.PT-3 Introduce IoT devices that implement safety functions, assuming that these devices are connected to
requirements in normal and adverse situations i the network.
A baseline of network operations and expected data flows for users and systems is Establish and implement the procedure to identify and manage the baseline of network operations and
AE-1 ) CPS.AE-1 ) )
established and managed expected information flows between people, goods, and systems.
AE-2 Detected events are analyzed to understand attack targets and methods CPS.AE-2 Appoint a'ch'|ef ] 9fﬁc?er, establish a security management team (.SOC/CSIRT)' and prepare a
system within the organization to detect, analyze, and respond to security events.
Identify the security events accurately by implementing the procedure to conduct a correlation analysis
AE-3 Event data are collected and correlated from multiple sources and sensors CPS.AE-3 of the security events and comparative analysis with the threat information obtained from outside the
organization.
AE-4 Impact of events is determined CPS.AE-4 Identify the impact of security events, including the impact on other relevant organizations.
AE-5 Incident alert thresholds are established CPS.AE-5 Specify the criteria to determine the risk degree of security events.
cM-1 The network is monitored to detect potential cybersecurity events CPS.CM-1 Condu‘ct network and access monitoring and control at the contact points between corporate networks
and wide area networks.
CM-2 The physical environment is monitored to detect potential cybersecurity events CPS.CM-2 z::z;?as:;t;?’;;:ordmg, and monitoring of proper physical access, considering the importance of loT
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NIST Cyberseucurity Framework Ver 1.1 Cyber/Physical Security Framework
Function Subcellgegory- Subcategory Re(;\fj?rzsnl:;t D Measure Requirement
As part of the configuration management of devices, constantly manage software configuration
CM-3 Personnel activity is monitored to detect potential cybersecurity events CPS.CM-6 infor_mat.ion, statu_s o network conne;tigns (g, presence/absence of connﬂection_s an_d a”ccess
destination), and information transmission/reception status between other “organization”, people,
components, and systems.
- Use IoT devices that can detect abnormal behaviors and suspend operations by comparing the
CPS.CM-3 instructed behaviors and actual ones.
CM-4 Malicious code is detected - Validate whether information provided from cyberspace contains malicious code, and is within the
permissible range before any action based on the data.
CPS.CM-4 Validate the integrity and authenticity of the information provided from cyberspace before operations.
- Use IoT devices that can detect abnormal behaviors and suspend operations by comparing the
CPS.CM-3 instrL_Jcted behavior; and ac’_cual oneg. . - -
CM-5 Unauthorized mobile code is detected - Validate whether information provided from cyberspace contains malicious code, and is within the
permissible range before any action based on the data.
CPS.CM-4 Validate the integrity and authenticity of the information provided from cyberspace before operations.
CM-6 External service provider activity is monitored to detect potential cybersecurity events CPS.CM-5 'I;/I;r;;cil:/commumcatlon with external service providers so that potential security events can be detected
As part of the configuration management of devices, constantly manage software configuration
CM-7 Monitoring for unauthorized personnel, connections, devices, and software is performed CPS.CM-6 |nformatl|on, Statujs o network connelct|lons (€. Presence/absence of conn”ectlon§ an.d a:,ccess
destination), and information transmission/reception status between other “organization”, people,
components, and systems.
cM-8 Vulnerability scans are performed CPS.CM-7 Confirm thel e>$|stence of vylngrab|l|w that requires a regular check-up in IoT devices and servers
managed within the organization.
DP-1 Roles and responsibilities for detection are well defined to ensure accountability CPS.DP-1 Clarify the role and respons.ibility_of the orgar?i_z_ation as well as service providers in detecting security
events so that they can fulfill their accountabilities.
DP-2 Detection activities comply with all applicable requirements CPS.DP-2 D}etec.t SeCI..Jrity events in the monitoring process, in compliance with applicable local regulations,
directives, industry standards, and other rules.
DP-3 Detection processes are tested CPS.DP-3 _As part of the mo_nitoring process,_test regularly if the functions for detecting security events work as
intended, and validate these functions.
Develop and implement previously the procedure of response after detecting incidents (securith
DP-4 Event detection information is communicated CPS.RP-1 operation process) that includes the response of Organization, People, Componens, System to identify
the content of response, priority, and scope of response taken after an incident occurs.
DP-5 Detection processes are continuously improved CPS.DP-4 Continuously improve the process of detecting security events.
Respond Develop and implement previously the procedure of response after detecting incidents (securith
(RS) RP-1 Response plan is executed during or after an incident CPS.RP-1 operation process) that includes the response of Organization, People, Componens, System to identify
the content of response, priority, and scope of response taken after an incident occurs.
Provide appropriate training and security education to members of the organization and other relevant
CO-1 Personnel know their roles and order of operations when a response is needed CPS.AT-2 parties of high importance in security management that may be involved in the security incident
prevention and response. Then, manage the record of such training and security education.
CcO-2 Incidents are reported consistent with established criteria Develop and implement previously the procedure of response after detecting incidents (securith
CPS.RP-1 operation process) that includes the response of Organization, People, Componens, System to identify
CO-3 Information is shared consistent with response plans the content of response, priority, and scope of response taken after an incident occurs.
co-4 Coordlnatlén with s_takeholt?lers oceurs c_on5|stent with response plans _ As part of the security operation process, define the procedure and the division of roles with regard to
0-5 Voluntary information sharing occurs with external stakeholders to achieve broader CPS.RP-2 oA R R T TR PETHES SUEh 28 AT, Arel e e (Froams.
cybersecurity situational awareness
Identify the security events accurately by implementing the procedure to conduct a correlation analysis
AN-1 Notifications from detection systems are investigated CPS.AE-3 of the security events and comparative analysis with the threat information obtained from outside the
organization.
Understand the impact of the security incident on the whole society including the organization and
AN-2 The impact of the incident is understood CPS.AN-1 relevant parties such as partners based on the full account of the incident and the probable intent of
the attacker.
AN-3 Forensics are performed CPS.AN-2 Implement digital forensics upon the occurrence of the security incident.
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Function

Recovery
(RC)

NIST Cyberseucurity Framework Ver 1.1 Cyber/Physical Security Framework
Subcategory- Measure .
D Subcategory Requirement ID Measure Requirement
AN-4 Incidents are categorized consistent with response plans CPS.AN-3 _Categonze and s_tore information regarding the detected security incidents by the size of security-related
impact, penetration vector, and other factors.
Processes are established to receive, analyze and respond to vulnerabilities disclosed to the The security management team (SOC/CSIRT) collects information, including vulnerability and threats
AN-5 organization from internal and external sources (e.g. internal testing, security bulletins, or CPS.RA-2 from internal and external sources (through internal tests, security information, security researchers,
security researchers) etc.), analyzes the information, and establishes a process to implement and use measures.
IM-1 Response plans incorporate lessons learned CPS.IM-1 Review the lessons learned from the responses to security incidents, and continuously improve the
IM-2 Response strategies are updated ’ security operation process.
MI-1 Incidents are contained o . . . o
CPS.MI-1 Take measures to minimize security-related damages and mitigate the impacts caused by such incident.
MI-2 Incidents are mitigated
- Conduct risk assessments regularly to check if the security rules for managing the components are
CPS.RA-4 effective and applicable to the components for implementation.

' - Check the presence of unacceptable known security risks, including safety hazards, from the planning

and design phase of an IoT device and systems incorporating IoT devices.
- On the basis of the results of the risk assessment, clearly define the details of measures t event
MI-3 Newly identified vulnerabilities are mitigated or documented as accepted risks © . : ,0 . results o risk a o arly ' alls o a‘ ”T. 0 prev
possible security risks, and document the organized outcome from the scope and priorities of the
CPS.RA-6 measures.

’ - React accordingly to the security risks and the associated safety risks identified as a result of the
assessment conducted at the planning and design phase of an IoT device and systems incorporating IoT
devices.

RP-1 Recovery plan is executed during or after a cybersecurity incident CPS.RP-3 Incllude security incidents in the business cont{nU|ty plan or emergency response plan that outlines the
action plans and response procedures to take in case of natural disasters.
IM-1 Recovery plans incorporate lessons learned CPS.IM-2 Review the lessons learned from the responses to security incidents, and continuously improve the
IM-2 Recovery strategies are updated ’ business continuity plan or emergency response plan.
CO-1 Public relations are managed CPS.CO-1 51?;\1/;;: and manage rules regarding publishing information after the occurrence of the security
Include the item in the business continuity plan or emergency response plan to the effect that the
CO-2 Reputation is repaired after an incident CPS.CO-2 organization shall work to restore its social reputation after the occurrence of a high-risk security
incident.
Recovery activities are communicated to internal and external stakeholders as well as Include the item in the business continuity plan or emergency response plan to the effect that the
CO-3 .ry CPS.CO-3 details of the recovery activities shall be communicated to the internal and external stakeholders,
executive and management teams .
executives, and management.
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D.2 Mapping NIST SP 800-171 controls to Cyber/Physical Security Framework

NIST SP 800-53 Relevant Security Controls q q
NIST SP 800-171 referred from NIST SP 800-174 Cyber/Physical Security Framework
q q q Measure q q
FAMILY ID Security Requirements Security Controls Requirement ID| Measure Requirement Example of Security Measures
quirement
ACCESS CONTROL - The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially regarding login to
a system that handles highly confidential data.
* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not degrade
system performance.
P ——, — q e e e e el by e RS D i e D s e ey e M e
Limit system access to authorized users, UIEIE(EEIE Sl GRS Og'Fa ClEE=EES W a function that automatically terminates a user’s session when it falls under these conditions.
rocesses acting on behalf of authorized users, or +AC-2 Account Management system components by IoT devices and users
3.1.1 E N 9 ' +AC-3 Access Enforcement CPS.AC-9 |according to the transaction risks (personal [Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3
levices .AC-17 Remote Access security, privacy risks, and other organizational - The organization checks the user's identity and authenticates using a mechanism that has sufficient strength for the risk of the transaction
(including other systems). risks) (security-related risks for the user, privacy risks, etc.).
: - The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks, etc.) when
Advanced [ user logs into the system.
- The information system and the industrial control system make the feedback on the authentication information invisible in its system during the
authentication process.
- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.
- The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially regarding login to
a system that handles highly confidential data.
* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not degrade
system performance.
P ——, — q e et e e e el by e RS D i e D e s e ey e i
Limit system access to the types of transactions (EACEHIEEELS Elnte] ENIEAIES [EEIEE) BEsEes=s D a function that automatically terminates a user’s session when it falls under these conditions.
N -AC-2 Account Management system components by IoT devices and users
and functions that authorized users are . " - . o
3.1.2 y +AC-3 Access Enforcement CPS.AC-9 |according to the transaction risks (personal [Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3.
permitted .AC-17 Remote Access security, privacy risks, and other organizational - The organization checks the user's identity and authenticates using a mechanism that has sufficient strength for the risk of the transaction
to execute. 5 (security-related risks for the user, privacy risks, etc.).
risks).
- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks, etc.) when
Advanced [ user logs into the system.
- The information system and the industrial control system make the feedback on the authentication information invisible in its system during the
authentication process.
- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.
- The information system and the industrial control system monitor and control communications on the networks composing internal business
v Y posing
systems of the organization.
- Regarding the network which the system that handles highly confidential data is connected to, the organization shall deny network
. : default and shall only allow connection of approved communication traffic.
Develop a policy about controlling data flow, and . [ELDILIEB D
P a policy 9 R o et e plinaeliyer el S e (D R Gl T T e e e el s (e D e e s s
according that protect the integrity of the network e e m——
by means such as appropriate network isolation - If the information system that handles highly confidential data is connected to a remote device, the organization is to prevent multiple and
CPS.AC-7 |(e.g., development and test environment vs. simultaneous local connections between the device and the system, as well as prevent access to external network resources by other connections.
production environment, and environment The organization establishes a data flow regulation policy that defines the range in which data flow within information systems and industrial
incorporates IoT devices vs. other environments control system is permitted and the range in which data flow between systems is permitted, and regulates the flow by segregating the network
. i o o Jately.
Control the flow of CUI in accordance with ) within the organization). FEEerEE
3.1.3 approved authorizations +AC-4 Information Flow Enforcement Basic |- The organization logically or physically segments the control system's network from the network composing of the information system.
[Reference] Implement physical segmentation in environments physically separated from other networks. Alternatively, in environments physically|
close to other networks, it is possible to implement logical ion in i ion of the cost of the measure.
- The organization uses a ism for ically collecting ion about network configurations and the software configurations of
devices in order to monitor the most recent status at all times.
Establish and implement the procedure to identify - The information system forces the application of users’ access rights approved (by the administrator) in order to control data flows within a
. 5 system (and between interconnected systems).
CRAE | TEREES G EESES € MEReis CREREns et v oo | Mo et e e e prs o e e e eSO T L e GO e ]
expected information flows between people, goods, e S s R e (e,
and systems. - The organization/system analyzes the regular patterns of its systems’ communication status and security alerts to create and use a profile that
typical patterns of and security alerts, thereby enabling the detection of unknown threats and suspicious behavior
- The organization specifies administrators who use the security functions (e.g., access authority setting) and regulates privileged accounts in its
system.
- The information system adopts a system monitoring mechanism to check the use of privileged functions.
- The information system prohibits non-privileged users from executing privileged functions on the system by invalidating, avoiding, and changing
H-Advanced |security measures that are changed and implemented by non-privileged users.
- The organization can minimize the number of users who can use the system administrator's authority in an emergency to minimize the damage
) o Segregate duties and areas of responsibility caused by the security incident.
Separate the duties of individuals to reduce the . . N - The organization can prevent even system administrators from stopping critical services and protected processes through the server to minimize
3.1.4 | . ) N +AC-5 Separation of Duties CPS.AC-5 |properly (e.g. segregate user functions from P
risk of malevolent activity without collusion. ~ 3 the damage caused by security incidents.
system administrator functions) The organization implements access control in the information system and the industrial control system based on separation of duties (e.g., user
/ system administrator).
- The organization adopts a general rule on the minimum authority of specific duties.
Advanced | - Segregate authority of general user from that of administrator.
(Require users to use the system with a non-privileged account when using a non-security function.)
- Minimize authority for duties not in charge.
- The organization separates and stipulates duties that are assigned by the person in charge.
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NIST SP 800-53 Relevant Security Controls

NIST SP 800-171 referred from NIST SP 800-174 Cyber/Physical Security Framework
q q q Measure q q
FAMILY ID Security Requirements Security Controls Requirement ID| Measure Requirement Example of Security Measures
quirement
- The organization specifies administrators who use the security functions (e.g., access authority setting) and regulates privileged accounts in its
system.
- The information system adopts a system monitoring mechanism to check the use of privileged functions.
- The information system prohibits non-privileged users from executing privileged functions on the system by invalidating, avoiding, and changing
H-Advanced |security measures that are changed and implemented by non-privileged users.
+AC-6 Least Privilege - The organization can minimize the number of users who can use the system administrator's authority in an emergency to minimize the damage
Employ the principle of least privilege, including +AC-6(1) Least Privilege Segregate duties and areas of responsibility caused b‘“_"e 5_““”“’ e . . 3 o
3.1.5 |[for specific security functions and privileged Authorize Access to Security Functions CPS.AC-5 properly (e.g. segregate user functions from - The organization can pm"g."l even system administrators from stopping critical services and protected processes through the server to minimize
> 2k > the damage caused by security incidents.
accounts +AC-6(5) Least Privilege system administrator functions) The organization implements access control in the information system and the industrial control system based on separation of duties (e.g., user
Privileged Accounts / system administrator).
- The organization adopts a general rule on the minimum authority of specific duties.
Advanced | - Segregate authority of general user from that of administrator.
(Require users to use the system with a non-privileged account when using a non-security function.)
- Minimize authority for duties not in charge.
- The separates and stipulates duties that are assigned by the person in charge.
316 Use non-privileged accounts or roles when -AC-6(2) Least Privilege - The organization specifies administrators who use the security functions (e.g., access authority setting) and regulates privileged accounts in its
77 |accessing nonsecurity functions. Non-Privileged Access for Nonsecurity Functions [P : o : )
- The information system adopts a system monitoring mechanism to check the use of privileged functions.
Segregate duties and areas of responsibility - The information system prohibits non-privileged users from executing privileged functions on the system by invalidating, avoiding, and changing
+AC-6(9) Least Privilege CPS.AC-5 properly (e.g. segregate user functions from H-Advanced |security measures that are changed and implemented by non-privileged users.
Prevent non-privileged users from executing Auditing Use of Privileged Functions system administrator functions) - The organization can minimize the number of users who can use the system administrator's authority in an emergency to minimize the damage
3.1.7 |privileged functions and audit the execution of +AC-6(10) Least Privilege ]y i sy (R X » X -
. S o N - The organization can prevent even system administrators from stopping critical services and protected processes through the server to minimize
such functions. Prohibit Non-Privileged Users from Executing e ey S e,
Privileged Functions
- The information system and the industrial control system (excluding some cases where immediacy of response is required) sets a limit to the
e OE ) e (0 T s e H-Advanced ::Emr:i;:;i;):unuous login attempts on its system. If the user fails to log in, he or she will only be able to re-login after the administrator removes
servers by measures such as implementing - The information system and the industrial control system set a limit on the number of continuous login attempts on its system. If the user fails to
3.1.8 [Limit unsuccessful logon attempts. +AC-7 Unsuccessful Logon Attempts CPS.AC-4 |functions for lockout after a specified number of log in, he or she will not be able to re-login for a certain period of time.
incorrect log-in attempts and providing a time Advanced |/The information system and industrial control system lock the session manually or automatically if the system's non-operation continues beyond
interval until safety is ensured. [‘hg R iR AR, . o . X
In the industrial control system, it may be desirable not to lock session when it is assumed that a session in which an operator is required to
respond i in an emergency may be conducted.
- The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially regarding login to
a system that handles highly confidential data.
* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not degrade
H-Advanced |Y5te™ performance.
. . - The information system and industrial control system lay down conditions that require disconnection of the session for its system and implement
Authenticate and authorize |OQ|Ca| accesses to a function that automatically terminates a user’s session when it falls under these conditions.
Provide privacy and security notices consistent EUEII0) G Ly MO CISUE=S EE e
3.1.9 r pv Y ty +AC-8 System Use Notification CPS.AC-9 |according to the transaction risks (personal [Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3
with applicable CUI rules. security, privacy risks, and other organizational - The organization checks the user's identity and authenticates using a mechanism that has sufficient strength for the risk of the transaction
risks). (security-related risks for the user, privacy risks, etc.).
- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks, etc.) when
Advanced [ user logs into the system.
- The information system and the industrial control system make the feedback on the authentication information invisible in its system during the
authentication process.
- The sets the expiration date of the credential and manages whether the password over the expiration date is used.
- The information system and industrial control system require authentication using a public key infrastructure (PKI), especially regarding login to
a system that handles highly confidential data.
* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not degrade
H-Advanced |Y5te™ performance.
. . - The information system and industrial control system lay down conditions that require disconnection of the session for its system and implement
Authenticate and authorize |OQ|Ca| accesses to a function that automatically terminates a user’s session when it falls under these conditions.
Use session lock with pattern-hiding displays to +AC-11 Session Lock system components by IoT devices and users
3.1.10 |prevent access and viewing of data after period of [-AC-11(1) Session Lock CPS.AC-9 |according to the transaction risks (personal [Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3
inactivity. Pattern-Hiding Displays security, privacy risks, and other organizational - The organization checks the user’s identity and authenticates using a mechanism that has sufficient strength for the risk of the transaction
risks). (security-related risks for the user, privacy risks, etc.).
- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks, etc.) when
Advanced [ user logs into the system.
- The information system and the industrial control system make the feedback on the authentication information invisible in its system during the
authentication process.
- The sets the expiration date of the credential and manages whether the password over the expiration date is used.
- The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially regarding login to
Authenticate and authorize logical accesses to a system that handles highly confidential data.
. i . system components by IoT devices and users * When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not degrade
3.4.11 |Terminate (automatically) a user session after a -AC-12 Session Termination CPS.AC-9 |according to the transaction risks (personal H-Advanced |°Ystem performance.

defined condition.

security, privacy risks, and other organizational
risks).

- The information system and industrial control system lay down conditions that require disconnection of the session for its system and implement
a function that automatically terminates a user’s session when it falls under these conditions.

|[Reference] For the strength of schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3
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NIST SP 800-171

NIST SP 800-53 Relevant Security Controls
referred from NIST SP 800-171

FAMILY

Security Requirements

Cyber/Physical Security Framework

Security Controls

Measure
Requirement ID|

Measure Requirement

Example of Security Measures

3.1.12

Monitor and control remote access sessions.

-AC-17(1) Remote Access
Automated Monitoring / Control

CPS.AC-3

Properly authorize wireless connection destinations
(including users, IoT devices, and servers).

H-Advanced

- The information system and the industrial control system automatically monitor or regulate remote access to its system.

- The information system and the industrial control system allow only for remote access routed by the regulated access points.

- The information system allows privileged command via remote access only for those purposes based on specified requirements.

- The information system records reasons why the users accessing the system which handles highly confidential data execute privileged commands|
and access security information by remote access.

- The information system protects wireless access to the system which handles highly confidential data by using user and device authentication in
addition to encryption.

- The information system blocks remote activation of devices such as white boards, cameras, and microphones connected via networks which may
handle highly data. Signs of the devices in use are provided to the users of these devices.

CPS.CM-1

Conduct network and access monitoring and control
at the contact points between corporate networks
and wide area networks.

Advanced

- The organization monitors and controls communications at the boundary between industrial control system and information system.

- The organization creates a network segment isolated from access to the internal network (“demilitarized zone [DMZ]”) between the internal
network and external networks (e.g., the Internet).

- The information system is connected to an external network or system only via a controlled interface that consists of a boundary protection
system placed according to the organization’s security architecture.

- The information system ensures that each external communications service is provided via a controlled interface (e.g., a gateway, router, and
firewall).

- The organization establishes a communications control policy for each controlled interface (e.g., a gateway, router, and firewall).

- The system on a controlled interface rejects network communication by default and permits it as an exception.

- The monitors. at the external of the i system and at major internal boundaries within the
information system for large amounts of communication from a particular source or multiple sources, and takes appropriate action when
necessary (e.g. blocking of from a specific IP address).

Basic

The organization monitors and controls communications on the information system’s external boundary as well as on the key internal boundary
within the information system.

CPS.CM-5

Monitor communication with external service
providers so that potential security events can be
detected properly.

H-Advanced

The organization requires its provider of external information system services to make clear the functions, ports, and protocols needed for the
use of the services, along with other services.
- The monitors whether the matters made clear as stated above are observed.

Advanced

The its security for the staff from its external service provider and system developer, and includes the
requirements in the agreement.

- The organization requires its external service provider and system developer to contact it when any of its staff members who have authorizations
for its system are transferred or when their employment terminates.

- Itis desirable that the organization should manage changes to services offered by its external service provider, taking account of relevant
information about operations, the importance of its business systems and processes, and re-assessed risks.

- The organization monitors whether its external service provider and system developer complies with the requirements.

- The organization monitors access to its system by its external service provider and system developer in order to detect any unauthorized access
by these external businesses that results from an action or failure to act.

- The organization reports the results of the monitoring of activities by its external service provider and system developer to the appropriate
system

3.1.13

Employ cryptographic mechanisms to protect the
confidentiality of remote access sessions.

+AC-17(2) Remote Access
Protection of Confidentiality / Integrity Using
Encryption

CPS.AC-3

Properly authorize wireless connection destinations
(including users, IoT devices, and servers).

H-Advanced

- The information system and the industrial control system automatically monitor or regulate remote access to its system.

- The information system and the industrial control system allow only for remote access routed by the regulated access points.

- The information system allows privileged command via remote access only for those purposes based on specified requirements.

- The information system records reasons why the users accessing the system which handles highly confidential data execute privileged commands|
and access security information by remote access.

- The information system protects wireless access to the system which handles highly confidential data by sing user and device authentication in
addition to encryption.

- The information system blocks remote activation of devices such as white boards, cameras, and microphones connected via networks which may
handle highly data. Signs of the devices in use are provided to the users of these devices.

CPS.DS-3

Encrypt the communication channel when
communicating between IoT devices and servers or
in cyberspace.

Advanced

- The information system employs an and encrypt paths.

For encryption of paths, there are several methods such as IP-VPN, Ipsec-VPN, SSLVPN. It is desirable that the
should select the method ing the importance of the data transmitted in the ication paths, the budget, and so on.

3.1.14

Route remote access via managed access control
points.

-AC-17(3) Remote Access
Managed Access Control Points

CPS.CM-1

Conduct network and access monitoring and control
at the contact points between corporate networks
and wide area networks.

H-Advanced

- The information system routes communications to the network to which a recipient’s IP address belongs via a proxy server authenticated on a
controlled interface.

- The information system and the industrial control system monitor and control the use of mobile code.

- The i system monitors and controls the use of protocols used for audio and video (e.g. VoIP).

Advanced

- The organization monitors and controls communications at the boundary between industrial control system and information system.

- The organization creates a network segment isolated from access to the internal network (“demilitarized zone [DMZ]”) between the internal
network and external networks (e.g., the Internet).

- The information system is connected to an external network or system only via a controlled interface that consists of a boundary protection
system placed according to the organization’s security architecture.

- The information system ensures that each external communications service is provided via a controlled interface (e.g., a gateway, router, and
firewall).

- The organization establishes a communications control policy for each controlled interface (e.g., a gateway, router, and firewall).

- The system on a controlled interface rejects network communication by default and permits it as an exception.

- The monitors at the external of the i system and at major internal boundaries within the
information system for large amounts of communication from a particular source or multiple sources, and takes appropriate action when
necessary (e.g. blocking of from a specific IP address).

3.1.15

Authorize remote execution of privileged
commands and remote access to security-relevant
information.

-AC-17(4) Remote Access
Privileged Commands / Access

CPS.AC-3

Properly authorize wireless connection destinations
(including users, IoT devices, and servers).

H-Advanced

- The information system and the industrial control system automatically monitor or regulate remote access to its system.

- The information system and the industrial control system allow only for remote access routed by the regulated access points.

- The information system allows privileged command via remote access only for those purposes based on specified requirements.

- The information system records reasons why the users accessing the system which handles highly confidential data execute privileged commands|
and access security information by remote access.

- The information system protects wireless access to the system which handles highly confidential data by using user and device authentication in
addition to encryption.

- The information system blocks remote activation of devices such as white boards, cameras, and microphones connected via networks which may
handle highly data. Signs of the devices in use are provided to the users of these devices.
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NIST SP 800-171

NIST SP 800-53 Relevant Security Controls
referred from NIST SP 800-171

FAMILY

Security Requirements

Cyber/Physical Security Framework

Security Controls

Measure
Requirement ID|

Measure Requirement

Example of Security Measures

3.1.16

Authorize wireless access prior to allowing such
connections.

+AC-18 Wireless Access

CPS.AC-3

Properly authorize wireless connection destinations
(including users, IoT devices, and servers).

H-Advanced

- The information system and the industrial control system automatically monitor or regulate remote access to its system.

- The information system and the industrial control system allow only for remote access routed by the regulated access points.

- The information system allows privileged command via remote access only for those purposes based on specified requirements.

- The information system records reasons why the users accessing the system which handles highly confidential data execute privileged commands|
and access security information by remote access.

- The information system protects wireless access to the system which handles highly confidential data by using user and device authentication in
addition to encryption.

- The information system blocks remote activation of devices such as white boards, cameras, and microphones connected via networks which may
handle highly data. Signs of the devices in use are provided to the users of these devices.

Advanced

The organization regulates the mobile devices used in the organization and establishes setting ; ,and
implementation guidelines for mobile devices.

- The establishes rules of approval for connecting mobile devices used in the toits system.

Basic

The organization establishes usage , and i
access.

- The organization in principle prohibits unauthorized wireless connections.

- The organization establishes rules of approval for remote access to an information system and an industrial control system.
- The authorizes wireless access to its system in advance of the approval.

guidelines for each type of approved remote

3.1.17

Protect wireless access using authentication and
encryption.

-AC-18(1) Wireless Access
Authentication and Encryption

CPS.AC-3

Properly authorize wireless connection destinations
(including users, IoT devices, and servers).

H-Advanced

- The information system and the industrial control system automatically monitor or regulate remote access to its system.

- The information system and the industrial control system allow only for remote access routed by the regulated access points.

- The information system allows privileged command via remote access only for those purposes based on specified requirements.

- The information system records reasons why the users accessing the system which handles highly confidential data execute privileged commands|
and access security information by remote access.

- The information system protects wireless access to the system which handles highly confidential data by using user and device authentication in
addition to encryption.

- The information system blocks remote activation of devices such as white boards, cameras, and microphones connected via networks which may
handle highly data. Signs of the devices in use are provided to the users of these devices.

3.1.18

Control connection of mobile devices.

+AC-19 Access Control for Mobile Devices

CPS.AC-3

Properly authorize wireless connection destinations
(including users, IoT devices, and servers).

H-Advanced

- The information system and the industrial control system automatically monitor or regulate remote access to its system.

- The information system and the industrial control system allow only for remote access routed by the regulated access points.

- The information system allows privileged command via remote access only for those purposes based on specified requirements.

- The information system records reasons why the users accessing the system which handles highly confidential data execute privileged commands|
and access security information by remote access.

- The information system protects wireless access to the system which handles highly confidential data by using user and device authentication in
addition to encryption.

- The information system blocks remote activation of devices such as white boards, cameras, and microphones connected via networks which may
handle highly data. Signs of the devices in use are provided to the users of these devices.

Advanced

The organization regulates the mobile devices used in the organization and establishes setting ; ,and
implementation guidelines for mobile devices.

- The establishes rules of approval for connecting mobile devices used in the toits system.

CPS.AC-9

Authenticate and authorize logical accesses to
system components by IoT devices and users
according to the transaction risks (personal
security, privacy risks, and other organizational
risks).

H-Advanced

~The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially regarding login to
a system that handles highly confidential data.

* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not degrade
system performance.

- The information system and industrial control system lay down conditions that require disconnection of the session for its system and implement
a function that automatically terminates a user’s session when it falls under these conditions.

[Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3

Advanced

- The organization checks the user's identity and authenticates using a mechanism that has sufficient strength for the risk of the transaction
(security-related risks for the user, privacy risks, etc.).

- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks, etc.) when
a user logs into the system.

- The information system and the industrial control system make the feedback on the authentication information invisible in its system during the
authentication process.

- The sets the expiration date of the credential and manages whether the password over the expiration date is used.

3.1.19

Encrypt CUI on mobile devices and mobile
computing platforms.

+AC-19(5) Access Control for Mobile Devices
Full Device / Container-Based Encryption

CPS.DS-2

Encrypt information with an appropriate level of
security strength, and store them.

H-Advanced

The organization selects products that have been authenticated based on Cryptographic Module Validation Program (CMVP) in order to suitably
implement selected algorithms to software and hardware, and to protect keys, identification codes, and entity authentication information that is
used to decrypt encrypted information or to grant electronic signatures.

- The organization protects are encrypts data to the appropriate strength when that data is taken outside of the organization.

- The uses 0T devices that can encrypt and store data in internal memory.

Advanced

- The organization examines safety and trustworthiness that are necessary, selects an algorithm, encrypts information (data) to the appropriate
strength, and stores the information. If an algorithm on the CRYPTREC Ciphers List can be selected, the organization uses it to encrypt information
(data) to the appropriate strength and stores the information.

- The organization considers the level of security and required for the i chooses an algorithm, and encrypts and stores
high importance information handled by industrial control systems with appropriate strength without causing unacceptable impact on
performance.

[Reference]

Regarding encryption technologies whose security and i p are confirmed, "C Research and Evaluation

Committees (CRYPTREC) " releases to the public the list of such technologies recommended for use that are sufficiently used in the market or

are considered to spread in the future. It is desirable that the organization should refer to the list as needed when procuring systems that should
encryption functions.

3.1.20

Verify and control/limit connections to and use of
external systems.

+AC-20 Use of External Systems
+AC-20(1) Use of External Systems
Limits on Authorized Use

CPS.AM-5

Create and manage appropriately a list of external
information systems where the organization’s
assets are shared.

H-Advanced

- The system makes a list of external information services in use and manages the users, devices as well as serviced in use in real time.
- The system uses a mechanism to give notice to the system external i system service is detected.
identifies functions, ports, protocols, and other services which are necessary for using services offered by external providers.

when an
- The

Advanced

The organization sets conditions for allowing other organizations which own or operate external information systems to do the following:
a. Accessing an i system in the from an external system
b. Processing, saving, or transmitting information under the control of the organization using an external information system

- The restricts a use of storage in an external system the owns to an authorized one.

3.1.21

Limit use of organizational portable storage
devices on external systems.

-AC-20(2) Use of External Systems
Portable Storage Devices

CPS.AM-5

Create and manage appropriately a list of external
information systems where the organization’s
assets are shared.

Advanced

The organization sets conditions for allowing other organizations which own or operate external information systems to do the following:
a. Accessing an i system in the from an external system
b. Processing, saving, or transmitting information under the control of the organization using an external information system

- The restricts a use of storage in an external system the owns to an authorized one.
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insider threat.

Insider Threat

responsibilities to prevent and contain the

occurrence and severity of security incidents.

NIST SP 800-171 referred from NIST SP 800-174 Cyber/Physical Security Framework
q q q Measure q q
FAMILY ID Security Requirements Security Controls . Measure Requirement Example of Security Measures
Requirement ID|
Understand the level of data protection required by - The identifies and alllegal and contract related to data protection for each system and each
laws and arrangements regarding handling of data organization and the organization’s activities to satisfy these requirements, and update them to the latest.
Control CUI posted or processed on publicl . " shared only by relevant organizations, develop data - The organization classifies its data appropriately according to the classification of the identified rules.
3.1.22 ) CUI b p publicly -AC-22 Publicly Accessible Content CPS.GV-3 =¢ only By 9 eop Basic G CERLHECY g ! : ) )
accessible systems. classification methods based on each requirement, - The organization takes measures for systems, components, etc., handling the applicable data in accordance with the requirements of the
and properly classify and protect data throughout identified rules. When the implementation of a measure is considered difficult, measures such as tokenization of an applicable data in the
the whole life cycle organization may be considered. (e.g., tokenization of card information due to the Installment Sales Law)
AWARENESS H-Advanced |- The organization provides security awareness trainings to all necessary personnel so that they will recognize and report signs of internal fraud.
AND TRAINING X 3 o . - The organization regularly provides basic security awareness training to all members of staff. The organization can, for example, educate the
Provide appropriate training and education to all following matters in addition to the contents explaining general matters.
individuals in the organization and manage the -Procedure to response when you receive a suspicious email
CPS.AT-1 |record so that they can fulfill assigned roles and ~Notes on using mobile devices (e.g. Notes on connecting to a public wireless LAN)
Ensure that managers, systems administrators, responsibilities to prevent and contain the Advanced | -Notes on using SNS
ot . Lo - The organization creates a program for each role (e.g., system/software developper, purchasing personnel, system administrator, personnel in
and users of organizational systems are made
ganizatic yste _ ) ) o occurrence and severity of security incidents. charge of security measures) to train information security personnel and to improve their skills. The program is conducted regularly on applicable
30,1 [aware of the security risks associated with their |-AT-2 Security Awareness Training el
- activities and of the applicable policies, standards, |-AT-3 Role-Based Security Training - The organization regularly reviews records of security education and training.
and procedures related to the security of those FoEE CEpa D (el e e=avrly el The organization requests the giving of training (e.g. simulation assuming actual incident) and security education appropriate to execution of the
systems. S roles assigned to the personnel in charge to related organizations that may be involved in the security incident and confirms the
to members of the organization and other relevant | agvanced |training/education implementation status.
CPS.AT-2 parties of high importance in security management - The organization regularly reviews the records of education and training for persons in charge of relevant parties that are highly important in its
- that may be involved in the security incident lown security
prevention and response. Then, manage the record - The organization requests the giving of training (e.g. simulation assuming actual incident) and security education appropriate to execution of the
eI it ) e Ty alrestetany Basic  |roles assigned to the personnel in charge to their personnel, and confirms the training/education implementation status.
9 Y o - The organization records and manages the contents and results of security education and training for member in the organization.
- The organization regularly provides basic security awareness training to all members of staff. The organization can, for example, educate the
. - . y following matters in addition to the contents explaining general matters.
Proy@e appropriate training and education to all rFrocegdureto response when you receive a sSspicioisgemaH
individuals in the organization and manage the ~Notes on using mobile devices (e.g. Notes on connecting to a public wireless LAN)
CPS.AT-1  |record so that they can fulfill assigned roles and Advanced | -Notes on using SNS
responsibilities to prevent and contain the - The organization creates a program for each role (e.g., system/software developper, purchasing personnel, system administrator, personnel in
Ensure that organizational personnel are occurrence and severity of security incidents. charge of security measures) to train information security personnel and to improve their skills. The program is conducted regularly on applicable
322 adequately trained to carry out their assigned +AT-2 Security Awareness Training pi:‘”""e" oy rev dsof t educati S traini
2.2 | N N N N . - The regularly reviews records of security education and training.
information security-related duties and +AT-3 Role-Based Security Training guarly v =
responsibilities. Provide appropriate training and security education
to members of the organization and other relevant - The organization requests the giving of training (e.g. simulation assuming actual incident) and security education appropriate to execution of the
cPoAT.y |Parties of high importance in security management | :ale::;j\eg:eccjatztnh;;::;::tea\(-;:ll::i:o related organizations that may be involved in the security incident and confirms the
LAT- f . P vi ining/educati b
that may be involved in the security incident - The organization regularly reviews the records of education and training for persons in charge of relevant parties that are highly important in its
prevention and response. Then, manage the record lown security management.
of such training and security education.
Provide appropriate training and education to all
Provide security awareness training on N . individuals in the organization and manage the
- 4 ) 'ng on -AT-2(2) Security Awareness Training g 2 . g . . . . - :
3.2.3 [recognizing and reporting potential indicators of CPS.AT-1 record so that they can fulfill assigned roles and H-Advanced |- The organization provides security awareness trainings to all necessary personnel so that they will recognize and report signs of internal fraud.
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NIST SP 800-171

NIST SP 800-53 Relevant Security Controls
referred from NIST SP 800-171

Cyber/Physical Security Framework

q q q Measure q q
FAMILY ID Security Requirements Security Controls Requirement ID| Measure Requirement Example of Security Measures
quirement
AUDIT AND - The organization adopts an automatic mechanism integrating review, analysis, and report that supports the investigation and addresses
procedures for deviation or signs of deviation from contract matters.
ACCOUNTABILITY - The organization uses a mechanism that allows it to list and check whether obligatory matters stipulated in the contract are fulfilled, matters
which are concerned with security management of the organization and security functions implemented in the products and services that will be
H-Advanced |delivered, especially for important clients and reconsigned organizations.
- State of compliance with security management measures of the external service provider is regularly checked by external audits and field surveys
State of compliz ith securi fth I servi ider is regularly checked by I audits and field
- conducted by the outsourcer.
Conduct regular assessments through auditing, test - The important business partners and if possible their re-contractors etc. investigate whether there is any sign of attack related or any fact of
CPS.SC-6 results, or other checks of relevant parties such as leakage, and regularly report the result to the i
. business partners to ensure they are fulfilling their - The organization checks whether requirements that are prescribed in the contract with the client can be audited on the system.
contractual obligations. - The information system provides a function that allows for audit records to be created for events defined above that can be audited on the
system.
- The organization shall be able to maintain consistency in security audits with other organizations that require information on the audit.
The ization shall be abl dits with oth izations th ire informati he audi
Advanced |- The organization regularly reviews and analyzes audit records that are made manually or automatically by the system, and checks whether there
is any deviation or sign of deviation from contract matters.
- State of compliance with security management measures of the external service provider is regularly checked by internal audits that are
State of compli ith securi fth I servi ider is regularly checked by i I audits th
. ducted by the client using a checklist.
-AU-2 Audit Events [
4 4 "AU- - In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security incidents after
Create, protect, and retain system audit records  |-AU-3 Content of Audit Records Inadd he d ¢ a he collected | dered to be useful King th o a e
33.1 to the extent needed to enable the monitoring, -AU-3(1) Content of Audit Records the fact. Therefore, the information system collects, if possible, detailed logs (e.g. OS command level) that do not remain in the OS function.
> |analysis, investigation, and reporting of unlawful, | Additional Audit Information - If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails across the
unauthorized, or inappropriate system activity. -AU-6 Audit Review, Analysis, and Reporting gystem;logically/and|physicallys
AU-12 Audit G i - The information system provides system functions designed to compare and synchronize internal system clocks by using an official source of
udit Generation H-Advanced [information for generating time stamps for an audit record.
- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated manner.
The informati d ic mechanism designed to handl dit revi lysis, and inani d
- It may be difficult to generate security-related audit logs for some of the IoT devices that an organization uses, or to connect some of those
. . devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the loT devices, such as using a
log management system different than the main one or using an alternative measure on the part of the system, when collecting and analyzing
Determine and document the subject or scope of | diff A i i i h f the e
CPS.PT-1 the audit recording/log recording, and implement audit logs from the relevant loT devices.
: and review those records in order to properly - The information system and the industrial control system uses a cryptographic mechanism in order to ensure the integrity of an audit log and
detect high-risk security incidents. [Pl Gl G
g Advanced |- The organization grants control over an audit log only to users assigned in accordance with the rules about security-related internal
responsibility.
- The i system issues an alert when an incident of failure takes place in the audit process.
- The organization specifies what is to be audited based on its risk management strategy and risk assessment results, and sees if the systems can
acquire audit logs that show who did what and when in connection with the subjects of an audit.
gasic | The system generates an audit og prescribed from various system components.
- The organization reviews and analyze a system’s audit log regularly to see if there are any signs of security incidents that may cause damage to
the organization, and make a report to the system administrator where necessary.
- The confirms that the impact of audit activities on the performance of industrial control systems is tolerable.
- In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security incidents after
the fact. Therefore, the information system collects, if possible, detailed logs (e.g. OS command level) that do not remain in the OS function.
- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails across the
system, logically and physically.
- The information system provides system functions designed to compare and synchronize internal system clocks by using an official source of
-Advanced |information for generating time stamps for an audit record.
H-Advanced [information f ing t fi di d
- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated manner.
AU-2 Audit Events - It may be difficult to generate security-related audit logs for some of the IoT devices that an organization uses, or to connect some of those
. . . devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the loT devices, such as using a
hat th : f individual +AU-3 Content of Audit Records Determine and document the subject or scope of log management system different than the main one or using an alternative measure on the part of the system, when collecting and analyzing
Ensure that the actions of individual system users " " y A q
3.3.2 |can be uniquely traced to those users so they can -AU-3(1) Content of Audit Records CPS.PT-1 the audit recording/log recording, and implement audit logs from the relevant IoT devices.
R acgounytable o the st Y Additional Audit Information . and review those records in order to properly oS EE e e e G e s O g e i e B e B Ty e e e e
: -AU-6 Audit Review, Analysis, and Reporting detect high-risk security incidents. audit tool each.
AU-12 Audit Generation Advanced |- The organization grants control over an audit log only to users assigned in accordance with the rules about security-related internal
responsibility.
- The i ion system issues an alert when an incident of failure takes place in the audit process.
- The organization specifies what is to be audited based on its risk management strategy and risk assessment results, and sees if the systems can
acquire audit logs that show who did what and when in connection with the subjects of an audit.
gasic | The system generates an audit og prescribed from various system components.

- The organization reviews and analyze a system’s audit log regularly to see if there are any signs of security incidents that may cause damage to
the organization, and make a report to the system administrator where necessary.
- The confirms that the impact of audit activities on the performance of industrial control systems is tolerable.
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Appendix D.2 - Mapping NIST SP 800-171 to CPSF

NIST SP 800-171

NIST SP 800-53 Relevant Security Controls
referred from NIST SP 800-171

Cyber/Physical Security Framework

FAMILY

Security Requirements

Security Controls

Measure
Requirement ID|

Measure Requirement

Example of Security Measures

3.3.3

Review and update audited events.

-AU-2(3) Audit Events
Reviews and Updates

CPS.PT-1

Determine and document the subject or scope of
the audit recording/log recording, and implement
and review those records in order to properly
detect high-risk security incidents.

H-Advanced

I addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security incidents after
the fact. Therefore, the information system collects, if possible, detailed logs (e.g. S command level) that do not remain in the O function.

- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails across the
system, logically and physically.

- The information system provides system functions designed to compare and synchronize internal system clocks by using an official source of
information for generating time stamps for an audit record.

- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated manner.

- It may be difficult to generate security-related audit logs for some of the loT devices that an organization uses, or to connect some of those
devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the loT devices, such as using a
log management system different than the main one or using an alternative measure on the part of the system, when collecting and analyzing
audit logs from the relevant loT devices.

Advanced

The information system and the industrial control system uses a cryptographic mechanism in order to ensure the integrity of an audit log and
audit tool each.

- The organization grants control over an audit log only to users assigned in accordance with the rules about security-related internal
responsibility.

- The i system issues an alert when an incident of failure takes place in the audit process.

Basic

~The organization specifies what is to be audited based on its risk management strategy and risk assessment results, and sees if the systems can
acquire audit logs that show who did what and when in connection with the subjects of an audit.

- The system generates an audit log prescribed from various system components.

- The organization reviews and analyze a system’s audit log regularly to see if there are any signs of security incidents that may cause damage to
the organization, and make a report to the system administrator where necessary.

- The confirms that the impact of audit activities on the performance of industrial control systems is tolerable.

3.3.4

Alert in the event of an audit process failure.

+AU-5 Response to Audit Processing Failures

CPS.PT-1

Determine and document the subject or scope of
the audit recording/log recording, and implement
and review those records in order to properly
detect high-risk security incidents.

H-Advanced

~In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security incidents after
the fact. Therefore, the information system collects, if possible, detailed logs (e.g. OS command level) that do not remain in the OS function.

- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails across the
system, logically and physically.

- The information system provides system functions designed to compare and synchronize internal system clocks by using an official source of
information for generating time stamps for an audit record.

- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated manner.

- It may be difficult to generate security-related audit logs for some of the loT devices that an organization uses, or to connect some of those
devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the loT devices, such as using a
log management system different than the main one or using an alternative measure on the part of the system, when collecting and analyzing
audit logs from the relevant oT devices.

Advanced

The information system and the industrial control system uses a cryptographic mechanism in order to ensure the integrity of an audit log and
audit tool each.

- The organization grants control over an audit log only to users assigned in accordance with the rules about security-related internal
responsibility.

- The i ion system issues an alert when an incident of failure takes place in the audit process.

3.3.5

Correlate audit review, analysis, and reporting
processes for investigation and response to

indications of inappropriate, suspicious, or unusual

activity.

-AU-6(3) Audit Review, Analysis, and Reporting
Correlate Audit Repositories

CPS.SC-6

Conduct regular assessments through auditing, test
results, or other checks of relevant parties such as
business partners to ensure they are fulfilling their
contractual obligations.

H-Advanced

- The organization adopts an automatic mechanism integrating review, analysis, and report that supports the investigation and addresses

procedures for deviation or signs of deviation from contract matters.

- The organization uses a mechanism that allows it to list and check whether obligatory matters stipulated in the contract are fulfilled, matters

which are concerned with security management of the organization and security functions implemented in the products and services that will be

delivered, especially for important clients and reconsigned organizations.

- State of compliance with security management measures of the external service provider is regularly checked by external audits and field surveys

conducted by the outsourcer.

- The important business partners and if possible their re-contractors etc. investigate whether there is any sign of attack related or any fact of
leakage, and regularly report the result to the i

CPS.PT-1

Determine and document the subject or scope of
the audit recording/log recording, and implement
and review those records in order to properly
detect high-risk security incidents.

H-Advanced

~In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security incidents after
the fact. Therefore, the information system collects, if possible, detailed logs (e.g. S command level) that do not remain in the O function.

- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails across the
system, logically and physically.

- The information system provides system functions designed to compare and synchronize internal system clocks by using an official source of
information for generating time stamps for an audit record.

- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated manner.

- It may be difficult to generate security-related audit logs for some of the loT devices that an organization uses, or to connect some of those
devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the loT devices, such as using a
log management system different than the main one or using an alternative measure on the part of the system, when collecting and analyzing
audit logs from the relevant loT devices.

Basic

~The organization specifies what is to be audited based on its risk management strategy and risk assessment results, and sees if the systems can
acquire audit logs that show who did what and when in connection with the subjects of an audit.

- The system generates an audit log prescribed from various system components.

- The organization reviews and analyze a system’s audit log regularly to see if there are any signs of security incidents that may cause damage to
the organization, and make a report to the system administrator where necessary.

- The confirms that the impact of audit activities on the performance of industrial control systems is tolerable.

3.3.6

Provide audit reduction and report generation to
support on-demand analysis and reporting.

+AU-7 Audit Reduction and Report Generation

CPS.PT-1

Determine and document the subject or scope of
the audit recording/log recording, and implement
and review those records in order to properly
detect high-risk security incidents.

H-Advanced

~In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security incidents after
the fact. Therefore, the information system collects, if possible, detailed logs (e.g. S command level) that do not remain in the OS function.

- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails across the
system, logically and physically.

- The information system provides system functions designed to compare and synchronize internal system clocks by using an official source of
information for generating time stamps for an audit record.

- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated manner.

- It may be difficult to generate security-related audit logs for some of the loT devices that an organization uses, or to connect some of those
devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the loT devices, such as using a
log management system different than the main one or using an alternative measure on the part of the system, when collecting and analyzing
audit logs from the relevant loT devices.
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NIST SP 800-171

NIST SP 800-53 Relevant Security Controls
referred from NIST SP 800-171

FAMILY

Security Requirements

Cyber/Physical Security Framework

Security Controls

Measure
Requirement ID|

Measure Requirement

Example of Security Measures

3.3.7

Provide a system capability that compares and
synchronizes internal system clocks with an
authoritative source to generate time stamps for
audit records.

+AU-8 Time Stamps
+AU-8(1) Time Stamps
Synchronization with Authoritative Time Source

CPS.PT-1

Determine and document the subject or scope of
the audit recording/log recording, and implement
and review those records in order to properly
detect high-risk security incidents.

H-Advanced

I addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security incidents after
the fact. Therefore, the information system collects, if possible, detailed logs (e.g. S command level) that do not remain in the O function.

- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails across the
system, logically and physically.

- The information system provides system functions designed to compare and synchronize internal system clocks by using an official source of
information for generating time stamps for an audit record.

- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated manner.

- It may be difficult to generate security-related audit logs for some of the loT devices that an organization uses, or to connect some of those
devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the loT devices, such as using a
log management system different than the main one or using an alternative measure on the part of the system, when collecting and analyzing
audit logs from the relevant loT devices.

3.3.8

Protect audit information and audit tools from
unauthorized access, modification, and deletion.

+AU-9 Protection of Audit Information

CPS.PT-1

Determine and document the subject or scope of
the audit recording/log recording, and implement
and review those records in order to properly
detect high-risk security incidents.

H-Advanced

~In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security incidents after
the fact. Therefore, the information system collects, if possible, detailed logs (e.g. S command level) that do not remain in the OS function.

- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails across the
system, logically and physically.

- The information system provides system functions designed to compare and synchronize internal system clocks by using an official source of
information for generating time stamps for an audit record.

- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated manner.

- It may be difficult to generate security-related audit logs for some of the loT devices that an organization uses, or to connect some of those
devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the loT devices, such as using a
log management system different than the main one or using an alternative measure on the part of the system, when collecting and analyzing
audit logs from the relevant loT devices.

Advanced

The information system and the industrial control system uses a cryptographic mechanism in order to ensure the integrity of an audit log and
audit tool each.

- The organization grants control over an audit log only to users assigned in accordance with the rules about security-related internal
responsibility.

- The i system issues an alert when an incident of failure takes place in the audit process.

3.3.9

Limit management of audit functionality to a
subset of privileged users.

-AU-9(4) Protection of Audit Information
Access by Subset of Privileged Users

CPS.PT-1

Determine and document the subject or scope of
the audit recording/log recording, and implement
and review those records in order to properly
detect high-risk security incidents.

H-Advanced

~In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security incidents after
the fact. Therefore, the information system collects, if possible, detailed logs (e.g. S command level) that do not remain in the O function.

- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails across the
system, logically and physically.

- The information system provides system functions designed to compare and synchronize internal system clocks by using an official source of
information for generating time stamps for an audit record.

- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated manner.

- It may be difficult to generate security-related audit logs for some of the loT devices that an organization uses, or to connect some of those
devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the loT devices, such as using a
log management system different than the main one or using an alternative measure on the part of the system, when collecting and analyzing
audit logs from the relevant oT devices.

Advanced

The information system and the industrial control system uses a cryptographic mechanism in order to ensure the integrity of an audit log and
audit tool each.

- The organization grants control over an audit log only to users assigned in accordance with the rules about security-related internal
responsibility.

CONFIGURATION
MANAGEMENT

3.4.1

Establish and maintain baseline configurations and
inventories of organizational systems (including
hardware, software, firmware, and
documentation) throughout the respective system
development life cycles.

+CM-2 Baseline Configuration

+CM-6 Configuration Settings

+CM-8 System Component Inventory

+CM-8(1) System Component Inventory
Updates During Installations / Removals

CPS.AM-1

Document and manage appropriately the list of
hardware and software, and management
information (e.g. name of asset, version, network
address, name of asset manager, license
information) of components in the system.

Advanced

- The system issues an alert when an incident of failure takes place in the audit process.
Mai Tists including fon i of assets (.g., names, version information, license information, and location) by
reviewing and updating them periodically.

- The organization makes a list of removable media (e.g., USB memory sticks) that can be used on system components (information system or
industrial control system), and manages the use of them.

- The organization uses only removable media (e.g. USB memory) permitted in the organization. Also, if there is no identifiable ownwer of
portable storage devices, the organization prohibits the use of such devices.

- The organization controles access to the media that contain highly confidential data, and properly grasps and manages the usage of the media
taken outside of the controlled areas.

Basic

The organization identifies assets constituting its information system and industrial control system (hardware, software and information), assigns
a responsible person to each asset, and documents a lst of them.

- Itis desirable to list all the assets held, but if the target is huge, consider narrowing down the target assets through integration (grouping) of the
analysis target and exclusion from the analysis target.

- The sets priorities to the identified assets based on the importance of them in its business operation.

CPS.CM-6

As part of the configuration management of
devices, constantly manage software configuration
information, status of network connections (e.g.,
presence/absence of connections and access
destination), and information
transmission/reception status between other
“organization”, people, components, and systems.

Advanced

- It is desirable that the organization should update the list of information about its assets and configurations when it installs or deletes new assets

or when it updates its system

- The information system ensures that each external communications service is provided via a controlled interface (e.g., a gateway, router, and

firewall).

- The organization establishes a communications control policy for each controlled interface (e.g., a gateway, router, and firewall).

- The system on a controlled interface rejects network communication by default and permits it as an exception.

- The information system and the industrial control system terminate the network connection after a session ends, or when a session remains

inactive for a certain length of time.

- The organization monitors communication on controlled interfaces in order to detect any communication to unapproved items or systems, or
that conveys an inappropriate content.

Basic

The organization creates a ledger to manage model numbers of assets that includes servers, software versions, and the expiration of support
services. Take regular inventory.

- The organization regularly checks whether necessary measures are taken during operation (e.g., checking loT devices for any unauthorized use or
theft; applying a patch; checking logs) and the state of 10T devices.
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NIST SP 800-53 Relevant Security Controls

NIST SP 800-171 referred from NIST SP 800-174 Cyber/Physical Security Framework
q q q Measure q q
FAMILY ID Security Requirements Security Controls Requirement ID| Measure Requirement Example of Security Measures
quirement
The organization identifies assets constituting its information systems and industrial control systems (hardware, including loT devices; software;

Document and manage appropriately the list of and information) uniquely, assigns a responsible person to each asset. And the i intail lists pe y, or at the request
hardware and software, and management of the operator including co‘nfiguvzuon information of assets (e.g., names, version information, license information, and location) while

. N N recognizing situations in real time.

CPS.AM-1  |information (e.g. name of asset, Eion. (et || | e e e e s e i g e s f e MR B e
address, name of asset manager, license organization, and responds appropriately. (Example: blocking unplanned connections except those permitted by the organization as an exception)
information) of components in the system. -The information system and industrial control system implement and operate a mechanism which automatically detects and responses to

N - " assets.
bish and enf ) . . 'SM'é 2552“”8 Cynﬁgur;tlon ~When changes are made to the IoT devices and servers that are subjects of the analyzes the impact the
Establish and enforce security configuration +CM-6 Configuration Settings change has on security, decides whether the change can be made or not, and creates a document on the procedure.
3.4.2 |[settings for information technology products +CM-8 System Component Inventory - The organization limits personnel who can make changes to approved loT devices and servers (restricted access).
employed in organizational systems. -CM-8(1) System Component Inventory Advanced | The organization makes changes to approved loT devices and servers, as well as implements, records, and monitors those changes.
Updates During Installations / Removals Introduce and implement the process to manage - The organization uses a secure recovery method (e.g. entering a security code known only to the user before the change is implemented) if they
the initial setting procedure (e.g., password) and forget the password of their accounts, oT device and servers )
CPS.IP-1 i h d for ToT devi d - The organization regularly reviews policies and procedures for operation and change management to ensure that changes do not adversely affect|
[FRliy) GREIES (e el Mol CaEEs ER the availability or safety of information system and industrial control system.
Servers. - Upon determining the most restrictive setting criteria that conform to their operation, the organization creates a document on the initial setting
procedures and setting details for the loT devices and servers that will be introduced and adjusts the settings according to the document.
Basic |- The organization checks initial setting values of IoT devices before installing them, and adjusts the settings appropriately if they do not comply
with the policy stipulated in CPS.AC-1.
- The checks and records software installed in loT devices before introducing them.
- When changes are made to the loT devices and servers that are subjects of the analyzes the impact the
. change has on security, decides whether the change can be made or not, and creates a document on the procedure.
Introduce and implement the process to manage - The organization limits personnel who can make changes to approved loT devices and servers (restricted access).
the initial setting procedure (e.g., password) and - The organization makes changes to approved IoT devices and servers, as well as implements, records, and monitors those changes.
CPS.IP-1 Advanced
- setting change procedure for IoT devices and - The organization uses a secure recovery method (e.g. entering a security code known only to the user before the change is implemented) if they
forget the password of their accounts, loT device and servers.
servers.
- The organization regularly reviews policies and procedures for operation and change management to ensure that changes do not adversely affect
the availability or safety of information system and industrial control system.
Track, review, approve/disapprove, and audit . N - Itis desirable that the organization should update the list of information about its assets and configurations when it installs or deletes new assets
3.4.3 changes to organizational systems. *CM-3 Configuration Change Control As part of the configuration management of or when it updates its system
devices, constantly manage software configuration - The information system ensures that each external communications service is provided via a controlled interface (e.g., a gateway, router, and
information, status of network connections (e.g., firewall).
CPS.CM-6 |presence/absence of connections and access Advanced |" The organization establishes a communications control policy for each controlled interface (e.g. a gateway, router, and firewall).
N 3 ) - The system on a controlled interface rejects network communication by default and permits it as an exception.
destination), and information - The information system and the industrial control system terminate the network connection after a session ends, or when a session remains
transmission/reception status between other inactive for a certain length of time.
“organization”, people, components, and systems. - The organization monitors communication on controlled interfaces in order to detect any communication to unapproved items or systems, or
com that conveys an inappropriate content.
Analyze the security impact of changes prior to - i N ~When changes are made to the IoT devices and servers that are subjects of the analyzes the impact the
3.4.4 implementation +CM-4 Security Impact Analysis Introduce and implement the process to manage change has on security, decides whether the change can be made or not, and creates a document on the procedure.
- - - the initial setting procedure (e.g., password) and - The organization limits personnel who can make changes to approved loT devices and servers (restricted access).
Define, document, approve, and enforce physical CPS.IP-1 Advanced
a 4 v ) K - - setting change procedure for IoT devices and - The organization makes changes to approved loT devices and servers, as well as implements, records, and monitors those changes.
3.4.5 |and logical access restrictions associated with +CM-5 Access Restrictions for Change servers - The organization uses a secure recovery method (e.g. entering a security code known only to the user before the change is implemented) if they
changes to organizational systems. . forget the password of their accounts, IoT device and servers.
- The organization identifies software programs that are not allowed to be executed on a system.
H-Advanced | Manage a “black lst” or "white list" so that the software programs not allowed on the system cannot be executed.
Minimize funcions of IoT devices and servers by - The organization regularly review and update the black list or the white list.
Employ the principle of least functionality by physically and logically blocking unnecessary - The system blocks the execution of these programs in accordance with the specified rules.
N - X - X . - The organization reviews the functions and services provided by its systems and items in order to identify the functions and services that could
3.4.6 |configuring organizational systems to provide only |-CM-7 Least Functionality CPS.PT-2  [network ports, USBs, and serial ports accessing be deleted
essential capabilities. directly the main bodies of IoT devices and servers | |t ogurzationuses network scanin tol,ntrusiondetection an preventionsystems,and endintprotection (.,  frwal, ot ased
etc. intrusion detection system) in order to detect and prevent the use of banned functions, ports, protocols, and services.
- The organization minimizes the functions and services of devices connected to the network such as multifunction printers in additional to typical
10T devices and servers.
. " Minimize funcions of IoT devices and servers by
. . +CM-7(1) Least Functionali 5 5 A ization identifi
Restrict, disable, and prevent the use of - (_) s ty izl e el Gieeking Vnmessssery - The organization identifies software programs that are not allowed to be executed on a system.
N ) Periodic Review . . - Manage a “black list” or "white list" so that the software programs not allowed on the system cannot be executed.
3.4.7 |nonessential functions, ports, protocols, and . " CPS.PT-2  [network ports, USBs, and serial ports accessing H-Advanced o - o
- -CM-7(2) Least Functionality ) B N - The organization regularly review and update the black list or the white list.
services. Prevent program execution directly the main bodies of IoT devices and servers - The system blocks the execution of these programs in accordance with the specified rules.
etc.
CPS.IP-2 Restrict the software to be added after installing in o The organization restricts software by using a list of software that is permitted to be executed on the information system and industrial control
i i i o - the IoT devices and servers. system (whitelist) or list of prohibited software (blacklist). Or, unpermitted software shall not be installed.
Apply deny-by-exception (blacklist) policy to +CM-7(2) Least Functionality
34 |Prevent the use of unauthorized software or deny-| Unauthorized Software/ Blacklisting Minimize funcions of IoT devices and servers by VU SO SN W WSND P SO S
- it-by- i itelisti i .CM- i i hysically and logically blocking unnecessal i " ident W X .
all, permit-by-exception (whitelisting) policy to |+CM-7(5) Least Functionality TR o ;/ > v = U%B Y g gl o W HAdvanced |- MaNage 3 “black ist” or"whitelst” 5o that the software programs not allowed on the system cannot be executed.
allow the execution of authorized software. Authorized Software/ Whitelisting : network ports, USBs, and serial ports accessing FAVaNCed | The organization regularly review and update the black st or the white lst.
directly the main bodies of IoT devices and servers - The system blocks the execution of these programs in accordance with the specified rules.
etc.
H-Advanced | TN organization restricts software by using a lst of software that s permitted to be executed on the information system and industrial control
" . Restrict the software to be added after installing in | ™ system (whitelist) or list of prohibited software (blacklist). Or, unpermitted software shall not be installed.
3.4.9 |Control and monitor user-installed software. -CM-11 User-Installed Software CPS.IP-2 ; g O G i el Lo G (T - —
the IoT devices and servers. Advanced | The organization adopts and manages a mechanism that manages software installation that s performed by users on the organization’s system
|(information system or industrial control system) and monitors the events.
IDENTIFICATION - L i . i - The organization assigns identifiers to its loT devices and servers, as well as managing the identification by preventing re-use of identifiers and
AND Identify system users, processes acting on behalf -IA-2 Identification and Authentication Restrict communications by IoT devices and servers i ing identifiers after a certain period of time.
AUTHENTICATION 3.5.1 of users zr devices ' P 9 (Organizational Users) CPS.AC-8 |to those with entities (e.g. people, components, Basic |- Before connecting their IoT devices and servers to the network, the information system and the industrial control system prepare a mechanism
3 3

-IA-5 Authenticator Management

system, etc.) identified through proper procedures.

that uniquely identifies and authenticate these devices.
- Communication using loT devices is denied as default. The protocol to be used is authorized as an exception.
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Appendix D.2 - Mapping NIST SP 800-171 to CPSF

NIST SP 800-53 Relevant Security Controls

NIST SP 800-171 referred from NIST SP 800-174 Cyber/Physical Security Framework
q q q Measure q q
FAMILY ID Security Requirements Security Controls Requirement ID| Measure Requirement Example of Security Measures
quirement
- The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially regarding login to
a system that handles highly confidential data.
* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not degrade
system performance.
H-Advanced . . . y . . . . . .
. X . - The information system and industrial control system lay down conditions that require disconnection of the session for its system and implement
Authenticate and authorize |OQ|Ca| accesses to a function that automatically terminates a user’s session when it falls under these conditions.
Authenticate (or verify) the identities of those +IA-2 Identification and Authentication system components by IoT devices and users
3.5.2 |users, processes, or devices, as a prerequisite to (Organizational Users) CPS.AC-9 |according to the transaction risks (personal [Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3
allowing access to organizational systems. -IA-5 Authenticator Management security, privacy risks, and other organizational - The organization checks the user's identity and authenticates using a mechanism that has sufficient strength for the risk of the transaction
risks). (security-related risks for the user, privacy risks, etc.).
- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks, etc.) when
Advanced [ user logs into the system.
- The information system and the industrial control system make the feedback on the authentication information invisible in its system during the
authentication process.
- The sets the expiration date of the credential and manages whether the password over the expiration date is used.
I - - The system uses a multifactor authentication in its system for access to the system or network with non-privileged accounts.
+1A-2(1) Identification and Authentication - Regarding an information system that handles highly confidential data, access to the system and network with privileged or non-privileged
(Organizational Users) H-Advanced accounts in the system, uses an authentication mechanism that can tolerate attacks of replay.
Network Access to Privileged Accounts Adopt high confidence methods of authentication
Use multifactor authentication for local and -1A-2(2) Identification and Authentication where appropriate based on risk (e.g. multi-factor | [Reference] Itisdesirableitolreferito/NISTISP/800/63-3 regarding strengthiof methodsland appropriateluselcases.
3.5.3 |network access to privileged accounts and for (Organizational Users) CPS.AC-6 |authentication, combining more than two types of - In consideration of the risk of unauthorized login to the privileged account in the system, the organization in principle prohibits login to the
network access to non-privileged accounts. Network Access to Non-Privileged Accounts authentication) when logging in to the system over o gl I i it it CATEI 3 o 7 s o (! et 0 S T ot e (i b e el eI
-IA-2(3) Identification and Authentication the network for the privileged user. pr— The mfurmauon system requires a mu‘lufz.cmv aulhen‘llc.almn in its system for access to the system or network with privileged accounts when
B cannot implement actions such as invalidating the administrator account for the system.
(Organizational Users) - In principle, the organization invalidates the default administrator account in the information system.
Local Access to Privileged Accounts - The information system permits the necessary minimum privileged authority to the user account when performing privileged operations.
-IA-2(8) Identification and Authentication
(Organizational Users) . -
: o Network Access to Privileged Accounts-Replay Adopt high confidence methods of authentication - The system uses a multifactor authentication in its system for access to the system or network with non-privileged accounts
Employ replay-resistant authentication Resistant where appropriate based on risk (e.g. multi-factor - Regarding an information system that handles highly confidential data, access to the system and network with privileged or non-privileged
3.5.4 |mechanisms for network access to privileged and - . L CPS.AC-6 |authentication, combining more than two types of | H-Advanced [accounts in the system, uses an authentication mechanism that can tolerate attacks of replay.
- -IA-2(9) Identification and Authentication - P
non-privileged accounts. - authentication) when logging in to the system over
(Organizational Users) the network for the privileged user [Reference] It is desirable to refer to NIST SP 800 63-3 regarding strength of authentication methods and appropriate use cases.
Network Access to Non-Privileged Accounts- .
Replay Resistant
- The organization must obtain approval from the management supervisor when creating a system account.
- With regard to the shared user account, a user who can know authentication information is managed i a list or the like, and the range of using
the account can be identified.
- The organization monitors the usage of system accounts used in an information system.
Advanced || fan account needs change or becomes unnecessary, the organization notifies the management supervisor.
- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.
- The organization notifies the user (or the person in charge of management) when the password is changed in an information system and an
industrial control system.
- If the information system resets the credentials for reasons such as user"s forgetting credentials, the information system confirms securely that
the account is its own to prevent unauthorized tampering with the credentials by a malicious party.
Establish and implement the procedure to issue,  The organization appoints a management supervisor for the accounts in its information system and industrial control system.
CPS.AC-1 manage, check, cancel, and monitor identification - The organization decides and selects types of system accounts necessary (e.g., general i porary user),
- and authentication information of authorized goods, with consideration of their mission and business functions.
) ) ) B people, and procedures. - The organization creates and enables system accounts as per the procedure, and changes, disables and deletes them as needed.
3.5.5 |Prevent reuse of identifiers for a defined period. |-IA-4 Identifier Management - The organization develops a policy of credentials (e.g. password, security key) for its own information systems and industrial control systems, and
implements a function that cannot be set up unless the credential satisfies the policy. The following is an example of the content of the policy.
Basic - Devolop and operate the requirements for passwords in order to ensure the minimum required complexity.
- When new credentials are created, change them to at least the number of characters defined by the organization.
- Store and transmit only cryptographically protected credentials.
- Prohibit reuse of the same credentials for the period that the organization defines.
- The organization allows its members to use temporary credentials exceptionally when logging on to the system when they have forgotten
credentials, if they change immediately to a strong password.
- The organization does not share user identification information among multiple system users in an information system and an industrial control
system except when multiple users function as a single group.
- The organization assigns identifiers to its loT devices and servers, as well as managing the identification by preventing re-use of identifiers and
Restrict communications by IoT devices and servers invalidating identifiers after a certain period of time.
CPS.AC-8 |to those with entities (e.g. people, components, Basic |- Before connecting their loT devices and servers to the network, the information system and the industrial control system prepare a mechanism
system, etc.) identified through proper procedures. that uniquely identifies and authenticate these devices.
- Communication using loT devices is denied as default. The protocol to be used is authorized as an exception.
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Appendix D.2 - Mapping NIST SP 800-171 to CPSF

NIST SP 800-53 Relevant Security Controls

NIST SP 800-171 referred from NIST SP 800-171

Cyber/Physical Security Framework

Measure

FAMILY ID Security Requirements Security Controls Requirement ID|

Measure Requirement Example of Security Measures

- The organization must obtain approval from the management supervisor when creating a system account.

- With regard to the shared user account, a user who can know authentication information is managed in a list or the like, and the range of using
the account can be identified.

- The organization monitors the usage of system accounts used in an information system.

- If an account needs change or becomes y, the organi notifies the supervisor.

- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.

- The organization notifies the user (or the person in charge of management) when the password is changed in an information system and an
industrial control system.

- If the information system resets the credentials for reasons such as user"s forgetting credentials, the information system confirms securely that
the account is its own to prevent unauthorized tampering with the credentials by a malicious party.

Advanced

Establish and implement the procedure to issue, - The organization appoints a management supervisor for the accounts in its information system and industrial control system.
Disable identifiers after a defined period of . manage, check, cancel, and monitor identification - The organization decides and selects types of system accounts necessary (e.g., general user/system admini: porary user),
. - +IA-4 Identifier Management CPS.AC-1 N . . N N o . .
inactivity. and authentication information of authorized goods, with consideration of their mission and business functions.
people, and procedures. - The organization creates and enables system accounts as per the procedure, and changes, disables and deletes them as needed.
- The organization develops a policy of credentials (e.g. password, security key) for its own information systems and industrial control systems, and

implements a function that cannot be set up unless the credential satisfies the policy. The following is an example of the content of the policy.

- Devolop and operate the requirements for passwords in order to ensure the minimum required complexity.

- When new credentials are created, change them to at least the number of characters defined by the organization.

- Store and transmit only cryptographically protected credentials.

- Prohibit reuse of the same credentials for the period that the organization defines.
- The organization allows its members to use temporary credentials exceptionally when logging on to the system when they have forgotten
credentials, if they change immediately to a strong password.
- The organization does not share user identification information among multiple system users in an information system and an industrial control
system except when multiple users function as a single group.

3.5.6

Basic

~The information system and industrial control system require authentication using a public key infrastructure (PKI), especially regarding login to
a system that handles highly confidential data.

* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not degrade
system performance.

- The information system and industrial control system lay down conditions that require disconnection of the session for its system and implement
a function that automatically terminates a user’s session when it falls under these conditions.

H-Advanced
Authenticate and authorize logical accesses to
Enforce a minimum password complexity and -IA-5(1) Authenticator Management system components by IQT devices and users N ) -
3.5.7 |change of characters when new passwords are e CPS.AC-9 |according to the transaction risks (personal [Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3.
created. Password-Based Authentication security, privacy risks, and other organizational - The organization checks the user's identity and authenticates using a mechanism that has sufficient strength for the risk of the transaction

risks). (security-related risks for the user, privacy risks, etc.).

- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks, etc.) when
Advanced [ user logs into the system.
- The information system and the industrial control system make the feedback on the authentication information invisible in its system during the
authentication process.
- The ization sets the expiration date of the credential and manages whether the password over the expiration date is used.
- The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially regarding login to
a system that handles highly confidential data.
* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not degrade
system performance.
- The information system and industrial control system lay down conditions that require disconnection of the session for its system and implement
a function that automatically terminates a user's session when it falls under these conditions.

H-Advanced
Authenticate and authorize logical accesses to
system components by IoT devices and users
CPS.AC-9 |according to the transaction risks (personal [Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3
security, privacy risks, and other organizational - The organization checks the user’s identity and authenticates using a mechanism that has sufficient strength for the risk of the transaction
risks). (security-related risks for the user, privacy risks, etc.).

- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks, etc.) when
Advanced [ user logs into the system.
- The information system and the industrial control system make the feedback on the authentication information invisible in its system during the
authentication process.
- The ization sets the expiration date of the credential and manages whether the password over the expiration date is used.
- The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially regarding login to
a system that handles highly confidential data.
* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not degrade
system performance.
- The information system and industrial control system lay down conditions that require disconnection of the session for its system and implement
a function that automatically terminates a user’s session when it falls under these conditions.

Prohibit password reuse for a specified number of |-IA-5(1) Authenticator Management

358 generations. Password-Based Authentication

H-Advanced
Authenticate and authorize logical accesses to
Aliluw tel:r\porar.y password use for system logons -IA-5(1) Authenticator Management system components by IQT devices and users n ) -
3.5.9 |with an immediate change to a permanent e CPS.AC-9 |according to the transaction risks (personal [Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3.
password. Password-Based Authentication security, privacy risks, and other organizational - The organization checks the user's identity and authenticates using a mechanism that has sufficient strength for the risk of the transaction
risks). (security-related risks for the user, privacy risks, etc.).

- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks, etc.) when
Advanced [ user logs into the system.
- The information system and the industrial control system make the feedback on the authentication information invisible in its system during the
authentication process.
- The ization sets the expiration date of the credential and manages whether the password over the expiration date is used.
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Appendix D.2 - Mapping NIST SP 800-171 to CPSF

NIST SP 800-171 NS SR BB iy Gl Cyber/Physical Security Framework
q q q Measure q q
FAMILY ID Security Requirements Security Controls Requirement ID| Measure Requirement Example of Security Measures
quirement
- The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially regarding login to
a system that handles highly confidential data.
* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not degrade
H-Advanced |Y5te™ performance.
- The information system and industrial control system lay down conditions that require disconnection of the session for its system and implement
Authenticate and authorize IOQI‘Cal accesses to a function that automatically terminates a user’s session when it falls under these conditions.
Store and transmit only cryptographically- -IA-5(1) Authenticator Management S CEEEMENIE (B U9 CIEes et (=3 . . o
3.5.10 e CPS.AC-9 |according to the transaction risks (personal [Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3.
protected passwords. Password-Based Authentication security, privacy risks, and other organizational - The organization checks the user's identity and authenticates using a mechanism that has sufficient strength for the risk of the transaction
risks). (security-related risks for the user, privacy risks, etc.).
- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks, etc.) when
Advanced [ user logs into the system.
- The information system and the industrial control system make the feedback on the authentication information invisible in its system during the
authentication process.
- The ization sets the expiration date of the credential and manages whether the password over the expiration date is used.
- The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially regarding login to
a system that handles highly confidential data.
* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not degrade
H-Advanced |Y5te™ performance.
- The information system and industrial control system lay down conditions that require disconnection of the session for its system and implement
Autthentlcate and atUtEOI;IZ.T_ Igglcal accedsses to a function that automatically terminates a user’s session when it falls under these conditions.
system components by IoT devices and users
3.5.11 |Obscure feedback of authentication information. +IA-6 Authenticator Feedback CPS.AC-9 according to the transaction risks (personal [Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3
security, privacy risks, and other organizational - The organization checks the user's identity and authenticates using a mechanism that has sufficient strength for the risk of the transaction
risks). (security-related risks for the user, privacy risks, etc.).
- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks, etc.) when
Advanced [ user logs into the system.
- The information system and the industrial control system make the feedback on the authentication information invisible in its system during the
authentication process.
- The ization sets the expiration date of the credential and manages whether the password over the expiration date is used.
INCIDENT - The organization assumes the course of action for security incidents of the supply chain and prepares a procedure that adjusts incident responses|
RESPONSE between the organization and other organizations that are concerned with the supply chain.
- The organization assumes the course of action for security incidents of the supply chain and implements tests that adjust incident responses with
Prepare and test a procedure for incident response | y_agvanced |other organizations that are concerned with the supply chain.
CPS.SC-9 with relevant parties involved in the incident
e response activitiy to ensure action for incident [Reference] Violations in the security incidents of supply chain include violations on system components, IT products, development processes,
response in the supply chain. de istril processes, and warehouse facilties.
- The organization adjusts the incident response process of an external service provider that contains important features in order to continue its
Advanced [business, as well as adjusting the organization’s incident response process to meet the incident response requirements.
- The ization tests the incident response process that requires ion between the ization and external service providers.
- The i refers to risk results and, ing the following angles, establishes what to monitor and what to include in
correlation analysis.
- The scope of systems to monitor
- Which device logs should be collected for analysis (see CPS.AE-3)
) - The organization regularly reviews audit logs collected through monitoring.
Appoint a chief security officer, establish a security - The organization continues to collect and manage information about assets, device configurations, and network configurations in order to
CPS.AE-2 management team (SOC/CSIRT), and prepare a Advanced |€Yaluate its security status.
- system within the organization to detect, analyze, - The organization examines the results of correlation analysis and other data to accurately detect security events that must be addressed and take|
and respond to security events. action in accordance with the security operation process. See CPS.RP-1 for details of the process.
- The organization regularly reports the state of organizational and system security to the chief security officer or other appropriate staff members.|
It s desirable that the regular report should include the following shown below:
- Results of log analysis (e.g., the number of incidents handled; summaries of typical incidents that have been handled; threats that have
emerged; issues in monitoring);
- Policy for future in monitorin
- The organization works with IPA, JPCERT/CC, the industry’s ISAC, and a security vendor to collect information, thereby interlinking and sharing.
CPS.AE-4 Identify the impact of security events, including the Jra— information about threats and vulnerability to obtain a whole picture of the security event.
- impact on other relevant organizations. - The organization requests an external security vendor to analyze the functions of the malware, or program, or script placed by an attacker if any
is found in a security event that has occurred.
- The organization develops and manages a process of security operation it should follow when a security incident arises that it must address. It is
advisable to include contents such as the following in the process:
- Response procedure for the person who received the incident report
Develop and implement previously the procedure of - Instructions and orders, and how to prioritize actions in an emergency;
. . e . . L response after detecting incidents (securith = N30T (R Ees .
Establish an operational incident-handling +IR-2 Incident Response Training operation process) that includes the response of ) - Incident impact assessment z‘nd gamage ?r\zlysls; !
capability for organizational systems that includes |-IR-4 Incident Handling CPS.RP-1 Organization, People, Componens, System to Basic "C“f“"”a“""lga"‘e’;“g' selecting '“f:"'a‘:"" ‘“:‘“("e ""ga"'““"”‘"ge‘“;
N N R 3 - , g . - Communication and announcement to relevant internal personnel;
3.6.1 adquate preparation, detection, analysis, ‘IR-5 Incﬁdent Monitoring identify the content of response, priority, and scope - Communication with relevant external organizations; "
containment, recovery, and user response +IR-6 Incident Reporting of response taken after an incident occurs. - The system (especially, industrial control system) shuts down, issues an alert to the administrator, or takes other fail-safe actions if any
activities. +IR-7 Incident Response Assistance abnormality (e.g., malfunction) occurs in oT devices or servers.
|[Reference] “SP 800-61 rev.1" (NIST, 2008) is available for reference to determine the process for handling security incidents that have arisen.
Include the item in the business continuity plan or
emergency response plan to the effect that the - T:e u;ganizauondpmlwdesgn o\:e;vie;m of a security m;\denl for ;‘e\e\/;ﬂ; ex:‘ema\;mmes including the regulatory authorities, business partners,
. . and end users, and collects detailed information about damage inflicted by the incident.
CPS.CO-3  |details of the recovery activities shall be PR | o et e s e Ft e e e R En e e et e s e i sy
communicated to the internal and external chain. An example of these actions s recalling items produced when a security incident in the production system has occurred.
stakeholders, executives, and management.
Understand the impact of the security incident on
the whole society including the organization and :Tfhe or%amza:on‘z‘orks(wnhdm‘,JPCEbRTl/c(c, (}Letmdus(rlr’sl ISA;, and :::curixy vfnfior‘;o c::-Hect information, thereby interlinking and sharing
N information about threats and vulnerability to obtain a whole picture of the security incident.
CPS.AN-1  |relevant parties such as partners based on the full | Advanced | 5 ' oL ion requests an external security vendor to analyze the functions of the malware, or program, or script placed by an attacker f any
account of the incident and the probable intent of is found in a security incident that has occurred.
the attacker.
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NIST SP 800-53 Relevant Security Controls q q
NIST SP 800-171 referred from NIST SP 800-174 Cyber/Physical Security Framework
q q q Measure q q
FAMILY ID Security Requirements Security Controls Requirement ID| Measure Requirement Example of Security Measures
quirement
- The organization classifies security incidents, taking into account the recovery time objectives for the systems, the order of priority in recovery,
and metrics in the process of its security operation.
- The organization tracks and documents security incidents that may affect it. “SP 800-61 rev.1” lists the following as examples of points of view
Categorize and store information regarding the that may be taken when an organization documents a security incident.
S B - - The present state of the incident
CPS.AN-3 detected security incidents by the size of security: Jra— et
related impact, penetration vector, and other - The course of action the organization has taken to deal with the incident
factors. - Other contact information of relevant personnel (e.g., the system owner, system administrator)
- List of proof collected during the investigation
- Comments by the staff in charge of dealing with the incident
- Next steps
- The organization (or its members) takes courses of action to reduce security incidents (e.g., shutting down the system; cutting off the system
Take measures to minimize security-related from a wired/wireless network; cutting off a modem cable; disabling certain functions) in accordance with prescribed procedures.
CPS.MI-1  |damages and mitigate the impacts caused by such BEE | @ e e e S s e cem iy (e ey e R rE R G DS (e, ses e
incident. threat that has emerged, such as a denial-of-service attack, malware infection, or unauthorized access). For example, It is advisable to refer to “SP
|800-61 rev.1" (NIST, 2008) for detailed information about courses of action to reduce the impact of an incident.
Take appropriate measures on goods (products) - The organization provides an overview of a security incident for relevant external entities including business partners and end users, and collects
CPS.RP-4 whose quality is expected to be affected by some Jra— detailed information about damage inflicted by the incident.
. reasons, including its production facility damaged - The organization coordinates actions related to recovery and post-incident processing with relevant external entities involved in the supply
by the occurrence of the security incident. chain. It is advisable to identify the items for handling in accordance with the approaches included in CPS.AM-2 and CPS.AM-3.
Include the item in the business continuity plan or
emergency response plan to the effect that the - The organization sets up a single point of contact for the media and business partners requesting information, thereby ensuring consistency in
" - |communication with them
+IR-2 Incident Response Training CPS.CO-2 organization shall work to restore its 5_°C'a'_ EEE e e i e e et s e e s ¢ R e by o sy e Al
Track, document, and report incidents to -IR-4 Incident Handling reputation after the occurrence of a high-risk considering the confidentiality of the important information.
3.6.2 |appropriate organizational officials and/or +IR-5 Incident Monitoring security incident.
authorities. -IR-6 Incident Reporting - The organization classifies security incidents, taking into account the recovery time objectives for the systems, the order of priority in recovery,
-IR-7 Incident Response Assistance and metrics in the process of its security operation.
- The organization tracks and documents security incidents that may affect it. “SP 800-61 rev.1” lists the following as examples of points of view
Categorize and store information regarding the that may be taken when an organization documents a security incident.
S B - - The present state of the incident
CPS.AN-3 detected security incidents by the size of security: Jra— et
related impact, penetration vector, and other - The course of action the organization has taken to deal with the incident
factors. - Other contact information of relevant personnel (e.g., the system owner, system administrator)
- List of proof collected during the investigation
- Comments by the staff in charge of dealing with the incident
- Next steps
- The organization assumes the course of action for security incidents of the supply chain and prepares a procedure that adjusts incident responses|
between the organization and other organizations that are concerned with the supply chain.
- The organization assumes the course of action for security incidents of the supply chain and implements tests that adjust incident responses with
Prepare and test a procedure for incident response |y agvanced |other organizations that are concerned with the supply chain.
CPS.SC-9 with relevant parties involved in the incident
. response activitiy to ensure action for incident [Reference] Violations in the security incidents of supply chain include violations on system components, IT products, development processes,
response in the supply.chain® de istril processes, and warehouse facilities.
P! pPly - The organization adjusts the incident response process of an external service provider that contains important features in order to continue its
Advanced  |business, as well as adjusting the organization’s incident response process to meet the incident response requirements.
-IR-3 Incident Response Testing - The tests the incident response process that requires between the and external service providers.
3.6.3 Test the organizational incident response \IR-3(2) Incident Response Testin - The organization regularly provides basic security awareness training to all members of staff. The organization can, for example, educate the
-6. ili P 9 following matters in addition to the contents explaining general matters.
capability. - )
Coordination with Related Plans -Procedure to response when you receive a suspicious email
Provide appropriate training and education to all ~Notes on using mobile devices (e.g. Notes on connecting to a public wireless LAN)
individuals in the organization and manage the H-Advanced | -Notes on using SNS
CPS.AT-1 |record so that they 2an fulfill assigned rogljes and - The organization creates a program for each role (e.g., system/software developper, purchasing personnel, system administrator, personnel in
: o - charge of security measures) to train information security personnel and to improve their skills. The program is conducted regularly on applicable
responsibilities to prevent and contain the personnel.
occurrence and severity of security incidents. - The regularly reviews records of security education and training.
~The organization provides basic security awareness training to new staff, or when necessary due to changes made to the information systems and
Advanced  [the industrial control systems which the organization uses.
- The records and manages the contents and results of security education and training for member in the
MAINTENANCE - The organization gives prior approval for the use of devices and/or tools needed for maintenance to update its loT devices and servers, and
conducts monitoring.
- The organization inspects the devices and/or tools for maintenance brought in by the staff members who update its IoT devices and servers in
- Discuss the method of conducting important H-Advanced [order to make sure that no inappropriate or unauthorized changes will be made.
- . . - The organization inspects the media used for maintenance to update its loT devices and servers in order to make sure that the media contain no
. security updates and the like on IoT devices and
+MA-2 Controlled Maintenance Y up malicious code before they are used.
Th ly th ty dat ith
.MA-3 Maintenance Tools [FERE: UNED, E[ EES CEeliyy Upe Ll - The introduces an IoT device designed to remotely update different software programs (OS, driver, application) at the same time.
-MA-3(1) Maintenance Tools managed tools properly and in a timely manner The organization plans maintenance work such as updating its IoT devices and servers, implements the plan, checks the work done, and
3.7.1 |Perform maintenance on organizational systems. 1 Tool CPS.MA-1  |while recording the history. documents the entire maintenance.
nspect Tools - s i - The organization gives prior approval for maintenance work such as updating its loT devices and servers, and conducts monitoring.
" Introduce IoT devices having a remote update
-MA-3(2) Maintenance Tools mechanism to perform a mass update of different - The organization gives prior approval for travel from its premises for any maintenance work away from its premises, such as updating its loT
Inspect media X - Advanced |devices and servers. It also takes necessary actions before the travel, such as deleting relevant saved data.
software programs (OS, driver, and application) - The organization checks all security measures that may have been affected by maintenance work, such as updating its loT devices and servers,
through remote commands, where applicable. after the work is complete in order to make sure that the relevant equipment works correctly.
- The organization keeps the records of maintenance work done, such as updating its loT devices and servers.
- The i tablishes a process for staff in order to keep the list of authorized maintenance organizations or staff|
members updated.
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Appendix D.2 - Mapping NIST SP 800-171 to CPSF

NIST SP 800-53 Relevant Security Controls

NIST SP 800-171 referred from NIST SP 800-174 Cyber/Physical Security Framework
q q q Measure q q
FAMILY ID Security Requirements Security Controls Requirement ID| Measure Requirement Example of Security Measures
quirement
- The organization gives prior approval for the use of devices and/or tools needed for maintenance to update its loT devices and servers, and
conducts monitoring.
- The organization inspects the devices and/or tools for maintenance brought in by the staff members who update its IoT devices and servers in
- Discuss the method of conducting important H-Advanced [order to make sure that no inappropriate or unauthorized changes will be made.
- . . - The organization inspects the media used for maintenance to update its loT devices and servers in order to make sure that the media contain no
. security updates and the like on IoT devices and
+MA-2 Controlled Maintenance ywz " ) malicious code before they are used.
Th ly th ty dat ith
_ ) . .MA-3 Maintenance Tools e, UNED, E[ ERES CEelliyy U el - The introduces an IoT device designed to remotely update different software programs (OS, driver, application) at the same time.
Provide effective controls on the tools, techniques, | A-3(1) Maintenance Tools managed tools properly and in a timely manner ~The organization plans maintenance work such as updating its IoT devices and servers, implements the plan, checks the work done, and
3.7.2 |mechanisms, and personnel used to conduct 1 Tool CPS.MA-1  |while recording the history. documents the entire maintenance.
system maintenance. nspect Tools - Introduce IoT devices having a remote update - The organization gives prior approval for maintenance work such as updating its loT devices and servers, and conducts monitoring.
-MA-3(2) Maintenance Tools mechanism to perform a mass update of different - The organization gives prior approval for travel from its premises for any maintenance work away from its premises, such as updating its loT
nspect media X - devices and servers. It also takes necessary actions before the travel, such as deleting relevant saved data.
P Advanced
software programs (OS, driver, and app‘llcatlon) - The organization checks all security measures that may have been affected by maintenance work, such as updating its loT devices and servers,
through remote commands, where applicable. after the work is complete in order to make sure that the relevant equipment works correctly.
- The organization keeps the records of maintenance work done, such as updating its loT devices and servers.
- The organization establishes a process for staff in order to keep the list of authorized maintenance organizations or staff|
members updated.
— - - The organization defines classifications including security categories of data saved in an o device or server to be scrapped, and introduces a
When disposing of an IoT device and server, delete HoAd " oo for ueing th fochnious for Geleting dats with the strength and inteatity needed cing the dat. b i
B -Advanced mechanism for using the proper technique for deleting data with the strength and integrity needed or making the data unreadable according to
Ensure equipment removed for off-site . .the S.tOIfEd GER anq Gl (\de.ntlﬁer) Ul the definition.
3.7.3 | haintenance is sanitized of any CUL *MA-2 Controlled Maintenance CPS.IP-6 [identifying the genuine IoT devices and servers as “The organization establishes a procedure for scrapping its equipment including IoT devices and servers, deletes data saved in the equipment or
y CUL . . y N Advanced . . 8
well as important information (e.g., private key and makes the data in with the procedure, and makes sure that the action has been done
digital certificate), or make them unreadable. Basic |- The organization deletes data that has been saved in its 0T devices or servers to be scrapped, or makes the data unreadable.
- The organization gives prior approval for the use of devices and/or tools needed for maintenance to update its loT devices and servers, and
conducts monitoring.
- The organization inspects the devices and/or tools for maintenance brought in by the staff members who update its IoT devices and servers in
- Discuss the method of conducting important H-Advanced [order to make sure that no inappropriate or unauthorized changes will be made.
security updates and the like on IoT devices and - The organization inspects the media used for maintenance to update its loT devices and servers in order to make sure that the media contain no
Th I th ity Undateswith malicious code before they are used.
_ o ) ) [FERE: UNED, E[ EES CEeliyy Upe Ll - The introduces an loT device designed to remotely update different software programs (OS, driver, application) at the same time.
Check media containing diagnostic and test -MA-3(2) Maintenance Tools managed tools properly and in a timely manner The organization plans maintenance work such as updating its loT devices and servers, implements the plan, checks the work done, and
3.7.4 |programs for malicious code before the media are 1 di CPS.MA-1  |while recording the history. documents the entire maintenance.
Used in organizational systems. nspect media - Introduce IoT devices having a remote update - The organization gives prior approval for maintenance work such as updatingits IoT devices and servers, and conducts monitoring.
mechanism to perform a mass update of different - The organization gives prior approval for travel from its premises for any maintenance work away from its premises, such as updating its loT
X o Advanced |devices and servers. it also takes necessary actions before the travel, such as deleting relevant saved data.
software programs (OS, driver, and app‘llcatlon) - The organization checks all security measures that may have been affected by maintenance work, such as updating its loT devices and servers,
through remote commands, where applicable. after the work is complete in order to make sure that the relevant equipment works correctly.
- The organization keeps the records of maintenance work done, such as updating its loT devices and servers.
- The organization establishes a process for i staff in order to keep the list of authorized maintenance organizations or staff|
members updated.
Require multifactor authentication to establish - The organization documents the policy and procedure relating to ishing and i a designed for remote maintenance,
. N ! i i and implements the connection in accordance with the policy and procedure.
nonlocal maintenance sessions via external Conduct remote maintenance of the IoT devices Advanced. | 1hc organization provides authentication required for network access that it specifies when remote maintenance is carried out. It lso ensures
3.7.5 |network connections and terminate such *MA-4 Nonlocal Maintenance CPS.MA-2 |and servers while granting approvals and recording that the session and network connection are terminated when the remote is complete.
connections when nonlocal maintenance is logs so that unauthorized access can be prevented. - The organization develops and agrees to an implementation plan for remote maintenance before carrying out the maintenance, and checks the
Basic |results of the maintenance done.
complete.
- The keeps the records of remote done.
Formulate and manage security requirements T The organization prepares a procedure to continuously monitor whether the security requirements from the contractee are complied with by the
applicable to members of other relevant staff of the contractor, and to enable notification to the organization's personnel in charge in the case where irregular behavior is found.
CPS.SC-5 organizations, Such as business partners, who are - The organization trains the staff on information security aspects of supplier relationships to particularly ensure that the handling of confidential
engaged in operations outsourced from the Advanced  [information is correctly understood.
organization. - The organization regularly confirms that it complies with the security requirements from the contractee in conducting the contracted work.
- The organization plans maintenance work such as updating its loT devices and servers, implements the plan, checks the work done, and
. . o . o documents the entire maintenance.
Supervise the maintenance activities of - Discuss  the method of conducting important - The organization gives prior approval for maintenance work such as updating its loT devices and servers, and conducts monitoring.
3.7.6 |maintenance personnel without required access +MA-5 Maintenance Personnel security updates and the like on IoT devices and - The organization gives prior approval for travel from its premises for any maintenance work away from its premises, such as updating its loT
authorization. servers. Then, apply those security updateswith Advanced |devices and servers. It also takes necessary actions before the travel, such as deleting relevant saved data.
managed tools properly and in a timely manner - The organization checks all security measures that may have been affected by maintenance work, such as updating its loT devices and servers,
CPS.MA-1  |while recording the histo after the work is complete in order to make sure that the relevant equipment works correctly.
. Qe s o Eim e s i R b e e e e s, S o5 (e s (7 e s e S
- Introduce IoT devices having a remote update - The ization establishes a process for staff in order to keep the list of authorized maintenance organizations o staff|
mechanism to perform a mass update of different members updated.
software programs (OS, driver, and application) - The organization makes sure that a maintenance staff member sent todo work on its system and industrial
through remote commands, where applicable. . control system has the necessary access rights.

- The organization appoints its staff member with the access rights and technical skills needed so as to supervise maintenance work done by a staff
member without the necessary access rights.
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Appendix D.2 - Mapping NIST SP 800-171 to CPSF

NIST SP 800-53 Relevant Security Controls

NIST SP 800-171 referred from NIST SP 800-174 Cyber/Physical Security Framework
q q q Measure q q
FAMILY ID Security Requirements Security Controls . Measure Requirement Example of Security Measures
Requirement ID|
MEDIA PROTECTION - The organization regulates service wires and transmission paths that are related to their loT devices and servers by physical access.
- The organization regulates output devices of its system by physical access.
H-Advanced o . . p P . .
. . " - The organization monitors alarms and monitoring devices (e.g., surveillance cameras) for physical intrusions into the areas within the physical
Implement appropriate physical security measures security boundaries.
such as locking and limiting access to the areas ndvanced |- The organization monitors physical accesses to the areas within the physicalsecurity boundaries and regularly reviews the audit og.
where the IoT devices and servers are installed, - The ization keeps the records of visitor’s access to the areas within the physical security boundaries and regularly reviews them.
CPS.AC-2 . ; . X = = 5 o n o = =
using entrance and exit controls, biometric - The organization maintains upkeep of the access list for areas where their loT devices and servers are located and issues permission certificates
authentication, deploying surveillance cameras, and necessary for access.
inspecting belon ir? syar?d body weight. gasic |7 The organization defines physical security boundaries at its faciliies, and implement access control according to the security requirements of
(Pesiily g g 7 s EE | mmr i i e s e e B A e
- The organization monitors the work of temporarily authorized party within the physical security boundaries, such as by authorized attendants or
Protect (i.e., physically control and securely store) |-MP-2 Media Access monitoring cameras.
3.8.1 |system (med’iapczntain?ng CUI, both paper ;/nd ) -MP-4 Media Storage “The organization ifie,{v(ifiis s?m{avs programs that are not allowed to be executed on a system.
o " 9= - Manage a “black list” or "white list" so that the software programs not allowed on the system cannot be executed.
digital. +MP-6 Media Sanitization R | e e e e e Mo e AR I e o i,
- The system blocks the execution of these programs in accordance with the specified rules.
Minimize funcions of IoT devices and servers by - The organization reviews the functions and services provided by its systems and items in order to identify the functions and services that could
physically and logically blocking unnecessary ekl
X . - The organization uses network scanning tools, intrusion detection and prevention systems, and endpoint protection (e.g., a firewall, host-based
CPS.PT-2  |network ports, USBs, and serial ports accessing Advanced N )
) ) . 5 intrusion detection system) in order to detect and prevent the use of banned functions, ports, protocols, and services.
directly the main bodies of IoT devices and servers - The organization minimizes the functions and services of devices connected to the network such as multifunction printers in additional to typical
etc. loT devices and servers.
- The organization manages peripherals in use (e.g., USB flash drives) using a management ledger and keep them in a locked place.
gasic | The organization checks external storage devices connected to loT devices or servers (e.g., USB flash drives) using antivirus software, use USB
flash drives that can be checked for viruses, or take any appropriate action.
- The plugs USB ports and serial ports out of use to physically block them.
- The organization assigns identifiers to its loT devices and servers, as well as managing the identification by preventing re-use of identifiers and
. i i ® g ging Y pr g
Restrict communications by IoT devices and servers invalidating identifiers after a certain period of time.
CPS.AC-8 |to those with entities (e.g. people, components, Basic |- Before connecting their loT devices and servers to the network, the information system and the industrial control system prepare a mechanism
system, etc.) identified through proper procedures. that uniquely identifies and authenticate these devices.
L@ using loT devices is denied as default. The protocol to be used is authorized as an exception
- The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially regarding login to
a system that handles highly confidential data.
* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not degrade
L . +MP-2 Media Access (g | D BN,
3.82 Limit access to CUI on system media to .MP-4 Media Storage Authenticat d auth logical t - The information system and industrial control system lay down conditions that require disconnection of the session for its system and implement
©-4 |3uthorized users. ! age (EACEHIEEELS Elnte] ENIEAIES (EE]IEE] BEsEes=s D 2 function that automatically terminates a user's session when it falls under these conditions.
*MP-6 Media Sanitization system components by IoT devices and users
CPS.AC-9 |according to the transaction risks (personal [Reference] For the strength of authenti n schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3.
security, privacy risks, and other organizational - The organization checks the user’s identity and authenticates using a mechanism that has sufficient strength for the risk of the transaction
risks) (security-related risks for the user, privacy risks, etc.).
: - The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks, etc.) when
Advanced [ user logs into the system.
- The information system and the industrial control system make the feedback on the authentication information invisible in its system during the
authentication process.
- The sets the expiration date of the credential and manages whether the password over the expiration date is used.
When disposing of an 10T device and server, delete [ ~Thehur$ani:al'\on.de?;es c\assifi{ca"i‘u(\s incflud;ngl sicur‘;lv‘catigho:;‘es Ziuaztahszv? f: an‘lone\;\'cj or ser\;erl:)hbedsc‘rapped,:n;mlmdu;esal
. B -Advanced |mechanism for using the proper technique for deleting data with the strength and integrity needed or making the data unreadable according to
Mark media with necessary CUI markings and -MP-2 Media Access the stored data and the ID (identifier) uniquely [ ———. BB g B 8 By 8 E
3.8.3 | jistribution limitations. *MP-4 Media Storage CPS.IP-6 |identifying the genuine IoT devices and servers as ndvanced | The organization establishes a procedure for scrapping its equipment including 0T devices and servers, deletes data saved i the equipment or
! -MP-6 Media Sanitization well as important information (e.g., private key and makes the data in with the procedure, and makes sure that the action has been done
digital certificate), or make them unreadable. Basic |- The organization deletes data that has been saved in its 0T devices or servers to be scrapped, or makes the data unreadable.
R - The organization considers business requirements and legal requirements which share or restrict data when classifying resources of the
Classify and prioritize resources (e.g., People, Advanced information system and industrial control system (data, components processing data, system, etc).
iti i ini Components, Data, and System) by function, - The person for an asset s forthe of the data
Sanitize or destroy system media containing CUI . . " ! ! "
3.8.4 . +MP-3 Media Marking CPS.AM-6 |importance, and business value, and communicate - The includes rules and review standards after time passes in a resource system.
before disposal or release for reuse. to the organizations and people relevant to those |- e organization sets priorities on identified information assets according to importance to the organization.
Ay Basic |- When related laws or vegtulf:ons relqulre us to follow a certain classification for resources of the organization (e.g., system and data), apply an
ap) 0 the asset
- Maintai lists including of assets (e.g., names, version information, license information, and location) by
reviewing and updating them periodically.
- The organization makes a list of removable media (e.g., USB memory sticks) that can be used on system components (information system or
industrial control system), and manages the use of them.
Document and manage appropriately the list of Advanced |- The organization uses only removable media (e.g. USB memory) permitted in the organization. Also, if there is no identifiable ownwer of
Control access to media containing CUI and hardware and software, and management "‘T“a”'e Sioes "e"icgs""‘e "’ga"iza‘:’” P";"“";S theluse °fh5“:‘“ "““f‘:‘- ' | X ’ N the med
. . P . . . N . - Ti izati 1t totl lia that tain hig itial data, L R i
3.8.5 |maintain accountability for media during transport |-MP-5 Media Transport CPS.AM-1 information (e.g. name of asset, version, network [ak:n‘;rﬁ‘a:;f;Th?:o::rzlzzc::;: B e A m L 7 G B A e L e e E U (R AT R
outside of controlled areas. address, name of asset manager, license
information) of components in the system. - The organization identifies assets constituting its information system and industrial control system (hardware, software and information), assigns.
a responsible person to each asset, and documents a list of them.
Basic |- Itis desirable to list all the assets held, but if the target is huge, consider narrowing down the target assets through integration (grouping) of the
analysis target and exclusion from the analysis target.
- The sets priorities to the identified assets based on the importance of them in its business operation.
I?plemfegt cry?togrfapr;ic mechanismsdto pr;)tectl - The organization selects products that have been authenticated based on Cryptographic Module Validation Program (CMVP) in order to suitably
the confidentiality of information stored on digita . . . y N i i i i ication i i i
C e Y 3 g -MP-5(4) Media Transport Encrypt information with an appropriate level of implement selected algorithms to software and hardware, and to protect keys, dentification codes, and entity authentication information that is
3.8.6 |media during transport outside of controlled areas . ) CPS.DS-2 . H-Advanced |used to decrypt encrypted information or to grant electronic signatures.
unless otherwise protected by alternative physical Cryptographic Protection security strength, and store them. - The organization protects are encrypts data to the appropriate strength when that data is taken outside of the organization.
- The organization uses loT devices that can encrypt and store data in internal memory.
safeguards. R ! 2o i 7
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Appendix D.2 - Mapping NIST SP 800-171 to CPSF

NIST SP 800-171

NIST SP 800-53 Relevant Security Controls
referred from NIST SP 800-171

Cyber/Physical Security Framework

q q q Measure q q
FAMILY ID Security Requirements Security Controls Requirement ID| Measure Requirement Example of Security Measures
quirement
- Maintai lists including of assets (e.g., names, version information, license information, and location) by
reviewing and updating them periodically.
- The organization makes a list of removable media (e.g., USB memory sticks) that can be used on system components (information system or
industrial control system), and manages the use of them.
Document and manage appropriately the list of Advanced |- The organization uses only removable media (e.g. USB memory) permitted in the organization. Also, if there is no identifiable ownwer of
_ hardware and software, and management portable storage devices, the organization prohibits the use of such devices.
Control the use of removable media on system . " 5 - The organization controles access to the media that contain highly confidential data, and properly grasps and manages the usage of the media
3.8.7 *MP-7 Media Use CPS.AM-1  [information (e.g. name of asset, version, network
components. el Ay taken outside of the controlled areas.
information) of components in the system. - The organization identifies assets constituting its information system and industrial control system (hardware, software and information), assigns.
a responsible person to each asset, and documents a list of them.
Basic |- Itis desirable to list all the assets held, but if the target is huge, consider narrowing down the target assets through integration (grouping) of the
analysis target and exclusion from the analysis target.
- The sets priorities to the identified assets based on the importance of them in its business operation.
- Mai Tists including i of assets (e.g., names, version information, license information, and location) by
reviewing and updating them periodically.
- The organization makes a list of removable media (e.g., USB memory sticks) that can be used on system components (information system or
industrial control system), and manages the use of them.
Document and manage appropriately the list of Advanced |- The organization uses only removable media (e.g. USB memory) permitted in the organization. Also, if there is no identifiable ownwer of
» ) _ hardware and software, and management portable storage devices, the organization prohibits the use of such devices.
3.8.8 Prohibit the use of portable storage devices when |-MP-7(1) Media Use CPS.AM-1 |information (e.g. name of asset, version, network - The organization controles access to the media that contain highly confidential data, and properly grasps and manages the usage of the media
""" |such devices have no identifiable owner. Prohibit Use Without Owner § address narne. olf - manage{r Iicensé taken outside of the controlled areas.
information) of components in the system. - The organization identifies assets constituting its information system and industrial control system (hardware, software and information), assigns.
a responsible person to each asset, and documents a list of them.
Basic |- Itis desirable to list all the assets held, but if the target is huge, consider narrowing down the target assets through integration (grouping) of the
analysis target and exclusion from the analysis target.
- The sets priorities to the identified assets based on the importance of them in its business operation.
- Performlalperiodical system|backup and|testing|of. - The organization backs up their system documents according to the prescribed timing and frequency.
Protect the confidentiality of backup CUI at 4 D [Pl By Advanced | he protects the integrity, and availability of the information backed up on the storage base.
3.8.9 . +CP-9 System Backup CPS.IP-4 components (e.g., IoT devices, communication — — — —— — - -
storage locations. ot 4 drouits) asic | 1€ organization backs up information on user level and system level that is included in its information systems or industrial control systems
evices, and circuits). laccording to the prescribed timing and frequency.
PERSONNEL - The organization makes changes to its staff members’ rights to access certain systems and/or rooms on the premises when they are reshuffled or
transferred internally.
SECURTTY - To minimize impacts when a staff member leaves the organization, designate backup members regarding important duties as a supplier including
operation and maintenance.
Advanced |- The organization identifies conditions in which re-screening is required such as changes in access authority to their own systems, and re-screen if
necessary.
- The organization conducts an interview on information security when personnel leave.
Sereen individuals prior to authorizing access to -PS-3 Personnel Screening Include items concerning security (e.g., deactivate ';he‘ urganizal'\ion enhsures that responsibilities for security are met, particularly of personnel handling sensitive information, throughout the
. N . . i K il t.
3.9.1 - . +PS-4 Personnel Termination CPS.IP-9 access authorization and personnel screening) hole process Tom Nring 1o el remen = =
organizational systems containing CUIL. 5 - The identifies the for security of personnel in the contract. The states that this
+PS-5 Personnel Transfer when roles change in due to personnel transfer. should be sustained for a reasonable period of time after the termination of employment, in order to prevent information leakage after the
termination of employment.
- The organization reviews a staff member before granting him or her access to its systems.
Basic |- The organization conducts the following when a staff member resigns or retires:
- Disables the staff member’s access to its systems within a certain period;
- Disables the authentication and credentials related to the staff member;
- Collects all system-related things for security that the staff member has used;
- Retains access to the i about the ion and i systems that have been managed by the individual who is leaving.
- The organization makes changes to its staff members’ rights to access certain systems and/or rooms on the premises when they are reshuffled or
transferred internally.
- To minimize impacts when a staff member leaves the organization, designate backup members regarding important duties as a supplier including
operation and maintenance.
Advanced |- The organization identifies conditions in which re-screening is required such as changes in access authority to their own systems, and re-screen if
necessary.
L - The organization conducts an interview on information security when personnel leave.
h d I h 11
Ensure that CUI and organizational systems -PS-3 Personnel Screening Include items concerning security (e.g., deactivate - The organization ensures that responsibilities for security are met, particularly of personnel handling sensitive information, throughout the
containing CUI are protected during and after P . . whole process from hiring to retirement.
3.9.2 . P +PS-4 Personnel Termination CPS.IP-9 access authorization and personnel screening) —2 - -
personnel actions such as terminations and 5 - The identifies the for security of personnel in the contract. The states that this
transfers +PS-5 Personnel Transfer when roles change in due to personnel transfer. should be sustained for a reasonable period of time after the termination of employment, in order to prevent information leakage after the
" termination of employment.
- The organization reviews a staff member before granting him or her access to its systems.
Basic |- The organization conducts the following when a staff member resigns or retires:
- Disables the staff member’s access to its systems within a certain period;
- Disables the authentication and credentials related to the staff member;
- Collects all system-related things for security that the staff member has used;
- Retains access to the i about the ion and i systems that have been managed by the individual who is leaving.
PHYSICAL 5 i i
PROTECTION Irn;:emt?ntkappropglzla‘te‘ghysmal sec:n:r\f measures - The organization maintains upkeep of the access list for areas where their loT devices and servers are located and issues permission certificates
L y - y - such as locking and limiting access to the areas
Limit physical access to organizational systems, +PE-2 Physical Access Authorizations g anc 9 . R 7 6
. . . N where the IoT devices and servers are installed, . - The organization defines physical security boundaries at its facilities, and implement access control according to the security requirements of
3.10.1 |equipment, and the respective operating +PE-5 Access Control for Output Devices CPS.AC-2 . N . N Basic " -
5 horized individuals PE-6 Monitoring Physical Access using entrance and exit controls, biometric assets placed within the boundaries and the results of risk assessment.
environments to authorized indivi 3 *PE- Aot 3 A L izati ithi i i i
g Phy: authentication, deploying surveillance cameras, and The:rgamzauon monitors the work of temporarily authorized party within the physical security boundaries, such as by authorized attendants or
N X . . monitoring cameras.
inspecting belongings and body weight.
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Appendix D.2 - Mapping NIST SP 800-171 to CPSF

NIST SP 800-53 Relevant Security Controls

NIST SP 800-171 referred from NIST SP 800-174 Cyber/Physical Security Framework
q q q Measure q q
FAMILY ID Security Requirements Security Controls Requirement ID| Measure Requirement Example of Security Measures
quirement
Implement appropriate physical security measures
such as locking and limiting access to the areas
CPS.AC-2 where the IoT devices and servers are installed, e The organization monitors physical accesses to the areas within the physical security boundaries and regularly reviews the audit log.
- using entrance and exit controls, biometric - The organization keeps the records of visitor’s access to the areas within the physical security boundaries and regularly reviews them.
authentication, deploying surveillance cameras, and
inspecting belongings and body weight.
- The organization reviews the relevant audit log regularly or when an incident or a sign of an incident appears if a physical access log from access
control is available while 24-h monitoring is not conducted through security cameras or by any other means.
) . . -PE-2 Physical Access Authorizations - A person in charge accompanies a visitor into the area where the organization’s assets that must be protected are directly accessible (e.g., an
3.10.2 [Protect and monitor the physical facilty and | e WEEE S T ERSETE e inorder to moritor thevsto's behavior.
77" |support infrastructure for organizational systems. PE-6 Monitoring Physical A Advanced |- The organization monitors through security cameras or by other means physical access to its facilities that are vital for its operations and house
onitoring Physical Access 10T devices and servers, thereby enabling early detection of any physical security incidents and immediate action.
Perform setting, recording, and monitoring of - If the above physical security measures may be difficult to implement for items such as loT devices and servers that may be critical to the
CPS.CM-2 roper physical access, considering the importance organization's operation because they are in a remote location or for any other reasons, consider using tamper-resistant equipment (CPS.DS-6) or
d (LIS FlARE . 9 P taking any other AT TRt | e S s G A CA A R
of IoT devices and servers. _If the organization is unable to control access to, or provide video surveillance service for, the areas that should allow only limited physical access
because of issues of costs and other reasons, it takes alternative manual measures, such as that its employee in charge accompany a visitor on the
premises.
Basic |- The organization implements physical security measures to control access to designated areas in the facility that do not be allowed for the
general public to access.
- The organization verifies the access authority of the personnel before permitting the physical access and collects and manages the records of
entry and exit.
Uittt approprla‘te‘physmal CZEUTY IS - The organization maintains upkeep of the access list for areas where their loT devices and servers are located and issues permission certificates
such as locking and limiting access to the areas necessary for access.
. . L o N where the IoT devices and servers are installed, . - The organization defines physical security boundaries at its facilities, and implement access control according to the security requirements of
3.10.3 |Escort visitors and monitor visitor activity. +PE-3 Physical Access Control CPS.AC-2 using entrance and exit controls, biometric Basic | et B T o b F e e D e e A oo,
authentication, deploying surveillance cameras, and - The organization monitors the work of temporarily authorized party within the physical security boundaries, such as by authorized attendants or
N X . . monitoring cameras.
inspecting belongings and body weight. 8
Implement appropriate physical security measures
such as locking and limiting access to the areas
CPS.AC-2 where the IoT devices and servers are installed, e The organization monitors physical accesses to the areas within the physical security boundaries and regularly reviews the audit log.
- using entrance and exit controls, biometric - The organization keeps the records of visitor’s access to the areas within the physical security boundaries and regularly reviews them.
authentication, deploying surveillance cameras, and
inspecting belongings and body weight.
- The organization reviews the relevant audit log regularly or when an incident or a sign of an incident appears if a physical access log from access
control is available while 24-h monitoring is not conducted through security cameras or by any other means.
- A person in charge accompanies a visitor into the area where the organization’s assets that must be protected are directly accessible (e.g., an
3.10.4 |Maintain audit logs of physical access. -PE-3 Physical Access Control [z e S el SRt ST e, ) . _ )
Advanced |- The organization monitors through security cameras or by other means physical access to its facilities that are vital for its operations and house
10T devices and servers, thereby enabling early detection of any physical security incidents and immediate action.
Perform setting, recording, and monitoring of - If the above physical security measures may be difficult to implement for items such as loT devices and servers that may be critical to the
CPS.CM-2 roper physical access, considering the importance organization's operation because they are in a remote location or for any other reasons, consider using tamper-resistant equipment (CPS.DS-6) or
d (IS FlARE . 9 P taking any other AT TRt | T SR s G A CA A R
of IoT devices and servers. 1f the organization is unable to control access to, or provide video surveillance service for, the areas that should allow only limited physical access
because of issues of costs and other reasons, it takes alternative manual measures, such as that its employee in charge accompany a visitor on the
premises.
Basic |- The organization implements physical security measures to control access to designated areas in the facility that do not be allowed for the
general public to access.
- The organization verifies the access authority of the personnel before permitting the physical access and collects and manages the records of
entry and exit.
Implement appropriate physical security measures
such as locking and limiting access to the areas
CPS.AC-2 where the IoT devices and servers are installed, e The organization monitors physical accesses to the areas within the physical security boundaries and regularly reviews the audit log.
- using entrance and exit controls, biometric - The organization keeps the records of visitor’s access to the areas within the physical security boundaries and regularly reviews them.
authentication, deploying surveillance cameras, and
inspecting belongings and body weight.
- The organization reviews the relevant audit log regularly or when an incident or a sign of an incident appears if a physical access log from access
control is available while 24-h monitoring is not conducted through security cameras or by any other means.
- A person in charge accompanies a visitor into the area where the organization’s assets that must be protected are directly accessible (e.g., an
. N . ice) i he visitor" jor.
3.10.5 |Control and manage physical access devices. -PE-3 Physical Access Control office) in order to monifor the visitor's behavir. ) —— ; :
Advanced |- The organization monitors through security cameras or by other means physical access to its facilities that are vital for its operations and house
10T devices and servers, thereby enabling early detection of any physical security incidents and immediate action.
Perform setting, recording, and monitoring of - If the above physical security measures may be difficult to implement for items such as loT devices and servers that may be critical to the
CPS.CM-2 e A MY Y WY e W O organization’s operation because they are in a remote location or for any other reasons, consider using tamper-resistant equipment (CPS.DS-6) or
: proper phys ) 9 [= taking any other appropriate measures to enhance the physical security properties of the equipment itself.
of IoT devices and servers. If the organization is unable to control access to, or provide video surveillance service for, the areas that should allow only limited physical access
because of issues of costs and other reasons, it takes alternative manual measures, such as that its employee in charge accompany a visitor on the
premises.
Basic |- The organization implements physical security measures to control access to designated areas in the facility that do not be allowed for the
general public to access.
- The organization verifies the access authority of the personnel before permitting the physical access and collects and manages the records of
entry and exit.
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Appendix D.2 - Mapping NIST SP 800-171 to CPSF

NIST SP 800-53 Relevant Security Controls . 5
NIST SP 800-171 referred from NIST SP 80&71 Cyber/Physical Security Framework
q q q Measure q q
FAMILY ID Security Requirements Security Controls Requirement ID| Measure Requirement Example of Security Measures
quirement
- The information system and the industrial control system automatically monitor or regulate remote access to its system.
- The information system and the industrial control system allow only for remote access routed by the regulated access points.
- The information system allows privileged command via remote access only for those purposes based on specified requirements.
Enforce safeguarding measures for CUL at Properly authorize wireless connection destinations - The information system records reasons why the users accessing the system which handles highly confidential data execute privileged commands
3.10.6 | « si | K si +PE-17 Alternate Work Site CPS.AC-3 Judi ToT d d H-Advanced |and access security information by remote access.
alternate work sites (e.g., telework sites). (including users, IoT devices, and servers). - The information system protects wireless access to the system which handles highly confidential data by using user and device authentication in
addition to encryption.
- The information system blocks remote activation of devices such as white boards, cameras, and microphones connected via networks which may
handle highly data. Signs of the devices in use are provided to the users of these devices.
RISK ASSESSMENT - Conduct risk assessments regularly to check if the
Periodically assess the risk to organizational iy TS (o BB i G e - The organization updates a risk assessment when there is a big change in a system or an environment where a system is running (including
. - " e ) . of a new threat or or when any situation which impacts the security status of a system occurs.
operations (including mission, functions, image, or effective and applicable to the components for - When planning/designing a new system using an loT device, the organization identifies existing assets and assets to be protected in the system to
3111 reputation), organizational assets, and individuals, RA-3 Risk A t CPS.RA-4 implementation. Advanced |P® implemented and organizes security measures according to use and configuration of the system. When handling a component or a system with
1% Iresulting from the operation of organizational ISk Assessmen b - Check the presence of unacceptable known 2 long lfe cycle and a component or a system requiring availability, consideration in security measures at a phase before designing is especially
systems and the associated processing, storage, security risks, including safety hazards, from the ML
ssion of ; dd h P d - When considering security measures applied to purchased products and services, the organization makes sure that the levels of measures
or transmission of CUL [PLERINGE) ETE) CIESE [ Iafred" CI AP L] correspond to the importance of such products and services.
systems incorporating IoT devices.
- The organization conducts vulnerability diagnosis at planned timings such as planned stopping so as not to adversely affect the operation of the
system managed by the organization. And then, identify and list vulnerabilities that exist in the system owned by the organization.
- When using tools to conduct diagnosis, the should use tools that can quickly update the vulnerability database of the
H-Advanced |system being diagnosed.
- The organization updates the vulnerability of scanned systems regularly, or when newly-identified weaknesses are reported.
- The i i asystem for privileged access to the relevant system components in connection with the specified
scanning.
- The organization has its systems and applications scanned for vulnerability regularly, or when any newly-found weaknesses that affect the
systems and/or applications are reported.
Scan for vulnerabilities in organizational systems -RA-5 Vulnerability Scannin Confirm th " £ vl bility that - The organization uses a tool for vulnerability scanning. Applying the standard methods that meet the following means that part of the
and applications periodically and when new uinerabiiity - ing Chiilain 113 GRS G Tl LS M vulnerability management process should be open to automation.
3.11.2 \ulnerabilties affecting those systems and -RA-5(5) Vulnerability Scanning CPS.CM-7  |a regular check-up in IoT devices and servers  List defects in the platform and software, and wrong setups.
licati identified Privileged Access managed within the organization. - Format a checklist and test procedure.
applications are identified. Advanced | - Assess the impact of the vulnerability.
- The organization corrects identified through risk within an period
- The organization shares the information acquired through the above process with other system administrators in the organization, thereby
learning about similar weaknesses found in the other information systems, and correct them as necessary.
Japan Notes p/) and other sources of information are available for reference to obtain information regarding|
Also, CVSS (https: ipa.go.j i VSS.html lllustrated by IPA) could be used as a referential indicator to evaluate the
impact level of i
Basic |- The organization regularly has its systems and applications scanned for vulnerability.
- The organization securely stores the documented information on security risk management processes.
- On the basis of the results of the risk assessment, - When the organization selects a measure according to the risk assessment results, it is desirable that the organization documents the measure to
clearly define the details of measures to prevent be taken and the reason why the measure is adopted.
e S - When applying the measure, the organization formulates a security risk management plan and obtains an approval from the risk owner.
p Y 4 g L ioam i s e cm iy A e T e e S R e = e e S O FR T G G O Eie
outcome from the scope and priorities of the Advanced [organization’s risk management strategy.
CPS.RA.G |Measures. - The organization informs applicable external business operators regarding security measures necessary for a new system including an loT device
. - React accordingly to the security risks and the which are extracted in CPS.RA-4 as required specifications.
associated safety risks identified as a result of the - The organization verifies whether the security measures defined in the required and contracts are i at the time of
assessment conducted at the planning and desian deployment of the systems including an loT device via User Acceptance Test (UAT). If there is anything unclear, confirm with the external business
3 (2 .g .g operator.
phase of an IoT device and systems incorporating ~The organization considers the risk assessment results and selects handling measures to identified risks.
IoT devices. Basic - The organization formulates a security risk treatment implementation plan.
. I X - The obtain an approval from the risk owner for of the security risk.
3.11.3 [Remediate vulnerabilities in accordance with -RA-5 Vulnerability Scanning The organization hasits systems and applications scanned for vulnerability regularly, or when any newly-found weaknesses that affect the
assessments of risk. systems and/or applications are reported.
- The organization uses a tool for vulnerability scanning. Applying the standard methods that meet the following means that part of the
vulnerability management process should be open to automation.
- List defects in the platform and software, and wrong setups.
- Format a checklist and test procedure.
Confirm the existence of vulnerability that requires |, . | -Assesstheimpact of the vulnerability.
CPS.CM-7  |a regular check-up in IoT devices and servers - The organization corrects identified through risk within an period
EREr s Wi Mo e EnE R Em - The organization shares the information acquired through the above process with other system administrators in the organization, thereby
9 9 . learning about similar weaknesses found in the other information systems, and correct them as necessary.
Japan Notes p/) and other sources of information are available for reference to obtain information regarding|
Also, CVSS (https: ipa.go.j VSS.html lllustrated by IPA) could be used as a referential indicator to evaluate the
impact level of
Basic |- The organization regularly has its systems and applications scanned for vulnerability.
SECURITY - The organization draws up a security assessment plan before the assessment is carried out that includes the following so as to ensure that its
ASSESSMENT security is assessed properly and systematically:
Periodically assess the security controls in +CA-2 Security Assessments Assess the lessons learned from security incident Advanced | - Security measures for assessment;
R o -CA-5 Plan of Action and Milestones response and the results of monitoring, measuring, - Asse: (ermERRLg e S ISR RS,
3.12.1 |organizational systems to determine if the CA-7 Conti Monitori CPS.IP-7 d luati e | and ext 1 attack d - Settings and mechanisms for carrying out the security assessment;
controls are effective in their application. -7 Continuous ‘omtor\ng [pIne] QEINELE) IREEEL e @A Eul) s, el - Methods of putting together the results of the security and of the results.
*PL-2 System Security Plan improve the processes of protecting the assets. ~The organization regularly evaluates whether its security measures have achieved expected results (i.e., security assessment) and reports the
Basic  |conclusions to the chief security officer, in addition to the evaluation of whether the measures are correctly implemented and managed.
- The makes improvements on its security measures based on the results of the security
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Appendix D.2 - Mapping NIST SP 800-171 to CPSF

NIST SP 800-171

NIST SP 800-53 Relevant Security Controls
referred from NIST SP 800-171

Cyber/Physical Security Framework

FAMILY

Security Requirements

Security Controls

3.12.2

Develop and implement plans of action designed
to correct deficiencies and reduce or eliminate
vulnerabilities in organizational systems.

-CA-2 Security Assessments

+CA-5 Plan of Action and Milestones
-CA-7 Continuous Monitoring

-PL-2 System Security Plan

3.12.3

Monitor security controls on an ongoing basis to

+CA-2 Security Assessments

+CA-5 Plan of Action and Milestones
ensure the continued effectiveness of the controls. |-CA-7 Continuous Monitoring

+PL-2 System Security Plan

3.12.4

Develop, document, and periodically update
system security plans that describe system
boundaries, system environments of operation,
how security requirements are implemented, and
the relationships with or connections to other
systems.

-CA-2 Security Assessments

+CA-5 Plan of Action and Milestones
-CA-7 Continuous Monitoring

-PL-2 System Security Plan

M?asure Measure Requirement Example of Security Measures
Requirement ID|
- On the basis of the results of the risk assessment, - The organization securely stores the documented information on security risk management processes.
clearly define the details of measures to prevent - When the organization selects a measure according to the risk assessment results, it is desirable that the organization documents the measure to
possible security risks, and document the organized be taken and the reason why the measure is adopted.
outcome from the scope and priorities of the - When applying the measure, the organization formulates a security risk management plan and obtains an approval from the risk owner.
- The organization reviews the security risk handling plan and checks that the applicable plan conforms to the priority order of the entire
GRSIRATCH ) el o e pi——————
- React accordingly to the security risks and the - The organization informs applicable external business operators regarding security measures necessary for a new system including an loT device
associated safety risks identified as a result of the which are extracted in CPS.RA-4 as required specifications.
assessment conducted at the planning and design - The organization verifies whether the security measures defined in the required and contracts are it at the time of
phase of an IoT device and systems incorporating deployment of the systems including an loT device via User Acceptance Test (UAT). If there is anything unclear, confirm with the external business
10T devices. R
- When developing a new device or a new component which may have an impact on a physical space such as components of an industrial control
system, the organization collects/analyzes accident case studies of conventional products and others to identify safety-related hazards.
- The organization analyzes a situation where a hazard leads to harm and identifies the possibility of occurrence and the severity of the harm to
H-Advanced |estimate a possible risk especially regarding an industrial control system. At the time, it is desirable to check whether there is any hazard caused
by a security issue.
- The organization updates the risk assessment if there is a significant change in the industrial control system or the environment in which it
operates, o the other change that affects the security state of the industrial control system.
- The organization updates a risk assessment when there s a big change in a system or an environment where a system is running (including
identi of a new threat or ility) or when any situation which impacts the security status of a system occurs.
- Conduct risk assessments regularly to check if the - When planning/designing a new system using an loT device, the organization identifies existing assets and assets to be protected in the system to
security rules for managing the components are pr— be implemented and organizes security measures according to use and configuration of the system. When handling a component or a system with
effective and applicable to the components for 2 long life cycle and a component or a system requiring availability, consideration in security measures at a phase before designing is especially
implementation. GHEREG X X .
CPS.RA-4 - When considering security measures applied to purchased products and services, the organization makes sure that the levels of measures
- Check the presence of unacceptable known correspond to the importance of such products and services.
security risks, including safety hazards, from the The organization defines a security risk assessment process and applies it periodically (e.g., once a year).
planning and design phase of an IoT device and - Establish and maintain security risk criteria.
systems incorporating IoT devices. - Identify security risks in the following way.
1) Clarify the target of analysis.
2) Identify incidents (including changes in circumstances) and their causes.
Basic - Analyze security risks in the following way.
1) Evaluate possible results when the above identified risks occur.
2) Evaluate the possibility of the actual occurrence of the above identified risks.
- Refer to the risk criteria, determine a risk level, and prioritize the risk.
- The organization documents and stores the information security risk assessment process.
ference] An “asset-based” method and a “business damage-based” method are known as security risk methods.
- The system makes a list of external information services in use and manages the users, devices as well as serviced in use in real time.
H-Advanced |- The system uses a mechanism to give notice to the system admini hen an itted external i ion system service is detected.
Create and manage appropriately a list of external - The organization identifies functions, ports, protocols, and other services which are necessary for using services offered by external providers.
CPS.AM-5 [information systems where the organization’s - The organization sets conditions for allowing other organizations which own or operate external information systems to do the following:
assets are shared. Advanced | @ Accessingani system in the from an external information system
b. Processing, saving, or transmitting information under the control of the organization using an external information system
- The organization restricts a use of storage in an external system the organization owns to an authorized one.
- On the basis of the results of the risk assessment, - The organization securely stores the documented information on security risk management processes.
clearly define the details of measures to prevent - When the organization selects a measure according to the risk assessment results, it is desirable that the organization documents the measure to
possible security risks, and document the organized be taken and the reason why the measure is adopted.
outcome from the scope and priorities of the - When applying the measure, the organization formulates a security risk management plan and obtains an approval from the risk owner.
- The organization reviews the security risk handling plan and checks that the applicable plan conforms to the priority order of the entire
measures. b
CPS.RA-6 . ) ) Advanced [organization’s risk management strategy.
- React accordingly to the security risks and the - The organization informs applicable external business operators regarding security measures necessary for a new system including an IoT device
associated safety risks identified as a result of the which are extracted in CPS.RA-4 as required specifications.
assessment conducted at the planning and design - The organization verifies whether the security measures defined in the required and contracts are i at the time of
phase of an IoT device and systems incorporating deployment of the systems including an loT device via User Acceptance Test (UAT). If there is anything unclear, confirm with the external business
IoT devices. operator.
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Appendix D.2 - Mapping NIST SP 800-171 to CPSF

NIST SP 800-53 Relevant Security Controls

NIST SP 800-171 referred from NIST SP 800-174 Cyber/Physical Security Framework
q q q Measure q q
FAMILY ID Security Requirements Security Controls Requirement ID| Measure Requirement Example of Security Measures
quirement
SYSTEM AND - The industrial control system shuts down, isolates the malicious code or notifies the administrator when detecting such code through IDS/IPS.
- The organization/system analyzes the regular patterns of its systems’ communication status and security alerts to create and use a profile that
COMMUNICATIONS o d typical patterns of and security alerts, thereby enabling the detection of unknown threats and suspicious behavior
PROTECTION Properly control outbound communications that (communication).
CPS.DS-9  [send information to be protected to prevent - The i system prevents fraudulent and transfer of i via common system resources.
improper data breach. - The information system blocks or isolates any malicious code for it detected through an IDS/IPS, or notifies the administrator of the code.
Advanced | The organization colects information including newly released attacking trends, malware behaviors, and malicious IP addresses/domains
(external intelligence). When necessary, the organization excutes responces to restrict communications to highly dangerous IP addresses or
domains or so.
- The information system routes communications to the network to which a recipient’s IP address belongs via a proxy server authenticated on a
. - controlled interface.
Monitor, control, and protect communications HeAdvanced | 1 nformation system and the industrial control system monitor and control the use of mobile code.
(i.e., information transmitted or received by -SC-7 Boundary Protection - Thei system monitors and controls the use of protocols used for audio and video (e.g. VolP)
3.13.1 |organizational systems) at the external . . . incipl - The organization monitors and controls communications at the boundary between industrial control system and information system.
boundaries and key internal boundaries of *SA-8 Security Engineering Principles - The organization creates a network segment isolated from access to the internal network (“demilitarized zone [DMZ]") between the internal
R network and external networks (e.g., the Internet).
organizational systems. Conduct network and access monitoring and control - The infulrmadlion sv;{em is c:nnecled to an external netv\;urk or system only via a controlled interface that consists of a boundary protection
. te ing to tl ization’ ity itecture.
CPS.CM-1 |at the contact points between corporate networks A R R DS RIS ESs L CACE NS . . . .
| - The information system ensures that each external communications service is provided via a controlled interface (e.g., a gateway, router, and
and wide area networks. i
- The organization establishes a communications control policy for each controlled interface (e.g., a gateway, router, and firewall).
- The system on a controlled interface rejects network communication by default and permits it as an exception.
- The i monitors at the external of the i system and at major internal boundaries within the
information system for large amounts of communication from a particular source or multiple sources, and takes appropriate action when
necessary (e.g., blocking of from a specific IP address).
asic | 1€ organization monitors and controls communications on the information system’s external boundary as well s on the key internal boundary
within the information system.
Employ architectural designs, software
development techniques, and systems N "
3.13.2 enginleing prmciplgs that pror;ote effective +SC-7 Boundary Protection CPS.IP-3 Introduce the system development life cycle to . - The organization applies the general rules of the system’s security engineering to design, introduction, and changes
D . . L - +SA-8 Security Engineering Principles : manage the systems. in building the system.
information security within organizational
systems.
- The organization specifies administrators who use the security functions (e.g., access authority setting) and regulates privileged accounts in its
system.
- The information system adopts a system monitoring mechanism to check the use of privileged functions.
- The information system prohibits non-privileged users from executing privileged functions on the system by invalidating, avoiding, and changing
H-Advanced |security measures that are changed and implemented by non-privileged users.
- The organization can minimize the number of users who can use the system administrator's authority in an emergency to minimize the damage
L Segregate duties and areas of responsibility caused by the security incident.
3.13.3 Separate user functionality from system -SC-2 Application Partitioning CPS.AC-5 properly (e.q. segregate user functions from - The organization can prevent even system administrators from stopping critical services and protected processes through the server to minimize
7777 |management functionality. : " 2 f > the damage caused by security incidents.
- The organization implements access control in the information system and the industrial control system based on separation of duties (e.g., user
system administrator functions) F T 1 ThnEn, i dtheindustrial ] Baeed] fon of duties (i
/ system administrator).
- The organization adopts a general rule on the minimum authority of specific duties.
Advanced | - Segregate authority of general user from that of administrator.
(Require users to use the system with a non-privileged account when using a non-security function.)
- Minimize authority for duties not in charge.
- The ization separates and stipulates duties that are assigned by the person in charge.
- The industrial control system shuts down, isolates the malicious code or notifies the administrator when detecting such code through IDS/IPS.
X . . N Properly control outbound communications that L izati i 1 icati i
Prevent unauthorized and unintended information o perly ; The organization/system analyzes the regular patterns ofits systems’ communication status and security alerts to create and use a profie that
3.13.4 +SC-4 Information in Shared Resources CPS.DS-9  |send information to be protected to prevent H-Advanced typical patterns of and security alerts, thereby enabling the detection of unknown threats and suspicious behavior

transfer via shared system resources.

improper data breach.

(communication).

- The system prevents fraudulent and unexpected transfer of information via common system resources.
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Appendix D.2 - Mapping NIST SP 800-171 to CPSF

NIST SP 800-171

NIST SP 800-53 Relevant Security Controls
referred from NIST SP 800-171

Cyber/Physical Security Framework

FAMILY

Security Requirements

Security Controls

Measure
Requirement ID|

Measure Requirement

Example of Security Measures

3.13.5

Implement subnetworks for publicly accessible
system components that are physically or logically
separated from internal networks.

+SC-7 Boundary Protection

CPS.AC-7

Develop a policy about controlling data flow, and
according that protect the integrity of the network
by means such as appropriate network isolation
(e.g., development and test environment vs.
production environment, and environment
incorporates IoT devices vs. other environments
within the organization).

H-Advanced

- The information system and the industrial control system monitor and control communications on the networks composing internal business.
systems of the organization.

- Regarding the network which the system that handles highly confidential data is connected to, the organization shall deny network
communications as a default and shall only allow connection of approved communication traffic.

- The organization physically or logically separates the network of high importance industrial control systems from the network of control systems
with lower importance.

- If the information system that handles highly confidential data is connected to a remote device, the organization is to prevent multiple and
simultaneous local connections between the device and the system, as well as prevent access to external network resources by other connections.

Basic

The organization establishes a data flow regulation policy that defines the range in which data flow within information systems and industrial
control system is permitted and the range in which data flow between systems is permitted, and regulates the flow by segregating the network
appropriately.

- The organization logically or physically segments the control system’s network from the network composing of the information system.

[Reference] Implement physical segmentation in environments physically separated from other networks. Alternatively, in environments physically|
close to other networks, it is possible to implement logical ion in i of the cost of the measure.

CPS.CM-1

Conduct network and access monitoring and control
at the contact points between corporate networks
and wide area networks.

H-Advanced

- The information system routes communications to the network to which a recipient’s IP address belongs via a proxy server authenticated on a
controlled interface.

- The information system and the industrial control system monitor and control the use of mobile code.

- The i system monitors and controls the use of protocols used for audio and video (e.g. VoIP).

Advanced

- The organization monitors and controls communications at the boundary between industrial control system and information system.

- The organization creates a network segment isolated from access to the internal network (“demilitarized zone [DMZ]”) between the internal
network and external networks (e.g., the Internet).

- The information system is connected to an external network or system only via a controlled interface that consists of a boundary protection
system placed according to the organization’s security architecture.

- The information system ensures that each external communications service is provided via a controlled interface (e.g., a gateway, router, and
firewall).

- The organization establishes a communications control policy for each controlled interface (e.g., a gateway, router, and firewall).

- The system on a controlled interface rejects network communication by default and permits it as an exception.

- The monitors. at the external of the i system and at major internal boundaries within the
system for large amounts of communication from a particular source or multiple sources, and takes appropriate action when

necessary (e.g. blocking of from a specific IP address).

Basic

The organization monitors and controls communications on the information system’s external boundary as well as on the key internal boundary
within the information system.

3.13.6

Deny network communications traffic by default
and allow network communications traffic by
exception (i.e., deny all, permit by exception).

-SC-7(5) Boundary Protection
Deny by Default / Allow by Exception

CPS.AC-8

Restrict communications by IoT devices and servers
to those with entities (e.g. people, components,
system, etc.) identified through proper procedures.

Basic

- The organization assigns identifiers to its loT devices and servers, as well as managing the identification by preventing re-use of identifiers and
invalidating identifiers after a certain period of time.

- Before connecting their loT devices and servers to the network, the information system and the industrial control system prepare a mechanism
that uniquely identifies and authenticate these devices.

L@ using loT devices is denied as default. The protocol to be used is authorized as an exception

CPS.CM-1

Conduct network and access monitoring and control
at the contact points between corporate networks
and wide area networks.

H-Advanced

- The information system routes communications to the network to which a recipient’s IP address belongs via a proxy server authenticated on a
controlled interface.

- The information system and the industrial control system monitor and control the se of mobile code.

- The i system monitors and controls the use of protocols used for audio and video (e.g. VoIP).

Advanced

- The organization monitors and controls communications at the boundary between industrial control system and information system.

- The organization creates a network segment isolated from access to the internal network (“demilitarized zone [DMZ]”) between the internal
network and external networks (e.g., the Internet).

- The information system is connected to an external network or system only via a controlled interface that consists of a boundary protection
system placed according to the organization’s security architecture.

- The information system ensures that each external communications service is provided via a controlled interface (e.g., a gateway, router, and
firewall).

- The organization establishes a communications control policy for each controlled interface (e.g., a gateway, router, and firewall).

- The system on a controlled interface rejects network communication by default and permits it as an exception.

- The i monitors at the external of the i system and at major internal boundaries within the
information system for large amounts of communication from a particular source or multiple sources, and takes appropriate action when
necessary (e.g. blocking of from a specific IP address).

3.13.7

Prevent remote devices from simultaneously
establishing non-remote connections with
organizational systems and communicating via
some other connection to resources in external
networks (i.e. split tunneling).

-SC-7(7) Boundary Protection
Prevent Split Tunneling for Remote Devices

CPS.AC-7

Develop a policy about controlling data flow, and
according that protect the integrity of the network
by means such as appropriate network isolation
(e.g., development and test environment vs.
production environment, and environment
incorporates IoT devices vs. other environments
within the organization).

H-Advanced

- The information system and the industrial control system monitor and control communications on the networks composing internal business.
systems of the organization.

- Regarding the network which the system that handles highly confidential data is connected to, the organization shall deny network
communications as a default and shall only allow connection of approved communication traffic.

- The organization physically or logically separates the network of high importance industrial control systems from the network of control systems
with lower importance.

- If the information system that handles highly confidential data is connected to a remote device, the organization is to prevent multiple and
simultaneous local connections between the device and the system, as well as prevent access to external network resources by other connections.

3.13.8

Implement cryptographic mechanisms to prevent
unauthorized disclosure of CUI during
transmission unless otherwise protected by
alternative physical safeguards.

-SC-8 Transmission Confidentiality and Integrity
-SC-8(1) Transmission Confidentiality and
Integrity

Cryptographic or Alternate Physical Protection

CPS.DS-2

Encrypt information with an appropriate level of
security strength, and store them.

H-Advanced

The organization selects products that have been authenticated based on Cryptographic Module Validation Program (CMVP) in order to suitably
implement selected algorithms to software and hardware, and to protect keys, identification codes, and entity authentication information that is
used to decrypt encrypted information or to grant electronic signatures.

- The organization protects are encrypts data to the appropriate strength when that data is taken outside of the organization.

- The uses 0T devices that can encrypt and store data in internal memory.

Advanced

- The organization examines safety and trustworthiness that are necessary, selects an algorithm, encrypts information (data) to the appropriate
strength, and stores the information. If an algorithm on the CRYPTREC Ciphers List can be selected, the organization uses it to encrypt information
(data) to the appropriate strength and stores the information.

- The organization considers the level of security and required for the i chooses an algorithm, and encrypts and stores
high importance information handled by industrial control systems with appropriate strength without causing unacceptable impact on
performance.

[Reference]

Regarding encryption technologies whose security and i p are confirmed, "C:

Committees (CRYPTREC) " releases to the public the list of such technologies recommended for use that are sufficiently used in the market or

are considered to spread in the future. Itis desirable that the organization should refer to the list as needed when procuring systems that should
encryption functions.

Research and Evaluation
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NIST SP 800-171

NIST SP 800-53 Relevant Security Controls
referred from NIST SP 800-171

Cyber/Physical Security Framework

FAMILY ID Security Requirements Security Controls Re '\:I:ra:m“:“ D Measure Requirement Example of Security Measures
quirement
~Itis desirable that the organization should update the list of information about its assets and configurations when it installs or deletes new assets
As part of the configuration management of or when it updates its system.
devices, constantly manage software configuration - The information system ensures that each external communications service is provided via a controlled interface (e.g., a gateway, router, and
Terminate network connections associated with information, status of network connections (e.g., firewall). o § o § i X
3.13.9 [communications sessions at the end of the +SC-10 Network Disconnect CPS.CM-6 |presence/absence of connections and access Advanced - The organization Es‘abl'sm?a m'"m“".u“ons control policy fm ?ad‘ controlled mmfm? (efg'zgmwaylmmer’ el
- The system on a controlled interface rejects network communication by default and permits it as an exception.
sessions or after a defined period of inactivity. destination), and information - The information system and the industrial control system terminate the network connection after a session ends, or when a session remains
transmission/reception status between other inactive for a certain length of time.
“organization”, people, components, and systems. - The organization monitors communication on controlled interfaces in order to detect any communication to unapproved items or systems, or
that conveys an inappropriate content.
- Itis desirable that the organization should set out a policy and procedure regarding the following items to take immediate and appropriate
measures when the private key is imperiled.
- A structure to take measures against imperilment of the private key (including the roles, with
- Criteria to judge whether the private key is imperiled or is in danger of imperilment
. . - To investigate the cause of imperilment of the private key, and to attempt to remove the cause
3.13.10 Establish and manage cryptographic keys for +SC-12 Cryptographic Key Establishment and CPS.DS-5 Isfecure:y ;:ontrol R keyst.throug;out thellr Advanced | - Suspension of the services using the key
-13-10 1 btography employed in organizational systems. |Management - [ GYELR D GSIS [P e EI) SEeurey ~To create a new pair o keys and issue a certificate for the new key )
transmitted, received and stored data. - Disclosure of information regarding imperilment of the private key (Notified parties, a method of notification, disclosure policy, etc.)
[Reference] It is desirable to refer to the group of standards of ISO/IEC 11770, NIST SP 800-57 Part 1 Rev.4, and so on for the details about key
Basic |- Itis desirable that the organization should protect all encryption keys from modification and loss.
- The organization selects products that have been authenticated based on Cryptographic Module Validation Program (CMVP) in order to suitably
implement selected algorithms to software and hardware, and to protect keys, identification codes, and entity authentication information that is
H-Advanced |used to decrypt encrypted information or to grant electronic signatures.
- The organization protects are encrypts data to the appropriate strength when that data is taken outside of the organization.
- The uses loT devices that can encrypt and store data in internal memory.
- The organization examines safety and trustworthiness that are necessary, selects an algorithm, encrypts information (data) to the appropriate
strength, and stores the information. If an algorithm on the CRYPTREC Ciphers List can be selected, the organization uses it to encrypt information
S . . . . (data) to the appropriate strength and stores the information.
3.13.11 Employ FIPS-validated c.ry.ptography when used +SC-13 Cryptographic Protection CPS.DS-2 Encrypt nomacciivihieniaperconatel cvelcl - The organization considers the level of security and required for the i chooses an algorithm, and encrypts and stores
to protect the confidentiality of CUL security strength, and store them. g IR T e e ey e s e s o e D S e R e e e e D T e
Advanced |Performance.
[Reference]
Regarding encryption technologies whose security and i are confirmed, "Cr Research and Evaluation
Committees (CRYPTREC) " releases to the public the list of such technolugles recommended for use that are sufficiently used in the market or
are considered to spread in the future. It is desirable that the organization should refer to the list as needed when procuring systems that should
encryption functions.
- The information system and the industrial control system automatically monitor or regulate remote access to its system.
- The information system and the industrial control system allow only for remote access routed by the regulated access points.
- The information system allows privileged command via remote access only for those purposes based on specified requirements.
Prohibit remote activation of collaborative Ty ET e Tl i (i ins - The information system records reasons why the users accessing the system which handles highly confidential data execute privileged commands
3.13.12 |computing devices and provide indication of +SC-15 Collaborative Computing Devices CPS.AC-3 . 'ID d'y ToT devi d H-Advanced [and access security information by remote access.
devices in use to users present at the device. (including users, IoT devices, and servers). - The information system protects wireless access to the system which handles highly confidential data by using user and device authentication in
addition to encryption.
- The information system blocks remote activation of devices such as white boards, cameras, and microphones connected via networks which may
handle highly data. Signs of the devices in use are provided to the users of these devices.
3.13.13 | Control and monitor the use of mobile code SC-18 Mobile Code Conduct network and access monitoring and control ~The |r|\|fo(;'r‘nati;n system routes communications to the network to which a recipient’s IP address belongs via a proxy server authenticated on a
. controlled interface.
3.13.14 |Control and monitor the use of Voice over .SC-19 Voice over Internet Protocol CPS.CM-1  |at the contact points between corporate networks | H-Advanced | oy ot o syctem and the industrial control system monitor and control the use of mobile code.
Internet Protocol (VoIP) technologies. and wide area networks. - The ion system monitors and controls the use of protocols used for audio and video ission (e.g. VoIP)
- The information system and the industrial control system automatically monitor or regulate remote access to its system.
- The information system and the industrial control system allow only for remote access routed by the regulated access points.
- The information system allows privileged command via remote access only for those purposes based on specified requirements.
Properly authorize wireless connection destinations - The information system records reasons why the users accessing the system which handles highly confidential data execute privileged commands
CPS.AC-3 ) , - H-Advanced |and access security information by remote access.
(including users, IoT devices, and servers). - The information system protects wireless access to the system which handles highly confidential data by using user and device authentication in
P ot addition to encryption.
3.13.15 Protgct the authenticity of communications +SC-23 Session Authenticity - The information system blocks remote activation of devices such as white boards, cameras, and microphones connected via networks which may
sessions. handle highly data. Signs of the devices in use are provided to the users of these devices.
T The organization protects th networks composing the information system and industrial control system that handles important data by
Encrypt the communication channel when L encrytion of channels or by alternative physical measures.
CPS.DS-3  |communicating between IoT devices and servers or FUE b SR e ERan iR (s,
in cyberspace. b For encryption of paths, there are several methods such as IP-VPN, Ipsec-VPN, SSLVPN. It s desirable that the
should select the method consi the importance of the data transmitted in the ion paths, the budget, and so on
- The organization selects products that have been authenticated based on Cryptographic Module Validation Program (CMVP) in order to suitably
implement selected algorithms to software and hardware, and to protect keys, identification codes, and entity authentication information that is
H-Advanced |used to decrypt encrypted information or to grant electronic signatures.
- The organization protects are encrypts data to the appropriate strength when that data is taken outside of the organization.
- The uses loT devices that can encrypt and store data in internal memory.
- The organization examines safety and trustworthiness that are necessary, selects an algorithm, encrypts information (data) to the appropriate
strength, and stores the information. If an algorithm on the CRYPTREC Ciphers List can be selected, the organization uses it to encrypt information
. . . . (data) to the appropriate strength and stores the information.
3.13.16 |Protect the confidentiality of CUI at rest. +SC-28 Protection of Information at Rest CPS.DS-2 Encrypt nomacciivihieniapercratel cvellcl - The organization considers the level of security and required for the i chooses an algorithm, and encrypts and stores
security strength, and store them. high importance information handled by industrial control systems with appropriate strength without causing unacceptable impact on
Advanced |Performance.
[Reference]
Regarding encryption technologies whose security and i are confirmed, "Cr Research and Evaluation
Committees (CRYPTREC) " releases to the public the list of such technolugles recommended for use that are sufficiently used in the market or
are considered to spread in the future. It is desirable that the organization should refer to the list as needed when procuring systems that should
encryption functions.
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NIST SP 800-53 Relevant Security Controls

NIST SP 800-171 referred from NIST SP 800-174 Cyber/Physical Security Framework
q q q Measure q q
FAMILY ID Security Requirements Security Controls Requirement ID| Measure Requirement Example of Security Measures
quirement
SYSTEM AND - The uses a ism for collecting about network configurations and the software configurations of
INFORMATION v ) ) de:‘m?sf‘n Ordév to moniu;r the m:sl rec‘en( sta(u: at allyumes. o . i . L | .
- Establish and implement the procedure to identify - The information system forces the application of users’ access rights approved (by the administrator) in order to control data flows within a
INTEGRITY Identify, report, and correct information and *SI-2 Flaw Remediation and manage the baseline of network operations and ez () e e gt
3.14.1 system lﬂa o 'nya timely manne +SI-3 Malicious Code Protection CPS.AE-1 v i?\formation flows between peonle, goods. H-Advanced |- The organization physically or logically separates a network of industrial control systems with high importance from a network of industrial
Y ws i imely T -SI-5 Security Alerts, Advisories, and Directives P people, . control systems with lower importance.
and systems. - The organization/system analyzes the regular patterns of its systems’ communication status and security alerts to create and use a profile that
typical patterns of and security alerts, thereby enabling the detection of unknown threats and suspicious behavior
- 10T devices, or systems that contain these devices, examine information output from software programs or applications to see if it matches the
expected content in order to prepare for certain attacks that may have a consequence different to a normally expected outcome (e.g., command
injection).
H-Advanced |- The i system updates the logic to detect malicious code through an IDS/IPS.
- Use IoT devices that can detect abnormal - The information system detects exploit codes that attacks unknown vulnerabilities by installing on endpoints (especially, loT devices and servers
behaviors and suspend operations by comparing with various functions) d software using of behavioral detection of malware.
Provide protection from malicious code at +SI-2 Flaw Remediation the instructed behaviors and actual ones. ‘T:e 2 SyStem :‘“:‘e‘ '“I"‘"”e “a""‘l”g "m'ng’;’"‘ Extemal 5"”;“5' = — = =
; N L - . N " R X : The i tion systy t ici it detected t IDS/IPS, or notifies t inistrator of th ¥
3.14.2 |appropriate locations within organizational +SI-3 Malicious Code Protection CPS.CM-3 |- Validate whether information provided from e b st i bty /IPS, or notifies ¢ administrator of the code.
N e - " e o - The information system detects exploit codes by installing on endpoints (IoT devices, servers, and so on) detection/restoration software using
systems. +SI-5 Security Alerts, Advisories, and Directives cyberspace contains malicious code, and is within technologies of pattern matching of malware.
the permissible range before any action based on - The considers ing whitelist-type malware protection for loT devices with limited functions.
the data. Advanced
* Especially regarding loT devices and control devices, OS to which anti-malware software can be applied may not be used. It is desirable for the
organization to confirm whether devices to be introduced are compatible with anti-malware software at the phase of procurement and to select
compatible ones. If it is difficult to procure devices compatible with anti-malware software, it is desirable to take alternative measures such as
il a malware detection on a network.
Develop a vulnerability remediation plan, and - The organization defines tolerable risk by identifying through investigations and tests the impacts of patch application on the functions of other
. - software applications and services on operations of IoT devices and servers.
CPS.IP-10 '“Od'fY the vulnerability of the components PR | o e s s AT f e e el e e (i ey aff ey e by e s, G i
according to the plan. defects, and manages the corrections as part of the configurati
10T devices, or systems that contain these devices, examine information output from software programs or applications to see if it matches the
expected content in order to prepare for certain attacks that may have a consequence different to a normally expected outcome (e.g., command
injection).
H-Advanced |- The i system updates the logic to detect malicious code through an IDS/IPS.
.SI-2 Flaw Remediation - Use IoT devices that can detect abnormal - The information system detects exploit codes that attacks unknown vulnerabilities by installing on endpoints (especially, loT devices and servers
3.14.3 Monitor system security alerts and advisories and .SI-3 Malicious Code Protection behaviors and suspend operations by comparing with various functions) detecti software using of behavioral detection of malware.
™2 ltake appropriate actions in response. N o - i i - The i system executes real-time scanning of files from external sources.
pprop P +SI-5 Security Alerts, Advisories, and Directives CPS.CM-3 fh\fall?;;;:c:idef::fivr:?orfr::t?;m:z:l%zs'fmm The information system blocks or isolates any malicious code for it detected through an IDS/IPS, or notifies the administrator of the code.
. " e P o - The information system detects exploit codes by installing on endpoints (IoT devices, servers, and so on) detection/restoration software using
cyberspace contains malicious code, and is within technologies of pattern matching of malware.
the permissible range before any action based on - The i considers ing whitelist-type malware protection for loT devices with limited functions.
the data. Advanced
* Especially regarding loT devices and control devices, OS to which anti-malware software can be applied may not be used. It is desirable for the
organization to confirm whether devices to be introduced are compatible with anti-malware software at the phase of procurement and to select
firm whether d b duced ble with I ity he phase of d to sel
compatible ones. If it is difficult to procure devices compatible with anti-malware software, it is desirable to take alternative measures such as
il a malware detection on a network.
Share information regarding the effectiveness of P The organization prepares a setting through an automated mechanism at just the right time that enables it and its appropriate partners to
CPS.IP-8 i e ively share new it about data protection ies or information about the of the protection i
b (2 9 Pprop RO I H s D P A e B ST e T e e B G i TN bonathe
artners. Advanced ) 3 TG
% of the protection with its partners at just the right time.
) ) - The organization conducts a trend analysis examining the latest i ion about threats, and of security
Fde”t'fV th? security events accurately by management measures carried out several times in order to determine whether the activities for continuous monitoring need any correction.
implementing the procedure to conduct a - The organization carries out policy tuning (management of signatures to apply) and maintenance for devices such as IDS, IPS, and SIEM on its
CPS.AE-3 |correlation analysis of the security events and H-Advanced |own.
comparative analysis with the threat information - The organization creates custom signatures used for sensors on its own.
Update malicious code protection mechanisms . . " - - - In order to properly detect security events that are likely to adversely affect the organization, the organization collects and analyzes logs of edge
3.14.4 w’:\en new releases arepavailable +SI-3 Malicious Code Protection obtained from outside the organization. devices such as loT devices in addition to the logs of devices presented in <Advanced>, if possible.
- Use IoT devices that can detect abnormal . . . . 0 -

Ny N X - 10T devices, or systems that contain these devices, examine information output from software programs or applications to see if it matches the
behaviors and suspend operations by comparing expected content in order to prepare for certain attacks that may have a consequence different to a normally expected outcome (e.g., command
the instructed behaviors and actual ones. injection).

CPS.CM-3 - Validate whether information provided from H-Advanced |- The information system automatically updates the logic to detect malicious code through an IDS/IPS.
cyberspace contains malicious code, and is within - The information system detects exploit codes that attacks unknown vulnerabilities by installing on endpoints (especially, IoT devices and servers
the permissible range before any action based on with various functions) detecti software using of behavioral detection of malware.
- The information system executes real-time scanning of files from external sources.
the data.
- Use IoT devices that can detect abnormal ) . ) o . .

Ny N X - 10T devices, or systems that contain these devices, examine information output from software programs or applications to see if it matches the
behaviors and suspend operations by comparing expected content in order to prepare for certain attacks that may have a consequence different to a normally expected outcome (e.g., command
the instructed behaviors and actual ones. injection).

CPS.CM-3 |- Validate whether information provided from H-Ad) d |- Thei system updates the logic to detect malicious code through an IDS/IPS.
i ici is wi - The information system detects exploit codes that attacks unknown vulnerabilities by installing on endpoints (especially, IoT devices and servers
cyberspace contains malicious code, and is within i & 7 g [ pecially,
the permissible range before any action based on with various functions) d software using of behavioral detection of malware.
Perform periodic scans of organizational systems . - The information system executes real-time scanning of files from external sources.
e data.
3.14.5 |and real-time scans of files from external sources |-SI-3 Malicious Code Protection — — =
files are downloaded, opened, or executed - The organization introduces the concept of “whitelisting” for data entry in order to specify known items and systems considered trustworthy as
as , Op g - the sources of input data, and the format allowed for the input data.
. . § » H-Advanced |- 10T devices and servers begin communication with other loT devices only after the devices are mutually authenticated successfully so that the
Validate the integrity and authenticity of the Source of data is always clear.
CPS.CM-4 |information provided from cyberspace before - The ion system and the industrial control system protect the authy of sessions.
operations. - The information system uses an integrity verification tool to detect any unauthorized changes that are made to data
from IoT devices and servers.
Advanced

- 10T devices and servers that are acknowledged as critical to the organization’s operations begin communication with other loT devices only after
the devices are mutually authenticated successfully so that the source of data is always clear.
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NIST SP 800-171

NIST SP 800-53 Relevant Security Controls
referred from NIST SP 800-171

Cyber/Physical Security Framework

FAMILY

Security Requirements

Security Controls

Measure
Requirement ID|

Measure Requirement

Example of Security Measures

3.14.6

Monitor organizational systems, including inbound
and outbound communications traffic, to detect
attacks and indicators of potential attacks.

+SI-4 System Monitoring
+SI-4(4) System Monitoring
Inbound and Outbound Communications Traffic

CPS.DS-9

Properly control outbound communications that
send information to be protected to prevent
improper data breach.

The industrial control system shuts down, isolates the malicious code or notifies the administrator when detecting such code through IDS/IPS.
- The organization/system analyzes the regular patterns of its systems’ communication status and security alerts to create and use a profile that.

and security alerts, thereby enabling the detection of unknown threats and suspicious behavior

(communication).
- The i

typical patterns of

system prevents fraudulent and transfer of i via common system resources.

Advanced

~The information system blocks or isolates any malicious code for it detected through an IDS/IPS, or notifies the administrator of the code.
- The organization collects information including newly released attacking trends, malware behaviors, and malicious IP addresses/domains
(external intelligence). When necessary, the organization excutes responces to restrict communications to highly dangerous IP addresses or
domains or so.

CPS.AE-1

Establish and implement the procedure to identify
and manage the baseline of network operations and
expected information flows between people, goods,
and systems.

H-Advanced

The
devices in order to monitor the most recent status at all times.

- The information system forces the application of users’ access rights approved (by the administrator) in order to control data flows within a
system (and between interconnected systems).

- The organization physically or logically separates a network of industrial control systems with high importance from a network of industrial
control systems with lower importance.

- The organization/system analyzes the regular patterns of its systems’ communication status and security alerts to create and use a profile that.

usesa ism for collecting about network configurations and the software configurations of

and security alerts, thereby enabling the detection of unknown threats and suspicious behavior

typical patterns of

CPS.AE-2

Appoint a chief security officer, establish a security
management team (SOC/CSIRT), and prepare a
system within the organization to detect, analyze,
and respond to security events.

Advanced

The
correlation analysis.

- The organization regularly reviews audit logs collected through monitoring.
- The organization continues to collect and manage information about assets, device configurations, and network configurations in order to
evaluate its security status.

- The organization examines the results of correlation analysis and other data to accurately detect security events that must be addressed and take
action in accordance with the security operation process. See CPS.RP-1 for details of the process.

refers to risk results and, the following angles, establishes what to monitor and what to include in

- The scope of systems to monitor
- Which device logs should be collected for analysis (see CPS.AE-3)

- The organization regularly reports the state of organizational and system security to the chief security officer or other appropriate staff members.|
Itis desirable that the regular report should include the following shown below:

- Results of log analysis (e.g., the number of incidents handled; summaries of typical incidents that have been handled; threats that have
emerged; issues in monitoring);

- Policy for future i in monitorin

CPS.CM-5

Monitor communication with external service
providers so that potential security events can be
detected properly.

Advanced

The its security for the staff from its external service provider and system developer, and includes the
requirements in the agreement.

- The organization requires its external service provider and system developer to contact it when any of its staff members who have authorizations
for its system are transferred or when their employment terminates.

- Itis desirable that the organization should manage changes to services offered by its external service provider, taking account of relevant

about operations, the of its business systems and processes, and re-assessed risks.

- The organization monitors whether its external service provider and system developer complies with the requirements.

- The organization monitors access to its system by its external service provider and system developer in order to detect any unauthorized access
by these external businesses that results from an action or failure to act.

- The organization reports the results of the monitoring of activities by its external service provider and system developer to the appropriate
system

CPS.CM-6

As part of the configuration management of
devices, constantly manage software configuration
information, status of network connections (e.g.,
presence/absence of connections and access
destination), and information
transmission/reception status between other
“organization”, people, components, and systems.

Advanced

- It is desirable that the organization should update the list of information about its assets and configurations when it installs or deletes new assets

or when it updates its system

- The information system ensures that each external communications service is provided via a controlled interface (e.g., a gateway, router, and

firewall).

- The organization establishes a communications control policy for each controlled interface (e.g., a gateway, router, and firewall).

- The system on a controlled interface rejects network communication by default and permits it as an exception.

- The information system and the industrial control system terminate the network connection after a session ends, or when a session remains

inactive for a certain length of time.

- The organization monitors communication on controlled interfaces in order to detect any communication to unapproved items or systems, or
that conveys an inappropriate content.

CPS.DP-4

Continuously improve the process of detecting
security events.

Advanced

- The organization prepares and manages a procedure for regularly reporting the state of organizational and system security to its appropriate
staff members (e.g., management). It is desirable that the organization should define the reporting as an occasion for becoming aware of the
Iatest threats or threats to remaining risks so that the organization acts to enhance its security.
- For example, if alerts such as those shown below are issued and there is a sign of increasing security risks, raise the level of the system’s
monitoring activities based on information from reliable sources. * The list below is an excerpt from “Six Ws on cybersecurity information
sharing for enhancing SOC/CSIRT Version 1.0 (ISOG-J, 2018).
* Characteristics of the attack
> Form of the attack; contents of relevant communications
> Core attack code
« Traces of the attack
> Contents of the damaged communications
> Logs that remain in the server or the hands of clients
> Other characteristics that remain in the server or the hands of clients

+ Detected names in the security products

D-2-24



Appendix D.2 - Mapping NIST SP 800-171 to CPSF

NIST SP 800-171

NIST SP 800-53 Relevant Security Controls
referred from NIST SP 800-171

Cyber/Physical Security Framework

FAMILY

Security Requirements

Security Controls

Measure
Requirement ID|

Measure Requirement

Example of Security Measures

3.14.7

systems.

Identify unauthorized use of organizational

+SI-4 System Monitoring

CPS.DS-9

Properly control outbound communications that
send information to be protected to prevent
improper data breach.

The industrial control system shuts down, isolates the malicious code or notifies the administrator when detecting such code through IDS/IPS.
- The organization/system analyzes the regular patterns of its systems’ communication status and security alerts to create and use a profile that.

and security alerts, thereby enabling the detection of unknown threats and suspicious behavior

(communication).
- The i ion system prevents fraudulent and

typical patterns of

transfer of i via common system resources.

Advanced

~The information system blocks or isolates any malicious code for it detected through an IDS/IPS, or notifies the administrator of the code.
- The organization collects information including newly released attacking trends, malware behaviors, and malicious IP addresses/domains
(external intelligence). When necessary, the organization excutes responces to restrict communications to highly dangerous IP addresses or
domains or so.

CPS.AE-1

Establish and implement the procedure to identify
and manage the baseline of network operations and
expected information flows between people, goods,
and systems.

H-Advanced

The organization uses a ism for
devices in order to monitor the most recent status at all times.

- The information system forces the application of users’ access rights approved (by the administrator) in order to control data flows within a
system (and between interconnected systems).

- The organization physically or logically separates a network of industrial control systems with high importance from a network of industrial
control systems with lower importance.

- The organization/system analyzes the regular patterns of its systems’ communication status and security alerts to create and use a profile that.

collecting about network configurations and the software configurations of

and security alerts, thereby enabling the detection of unknown threats and suspicious behavior

typical patterns of

CPS.AE-2

Appoint a chief security officer, establish a security
management team (SOC/CSIRT), and prepare a
system within the organization to detect, analyze,
and respond to security events.

Advanced

- The organization refers to risk
correlation analysis.

- The organization regularly reviews audit logs collected through monitoring.
- The organization continues to collect and manage information about assets, device configurations, and network configurations in order to
evaluate its security status.

- The organization examines the results of correlation analysis and other data to accurately detect security events that must be addressed and take
action in accordance with the security operation process. See CPS.RP-1 for details of the process.

results and, the following angles, establishes what to monitor and what to include in

- The scope of systems to monitor
- Which device logs should be collected for analysis (see CPS.AE-3)

- The organization regularly reports the state of organizational and system security to the chief security officer or other appropriate staff members.|
Itis desirable that the regular report should include the following shown below:

- Results of log analysis (e.g., the number of incidents handled; summaries of typical incidents that have been handled; threats that have
emerged; issues in monitoring);

- Policy for future i in monitorin

CPS.CM-5

Monitor communication with external service
providers so that potential security events can be
detected properly.

Advanced

“The organizati its security for the staff from its external service provider and system developer, and includes the
requirements in the agreement.

- The organization requires its external service provider and system developer to contact it when any of its staff members who have authorizations
for its system are transferred or when their employment terminates.

- Itis desirable that the organization should manage changes to services offered by its external service provider, taking account of relevant

about operations, the of its business systems and processes, and re-assessed risks.

- The organization monitors whether its external service provider and system developer complies with the requirements.

- The organization monitors access to its system by its external service provider and system developer in order to detect any unauthorized access
by these external businesses that results from an action or failure to act.

- The organization reports the results of the monitoring of activities by its external service provider and system developer to the appropriate
system

CPS.CM-6

As part of the configuration management of
devices, constantly manage software configuration
information, status of network connections (e.g.,
presence/absence of connections and access
destination), and information
transmission/reception status between other
“organization”, people, components, and systems.

Advanced

- It is desirable that the organization should update the list of information about its assets and configurations when it installs or deletes new assets

or when it updates its system

- The information system ensures that each external communications service is provided via a controlled interface (e.g., a gateway, router, and

firewall).

- The organization establishes a communications control policy for each controlled interface (e.g., a gateway, router, and firewall).

- The system on a controlled interface rejects network communication by default and permits it as an exception.

- The information system and the industrial control system terminate the network connection after a session ends, or when a session remains

inactive for a certain length of time.

- The organization monitors communication on controlled interfaces in order to detect any communication to unapproved items or systems, or
that conveys an inappropriate content.

CPS.DP-4

Continuously improve the process of detecting
security events.

Advanced

- The organization prepares and manages a procedure for regularly reporting the state of organizational and system security to its appropriate
staff members (e.g., management). It is desirable that the organization should define the reporting as an occasion for becoming aware of the
Iatest threats or threats to remaining risks so that the organization acts to enhance its security.
- For example, if alerts such as those shown below are issued and there is a sign of increasing security risks, raise the level of the system’s
monitoring activities based on information from reliable sources. * The list below is an excerpt from “Six Ws on cybersecurity information
sharing for enhancing SOC/CSIRT Version 1.0 (ISOG-J, 2018).
* Characteristics of the attack
> Form of the attack; contents of relevant communications
> Core attack code
« Traces of the attack
> Contents of the damaged communications
> Logs that remain in the server or the hands of clients
> Other characteristics that remain in the server or the hands of clients

+ Detected names in the security products

D-2-25
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A.5
Information security
policies

A.5.1
Management direction
for information security

A.5.1.1
Policies for information
security

management, published and

A set of policies for information security
shall be defined, approved by

Define policies and standard measures regarding
security that are consistent with the high-priority
business and operations of the organization, and

- The organization defines its missions and business processes and gives priorities to actions, in consideration of risks to its business, its

resources in business.

communicated to employees and relevant CPS.BE-2 N N Advanced [assets, persons, other organizations, etc.
external parties share them with parties relevant to the et s e e s e r e i s e e i secamty peles,
P . organization’s business (including suppliers and
third-party providers).
- The organization formulates a series of lower level security policies, such as the policies and implementation procedures of the
following individual topics, to support policies at a higher level.
a) Access control and authentication
b) Physical security measures
¢) System development and maintenance
d) Management of external contractors
) . e) Classification and handling of information
Develop security policies, define roles and Advanced |- The organization formulates a series of security policies by fully considering the organization’s a) business strategies, b) related rules,
CPS.GV-1 responsibilities for security across the organization laws, regulations, and contracts, and c) environments under threats to security to sufficiently reflect the actual situation of the
. and other relevant parties, and clarify the organization.
information-sharing method among stakeholders. - The organization reviews and updates a security plan according to changes in its a) business strategies, b) related rules, laws,
regulations, and contracts, and c) environments under threats to security.
[Reference] To formulate a policy at a more detailed level, refer to related standards such as ISO/IEC 27002 for identification of fields
which require the policy, and refer to more detailed guidelines.
- The organization formulates a basic security policy at the highest level of its series of security policies, obtains an approval of the
Basic management, and operates it appropriately.
- The organization reviews and updates the security policy periodically (e.g., once a year).
A.5.1.2 The policies for information security shall - On the basis of the results of the hazard analysis performed in CPS.RA-4, mainly for the industrial control system, the organization
Review of the policies |be reviewed at planned intervals or if appropriately treats the source of a risk which may lead to a critical hazard as necessary.
. ) ; B . H-Advanced
for information security [significant changes occur to ensure their vance . . . " . .
- tability, ad d Security in safety control has been particularly discussed in recent years in terms of international
continuing suitability, adequacy ant On the basis of th Its of the risk standardization, and IEC TR 63074, IEC TR 63069, etc., are available for reference.
effectiveness. - On the basis of the results of the ris|
assessment, clearly define the details of measures - The organization securely stores the documented information on security risk management processes.
k o ! bl ity risk 4 d 5 - When the organization selects a measure according to the risk assessment results, it is desirable that the organization documents the
O PRGNS [FEEE1EE a8 (MELS, Elie) CEEiE measure to be taken and the reason why the measure is adopted.
the organized outcome from the scope and - When applying the measure, the organization formulates a security risk management plan and obtains an approval from the risk
CPS.RA-6 priorities of the measures. owner.
. - React accordingly to the security risks and the Advanced | The organization reviews the security risk handling plan and checks that the applicable plan conforms to the priority order of the
associated safety risks identified as a result of the e
assessment conducted at the planning and design - The organization informs applicable external business operators regarding security measures necessary for a new system including an
) B N 10T device which are extracted in CPS.RA-4 as required specifications.
h £ an ToT d - " device which d in CPS.RA-4 ired specifi
- The organization verifies whether the security measures defined in the required specifications and contracts are implemented at the
phase of an IoT device and systems incorporating he organizati fles whether th Tty defined in the required specif " mpl datth
IoT devices. time of deployment of the systems including an loT device via User Acceptance Test (UAT). If there is anything unclear, confirm with the
external business operator.
- The organization considers the risk assessment results and selects handling measures to identified risks.
Basic - The organization formulates a security risk treatment implementation plan.
- The organization obtain an approval from the risk owner for acceptance of the security risk.
A6 A.6.1 A6.1.1 All information security responsibilities - The system makes a list of external information services in use and manages the users, devices as well as serviced in use in real time.
Organization of Internal organization Information security shall be defined and allocated. - The system uses a mechanism to give notice to the system administrator when an unpermitted external information system service is
information security roles and ()| el R . . . 5
hilit - The organization identifies functions, ports, protocols, and other services which are necessary for using services offered by external
responsibilities providers.
- The organization sets conditions for allowing other organizations which own or operate external information systems to do the
Create and manage appropriately a list of external eloalg X . o .
N ) - jvance a. Accessing an information system in the organization from an external information system
CPS.AM-5 information systems where the organization’s Ad d A format ) th tion f ternal informat t
§ % 9 b. Processing, saving, or transmitting information under the control of the organization using an external information system
assets are shared. _ The organization restricts a use of storage in an external system the owns to an authorized one.
- The organization makes a list of external information system services in use and defines roles and responsibilities as users in each
service.
Basi
35I| [Reference] Appendix A "Concret examples of contract provisions and commentaries" of “Guidebook for using Cloud Security
Guideline” (METI, 2013) could be referred to regarding the points to consider when stipulating in the contract the roles and
i of users especially in terms of usage of cloud service.
. o - The organization considers business requirements and legal requirements which share or restrict data when classifying resources of
Classify and prioritize resources (e.g., People, Advanced the information system and industrial control system (data, components processing data, system, etc).
Components, Data, and System) by function, - The person foran assetisr for the of the data.
CPS.AM-6 |importance, and business value, and communicate - The organization includes rules and review standards after time passes in a resource system.
to the organizations and people relevant to those - The organization sets priorities on identified information assets according to importance to the organization.
Basic |- When related laws or regulations require us to follow a certain classification for resources of the organization (e.g., system and data),

apply an appropriate classification to the asset.




Appendix D.3 - Mapping ISO/IEC 27001 to CPSF

ISO/IEC 27001:2013 Annex A

Cy

ber/Physical Security Framework

Security Controls ID

Controls

Measure
Requirement ID

Measure Requirement

of Security M

Advanced

[ In preparation for damages caused by security incidents, the organization considers risk transfer by using cyber insurance, etc., in

addition to i security measures by business partners.
- In a contract with a contractor or an outsourcer, the organization specifies the scope of the responsibilities of the organization and
Define roles and responsibilities for cyber security that of the business partner (state the disclaimer and an upper limit on agreed compensation for damages) in case of a damage caused
CPS.AM-7 . N by a security incident in the business.
across the organization and other relevant parties. Basic  |-Toincrease the effectiveness of the requirements related to security which a business partner requires or is required to satisfy in a
contract, it is desirable that the organization makes an ag in meeting the requirements, i i and details of
actions, paying expenses, and using an alternative when they cannot be satisfied at the time of the contract or in the early stage of the
contract.
] o - The organization determines the log information that would help detect security events and thus should be collected based on its
Clarify the role and responsibility of the relating to risk end) e,
CPS.DP-1 organization as well as service providers in Basic - The organization ascertains that its business partner (service provider) has an audit log that records activity of service users, exception
. detecting security events so that they can fulfill handling, and security events that the provider has acquired.
I DT . - The organization ascertains that the audit log acquired by its service provider records activity of service users, exception handling, and
security events, and is protected in a proper way.
A.6.1.2 Conflicting duties and areas of - The organization specifies administrators who use the security functions (e.g., access authority setting) and regulates privileged
Segregation of duties  [responsibility shall be segregated to B e
reduce opportunities for unauthorized or - The information system adopts a system monitoring mechanism to check the use of privileged functions.
intentional modificati ; fth - The information system prohibits non-privileged users from executing privileged functions on the system by invalidating, avoiding, and
unintentional modification or misuse of the H-Advanced [changing security measures that are changed and implemented by non-privileged users.
organization’s assets. | The organization can minimize the number of users who can use the system i ‘s authority in an emergency to minimize the
Segregate duties and areas of responsibility IR CEat] Ly im CIeily) (et - .
CPS.AC-5 y ( t functi f - The organization can prevent even system administrators from stopping critical services and protected processes through the server
: IR (24 SN TP WA il to minimize the damage caused by security incidents.
system administrator functions) B e o e e oot o e e e e dihe e e Eor o Erete b oo st o NS
(e.g., user / system administrator).
- The organization adopts a general rule on the minimum authority of specific duties.
Advanced | - Segregate authority of general user from that of administrator.
(Require users to use the system with a non-privileged account when using a non-security function.)
- Minimize authority for duties not in charge.
- The organization separates and stipulates duties that are assigned by the person in charge.
A6.13 ~ |Appropriate contacts with relevant Formulate internal rules considering domestic and . Within the organization's business activities, clearly [dentify al related laws, et GEEEE; e
Contact with authorities |authorities shall be maintained. foreign laws, including the Act on the Protection of of security as well as the organization'’s effort to fulfill these requirements, document them, and maintain those documents at their
Personal Information and Unfair Competition 'ET':S" tion defines and d  detaied . S setaisof o satity the reaui
N - - |- The organization defines and documents detailed management measures and details of o satisfy the requirements.
- B:
CPS.GV-2  |Prevention Act, as well as industry guidelines, and 351 | The controller identifies all laws and regulations which are applied to each organization to satisfy requirements related to the type of
review and revise the rules on a continuing and e —
timely basis in accordance with any changes in - When the organization operates businesses in other countries, the controller considers to comply with the laws and regulations in all
relevant laws, regulations, and industry guidelines. related countries.
A.6.1.4 Appropriate contacts with special interest - The organization establishes a security measure organization managing comprehensively the systems including industrial control
Contact with special groups or other specialist security forums ' systems, loT systems, etc., and takes security measures integrally within the organization.
interest groups and professional associations shall be The security management team (SOC/CSIRT) - The person in charge of security updates knowledge about security in both an information system and industrial control system to the
maintained collects information, including vulnerability and H-Advanced |latest by attending workshops and meetings related to security and by maintaining an appropriate communication structure with
threats from internal and external sources security professional associations/institutions.
CPS.RA-2  |(through internal tests, security information - Mainly analyze the products/services that the company offers to check if any new vulnerability is contained, and if detected, submit
AT b b related information to IPA.
gecurlw researchers, Et_c')r analyzes the ~The organization, with a chief security officer at the center, a security team mainly for i systems,
information, and establishes a process to and 10T systems with high business importance, and prepares a structure for handling security measures within the organization.
implement and use measures. Advanced |- The organization collects information on vulnerabilities, threats, etc., from including the Infor
Promotion Agency (IPA), JPCERT/CC, industry ISAC, and business partners (device vendors and software vendors), and determines the
necessity of actions by comparing to the 's asset list.
Identify and document the assumed security - The organization updates security knowledge to the latest by attending workshops and meetings related to security and by
L N o intaining an appropriate ication structure with security professional associations/institutions.
- H-Advanced
CPS.RA-3 |incidents, those impacts on the oraganization's VNS | As necessary, the organization utilizes services provided by experts, obtains information that only some experts can know, and uses
assets, and the causes of those. them to identify threats.
- The organization works with IPA, JPCERT/CC, the industry’s ISAC, and a security vendor to collect information, thereby interlinking and
CPS.AE-4 Identify the impact of security events, including Advanced sharing information about threats and vulnerability to obtain a whole picture of the security event.
. the impact on other relevant organizations. - The organization requests an external security vendor to analyze the functions of the malware, or program, or script placed by an
attacker if any is found in a security event that has occurred.
Understand the impact of the security incident on
the whole society including the organization and - The organization works with IPA, JPCERT/CC, the industry’s ISAC, and a security vendor to collect information, thereby interlinking and
N sharing information about threats and vulnerability to obtain a whole picture of the security incident.
5 Advanced
CPS.AN-1  [relevant parties S"_'Ch as partners based 0 (o | A=) | e e e e e S T A e D G T T o (el G e B By
account of the incident and the probable intent of attacker if any is found in a security incident that has occurred.
the attacker.
A.6.1.5 Information security shall be addressed in - The organization explicitly presents the following requirements when procuring the system;
Information security in |project management, regardless of the = eIl (81 S iy G,
project management type of the project. B Requ‘\rements for secur!ty strength;
HoAdvanced | - Reauirements for security warranty;
-Adv: )
Introduce the system development life cycle to - Requirements for security-related documents;
CPS.IP-3 N A S - Requirements for protection of security-related documents;
9 24 . - Description on the development environment of the system and the environment which the system is planned to operate under;
- Acceptance criteria
~The organization manages the system in accordance with the system development lifecycle, which includes items of consideration
Advanced  |regarding information security, and undergoes an information security risk management process throughout the entire system

lifecycle.
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A.6.2
Mobile devices and
teleworking

A.6.2.1
Mobile device policy

A policy and supporting security measures
shall be adopted to manage the risks
introduced by using mobile devices.

CPS.AM-1

H-Advanced

-The organization identifies assets constituting its information systems and industrial control systems (hardware, including IoT devices;
software; and information) uniquely, assigns a responsible person to each asset. And the organization maintains/manages lists
periodically, or at the request of the operator including configuration information of assets (e.g., names, version information, license
information, and location) while recognizing situations in real time.

- The information system regularly audits whether the actual configuration grasped conforms to the baseline configuration defined by
the organization, and responds appropriately. (Example: blocking unplanned connections except those permitted by the organization as
an exception)

The information system and industrial control system i
to unauthorized assets.

which

and operate a detects and responses

Document and manage appropriately the list of
hardware and software, and management
information (e.g. name of asset, version, network
address, name of asset manager, license
information) of components in the system.

Advanced

- Mai ge lists including c information of assets (e.g., names, version information, license information, and
location) by reviewing and updating them periodically.

- The organization makes a lst of removable media (e.g., USB memory sticks) that can be used on system components (information
system or industrial control system), and manages the use of them.

- The organization uses only removable media (e.g. USB memory) permitted in the organization. Also, if there is no identifiable
ownwer of portable storage devices, the organization prohibits the use of such devices.

- The organization controles access to the media that contain highly confidential data, and properly grasps and manages the usage of
the media taken outside of the controlled areas.

Basic

“The organization identifies assets constituting its information system and industrial control system (hardware, software and
information), assigns a responsible person to each asset, and documents a list of them.

- Itis desirable to list all the assets held, but if the target is huge, consider narrowing down the target assets through integration
(grouping) of the analysis target and exclusion from the analysis target.

- The organization sets priorities to the identified assets based on the importance of them in its business operation.

CPS.AM-5

Create and manage appropriately a list of external

H-Advanced

- The system makes a list of external information services in use and manages the users, devices as well as serviced in use in real time.
- The system uses a mechanism to give notice to the system administrator when an unpermitted external information system service is
detected.

- The organization identifies functions, ports, protocols, and other services which are necessary for using services offered by external
providers.

information systems where the organization’s
assets are shared.

Advanced

~The organization sets conditions for allowing other organizations which own or operate external information systems to do the
following:

a. Accessing an information system in the organization from an external information system

b. Processing, saving, or transmitting information under the control of the organization using an external
- The organization restricts a use of storage in an external system the organization owns to an authorized one.

nation system

CPS.AC-3

Properly authorize wireless connection destinations
(including users, IoT devices, and servers).

Advanced

- The organization regulates the mobile devices used in the organization and establishes setting requirements, connection
requirements, and implementation guidelines for mobile devices.
- The organization rules of approval for mobile devices used in the organization to its system.

CPS.IP-2

H-Advanced

- The organization restricts software by using a list of software that is permitted to be executed on the information system and
industrial control system (whitelist) or list of prohibited software (blacklist). Or, unpermitted software shall not be installed.

Restrict the software to be added after installing in
the IoT devices and servers.

Advanced

The organization adopts and manages a mechanism that manages software installation that is performed by users on the organization’
s system (information system or industrial control system) and monitors the events.

Basic

“The organization establishes a policy on software installation performed by users on the organization’s system (information system or
industrial control system) and has the users follow it.

CPS.CM-2

Perform setting, recording, and monitoring of
proper physical access, considering the importance

Advanced

~The organization reviews the relevant audit log regularly or when an incident or a sign of an incident appears if a physical access log
from access control is available while 24-h monitoring is not conducted through security cameras or by any other means.

- A person in charge accompanies a visitor into the area where the organization’s assets that must be protected are directly accessible
(e.g., an office) in order to monitor the visitor’s behavior.

- The organization monitors through security cameras or by other means physical access to its facilities that are vital for its operations
and house loT devices and servers, thereby enabling early detection of any physical security incidents and immediate action.

- If the above physical security measures may be difficult to implement for items such as loT devices and servers that may be critical to
the organization’s operation because they are in a remote location or for any other reasons, consider using tamper-resistant equi
(CPS.Ds-6) or taking any other appropriate measures to enhance the physical security properties of the equipment itself.

of IoT devices and servers.

Basic

- If the organization is unable to control access to, or provide video surveillance service for, the areas that should allow only limited
physical access because of issues of costs and other reasons, it takes alternative manual measures, such as that its employee in charge
accompany a visitor on the premises.

- The organization implements physical security measures to control access to designated areas in the facility that do not be allowed for
the general public to access.

- The organization verifies the access authority of the personnel before permitting the physical access and collects and manages the
records of entry and exit.

CPS.CM-3

- Use IoT devices that can detect abnormal
behaviors and suspend operations by comparing
the instructed behaviors and actual ones.

- Validate whether information provided from
cyberspace contains malicious code, and is within
the permissible range before any action based on
the data.

Advanced

- The information system blocks or isolates any malicious code for it detected through an IDS/IPS, or notifies the administrator of the
code.

- The information system detects exploit codes by installing on endpoints (IoT devices, servers, and so on) detection/restoration
software using technologies of pattern matching of malware.

- The organization considers i ing whitelist-type malware protection for loT devices with limited functions.

* Especially regarding loT devices and control devices, OS to which anti-malware software can be applied may not be used. It is
desirable for the organization to confirm whether devices to be introduced are compatible with anti-malware software at the phase of
procurement and to select compatible ones. If it i difficult to procure devices compatible with anti-malware software, it is desirable to
take alternative measures such as introducing/strengthening a malware detection mechanism on a network.
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A.6.2.2 A policy and supporting security measures - The organization regulates the mobile devices used in the organization and setting requirements,
Teleworking shall be implemented to protect Advanced |requirements, and implementation guidelines for mobile devices.
information accessed, processed or stored ) ) , o : The organization rules of approval for connecting mobile devices used in the organization to ts system.
} 3 Properly authorize wireless connection destinations - The organi; n usage configuration r and guidelines for each type of approved
at teleworking sites. CPS.AC-3 . . N
(including users, IoT devices, and servers). remote access.
Basic |- The organization in principle prohibits unauthorized wireless connections.
- The organization establishes rules of approval for remote access to an information system and an industrial control system.
- The organization authorizes wireless access to its system in advance of the approval.
- The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially
regarding login to a system that handles highly confidential data.
* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not
degrade system performance.
H-Advanced . X . ) o P . . .
. X 5 - The information system and industrial control system lay down conditions that require disconnection of the session for its system and
Authenticate and authorize logical accesses to a function that terminates a user’s session when it falls under these conditions.
system components by IoT devices and users
CPS.AC-9 according to the transaction risks (personal [Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3.
security, privacy risks, and other organizational - The organization checks the user’s identity and authenticates using a mechanism that has sufficient strength for the risk of the
risks). transaction (security-related risks for the user, privacy risks, etc.).
- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks,
Advanced |etc.) when a user logs into the system.
- The information system and the industrial control system make the feedback on the authentication information invisible in its system
during the authentication process.
- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.
-Advanced || The organization protects th networks composing the information system and industrial control system that handles important data
by encrytion of communication channels or by alternative physical measures.
Encrypt the communication channel when - The information system employs an and encrypt paths.
CPS.DS-3 communicating between IoT devices and servers
or in cyberspace. Advanced For ion of paths, there are several methods such as IP-VPN, Ipsec-VPN, SSL VPN. It is desirable that
the organization ey e v considering the importance of the data transmitted in the communication paths, the budget,
and so on.
- The information system blocks or isolates any malicious code for it detected through an IDS/IPS, or notifies the administrator of the
- Use IoT devices that can detect abnormal code.
behaviors and suspend operations by comparing - The information system detects exploit codes by installing on endpoints (IoT devices, servers, and so on) detection/restoration
e [FeiEs) Eieviers e CEE] ORes, software using technologies of pattern ma!ch!\gfi malware.
CPS.CM-3 |- Validate whether information provided from Advanced |” The organization considersi pe malware protection for loT devices with limited functions.
cyberspace contains malicious code, and is within * Especially regarding IoT devices and control devices, OS to which anti-malware software can be applied may not be used. Itis
the permissible range before any action based on desirable for the organization to confirm whether devices to be introduced are compatible with anti-malware software at the phase of
the data. procurement and to select compatible ones. If it is difficult to procure devices compatible with anti-malware software, it is desirable to
take alternative measures such as introducing/strengthening a malware detection mechanism on a network.
A7 A.7.1 A7.1.1 Background verification checks on all Restrict communications by IoT devices and - The organization assigns identifiers to its loT devices and servers, as well as managing the identification by preventing re-use of
Human resource Prior to employment Screening candidates for employment shall be carried servers to those with entities (e.g. people, ) etz e el v e s afitr & Gl e el ) )
security out in accordance with relevant laws, CPS.AC-8 RS, S, CHR)) T G Basic -Before‘ccnnec!mgv!helr IvoT dgymes and servers to the ne:wor_k, the information system and the industrial control system prepare a
- X 4 h (&4% mechanism that uniquely identifies and authenticate these devices.
regulations and ethics and shall be proper procedures. - Communication using loT devices is denied as defautt. The protocol to be used is authorized as an exception.
proportional to the business requirements, “The organization makes changes to its staff members’ rights to access certain systems and/or rooms on the premises when they are
the classification of the information to be reshuffled or transferred internally.
accessed and the perceived risks. - To minimize impacts when a staff member leaves the organization, designate backup members regarding important duties as a
supplier including operation and maintenance.
Advanced |- The organization identifies conditions in which re-screening is required such as changes in access authority to their own systems, and
re-screen if necessary.
- The organization conducts an interview on information security when personnel leave.
- The organization ensures that responsibilities for security are met, particularly of personnel handling sensitive information,
Include items concerning security (e.g., deactivate throughout the whole process from hiring to retirement.
CPS.IP-9 access authorization and personnel screening) - The organization identifies the responsibility for security of personnel in the employment contract. The organization states that this
when roles change in due to personnel transfer. responsibility should be sustained for a reasonable period of time after the termination of employment, in order to prevent information
leakage after the termination of employment.
- The organization reviews a staff member before granting him or her access to its systems.
sasic | The organization conducts the following when a staff member resigns or retires:

- Disables the staff member’s access to its systems within a certain period;

- Disables the authentication and credentials related to the staff member;

- Collects all system-related things for security that the staff member has used;

- Retains access to the i ion about the organi andi systems that have been managed by the individual who is
leaving.
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A.7.1.2

employment

Terms and conditions of

The contractual agreements with
employees and contractors shall state their
and the organization’s responsibilities for
information security.

CPS.IP-9

access authorization and personnel screening)

Include items concerning security (e.g., deactivate

when roles change in due to personnel transfer.

Advanced

- The organization makes changes to its staff members’ rights to access certain systems and/or rooms on the premises when they are
reshuffled or transferred internally.

- To minimize impacts when a staff member leaves the organization, designate backup members regarding important duties as a
supplier including operation and maintenance.

- The organization identifies conditions in which re-screening is required such as changes in access authority to their own systems, and
re-screen if necessary.

- The organization conducts an interview on information security when personnel leave.

- The organization ensures that responsibilities for security are met, particularly of personnel handling sensitive information,
throughout the whole process from hiring to retirement.

Basic

- The organization identifies the responsibility for security of personnel in the employment contract. The organization states that this
responsibility should be sustained for a reasonable period of time after the termination of employment, in order to prevent information
leakage after the termination of employment.
- The organization reviews a staff member before granting him or her access to its systems.
- The organization conducts the following when a staff member resigns o retires:

- Disables the staff member's access to its systems within a certain period;

- Disables the authentication and credentials related to the staff member;

- Collects all system-related things for security that the staff member has used;

- Retains access to the information about the organization and information systems that have been managed by the individual who is
leaving.

A.7.2
During employment

A7.2.1
Management
responsibilities

Management shall require all employees
and contractors to apply information
security in accordance with the established
policies and procedures of the
organization.

CPS.AT-1

responsibilities to prevent and contain the
occurrence and severity of security incidents.

Provide appropriate training and education to all
individuals in the organization and manage the
record so that they can fulfill assigned roles and

H-Advanced

The organization provides security awareness trainings to all necessary personnel so that they will recognize and report signs of
internal fraud.

Advanced

- The organization regularly provides basic security awareness training to all members of staff. The organization can, for example,
educate the following matters in addition to the contents explaining general matters.

-Procedure to response when you receive a suspicious email

~Notes on using mobile devices (e.g. Notes on connecting to a public wireless LAN)

~Notes on using SNS

- The organization creates a program for each role (e.g., , purchasing personnel, system ;
personnel in charge of security measures) to train information security personnel and to improve their skills. The program is conducted
regularly on applicable personnel.

- The organization regularly reviews records of security education and training.

Basic

- The organization provides basic security awareness training to new staff, or when necessary due to changes made to the information
systems and the industrial control systems which the organization uses.

- The organization records and manages the contents and results of security education and training for member in the

CPS.IP-9

access authorization and personnel screening)

Include items concerning security (e.g., deactivate

when roles change in due to personnel transfer.

Advanced

- The organization makes changes to its staff members’ rights to access certain systems and/or rooms on the premises when they are
reshuffled or transferred internally.

- To minimize impacts when a staff member leaves the organization, designate backup members regarding important duties as a
supplier including operation and maintenance.

- The organization identifies conditions in which re-screening is required such as changes in access authority to their own systems, and
re-screen if necessary.

- The organization conducts an interview on information security when personnel leave.

- The organization ensures that responsibilities for security are met, particularly of personnel handling sensitive information,
throughout the whole process from hiring to retirement.

Basic

- The organization identifies the responsibility for security of personnel in the employment contract. The organization states that this
responsibility should be sustained for a reasonable period of time after the termination of employment, in order to prevent information
leakage after the termination of employment.

- The organization reviews a staff member before granting him or her access to its systems.

- The organization conducts the following when a staff member resigns or retires:

- Disables the staff member’s access to its systems within a certain period;

- Disables the authentication and credentials related to the staff member;

- Collects all system-related things for security that the staff member has used;

- Retains access to the i ion about the systems that have been managed by the individual who is
leaving.

and i

A.7.2.2

Information security
awareness, education
and training

All employees of the organization and,
where relevant, contractors shall receive
appropriate awareness education and
training and regular updates in
organizational policies and procedures, as
relevant for their job function.

CPS.AT-1

individuals in the organization and manage the

responsibilities to prevent and contain the
occurrence and severity of security incidents.

Provide appropriate training and education to all

record so that they can fulfill assigned roles and

H-Advanced

“The organization provides security awareness trainings to all necessary personnel o that they will recognize and report signs of
internal fraud.

Advanced

- The organization regularly provides basic security awareness training to all members of staff. The organization can, for example,
educate the following matters in addition to the contents explaining general matters.

-Procedure to response when you receive a suspicious email

~Notes on using mobile devices (e.g. Notes on connecting to a public wireless LAN)

~Notes on using SNS

- The organization creates a program for each role (e.g., sy , purchasing personnel, system admini 2
personnel in charge of security measures) to train information security personnel and to improve their skills. The program is conducted
regularly on applicable personnel.

- The organization regularly reviews records of security education and training.

Basic

“The organization provides basic security awareness training to new staff, or when necessary due to changes made to the information
systems and the industrial control systems which the organization uses.
- The organization records and manages the contents and results of security education and training for member in the

A.7.2.3
Disciplinary process

There shall be a formal and communicated
disciplinary process in place to take action
against employees who have committed
an information security breach.

CPS.IP-9

access authorization and personnel screening)

Include items concerning security (e.g., deactivate

when roles change in due to personnel transfer.

Advanced

- The organization makes changes to its staff members’ rights to access certain systems and/or rooms on the premises when they are
reshuffled or transferred internally.

- To minimize impacts when a staff member leaves the organization, designate backup members regarding important duties as a
supplier including operation and maintenance.

- The organization identifies conditions in which re-screening is required such as changes in access authority to their own systems, and
re-screen if necessary.

- The organization conducts an interview on information security when personnel leave.

- The organization ensures that responsibilities for security are met, particularly of personnel handling sensitive information,
throughout the whole process from hiring to retirement.
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A.7.3 A.7.3.1

Termination and change|Termination or change
of employment of employment
responsibilities

Information security responsibilities and
duties that remain valid after termination
or change of employment shall be defined,
communicated to the employee or

Include items concerning security (e.g., deactivate

~The organization makes changes to its staff members’ rights to access certain systems and/or rooms on the premises when they are
reshuffled or transferred internally.

- To minimize impacts when a staff member leaves the organization, designate backup members regarding important duties as a
supplier including operation and maintenance.

CPS.IP-9 access authorization and personnel screening) Advanced |- The organization identifies conditions in which re-screening is required such as changes in access authority to their own systems, and
contractor and enforced. when roles change in due to personnel transfer. re-screen if necessary.
- The organization conducts an interview on information security when personnel leave.
- The organization ensures that responsibilities for security are met, particularly of personnel handling sensitive information,
throughout the whole process from hiring to retirement.
A.8 A.8.1 A.8.1.1 Assets associated with information and The organization identifies assets constituting its information systems and industrial control systems (hardware, including IoT devices;
Asset management Responsibility for assets |Inventory of assets information processing facilities shall be software; and information) uniquely, assigns a responsible person to each asset. And the organization maintains/manages lists
identified and an inventory of these assets periodically, or at the request of the operator including configuration information of assets (e.g., names, version information, license
Lo information, and location) while recognizing situations in real time.
shall be drawn up and maintained. H-Advanced |- The information system regularly audits whether the actual configuration grasped conforms to the baseline configuration defined by
the organization, and responds appropriately. (Example: blocking unplanned connections except those permitted by the organization as
an exception)
-The information system and industrial control system i and operate a which detects and responses
. ) to unauthorized assets.
Document and manage appropriately the list of - Mai ge lists including ¢ information of assets (e.g., names, version information, license information, and
hardware and software, and management location) by reviewing and updating them periodically.
CPS.AM-1 information (e.g. name of asset, version, network - The organization makes a list of removable media (e.g., USB memory sticks) that can be used on system components (information
address, name of asset manager, license system or industrial control system), and manages the use of them.
information) of components in the system. Advanced |- The organization uses only removable media (e.g. USB memory) permitted in the organization. Also, if there is no identifiable
ownwer of portable storage devices, the organization prohibits the use of such devices.
- The organization controles access to the media that contain highly confidential data, and properly grasps and manages the usage of
the media taken outside of the controlled areas.
- The organization identifies assets constituting its information system and industrial control system (hardware, software and
information), assigns a responsible person to each asset, and documents a list of them.
Basic |- Itis desirable to list all the assets held, but if the target is huge, consider narrowing down the target assets through integration
(grouping) of the analysis target and exclusion from the analysis target.
- The organization sets priorities to the identified assets based on the importance of them in its business operation.
A.8.1.2 Ownership of  |Assets maintained in the inventory shall be -The organization identifies assets constituting its information systems and industrial control systems (hardware, including loT devices;
assets owned. software; and information) uniquely, assigns a responsible person to each asset. And the organization maintains/manages lists
periodically, or at the request of the operator including configuration information of assets (e.g., names, version information, license
information, and location) while recognizing situations in real time.

H-Advanced |- The information system regularly audits whether the actual configuration grasped conforms to the baseline configuration defined by
the organization, and responds appropriately. (Example: blocking unplanned connections except those permitted by the organization as
an exception)

-The information system and industrial control system i and operate a which detects and responses
) i to unauthorized assets.
Document and manage appropriately the list of E ge lists including c information of assets (e.g., names, version information, license information, and
hardware and software, and management location) by reviewing and updating them periodically.
CPS.AM-1 information (e.g. name of asset, version, network - The organization makes a list of removable media (e.g., USB memory sticks) that can be used on system components (information
address, name of asset manager, license system or industrial control system), and manages the use of them.
information) of components in the system. Advanced |- The organization uses only removable media (e.g. USB memory) permitted in the organization. Also, if there is no identifiable
ownwer of portable storage devices, the organization prohibits the use of such devices.
- The organization controles access to the media that contain highly confidential data, and properly grasps and manages the usage of
the media taken outside of the controlled areas.
- The organization identifies assets constituting its information system and industrial control system (hardware, software and
information), assigns a responsible person to each asset, and documents a list of them.
Basic |- Itis desirable to list all the assets held, but if the target is huge, consider narrowing down the target assets through integration
(grouping) of the analysis target and exclusion from the analysis target.
- The organization sets priorities to the identified assets based on the importance of them in its business operation.
A.8.1.3 Rules for the acceptable use of information -The organization identifies assets constituting its information systems and industrial control systems (hardware, including loT devices;
Acceptable use of assets|and of assets associated with information software; and information) uniquely, assigns a responsible person to each asset. And the organization maintains/manages lists
and information processing facilities shall periodically, or at the request of the operator including configuration information of assets (e.g., names, version information, license
. N information, and location) while recognizing situations in real time.
be identified, documented and H-Advanced |- The information system regularly audits whether the actual configuration grasped conforms to the baseline configuration defined by
implemented. the organization, and responds appropriately. (Example: blocking unplanned connections except those permitted by the organization as
Document and manage appropriately the list of an exception)
hardware and software, and management The information system and industrial control systemn i and operate a which detects and responses
CPS.AM-1  |information (e.g. name of asset, version, network o u"_aumor'md asse_'s‘_ = = = s — = =
- - ge lists including ¢ information of assets (e.g., names, version information, license information, and
address, name of asset manager, license location) by reviewing and updating them periodically.
information) of components in the system. - The organization makes a list of removable media (e.g., USB memory sticks) that can be used on system components (information
system or industrial control system), and manages the use of them.
Advanced |- The organization uses only removable media (e.g. USB memory) permitted in the organization. Also, if there is no identifiable

ownwer of portable storage devices, the organization prohibits the use of such devices.
- The organization controles access to the media that contain highly confidential data, and properly grasps and manages the usage of
the media taken outside of the controlled areas.
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A.8.1.4
Return of assets

All employees and external party users
shall return all of the organizational assets
in their possession upon termination of
their employment, contract or agreement.

~The organization makes changes to its staff members’ rights to access certain systems and/or rooms on the premises when they are
reshuffled or transferred internally.

- To minimize impacts when a staff member leaves the organization, designate backup members regarding important duties as a
supplier including operation and maintenance.

Advanced |- The organization identifies conditions in which re-screening is required such as changes in access authority to their own systems, and
re-screen if necessary.
- The organization conducts an interview on information security when personnel leave.
- The organization ensures that responsibilities for security are met, particularly of personnel handling sensitive information,
Include items concerning security (e.g., deactivate throughout the whole process from hiring to retirement.
CPS.IP-9 access authorization and personnel screening) - The organization identifies the responsibility for security of personnel in the employment contract. The organization states that this
when roles change in due to personnel transfer. responsibility should be sustained for a reasonable period of time after the termination of employment, in order to prevent information
leakage after the termination of employment.
- The organization reviews a staff member before granting him or her access to its systems.
sasic | The organization conducts the following when a staff member resigns or retires:
- Disables the staff member’s access to its systems within a certain period;
- Disables the authentication and credentials related to the staff member;
- Collects all system-related things for security that the staff member has used;
- Retains access to the information about the organization and information systems that have been managed by the individual who is
leaving.
A.8.2 A.8.2.1 Information shall be classified in terms of . o - The organization considers business requirements and legal requirements which share or restrict data when classifying resources of
Information Classification of legal requirements, value, criticality and Classify and prioritize resources (e.g.f, Peo.ple, Advanced _|the information system and industrial control system (data, components processing data, system, etc).
classification information sensitivity to unauthorised disclosure or ;omponents, CEiEY, a'nd SEE) 57 (EE, . FUiB person respor RIS feriin 3 Clitimeke, . )
iy ! CPS.AM-6  |importance, and business value, and communicate - The organization includes rules and review standards after time passes in a resource system.
modification. to the organizations and people relevant to those “The organization sets priorities on identified information assets according to importance to the organization.
e —— Basic |- When related laws or regulations require us to follow a certain classification for resources of the organization (e.g., system and data),
apply an appropriate to the asset.
Understand the level of data protection required by - The organization identifies and all legal r and contract requirements related to data protection for each
laws and arrangements regarding handling of data system and each organization and the organization’s activities to satisfy these requirements, and update them to the latest.
CPS.GV-3 shared only by relevant organizations, develop . - The organization classifies its data appropriately according to the classification of the identified rules.

. data classification methods based on each - The organization takes measures for systems, components, etc., handling the applicable data in accordance with the requirements of
requirement, and properly classify and protect data the identified rules. When the implementation of a measure is considered difficult, measures such as tokenization of an applicable data
et e e M aER in the organization may be considered. (e.g., tokenization of card information due to the Installment Sales Law)

A.8.2.2 An appropriate set of procedures for - The organization identifies software programs that are not allowed to be executed on a system.
Labelling of information |information labelling shall be developed RP— Mhanage a “black list” Tr "'white list" s:th;tthe:o:ua: pragrahms r;‘at a‘Huwed on the system cannot be executed.
X } . - The organization regularly review and update the black list or the white list.
;nd \mplgmenteq n agcordance with the - The system blocks the execution of these programs in accordance with the specified rules.
gmfotl;]matlon c_\as:lflcatlon scheme adopted Minimize funcions of IoT devices and servers by “The organization reviews the functions and services provided by its systems and items in order to identify the functions and services
e orasnEen physically and logically blocking unnecessary 'ﬁ?:if;::::ﬂ:‘::g network scanning tools, intrusion detection and prevention systems, and endpoint protection (e.g., a firewall,
CPS.PT-2  [network ports, USBs, and serial ports accessing Advanced |+ based intrusion detection system) in order to detect and prevent the use of banned functions, ports, protocols, and services.
directly the main bodies of IoT devices and servers e s e e s e s ar e s e i o me T e o et s fm ke
etc. to typical IoT devices and servers.
- The organization manages peripherals in use (e.g., USB flash drives) using a management ledger and keep them in a locked place.
sasic | The organization checks external storage devices connected to IoT devices or servers (e.g., USB flash drives) using antivirus software,
use USB flash drives that can be checked for viruses, or take any appropriate action.
- The organization plugs USB ports and serial ports out of use to physically block them.
A.8.2.3 Procedures for handling assets shall be - The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially
Handling of assets developed and implemented in accordance regarding login to a system that handles highly confidential data.
with the information classification scheme ;Whedn performing'au(hen(ica!ion using PKI in an industrial control system, ensure that the processing wait time that occurs does not
. legrade system performance.
adopted by the organization. . ) . HrAdvanced | - ihformation system and industrial control system lay down conditions that require disconnection of the session for its system and
Authenticate and authorize logical accesses to a function that terminates a user’s session when it falls under these conditions.
system components by IoT devices and users
CPS.AC-9 according to the transaction risks (personal [Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3.
security, privacy risks, and other organizational - The organization checks the user’s identity and authenticates using a mechanism that has sufficient strength for the risk of the
risks). transaction (security-related risks for the user, privacy risks, etc.).
- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks,
Advanced [etc.) when a user logs into the system.

- The information system and the industrial control system make the feedback on the authentication information invisible in its system
during the authentication process.

- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.
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CPS.DS-2

H-Advanced

~The organization selects products that have been authenticated based on Cryptographic Module Validation Program (CMVP) in order
o suitably implement selected algorithms to software and hardware, and to protect keys, identification codes, and entity
authentication information that is used to decrypt encrypted information or to grant electronic signatures.

- The organization protects are encrypts data to the appropriate strength when that data is taken outside of the organization.

- The organization uses IoT devices that can encrypt and store data in internal memory.

Encrypt information with an appropriate level of
security strength, and store them.

Advanced

- The organization examines safety and trustworthiness that are necessary, selects an algorithm, encrypts information (data) to the
appropriate strength, and stores the information. If an algorithm on the CRYPTREC Ciphers List can be selected, the organization uses it
to encrypt information (data) to the appropriate strength and stores the information.

- The organization considers the level of security and trustworthiness required for the information, chooses an algorithm, and encrypts
and stores high importance information handled by industrial control systems with appropriate strength without causing unacceptable
impact on performance.

[Reference]

Regarding encryption technologles whose security and implementation performance are confirmed, *Cryptography Research and
Evaluation Committees (CRYPTREC) " releases to the public the list of such for use that are

used in the market or are considered to spread in the future. It is desirable that the orgamxaucn should refer to the list as needed when
procuring systems that should implement encryption functions.

Basic

- The organization examines safety and trustworthiness that are necessary, selects an algorithm, encrypts important information (data)
handled by information systems to the appropriate strength, and stores the information.

CPS.IP-6

When disposing of an IoT device and server, delete|
the stored data and the ID (identifier) uniquely
identifying the genuine IoT devices and servers as
well as important information (e.g., private key
and digital certificate), or make them unreadable.

H-Advanced

- The organization defines classifications including security categories of data saved in an 10T device or server to be scrapped, and
introduces a mechanism for using the proper technique for deleting data with the strength and integrity needed or making the data
unreadable according to the definition.

A.8.3
Media handling

A.8.3.1
Management of
removable media

Procedures shall be implemented for the
management of removable media in
accordance with the classification scheme
adopted by the organization.

CPS.AM-1

Document and manage appropriately the list of
hardware and software, and management

H-Advanced

-The organization identifies assets constituting its information systems and industrial control systems (hardware, including IoT devices;
software; and information) uniquely, assigns a responsible person to each asset. And the organization maintains/manages lists
periodically, or at the request of the operator including configuration information of assets (e.g., names, version information, license
information, and location) while recognizing situations in real time.

- The information system regularly audits whether the actual configuration grasped conforms to the baseline configuration defined by
the organization, and responds appropriately. (Example: blocking unplanned connections except those permitted by the organization as
an exception)

The information system and industrial control system i
to unauthorized assets.

and operate a which detects and responses

information (e.g. name of asset, version, network
address, name of asset manager, license
information) of components in the system.

Advanced

F ge lists including c information of assets (€.g., names, version information, license information, and
location) by reviewing and updating them periodically.

- The organization makes a lst of removable media (e.g., USB memory sticks) that can be used on system components (information
system or industrial control system), and manages the use of them.

- The organization uses only removable media (e.g. USB memory) permitted in the organization. Also, if there is no identifiable
ownwer of portable storage devices, the organization prohibits the use of such devices.

- The organization controles access to the media that contain highly confidential data, and properly grasps and manages the usage of
the media taken outside of the controlled areas.

CPS.IP-6

When disposing of an IoT device and server, delete,

H-Advanced

“The organization defines classifications including security categories of data saved in an loT device or server to be scrapped, and
introduces a mechanism for using the proper technique for deleting data with the strength and integrity needed or making the data
unreadable according to the definition.

the stored data and the ID (identifier) uniquely
identifying the genuine IoT devices and servers as
well as important information (e.g., private key

Advanced

- The organization establishes a procedure for scrapping its equipment including IoT devices and servers, deletes data saved in the
equipment or makes the data unreadable in accordance with the procedure, and makes sure that the action has been done
successfully.

and digital certificate), or make them unreadable.

Basic

- The organization deletes data that has been saved in its 10T devices or servers to be scrapped, or makes the data unreadable.

CPS.PT-2

H-Advanced

- The organization identifies software programs that are not allowed to be executed on a system.
- Manage a “black list” or "white list" so that the software programs not allowed on the system cannot be executed.
- The organization regularly review and update the black list or the white list.

- The system blocks the execution of these programs in accordance with the specified rules.

Minimize funcions of IoT devices and servers by
physically and logically blocking unnecessary
network ports, USBs, and serial ports accessing
directly the main bodies of IoT devices and servers
etc.

Advanced

“The organization reviews the functions and services provided by its systems and items in order to identify the functions and services
that could be deleted.

- The organization uses network scanning tools, intrusion detection and prevention systems, and endpoint protection (e.g., a firewall,
host-based intrusion detection system) in order to detect and prevent the use of banned functions, ports, protocols, and services.

- The organization minimizes the functions and services of devices connected to the network such as multifunction printers in additional
to typical IoT devices and servers.

Basic

- The organization manages peripherals in use (e.g., USB flash drives) using a management ledger and keep them in a locked place.

- The organization checks external storage devices connected to loT devices or servers (e.g., USB flash drives) using antivirus software,
use USB flash drives that can be checked for viruses, or take any appropriate action.

- The organization plugs USB ports and serial ports out of use to physically block them.

A.8.3.2
Disposal of media

Procedures shall be implemented for the
management of removable media in
accordance with the classification scheme
adopted by the organization.

CPS.IP-6

When disposing of an IoT device and server, delete|

H-Advanced

- The organization defines classifications including security categories of data saved in an loT device or server to be scrapped, and
introduces a mechanism for using the proper technique for deleting data with the strength and integrity needed or making the data
unreadable according to the definition.

the stored data and the ID (identifier) uniquely
identifying the genuine IoT devices and servers as
well as important information (e.g., private key
and digital certificate), or make them unreadable.

Advanced

- The organization establishes a procedure for scrapping its equipment including IoT devices and servers, deletes data saved in the
equipment or makes the data unreadable in accordance with the procedure, and makes sure that the action has been done
successfully.

Basic

- The organization deletes data that has been saved in its IoT devices or servers to be scrapped, or makes the data unreadable.
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A.8.3.3
Physical media transfer

transportation.

Media containing information shall be
protected against unauthorized access,
misuse or corruption during

CPS.SC-4

- The organization or a third party tests the procured devices to see whether the security requirements stipulated in the contract are
fulfilled.

H-Advanced |- The organization checks the entire relevant supply chain (including reconsigned organizations) as to whether the devices
especially important for their operation are manufactured under appropriate procedures by organizations that have quality and

security management ability above a certain level.

When signing contracts with external parties,
check if the products and services provided by the
other relevant organizations properly comply with
the security requirements defined by the
organization while considering the objectives of
such contracts and results of risk management.

Advanced

- The organization specifies in the contract the security requirements that the products and services procured from the partner should
comply with, such as the following.

- Specific certifications related to security (e.g., ISMS certification. ISASecure EDSA certification, Japan Information Technology
Security Evaluation and Certification Scheme (JISEC) have been gained.

- The vendor itself confirms that it has implemented the security measures in accordance with the standards of specific certifications
related to security

- It has implemented the necessary security requirements from the design phase (security by design) based on the results of risk
analysis, etc., and test them.

- Itis desirable that the organization should, at the phase of planning procurement, secure a budget for security requirements regarding
products o services themselves, or protection of assets used for procurement and supply of such products or services.

- The organization formulates, manages and improves security measurement rules to evaluate procurement or supply of products or
services, including the following.

- Target for measurement

- Method and frequency of reporting on measures taken

- Measures to be taken when measures are not implemented

- The organization checks means of detecting (or preventing) falsifications and leakages during shipments and whether or not the loT
devices and software being delivered have been operated without authorization.

- Goods: security courier, protection seal, etc.

- Digital transfer: encryption, hash of the entire transmitted data, etc.

A.9
Access control

A.9.1
Business requirements
of access control

A9.1.1

Access control
policyAccess control
policy

An access control policy shall be
established, documented and reviewed
based on business and information
security requirements.

CPS.AC-1

H-Advanced

- The organization introduces and operates, for example, the following automated mechanisms for managing accounts in their own
information systems and industrial control systems.

-Automatically collect account information periodically from the system to be managed

-Automatically change password of privileged account

- The industrial control system supports integrated account management.

- After a certain period of time, the system automatically invalidates temporary accounts, emergency accounts, and accounts not in use
on their system.

- The information system automatically audits and reports account validation and invalidation that is associated with creation, change,
and deletion of accounts in the system used by the organization.

Establish and implement the procedure to issue,
manage, check, cancel, and monitor identification
and authentication information of authorized

Advanced

- The organization must obtain approval from the management supervisor when creating a system account.
- With regard to the shared user account, a user who can know authentication information is managed in a list or the like, and the range
of using the account can be identified.

- The organization monitors the usage of system accounts used in an information system.

- If an account needs change or becomes y, the organization notifies the supervisor.

- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.

- The organization notifies the user (or the person in charge of management) when the password is changed in an information system
and an industrial control system.

- If the information system resets the credentials for reasons such as user"s forgetting credentials, the information system confirms
securely that the account is its own to prevent unauthorized tampering with the credentials by a malicious party.

goods, people, and procedures.

Basic

- The organization appoints a management supervisor for the accounts in its information system and industrial control system.
- The organization decides and selects types of system accounts necessary (e.g., general user/system administrator/shared
user/temporary user), with consideration of their mission and business functions.

- The organization creates and enables system accounts as per the procedure, and changes, disables and deletes them as needed.

- The organization develops a policy of credentials (e.g. password, security key) for its own information systems and industrial control
systems, and implements a function that cannot be set up unless the credential satisfies the policy. The following is an example of the
content of the policy.

- Devolop and operate the requirements for passwords in order to ensure the minimum required complexity.

- When new credentials are created, change them to at least the number of characters defined by the organization.

- Store and transmit only cryptographically protected credentials.

- Prohibit reuse of the same credentials for the period that the organization defines.

- The organization allows its members to use temporary credentials exceptionally when logging on to the system when they have
forgotten credentials, if they change immediately to a strong password.

- The organization does not share user identification information among multiple system users in an information system and an
industrial control system except when multiple users function as a single group.

A.9.1.2
Access to networks and
network services

use.

Users shall only be provided with access to
the network and network services that
they have been specifically authorized to

CPS.AC-6

Adopt high confidence methods of authentication

H-Advanced

- The system uses a multifactor authentication in its system for access to the system or network with non-privileged accounts.
- Regarding an information system that handles highly confidential data, access to the system and network with privileged or non-
privileged accounts in the system, uses an authentication mechanism that can tolerate attacks of replay.

[Reference] It is desirable to refer to NIST SP 800 63-3 regarding strength of authentication methods and appropriate use cases.

where appropriate based on risk (e.g. multi-factor
authentication, combining more than two types of
authentication) when logging in to the system over
the network for the privileged user.

Advanced

- In consideration of the risk of unauthorized login to the privileged account in the system, the organization in principle prohibits login tol
the privileged account via the network when it is not possible to i a sufficient confi methods of icati

- The information system requires a multifactor authentication in its system for access to the system or network with privileged
accounts when cannot i actions such as i lidating the inis account for the system.

- In principle, the organization invalidates the default admini account in the information system.

- The information system permits the necessary minimum privileged authority to the user account when performing privileged

operations.




Appendix D.3 - Mapping ISO/IEC 27001 to CPSF

ber/Physical Security Framework

Security Controls ID

A.9.2
User access
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ISO/IEC 27001:2013 Annex A Cy
Controls M.easure Measure Requirement ple of Security M
Requirement ID
A.9.2.1 A formal user registration and de- - The organization introduces and operates, for example, the following automated mechanisms for managing accounts in their own
User registration and  |registration process shall be implemented e Syt M Coviel) i,
de-registration to enable assignment of access rights. -Automatically collect account information periodically from the system to be managed
-Automatically change password of privileged account
H-Advanced |- The industrial control system supports integrated account management.
- After a certain period of time, the system automatically invalidates temporary accounts, emergency accounts, and accounts not in use
on their system.
- The information system automatically audits and reports account validation and invalidation that is associated with creation, change,
and deletion of accounts in the system used by the organization.
- The organization must obtain approval from the management supervisor when creating a system account.
- With regard to the shared user account, a user who can know authentication information is managed in a list o the like, and the range
of using the account can be identified.
- The organization monitors the usage of system accounts used in an information system.
Advanced |7 Fan account needs change or becomes y, the organization notifies the supervisor.
- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.
Establish and implement the procedure to issue, - The organization notifies the user (or the person in charge of management) when the password is changed in an information system
CPS.AC-1 manage, check, cancel, and monitor identification and an industrial control system.
AT and authentication information of authorized - If the information system resets the credentials for reasons such as user"s forgetting credentials, the information system confirms
goods, people, and procedures. securely that the account is its own to prevent unauthorized tampering with the credentials by a malicious party.
- The organization appoints a management supervisor for the accounts in its information system and industrial control system.
- The organization decides and selects types of system accounts necessary (e.g., general user/system administrator/shared
user/temporary user), with consideration of their mission and business functions.
- The organization creates and enables system accounts as per the procedure, and changes, disables and deletes them as needed.
- The organization develops a policy of credentials (e.g. password, security key) for its own information systems and industrial control
systems, and implements a function that cannot be set up unless the credential satisfies the policy. The following is an example of the
content of the policy.
Basic - Devolop and operate the requirements for passwords in order to ensure the minimum required complexity.
- When new credentials are created, change them to at least the number of characters defined by the organization.
- Store and transmit only cryptographically protected credentials.
- Prohibit reuse of the same credentials for the period that the organization defines.
- The organization allows its members to use temporary credentials exceptionally when logging on to the system when they have
forgotten credentials, if they change immediately to a strong password.
- The organization does not share user identification information among multiple system users in an information system and an
industrial control system except when multiple users function as a single group.
Restrict communications by IoT devices and - The organization assigns identifiers to its loT devices and servers, as well as managing the identification by preventing re-use of
servers to those with_entities (e.g. people, ) identifiers and invalidating identifiers after  certain period of time. ) )
CPS.AC-8 ) iy Basic |- Before connecting their IoT devices and servers to the network, the information system and the industrial control system prepare a
components, system, etc.) identified through mechanism that uniquely identifies and authenticate these devices.
proper procedures. - Communication using loT devices is denied as default. The protocol to be used is authorized as an exception.
A.9.2.2 A formal user access provisioning process - The organization introduces and operates, for example, the following automated mechanisms for managing accounts in their own
User access shall be implemented to assign or revoke information systems and industrial control systems.
provisioning access rights for all user types to all -Automatically collect account information periodically from the system to be managed
. -Automatically change password of privileged account
systems and services. H-Advanced |- The industrial control system supports integrated account management.
- After a certain period of time, the system automatically invalidates temporary accounts, emergency accounts, and accounts not in use
on their system.
- The information system automatically audits and reports account validation and invalidation that is associated with creation, change,
and deletion of accounts in the system used by the organization.
- The organization must obtain approval from the management supervisor when creating a system account.
- With regard to the shared user account, a user who can know authentication information is managed in a list o the like, and the range
of using the account can be identified.
- The organization monitors the usage of system accounts used in an information system.
Advanced |7 Fan account needs change or becomes y, the organization notifies the supervisor.
- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.
Establish and implement the procedure to issue, - The organization notifies the user (or the person in charge of management) when the password is changed in an information system
CPS.AC-1 manage, check, cancel, and monitor identification and an industrial control system.
AT and authentication information of authorized - If the information system resets the credentials for reasons such as user"s forgetting credentials, the information system confirms
goods, people, and procedures. securely that the account is its own to prevent unauthorized tampering with the credentials by a malicious party.
- The organization appoints a management supervisor for the accounts in its information system and industrial control system.
- The organization decides and selects types of system accounts necessary (e.g., general user/system administrator/shared
user/temporary user), with consideration of their mission and business functions.
- The organization creates and enables system accounts as per the procedure, and changes, disables and deletes them as needed.
- The organization develops a policy of credentials (e.g. password, security key) for its own information systems and industrial control
systems, and implements a function that cannot be set up unless the credential satisfies the policy. The following is an example of the
content of the policy.
Basic - Devolop and operate the requirements for passwords in order to ensure the minimum required complexity.
- When new credentials are created, change them to at least the number of characters defined by the organization.
- Store and transmit only cryptographically protected credentials.
- Prohibit reuse of the same credentials for the period that the organization defines.
- The organization allows its members to use temporary credentials exceptionally when logging on to the system when they have
forgotten credentials, if they change immediately to a strong password.
- The organization does not share user identification information among multiple system users in an information system and an
industrial control system except when multiple users function as a single group.
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A.9.2.3
Management of
privileged access rights

The allocation and use of privileged access
rights shall be restricted and controlled.

CPS.AC-5

Segregate duties and areas of responsibility
properly (e.g. segregate user functions from

H-Advanced

~The organization specifies administrators who use the security functions (e.g., access authority setting) and regulates privileged
accounts in its system.

- The information system adopts a system monitoring mechanism to check the use of privileged functions.

- The information system prohibits non-privileged users from executing privileged functions on the system by invalidating, avoiding, and
changing security measures that are changed and implemented by non-privileged users.

- The organization can minimize the number of users who can use the system
damage caused by the security incident.

- The organization can prevent even system administrators from stopping critical services and protected processes through the server
to minimize the damage caused by security incidents.

to minimize the|

authority in an

system administrator functions)

Advanced

- The organization implements access control in the information system and the industrial control system based on separation of duties
(e.g., user / system administrator).
- The organization adopts a general rule on the minimum authority of specific duties.
- Segregate authority of general user from that of administrator.
(Require users to use the system with a non-privileged account when using a non-security function.)
- Minimize authority for duties not in charge.
- The organization separates and stipulates duties that are assigned by the person in charge.

CPS.AC-6

Adopt high confidence methods of authentication
where appropriate based on risk (e.g. multi-factor

H-Advanced

- The system uses a multifactor authentication in its system for access to the system or network with non-privileged accounts.
- Regarding an information system that handles highly confidential data, access to the system and network with privileged or non-
privileged accounts in the system, uses an authentication mechanism that can tolerate attacks of replay.

[Reference] It is desirable to refer to NIST SP 800 63-3 regarding strength of authentication methods and appropriate use cases.

authentication, combining more than two types of
authentication) when logging in to the system over
the network for the privileged user.

Advanced

- In consideration of the risk of unauthorized login to the privileged account in the system, the organization in principle prohibits login to
the privileged account via the network when it is not possible to i a sufficient methods of i

- The information system requires a multifactor authentication in its system for access to the system or network with privileged
accounts when cannot it actions such as it the account for the system.

- In principle, the organization invalidates the default administrator account in the information system.

- The information system permits the necessary minimum privileged authority to the user account when performing privileged
operations.

A.9.2.4

Management of secret
authentication
information of users

The allocation of secret authentication
information shall be controlled through a
formal management process.

CPS.AC-1

Establish and implement the procedure to issue,
manage, check, cancel, and monitor identification

H-Advanced

- The organization introduces and operates, for example, the following automated mechanisms for managing accounts in their own
information systems and industrial control systems.

-Automatically collect account information periodically from the system to be managed

-Automatically change password of privileged account
- The industrial control system supports integrated account management.
- After a certain period of time, the system automatically invalidates temporary accounts, emergency accounts, and accounts not in use
on their system.
- The information system automatically audits and reports account validation and invalidation that is associated with creation, change,
and deletion of accounts in the system used by the organization.

and authentication information of authorized
goods, people, and procedures.

Advanced

- The organization must obtain approval from the management supervisor when creating a system account.
- With regard to the shared user account, a user who can know authentication information is managed i a list or the like, and the range
of using the account can be identified.

- The organization monitors the usage of system accounts used in an information system.

- If an account needs change or becomes y, the organization notifies the supervisor.

- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.

- The organization notifies the user (or the person in charge of management) when the password is changed in an information system
and an industrial control system.

- If the information system resets the credentials for reasons such as user"s forgetting credentials, the information system confirms
securely that the account is its own to prevent unauthorized tampering with the credentials by a malicious party.

A.9.2.5
Review of user access
rights

Asset owners shall review users’ access
rights at regular intervals.

CPS.AC-1

Establish and implement the procedure to issue,

H-Advanced

- The organization introduces and operates, for example, the following automated mechanisms for managing accounts in their own
information systems and industrial control systems.
-Automatically collect account information periodically from the system to be managed
-Automatically change password of privileged account
- The industrial control system supports integrated account management.
- After a certain period of time, the system automatically invalidates temporary accounts, emergency accounts, and accounts not in use
on their system.
- The information system automatically audits and reports account validation and invalidation that is associated with creation, change,
and deletion of accounts in the system used by the organization.

manage, check, cancel, and monitor identification
and authentication information of authorized
goods, people, and procedures.

Advanced

- The organization must obtain approval from the management supervisor when creating a system account.
- With regard to the shared user account, a user who can know authentication information is managed i a list or the like, and the range
of using the account can be identified.

- The organization monitors the usage of system accounts used in an information system.

- If an account needs change or becomes y, the organization notifies the supervisor.

- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.

- The organization notifies the user (or the person in charge of management) when the password is changed in an information system
and an industrial control system.

- If the information system resets the credentials for reasons such as user"s forgetting credentials, the information system confirms
securely that the account is its own to prevent unauthorized tampering with the credentials by a malicious party.
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A.9.2.6
Removal or adjustment
of access rights

The access rights of all employees and
external party users to information and
information processing facilities shall be
removed upon termination of their
employment, contract or agreement, or
adjusted upon change.

CPS.AC-1

H-Advanced

~The organization introduces and operates, for example, the following automated mechanisms for managing accounts in their own
information systems and industrial control systems.

-Automatically collect account information periodically from the system to be managed

-Automatically change password of privileged account

- The industrial control system supports integrated account management.

- After a certain period of time, the system automatically invalidates temporary accounts, emergency accounts, and accounts not in use
on their system.

- The information system automatically audits and reports account validation and invalidation that is associated with creation, change,
and deletion of accounts in the system used by the organization.

Establish and implement the procedure to issue,
manage, check, cancel, and monitor identification
and authentication information of authorized
goods, people, and procedures.

Advanced

- The organization must obtain approval from the management supervisor when creating a system account.

- With regard to the shared user account, a user who can know authentication information is managed in a list or the like, and the range
of using the account can be identified.

- The organization monitors the usage of system accounts used in an information system.

- If an account needs change or becomes y, the organization notifies the supervisor.

- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.

- The organization notifies the user (or the person in charge of management) when the password is changed in an information system

and an industrial control system.
- If the information system resets the credentials for reasons such as user"s forgetting credentials, the information system confirms
securely that the account i its own to prevent unauthorized tampering with the credentials by a malicious party.

Basic

- The organization appoints a management supervisor for the accounts in its information system and industrial control system.

- The organization decides and selects types of system accounts necessary (e.g., general user/system administrator/shared
user/temporary user), with consideration of their mission and business functions.

- The organization creates and enables system accounts as per the procedure, and changes, disables and deletes them as needed.

- The organization develops a policy of credentials (e.g. password, security key) for its own information systems and industrial control
systems, and implements a function that cannot be set up unless the credential satisfies the policy. The following is an example of the
content of the policy.

- Devolop and operate the requirements for passwords in order to ensure the minimum required complexity.

- When new credentials are created, change them to at least the number of characters defined by the organization.

- Store and transmit only cryptographically protected credentials.

- Prohibit reuse of the same credentials for the period that the organization defines.

- The organization allows its members to use temporary credentials exceptionally when logging on to the system when they have
forgotten credentials, if they change immediately to a strong password.

- The organization does not share user identification information among multiple system users in an information system and an
industrial control system except when multiple users function as a single group.

CPS.AC-2

Implement appropriate physical security measures

H-Advanced

“The organization regulates service wires and transmission paths that are related to their loT devices and servers by physical access.
- The organization regulates output devices of its system by physical access.

- The organization monitors alarms and monitoring devices (e.g., surveillance cameras) for physical intrusions into the areas within the
physical security boundaries.

such as locking and limiting access to the areas
where the IoT devices and servers are installed,

Advanced

- The organization monitors physical accesses to the areas within the physical security boundaries and regularly reviews the audit log.
- The organization keeps the records of visitor’s access to the areas within the physical security boundaries and regularly reviews them.

using entrance and exit controls, biometric
authentication, deploying surveillance cameras,
and inspecting belongings and body weight.

Basic

“The organization maintains upkeep of the access list for areas where their loT devices and servers are located and issues permission
certificates necessary for access.

- The organization defines physical security boundaries at its facilities, and implement access control according to the security
requirements of assets placed within the boundaries and the results of risk assessment.

- The organization monitors the work of temporarily authorized party within the physical security boundaries, such as by authorized
attendants or monitoring cameras.

A.9.3
User responsibilities

A.9.3.1

Use of secret
authentication
information

Users shall be required to follow the
organization’s practices in the use of
secret authentication information.

CPS.AC-4

Prevent unauthorized log-in to IoT devices and

H-Advanced

- The information system and the industrial control system (excluding some cases where immediacy of response is required) sets a limit
to the number of continuous login attempts on its system. If the user fails to log in, he or she will only be able to re-login after the
removes the restriction.

servers by measures such as implementing
functions for lockout after a specified number of
incorrect log-in attempts and providing a time
interval until safety is ensured.

Advanced

- The information system and the industrial control system set a limit on the number of continuous login attempts on its system. If the
user fails to log in, he or she will not be able to re-login for a certain period of time.

- The information system and industrial control system lock the session manually or automatically f the system's non-operation
beyond the time set by the organization.

* I the industrial control system, it may be desirable not to lock session when it is assumed that a session in which an operator is
required to respond i in an emergency may be

CPS.AC-9

Authenticate and authorize logical accesses to
system components by IoT devices and users
according to the transaction risks (personal
security, privacy risks, and other organizational
risks).

H-Advanced

“The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially
regarding login to a system that handles highly confidential data.

* When performing authentication using PK in an industrial control system, ensure that the processing wait time that occurs does not
degrade system performance.

- The information system and industrial control system lay down conditions that require disconnection of the session for its system and
terminates a user’s session when it falls under these conditions.

a function that

[Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3.

Advanced

- The organization checks the user’s identity and authenticates using a mechanism that has sufficient strength for the risk of the
transaction (security-related risks for the user, privacy risks, etc.).

- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks,
etc.) when a user logs into the system.

- The information system and the industrial control system make the feedback on the authentication information invisible in its system
during the authentication process.

- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.

CPS.IP-1

Introduce and implement the process to manage
the initial setting procedure (e.g., password) and
setting change procedure for IoT devices and
servers.

Basic

- Upon determining the most restrictive setting criteria that conform to their operation, the organization creates a document on the
initial setting procedures and setting details for the loT devices and servers that will be introduced and adjusts the settings according to
the document.
- The organization checks initial setting values of IoT devices before installing them, and adjusts the settings appropriately if they do not
comply with the policy stipulated in CPS.AC-1.

- The organization checks and records software installed in loT devices before introducing them.
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A.9.4
System and application
access control

A.9.4.1
Information access
restriction

Access to information and application
system functions shall be restricted in
accordance with the access control policy.

CPS.AC-5

Segregate duties and areas of responsibility
properly (e.g. segregate user functions from

H-Advanced

- The organization specifies administrators who use the security functions (e.g., access authority setting) and regulates privileged
accounts in its system.

- The information system adopts a system monitoring mechanism to check the use of privileged functions.

- The information system prohibits non-privileged users from executing privileged functions on the system by invalidating, avoiding, and
changing security measures that are changed and implemented by non-privileged users.

- The organization can minimize the number of users who can use the system administrator's authority in an emergency to minimize the
damage caused by the security incident.

- The organization can prevent even system administrators from stopping critical services and protected processes through the server
to minimize the damage caused by security incidents.

system administrator functions)

Advanced

- The organization implements access control in the information system and the industrial control system based on separation of duties
(e.g., user / system administrator).
- The organization adopts a general rule on the minimum authority of specific duties.
- Segregate authority of general user from that of administrator.
(Require users to use the system with a non-privileged account when using a non-security function.)
- Minimize authority for duties not in charge.
- The organization separates and stipulates duties that are assigned by the person in charge.

CPS.AC-6

Adopt high confidence methods of authentication
where appropriate based on risk (e.g. multi-factor

H-Advanced

- The system uses a multifactor authentication in its system for access to the system or network with non-privileged accounts.
- Regarding an information system that handles highly confidential data, access to the system and network with privileged or non-
privileged accounts in the system, uses an authentication mechanism that can tolerate attacks of replay.

[Reference] It is desirable to refer to NIST SP 800 63-3 regarding strength of authentication methods and appropriate use cases.

authentication, combining more than two types of
authentication) when logging in to the system over
the network for the privileged user.

Advanced

- In consideration of the risk of unauthorized login to the privileged account in the system, the organization in principle prohibits login to
the privileged account via the network when it is not possible to i a sufficient confi methods of i

- The information system requires a multifactor authentication in its system for access to the system or network with privileged
accounts when cannot it actions such as it lidating the inis account for the system.

- In principle, the organization invalidates the default administrator account in the information system.

- The information system permits the necessary minimum privileged authority to the user account when performing privileged
operations.

A.9.4.2
Secure log-on
procedures

Where required by the access control
policy, access to systems and applications
shall be controlled by a secure log-on
procedure.

CPS.AC-4

Prevent unauthorized log-in to IoT devices and

H-Advanced

- The information system and the industrial control system (excluding some cases where immediacy of response is required) sets a limit
to the number of continuous login attempts on its system. If the user fails to log in, he or she will only be able to re-login after the
administrator removes the restriction.

servers by measures such as implementing
functions for lockout after a specified number of
incorrect log-in attempts and providing a time
interval until safety is ensured.

Advanced

- The information system and the industrial control system set a limit on the number of continuous login attempts on its system. If the
user fails to log in, he or she will not be able to re-login for a certain period of time.

- The information system and industrial control system lock the session manually or automatically f the system's non-operation
continues beyond the time set by the organization.

* In the industrial control system, it may be desirable not to lock session when it is assumed that a session in which an operator is
required to respond immediately in an emergency may be

A.9.4.3
Password management
system

Password management systems shall be
interactive and shall ensure quality
passwords.

CPS.AC-9

Authenticate and authorize logical accesses to
system components by IoT devices and users
according to the transaction risks (personal

H-Advanced

“The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially
regarding login to a system that handles highly confidential data.

* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not
degrade system performance.

- The information system and industrial control system lay down conditions that require disconnection of the session for its system and

a function that i terminates a user’s session when it falls under these conditions.

For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3.

security, privacy risks, and other organizational
risks).

Advanced

- The organization checks the user’s identity and authenticates using a mechanism that has sufficient strength for the risk of the
transaction (security-related risks for the user, privacy risks, etc.).

- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks,
etc.) when a user logs into the system.

- The information system and the industrial control system make the feedback on the authentication information invisible in its system
during the authentication process.

- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.

A.9.4.4
Use of privileged utility
programs

The use of utility programs that might be
capable of overriding system and
application controls shall be restricted and
tightly controlled.

CPS.AC-5

Segregate duties and areas of responsibility
properly (e.g. segregate user functions from

H-Advanced

- The organization specifies administrators who use the security functions (e.g., access authority setting) and regulates privileged
accounts in its system.

- The information system adopts a system monitoring mechanism to check the use of privileged functions.

- The information system prohibits non-privileged users from executing privileged functions on the system by invalidating, avoiding, and
changing security measures that are changed and implemented by non-privileged users.

- The organization can minimize the number of users who can use the system i authority in an to minimize the|
damage caused by the security incident.

- The organization can prevent even system administrators from stopping critical services and protected processes through the server
to minimize the damage caused by security incidents.

system administrator functions)

Advanced

- The organization implements access control in the information system and the industrial control system based on separation of duties
(e.g., user / system administrator).
- The organization adopts a general rule on the minimum authority of specific duties.
- Segregate authority of general user from that of administrator.
(Require users to use the system with a non-privileged account when using a non-security function.)
- Minimize authority for duties not in charge.
- The organization separates and stipulates duties that are assigned by the person in charge.
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CPS.AC-6

Adopt high confidence methods of authentication
where appropriate based on risk (e.g. multi-factor

H-Advanced

- The system uses a multifactor authentication in its system for access to the system or network with non-privileged accounts.
- Regarding an information system that handles highly confidential data, access to the system and network with privileged or non-
privileged accounts in the system, uses an authentication mechanism that can tolerate attacks of replay.

[Reference] It is desirable to refer to NIST SP 800 63-3 regarding strength of authentication methods and appropriate use cases.

authentication, combining more than two types of
authentication) when logging in to the system over
the network for the privileged user.

Advanced

- In consideration of the risk of unauthorized login to the privileged account n the system, the organization i principle prohibits [ogin to
the privileged account via the network when it is not possible to i a sufficient methods of

- The information system requires a multifactor aumenucauon inits system for access to the system or network with privileged
accounts when cannot it actions such as it i the account for the system.

- In principle, the organization invalidates the default administrator account in the information system.

- The information system permits the necessary minimum privileged authority to the user account when performing privileged

A.9.4.5
Access control to
program source code

Access to program source code shall be
restricted.

CPS.AC-9

Authenticate and authorize logical accesses to
system components by IoT devices and users
according to the transaction risks (personal

H-Advanced

“The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially
regarding login to a system that handles highly confidential data.

* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not
degrade system performance.

- The information system and industrial control system lay down conditions that require disconnection of the session for its system and

a function that terminates a user’s session when it falls under these conditions.

[Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3.

security, privacy risks, and other organizational
risks).

Advanced

- The organization checks the user’s identity and authenticates using a mechanism that has sufficient strength for the risk of the
transaction (security-related risks for the user, privacy risks, etc.).

- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks,
etc.) when a user logs into the system.

- The information system and the industrial control system make the feedback on the authentication information invisible in its system
during the authentication process.

- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.

A.10
Cryptography

A.10.1
Cryptographic controls

A.10.1.1
Policy on the use of
cryptographic controls

A policy on the use of cryptographic
controls for protection of information shall
be developed and implemented.

CPS.DS-2

H-Advanced

~The organization selects products that have been authenticated based on Cryptographic Module Validation Program (CMVP) in order
o suitably implement selected algorithms to software and hardware, and to protect keys, identification codes, and entity
authentication information that is used to decrypt encrypted information or to grant electronic signatures.

- The organization protects are encrypts data to the appropriate strength when that data is taken outside of the organization.

- The organization uses IoT devices that can encrypt and store data in internal memory.

Encrypt information with an appropriate level of
security strength, and store them.

Advanced

- The organization examines safety and trustworthiness that are necessary, selects an algorithm, encrypts information (data) to the
appropriate strength, and stores the information. If an algorithm on the CRYPTREC Ciphers List can be selected, the organization uses it
to encrypt information (data) to the appropriate strength and stores the information.

- The organization considers the level of security and trustworthiness required for the information, chooses an algorithm, and encrypts
and stores high importance information handled by industrial control systems with appropriate strength without causing unacceptable
impact on performance.

[Reference]

Regarding encryption technologles whose security and implementation performance are confirmed, "Cryptography Research and
Evaluation Committees (CRYPTREC) " releases to the public the list of such for use that are

used in the market or are considered to spread in the future. It is desirable that the orgamxaucn should refer to the list as needed when
procuring systems that should implement encryption functions.

CPS.DS-3

H-Advanced b

The organization protects th networks composing the information system and industrial control system that handles important data
y ing encrytion of channels or by alternative physical measures.

Encrypt the communication channel when
communicating between IoT devices and servers
or in cyberspace.

Advanced

“The information system employs an cr and encrypt paths.

For encryption of paths, there are several methods such as IP-VPN, Ipsec-VPN, SSL VPN. Itis desirable that
the organization should select the method considering the importance of the data transmitted in the communication paths, the budget,
and so on.

CPS.DS-4

Encrypt information itself when sending/receiving
information.

H-Advanced

- The system /loT apparatus introduces the code module which it can implement without even little resource losing availability, and it is
desirable to encrypt the communication data from a high apparatus of the importance at appropriate strength.

- The information system encrypts all data transmitted outside the organization with appropriate strength, not limited to high or low
importance.

Advanced

- The organization encrypts information with appropriate strength when transmitting highly confidential information to an external

organization or the like.
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A.10.1.2
Key management

A policy on the use, protection and lifetime
of cryptographic keys shall be developed
and implemented through their whole
lifecycle.

Securely control encryption keys throughout their

H-Advanced

- If the user loses the key, the organization maintains the availability of the information by reissuing key or the like.
- It is desirable to consider authenticity of the public key as well as to securely control the secret key and private key. This authentication|
process s carried out using the public key certificate issued normally by a certificate authority. It is desirable that the certificate

authority should be a recognized organization that implements appropriate measures and procedures to provide the required reliablity.

- It is desirable that the organization should set out a policy and procedure regarding the following items to take immediate and
appropriate measures when the private key is imperiled.

- Astructure to take measures against imperilment of the private key (including the stakeholders, roles, cooperation with
contractors)

CPS.DS-5 |life cycle to ensure proper operation and securely _ Criteria to judge whether the private key is imperiled or is in danger of imperilment
transmitted, received and stored data. Advanced | o investigate the cause of imperilment of the private key, and to attempt to remove the cause
vi
- Suspension of the services using the key
- To create a new pair of keys and issue a certificate for the new key
- Disclosure of information regarding imperilment of the private key (Notified parties, a method of notification, disclosure policy, etc.)
Itis desirable to refer to the group of standards of ISO/IEC 11770, NIST SP 800-57 Part 1 Rev.4, and so on for the details
about key management.
Basic |- Itis desirable that the organization should protect all encryption keys from modification and loss.
When handling information to be protected or |- When handling information that shall be protected or when procuring devices that have a function important to the organization, the
CPS.DS-8 procuring devices that have an important function HoAdvanced organization procures devices that use anti-tampering devices.
H -Adv:
. to the organization, useselect the IoT devices and - When storing encryption keys for the cr i ism used in the information system and the industrial control system, the
servers equipped with anti-tampering devices. organization uses anti-tampering devices.
A1l A.11.1 A.11.1.1 . Security perimeters shall be defined and Implement appropriate physical security measures - The organization regulates service wires and transmission paths that are related to their IoT devices and servers by physical access.
Physical and Secure areas Physical security used to protect areas that contain either such as locking and limiting| access to the areas M Advanced | The organization regulates output devices of its system by physical access.
environmental security perimeter sensitive or critical information and N - - The organization monitors alarms and monitoring devices (e.g., surveillance cameras) for physical intrusions into the areas within the
: - . o where the IoT devices and servers are installed, y N
information processing facilities. CPS.AC-2 Wi EREEED e G s, e physical security boundaries.
)
authentication, deploying surveillance cameras, Advanced || The oreanization monitors physical accesses to the areas within the physical security boundaries and regularly reviews the audt log.
B N g N v
and inspecting belongings and body weight. - The organization keeps the records of visitor’s access to the areas within the physical security boundaries and regularly reviews them.
-Advanced | Te organization tracks and monitors the locations and relocation of important assets within the scope of its management of
-Adv:
particularly important assets.
- The organization reviews the relevant audit log regularly or when an incident or a sign of an incident appears if a physical access log
from access control is available while 24-h monitoring is not conducted through security cameras or by any other means.
- A person in charge accompanies a visitor into the area where the organization’s assets that must be protected are directly accessible
(e.g., an office) in order to monitor the visitor’s behavior.
Advanced |- The organization monitors through security cameras or by other means physical access to its facilities that are vital for its operations
Perform setting, recording, and monitoring of and house loT devices and servers, thereby enabling early detection of any physical security incidents and immediate action.
CPS.CM-2 roper ph sica\laccess co;siderin the importance - If the above physical security measures may be difficult to implement for items such as IoT devices and servers that may be critical to
. proper phy: g 9 P the organization’s operation because they are in a remote location or for any other reasons, consider using tamper-resistant equi
of IoT devices and servers. (CPS.DS-6) or taking any other appropriate measures to enhance the physical security properties of the equipment itself.
- If the organization is unable to control access to, or provide video surveillance service for, the areas that should allow only limited
physical access because of issues of costs and other reasons, it takes alternative manual measures, such as that its employee in charge
accompany a visitor on the premises.
Basic |- The organization implements physical security measures to control access to designated areas in the facility that do not be allowed for
the general public to access.
- The organization verifies the access authority of the personnel before permitting the physical access and collects and manages the
records of entry and exit.
A11.1.2 Secure areas shall be protected by - The organization regulates service wires and transmission paths that are related to their IoT devices and servers by physical access.
Physical entry controls |appropriate entry controls to ensure that H-Advanced || The organization regulates output devices of its system by physical access. )
. ) . § - The organization monitors alarms and monitoring devices (e.g., surveillance cameras) for physical intrusions into the areas within the
only authorized personnel are allowed
y p Implement a.pproprla'tevp.hyslcal security measures i iy e .
access. such as locking and limiting access to the areas advanceq | The organization monitors physical accesses to the areas within the physical security boundaries and regularly reviews the audit log.
CPS.AC-2 where the IoT devices and servers are installed, - The organization keeps the records of visitor’s access to the areas within the physical security boundaries and regularly reviews them.
. using entrance and exit controls, biometric - The organization maintains upkeep of the access list for areas where their loT devices and servers are located and issues permission
authentication, deploying surveillance cameras, certificates necessary for access.
and inspecting belongings and body weight. sasic | The organization defines physical security boundaries at ts facilties, and implement access control according to the security

requirements of assets placed within the boundaries and the results of risk assessment.
- The organization monitors the work of temporarily authorized party within the physical security boundaries, such as by authorized

or monitoring cameras.
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H-Advanced

[~ The organization tracks and monitors the locations and relocation of important assets within the scope of its management of
particularly important assets.

- The organization reviews the relevant audit log regularly or when an incident or a sign of an incident appears if a physical access log
from access control is available while 24-h monitoring is not conducted through security cameras or by any other means.

- A person in charge accompanies a visitor into the area where the organization’s assets that must be protected are directly accessible
(e.g., an office) in order to monitor the visitor’s behavior.

Advanced |- The organization monitors through security cameras or by other means physical access to its facilities that are vital for its operations
Perform setting, recording, and monitoring of and house 10T devices and servers, thereby enabling early detection of any physical security incidents and immediate action.
. L . - If the above physical security measures may be difficult to implement for items such as loT devices and servers that may be critical to
CPS.CM-2 roper ph S|ca\laccess co;15|der|n the importance o i e difficut ! fori h as o devi d h o :
. proper phy: b 9 P the organization’s operation because they are in a remote location or for any other reasons, consider using tamper-resistant
of IoT devices and servers. (CPS.DS-6) or taking any other appropriate measures to enhance the physical security properties of the equipment itself.
- If the organization is unable to control access to, or provide video surveillance service for, the areas that should allow only limited
physical access because of issues of costs and other reasons, it takes alternative manual measures, such as that its employee in charge
accompany a visitor on the premises.
Basic |- The organization implements physical security measures to control access to designated areas in the facility that do not be allowed for
the general public to access.
- The organization verifies the access authority of the personnel before permitting the physical access and collects and manages the
records of entry and exit.
A11.1.3 Physical security for offices, rooms and  The organization regulates service wires and transmission paths that are related to their oT devices and servers by physical access.
Securing offices, rooms |facilities shall be designed and applied. H-Advanced | The oreanization regulates output devices of its system by physical access.
and fadilities c ) - § - The organization monitors alarms and monitoring devices (e.g., surveillance cameras) for physical intrusions into the areas within the
Implement a?pproprla'tevp. ysical security measures physical security boundaries,
such as locking and limiting access to the areas advanceq | The organization monitors physical accesses to the areas within the physical security boundaries and regularly reviews the audit log.
CPS.AC-2 where the IoT devices and servers are installed, - The organization keeps the records of visitor’s access to the areas within the physical security boundaries and regularly reviews them.
. using entrance and exit controls, biometric - The organization maintains upkeep of the access list for areas where their loT devices and servers are located and issues permission
authentication, deploying surveillance cameras, certificates necessary|for.access-
and inspecting belongings and body weight sasic | The organization defines physical security boundaries at ts faciities, and implement access control according to the security
. i
requirements of assets placed within the boundaries and the results of risk assessment.
- The organization monitors the work of temporarily authorized party within the physical security boundaries, such as by authorized
or monitoring cameras.
-Advanced | The organization tracks and monitors the locations and relocation of important assets within the scope of its management of
-Adv:
particularly important assets.
- The organization reviews the relevant audit log regularly or when an incident or a sign of an incident appears if a physical access log
from access control is available while 24-h monitoring is not conducted through security cameras or by any other means.
- A person in charge accompanies a visitor into the area where the organization’s assets that must be protected are directly accessible
(e.g., an office) in order to monitor the visitor’s behavior.
Advanced |- The organization monitors through security cameras or by other means physical access to its facilities that are vital for its operations
Perform setting, recording, and monitoring of and house 10T devices and servers, thereby enabling early detection of any physical security incidents and immediate action.
. L . - If the above physical security measures may be difficult to implement for items such as loT devices and servers that may be critical to
CPS.CM-2 roper ph S|ca\laccess co;15|der|n the importance RCLITETEE! i e difficut : fori h as o devi ; h o :
. proper phy: b 9 P the organization’s operation because they are in a remote location or for any other reasons, consider using tamper-resistant
of IoT devices and servers. (CPS.DS-6) or taking any other appropriate measures to enhance the physical security properties of the equipment itself.
- If the organization is unable to control access to, or provide video surveillance service for, the areas that should allow only limited
physical access because of issues of costs and other reasons, it takes alternative manual measures, such as that its employee in charge
accompany a visitor on the premises.
Basic |- The organization implements physical security measures to control access to designated areas in the facility that do not be allowed for
the general public to access.
- The organization verifies the access authority of the personnel before permitting the physical access and collects and manages the
records of entry and exit.
A.11.1.4 Physical protection against natural . . .
) . . . : Implement appropriate physical security measures
Protecting against disasters, malicious attack or accidents N L
external and shall be designed and applied such as locking and limiting access to the areas - The organization regulates service wires and transmission paths that are related to their loT devices and servers by physical access.
environmental threats : CPS.AC-2 where the IoT devices and servers are installed, H-Advanced - The organization regulates output devices of its system by physical access.
: using entrance and exit controls, biometric - The organization monitors alarms and monitoring devices (e.g., surveillance cameras) for physical intrusions into the areas within the
authentication, deploying surveillance cameras, physical security boundaries.
and inspecting belongings and body weight.
-Advanced | € organization adopts an automatic fire suppression system if a staffer is not stationed fulltime at a facility where its system is
-Adv
located.
Implement physical measures such as preparing - The organization maintains machine safety of equipment located within the area of their IoT devices and servers by using an
an uninterruptible power supply, a fire protection uninterruptible power supply.
facility, and protection from water infiltration to Advanced | The organization adopts and maintains equipment and systems that run on an independent power supply which detect and
CPS.IP-5 . L ] extinguishes fire.
follow the policies and rules related to the physical - The organization have shut-off valves or isolation valves to protect areas with their loT decides and servers from damages such as
operating environment, including the IoT devices water leakages.
and servers installed in the organization. - The organization adopts a system that maintains the temperature and humidity of the area with its IoT devices and servers being
Basic [within the acceptable level.
- The organization regularly monitors the temperature and humidity of the area with its oT devices and servers.
A.11.1.5 Procedures for working in secure areas Implement appropriate physical security measures - The organization regulates service wires and transmission paths that are related to their IoT devices and servers by physical access.
Working in secure areas|shall be designed and applied. suth ae Iocking and Timiting aceess to th orous | sasvanced |-Theersenzation resulates utput devies o s system by physical secess.
where the ToT devices and servers are installed - The organization monitors alarms and monitoring devices (e.g., surveillance cameras) for physical intrusions into the areas within the
CPS.AC-2 h i : > o physical security boundaries.
using entrance and exit controls, biometric
authentication, deploying surveillance cameras, ndvanced. |- The organization monitors physical accesses to th areas within the physicalsecurity boundaries and regularly reviews the auditlog.

and inspecting belongings and body weight.

- The organization keeps the records of visitor's access to the areas within the physical security boundaries and regularly reviews them.
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A.11.1.6

Access points such as delivery and loading

“The organization regulates service wires and transmission paths that are related to their loT devices and servers by physical access.
- The organization regulates output devices of its system by physical access.

replacement work, and update software for IoT
devices, communication devices, circuits, etc.

Delivery and loading areas and other points where H-Advanced | " 8 3 ——— _" N N, o
areas unautvhorized persons could enter.the T G e RS iyelee] SRy (RS p;y;;rlg:encw::tlu;nb\:j%::r;aarms and monitoring devices (e.g., surveillance cameras) for physical intrusions into the areas within the
premises shall be controlled and, if such as locking and limiting access to the areas The organization monitors physical accesses to the areas within the physical security boundaries and regularly reviews the audit log.
possible, isolated from information TRAER where the IoT devices and servers are installed, Advanced | 1 organization keeps the records of visitor’s access to the areas within the physical security boundaries and regularly reviews the.
processing facilities to avoid unauthorized . using entrance and exit controls, biometric - The organization maintains upkeep of the access list for areas where their IoT devices and servers are located and issues permission
access. authentication, deploying surveillance cameras, certificates necessary for access.
and inspecting belongings and body weight. sasic | The organization defines physical security boundaries at ts acilites, and implement access control according to the security
requirements of assets placed within the boundaries and the results of risk assessment.
- The organization monitors the work of temporarily authorized party within the physical security boundaries, such as by authorized
or monitoring cameras.
A.11.2 A11.2.1 Equipment shall be sited and protected to H-Advanced || € ©rganization adopts an automatic fire suppression system if a staffer is not stationed fulltime at a facility where its system is
Equipment Equipment siting and  |reduce the risks from environmental i ) located: — - - - - -
protection threats and hazards, and opportunities for Implement physical measures such as preparing - The organization maintains machine safety of equipment located within the area of their IoT evices and servers by using an
unauthorized access. an uninterruptible power supply, a fire protection e S » ) ‘
I Eacility, and| protection|from water infiltration to r— —Tpe org:mz:non adopts and maintains equipment and systems that run on an independent power supply which detect and
.IP- - . extinguishes fire.
follow the policies and rules related to the physical - The organization have shut-off valves o isolation valves to protect areas with their loT decides and servers from damages such as
operating environment, including the IoT devices water leakages.
and servers installed in the organization. “The organization adopts a system that maintains the temperature and humidity of the area with its loT devices and servers being
Basic [within the acceptable level.
- The organization regularly monitors the temperature and humidity of the area with its loT devices and servers.
A.11.2.2 Equipment shall be protected from power - The organization identifies the functions of the following support utilities for the continuation of its business and the dependence
Supporting utilities failures and other disruptions caused by el (e i
failures in supporting utilities. - Communication service
- Electrical power equipment (including power cables)
Identify the dependency between the organization - Among the above identified utilities, for those which have important roles for the continuation of its business, the organization
T G SR (TR ) (412 O et examines the possibility of taking measures as follows
CPS.BE-3 N ) ) H-Advanced | - i of i ication services
f“”Ct‘qns of each in the course of running the - Physical protection of electrical power equipment and power cables
operation. - Preparation of short-term permanent power supply equipment
- When examining the possibility of using an alternati service, the considers the following:
- Identify the requirements on the availability of the organization (including the target recovery time) when examining a contract with
a communication service provider.
- Reduce the possibility of sharing a single point of failure with a primary communication service.
advanced | 1€ organization prepares short-term uninterrupted power supply which supports the switching of the information system to an
Carry out periodic quality checks, prepare standby alternative power source that can be used for a long period of time when the primary power source is lost.
devices and uninterruptible power supplies, -In crser to ensur: lhzl r:quire: reri:-‘;mance of an \'nicrmauon;ysle‘m and an 'w:‘dus(r'\al conlro; sysl:mfis satisfied, use of reso:rces
- . must be monitored and adjusted. In addition, storage capacity and performance that are required in the future are pre-estimated.
CPS.DS-7  |provide redundancy, detect failures, conduct ezt st s parer arEsa ch s i e et e TS i e Rk,
replacement work, and update software for IoT BEE |l o pees e e M pene G G et D e G R e S B )
devices, communication devices, circuits, etc. interception, interference, and harm.
- The organization properly maintaines devices to ensure continuous availability and integrity.
H-Advanced || € ©rganization adopts an automatic fire suppression system if a staffer is not stationed fulltime at a facility where its system is
located.
Implement physical measures such as preparing - The organization maintains machine safety of equipment located within the area of their IoT devices and servers by using an
an uninterruptible power supply, a fire protection uninterruptible power supply.
I Eacility, and| protection| from water infiltration to advanced | e org:mz:tion adopts and maintains equipment and systems that run on an independent power supply which detect and
.IP- - g extinguishes fire.
follow the policies and rules related to the physical - The organization have shut-off valves or isolation valves to protect areas with their loT decides and servers from damages such as
operating environment, including the IoT devices water leakages.
and servers installed in the organization. “The organization adopts a system that maintains the temperature and humidity of the area with its loT devices and servers being
Basic  [within the acceptable level.
- The organization regularly monitors the temperature and humidity of the area with its loT devices and servers.
A.11.2.3 Power and telecommunications cabling . R .
Cabling security carrying data or supporting information Implement a.pproprlaAteAp.hyslcaI security measures
services shall be protected from such as locking and limiting access to the areas - The organization regulates service wires and transmission paths that are related to their loT devices and servers by physical access.
interception, interference or damage. CPS.AC-2 where the IoT devices and servers are installed, H-Advanced - The organization regulates output devices of its system by physical access.
: using entrance and exit controls, biometric - The organization monitors alarms and monitoring devices (e.g., surveillance cameras) for physical intrusions into the areas within the
authentication, deploying surveillance cameras, physical security boundaries.
and inspecting belongings and body weight.
advanced | 1€ organization prepares short-term uninterrupted power supply which supports the switching of the information system to an
Carry out periodic quality checks, prepare standby alternative power source that can be used for a long period of time when the primary power source is lost.
devices and uninterruptible power supplies, In ir:er to e{\sur: lh:‘l r:.quitre: :Jerf:(;‘r:ancetufan \nfarm‘atuan;yste? and an ‘wlr:‘dllxstrial con.trod\ ?ystt:n}istsatisﬁed, use v:f reso:rces
N . must be monitored and adjusted. In addition, storage capacity and performance that are required in the future are pre-estimated.
CreiDsy | oGl REvmesy, CEiEs (ElRes; Camels: |- The organization protects devices from power outages and other failures that are attributable to malfunctions in the support utility.
replacement work, and update software for IoT B | ipermteien e s conm e s ) o s e Rt (D e R e (e e S e
devices, communication devices, circuits, etc. interception, interference, and harm.
- The organization properly mai devices to ensure ity and integrity.
A11.2.4 Equipment shall be correctly maintained to Advanced | 1€ organization prepares short.term uninterrupted power supply which supports the switching of the information system to an
Equipment maintenance |ensure its continued availability and Carry out periodic quality checks, prepare standby alternative power source that can be used for a long period of time when the primary power source is lost.
integrity. devices and uninterruptible power supplies, - In order to ensure that required performance of an information system and an industrial control system is satisfied, use of resources
CPS.DS-7  |provide redundancy, detect failures, conduct must be monitored and adjusted. In addition, storage capacity and performance that are required in the future are pre-estimated.
: ! ' Bedlm - The organization protects devices from power outages and other failures that are attributable to malfunctions in the support utility.

- The organization protects communication cables and power cables that transmit data or that support information service from
interception, interference, and harm.
- The organization properly maintaines devices to ensure continuous availability and integrity.
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- The organization gives prior approval for the use of devices and/or tools needed for maintenance to update its loT devices and
servers, and conducts monitoring.

- The organization inspects the devices and/or tools for maintenance brought in by the staff members who update its oT devices and
servers in order to make sure that no inappropriate or unauthorized changes will be made.

. N H-Advanced
- Discuss the method of conducting important vanced | e organization inspects the media used for maintenance to update its loT devices and servers in order to make sure that the media
security updates and the like on IoT devices and contain no malicious code before they are used.
servers. Then, apply those security updateswith - The organization introduces an 10T device designed to remotely update different software programs (05, driver, application) a the
managed tools properly and in a timely manner SAmEtine:
CPS.MA-1  |while recording the history - The organization plans maintenance work such as updating its loT devices and servers, implements the plan, checks the work done,
. . - and documents the entire maintenance.
- Introdyce IoT devices having a remote update | The organization gives prior approval for maintenance work such as updating its IoT devices and servers, and conducts monitoring.
mechanism to perform a mass update of different | The organization gives prior approval for travel from its premises for any maintenance work away from its premises, such as updating
software programs (OS, driver, and application) Advanced |5 10T devices and servers. It also takes necessary actions before the travel, such as deleting relevant saved data.
v
through remote commands, where applicable. - The organization checks all security measures that may have been affected by maintenance work, such as updating its oT devices and
servers, after the work is complete in order to make sure that the relevant equipment works correctly.
- The organization keeps the records of maintenance work done, such as updating its loT devices and servers.
- The organization establishes a process for authorizing maintenance staff in order to keep the list of authorized maintenance
organizations or staff members updated.
- The organization documents the policy and procedure relating to and a designed for remote
QerEliE: REmeie M EREmEs e T daviess advanced | and the in accordance with the policy and procedure.
oI SRS il e Ep e B Ene) - The organization provides authentication required for network access that it specifies when remote maintenance is carried out. It also
CPS.MA-2 ding | that thorized b ensures that the session and network ion are i when the remote is complete.
(el (e S0 WiEls UnEEnelipE=e) cleeeEs Ch (92 “The organization develops and agrees to an i plan for remote before carrying out the maintenance, and
prevented. Basic |checks the results of the maintenance done.
- The organization keeps the records of remote done.
A.11.2.5 Equipment, information or software shall F ge lists including information of assets (e.g., names, version information, license information, and
Removal of assets not be taken off-site without prior : . i) Gy e e S i e,
authorization Document and manage appropriately the list of - The organization makes a list of removable media (e.g., USB memory sticks) that can be used on system components (information
N hardware and software, and management system or industrial control system), and manages the use of them.
CPS.AM-1 |information (e.g. name of asset, version, network | Advanced |- The organization uses only removable media (e.g. USB memory) permitted in the organization. Also, if there is no identifiable
address, name of asset manager, license ownwer of portable storage devices, the organization prohibits the use of such devices.
information) of components in the system - The organization controles access to the media that contain highly confidential data, and properly grasps and manages the usage of
. the media taken outside of the controlled areas.
Perform setting, recording, and monitoring of o ’ ) 3 ) .
CPS.CM-2 i s NSy S i TN | IS e—" - The organization tracks and monitors the locations and relocation of important assets within the scope of its management of
¢ gf IgT dZv\i/ces o g = particularly important assets.
A.11.2.6 Security shall be applied to off-site assets - The organization reviews the relevant audit log regularly or when an incident or a sign of an incident appears if a physical access log
Security of equipment  |taking into account the different risks of from access control is available while 24-h monitoring is not conducted through security cameras or by any other means.
. - . At - A person in charge accompanies a visitor into the area where the organization’s assets that must be protected are directly accessible
and assets off-premises |working outside the organization’s . . -
P ) 9 9 Perform setting, recording, and monitoring of (e.g., an office) in order to monitor the visitor's behavior.
premises. CPS.CM-2  |proper physical access, considering the importance | Advanced |- The organization monitors through security cameras or by other means physical access to its facilities that are vital for its operations
of ToT devices and servers. and house IoT devices and servers, thereby enabling early detection of any physical security incidents and immediate action.
- If the above physical security measures may be difficult to implement for items such as IoT devices and servers that may be critical to
the organization’s operation because they are in a remote location or for any other reasons, consider using tamper-resistant
(CPS.DS-6) or taking any other appropriate measures to enhance the physical security properties of the equipment itself.
A11.2.7 All items of equipment containing storage | The organization defines classifications including security categories of data saved in an loT device or server to be scrapped, and
Secure disposal or media shall be verified to ensure that any When disposing of an IoT device and server, delete| H-Advanced |introduces a mechanism for using the proper technique for deleting data with the strength and integrity needed or making the data
reuse of equipment sensitive data and licensed software has the stored data and the ID (identifier) uniquely unreadable according to the definition.
been removed or securely overwritten CPS.IP-6 |identifying the genuine IoT devices and servers as “The organization establishes a procedure for scrapping its equipment including IoT devices and servers, deletes data saved in the
prior to disposal or re-use. well as important information (e.g., private key Advanced |equipment or makes the data unreadable in accordance with the procedure, and makes sure that the action has been done
and digital certificate), or make them unreadable.
Basic |- The organization deletes data that has been saved in its IoT devices or servers to be scrapped, or makes the data unreadable.
A.11.2.8 Users shall ensure that unattended - The organization regulates service wires and transmission paths that are related to their loT devices and servers by physical access.
Unattended user equipment has appropriate protection. H-Advanced || The organization regulates output devices of its system by physical access.
equipment - . N —— % - The organization monitors alarms and monitoring devices (e.g., surveillance cameras) for physical intrusions into the areas within the
mplement appropriate physical security measures ! ’
? e p physical security boundaries.
such as locking and limiting access to the areas advanced |- The organization monitors physical accesses to the areas within the physical security boundaries and regularly reviews the auditlog.
) ] v
where the IoT devices and servers are installed, - The organization keeps the records of visitor’s access to the areas within the physical security boundaries and regularly reviews them.
CPS.AC-2 ) N . :
using entrance and exit controls, biometric - The organization maintains upkeep of the access list for areas where their IoT devices and servers are located and issues permission
authentication, deploying surveillance cameras, certificates necessary for access.
and inspecting belongings and body weight sasic | The organization defines physical security boundaries at ts acilites, and implement access control according to the security

requirements of assets placed within the boundaries and the results of risk assessment.
- The organization monitors the work of temporarily authorized party within the physical security boundaries, such as by authorized
attendants or monitoring cameras.
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A.11.2.9
Clear desk and clear
screen policy

A clear desk policy for papers and
removable storage media and a clear
screen policy for information processing
facilities shall be adopted.

CPS.AC-2

Implement appropriate physical security measures

H-Advanced

“The organization regulates service wires and transmission paths that are related to their loT devices and servers by physical access.
- The organization regulates output devices of its system by physical access.

- The organization monitors alarms and monitoring devices (e.g., surveillance cameras) for physical intrusions into the areas within the
physical security boundaries.

such as locking and limiting access to the areas
where the IoT devices and servers are installed,

Advanced

- The organization monitors physical accesses to the areas within the physical security boundaries and regularly reviews the audit log.
- The organization keeps the records of visitor’s access to the areas within the physical security boundaries and regularly reviews them.

using entrance and exit controls, biometric
authentication, deploying surveillance cameras,
and inspecting belongings and body weight.

Basic

“The organization maintains upkeep of the access list for areas where their loT devices and servers are located and issues permission
certificates necessary for access.

- The organization defines physical security boundaries at its facilities, and implement access control according to the security
requirements of assets placed within the boundaries and the results of risk assessment.

- The organization monitors the work of temporarily authorized party within the physical security boundaries, such as by authorized

or monitoring cameras.

A.12
Operations security

A12.1
Operational procedures
and responsibilities

A12.1.1
Documented operating
procedures

Operating procedures shall be documented
and made available to all users who need
them.

CPS.GV-1

H-Advanced

formulates security policies and

- While sharing the basic policy with usedina [ , the
operational procedures by fully considering the characteristics of a site on which an loT device is installed.

[Reference] For example, IEC 62443-2-1, a security management standard for industrial automation and control systems (IACS),
requires formulation of cyber security policies at an upper level for an IACS environment.

Develop security policies, define roles and
responsibilities for security across the organization
and other relevant parties, and clarify the
information-sharing method among stakeholders.

Advanced

- The organization formulates a series of lower level security policies, such as the policies and implementation procedures of the
following individual topics, to support policies at a higher level.

a) Access control and authentication

b) Physical security measures

¢) System development and maintenance

d) Management of external contractors

e) Classification and handling of information

- The organization formulates a series of security policies by fully considering the organization’s a) business strategies, b) related rules,
laws, regulations, and contracts, and c) environments under threats to security to sufficiently reflect the actual situation of the
organization.

- The organization reviews and updates a security plan according to changes in its a) business strategies, b) related rules, laws,
regulations, and contracts, and c) environments under threats to security.

[Reference] To formulate a policy at a more detailed level, refer to related standards such as ISO/IEC 27002 for identification of fields
[which require the policy, and refer to more detailed guidelines.

A.12.1.2
Change management

Changes to the organization, business
processes, information processing facilities
and systems that affect information
security shall be controlled.

CPS.IP-1

H-Advanced

- Before making changes to loT devices and servers that are subjects of configuration management, the organization tests and approves
these changes as well as creates a document on the changes.

- The organization uses an to manage, apply, and confirm settings of loT devices and servers from a single
location.

- The organization integrates security change management procedures particularly for industrial control systems, into existing process
safety p

Introduce and implement the process to manage
the initial setting procedure (e.g., password) and
setting change procedure for IoT devices and
servers.

Advanced

- When changes are made to the loT devices and servers that are subjects of the analyzes the
impact the change has on security, decides whether the change can be made or not, and creates a document on the procedure.

- The organization limits personnel who can make changes to approved loT devices and servers (restricted access).

- The organization makes changes to approved loT devices and servers, as well as implements, records, and monitors those changes.

- The organization uses a secure recovery method (e.g. entering a security code known only to the user before the change is
implemented) if they forget the password of their accounts, loT device and servers.

- The organization regularly reviews policies and procedures for operation and change management to ensure that changes do not
adversely affect the availability or safety of information system and industrial control system.

Basic

- Upon determining the most restrictive setting criteria that conform to their operation, the organization creates a document on the
initial setting procedures and setting details for the IoT devices and servers that will be introduced and adjusts the settings according to
the document.

- The organization checks initial setting values of loT devices before installing them, and adjusts the settings appropriately if they do not
comply with the policy stipulated in CPS.AC-1.

- The organization checks and records software installed in IoT devices before introducing them.

A.12.1.3
Capacity management

The use of resources shall be monitored,
tuned and projections made of future
capacity requirements to ensure the
required system performance.

CPS.DS-6

Secure sufficient resources (e.g., People,
Components, system) for components and
systems, and protect assets property to minimize
bad effects under cyber attack (e.g., DoS attack).

Advanced

- The information system and industrial control system manage spare storage space, bandwidth, and other spares (People,
Components, System) and minimize the impact of service denial attacks that send a large amount of information. For example, if
services provided by an attacked system can not be stopped due to maintaining the level of availability, etc., in order to continue
important functions, it is necessary to take the following measures.

- Automatic or manual migration to standby system

- Automatic or manual segregation of system components attacked by adversal actor
- In order to ensure that required system performance is satisfied, use of resources must be monitored and adjusted. In addition,
storage capacity and performance required in the future must be pre-estimated.
- The organization shall:
(a) Use a monitoring tool which the organization specifies in order to find signs of service jamming attacks on the information system.
(b) Monitor resources of information system and industrial control system identified by the organization and judge whether sufficient
resource is secured to prevent effective service jamming attacks.

CPS.DS-7

Carry out periodic quality checks, prepare standby
devices and uninterruptible power supplies,
provide redundancy, detect failures, conduct
replacement work, and update software for IoT
devices, communication devices, circuits, etc.

Advanced

- The organization prepares short-term uninterrupted power supply which supports the switching of the information system to an
alternative power source that can be used for a long period of time when the primary power source is lost.

Basic

- In order to ensure that required performance of an information system and an industrial control system is satisfied, use of resources
must be monitored and adjusted. In addition, storage capacity and performance that are required in the future are pre-estimated.

- The organization protects devices from power outages and other failures that are attributable to malfunctions in the support utility.
- The organization protects communication cables and power cables that transmit data or that support information service from
interception, interference, and harm.
- The organization properly

devices to ensure ity and integrity.
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A.12.1.4

Separation of
development, testing
and operational
environments

Development, testing, and operational
environments shall be separated to reduce
the risks of unauthorized access or
changes to the operational environment.

CPS.AC-7

Develop a policy about controlling data flow, and
according that protect the integrity of the network

H-Advanced

~The information system and the industrial control system monitor and control communications on the networks composing internal
business systems of the organization.

- Regarding the network which the system that handles highly confidential data is connected to, the organization shall deny network
communications as a default and shall only allow connection of approved communication traffic.

- The organization physically or logically separates the network of high importance industrial control systems from the network of
control systems with lower importance.

- If the information system that handles highly confidential data is connected to a remote device, the organization is to prevent multiple
and simultaneous local connections between the device and the system, as well as prevent access to external network resources by
other connections.

by means such as appropriate network isolation
(e.g., development and test environment vs.
production environment, and environment

Advanced

~The information system and industrial control system monitor and regulate connection of external and internal boundaries of the
network to which the system is connected (in the case of industrial control systems, boundaries with information systems).

- The organization installs boundary protection devices to promote effective security in the system and connects to external networks
via the device.

incorporates IoT devices vs. other environments
within the organization).

Basic

~The organization establishes a data flow regulation policy that defines the range in which data flow within information systems and
industrial control system is permitted and the range in which data flow between systems is permitted, and regulates the flow by
segregating the network appropriately.

- The organization logically or physically segments the control system's network from the network composing of the information
system.

in environ

physical 1ts physically separated from other networks. Alternatively, in
environments physically close to other networks, it is possible to i logical of the cost of the
measure.

inc

A.12.2
Protection from
malware

A.12.2.1
Controls against
malware

Detection, prevention and recovery
controls to protect against malware shall
be implemented, combined with
appropriate user awareness.

CPS.DS-10

Conduct integrity checks of software runnning on
the IoT devices and servers at a time determined
by the organization, and prevent unauthorized

H-Advanced

- The organization uses an automated tool that notifies the information system administrator when an inconsistency is found during
integrity verification.

- The organization uses tools to prevent the launch of the software if malicious software is detected.

- The organization incorporates detection capacity into its incident response capacity to detect unauthorized changes that are made to
the settings and security, such as an unauthorized promotion of system authority.

software from launching.

Advanced

- The information system regularly inspects the integrity of the software and firmware.
- The information system and the industrial control system prevent activation of unregistered software by registering in advance
software that is permitted to activate.

CPS.CM-3

- Use IoT devices that can detect abnormal
behaviors and suspend operations by comparing

10T devices, or systems that contain these devices, examine information output from software programs or applications to see if it
matches the expected content in order to prepare for certain attacks that may have a consequence different to a normally expected
outcome (e.g., command injection).

- The information system updates the logic to detect malicious code through an IDS/IPS.

- The information system detects exploit codes that attacks unknown vulnerabilities by installing on endpoints (especially, IoT devices
and servers with various functions) detection/restoration software using technologies of behavioral detection of malware.

- The information system executes real-time scanning of files from external sources.

the instructed behaviors and actual ones.

- Validate whether information provided from
cyberspace contains malicious code, and is within
the permissible range before any action based on
the data.

Advanced

- The information system blocks or isolates any malicious code for it detected through an IDS/IPS, or notifies the administrator of the
code.

- The information system detects exploit codes by installing on endpoints (10T devices, servers, and so on) detection/restoration
software using technologies of pattern matching of malware.

- The organization considers implementing whitelist-type malware protection for loT devices with limited functions.

* Especially regarding loT devices and control devices, OS to which anti-malware software can be applied may not be used. It is
desirable for the organization to confirm whether devices to be introduced are compatible with anti-malware software at the phase of
procurement and to select compatible ones. If it is difficult to procure devices compatible with anti-malware software, it is desirable to
take alternative measures such as introducing/strengthening a malware detection mechanism on a network.

A.12.3
Backup

A.12.3.1
Information backup

Backup copies of information, software
and system images shall be taken and
tested regularly in accordance with an
agreed backup policy.

CPS.BE-3

Identify the dependency between the organization
and other relevant parties and the important
functions of each in the course of running the
operation.

- The organization identifies the functions of the following support utilities for the continuation of its business and the dependence
ip between them.

- Communication service

- Electrical power equipment (including power cables)
- Among the above identified utilities, for those which have important roles for the continuation of its business, the organization
examines the possibility of taking measures as follows:

- Establi of alternative services

- Physical protection of electrical power equipment and power cables

- Preparation of short-term permanent power supply equipment
- When examining the possibility of using an alternative communication service, the organization considers the following:

- Identify the requir on the of the ion (including the target recovery time) when examining a contract with
a communication service provider.

- Reduce the possibility of sharing a single point of failure with a primary communication service.

men rgani

Advanced

- The organization identifies the requirements for the capacity/capability of an applicable system according to the requirements for its
availability stipulated in CPS.AM-6.

- In order to fulfill the required system performance, the organization monitors/adjusts the use of resources in the information systems
and industrial control systems in operation, and pre-estimates the storage capacity/performance required in the future.

CPS.IP-4

Perform a periodical system backup and testing of

H-Advanced

“The organization confirms the trustworthiness of the medium and integrity of the information by regularly testing the backup
information.

components (e.g., IoT devices, communication

Advanced

[~ The organization backs up their system documents according to the prescribed timing and frequency.
- The organization protects the integrity, and availability of the information backed up on the storage base.

devices, and circuits).

Basic

“The organization backs up information on user level and system level that is included in its information systems or industrial control

systems according to the prescribed timing and frequency.
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A.12.4
Logging and monitoring

A.12.4.1
Event logging

Event logs recording user activities,
exceptions, faults and information security
events shall be produced, kept and
regularly reviewed.

“The organization uses a trail storage system with the following features to flexibly fulfil the needs of clients and other related
organizations, such as a third-party auditing institution, on a real-time basis.

H-Advanced | - Eligibility of the subject audit trail for the contract matter can be verified quickly.
- Only authorized entities such as clients and outsourced auditing agencies can access the system.
Collect and securely store data proving that the - Stored data has reliable trails such as time stamps and electronic signatures.
organization is fulfilling its contractual obligations - The organization takes measures so that those records among the audit records generated by the system that are acquired over a long|
CPS.SC-8 with other relevant parties or individuals, and period of time can be obtained with certainty.
prepare them for disclosure as needed within - In order to protect audit records from the following threats, it is desirable for the system to apply access control with high granularity
appropriate limits. Advanced [to the items and systems in which audit records are stored.
- Change format of recorded message
- Change or delete log file
- Exceed storage space of log file medium
Basic |- The organization preserves audit records for an appropriate period of time 5o as to satisfy the requirements of laws and regulations.
- In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security
incidents after the fact. Therefore, the information system collects, if possible, detailed logs (e.g. OS command level) that do not remain
in the OS function.
- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails
across the system, logically and physically.
- The information system provides system functions designed to compare and synchronize internal system clocks by using an official
H-Advanced [source of information for generating time stamps for an audit record.
- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated
manner.
- It may be difficult to generate security-related audit logs for some of the IoT devices that an organization uses, or to connect some of
Determine and document the subject or scope of those devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the loT devices,
the audit recording/log recording, and implement such as using a log management system different than the main one or using an alternative measure on the part of the system, when
CPS.PT-1 and review those records in order to properly collecting and analyzing audit logs from the relevant loT devices.
detect high-risk security incidents. - The information system and the industrial control system uses a cryptographic mechanism in order to ensure the integrity of an audit
log and audit tool each.
Advanced |- The organization grants control over an audit log only to users assigned in accordance with the rules about security-related internal
responsibility.
- The information system issues an alert when an incident of failure takes place in the audit process.
- The organization specifies what is to be audited based on its risk strategy and risk results, and sees if the
systems can acquire audit logs that show who did what and when in connection with the subjects of an audit.
sasic | The system generates an audit log prescribed from various system components.
- The organization reviews and analyze a system’s audit log regularly to see if there are any signs of security incidents that may cause
damage to the organization, and make a report to the system administrator where necessary.
- The organization confirms that the impact of audit activities on the performance of industrial control systems is tolerable.
- The organization efficiently analyzes audit logs collected through 24-h, 365-day security monitoring by using an automated analysis
tool.
- Itis desirable for the organization to include not only its conventional IT environment but also its control system and IoT devices in the
scope of security monitoring.
H-Advanced |- It is desirable for the organization to regularly evaluate the maturity of its security measure organizations in order to continue
improving its security-related operations, including security monitoring and the ways incidents are handled.
[Reference] For example, SIM3 (Security Incident Management Maturity Model is available as metrics for the evaluation of security
organizations (SOC/CSIRT).
Appoint a chief security officer, establish a security - The organization refers to risk assessment results and, considering the following angles, establishes what to monitor and what to
management team (SOC/CSIRT), and prepare a [ieilo (b ERGIEEEREEES.
CPS.AE-2 o - - The scope of systems to monitor
Systemtinine OREREEE Getectlapalyzey - Which device logs should be collected for analysis (see CPS.AE-3)
and respond to security events. - The organization regularly reviews audit logs collected through monitoring.
- The organization continues to collect and manage information about assets, device configurations, and network configurations in
Advanced order to evaluate its security status.
- The organization examines the results of correlation analysis and other data to accurately detect security events that must be
addressed and take action in accordance with the security operation process. See CPS.RP-1 for details of the process.
- The organization regularly reports the state of organizational and system security to the chief security officer or other appropriate
staff members. It is desirable that the regular report should include the following shown below
- Results of log analysis (e.g., the number of incidents handled; summaries of typical incidents that have been handled; threats that
have emerged; issues in monitoring);
- Policy for future improvements in monitoring.
- The organization conducts a trend analysis examining the latest information about threats, vulnerability, and assessments of security
management measures carried out several times in order to determine whether the activities for continuous monitoring need any
correction.
H-Advanced | The oreanization carries out policy tuning (management of signatures to apply) and maintenance for devices such as IDS, IPS, and SIEM
on its own.
- The organization creates custom signatures used for sensors on its own.
- In order to properly detect security events that are likely to adversely affect the organization, the organization collects and analyzes
Identify the security events accurately by logs of edge devices such as loT devices in addition to the logs of devices presented in <Advanceds, if possible.
implementing the procedure to conduct a ~Itis desirable that the organization should monitor mainly logs of the devices listed below for real-time analysis to appropriately detect
CPS.AE-3 correlation analysis of the security events and security events highly likely to have an adverse effect on its own organization . This will require the handling of many different logs.
comparative analysis with the threat information Hence, it is necessary to normalize logs to store them in the same database or to use SIEM for efficient analysis. It is also advisable to
obtained from outside the organization. handle information about network flows if it is available.
Advanced | - Logs and network flows from network systems, e.g., firewalls
- Logs from security devices, e.g., IPS/IDS
- Access logs of web servers
- Logs from various systems, e.g., ActiveDirectory; DNS
- Logs related to users’ terminals
sasic || The organization checks each notice from firewalls and endpoint security products in order to identify security events that may have

an adversal impact on the

D-3-21



Appendix D.3 - Mapping ISO/IEC 27001 to CPSF

ISO/IEC 27001:2013 Annex A

Cy

ber/Physical Security Framework

Security Controls ID

Controls

Measure
Requirement ID

Measure Requirement

of Security M

CPS.DP-1

Clarify the role and responsibility of the
organization as well as service providers in
detecting security events so that they can fulfill
their accountabilities.

Basic

- The organization determines the log information that would help detect security events and thus should be collected based on its

relating to risk and results.
- The organization ascertains that its business partner (service provider) has an audit log that records activity of service users, exception
handling, and security events that the provider has acquired.

- The organization ascertains that the audit log acquired by its service provider records activity of service users, exception handling, and
security events, and is protected in a proper way.

A.12.4.2
Protection of log
information

Logging facilities and log information shall
be protected against tampering and
unauthorized access.

CPS.PT-1

Determine and document the subject or scope of
the audit recording/log recording, and implement
and review those records in order to properly
detect high-risk security incidents.

H-Advanced

- In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security
incidents after the fact. Therefore, the information system collects, if possible, detailed logs (e.g. OS command level) that do not remain
in the OS function.

- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails
across the system, logically and physically.

- The information system provides system functions designed to compare and synchronize internal system clocks by using an official
source of information for generating time stamps for an audit record.

- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated
manner.

- It may be difficult to generate security-related audit logs for some of the IoT devices that an organization uses, or to connect some of
those devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the IoT devices,
such as using a log management system different than the main one or using an alternative measure on the part of the system, when
collecting and analyzing audit logs from the relevant IoT devices.

Advanced

“The information system and the industrial control system uses a cryptographic mechanism in order to ensure the integrity of an audit
log and audit tool each.

- The organization grants control over an audit log only to users assigned in accordance with the rules about security-related internal
responsibility.

- The information system issues an alert when an incident of failure takes place in the audit process.

A.12.4.3
Administrator and
operator logs

System administrator and system operator
activities shall be logged and the logs
protected and regularly reviewed.

CPS.PT-1

Determine and document the subject or scope of
the audit recording/log recording, and implement
and review those records in order to properly

H-Advanced

- In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security
incidents after the fact. Therefore, the information system collects, if possible, detailed logs (e.g. OS command level) that do not remain
in the OS function.

- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails
across the system, logically and physically.

- The information system provides system functions designed to compare and synchronize internal system clocks by using an official
source of information for generating time stamps for an audit record.

- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated
manner.

- It may be difficult to generate security-related audit logs for some of the IoT devices that an organization uses, or to connect some of
those devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the loT devices,|
such as using a log management system different than the main one or using an alternative measure on the part of the system, when
collecting and analyzing audit logs from the relevant loT devices.

detect high-risk security incidents.

Advanced

- The information system and the industrial control system uses a cryptographic mechanism in order to ensure the integrity of an audit
log and audit tool each.

- The organization grants control over an audit log only to users assigned in accordance with the rules about security-related internal
responsibility.

- The information system issues an alert when an incident of failure takes place in the audit process.

Basic

- The organization specifies what is to be audited based on its risk strategy and risk
systems can acquire audit logs that show who did what and when in connection with the subjects of an audit.
- The system generates an audit log prescribed from various system components.

- The organization reviews and analyze a system'’s audit log regularly to see if there are any signs of security incidents that may cause
damage to the organization, and make a report to the system administrator where necessary.

- The organization confirms that the impact of audit activities on the performance of industrial control systems is tolerable.

results, and sees if the

A.12.4.4
Clock synchronisation

The clocks of all relevant information
processing systems within an organization
or security domain shall be synchronised
to a single reference time source.

CPS.PT-1

Determine and document the subject or scope of
the audit recording/log recording, and implement
and review those records in order to properly
detect high-risk security incidents.

H-Advanced

- In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security
incidents after the fact. Therefore, the information system collects, if possible, detailed logs (e.g. OS command level) that do not remain
in the OS function.

- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails
across the system, logically and physically.

- The information system provides system functions designed to compare and synchronize internal system clocks by using an official
source of information for generating time stamps for an audit record.

- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated
manner.

- It may be difficult to generate security-related audit logs for some of the IoT devices that an organization uses, or to connect some of
those devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the IoT devices,
such as using a log management system different than the main one or using an alternative measure on the part of the system, when
collecting and analyzing audit logs from the relevant IoT devices.
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A.12.5
Control of operational
software

A.12.5.1
Installation of software
on operational systems

Procedures shall be implemented to
control the installation of software on
operational systems.

CPS.IP-1

H-Advanced

- Before making changes to loT devices and servers that are subjects of configuration management, the organization tests and approves
these changes as well as creates a document on the changes.

- The org: uses an to manage, apply, and confirm settings of loT devices and servers from a single
location.

- The organization integrates security change management procedures particularly for industrial control systems, into existing process
safety p

Introduce and implement the process to manage
the initial setting procedure (e.g., password) and
setting change procedure for IoT devices and
servers.

Advanced

- When changes are made to the loT devices and servers that are subjects of the analyzes the
impact the change has on security, decides whether the change can be made or not, and creates a document on the procedure.

- The organization limits personnel who can make changes to approved IoT devices and servers (restricted access).

- The organization makes changes to approved loT devices and servers, as well as implements, records, and monitors those changes.

- The organization uses a secure recovery method (e.g. entering a security code known only to the user before the change is

if they forget the password of their accounts, oT device and servers.
- The organization regularly reviews policies and procedures for operation and change management to ensure that changes do not
adversely affect the availability or safety of information system and industrial control system.

Basic

- Upon determining the most restrictive setting criteria that conform to their operation, the organization creates a document on the
initial setting procedures and setting details for the IoT devices and servers that will be introduced and adjusts the settings according to
the document.

- The organization checks initial setting values of loT devices before installing them, and adjusts the settings appropriately if they do not
comply with the policy stipulated in CPS.AC-1.

- The organization checks and records software installed in IoT devices before introducing them.

CPS.IP-2

Restrict the software to be added after installing in
the IoT devices and servers.

H-Advanced

- The organization restricts software by using a list of software that is permitted to be executed on the information system and
industrial control system (whitelist) or list of prohibited software (blacklist). Or, unpermitted software shall not be installed.

A.12.6
Technical vulnerability
management

A.12.6.1
Management of
technical vulnerabilities

Information about technical vulnerabilities
of information systems being used shall be
obtained in a timely fashion, the
organization’s exposure to such
vulnerabilities evaluated and appropriate
measures taken to address the associated
risk.

CPS.RA-1

Identify the vulnerability of the organization’s

H-Advanced

- The organization conducts vulnerability diagnosis at planned timings such as planned stopping so as not to adversely affect the

of the system managed by the organization. And then, identify and list vulnerabilities that exist in the system owned by the
organization.

- It is desirable to conduct a penetration test periodically to recognize an existing vulnerability in a system it manages.

- When conducting vulnerability diagnosis, it is desirable to use a vulnerability diagnosis tool that can immediately update the
vulnerability of the system to be diagnosed.

- The organization develops mechanisms to temporarily permit privileged access to a inspector in vulnerability diagnosis to more
thoroughly identify vulnerabilities.

assets and document the list of identified
vulnerability with the corresponding asset.

Advanced

- The organization carries out a vulnerability diagnosis to recognize vulnerabilities existing in the information system which has high
importance and makes a list of them.

- In the operation phase of an information system owned by the organization, the organization uses a vulnerability diagnosis tool to
periodically identify its system vulnerability within vulnerabilities collected from various sources, which are supposed to be related to
the organization. The organization shall add the identified vulnerability and its impact degree to a list.

[Reference] Japan Vulnerability Notes (https://jvn.jp/) and other sources of information are available for reference to obtain
information regarding ility. Also, CVSS (https: .ipa.go.jp/security VSS.html llustrated by IPA) could be used as a
referential indicator to evaluate the impact level of vulnerability.

CPS.RA-4

- Conduct risk assessments regularly to check if
the security rules for managing the components
are effective and applicable to the components for
implementation.

H-Advanced

“When developing a new device or a new component which may have an impact on a physical space such as components of an
industrial control system, the organization collects/analyzes accident case studies of conventional products and others to identify
safety-related hazards.

- The organization analyzes a situation where a hazard leads to harm and identifies the possibility of occurrence and the severity of the
harm to estimate a possible risk especially regarding an industrial control system. At the time, it is desirable to check whether there is
any hazard caused by a security issue.

- The organization updates the risk assessment if there is a significant change in the industrial control system or the environment in
which it operates, or the other change that affects the security state of the industrial control system.

- Check the presence of unacceptable known
security risks, including safety hazards, from the
planning and design phase of an IoT device and
systems incorporating IoT devices.

Advanced

- The organization updates a risk assessment when there is a big change in a system or an environment where a system is running

of a new threat or ity) or when any situation which impacts the security status of a system occurs.

- When planning/designing a new system using an loT device, the organization identifies existing assets and assets to be protected in
the system to be implemented and organizes security measures according to use and configuration of the system. When handling a
component or a system with a long life cycle and a component or a system requiring availability, consideration in security measures at a
phase before designing is especially important.

- When considering security measures applied to purchased products and services, the organization makes sure that the levels of
measures correspond to the importance of such products and services.

CPS.RA-5

Consider threats, vulnerability, likelihood, and
impacts when assessing risks.

Advanced

- The organization updates a risk assessment when there is a big change in an information system or an environment where an
information system is running (including identification of a new threat or or when any situation which impacts the security
status of a system occurs. In that case, give priority to an information system or industrial control system with high importance.

b ion details common to CPS.RA-4

CPS.IP-10

H-Advanced

- The organization adopts and administers an automated mechanism for managing the status of defect correction.

Advanced

- The organization defines tolerable risk by identifying through investigations and tests the impacts of patch application on the functions
of other software applications and services on operations of IoT devices and servers.

- The organization conducts tests to measure the effectiveness of corrections and the possibility of any secondary adverse effects,
corrects the defects, and manages the corrections as part of the config

Develop a vulnerability remediation plan, and
modify the vulnerability of the components
according to the plan.

Basic

“The organization systematically identifies, reports and responds to vulnerabilities in its own information systems and industrial control
systems. The organization considers the following when formulating a plan.

- Seriousness of threats or vulnerabilities

- Risk in responding to vulnerabilities

[Reference] It may be difficult to carry out application of security patches in a timely manner or application of patches itself to loT
devices in consideration of availability and functions of devices. In such cases, it is desirable to avoid occurrence of security incidents by

thoroughly taking measures against threats (e.g. minimization of functions, strengthening of network monitoring).
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CPS.CM-7

Confirm the existence of vulnerability that requires
a regular check-up in IoT devices and servers
managed within the organization.

H-Advanced

 The organization conducts vulnerability diagnosis at planned timings such as planned stopping so as not to adversely affect the
operation of the system managed by the organization. And then, identify and list vulnerabilities that exist in the system owned by the
organization.

- When using tools to conduct vulnerability diagnosis, the organization should use tools that can quickly update the vulnerability
database of the system being diagnosed.

- The organization updates the vulnerability of scanned systems regularly, or when newly-identified weaknesses are reported.

- The organization implements a system for authorizing privileged access to the relevant system components in connection with the
specified vulnerability scanning.

~The organization has its systems and applications scanned for vulnerability regularly, or when any newly-found weaknesses that affect

the systems and/or applications are reported.

- The organization uses a tool for vulnerability scanning. Applying the standard methods that meet the following means that part of the
i process should be open to automation.

Advanced

st defects in the platform and software, and wrong setups.
- Format a checklist and test procedure.

- Assess the impact of the vulnerability.

- The organization corrects identified weaknesses through risk assessment within an appropriate period.

- The organization shares the information acquired through the above process with other system administrators in the organization,
thereby learning about similar weaknesses found in the other information systems, and correct them as necessary.

[Reference] Japan Vulnerability Notes (https://jvn.jp/) and other sources of information are available for reference to obtain

information regarding vulnerability. Also, CVSS (https: .ipa.go.jp/security/vuln/CVSS.html lllustrated by IPA) could be used as a
referential indicator to evaluate the impact level of vulnerability.

Basic

- The organization regularly has its systems and applications scanned for vulnerability.

A.12.6.2
Restrictions on software
installation

Rules governing the installation of
software by users shall be established and
implemented.

CPS.IP-2

Restrict the software to be added after installing in
the IoT devices and servers.

H-Advanced

The organization restricts software by using a list of software that is permitted to be executed on the information system and
industrial control system (whitelist) or list of prohibited software (blacklist). O, unpermitted software shall not be installed.

Advanced

~The organization adopts and manages a mechanism that manages software installation that is performed by users on the organization’
s system (information system or industrial control system) and monitors the events.

Basic

The organization establishes a policy on software installation performed by users on the organization’s system (information system or
industrial control system) and has the users follow it.

A.12.7
Information systems
audit considerations

A.12.7.1
Information systems
audit controls

Audit requirements and activities involving
verification of operational systems shall be
carefully planned and agreed to minimise
disruptions to business processes.

CPS.SC-6

Conduct regular assessments through auditing,
test results, or other checks of relevant parties
such as business partners to ensure they are
fulfilling their contractual obligations.

H-Advanced

- The organization adopts an automatic mechanism integrating review, analysis, and report that supports the investigation and
addresses procedures for deviation or signs of deviation from contract matters.

- The organization uses a mechanism that allows it to list and check whether obligatory matters stipulated in the contract are fulfilled,
matters which are concerned with security management of the organization and security functions implemented in the products and
services that will be delivered, especially for important clients and reconsigned organizations.

- State of compliance with security management measures of the external service provider is regularly checked by external audits and
field surveys conducted by the outsourcer.

- The important business partners and if possible their re-contractors etc. investigate whether there is any sign of attack related or any
fact of information leakage, and regularly report the result to the organization.

Advanced

- The organization checks whether requirements that are prescribed in the contract with the client can be audited on the system.
- The information system provides a function that allows for audit records to be created for events defined above that can be audited
on the system.

- The organization shall be able to maintain consistency in security audits with other organizations that require information on the audit.
- The organization regularly reviews and analyzes audit records that are made manually or automatically by the system, and checks
(whether there is any deviation or sign of deviation from contract matters.

- State of compliance with security management measures of the external service provider is regularly checked by internal audits that
are conducted by the client using a checklist.

CPS.PT-1

Determine and document the subject or scope of
the audit recording/log recording, and implement
and review those records in order to properly
detect high-risk security incidents.

H-Advanced

- In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security
incidents after the fact. Therefore, the information system collects, if possible, detailed logs (e.g. OS command level) that do not remain
in the OS function.

- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails
across the system, logically and physically.

- The information system provides system functions designed to compare and synchronize internal system clocks by using an official
source of information for generating time stamps for an audit record.

- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated
manner.

- It may be difficult to generate security-related audit logs for some of the IoT devices that an organization uses, or to connect some of
those devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the loT devices,|
such as using a log management system different than the main one or using an alternative measure on the part of the system, when
collecting and analyzing audit logs from the relevant loT devices.

Advanced

- The information system and the industrial control system uses a cryptographic mechanism in order to ensure the integrity of an audit
log and audit tool each.
- The organization grants control over an audit log only to users assigned in accordance with the rules about security-related internal

responsibility.
- The information system issues an alert when an incident of failure takes place in the audit process.

Basic

- The organization specifies what is to be audited based on its risk strategy and risk results, and sees if the
systems can acquire audit logs that show who did what and when in connection with the subjects of an audit.

- The system generates an audit log prescribed from various system components.

- The organization reviews and analyze a system’s audit log regularly to see if there are any signs of security incidents that may cause
damage to the organization, and make a report to the system administrator where necessary.

- The organization confirms that the impact of audit activities on the performance of industrial control systems is tolerable.
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A.13
Communications
security

A.13.1
Network security
management

A.13.1.1
Network controls

Networks shall be managed and controlled
to protect information in systems and
applications.

CPS.AC-7

Develop a policy about controlling data flow, and
according that protect the integrity of the network
by means such as appropriate network isolation
(e.g., development and test environment vs.
production environment, and environment
incorporates IoT devices vs. other environments

H-Advanced

~The information system and the industrial control system monitor and control communications on the networks composing internal
business systems of the organization.

- Regarding the network which the system that handles highly confidential data is connected to, the organization shall deny network
communications as a default and shall only allow connection of approved communication traffic.

- The organization physically or logically separates the network of high importance industrial control systems from the network of
control systems with lower importance.

- If the information system that handles highly confidential data is connected to a remote device, the organization is to prevent multiple
and simultaneous local connections between the device and the system, as well as prevent access to external network resources by
other connections.

within the organization).

Advanced

~The information system and industrial control system monitor and regulate connection of external and internal boundaries of the
network to which the system is connected (in the case of industrial control systems, boundaries with information systems).

- The organization installs boundary protection devices to promote effective security in the system and connects to external networks
via the device.

CPS.AC-9

Authenticate and authorize logical accesses to
system components by IoT devices and users
according to the transaction risks (personal

H-Advanced

- The information system and industrial control system require authentication using a public key infrastructure (PKI) , especially
regarding login to a system that handles highly confidential data.

* When performing authentication using PKI in an industrial control system, ensure that the processing wait time that occurs does not
degrade system performance.

- The information system and industrial control system lay down conditions that require disconnection of the session for its system and

a function that i ter tes a user’s session when it falls under these conditions.

[Reference] For the strength of authentication schemes and appropriate use cases, it is advisable to refer to NIST SP 800-63-3.

security, privacy risks, and other organizational
risks).

Advanced

“The organization checks the user's identity and authenticates using a mechanism that has sufficient strength for the risk of the
transaction (security-related risks for the user, privacy risks, etc.).

- The information system displays a notification message on the risk of the transaction (security-related risks for the user, privacy risks,
etc.) when a user logs into the system.

- The information system and the industrial control system make the feedback on the authentication information invisible i its system
during the authentication process.

- The organization sets the expiration date of the credential and manages whether the password over the expiration date is used.

CPS.DS-3

H-Advanced

- The organization protects th networks composing the information system and industrial control system that handles important data
b §

Encrypt the communication channel when
communicating between IoT devices and servers
or in cyberspace.

Advanced

y ing encrytion of channels or by alternative physical measures.
“The information system employs an cr i and encrypt

paths.

For encryption of paths, there are several methods such as IP-VPN, Ipsec-VPN, SSL VPN. Itis desirable that
the organization should select the method considering the importance of the data transmitted in the communication paths, the budget,
and so on.

CPS.PT-1

Determine and document the subject or scope of
the audit recording/log recording, and implement
and review those records in order to properly
detect high-risk security incidents.

H-Advanced

- In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security
incidents after the fact. Therefore, the information system collects, if possible, detailed logs (e.g. OS command level) that do not remain
in the OS function.

- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails
across the system, logically and physically.

- The information system provides system functions designed to compare and synchronize internal system clocks by using an official
source of information for generating time stamps for an audit record.

- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated
manner.

- It may be difficult to generate security-related audit logs for some of the IoT devices that an organization uses, or to connect some of
those devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the loT devices,|
such as using a log management system different than the main one or using an alternative measure on the part of the system, when
collecting and analyzing audit logs from the relevant loT devices.

Basic

“The organization specifies what is to be audited based on its risk strategy and risk

systems can acquire audit logs that show who did what and when in connection with the subjects of an audit.
- The system generates an audit log prescribed from various system components.

- The organization reviews and analyze a system’s audit log regularly to see if there are any signs of security incidents that may cause
damage to the organization, and make a report to the system administrator where necessary.

- The organization confirms that the impact of audit activities on the performance of industrial control systems is tolerable.

results, and sees if the

A.13.1.2
Security of network
services

Security mechanisms, service levels and
management requirements of all network
services shall be identified and included in
network services agreements, whether
these services are provided in-house or
outsourced.

CPS.SC-4

H-Advanced

- The organization or a third party tests the procured devices to see whether the security requirements stipulated in the contract are
fulfilled.

- The organization checks throughout the entire relevant supply chain (including reconsigned organizations) as to whether the devices
especially important for their operation are manufactured under appropriate procedures by organizations that have quality and
security ability above a certain level.

When signing contracts with external parties,
check if the products and services provided by the
other relevant organizations properly comply with
the security requirements defined by the
organization while considering the objectives of
such contracts and results of risk management.

Advanced

- The organization specifies in the contract the security requirements that the products and services procured from the partner should
comply with, such as the following.

- Specific certifications related to security (e.g., ISMS certification. ISASecure EDSA certification, Japan Information Technology
Security Evaluation and Certification Scheme (JISEC) have been gained.

- The vendor itself confirms that it has implemented the security measures in accordance with the standards of specific certifications
related to security

- It has implemented the necessary security requirements from the design phase (security by design) based on the results of risk
analysis, etc., and test them.
- It is desirable that the organization should, at the phase of planning procurement, secure a budget for security requirements regarding|
products o services themselves, or protection of assets used for procurement and supply of such products or services.
- The organization formulates, manages and improves security measurement rules to evaluate procurement or supply of products or
services, including the following.

- Target for measurement

- Method and frequency of reporting on measures taken

- Measures to be taken when measures are not implemented
- The organization checks means of detecting (or preventing) falsifications and leakages during shipments and whether or not the loT
devices and software being delivered have been operated without authorization.

- Goods: security courier, protection seal, etc.

- Digital transfer: encryption, hash of the entire transmitted data, etc.
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The organization requires its provider of external information system services to make clear the functions, ports, and protocols
H-Advanced [needed for the use of the services, along with other services.

- The organization monitors whether the matters made clear as stated above are observed.

The organization its security requil for the staff from its external service provider and system developer, and
includes the requirements in the agreement.

The organization requires its external service provider and system developer to contact it when any of its staff members who have
authorizations for its system are transferred or when their employment terminates.

- Itis desirable that the organization should manage changes to services offered by its external service provider, taking account of
Advanced relevant information about operations, the importance of its business systems and processes, and re-assessed risks.

The organization monitors whether its external service provider and system developer complies with the requirements.

- The organization monitors access to its system by its external service provider and system developer in order to detect any

detected properly. e P s e G S e e e S e A e @ e,

The organization reports the results of the monitoring of activiies by its external service provider and system developer to the
appropriate system administrator.

“The organization requires s provider of external information system services and system developer to draw up and introduce security
requirements such as those related to the following in accordance with the rules which the organization is subject to or which apply to
the provider and developer.

Monitor communication with external service
CPS.CM-5 |providers so that potential security events can be

Basi
asic - Adequate security measures to take (e.g., measures that deserve ISMS Certification)
- Proper management of data in operation
- Proper data erasure when the use of the services ends
A.13.1.3 Groups of information services, users and - The information system and the industrial control system monitor and control communications on the networks composing internal
Segregation in networks|information systems shall be segregated business systems of the organization.
. ) - Regarding the network which the system that handles highly confidential data is connected to, the organization shall deny network
on networks. Develop a policy about controlling data flow, and GICLGE U G0 - - E o
1 - 2 communications as a default and shall only allow connection of approved communication traffic.
according that protect the integrity of the network [y agvanced |- The organization physically or logically separates the network of high importance industrial control systems from the network of
by means such as appropriate network isolation control systems with lower importance.
CPS.AC-7 (e.g., development and test environment vs. - If the information system that handles highly confidential data is connected to a remote device, the organization is to prevent multiple
production environment, and environment and simultaneous local connections between the device and the system, as well as prevent access to external network resources by

other connections.
- The information system and industrial control system monitor and regulate connection of external and internal boundaries of the
network to which the system is connected (in the case of industrial control systems, boundaries with information systems).

- The organization installs boundary protection devices to promote effective security in the system and connects to external networks
via the device.

A.13.2 A.13.2.1 Formal transfer policies, procedures and H-Advanced | Te organization an ism for monitoring and managing system configurations,

incorporates IoT devices vs. other environments
within the organization).
Advanced

Information transfer Information transfer controls shall be in place to protect the network conﬁguranons, and data flows of their information systems and industrial control systems in real time.
- The organization states the characteristics of the interface, security requirements, and characteristics of transmitted data for network

policies and procedures tl;la:sfer offlnformatlgn ;hro?ghlbt.he use of Create and manage appropriately network Advanced in a ciagram in the assoclated documents,
all types of communication facilities. CPS.AM-4 configuration diagrams and data flows within the - The organization documents and stores system confi i ication network confi ions, and data flows of an
organization. information systems and an industrial control systems in a range managed by the organization (for example, in units of business

Basic [establishments).

- The organization reviews related documents periodically or when there is a change in system configurations, network configurations,
or data flows and updates them as necessary.

- The system makes a list of external information services in use and manages the users, devices as well as serviced in use in real time.
- The system uses a mechanism to give notice to the system administrator when an unpermitted external information system service is
H-Advanced (detected.

- The organization identifies functions, ports, protocols, and other services which are necessary for using services offered by external
providers.

Create and manage appropriately a list of external

CPS.AM-5 information systems where the organization’s

- The organization sets conditions for allowing other organizations which own or operate external information systems to do the
assets are shared.

Advanced | a.Accessing an information system in the organization from an external information system
b. Processing, saving, or transmitting information under the control of the organization using an external information system
- The organization restricts a use of storage in an external system the organi owns to an authorized one.

_ The information system and the industrial control system monitor and control communications on the networks composing internal
business systems of the organization.

- Regarding the network which the system that handles highly confidential data is connected to, the organization shall deny network
communications as a default and shall only allow connection of approved communication traffic.

H-Advanced |- The organization physically or logically separates the network of high importance industrial control systems from the network of
control systems with lower importance.

Develop a policy about controlling data flow, and - If the information system that handles highly confidential data is connected to a remote device, the organization is to prevent multiple
according that protect the integrity of the network and simultaneous local connections between the device and the system, as well as prevent access to external network resources by
other connections.

by means such as appropriate network isolation
“The information system and industrial control system monitor and regulate connection of external and internal boundaries of the

WAC- e.g., development and test environment vs.
CPS.AC-7  |(e.g., developm e dvanceq | etWOrk to which the systemis connected (in the case of ndustrialcontrol systems, boundaries with information systers).
Produdlon e"V'l'Onm_entr an env'ronnjent - The organization installs boundary protection devices to promote effective security in the system and connects to external networks
incorporates IoT devices vs. other environments via the device.

within the organization). [rtenegmiey T A
industrial control system is permitted and the range in which data flow between systems is permitted, and regulates the flow by

segregating the network appropriately.

- The organization logically or physically segments the control system's network from the network composing of the information

system.

Basic

physicl in envitonments physically separated from other netuwerks. Altetnatively, i

H-Advanced BEEH fatio P! otects th networks co DOS ng e the information system and mdustrial control system that handles \mportant gy
v
by encrytion of communication channels or by alternative physical measures.

Encrypt the communication channel when - The information system employs an ism and encrypt iation paths.
CPS.DS-3 communicating between IoT devices and servers
or in cyberspace. Advanced For ion of ication paths, there are several methods such as IP-VPN, Ipsec-VPN, SSL VPN. It is desirable that
the organization e e v considering the importance of the data transmitted in the communication paths, the budget,
and so on.
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~The system /IoT apparatus introduces the code module which it can implement without even little resource losing availability, and it is
desirable to encrypt the communication data from a high apparatus of the importance at appropriate strength.

CPS.DS-4 Fncwpt i.nformation itself when sending/receiving | "Advanced - The information system encrypts all data transmitted outside the organization with appropriate strength, not lmited to high or low
information. importance.
advanced | The organization encrypts information with appropriate strength when transmitting highly confidential information to an external
organization or the like.
- The organization introduces the concept of “whitelisting” for data entry in order to specify known items and systems considered
trustworthy as the sources of input data, and the format allowed for the input data.
H-Advanced |- IoT devices and servers begin communication with other IoT devices only after the devices are mutually authenticated successfully so
Validate the integrity and authenticity of the that the source of data is always clear.
CPS.CM-4  |information provided from cyberspace before - The information system and the industrial control system protect the authenticity of communications sessions.
operations. - The information system uses an integrity verification tool to detect any unauthorized changes that are made to communications data
Advanced |transmitted from loT devices and servers.
- 10T devices and servers that are acl as critical to the organization’s operations begin with other oT devices
only after the devices are mutually authenticated successfully so that the source of data is always clear.
A.13.2.2 Agreements shall address the secure H-Advanced | Te organizationi ges an for monitoring and managing system configurations,
Agreements on transfer of business information between network configurations, and data flows of their information systems and industrial control systems in real time
. - - N - The organization states the characteristics of the interface, security requirements, and characteristics of transmitted data for network
information transfer the organization and external parties. Create and manage appropriately network Advanced E e et
CPS.AM-4 configuration diagrams and data flows within the - The organization documents and stores system network c and data flows of an
organization. information systems and an industrial control systems in a range managed by the organization (for example, in units of business
Basic [establishments).
- The organization reviews related documents periodically or when there is a change in system configurations, network configurations,
or data flows and updates them as necessary.
- The organization specifies concrete security measure requi < ing importance of data and assumed risks, and
If the organization exchanges protected requires business partners to implent them.
CPS.DS-1 information with other organizations, agree in (etEnee) | The organization permits outsourcing of data handling operation to subcontractors only if it confirms that such subcontractors have
il advance on security requirements for protection of i security measures whose level is equivalent to those required to direct business partners.
such information. sasic | The organization regulate how to handle the data that business partners may handle by concluding a non-disclosure agreement.
- The organization prohibits direct business partners from subcontracting operations related to data management.
A.13.2.3 Information involved in electronic -Advanced || The organization protects th networks composing the information system and industrial control system that handles important data
Electronic messaging | messaging shall be appropriately o by ing encrytion of communication channels or by alternative physical measures.
protected. Encrypt the communication channel when - The information system employs an i and encrypt paths.
CPS.DS-3 communicating between IoT devices and servers
or in cyberspace. Advanced For encryption of paths, there are several methods such as IP-VPN, Ipsec-VPN, SSL VPN. It is desirable that
the organization should select the method considering the importance of the data transmitted in the communication paths, the budget,
and so on.
- The system /loT apparatus introduces the code module which it can implement without even little resource losing availability, and it is
) o . o H-Advanced | d€5iT2ble to encrypt the communication data from a high apparatus of the importance at appropriate strength. )
CPS.DS-4 Fncwpt !nformatlon itself when sending/receiving ?The information system encrypts all data transmitted outside the organization with appropriate strength, not limited to high or low
information. importance.
advanced | The organization encrypts information with appropriate strength when transmitting highly confidential information to an external
organization or the like.
- The organization introduces the concept of “whitelisting” for data entry in order to specify known items and systems considered
trustworthy as the sources of input data, and the format allowed for the input data.
H-Advanced |- IoT devices and servers begin communication with other IoT devices only after the devices are mutually authenticated successfully so
Validate the integrity and authenticity of the that the source of data is always clear.
CPS.CM-4 |information provided from cyberspace before - The information system and the industrial control system protect the authenticity of communications sessions.
operations. - The information system uses an integrity verification tool to detect any unauthorized changes that are made to communications data
transmitted from IoT devices and servers.
Advanced

- 10T devices and servers that are a as critical to the perations begin with other oT devices

only after the devices are mutually authenticated successfully so that the source of data is always clear.

rganization
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A.13.2.4
Confidentiality or
nondisclosure

Requirements for confidentiality or non-
disclosure agreements reflecting the
organization’s needs for the protection of

H-Advanced

- In a contract with a business partner who provides systems/components/services, the organization requires the partner the following
listed below:

- Create evidence of the implementation of the security assessment plan, and submit results of security tests/evaluations.

- Develop a plan for remedying defects identified during security testing / evaluation

agreements information shall be identified, regularly - Disclose a plan for defect remediation and its implementation status
reviewed and documented. it is desirable that the organization applies necessary requirements among those for security measures to directly consigned parties
and i i to reconsigned parties by considering the scales of risks originating from the supply chains.
- in accordance with the mi b needs of the organi state the following requirements, descriptions, and criteria in a
procurement contract of a system, component, or service.
- Requirements for security measures
- Requirements for security-related documents
- Requirements for protection of security-related documents
When signing contracts with external - Confidentiality clauses
organizations, check if the security management of - Implementation body and method of each handling: reporting destination at the time of incident occurrence, reporting details,
the other relevant organizations properly comply il e, IS e, (CERE), G i . o o
CPS.SC-3 N N o ) - Conditions to allow to confirm the observance to the security requirement which is inspected and defined by the organization or the|
with the security requirements defined by the Advanced |authorized third party.
organization while considering the objectives of - How to handle an information asset at the end of the contract
such contracts and results of risk management. - The organization requires business partners, in a contract, to i security requirements that comply with
laws and ons, i additional measures when they are recognized necessary because of the characteristics of
the contracted duty, etc.
- it is desirable to consider the following items in advance when determining security requirements based on laws and regulations and
requiring business partners to comply with them.
- Identification of potential risks in terms of legal regulations that may arise due to difference of applicable laws between the
organization and the business partner
- Negative impacts on the contract in terms of security due to legal and regulatory obligations applicable to the business partner
~The organization requires business partners to implement security requirements that complies with applicable laws and regulations.
- The organization confirms that the business partner has declared "SECURITY ACTION" in the process of selecting and evaluating a
Basic  |contractor.
* "SECURITY ACTION" is an initiative in Japan that small and medium-sized enterprises declare themselves to work on information
security measures.
A.14 A.14.1 A14.1.1 The information security related - The organization or a third party tests the procured devices to see whether the security requirements stipulated in the contract are
System acquisition, Security requirements | Information security  |requirements shall be included in the flilleet ) ) - )
development and of information systems |requirements analysis |requirements for new information systems H-Advanced |- The organization checks throughout the entire relevant supply chain (including reconsigned organizations) as to whether the devices
; P P ; especially important for their operation are manufactured under appropriate procedures by organizations that have quality and
maintenance and specification or enhancements to existing information bt ability above a certain level.
systems. |- The organization specifies in the contract the security requirements that the products and services procured from the partner should
comply with, such as the following.
- Specific certifications related to security (e.g., ISMS certification. ISASecure EDSA certification, Japan Information Technology
- ] . Security Evaluation and Certification Scheme (JISEC) have been gained.
Whenjsioningjcontractsiwithlextemallparticsy ~The vendor tself confirms that it has implemented the security measures in accordance with the standards of specific certifications
check if the products and services provided by the related to security
CPS.SC-4 |other relevant organizations properly comply with - It has implemented the necessary security requirements from the design phase (security by design) based on the results of risk
. the security requirements defined by the analysis, etc., and test them.
organization while considering the objectives of  itis desirable that the organization should, at the phase of planning procurement, secure a budget for security requirements regarding|
such contracts and results of risk management. Advanced - |products or services themselves, or protection of assets used for procurement and supply of such products o services.
- The organization formulates, manages and improves security measurement rules to evaluate procurement or supply of products or
services, including the following.
- Target for measurement
- Method and frequency of reporting on measures taken
- Measures to be taken when measures are not implemented
- The organization checks means of detecting (or preventing) falsifications and leakages during shipments and whether or not the loT
devices and software being delivered have been operated without authorization.
- Goods: security courier, protection seal, etc.
- Digital transfer: encryption, hash of the entire transmitted data, etc.
The organization explicitly presents the following requirements when procuring the system;
- Requirements for security functions;
- Requirements for security strength;
H-Advanceq | - Reauirements for security warranty;
- Requirements for security-related documents;
" - Requirements for protection of security-related documents;
CPS.IP-3 Introduce the system development life cycle to - Description on the development environment of the system and the environment which the system is planned to operate under;
manage the systems. - Acceptance criteria
The organization manages the system in accordance with the system development lifecycle, which includes items of consideration
Advanced | regarding information security, and undergoes an information security risk management process throughout the entire system
development lifecycle.
sasic | Te organization applies the general rules of the system’s security engineering to specifications, design, i

and changes in building the system.
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A.14.1.2

Securing application
services on public
networks

Information involved in application
services passing over public networks shall
be protected from fraudulent activity,
contract dispute and unauthorized

Develop a policy about controlling data flow, and
according that protect the integrity of the network

~The information system and the industrial control system monitor and control communications on the networks composing internal
business systems of the organization.

- Regarding the network which the system that handles highly confidential data is connected to, the organization shall deny network
communications as a default and shall only allow connection of approved communication traffic.

. @ una H-Advanced |- The organization physically or logically separates the network of high importance industrial control systems from the network of
disclosure and modification. by means such as appropriate network isolation control systems with lower importance.

CPS.AC-7 (e.g., development and test environment vs. - If the information system that handles highly confidential data is connected to a remote device, the organization is to prevent multiple
production environment, and environment and simultaneous local connections between the device and the system, as well as prevent access to external network resources by
incorporates IoT devices vs. other environments theqEonIEcricn-}

il (i G TEem) “The information system and industrial control system monitor and regulate connection of external and internal boundaries of the

: Advanced | Etwork to which the system is connected (in the case of industrial control systems, boundaries with information systems).
- The organization installs boundary protection devices to promote effective security in the system and connects to external networks
via the device.
-Advanced || The organization protects th networks composing the information system and industrial control system that handles important data
-Adv:

by ing encrytion of communication channels or by alternative physical measures.

Encrypt the communication channel when - The information system employs an i and encrypt paths.

CPS.DS-3 communicating between IoT devices and servers

or in cyberspace. Advanced For encryption of ication paths, there are several methods such as IP-VPN, Ipsec-VPN, SSLVPN. It is desirable that
the organization should select the method considering the importance of the data transmitted in the communication paths, the budget,
and so on.
“The system /IoT apparatus introduces the code module which it can implement without even little resource losing availability, and it is
H-Advanced |d€sirable to encrypt the communication data from a high apparatus of the importance at appropriate strength.
CPS.DS-4 Encrypt information itself when sending/receiving - The information system encrypts all data transmitted outside the organization with appropriate strength, not limited to high or low
B information. importance.
advanced | The organization encrypts information with appropriate strength when transmitting highly confidential information to an external
v
organization or the like.
- The organization detects tampering with data transmitted from loT devices, servers, etc. in industrial control systems, if possible, using|
H-Advanced |nte8rity checking tools.
-Adv:
- The organization incorporates detection capacity into its incident response capacity to detect unauthorized changes that are made to
Perform integrity checking on information to be the settings and security, such as an unauthorized promotion of system authority.
CPS.DS-11 t ived, and stored - The organization uses an integrity verification tool in an information system to detect any unauthorized changes that are made to
SENtJlece Ve JanTisIofecy communications data transmitted from IoT devices and servers.
Advanced |- The information system regularly inspects the integrity of the stored data.
- The information system supports the technology of authenticating the sending domain in e-mail, and detects spoofing and tampering
of e-mail.
A.14.1.3 Information involved in application service - The information system and the industrial control system monitor and control communications on the networks composing internal
Protecting application transactions shall be protected to prevent business systems of the organization.
: : . o X : . . - Regarding the network which the system that handles highly confidential data is connected to, the organization shall deny network
services transactions incomplete transmission, mis-routin
) ) communications s a default and shall only allow connection of approved communication traffic.
ﬂ:) . ,‘t - g, Develo}; a policy about conFroIIlng data flow, and o default and shall only all on of approved B i
unauthorized message aiteration, according that protect the integrity of the network | agvanced |- The organization physically or logically separates the network of high importance industrial control systems from the network of
unauthorized disclosure, unauthorized by means such as appropriate network isolation control systems with lower importance.
message duplication or replay. CPS.AC-7 (e.g., development and test environment vs. - If the information system that handles highly confidential data is connected to a remote device, the organization is to prevent multiple
production environment, and environment and simultaneous local connections between the device and the system, as well as prevent access to external network resources by
incorporates IoT devices vs. other environments other connections.
il (i G TEem) “The information system and industrial control system monitor and regulate connection of external and internal boundaries of the
: Advanced | etwork to which the system is connected (n the case of industrial control systems, boundaries with information systems).
- The organization installs boundary protection devices to promote effective security in the system and connects to external networks
via the device.
Restrict communications by IoT devices and -dThe ;)rgan'\zz(ion a‘sds'\gns '\ddent'\fifers lofi(s IoT devices anddse;vers, as well as managing the identification by preventing re-use of
N - identifiers and invalidating identifiers after a certain period of time.
servers to those with entities (e.g. people,

CPS.AC-8 d ( ,f? dp h P h Basic |- Before connecting their IoT devices and servers to the network, the information system and the industrial control system prepare a
components, system, etc.) identified throug mechanism that uniquely identifies and authenticate these devices.
proper procedures. - Communication using loT devices is denied as default. The protocol to be used is authorized as an exception.

H-Advanced || The organization protects th networks composing the information system and industrial control system that handles important data
by ing encrytion of channels or by alternative physical measures.
Encrypt the communication channel when - The information system employs an cr i and encrypt paths.
CPS.DS-3 communicating between IoT devices and servers
or in cyberspace. Advanced For encryption of paths, there are several methods such as IP-VPN, Ipsec-VPN, SSL VPN. It is desirable that
the organization should select the method considering the importance of the data transmitted in the communication paths, the budget,
and so on.
- The organization detects tampering with data transmitted from loT devices, servers, etc. in industrial control systems, if possible, using|
H-Advanced |te8rity checking tools.
-Adv:
- The organization incorporates detection capacity into its incident response capacity to detect unauthorized changes that are made to
Perform integrity checking on information to be the settings and security, such as an unauthorized promotion of system authority.
CPS.DS-11 t ived, and stored - The organization uses an integrity verification tool in an information system to detect any unauthorized changes that are made to
SENtJlece Ve JanTisIofecy communications data transmitted from IoT devices and servers.
Advanced |- The information system regularly inspects the integrity of the stored data.
- The information system supports the technology of authenticating the sending domain in e-mail, and detects spoofing and tampering
of e-mail.
“The organization introduces the concept of “whitelisting” for data entry in order to specify known items and systems considered
trustworthy as the sources of input data, and the format allowed for the input data.
H-Advanced |- 10T devices and servers begin communication with other IoT devices only after the devices are mutually authenticated successfully so
Validate the integrity and authenticity of the that the source of data is always clear.

CPS.CM-4 information provided from cyberspace before - The information system and the industrial control system protect the authenticity of communications sessions.

operations. - The information system uses an integrity verification tool to detect any unauthorized changes that are made to communications data
Advanced |transmitted from loT devices and servers.
v

- 10T devices and servers that are as critical to the org 's op begin with other oT devices

only after the devices are mutually 50 that the source of data is always clear.
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A.14.2 A14.2.1 Rules for the development of software and The organization explicitly presents the following requirements when procuring the system;
Security in development|Secure development systems shall be established and applied to = eIl (81 Sy G,
and support processes |policy developments within the organization. = Gt (e BNl S
HAdvanced | - Reauirements for security warranty;
- Requirements for security-related documents;
iR e SR e R EER ~Requirements for protection of security-related documents; )
CPS.IP-3 - Description on the development environment of the system and the environment which the system is planned to operate under;
manage the systems. - Acceptance criteria
The organization manages the system in accordance with the system development lifecycle, which includes items of consideration
Advanced | regarding information security, and undergoes an information security risk management process throughout the entire system
development lifecycle.
sose | The oreanization applies the general rules of the system’s security engineering to design, T
and changes in building the system.
A14.2.2 Changes to systems within the - Before making changes to loT devices and servers that are subjects of configuration management, the organization tests and approves
System change control |development lifecycle shall be controlled these changes as well as creates a document on the changes. )
procedures by the use of formal change control e Advanced |- The ©re usesan to manage, apply, and confirm settings of IoT devices and servers from a single
location.
procedures. | The organization integrates security change management procedures particularly for industrial control systems, into existing process
Introduce and implement the process to manage safety P .
Cps.Ip-1  |the initial setting procedure (e.g., password) and - When changes are made to the IoT devices and servers that are subjects of the analyzes the
) setting change procedure for IoT devices and impact the change has on security, decides whether the change can be made or not, and creates a document on the procedure.
servers. - The organization limits personnel who can make changes to approved loT devices and servers (restricted access).
Advanced || The oreanization makes changes to approved loT devices and servers, as well as implements, records, and monitors those changes.
- The organization uses a secure recovery method (e.g. entering a security code known only to the user before the change s
implemented) if they forget the password of their accounts, loT device and servers.
- The organization regularly reviews policies and procedures for operation and change management to ensure that changes do not
adversely affect the availability or safety of information system and industrial control system.
“The organization explicitly presents the following requirements when procuring the system;
- Requirements for security functions;
- Requirements for security strength;
H-Advanced | ~Reauirements for security warranty;
Introduce the system development life cycle to B Requ_‘remems (el d°?"me"(5;
CPS.IP-3 - Requirements for protection of security-related documents;
manage the systems. - B N en A e O e G e R e i e e e e SR e e D G e
- Acceptance criteria
“The organization manages the system in accordance with the system development lifecycle, which includes items of consideration
Advanced |regarding information security, and undergoes an information security risk management process throughout the entire system
development lifecycle.
A14.2.3 When operating platforms are changed, - Before making changes to loT devices and servers that are subjects of configuration management, the organization tests and approves
Technical review of business critical applications shall be these changes as well as creates a document on the changes. )
applications after reviewed and tested to ensure there is no Y ;oTc:;am: usesan to manage, apply, and confirm settings of IoT devices and servers from a single
operating platform adverse impact on organizational | The organization integrates security change management procedures particularly for industrial control systems, into existing process
changes operations or security. Introduce and implement the process to manage safety p b
Cps.Ip-1  |the initial setting procedure (e.g., password) and - When changes are made to the IoT devices and servers that are subjects of the analyzes the
: setting change procedure for IoT devices and impact the change has on security, decides whether the change can be made or not, and creates a document on the procedure.
servers. - The organization limits personnel who can make changes to approved loT devices and servers (restricted access).
Advanced || The organization makes changes to approved loT devices and servers, as well as implements, records, and monitors those changes.
- The organization uses a secure recovery method (e.g. entering a security code known only to the user before the change s
implemented) if they forget the password of their accounts, loT device and servers.
- The organization regularly reviews policies and procedures for operation and change management to ensure that changes do not
adversely affect the availability or safety of information system and industrial control system.
H-Advanced |- The organization adopts and administers an automated mechanism for managing the status of defect correction.
Develop a vulnerability remediation plan, and “The organization defines tolerable risk by identifying through investigations and tests the impacts of patch application on the functions
CPS.IP-10 modify the vulnerability of the components a 4 [of other software applications and services on operations of 10T devices and servers.
according to the plan. RO | [ e e e s s e e e R e e e e e by e ey s By e e s,
corrects the defects, and manages the corrections as part of the configurati
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A.14.2.4
Restrictions on changes
to software packages

Modifications to software packages shall be
discouraged, limited to necessary changes
and all changes shall be strictly controlled.

CPS.AM-1

Document and manage appropriately the list of
hardware and software, and management
information (e.g. name of asset, version, network
address, name of asset manager, license
information) of components in the system.

Advanced

- Mai ge lists including c information of assets (e.g., names, version information, license information, and
location) by reviewing and updating them periodically.

- The organization makes a lst of removable media (e.g., USB memory sticks) that can be used on system components (information
system or industrial control system), and manages the use of them.

- The organization uses only removable media (e.g. USB memory) permitted in the organization. Also, if there is no identifiable
ownwer of portable storage devices, the organization prohibits the use of such devices.

- The organization controles access to the media that contain highly confidential data, and properly grasps and manages the usage of
the media taken outside of the controlled areas.

CPS.MA-1

- Discuss the method of conducting important
security updates and the like on IoT devices and
servers. Then, apply those security updateswith
managed tools properly and in a timely manner

H-Advanced

- The organization gives prior approval for the use of devices and/or tools needed for maintenance to update its loT devices and
servers, and conducts monitoring.

- The organization inspects the devices and/or tools for maintenance brought in by the staff members who update its oT devices and
servers in order to make sure that no inappropriate or unauthorized changes will be made.

- The organization inspects the media used for maintenance to update its loT devices and servers in order to make sure that the media
contain no malicious code before they are used.

- The organization introduces an loT device designed to remotely update different software programs (OS, driver, application) at the
same time.

while recording the history.

- Introduce IoT devices having a remote update
mechanism to perform a mass update of different
software programs (OS, driver, and application)
through remote commands, where applicable.

Advanced

- The organization plans maintenance work such as updating its loT devices and servers, implements the plan, checks the work done,
and documents the entire maintenance.

- The organization gives prior approval for maintenance work such as updating its IoT devices and servers, and conducts monitoring.

- The organization gives prior approval for travel from its premises for any maintenance work away from its premises, such as updating
its 10T devices and servers. It also takes necessary actions before the travel, such as deleting relevant saved data.

- The organization checks all security measures that may have been affected by maintenance work, such as updating its IoT devices and
servers, after the work is complete in order to make sure that the relevant equipment works correctly.

- The organization keeps the records of maintenance work done, such as updating its loT devices and servers.

- The organization establishes a process for authorizing maintenance staff in order to keep the list of authorized maintenance
organizations or staff members updated.

A.14.2.5
Secure system
engineering principles

Principles for engineering secure systems
shall be established, documented,
maintained and applied to any information
system implementation efforts.

CPS.IP-3

Introduce the system development life cycle to
manage the systems.

H-Advanced

- The organization explicitly presents the following requirements when procuring the system;
- Requirements for security functions;
- Requirements for security strength;
- Requirements for security warranty;
- Requirements for security-related documents;
- Requirements for protection of security-related documents;
- Description on the development environment of the system and the environment which the system is planned to operate under;
- Acceptance criteria

Advanced

~The organization manages the system in accordance with the system development lifecycle, which includes items of consideration
regarding information security, and undergoes an information security risk management process throughout the entire system
development lifecycle.

A.14.2.6
Secure development
environment

Organizations shall establish and
appropriately protect secure development
environments for system development and
integration efforts that cover the entire
system development lifecycle.

CPS.IP-3

Introduce the system development life cycle to
manage the systems.

H-Advanced

- The organization explicitly presents the following requirements when procuring the system;
- Requirements for security functio
- Requirements for security strength;
- Requirements for security warranty;
- Requirements for security-related documents;
- Requirements for protection of security-related documents;
- Description on the development environment of the system and the environment which the system is planned to operate under;
- Acceptance criteria

Advanced

- The organization manages the system in accordance with the system development lifecycle, which includes items of consideration
regarding information security, and undergoes an information security risk management process throughout the entire system

lifecycle.

Basic

“The organization applies the general rules of the system’s security engint
and changes in building the system.

fing to design, X

A.14.2.7
Outsourced
development

The organization shall supervise and
monitor the activity of outsourced system
development.

CPS.SC-6

Conduct regular assessments through auditing,
test results, or other checks of relevant parties

H-Advanced

- The organization adopts an automatic mechanism integrating review, analysis, and report that supports the investigation and
addresses procedures for deviation or signs of deviation from contract matters.

- The organization uses a mechanism that allows it to list and check whether obligatory matters stipulated in the contract are fulfilled,
matters which are concerned with security management of the organization and security functions implemented in the products and
services that will be delivered, especially for important clients and reconsigned organizations.

- State of compliance with security management measures of the external service provider is regularly checked by external audits and
field surveys conducted by the outsourcer.

- The important business partners and if possible their re-contractors etc. investigate whether there is any sign of attack related or any
fact of information leakage, and regularly report the result to the organization.

such as business partners to ensure they are
fulfilling their contractual obligations.

Advanced

~The organization checks whether requirements that are prescribed in the contract with the client can be audited on the system.

- The information system provides a function that allows for audit records to be created for events defined above that can be audited
on the system.

- The organization shall be able to maintain consistency in security audits with other organizations that require information on the audit.|
- The organization regularly reviews and analyzes audit records that are made manually or automatically by the system, and checks
whether there is any deviation or sign of deviation from contract matters.

- State of compliance with security management measures of the external service provider is regularly checked by internal audits that
are conducted by the client using a checklist.
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H-Advanced

“The organization requires its provider of external information system services to make clear the functions, ports, and protocols
needed for the use of the services, along with other services.
- The organization monitors whether the matters made clear as stated above are observed.

“The organization its security r for the staff from its external service provider and system developer, and
includes the requirements in the agreement.

- The organization requires its external service provider and system developer to contact it when any of its staff members who have
authorizations for its system are transferred or when their employment terminates.

- Itis desirable that the organization should manage changes to services offered by its external service provider, taking account of

the security requirements defined by the
organization while considering the objectives of
such contracts and results of risk management.

Monitor communication with external service Advanced | relevant information about operations, the importance of its business systems and processes, and re-assessed risks.
- X ) - The organization monitors whether its external service provider and system developer complies with the requirements.
CRS:CM SE providersisojthat|potential security/eventsicanibe - The organization monitors access to its system by its external service provider and system developer in order to detect any
detected properly. e P s e G S e e e S e A e @ e,
- The organization reports the results of the monitoring of activities by its external service provider and system developer to the
appropriate system administrator.
- The organization requires its provider of external information system services and system developer to draw up and introduce security
requirements such as those related to the following in accordance with the rules which the organization s subject to or which apply to
gasic |he provider and developer.
- Adequate security measures to take (e.g., measures that deserve ISMS Certification)
- Proper management of data in operation
- Proper data erasure when the use of the services ends
A.14.2.8 Testing of security functionality shall be - The organization conducts a trend analysis examining the latest information about threats, vulnerability, and assessments of security
System security testing |carried out during development. management measures carried out several times in order to determine whether the activities for continuous monitoring need any
HAdvanced |corection:
As part of the monitoring process, test regularly if - The organization introduces known and harmless test cases to its systems to test its mechanism for detecting malware.
CPS.DP-3  |the functions for detecting security events work as - The organization regularly tests the mechanism it uses for intrusion detection monitoring. The frequency of the test depends on the
o U : 9 Y type of tool the organization uses and the way the tool is installed.
intended, and validate these functions. The organization establishes and manages a procedure for a regular review of its system monitoring activities to see if they conform to
Advanceq|the oreanization’s isk management strategy and the order of priority for actions to hande risks.
- The organization calculates the percentages of false detections and false negatives when correlation analysis of information pertaining
to the security of network devices or endpoints is ted, thereby checking the validity of the detection ism regularly.
A.14.2.9 Acceptance testing programs and related ~The organization or a third party tests the procured devices to see whether the security requirements stipulated in the contract are
System acceptance criteria shall be established for new el
testing information systems, upgrades and new H-Advanced |- The organization checks throughout the entire relevant supply chain (including reconsigned organizations) as to whether the devices
) especially important for their operation are manufactured under appropriate procedures by organizations that have quality and
versions. security ability above a certain level.
- The organization specifies in the contract the security requirements that the products and services procured from the partner should
comply with, such as the following.
- Specific certifications related to security (e.g., ISMS certification. ISASecure EDSA certification, Japan Information Technology
- ; . Security Evaluation and Certification Scheme (JISEC) have been gained.
When signing contracts with external parties, _The vendor itself confirms that it has implemented the security measures in accordance with the standards of specific certifications
check if the products and services provided by the related to security
CPS.SC-4 other relevant organizations properly comply with - It has implemented the necessary security requirements from the design phase (security by design) based on the results of risk
) the security requirements defined by the analysis, etc., and test them.
organization while considering the objectives of it is desirable that the organization should, at the phase of planning procurement, secure a budget for security requirements regarding|
such contracts and results of risk management. Advanced [products or services themselves, or protection of assets used for procurement and supply of such products or services.
- The organization formulates, manages and improves security measurement rules to evaluate procurement or supply of products or
services, including the following.
- Target for measurement
- Method and frequency of reporting on measures taken
- Measures to be taken when measures are not implemented
- The organization checks means of detecting (or preventing) falsifications and leakages during shipments and whether or not the loT
devices and software being delivered have been operated without authorization.
- Goods: security courier, protection seal, etc.
- Digital transfer: encryption, hash of the entire transmitted data, etc.
A.14.3 A.14.3.1 Test data shall be selected carefully,
Test data Protection of test data |protected and controlled. When signing contracts with external parties,
check if the products and services provided by the le;‘T\ odrgamzaﬁon or a third party tests the procured devices to see whether the security requirements stipulated in the contract are
o ) ulfilled.
TRsee | RS CRENFEEENS TR G WD ||y [Shoamrmmaatstmmmtnamor mmemy e e e e e o ey Geds

especially important for their operation are manufactured under appropriate procedures by organizations that have quality and
security management ability above a certain level.
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CPS.SC-6

Conduct regular assessments through auditing,
test results, or other checks of relevant parties

H-Advanced |services that will be delivered, especially for important clients and reconsigned organizations.

- The organization adopts an automatic mechanism integrating review, analysis, and report that supports the investigation and
addresses procedures for deviation or signs of deviation from contract matters.

- The organization uses a mechanism that allows it to list and check whether obligatory matters stipulated in the contract are fulfilled,
matters which are concerned with security management of the organization and security functions implemented in the products and

- State of compliance with security management measures of the external service provider is regularly checked by external audits and
field surveys conducted by the outsourcer.

- The important business partners and if possible their re-contractors etc. investigate whether there is any sign of attack related or any
fact of information leakage, and regularly report the result to the organization.

such as business partners to ensure they are
fulfilling their contractual obligations.

Advanced

- The organization checks whether requirements that are prescribed in the contract with the client can be audited on the system.

- The information system provides a function that allows for audit records to be created for events defined above that can be audited
on the system.

- The organization shall be able to maintain consistency in security audits with other organizations that require information on the audit,
- The organization regularly reviews and analyzes audit records that are made manually or automatically by the system, and checks
whether there is any deviation or sign of deviation from contract matters.

- State of compliance with security management measures of the external service provider is regularly checked by internal audits that
are conducted by the client using a checklist.

CPS.IP-4

Perform a periodical system backup and testing of
components (e.g., IoT devices, communication
devices, and circuits).

H-Advanced

- The organization confirms the trustworthiness of the medium and integrity of the information by regularly testing the backup
information.

CPS.PT-1

Determine and document the subject or scope of
the audit recording/log recording, and implement
and review those records in order to properly
detect high-risk security incidents.

H-Advanced [source of information for generating time stamps for an audit record.

- In addition to the detection of security incidents, the collected logs are considered to be useful in tracking the cause of security
incidents after the fact. Therefore, the information system collects, if possible, detailed logs (e.g. OS command level) that do not remain
in the OS function.

- If time stamps in multiple audit logs match, the audit logs of the subjects specified by the organization are managed as audit trails
across the system, logically and physically.

- The information system provides system functions designed to compare and synchronize internal system clocks by using an official

- The information system adopts an automatic mechanism designed to handle an audit review, analysis, and report in an integrated
manner.

- It may be difficult to generate security-related audit logs for some of the IoT devices that an organization uses, or to connect some of
those devices to the existing log management system. Hence, it is necessary to take measures that consider the specs of the loT devices,|
such as using a log management system different than the main one or using an alternative measure on the part of the system, when
collecting and analyzing audit logs from the relevant loT devices.

Advanced

- The information system and the industrial control system uses a cryptographic mechanism in order to ensure the integrity of an audit
log and audit tool each.

- The organization grants control over an audit log only to users assigned in accordance with the rules about security-related internal
responsibility.

- The information system issues an alert when an incident of failure takes place in the audit process.

A.15
Supplier relationships

A.15.1
Information security in
supplier relationships

A.15.1
Information security in
supplier relationships

and documented.

Information security requirements for
mitigating the risks associated with
supplier’s access to the organization’s
assets shall be agreed with the supplier

CPS.AM-7

Advanced

- In preparation for damages caused by security incidents, the organization considers risk transfer by using cyber insurance, etc., in
addition to i ing security measures desi by business partners.

Define roles and responsibilities for cyber security
across the organization and other relevant parties.

Basic

- In a contract with a contractor or an outsourcer, the organization specifies the scope of the responsibilities of the organization and
that of the business partner (state the disclaimer and an upper limit on agreed compensation for damages) in case of a damage caused
by a security incident in the business.

- To increase the effectiveness of the requirements related to security which a business partner requires or is required to satisfy in a
contract, it is desirable that the organization makes an ag in meeting the requirements, i i and details of
actions, paying expenses, and using an alternative when they cannot be satisfied at the time of the contract or in the early stage of the
contract.

CPS.SC-1

Formulate the standard of security measures
relevant to the supply chain in consideration of the
business life cycle, and agree on contents with the
business partners after clarifying the scope of the
responsibilities.

Advanced

- The organization, in reference to security measure criteria regarding supply chain, prepares and provides to potential partners tender
documents such as ITT (Invitation To Tender) and RFP (Request For Proposal). Especially, it is advisable that the following items be
included in the tender documents.

1) Specifications of products or services to be procured

2) Security requirements that the supplie should comply with during the supply period of the products or services

3) Service levels and the indices to comply with during the supply period of the products or services

4) Penalties that the purchaser may impopse if the supplier breach security requirements

5) Confidentiality clauses to protect the data transmitted during the supplier selection process, the systems, etc.

- The organization prepares procedures for continuously monitoring the conditions in the business partners’ compliance with the
security management measures.

- To take precautions against cases where a security incident in a business partner impacts the organization, in a written contract, clarify
where responsibility lies between the external business operator and the organization, and describe the compensation for a damage to
the organization for which the external business operator s responsible.

Basic

- The organization formulates security measure criteria applicable to business partners (especially those handling the organization’s
data or providing a foundation for handling the data) according to appropriate laws and regulations and makes agreement with the
details.

D-3-33



Appendix D.3 - Mapping ISO/IEC 27001 to CPSF

ISO/IEC 27001:2013 Annex A

Cyber/Physical Security Framework

of Security M

Security Controls ID

Controls

Measure
Requirement ID

Measure Requirement

- The organization determines its core business that must continue/recover before any other operations in prior and identifies and

CPS.SC-2

H-Advanced

prioritizes important resources (other relevant organizations, employees, items, data, systems, etc.) and functions vital for continuing

applicable businesses.
- In case of the occurrence of a security incident in business partners which has harmful business impacts, the organization estimate the

details of the impacts on the organization and its occurrence level and scale.
* Related requirements of countermeasures include CPS.AM-6 and CPS.BE-2.

Identify, prioritize, and evaluate the organizations

Advanced

- The organization identifies the business partners in the supply chains which can impact the organization’s missions/business processes
and confirms whether applicable partners can fulfill the security roles and ibilities specified in the organi security

policies.

and people that play important role in each layer
of the three-layer structure to sustaining the
operation of the organization.

- The organization should identify in advance the core businesses that should be continued and restored in priority, and the operations
considered to be important. In addition, identify and prioritize important resources (relevant parties, People, Components, Data,
System, etc.) and functions from the viewpoint of business continuity.

- When the organization is assumed to use an loT device for a long period of time, the organization selects a business partner (device
vendor) that has adequate organizations of management (Ex: service desk(s), maintainance system) from which long-term support can
be expected.

- The organization confirms with the partner (the device vendor) whether to replace a device at the end of support before
implementing a system.

- When the organization selects a business partner (service provider), it is desirable to select a service provider who operates and
manages IT services efficiently and effectively.

- It has acquired ITSMS certification based on JIS Q 20000.

- It has implemented the equivalent measures to ITSMS certification based on self declaration of comformity.

CPS.MA-2

Conduct remote maintenance of the IoT devices
and servers while granting approvals and
recording logs so that unauthorized access can be
prevented.

Advanced

a designed for remote

- The organization documents the policy and procedure relating to ishing and i

i and the in accordance with the policy and procedure.
- The organization provides authentication required for network access that it specifies when remote maintenance is carried out. It also
when the remote is complete.

ensures that the session and network ion are

A.15.1.2
Addressing security
within supplier
agreements

All relevant information security
requirements shall be established and
agreed with each supplier that may
access, process, store, communicate, or
provide IT infrastructure components for,
the organization’s information.

CPS.SC-1

Formulate the standard of security measures
relevant to the supply chain in consideration of the
business life cycle, and agree on contents with the
business partners after clarifying the scope of the
responsibilities.

- The organization, in reference to security measure criteria regarding supply chain, prepares and provides to potential partners tender
documents such as ITT (Invitation To Tender) and RFP (Request For Proposal). Especially, it is advisable that the following items be
included in the tender documents.

1) Specifications of products or services to be procured

2) Security requirements that the supplie should comply with during the supply period of the products or services

3) Service levels and the indices to comply with during the supply period of the products or services

4) Penalties that the purchaser may impopse if the supplier breach security requirements

5) Confidentiality clauses to protect the data transmitted during the supplier selection process, the systems, etc.

- The organization prepares procedures for continuously monitoring the conditions in the business partners’ compliance with the
security management measures.

- To take precautions against cases where a security incident in a business partner impacts the organization, in a written contract, clarify
where responsibility lies between the external business operator and the organization, and describe the compensation for a damage to
the organization for which the external business operator is responsible.

- The organization formulates security measure criteria applicable to business partners (especially those handling the organization’s
data or providing a foundation for handling the data) according to appropriate laws and regulations and makes agreement with the

details.

CPS.SC-2

H-Advanced
- In case of the occurrence of a security incident in business partners which has harmful business impacts, the organization estimate the

- The organization determines its core business that must continue/recover before any other operations in prior and identifies and
prioritizes important resources (other relevant organizations, employees, items, data, systems, etc.) and functions vital for continuing

applicable businesses.

details of the impacts on the organization and its occurrence level and scale.
* Related requirements of countermeasures include CPS.AM-6 and CPS.BE-2.

Advanced

- The organization identifies the business partners in the supply chains which can impact the organization’s missions/business processes
specified in the 's security

and confirms whether applicable partners can fulfill the security roles and
policies.

Identify, prioritize, and evaluate the organizations
and people that play important role in each layer
of the three-layer structure to sustaining the
operation of the organization.

- The organization should identify in advance the core businesses that should be continued and restored in priority, and the operations
considered to be important. In addition, identify and prioritize important resources (relevant parties, People, Components, Data,
System, etc.) and functions from the viewpoint of business continuity.
- When the organization is assumed to use an loT device for a long period of time, the organization selects a business partner (device
vendor) that has adequate organizations of management (Ex: service desk(s), maintainance system) from which long-term support can
be expected.
- The organization confirms with the partner (the device vendor) whether to replace a device at the end of support before
implementing a system.
- When the organization selects a business partner (service provider), it is desirable to select a service provider who operates and
manages IT services efficiently and effectively.

- It has acquired ITSMS certification based on JIS Q 20000.

- It has implemented the equivalent measures to ITSMS certification based on self declaration of comformity.
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- In a contract with a business partner who provides systems/components/services, the organization requires the partner the following
listed below:
- Create evidence of the implementation of the security assessment plan, and submit results of security tests/evaluations.

business partners after clarifying the scope of the
responsibilities.

H-Advanced | - Develop a plan for remedying defects identified during security testing / evaluation
- Disclose a plan for defect remediation and its implementation status
- It is desirable that the organization applies necessary requirements among those for security measures to directly consigned parties
and i i tor parties by considering the scales of risks originating from the supply chains.
- In accordance with the b needs of the state the following requirements, descriptions, and criteria in a
procurement contract of a system, component, or service.
- Requirements for security measures
- Requirements for security-related documents
- Requirements for protection of security-related documents
When signing contracts with external - Confidentiality clauses
organizations, check if the security management of; - Implementation body and method of each handling: reporting destination at the time of incident occurrence, reporting details,
the other relevant organizations properly comply il e, IS e, (CERE), G i . o o
CPS.SC-3 N N o ) - Conditions to allow to confirm the observance to the security requirement which is inspected and defined by the organization or the|
with the security requirements defined by the Advanced |authorized third party.
organization while considering the objectives of - How to handle an information asset at the end of the contract
such contracts and results of risk management. - The organization requires business partners, in a contract, to i security requirements that comply with
laws and ons, i additional measures when they are recognized necessary because of the characteristics of
the contracted duty, etc.
- It is desirable to consider the following items in advance when determining security requirements based on laws and regulations and
requiring business partners to comply with them.
- Identification of potential risks in terms of legal regulations that may arise due to difference of applicable laws between the
organization and the business partner
- Negative impacts on the contract in terms of security due to legal and regulatory obligations applicable to the business partner
- The organization requires business partners to implement security requirements that complies with applicable laws and regulations.
- The organization confirms that the business partner has declared "SECURITY ACTION" in the process of selecting and evaluating a
Basic [contractor.
* "SECURITY ACTION" is an initiative in Japan that small and medium-sized enterprises declare themselves to work on information
security measures.
A.15.1.3 Agreements with suppliers shall include - The organization or a third party tests the procured devices to see whether the security requirements stipulated in the contract are
Information and requirements to address the information flilleet ) ) - )
communication security risks associated with information H-Advanced |- The organization checks throughout the entire relevant supply chain (including reconsigned organizations) as to whether the devices
) > ) especially important for their operation are manufactured under appropriate procedures by organizations that have quality and
technology supply chain [and communications technology services — el ene el
and product supply chain. |- The organization specifies in the contract the security requirements that the products and services procured from the partner should
comply with, such as the following.
- Specific certifications related to security (e.g., ISMS certification. ISASecure EDSA certification, Japan Information Technology
L ) . Security Evaluation and Certification Scheme (JISEC) have been gained.
Whenjsioningjcontractsiwithlextemallparticsy ~The vendor tself confirms that it has implemented the security measures in accordance with the standards of specific certifications
check if the products and services provided by the related to security
CPS.SC-4 |other relevant organizations properly comply with - It has implemented the necessary security requirements from the design phase (security by design) based on the results of risk
. the security requirements defined by the analysis, etc., and test them.
organization while considering the objectives of - It is desirable that the organization should, at the phase of planning procurement, secure a budget for security requirements regarding|
such contracts and results of risk management. Advanced |products or services themselves, or protection of assets used for procurement and supply of such products or services.
- The organization formulates, manages and improves security measurement rules to evaluate procurement or supply of products or
services, including the following.
- Target for measurement
- Method and frequency of reporting on measures taken
- Measures to be taken when measures are not implemented
- The organization checks means of detecting (or preventing) falsifications and leakages during shipments and whether or not the loT
devices and software being delivered have been operated without authorization.
- Goods: security courier, protection seal, etc.
- Digital transfer: encryption, hash of the entire transmitted data, etc.
A.15.2 A.15.2.1 Organizations shall regularly monitor, - The organization, in reference to security measure criteria regarding supply chain, prepares and provides to potential partners tender
Supplier service delivery|Monitoring and review |review and audit supplier service delivery. such as ITT (Invitation To Tender) and RFP (Request For Proposal). Especially, it is advisable that the following items be
management of supplier services included in the tender documents.
1) Specifications of products or services to be procured
Formulate the standard of security measures 2) Security requirements that the supplie should comply with during the supply period of the products or services
relevant to the supply chain in consideration of the 3) Service levels and the indices to comply with during the supply period of the products or services
CPS.SC-1 business life cycle, and agree on contents with the | Advanced | 4) Penalties that the purchaser may impopse if the supplier breach security requirements
5) Confidentiality clauses to protect the data transmitted during the supplier selection process, the systems, etc.

- The organization prepares procedures for continuously monitoring the conditions in the business partners’ compliance with the
security management measures.

- To take precautions against cases where a security incident in a business partner impacts the organization, in a written contract, clarify
where responsibility lies between the external business operator and the organization, and describe the compensation for a damage to
the organization for which the external business operator is responsible.
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- The organization adopts an automatic mechanism integrating review, analysis, and report that supports the investigation and
addresses procedures for deviation or signs of deviation from contract matters.

- The organization uses a mechanism that allows it to list and check whether obligatory matters stipulated in the contract are fulfilled,
matters which are concerned with security management of the organization and security functions implemented in the products and

H-Advanced |services that will be delivered, especially for important clients and reconsigned organizations.
 State of compliance with security management measures of the external service provider is regularly checked by external audits and
field surveys conducted by the outsourcer.

Conduct regular assessments through auditing, - The important business partners and if possible their re-contractors etc. investigate whether there is any sign of attack related or any
CPS.SC-6 test results, or other checks of relevant parties fact of information leakage, and regularly report the result to the organization.
: such as business partners to ensure they are - The organization checks whether requirements that are prescribed in the contract with the client can be audited on the system.
fulfilling their contractual obligations. - The information system provides a function that allows for audit records to be created for events defined above that can be audited
on the system.
- The organization shall be able to maintain consistency in security audits with other organizations that require information on the audit.|
Advanced |- The organization regularly reviews and analyzes audit records that are made manually or automatically by the system, and checks
whether there is any deviation or sign of deviation from contract matters.
 State of compliance with security management measures of the external service provider is regularly checked by internal audits that
are conducted by the client using a checklist.
“The organization documents the policy and procedure relating to and i a designed for remote
Conduct remote maintenance of the IoT devices Advanced i o EI LS dimEmmn I ErEmEEnER i e el et e ) o
and servers while granting approvals and - The organization provides authentication required for network access that t specifies when remote maintenance i carried out. It also
CPS.MA-2 . ) ensures that the session and network are when the remote is complete.
recording logs so that unauthorized access can be Froersaniat - - -
ganization develops and agrees to an plan for remote before carrying out the maintenance, and
prevented. Basic |checks the results of the maintenance done.
- The organization keeps the records of remote done.
“The organization requires its provider of external information system services to make clear the functions, ports, and protocols
H-Advanced |needed for the use of the services, along with other services.
- The organization monitors whether the matters made clear as stated above are observed.
_ The organization its security r for the staff from its external service provider and system developer, and
includes the requirements in the agreement.
- The organization requires its external service provider and system developer to contact it when any of its staff members who have
authorizations for its system are transferred or when their employment terminates.
It is desirable that the organization should manage changes to services offered by its external service provider, taking account of
Monitor communication with external service Advanced |relevant information about operations, the importance of its business systems and processes, and re-assessed risks.
CPS.CM-5  |providers so that potential security events can be - The organization monitors whether s external service provider and system developer complies with the requirements.
- The organization monitors access to its system by its external service provider and system developer in order to detect any
detected properly. e P e e G S e e e S e A e @ o,
- The organization reports the results of the monitoring of activities by its external service provider and system developer to the
appropriate system administrator.
~The organization requires its provider of external information system services and system developer to draw up and introduce security|
requirements such as those related to the following in accordance with the rules which the organization is subject to or which apply to
gasic |he provider and developer.
- Adequate security measures to take (e.g., measures that deserve ISMS Certification)
- Proper management of data in operation
- Proper data erasure when the use of the services ends
A.15.2.2 Changes to the provision of services by - The organization requires its provider of external information system services to make clear the functions, ports, and protocols
Managing changes to  [suppliers, including maintaining and H-Advanced |needed for the use o the services, along with other services.
supplier services improving existing information security - The organization monitors whether the matters made clear as stated above are observed. i
- - The organization documents its security requirements for the staff from its external service provider and system developer, and
policies, procedures and controls, shall be A N
- > includes the requirements in the agreement.
managed, taking account of the criticality EIGD C TR i Crarie] carils _ The organization requires its external service provider and system developer to contact it when any of its staff members who have
of business information, systems and CPS.CM-5 id e it t b authorizations for its system are transferred or when their employment terminates.
processes involved and re-assessment of " . [PRRIEISHS €2 GAELE [ElEat] EXEUiay GYEms € 58 - It is desirable that the organization should manage changes to services offered by its external service provider, taking account of
detected properly. Advanced |relevant information about operations, the importance of its business systems and processes, and re-assessed risks.

risks.

- The organization monitors whether its external service provider and system developer complies with the requirements.
- The organization monitors access to its system by its external service provider and system developer in order to detect any
unauthorized access by these external businesses that results from an action or failure to act.

- The organization reports the results of the monitoring of activities by its external service provider and system developer to the
appropriate system administrator.
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A.16
Information security
incident management

A.16.1

incidents and
improvements

Management of
information security

A.16.1.1 Management responsibilities and - The organization assumes the course of action for security incidents of the supply chain and prepares a procedure that adjusts incident
Responsibilities and procedures shall be established to ensure ponses between the and other that are concerned with the supply chain.
procedures a quick, effective and orderly response to - The organization adjusts the incident response process of an external service provider that contains important features in order to
inf i ity incidents. continue its business, as well as adjusting the organization’s incident response process to meet the incident response requirements.
information security inci . H-Advanced |- The organization interlinks information regarding threats and vulnerabilities with how individual security incidents have been handled
50 as to improve its understanding of the situations.
[Reference] Violations in the security incidents of supply chain include violations on system components, IT products, development
) . processes, 5 processes, and facilities.
As part of the security operation process, define The organization determines an alternative processing site in case the availability of its primary processing site has been compromised
CPS.RP-2 the procedgre and t.he div.ision of roles Wit.h regard by a security incident.
to cooperative relations with relevant parties such - The organization sets forth in the service agreement that if its primary processing function becomes unavailable, certain operations
as partners, and implement the process. are moved to resume at the alternative processing site within the recovery time objective that the organization specifies in order to
Advanced |€nsure thatit continues to perform its critical missions and operational functions.
- The organization designates an alternative processing site away from its primary processing site in order to mitigate the vulnerability
to the same threats.
- The organization prepares internal resources for incident handling assistance (e.g., help desk; CSIRT). These resources offer advice and
support related to security incident handling and reporting for system users of the information system and industrial control system,
and are an integral part of organizational ability to handle incidents.
- If any security incident that requires handling is found, report it promptly to relevant organizations such as IPA and JPCERT/CC in order
Basic [to receive advice about providing assistance in handling, identifying how the incident has occurred, analyzing the tactic, and preventing
any recurrence.
A.16.1.2 Information security events shall be - The organization prepares a procedure to continuously monitor whether the security requirements from the contractee are complied
Reporting information  |reported through appropriate H-Advanced :it: by!hefs(affdof the contractor, and to enable notification to the organization's personnel in charge in the case where irregular
) . ehavior is found.
security events management channels as quickly as Formulate and manage security requirements e oS (D T M ST e 0 Sl e e i e e e e o e oG e
possible. applicable to members of other relevant confidential information i correctly understood.
CPS.SC-5 |organizations, such as business partners, who are | %" | The organization regularly confirms that it complies with the security requirements from the in the contracted
engaged in operations outsourced from the work.
organization. - The organization identifies and evaluates the staff who access, disclose or change the data related to the contracted work that should
sasic |t be disclosed or changed such as confidential data or intellectual property.
- After the contract with the contractor is finished, the organization immediately terminates the rights that are temporarily granted to
the personnel of the contractor such as access rights to its facilities.
- The organization includes contents regarding what to do to detect, analyze, contain, reduce, and recover from incidents in its security
operation manual.
Advanced | - Keep arecord of all incidents and how they have been handled.
- Decide whether the organization should report the fact to any external organization of an incident that has occurred and how it has
been handled.”
- The organization develops and manages a process of security operation it should follow when a security incident arises that it must
Develop and implement previously the procedure address. It is advisable to include contents such as the following in the process:
of response after detecting incidents (securith - Response procedure for the person who received the incident report
operation process) that includes the response of - Instructions and orders, and how to prioritize actions in an emergency;
CPS.RP-1 - - Incident response;
Organization, People, Componens, System to ~Incident i .
S 2 ncident impact assessment and damage analysis;
identify the content of response, priority, and ) - Information gathering, selecting information that the organization needs;
scope of response taken after an incident occurs. Basic - Communication and announcement to relevant internal personnel;
- Communication with relevant external organizations;
- The system (especially, industrial control system) shuts down, issues an alert to the administrator, or takes other fail-safe actions if any
abnormality (e.g., malfunction) occurs in loT devices or servers.
[Reference] “SP 800-61 rev.1" (NIST, 2008) is available for reference to determine the process for handling security incidents that have
arisen.
- The organization assumes the course of action for security incidents of the supply chain and prepares a procedure that adjusts incident]
p between the and other izations that are concerned with the supply chain.
- The organization adjusts the incident response process of an external service provider that contains important features in order to
continue its business, as well as adjusting the organization’s incident response process to meet the incident response requirements.
H-Advanced |- The organization interlinks information regarding threats and vulnerabilities with how individual security incidents have been handled
50 as to improve its understanding of the situations.
[Reference] Violations in the security incidents of supply chain include violations on system components, IT products, development
) . processes, 5 processes, and facilities.
As part of the security operation process, define The organization determines an alternative processing site in case the availability of its primary processing site has been compromised
CPS.RP-2 the procedgre and t.he div.ision of roles Wit.h regard by a security incident.
to cooperative relations with relevant parties such - The organization sets forth in the service agreement that if its primary processing function becomes unavailable, certain operations
as partners, and implement the process. are moved to resume at the alternative processing site within the recovery time objective that the organization specifies in order to
Advanced |€nsure thatit continues to perform its critical missions and operational functions.
- The organization designates an alternative processing site away from its primary processing site in order to mitigate the vulnerability
to the same threats.
- The organization prepares internal resources for incident handling assistance (e.g., help desk; CSIRT). These resources offer advice and
support related to security incident handling and reporting for system users of the information system and industrial control system,
and are an integral part of organizational ability to handle incidents.
- If any security incident that requires handling is found, report it promptly to relevant organizations such as IPA and JPCERT/CC in order
Basic [to receive advice about providing assistance in handling, identifying how the incident has occurred, analyzing the tactic, and preventing

any recurrence.
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A.16.1.3
Reporting information
security weaknesses

Employees and contractors using the
organization’s information systems and
services shall be required to note and
report any observed or suspected
information security weaknesses in
systems or services.

H-Advanced

The org uses an designed to help track security incidents and collect and analyze information about

threats and vulnerability related to incidents, so that it applies the findings to (triage) of security incidents.

- The organization classifies security incidents, taking into account the recovery time objectives for the systems, the order of priority in
recovery, and metrics in the process of its security operation.
- The organization tracks and documents security incidents that may affect it. “SP 800-61 rev.1” lists the following as examples of points
of view that may be taken when an organization documents a security incident.

- The present state of the incident

Advanced - Overview of the incident
- The course of action the organization has taken to deal with the incident
Categorize and store information regarding the - Other contact information of relevant personnel (e.g., the system owner, system administrator)
detected security incidents by the size of security- - List of proof collected during the investigation
CPS.AN-3 related impact, penetration vector, and other - Comments by the staff in charge of dealing with the incident
factors. - Next steps
- The organization should identify in advance the core businesses that should be continued and restored in priority, and the operations
considered to be important. In addition, identify and prioritize important resources (relevant parties, People, Components, Data,
System, etc.) and functions from the viewpoint of business continuity.
* Similar measures are described in CPS.AM-6 and CPS.BE-2.
Basic |- The organization specifies incidents that must be reported, considering the level of the impact the security event has.
[Reference] For example, the following document is available for reference when an organization decides on a measure of the severity
of the impact of a security incident.
- “SP 800-61 rev.1” (NIST, 2008) Prioritization of the 3.2.6 Incident
A.16.1.4 Information security events shall be - The organization determines its core business that must continue/recover before any other operations in prior and identifies and
Assessment of and assessed and it shall be decided if they are prioritizes important resources (other relevant organizations, employees, items, data, systems, etc.) and functions vital for continuing
decision on information |to be classified as information security H-Advanced |applicable businesses. ~ * CPS.AM-6 and CPS.BE-2 include examples of similar measures.
) o - The organization uses an automated mechanism designed to help track security events and collect and analyze information about
security events incidents. threats and vulnerability related to incidents, so that it applies the findings to classification (triage) of security events.
CPS.AE-5 Specify the criteria to determine the risk degree of Advanced - The organization classifies security events, taking into account the recovery time objectives for the systems, the order of priority in
- security events. recovery, and metrics in the process of its security operation.
- The organization specifies security events that must be reported, considering the level of the impact the security event has.
Basic  |[Reference] For example, the following document is available for reference when an organization decides on a measure of the severity
of the impact of a security event.
- “SP 800-61 rev.1” (NIST, 2008) Prioritization of the 3.2.6 Incident
H-Advanced | T€ ©rganization uses an automated mechanism designed to help track security incidents and collect and analyze information about
threats and vulnerability related to incidents, so that it applies the findings to (triage) of security incidents.
- The organization classifies security incidents, taking into account the recovery time objectives for the systems, the order of priority in
recovery, and metrics in the process of its security operation.
- The organization tracks and documents security incidents that may affect it. “SP 800-61 rev.1” lists the following as examples of points
of view that may be taken when an organization documents a security incident.
- The present state of the incident
Advanced - Overview of the incident
- The course of action the organization has taken to deal with the incident
Categorize and store information regarding the - Other contact information of relevant personnel (e.g., the system owner, system administrator)
detected security incidents by the size of security- - List of proof collected during the investigation
CPS.AN-3 related impact, penetration vector, and other - Comments by the staff in charge of dealing with the incident
factors. - Next steps
- The organization should identify in advance the core businesses that should be continued and restored i priority, and the operations
to be important. In addition, identify and prioritize important resources (relevant parties, People, Components, Data,
System, etc.) and functions from the viewpoint of business continuity.
* Similar measures are described in CPS.AM-6 and CPS.BE-2.
Basic |- The organization specifies incidents that must be reported, considering the level of the impact the security event has.
[Reference] For example, the following document is available for reference when an organization decides on a measure of the severity
of the impact of a security incident.
- “SP 800-61 rev.1” (NIST, 2008) Prioritization of the 3.2.6 Incident
A.16.1.5 Information security incidents shall be - The organization prepares a procedure to continuously monitor whether the security requirements from the contractee are complied
Response to information|responded to in accordance with the H-Advanced [with by the staff of the contractor, and to enable notification to the organization's personnel in charge in the case where irregular
Lo behavior is found.
security incidents documented procedures. Formulate and manage security requirements “The organization trains the staff on information security aspects of supplier relationships to particularly ensure that the handling of
applicable to members of other relevant confidential information is correctly understood.
CPS.SC-5 |organizations, such as business partners, who are | “9“*"" [ the organization regularly confirms that it complies with the security requirements from the in the
engaged in operations outsourced from the work.
organization. - The organization identifies and evaluates the staff who access, disclose or change the data related to the contracted work that should
sasic |ot be disclosed or changed such as confidential data or intellectual property.

- After the contract with the contractor is finished, the organization immediately terminates the rights that are temporarily granted to

the personnel of the contractor such as access rights to its facilities.
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CPS.AE-2

management team (SOC/CSIRT), and prepare a
system within the organization to detect, analyze,
and respond to security events.

Appoint a chief security officer, establish a security

~The organization efficiently analyzes audit logs collected through 24-h, 365-day security monitoring by using an automated analysis

tool.
- Itis desirable for the organization to include not only its conventional IT environment but also its control system and loT devices in the
scope of security monitoring.

H-Advanced |- Itis desirable for the organization to regularly evaluate the maturity of its security measure organizations in order to continue
improving its security-related operations, including security monitoring and the ways incidents are handled.

[Reference] For example, SIM3 (Security Incident Management Maturity Model) is available as metrics for the evaluation of security

organizations (SOC/CSIRT).
- The organization refers to risk assessment results and, considering the following angles, establishes what to monitor and what to

include in correlation analysis.
- The scope of systems to monitor

- Which device logs should be collected for analysis (see CPS.AE-3)

- The organization regularly reviews audit logs collected through monitoring.

- The organization continues to collect and manage information about assets, device configurations, and network configurations in
order to evaluate its security status.

- The organization examines the results of correlation analysis and other data to accurately detect security events that must be
addressed and take action in accordance with the security operation process. See CPS.RP-1 for details of the process.

- The organization regularly reports the state of organizational and system security to the chief security officer or other appropriate
staff members. It is desirable that the regular report should include the following shown below

- Results of log analysis (e.g., the number of incidents handled; summaries of typical incidents that have been handled; threats that
have emerged; issues in monitoring);

- Policy for future improvements in monitoring.

Advanced

CPS.RP-1

Develop and implement previously the procedure
of response after detecting incidents (securith
operation process) that includes the response of
Organization, People, Componens, System to
identify the content of response, priority, and
scope of response taken after an incident occurs.

I the information system and the industrial control system receive any invalid data, they operate as stated in an expected manner in

conformity with the purpose of the and system.
“The organization includes contents regarding what to do to detect, analyze, contain, reduce, and recover from incidents in its security

H-Advanced

operation manual.
- Keep a record of all incidents and how they have been handled.
- Decide whether the organization should report the fact to any external organization of an incident that has occurred and how it has
been handled.

- The organization develops and manages a process of security operation it should follow when a security incident arises that it must
address. It is advisable to include contents such as the following in the process:

- Response procedure for the person who received the incident report

- Instructions and orders, and how to prioritize actions in an emergency;

- Incident response;

- Incident impact assessment and damage analysis;

- Information gathering, selecting information that the organization needs;

- Communication and announcement to relevant internal personnel;

- Communication with relevant external organizations;

- The system (especially, industrial control system) shuts down, issues an alert to the administrator, or takes other fail-safe actions if any
abnormality (e.g., malfunction) occurs in 10T devices or servers.

Advanced

Basic

[Reference] “SP 800-61 rev.1" (NIST, 2008) is available for reference to determine the process for handling security incidents that have

arisen.

CPS.MI-1

Take measures to minimize security-related

incident.

damages and mitigate the impacts caused by such

~The organization uses an for assisting with the process of security incident handling.
- The organization interlinks information regarding threats and vulnerabilities with how individual security incidents have been handled

5o as to improve its understanding of the situations.

As examples of i expected to be useful in reducing the impact of an incident being handled and in recovery from
the incident, “Six Ws on cybersecurity information sharing for enhancing SOC/CSIRT Version 1.0” (ISOG-J, 2018) lists the following:
- Configuration requirements for security products and related systems to block any attacks;

- How to disable attacks (e.g., patching; changing setups);

- How to recover a damaged system;

- The organization (or its members) takes courses of action to reduce security incidents (e.g., shutting down the system; cutting off the
system from a wired/wireless network; cutting off a modem cable; disabling certain functions) in accordance with prescribed

procedures.

Basic

" |(Reference] Courses of action to reduce the impact of a security incident may vary according to the nature of the incident (e.g.,
according to the threat that has emerged, such as a denial-of-service attack, malware infection, or unauthorized access). For example, It
is advisable to refer to “SP 800-61 rev.1" (NIST, 2008) for detailed information about courses of action to reduce the impact of an

incident.

A.16.1.6

Learning from
information security
incidents

Knowledge gained from analysing and
resolving information security incidents
shall be used to reduce the likelihood or
impact of future incidents.

CPS.IP-7

Assess the lessons learned from security inciden
response and the results of monitoring,
measuring, and evaluating internal and external

the assets.

attacks, and improve the processes of protecting

- The organization has its security assessed by a third party.
- The organization draws up a security assessment plan before the assessment is carried out that includes the following so as to ensure
that its security is assessed properly and systematically:

- Security measures for assessment;

- Assessment procedures for measuring the effectiveness of security measures;

- Settings and mechanisms for carrying out the security assessment;

- Methods of putting together the results of the security assessment and applications of the results.
“The organization regularly evaluates whether its security measures have achieved expected results (i
reports the conclusions to the chief security officer, in addition to the evaluation of whether the measures are correctly implemented

H-Advanced

t
Advanced

., security assessment) and

Basic
. and managed.

- The organization makes improvements on its security measures based on the results of the security

CPS.IP-8

data protection technologies with appropriate
partners.

Share information regarding the effectiveness of

- The organization prepares a setting through an automated mechanism at just the right time that enables it and its appropriate

H-Advanced |partners to interactively share new information about data protection technologies or information about the effectiveness of the

protection
- The organization prepares a setting that enables it to share new information about data protection technologies or information about
the effectiveness of the protection technologies with its partners at just the right time.

- The organization prepares a setting that enables it to acquire new information about data protection technologies or information
about the from its appropriate partners.

Advanced

Basic

of the protection
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- The organization creates and tunes detection rules based on various information as sources in order to improve its detection ability.
- Developing the rules of correlation analysis
- Developing own signature of IPSs or IDSs

H-Advanced | - Developing the organization’s own black list
- The organization/system analyzes the patterns of its system’s communication and security alerts to create and use a profile that
summarizes typical patterns of communication and security alerts, thereby tuning its efforts to reduce the numbers of false detections
and false negatives.
- The organization prepares and manages a procedure for regularly reporting the state of organizational and system security to its
appropriate staff members (e.g., management). It is desirable that the organization should define the reporting as an occasion for
Continuously improve the process of detecting becoming aware of the latest threats or threats to remaining risks so that the organization acts to enhance its security.
CPS.DP-4 3 - For example, if alerts such as those shown below are issued and there is a sign of increasing security risks, raise the level of the system’
security events. s monitoring activities based on information from reliable sources. * The list below is an excerpt from “Six W on cybersecurity
information sharing for enhancing SOC/CSIRT Version 1.0” (ISOG-J, 2018).
Advanced | Characteristics of the attack
> Form of the attack; contents of relevant communications
> Core attack code
* Traces of the attack
> Contents of the damaged communications
> Logs that remain in the server or the hands of clients
> Other characteristics that remain in the server or the hands of clients
- Detected names in the security products
H-Advanced || 115 desirable for the information system to adopt an automatic mechanism for quantifying and monitoring the form, scale, and cost of
a security incident that has occurred.
- It is advisable to use information about threats and vulnerability acquired from security incident assessment for the purpose of
identifying incidents that may recur or have a major impact.
- Incorporate the lessons learned from the experience of handling of security incidents into the business continuity plan or emergency
response plan and the education or training, thereby making necessary changes. NIST SP 800-61 shows the following as examples of
Review the lessons learned from the responses to points of view that may be taken when selecting the lessons.
CPS.IM-1 security incidents, and continuously improve the - Exactly when and what happened;
security operation process. Basic - How well the staff and management handled the incident; - Whether they followed documented procedures; - Whether that was
appropriate;
- What information was immediately needed;
- Whether any steps or actions might have hindered recovery;
- What different actions the staff and management would take if the same incident recurred;
- What corrective measures would prevent the occurrence of similar incidents in the future;
- What additional tools and resources would be needed to detect, analyze, and reduce incidents in the future.
A.16.1.7 The organization shall define and apply H-Advanced |- The information system provides a procedure for processing an audit record regarding critical security incidents.
Collection of evidence |procedures for the identification, - The organization establishes procedures for identifying, collecting, acquiring, and saving proof according to the medium, device, and
collection, acquisition and preservation of the state of the device (e.g., whether it is switched on or off).
information, which can serve as evidence. Implement digital forensics upon the occurrence of - It is desirable that the organization should retain the following evidence after the occurrence of any serious security incident:
CPS.AN-2 2 Advanced - Identification data (e.g., the location of the incident, date and time of the occurrence, serial numbers on the items, host name, MAC
the security incident. address, IP address);
- The titles and names of the people who have collected and processed the evidence; their contact information;
- Date and time the evidence was saved.
Basic |- The organization establishes and manages procedures for identifying, collecting, acquiring, and saving data that may serve as proof.
A.17 A.17.1 A.17.1.1 The organization shall determine its - The organization will establish a system of business continuity in emergency for information systems, industrial control systems and
Information security Information security Planning information requirements for information security and o ) . managers of related processes. This system defines the priority of the system for recovering operation when an event occurs that
- o - L . K A A Include security incidents in the business causes interruption in business continuity.
aspects of business continuity security continuity the continuity of information security L 3 . o ) o
L . ) ) continuity plan or emergency response plan that - The organization develops and manages a business continuity plan or an emergency response plan specifically for security incidents
continuity management management in adverse situations, e.g. CPS.RP-3 | lines the action plans and response procedures Advanced | i certain characteristics, such as that the damage the incident inflcts i less obvious than that caused by a disaster, making it difficult
during a crisis or disaster. to take in case of natural disasters. to specify when the business continuity plan should be carried out, or that identifying the cause of the incident has high priority.
i - The organization ensures that the business continuity plan or emergency response plan it develops specifically for security incidents
goes along with the organization-wide policy on business continuity.
- The organization provides an overview of a security incident for relevant external entities including business partners and end users,
Take appropriate measures on goods (products) Advanced |2 collects detailed information about damage inflicted by the incident.
ehieED ey (5 s ( m Esis by Same - The organization coordinates actions related to recovery and post-incident processing with relevant external entities involved in the
CPS.RP-4 N o N o supply chain. It is advisable to identify the items for handling in accordance with the approaches included in CPS.AM-2 and CPS.AM-3.
reasons, including its production facility damaged “The organization considers stating what to do with items produced after the incident in the business continuity plan or emergency
by the occurrence of the security incident. Basic  |response plan, taking into account the type of the organization’s business. Note that the business continuity plan or emergency
response plan may not be for security incidents.
A.17.1.2 The organization shall establish, - The organization assumes the course of action for security incidents of the supply chain and prepares a procedure that adjusts incident|
Implementing document, implement and maintain between the and other that are concerned with the supply chain.
information security processes, procedures and controls to - The organization adjusts the incident response process of an external service provider that contains important features in order to
. - . continue its business, as well as adjusting the organization’s incident response process to meet the incident response requirements.
continuity ensure the required level of continuity for H-Advanced |- The organization interlinks information regarding threats and vulnerabilities with how individual security incidents have been handled
information security during an adverse 50 as to improve its understanding of the situations.
situation.
As part of the security operation process, define [Reference] Violations i the security ncidents of supply chain include violations on system components, IT products, development
the procedure and the division of roles with regard processes ooy procssses Andlwarehouseifacilties — -
CPS.RP-2 5 3 ) 3 - The organization determines an alternative processing site in case the of its primary site has been compt
to cooperative re!atlons with relevant parties such S ————
as partners, and implement the process. | The organization sets forth in the service agreement that if its primary processing function becomes unavailable, certain operations
are moved to resume at the alternative processing site within the recovery time objective that the organization specifies in order to
Advanced _|€nsure that it continues to perform its critical missions and operational functions.

- The organization designates an alternative processing site away from its primary processing site in order to mitigate the vulnerability
to the same threats.

- The organization prepares internal resources for incident handling assistance (e.g., help desk; CSIRT). These resources offer advice and
support related to security incident handling and reporting for system users of the information system and industrial control system,

and are an integral part of organizational ability to handle incidents.
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Include the item in the business continuity plan or

“The organization provides an overview of a security incident for relevant external entities including the regulatory authorities, business|
partners, and end users, and collects detailed information about damage inflicted by the incident.

Advanced _— f L ! .
emergency response plan to the effect that the - The organization coordinates actions related to recovery and post-incident processing with relevant external entities involved in the
) o supply chain. An example of these actions is recalling items produced when a security incident in the production system has occurred.
HEoR details of the recovery activities shall be
SRS IECS . Y - The organization specifies roles and responsibilities taken when any security incident that may affect it occurs, along with the
communicated to the internal and external gasic_|Personnel who are assgned to these roles and responsibilties and their contact nformation.
stakeholders, executives, and management. - The organization provides an overview of a security incident and an explanation about damage inflicted by the incident for the
personnel r ible for decisi king associated with business continuity in order to ensure that the right decision is made.
A.17.1.3 The organization shall verify the
Verify, review and established and implemented information Review the lessons learned from the responses to - The organization makes sure that the procedures for business continuity and the functions of relevant measures go along with the
evaluate information security continuity controls at regular CPS.IM-2 security incidents, and continuously improve the . business continuity policy for higher positions.
security continuity intervals in order to ensure that they are . business continuity plan or emergency response - The organization incorporates the lessons learned from the experience of handling of security incidents into the business continuity
valid and effective during adverse plan plan or emergency response plan and the education o training, thereby making necessary changes.
situations.
A.17.2 A.17.2.1 Information processing facilities shall be - The information system and industrial control system manage spare storage space, bandwidth, and other spares (People,
Redundancies Availability of implemented with redundancy sufficient to Components, System) and minimize the impact of service denial attacks that send a large amount of information. For example, if
information processing |meet availability requirements services provided by an attacked system can not be stopped due to maintaining the level of availability, etc. in order to continue
. ! important functions, it is necessary to take the following measures.
- Automatic or manual migration to standby system
Secure sufficient resources (e.g., People, Advanced | ~Automatic or manual segregation of system components attacked by adversal actor
CITEEE, i) (5 GRS o) - In order to ensure that required system performance is satisfied, use of resources must be monitored and adjusted. In addition,
CPS.DS-6 c; o storage capacity and performance required in the future must be pre-estimated.
systems, and protect assets property to minimize A —"
bad effects under cyber attack (e.g., DoS attack). (a) Use a monitoring tool which the organization specifies in order to find signs of service jamming attacks on the information system.
(b) Monitor resources of information system and industrial control system identified by the organization and judge whether sufficient
resource is secured to prevent effective service jamming attacks.
- By implementing the security measures which the organization decides on, the information system and the industrial control system
Basic  [minimize the impact or protect from the impact of service denial attacks which the organization specifies, or from attacks on references
to sources of these information, while performing a fallback operation
Advanced | 1€ organization prepares short.term uninterrupted power supply which supports the switching of the information system to an
v
Carry out periodic quality checks, prepare standby alternative power source that can be used for a long period of time when the primary power source is lost.
devices and uninterruptible power supplies, - In order to ensure that required performance of an information system and an industrial control system is satisfied, use of resources
CPS.DS-7 rovide redundancy, detect failures, conduct must be monitored and adjusted. In addition, storage capacity and performance that are required in the future are pre-estimated.

: P Yi o ' P Bedlm - The organization protects devices from power outages and other failures that are attributable to malfunctions in the support utility.
replgcement work., ar.1d upda-te KRR lielP IoT - The organization protects communication cables and power cables that transmit data or that support information service from
devices, communication devices, circuits, etc. interception, interference, and harm.

- The organization properly maintaines devices to ensure continuous availability and integrity.
A.18 A.18.1 A.18.1.1 All relevant legislative statutory, Formulate internal rules considering domestic and | Within the organization’s business activities, clearly identify all related laws, r ions, and in the context
Compliance Compliance with legal |Identification of regulatory, contractual requirements and foreign laws, including the Act on the Protection of of security as well as the organization’s effort to fulfill these requirements, document them, and maintain those documents at their
and contractual applicable legislation the organization’s approach to meet these Personal Information and Unfair Competition latest.
i i icitly identi N - e . |-The defines and detailed measures and details of to satisfy the :
requirements and contractual requirements shall be explicitly identified, CPS.GV-2  [Prevention Act, as well as industry guidelines, and Basic ||\ controller identifies alllaws and regulations which are applied to each organization to satisfy requirements rye\ated r—
requirements documented and kept up to date for each i ¢ et e tinui d g P g 4 o
o ! o ore review and revise the rules on a continuing an: e —
information system and the organization. timely basis in accordance with any changes in - When the organization operates businesses in other countries, the controller considers to comply with the laws and regulations in all
relevant laws, regulations, and industry guidelines. related countries.
Understand the level of data p'f"ted'on !—eqmred by - The organization identifies and all legal r and contract requirements related to data protection for each
laws and arrangements regarding handling of data system and each organization and the organization’s activities to satisfy these requirements, and update them to the latest.
CPS.GV-3 shared only by relevant organizations, develop Basic - The organization classifies its data appropriately according to the classification of the identified rules.
= i

. data classification methods based on each - The organization takes measures for systems, components, etc., handling the applicable data in accordance with the requirements of
requirement, and properly classify and protect data the identified rules. When the implementation of a measure is considered difficult, measures such as tokenization of an applicable data
e alent tlhe wihele Mo eyl in the organization may be considered. (e.g., tokenization of card information due to the Installment Sales Law)

Detect security events in the monitoring process, - The organization sees if any legal system, industry standards, or agreements with customers that are related to monitoring services
CPS.DP-2 . i ith licable local lati ! Basic | eXistand, if any do, learn what constraints are imposed.
- i

o () EeTu AT W) ETTCEE LSlEE]l LT, _ The organization conducts monitoring in accordance with the rules learned above to detect any security events.

directives, industry standards, and other rules. _ The organization regularly reviews its monitoring activities to make sure that they conform to the rules.
A.18.1.2 Appropriate procedures shall be Formulate internal rules considering domestic and - Within the organization’s business activities, clearly identify all related laws, r and contractual r in the context
Intellectual property implemented to ensure compliance with foreign laws, including the Act on the Protection of of security as well as the organization’s effort to fulfill these requirements, document them, and maintain those documents at their
rights legislative, regulatory and contractual Personal Information and Unfair Competition ot ) ) )
requirements related to intellectual CPS.GV-2  |Prevention Act, as well as industry guidelines, and sasic | The organization defines and detailed measures and details of to satisfy the requirements.
roperty rights and use of proprietar . A 2 el=lnE=y - The controller identifies all laws and regulations which are applied to each organization to satisfy requirements related to the type of
property rig propi Y review and revise the rules on a continuing and Ludies.
software products. timely basis in accordance with any changes in - When the organization operates businesses in other countries, the controller considers to comply with the laws and regulations in all
relevant laws, regulations, and industry guidelines. related countries.
Understand the level of data p'f"ted'on !—eqmred by - The organization identifies and all legal r and contract requirements related to data protection for each
laws and arrangements regarding handling of data system and each organization and the organization’s activities to satisfy these requirements, and update them to the latest.
CPS.GV-3 shared only by relevant organizations, develop Basic - The organization classifies its data appropriately according to the classification of the identified rules.
.GV- i

data classification methods based on each
requirement, and properly classify and protect data,
throughout the whole life cycle.

- The organization takes measures for systems, components, etc., handling the applicable data in accordance with the requirements of
the identified rules. When the implementation of a measure is considered difficult, measures such as tokenization of an applicable data
in the organization may be considered. (e.g., tokenization of card information due to the Installment Sales Law)
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A.18.1.3
Protection of records

Records shall be protected from loss,
destruction, falsification, unauthorized
access and unauthorized release, in

Formulate internal rules considering domestic and
foreign laws, including the Act on the Protection of
Personal Information and Unfair Competition

- Within the organization’s business activities, clearly identify all related laws, r and contractual r in the context
of security as well as the organization’s effort to fulfll these requirements, document them, and maintain those documents at their
latest.

-The

measures and details of

rganization defines and detailed to satisfy the requirements.

accordance with legislatory, regulator & i i ideli Basit
gisiatory, reg |4 CPS.GV-2  [Prevention Act, as well as industry guidelines, and 351 | The controller identifies all laws and regulations which are applied to each organization to satisfy requirements related to the type of
contractual and business requirements. review and revise the rules on a continuing and business.
timely basis in accordance with any changes in - When the organization operates businesses in other countries, the controller considers to comply with the laws and regulations in all
relevant laws, regulations, and industry guidelines. related countries.
Understand the level of data protection required by  The organization identifies and alllegal r o e TS e e s e
laws and arrangements regarding handling of data system and each organization and the organization’s activities to satisfy these requirements, and update them to the latest.
CPS.GV-3 shared only by relevant organizations, develop Basic - The organization classifies its data appropriately according to the classification of the identified rules.

. data classification methods based on each - The organization takes measures for systems, components, etc., handling the applicable data in accordance with the requirements of
requirement, and properly classify and protect data the identified rules. When the implementation of a measure is considered difficult, measures such as tokenization of an applicable data
throughout the whole life cycle in the organization may be considered. (e.g., of card information due to the Sales Law)

- The organization uses a trail storage system with the following features to flexibly fulfill the needs of clients and other related
organizations, such as a third-party auditing institution, on a real-time basis.
H-Advanced | - Eligibility of the subject audit trail for the contract matter can be verified quickly.
. - Only authorized entities such as clients and outsourced auditing agencies can access the system.
Collect and securely store data proving that the - Stored data has reliable trails such as time stamps and electronic signatures.
organization is fulfilling its contractual obligations - The organization takes measures so that those records among the audit records generated by the system that are acquired over a long|
CPS.SC-8 with other relevant parties or individuals, and period of time can be obtained with certainty.
prepare them for disclosure as needed within - In order to protect audit records from the following threats, it is desirable for the system to apply access control with high granularity
appropriate limits Advanced  [to the items and systems in which audit records are stored.
’ - Change format of recorded message
- Change or delete log file
- Exceed storage space of log file medium
Basic |- The organization preserves audit records for an appropriate period of time 5o as to satisfy the requirements of laws and regulations.
Perform a periodical system backup and testing of | H-advanced | |"® °"E2Mization confirms the trustworthiness of the medium and integrity of the information by regularly testing the backup
CPS.IP-4 components (e.g., IoT devices, communication puformationy
: N Y ' Advanced I The organization backs up their system documents according to the prescribed timing and frequency.
v
devices, and circuits). - The organization protects the integrity, and availability of the information backed up on the storage base.
A.18.1.4 ~ |Privacy and protection of personally Formulate internal rules considering domestic and . Within the organization's business activities, clearly [dentify al related laws, et GEEEE; e
Privacy and protection - identifiable information shall be ensured as foreign laws, including the Act on the Protection of of security as well as the organization’s effort to fulfill these requirements, document them, and maintain those documents at their
of personally identifiable |required in relevant legislation and Personal Information and Unfair Competition latest.
information regulation where applicable. CPS.GV-2 Prevention Act, as well as industry guidelines, and Bedlm - The organi for defmesand devlal|ed i t measures and dg(a\\fcf 0 ; to satisfy the requirements.
A 2 el=lnE=y - The controller identifies all laws and regulations which are applied to each organization to satisfy requirements related to the type of
review and revise the rules on a continuing and e —
timely basis in accordance with any changes in - When the organization operates businesses in other countries, the controller considers to comply with the laws and regulations in all
relevant laws, regulations, and industry guidelines. related countries.
Understand the level of data protection required by  The organization identifies and alllegal r e e TS e e s e
laws and arrangements regarding handling of data system and each organization and the organization’s activities to satisfy these requirements, and update them to the latest.
CPS.GV-3 shared only by relevant organizations, develop Basic - The organization classifies its data appropriately according to the classification of the identified rules.

. data classification methods based on each - The organization takes measures for systems, components, etc., handling the applicable data in accordance with the requirements of
requirement, and properly classify and protect data the identified rules. When the implementation of a measure is considered difficult, measures such as tokenization of an applicable data
throughout the whole life cycle in the organization may be considered. (e.g., of card information due to the Sales Law)

A.18.1.5 Cryptographic controls shall be used in . o .
Regulati 3 P I.g P ith all rel t t Formulate internal rules considering domestic and - Within the organization’s business activities, clearly identify all related laws, r and contractual r in the context
eguiation of compliance with all relevant agreements, foreign laws, including the Act on the Protection of of security as well as the organization’s effort to fulfll these requirements, document them, and maintain those documents at their
cryptographic controls |legislation and regulations. - Inftljrmation and Unfair Competition latest.
N X o . - The organization defines and detailed measures and details of to satisfy the requirements.
CPS.GV-2 Prevention Act, as well as industry guidelines, and Basic 5 o N 5 N o . 3 i T
A ? T - The controller identifies all laws and regulations which are applied to each organization to satisfy requirements related to the type of
review and revise the rules on a continuing and e —
timely basis in accordance with any changes in - When the organization operates businesses in other countries, the controller considers to comply with the laws and regulations in all
relevant laws, regulations, and industry guidelines. related countries.
Understand the level of data p'f"tec“o” !—eqmred by - The organization identifies and all legal r and contract requirements related to data protection for each
laws and arrangements regarding handling of data system and each organization and the organization’s activities to satisfy these requirements, and update them to the latest.
CPS.GV-3 shared only by relevant organizations, develop . - The organization classifies its data appropriately according to the classification of the identified rules.

. data classification methods based on each - The organization takes measures for systems, components, etc., handling the applicable data in accordance with the requirements of
requirement, and properly classify and protect datal the identified rules. When the implementation of a measure is considered difficult, measures such as tokenization of an applicable data
throughout tlhe e o EEs in the organization may be considered. (e.g., tokenization of card information due to the Installment Sales Law)

A.18.2 A.18.2.1 The organization’s approach to managing H-Advanced |- The organization has its security assessed by a third party.
Information security Independent review of |information security and its - The organization draws up a security assessment plan before the assessment is carried out that includes the following so as to ensure
reviews information security implementation (i.e. control objectives, R that its security is assessed properly and systematically:

controls, policies, processes and Assess the lessons learned from.sec.urlty incident Advanced  Security measures for assessment;

rocedu;'es for in’formation security) shall response and the results of monitoring, - Assessment procedures for measuring the effectiveness of security measures;

p ) " Y CPS.IP-7 measuring, and evaluating internal and external - Settings and mechanisms for carrying out the security assessment;

be reviewed independently at planned attacks, and improve the processes of protecting - Methods of putting together the results of the security and applications of the results.

intervals or when significant changes the assets. “The organization regularly evaluates whether its security measures have achieved expected results (i.e., security assessment) and

oceur. Basic reports the conclusions to the chief security officer, in addition to the evaluation of whether the measures are correctly implemented

and managed.

- The organization makes improvements on its security measures based on the results of the security assessment.
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Appendix D.3 - Mapping ISO/IEC 27001 to CPSF

ISO/IEC 27001:2013 Annex A

Cy

ber/Physical Security Framework

Security Controls ID

Controls

Measure
Requirement ID

Measure Requirement

of Security M

A.18.2.2
Compliance with
security policies and

Managers shall regularly review the
compliance of information processing and
procedures within their area of

- When developing a new device or a new component which may have an impact on a physical space such as components of an
industrial control system, the organization collects/analyzes accident case studies of conventional products and others to identify
safety-related hazards.

- The organization analyzes a situation where a hazard leads to harm and identifies the possibility of occurrence and the severity of the

standards responsibility with the appropriate security B | o e el sl e Iy e s el e, A e el (e e o G TG A i s
policies, standards and any other security any hazard caused by a security issue.
requirements. - The organization updates the risk assessment if there is a significant change in the industrial control system or the environment in
which it operates, or the other change that affects the security state of the industrial control system.
- The organization updates a risk assessment when there is a big change in a system or an environment where a system is running
. ) i ing i of a new threat or vulnerability) or when any situation which impacts the security status of a system occurs.
= CEmeER ik EEEEESmEnEs e Enl) @ Eee i - When planning/designing a new system using an loT device, the organization identifies existing assets and assets to be protected in
the security rules for managing the components i st et At e ST s ey e Tes FrE o v e Ca e c i e Wi Eeliga
are effective and applicable to the components for | ANACed | r0nant or a system with a long life cycle and a component or asystem requiring availabilty, consideration in security measures at a
CPS.RA-4 implementation. phase before designing is especially important.
AT - Check the presence of unacceptable known - When considering security measures applied to purchased products and services, the organization makes sure that the levels of
security risks, including safety hazards, from the measures correspond to the importance of such products and services.
planning and design phase of an IoT device and - The organization defines a security risk assessment process and applies it periodically (e.g., once a year).
B [TETER e 187 G - Establish and maintain security risk criteria.
sys : - Identify security risks in the following way.
1) Clarify the target of analysis.
2) Identify incidents (including changes in circumstances) and their causes.
Basic - Analyze security risks in the following way.
1) Evaluate possible results when the above identified risks occur.
2) Evaluate the possibility of the actual occurrence of the above identified risks.
- Refer to the risk criteria, determine a risk level, and prioritize the risk.
- The organization documents and stores the information security risk assessment process.
[Reference] An “asset-based” method and a “business damage-based” method are known as security risk assessment methods.
A.18.2.3 Information systems shall be regularly - When developing a new device or a new component which may have an impact on a physical space such as components of an
Technical compliance | reviewed for compliance with the industrial control system, the organization collects/analyzes accident case studies of conventional products and others to identify
review organization’s information security policies s r_'m'ds' L o ; )
- The organization analyzes a situation where a hazard leads to harm and identifies the possibility of occurrence and the severity of the
and standards. BRAEEE |  oesiEme pedl sl e e e s el o, Ao s, e e o G G A i s
any hazard caused by a security issue.
- The organization updates the risk assessment if there is a significant change in the industrial control system or the environment in
which it operates, or the other change that affects the security state of the industrial control system.
- The organization updates a risk assessment when there is a big change in a system or an environment where a system is running
. ) i ing i of a new threat or vulnerability) or when any situation which impacts the security status of a system occurs.
= CEmeER ik EEEEESmEnEs el @ eee if - When planning/designing a new system using an loT device, the organization identifies existing assets and assets to be protected in
the security rules for managing the components i s o et et e S s emm iy e Tes FrE s o v e Ca e c i e E Wi Ereliga
are effective and applicable to the components for | ANACed | ronant or a system with a long life cycle and a component or asystem requiring availabilty, consideration in security measures at a
CPS.RA-4 implementation. phase before designing is especially important.
AT - Check the presence of unacceptable known - When considering security measures applied to purchased products and services, the organization makes sure that the levels of
security risks, including safety hazards, from the measures correspond to the importance of such products and services.
planning and design phase of an IoT device and - The organization defines a security risk assessment process and applies it periodically (e.g., once a year).
S [TETER e 16T G - Establish and maintain security risk criteria.
sys : - Identify security risks in the following way.
1) Clarify the target of analysis.
2) Identify incidents (including changes in circumstances) and their causes.
Basic - Analyze security risks in the following way.

1) Evaluate possible results when the above identified risks occur.
2) Evaluate the possibility of the actual occurrence of the above identified risks.
- Refer to the risk criteria, determine a risk level, and prioritize the risk.
- The organization documents and stores the information security risk assessment process.

[Reference] An “asset-based” method and a “business damage-based” method are known as security risk assessment methods.
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Appendix E: Glossary]

(1)

(2)

(3)

(4)

(5)

(6)

(7)

(8)

Actuator
<Internet of Things> IoT device that changes one or more properties of a
physical entity in response to a valid input. [ISO/IEC 20924:2018]

Anti-tampering devices
Device with an anti-tamper property. When used with devices, “anti-tamper” is
used to describe that it is difficult to read or falsify the internal structure or

stored data of the device.

Audit

Systematic, independent and documented process for obtaining audit evidence
and evaluating it objectively to determine the extent to which the audit criteria
are fulfilled. [ISO/IEC 27000:2018]

Authentication
Provision of assurance that a claimed characteristic of an entity is correct.
[ISO/IEC 27000:2018]

Authenticity
Property that an entity is what it claims to be. [ISO/IEC 27000:2018]

Availability
Property of being accessible and usable on demand by an authorized entity.
[ISO/IEC 27000:2018]

Basis of trustworthiness

Point of view to ensure trustworthiness.
Biometric authentication

Authentication method which identifies person by physical characteristics such

as finger patterns, hand vein patterns, iris patterns or voiceprints.
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(9)

(10)

(11)

(12)

(13)

(14)

(15)

(16)

CC (Common Criteria)

Framework to evaluate if products and systems related to information
technology are appropriately designed and properly implemented in terms of
security. These criteria are defined as the international standard ISO/IEC
15408.

Chief Security Officer
Person who has the highest responsibility in the operation and control of the

security management systems in an organization.

Confidentiality
Property that information is not made available or disclosed to unauthorized
individuals, entities, or processes. [[SO/IEC 27000:2018]

CSIRT (Computer Security Incident Response Team)

A capability set up for the purpose of assisting in responding to computer
security-related incidents; also called a Computer Incident Response Team
(CIRT) or a CIRC (Computer Incident Response Center, Computer Incident
Response Capability). [NIST SP 800-61 Rev.2]

CSMS (Cyber Security Management System)
Management system of the cyber security designed for industrial automation
and its control systems. The requirements are defined in the international

standard IEC62443-2-1.

Cyberattack
Attempt to destroy, expose, alter, disable, steal or gain unauthorized access to
or make unauthorized use of an asset. [[SO/IEC 27000:2018]

Cybersecurity
To prevent the leak or falsification of electronic data as well as the malfunction

of IT or control systems against expected behavior.
Cyberspace

Virtual space in computer systems or networks. It uses digital data to create

value.
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(17)

(18)

(19)

(20)

(21)

(22)

(23)

Digital certificate
Data which certifies that the public key for digital signature analysis is

authentic, and issued by a certification authority (CA).

EDSA (Embedded Device Security Assurance) certification

Certification program related to security assurance for control devices. EDSA is
developed and operated by the ISA Security Compliance Institute (ISCI) based
on IEC 62443-4-2. The program evaluates the security on three aspects, namely,
security at each phase of software development, implemented security features,

and communication robustness test.

Entity
Thing (physical or non-physical) having a distinct existence. [ISO/IEC 15459-
3:2014]

Firewall

Software, devices or systems installed at the border between a certain
computer/network and external network in order to protect the internal
network from external attack by relaying and monitoring the internal/external

communication.

Functional safety

Part of the overall safety of EUC (controlled devices) and EUC control systems
that depend on the normal functions of E/E/PE
(electric/electronic/programmable electronic) safety systems and other risk
mitigation measures. [IEC 61508-4 Ed.2]

Harm
Injury or damage to the health of people, or damage to property or the

environment. [ISO/TEC Guide 51:2014]

Hazard
Potential source of harm. [TEC 61508-4:2010]
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(24)

(25)

(26)

(27)

(28)

(29)

(30)

Hash function

Function which maps strings of bits of variable (but usually upper bounded)

length to fixed-length strings of bits, satisfying the following two properties:

— for a given output, it is computationally infeasible to find an input which
maps to this output;

— for a given input, it is computationally infeasible to find a second input
which maps to the same output. [ISO/IEC 10118-1:2016]

Hash value
String of bits which is the output of a hash-function. [ISO/IEC 27037:2012]

Identifier
Information that unambiguously distinguishes one entity from other entities

in a given identity context. [ISO/IEC 20924:2018]

IDS (Intrusion Detection System)
System which monitors the external communication conducted by a server or
network and alerts its controllers via e-mail when detecting unauthorized

access (such as attack or intrusion attempt).

Industrial control system

An information system wused to control industrial processes such as
manufacturing, product handling, production, and distribution. Industrial
control systems include supervisory control and data acquisition (SCADA)
systems used to control geographically dispersed assets, as well as distributed
control systems (DCSs) and smaller control systems using programmable logic
controllers to control localized processes. [NIST SP 800-53 Rev.4]

Integrity
Property of accuracy and completeness. [ISO/IEC 27000:2018]

loT (Internet of Things)

Infrastructure of interconnected entities, people, systems and information
resources together with services which processes and reacts to information from
the physical space and cyberspace. [partly changes the definition in ISO/IEC
20924:2018]
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(31)

(32)

(33)

(34)

(35)

(36)

loT device

Entity of an IoT system that interacts and communicates with the physical
space through sensing or actuating.

NOTE: An IoT device can be a sensor or an actuator. [partly changes the
definition in ISO/IEC 20924:2018]

IPS (Intrusion Prevention System)
System which monitors the external communication conducted by a server or
network and prevents attack by detecting unauthorized access (such as attack

or intrusion attempt).

ISMS (Information Security Management System)

Framework to operate a system by determining the required security level,
establishing a plan and distributing resources through its own risk assessment
in order to manage an organization. The requirements are defined in the

international standard ISO/IEC 27001.

ITSMS (IT Service Management System)

Framework designed for IT service providers to maintain or improve their
service quality by managing their services based on the PDCA cycle. The
requirements are defined in international standard ISO/IEC 20000-1.

Malware

Software or firmware intended to perform an unauthorized process that will
have adverse impact on the confidentiality, integrity, or availability of an
information system. A virus, worm, Trojan horse, or other code-based entity that
infects a host. Spyware and some forms of adware are also examples of
malicious code. [NIST SP 800-53 Rev.4]

Multifactor authentication

Authentication using two or more different factors to achieve authentication.
Factors include: (i) something you know (e.g., password/PIN); (ii) something you
have (e.g., cryptographic identification device, token); or (iii) something you are
(e.g., biometric). See Authenticator. [NIST SP 800-53 Rev.4]
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(37)

(38)

(39)

(40)

(41)

(42)

(43)

Multi-stakeholder process

Process in which three or more stakeholders have meetings to have discussions
on an equal footing, thereby understanding each other for consensus building
in order to solve a problem that could not be solved by one or two stakeholder(s).
[Cabinet Office of Japan]

Mutual authentication
One of the authentication methods, in which two parties authenticate with each

other.

Objective
Result to be achieved. [ISO/IEC 27000:2018]

Physical Space
The real world. Expression to distinguish between cyberspace and world

composed of substances.

Private key
Secret key in the public-private key cryptosystem, a pair of different keys is
used for the encryption and decryption. The private key is the one not released
to the public.

Process
Set of interrelated or interacting logical or physical activities which transforms

inputs into outputs.
Protocol

Predetermined mass of rules and steps for parties, so that more than one party

can smoothly transmit signals, data and information with one another.
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(44)

(45)

(46)

(47)

(48)

(49)

(50)

Public key

Key of an entity's asymmetric key pair, which can be made public.

NOTE: In the case of an asymmetric signature system the public key defines
the verification transformation. In the case of an asymmetric encipherment
system the public key defines the encipherment transformation. A key that is
'publicly known' is not necessarily globally available. The key can only be
available to all members of a pre-specified group. [ISO/IEC 19790:2012]

Redundancy

Existence of a means in addition to the means which would be sufficient for a
functional unit to perform a required function or for data to represent
information. [ISO/IEC 2382:2015]

Resilience

The ability of an information system to continue to: (i) operate under adverse
conditions or stress, even if in a degraded or debilitated state, while maintaining
essential operational capabilities; and (ii) recover to an effective operational

posture in a time frame consistent with mission needs. [NIST SP 800-53 Rev.4]

Risk
Effect of uncertainty on objectives. [ISO/IEC 27000:2018]

Risk management
Coordinated activities to direct and control an organization with regard to risk.
[ISO 31000:2018]

Risk source
Element which alone or in combination has the potential to give rise to risk.
[ISO 31000:2018]

Safety
State of being protected from recognized hazards that are likely to cause harm.
[ISO/IEC Guide 51:2014]
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(51)

(52)

(53)

(54)

(55)

(56)

(57)

Security-by-design
To introduce the measures (e.g. threat analysis, security architecture, external
specification analysis and privacy impact assessment) to ensure security at the

planning and designing stages for a device or system.

Security event
Identified occurrence of a system, service or network state indicating a possible
breach of security policy or failure of controls, or a previously unknown situation

that can be security relevant.

Security incident
Single or a series of unwanted or unexpected security events that have a
significant probability of compromising business operations and threatening

information security.

Security measure organization (SOC/CSIRT)

Structure which continuously collects and analyzes the vulnerability
information in or out of an organization in order to determine the appropriate
scope and priority of measures against a security incident to be monitored.
Security measure organization includes organizations and functions such as
SOC and CSIRT. [Six Ws on cybersecurity information sharing for enhancing
SOC/CSIRT Version 1.0 ISOG-J, 2018)]

Security operation process
Document which specifies the prompt preventive measures beforehand against

the security incidents to be detected.

Security policy
Top management’s intentions and direction formally expressed regarding
security of the organization, and rules to take security measures based on such

Iintentions and direction.

Security risk
Possibility of some effects on the objectives of the organization, relevant parties
such as partners, or the whole society caused by the malfunctions related to

security.
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(58)

(59)

(60)

(61)

(62)

(63)

(64)

Security rule
What defines the details on the measures against possible security risks

clarifying each scope and priority.

Sensor

<Internet of Things> IoT device that measures one or more properties of one or
more physical entities and outputs digital data that can be transmitted over a
network. [ISO/IEC 20924:2018]

Service
Output of an organization with at least one activity necessarily performed
between the organization and the customer. [ISO 9000:2015]

Service Provider

A provider of basic services or value-added services for operation of a network -
generally refers to public carriers and other commercial enterprises. [NIST IR
4734]

SOC (Security Operation Center)

A team composed primarily of security analysts organized to detect, analyze,
respond to, report on, and prevent cybersecurity incidents. [RFC 2350, CNSS
Instruction No. 4009]

Stakeholder

Person or organization that can affect, be affected by, or perceive itself to be
affected by a decision or activity. [ISO/IEC 27000:2018]

Supplier

Organization or an individual that enters into agreement with the acquirer for

the supply of a product or service. [ISO/IEC 27036-1:2014]
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(65)

(66)

(67)

(68)

(69)

(70)

(71)

Supply chain

Linked set of resources and processes between multiple tiers of developers that
begins with the sourcing of products and services and extends through the
design, development, manufacturing, processing, handling, and delivery of
products and services to the acquirer. [ISO 28001:2007, NIST SP 800-53 Rev.4]

Threat

Potential cause of an unwanted incident, which can result in harm to a system

or organization. [ISO/IEC 27000:2018]

Time-stamp
Time variant parameter which denotes a point in time with respect to a common
time reference. [[SO/IEC 18014-1:2008]

Trust
Degree to which a user or other stakeholder has confidence that a product or
system will behave as intended. [ISO/IEC 25010:2011]

Trustworthiness

Property of deserving trust or confidence. In the context of IoT, property of
deserving trust or confidence within the entire lifecycle of an Internet of Things
implementation to ensure security, privacy, safety, reliability and resiliency.
[ISO/IEC 20924:2018]

Vulnerability
Weakness of an asset or control (3.14) that can be exploited by one or more
threats. [ISO/IEC 27000:2018]

Vulnerability remediation plan

A plan to perform the remediation of one or more threats or vulnerabilities
facing an organization’s systems. The plan typically includes options to remove
threats and vulnerabilities and priorities for performing the remediation. [NIST
SP 800-40 Ver.2.0]
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