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Hackers turn MIT building into giant Tetris
game

Whan the brainiacs a1 MIT get bored, they light up the place by turning
the taliest bullding on campus Into an iconic video game.

BY CHRISTOPHER MACMANUS / APRIL 24, 2012 10:44 aM PDT

2-6 HEHETIRRE

(H#: https://www.cnet.com/news/hackers—turn—-mit—building—into—giant—tetris—

game/)
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T FRICRIE LT, ERICBBEESN =00, TN ONE R RBHIT260
IR ~D LB T2 D312 08, WA FTERDBEABSES LTI, SR E D38~
KAETDHRE | EH S ~OREL R IVELIRN TH-oT-,
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DIGITAL TRENDS Recessl Florida prison cells opened random...

Recess! Florida prison cells
opened randomly thanks to
computer ‘glitch’

By Natt Garun — Posted on August 16, 2013 - 10:29AM

OnJune 13 at 7:04 p.m., something unusual happened at the maximum security wing

of Turner Guilford Knight Correctional Center in Miami, Florida. All the cell doors were
mysteriously unlocked at once, and three inmates took the opportunity to chase after
27-year-old Kenneth Williams with a homemade prison knife. Williams narrowly
escaped the attack by jumping over second-floor balcony railing, suffering a broken

ankle and fractured vertebrae in the fall

2-7 EHOBEEFRICOVTHRET HLHF
(Hi 8L :  https://www.digitaltrends.com/computing/suspicious—prison—glitch—

blamed—for-opening—all-cell-doors—in—max—security-wing/)
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2016 4= 11 H, 74TV R, o= ZDE /LN DDoS WA 5217, BRE N
fZIELT=, 11 HOT7 4 FU RIZBEICANVRIR~ AT A 2 FEOBREETHY, ZDIH7eH
T, BRI Te > TR D3I TEZRV IR DLDEREL 72,

A, HARO ZITRIEDEEAEAIZHY , 2018 0 B IZILEE O i iz T
D78 ZEFRIMERE OHERF-OCRAZIT A M OHERFZL RDERNE D L7 >TET
W5, BT E DIEFIZEWKIRIRBLO T ZE NS AN =BT > THEIET D
FORZ e BV, ENVNTEIK NZEDZEBNEN FRL20T T KR RE %
M TREMED B A DAL, FE VISR ES N — NEPRREMEAZE 5 L9572
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The #1 VPN for Japan

Meet The Best VPN Service for Japan. 100% Secure. Unlimited bandwidth! expressvpn.com

DDosS attack halts heating in Finland
amidst winter

A Distributed Denial of Service (DDoS) attack halted heating ,I
distrbution at least 1 two prop in the city of »
Lappeenranta, located n eastem Finland. In both of the
events the aftacks disabled the computers that were
controling heating in the buildings

Both of the buildings where managed by Vaitia (hitp/Naitia ) | (fles2016.11
The company who is in charge of managing the buldings - '
owerall op and A ing to Vakia CEQ, Smo Rounela, in both cases the

systems that confrolled the central heating and warm water aroulabon were temporanily
disabled.

In the oty of Lappeenranta, there were 2t least two buildings whose systems were knocked
down by the network attack. In a DDoS attack the network is overicaded by rafic from
mutiple locations with the aim of causing the system to fail.

In an inteniew with Etela-Sxmaa

Rounela estmated the attack m Eastern Fintand lasted from late October to Thursday the 3rd
of November. The systems that were attacked tried to respond to the attack by rebooting the
man control crouit. This wars repeated over and over so that heating was never working.

At this tme of the year temperatures in Finland are below freezing and 3 long-term disruption

n heat will cause both material damage as wel s the need 1o relocate residents elsewhere.
Thanicully in T cass the fix was sasy o do by imiting network rafic.

Building Automation security is not a priority

The devices under aitack were built by the company Fidelx (hitps £y According
1o company rep Antti Koskinen, there have been other attacks in the country before
the case in Lappeenranta. He also states to Helengin Sanomat

[ty Pvewn e flkotimaaa 1475405886653 that when people want convenience and ease of
use it oflen opens up L

2-8 BEERMLE B MBETLE
(Hi8iL:  http://metropolitan.fi/entry/ddos—attack—halts—heating—in—finland—amidst—-

winter)

224. RTILTOEBREDFALASH-FAOHHL

20174 1 A A—ARNIT D 4 SDBFRT N T, BEDHI—RXF—FRITLU AT LNT
LT = TIEGE L — DT AT DEMER AR AT REE 72 o To 7o | K S BED S FE
BASEN R AIREL7RY . fE 10RO HENDERENRAE LT, Hilf AT LADOH4A
b THEINLEFHIH LD, TP LT =7 DI FFE S B AT B
IZBWT, bOWVWHEBDINTHBEELZ T TLEIZ LR T HITHD,
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VDA T, BRI AT b —F12 WindowsOS D XH72 LD OS 14k
LTCWUE, +312 820 BLRMTHY . 2 iﬁ%ﬁBE@ﬁ~Hﬂy% X271
VAT AR DEETIEAR, — T TTE LS AT LD AT, — Iy TF Y TN
HCTHHESOILTEY, VAT LD 55 %%?@ztii@ﬁﬁﬂ“z) EERFERSND
ZEMEL, N T =T RT Y BT =T DEHIRT AT LD MagH A ZEN T BB A~ D %f
SRR WATREME L 85, F DT AT ZD X7 BVEH~D %L
KERREL 2>V EE DS,

¥ WELZTTART VLTI, BE~OME MM, LIXHOM AL T8 2
T LORET a2 RS, fEREL TSSO ELZIT TEY, THXIR~OKE
DHEHEXZ T HF ThHD,

Hackers hold hotel's keys hostage for

bitcoin ransom
BvSTiﬂ;lr:elH_alcﬂn}lﬂlt“(j:l:T”‘qr 2017 —\ 0 0 @

[CNN) A Eur n luxury hotel is going back to the basics, replacing its electronic key cards
h lock and Iey nd with good reason
Since the beginning of the winter tourism season, the 4-star Romantik Seehotel Jasgerwirt in
Austria has been hit with a series of cyberattacks
In one attack, the hackers held all system -- including the hotel's reservation and cash desk
system -- hostage. The 180 gussts (a full house) were locked out. The hotal said it had to pay
1,500 euros in bitcoin currency before the hackers would allow the guests back into their rooms,

29 HEHEBETIELE
(Hi 8L :  https://edition.cnn.com/2017/01/30/europe/hackers—lock—out—hotel—
guests—trnd/index.html)
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2018 4F 4 A, BARENAHIT, /22—y MNIATZB NF 7S50, BN EE
Pz LA EN L HORE LT, R W =T HH I TIEH D05, BRI AT N
BT R TSI e EERASNTLEI L a2 R T EHITh o, EA OB
AT Toh->Th, MRy N — BRI H CEDERED AR AT LT DGE DD

15



Do b LI EEMED B E /LNt RR DB AT TIT OV, DATER P TE @D
IRUNIRIE THLIRIT 2 DM THOILALUE, JLIRITRDI D02 HDOWTSLIRDFEIL A KR
AECEZRNEVD IR BREITH 705, BUESCIRE OIS TIE, E/VEL THEIE
ZRTONDII7R T REMELHY | HTe L THID A DU DR H D,

226. TAMZ&B/ x> EH

WA TIZE LY AT LD EX 2T 4T AR (SRR — a0 T AR) LT WA 5
fiL . EERICRS BRI CLE-T-H BB EE RS SN TND,
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DRE7LFMUTRET DA REME B ETHIEITHLNO T, VURAZOREEE 2 D
D, MERFIRIZOWTRGTIL CUKZEITEE TH D,

22.7. FAYIZHIT5 BAS #FZnnOyor=E4Hl

2021 £ 10 H . KAV DA T4 AEIVZEBWT, EILDU AT LR T — 7255
BAS ¥&25D 4 53D 3 3l Z Rk BIHAA > F | Nkt vyy X —abo—
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DARKReachllg The Edge DR Tech Sections &)  Events &)

Attacks/Breaches = (O 3 MINREAD ERNEWS

Lights Out: Cyberattacks Shut Down
Building Automation Systems

Security experts in Germany discover similar attacks that lock building engineering management
firms out of the BASes they built and manage — by turning a security feature against them.

Kelly Jackson Higgins
Editor-in-Chief December 21, 2021

_—

Source: FranckBostan via Alamy Stock Photo

IH KN KE K3 S R

[This story was updated on 12/27/2021 with comments from the KNX Assaciation. They
had not yet responded to inquiries when the story first posted.]

A building automation engineering firm

experienced a nightmare scenario: It

suddenly lost contact with hundreds of its building automation system (BAS) devices
— light switches, mation detectors, shutter controllers, and others — after a rare
cyberattack locked the company out of the BAS it had constructed for an office
building client.

The firm, located in Germany. discovered that three-quarters of the BAS devices in the
office building system network had been mysteriously purged of their “smarts” and
locked down with the system's own digital security key, which was now under the
attackers' control. The firm had to revert to manually flipping on and off the central
circuit breakers in order to power on the lights in the building.

2-10 B2 HE T S F
(Hi 8L :  https://www.darkreading.com/attacks—breaches/lights—out—cyberattacks—

shut—down-building—automation—systems)
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EEOMESLT 0w A EHIHT 272 DIEH S NDIERT AT L, HIHIGEETH D%
PEEAZ BT 5 O SN 5 BEHIET — 2 IEE S AT & (SCADA) |, /il > 27
2L (DCS), v—AN7Tak A&HIHT 27 0 r T~ 7 L iniiiliEdE (PLC) S4@U
THIET DV AT L ERNH D,

ag5
1O EOBBICL > THITIAEN D AREME D H D, BREXITEH RO A, [JIS Q
27000 : 2014]

t%19?44yy?yb

LERVEMAE LT —HEOEX 2 V7 0 F5, I T LUARWEME L T—Eo&Xx
2T A FRTHH- T, FEEE LGOS TIHHERL I X2 U T 4 20T HERIE D
zE)O)O

X2 VT4 ER
X2 YT ARY U OEKE L FEFEROARGO RN, it 7 110K
BLBLRMORRERT, VAT A =B 2AIHR Y T —2 ORBICEET 2 F4,

X274V RS
X2V T4V RZ LIE, BX 2 7T 4 ICBE L TRESDEL, ZIZ L > TREORE
WA B INDFEIN R SA[RETED Z &,

Y

SR O IRE: GEE IBE MES) 2R L-BEXITERE 2 REISELT A A,
[NIST SP 800-82 rev.2]
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SR:F (authentication)
TUT 4T A DERETDHEENE L & W I RFEDHRAE, [JIS Q 27000 : 2014]

BNV AT A
ENAOFEH - A AT O ORI 2T LT, AR, BibG, 22, APk, R &
Wb, B, B, BEfU A T OK B ORI AT L OFHR,

T7AT I x—IV
DHALEa—FRKy hT s LI Y h T OBRICRE SN, WAOBEE
k- B L AMBOBEDN D NE AR T 27200 Y 7 by = TOMES, VAT LEDZ L,

Za ban
BHOEERPIEY 2 FHRT — X HREMAIMBETEDL LI, b0 LDHRD LT
FREFESLFIEOELSDZ &,

</ =7 (Malware)

FA SN TWRNT B ADOFERZRAD Z EIZL-T, FHRVAT LOWEN - 248K -
AAMEICER L L5 Y 7 by 2T X7 7 — 247 =7, [NIST SP 800-53 rev.4]
X alVTF 4 LOWEEZRIEFT T ANA, AL UZT Ry NEDBEE L F-7-7Ta /5
DS EI oY

PINVFRAT—FR)VE « FTak R
3 HULEDAT =T RNV, MERNG TN Em T 28mAamL, HERELIT 2

F W CILfRR O L WIEARR D72, BRI EOBRBEAZ X5 7k, [NHE
¥l
)24

HEZKT 2 R o2, [JIS Q 27000 : 2014]

URXZ7IR

FNEAEXIXIENEOHMAETICL 2T, VA EZA UL IEDEARFEEBEERICHE->TWVD
., [JIS Q 31000 : 2010]

YR RT AV B

U AZIZOWT, M2 ST 27200 S =iES), [JIS Q 31000 : 2010]
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R OERA 7 T OHRE X2V T 4 /ARWETALE LT, BRAT—F 22—
SN [BERME AT LY 77 LU ATA Rl 2R FILTWD, i, 7—# k¥ —%
ETNT—RALE L, BURES AT LOEX 2V T 4 DBEZFIZONWTELEDITA KT
v 7 LT, 21 OFHREZHRRL TN D,

2021 OEBR T, WEARGHIRIT 2 EHR, EWkii s A7 LSRRI T 5%
R, & AT LERICB T 2EHRICOEL T, BRIES AT 208X 2 U7 154K
DEMZ S, BH L TR, ENMIBT L7 7 A I VDB Z FE—HBMVIALTEY &
o TN 5,

ENAYTU—F TN —TTlE, 2021 OFHEEN—ZR L L TEELOYD, T—4
v Z—DUSNDOENBKIZDTE D AT — 7 RV L Dikim T & D IRISVREGR, RISk
JGLT=HA RIA4 v DEEXHED TN D,

IMJDCC 2 1 w%ﬂ%

Japan Data Genter Gounall

nEYBREATLICETZEFIV T BERELT21IHB%
. LUEFENLEEFIVT HROBIRETD,

IR B S ETEE

1 |EYeRs AT OB E BRI 0> bO-5— 1y b JaSE) R EUICE- EREHFROEOLT HT

2 |E@VDsRES AT Lo AR (i - O b0 —5— Ry bS5 S0) EaR BN E - ZFRCHWTIE I AR EE ARE S IROBEIEF1TICL
3 FEMERES AT LRAICHSVTE. BN AT AL Oy b D=0 - AT PR ARICERESN ST VL SREE B E DL
RS AT LB B D EIRH

4 |EVERES AT LERN S SHERUR bR SUICHRRL EIEER g HCL

5 |EEMISRES AT Ly b Ottty O IDSEEETSCE

6 |BEWsRESATLIRE L TOUANA RERET HIE

7 |gA-tEhauIhoI7EFIALEBLCE

8 | FERH-EAEEMCI L

9 |/RAD-FOI-IVETED. KT 5T

10 |7 (FIAN) ONAD-FEEETHL

BES AT LER RO SEHR

11 RIS AT L0y MO—2ICHERT SHEas (PC. aliRASE) 001 )L ARERERICEMESNTLWAIL

12 BB AT Lot IUTEERTFIE, 2550 MIRFIREFEML. ZORBEREERRNICEML . MO ILIENoE L CBHalE
13 |UE-MEBDIL-IVERTEIBL

14 @R INSPSITANEREN. #EEL TLS AT 3oL

15 |EYIskils 2T LhOEITHkTROER I 5L

16 |FEVIGRIS AT LI I BiRSSEE BREIEIRL THTL

17 |BYEES 2T L0/ I TPy I T FEEIE 2L

18 |BREOPAVNEREREICTTOCE

19 [EVIas{Hs 2T LOEF1UTfRSSMHCRI T MMETFINICATFL, BRICHU TEFIUT) WFERAT S

20 |iBYWsREs AT LOBREMAR OY EE R CREEEd S0

21 | BYES AT LAOEEREM SR (R - 20— 5 Ry DS ERELILE - ERADRBEOPITACEBFREMIERSCE

Copyright (¢) Japan Data Center Council (JDCC)
X £k B-1 JDCC ? 21 D4 HH

(Kl BRI AT L 77 LU ATA RET7 72U T 04077 WG OFET (2017/2,
JDCC 77 VT 4427 TWGCHEER))
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* fHED-1 ELOSHRR L 3 SO BR

SHAFAROBER A A—=

Bl : ENZATACLDER - BIE,
ILA—9BEE  ELCBASNTVBILA—INERIRRBEEERNSER - BIE,

= « IV BIEE  CLOBHERARLEEEREH SRR BIR,
» RV BIEESH  CLERERDGRECEIDERNSER - B2, &
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http://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/index.html
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REEHHELEE (ZONWTH A N—8F 2 U T A HERD IO D2 HHE
https://www.pbaweb.jp/publication/books/kenchikusetsubi-sekkei-kijyun-r03/

[TBEFZAEKTIEMREZ YA N~ X2 YT 4 OBRIBETEHA KT 1)

R PESEAE /) AR

HFEFHAELX LY (B FZHREERMOZAERMEE) O 5 bimlRiEd, fIE 217 5 8Hic
ROV AN—tF 2T 4 DFERDIZDDTA KT A
https://www.meti.go.jp/policy/safety_security/industrial_safety/oshirase/2022/06/202206
10.html

B AT ADEXF2 VT 4 VRIBHTA R F 2R8I
MSTATBOE NTE A HE RS X2V T B X —
I AT LDOEF2 T 4 VR TR EENEHTEZLEHCTHREODOTA R

https://www.ipa.go.jp/security/controlsystem/riskanalysis.html

A N—kX2 YT A RETA FF A Ver3.0l

PRFPEREE /A N— X2 )T 4}

RABEFEROH/NMEEE UNBUREER ZRLS) 264810 REZDO) —F—v vy TO T THA
N—t X2 U7 4 REMET DIDDTA RTA

$2023 4= 3 AT ver3. 0 23ABH
https!//www.meti.go.jp/policy/netsecurity/mng_guide.html

(Y AN—X2 VT A BRETA T4 Ver 2.0 EBDT=DDT T 77 ¢ REE|
MSTATBOE NG BOLPRHERERS,EX 2V T o B 2 —

(A NR—X2 VT ARETA RT A Ver 2.0) © [EE10IHH | OERERICHIE/H
BlaFTREIEZ LD

https://www.ipa.go.jp/security/economics/csm-practice.html

(XY NT—T ARG VAT AZBITHEREX 2V T A RRBEHTF v 7 U R B
MSTATEOE NIEHALEHE R X 2 U T B 2 —
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BFHEEESC BB Z I LD Ry N =T I ATV AT AOFEEN., FOMEL EAICE
FT5EX2 VT 4 EOXMNEKREMRTEDHT =7 U AR

https!//www.ipa.go.jp/security/jisec/about/knowledge/nw-camera.html

NBEHS AT MCRFEHREx=2 ) 7T A HREGTF =7 YR b

MSIATEOE NG HALBHEERRE X 2 U T s 2 —

BRI BIE R 2 1 U NIREFL S 27 A OPEEDFRE X 2 VT ¢ LOERORE
R T D12 DF =y 7 Y AL
https://www.ipa.go.jp/security/jisec/about/knowledge/nyutaikanri.html

[Rw— b R—LDRDL - BRZMET I ANR— T4 PN -EF 2T AR T
A]

A= hBR—BZBF LA RN Ty DI X2 U T 4 RMEDOEZFREAT — 7K
IWHEINEBET NERBRBOXSRICOWTEE LA T A
https://www.meti.go.jp/press/2021/04/20210401005/20210401005.html

https://home.jeita.or.jp/smarthome/security/
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ZER AT L) H 1K

ENADY T AT LOW, ZERHTAT MIFHEL TURERY A N—t X2 U 7 4 RO
WaEdllA R4
https!//www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_buildin
g/20221024_report.html

[1S08102-20:2022 |

ISO (JEFMEUE{LI%HE. The International Organization for Standardization)
TUAN—H, TR L—F = ROB BT DERERFHE LT, A 3 —EF =
UT 4 REM 2 L DlebD

https://www.iso.org/standard/78576.html

[TEC62443]
IEC (EEEEXIEHES#. The International Electrotechnical Commission)
HEH S A7 DMZBT D% 2 U T 4 EEOHRR, HEOY TIHEENL TS LR~ TkY | B
TEb M, R EN RN TV D, Sl AT L0EF 2 U7 A HE#EL LT, ELVRAT A
DEX2 VT A ZOBFEETEILIEWVITATTHH D,
IEC TS 62443-1-1:2009 https://webstore.iec.ch/publication/7029
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IEC 62443-2-1:2010 https://webstore.iec.ch/publication/7030
IEC TR 62443-2-3:2015 https://webstore.iec.ch/publication/22811

IEC 62443-2-4:2015 https://webstore.iec.ch/publication/61335
IEC TR 62443-3-1:2009 https://webstore.iec.ch/publication/7031
IEC 62443-3-3:2013 https://webstore.iec.ch/publication/7033
IEC 62443-4-1:2018 https://webstore.iec.ch/publication/33615
TEC 62443-4-2:2019 https://webstore.iec.ch/publication/34421
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(E5E, PEMRR ., B e xR B A T ORME MBI A N—EF 2 U T 4 DA R
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https://facilitycyber.labworks.org/assessments/coreAssessment

[Facility Cybersecurity Capability Maturity Model (F-C2M2) |
Pacific Northwest National Labratory CK[E=— /L% —4)
ELDYAN—F a2 VT (T HMEBMORAEL L Ea—F 270D T4 Y —
JV

https://facilitycyber.labworks.org/assessments/fc2m2

UL 2900-2-3 ]
UL LLC (Underwriters Laboratories  Limited Liability Company)
ENVETHAT 2 oT 2D X2 U 7 4 BIAED T2 D A F — A 3CHE

https://mews.ul.com/news/ul-2900-2-3-helps-mitigate-iot-cybersecurity-risk
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ST, LT OIS 70w 51, ez 1T19,
) ENAF—F—DAL TR AR A F — A, AT U M DL (FF
VRSO G ) SO RICOWNTOT R TOHERIIETHLE (v
TURAR A LR —R) ZAER T D, MERLTETWRWG ST, TELET R

16



2)

3)

EALL, AT T VAR AIZH Tz > COEBERHAL AR — MG
Do
AT U IDOREFRIIE U TOIER . KR, B ERE DAT — ANV
UNIE IR BT DN EE THD, TDT2 | RANFER-C/ IR ~D WL
ZAREEL, MWEISU CTHEEMBELER T 5
PWERDUZ LS T, AT U MERNDL—EMBNIZ, A>T MRS
LT BIR AL S — (JEHS . IR, B L) D | BIZIZLL T DI572 7 —
~ OGRS 2 BT 5,
o AUV TURARVRIZH AT A N—ITE D, BELIZAL T D
S 7 e 2O,
o XL EEARNIE UL CEZ A REME D H 5 R0, HEV NS DN T
DPZV I
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3. ELNVARTLIZERSEXA)TABEY—EX

P ANR—EX 2T A OEBOBEEZIT T, FANOIESEFR Y Va—ar R
RSN TS, AV T VAR AR FHLT 572 PlAIE, R b — 7RG
BT T IAT AR E OB AN E 3R B FEY AT AT D
PEDZWT, EIBIZ BT HREEMEDOE=HXI T DD NOC, SOC Ya—Tay B
(ZIE AL Z W@ BB BRI S bR RSN T0D,

# 31 EAVATAIEREX2 ) T 4 BEY—EXDH

RoRT =G — | o HRERY N —2IZH e 2T o B L7
B Foy NI —IREFHEAT). ZHUTED RIKGRT /S A AD

Ry BT =T ~DT 7 AYERR, BB R R D
NLERFE | B IBE NE O EDOH A/ —1F 2

T AR R A EBL
BEEV AT ADES2 | ¢ BA VAT AL ONEIFERZ W E21T5, Web 77V 47—
VT 42 —e 2 TarRI TRV AT A loT #gna G e Ry T —7
ML RIGAT YAZ R, TR R RE S P
HLUEE1T

o IDIT, FHERH T EOIFEIIONT, BXalT >y
FEVERAS ~ D YERUECRR EIA, I IERI 2 E85 D
ZWrE1To

EA-BERP—ERX o EFEOENERILSOHESNEILSE N E

NOC/SOC Z&EL . 24 FEff 365 H T AT LDE

FH - AR — " R A4k

HE -FHEY—ER | [EEBOEX2UTEHROM B ZX D20, JHEFE
o7 — LG DB & OHE T —E A2 2 it

o FERRICEZTWOYAN—HEFIESFIAITHESN
-7 atv 2% HEbo TR 5281280, g1E)
KHED A L AE TS5

BRI Y NTAT | o BEREY ~ORIRSLRERH = Rl % & S i

P—EZ > HEHEEARREES—E R

> HREX2UT xR —E X

> A RHm R — R

> HHREX VT4 BEFE IR L
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3.1. RYPIT—UREHY—EX

ITHEDOE VR N — 7 BI O~ R AP AT MdA—7 AL (IP-Web {1)
IZED R E TOEFEREZITIGENL, TDID | I (A2 —Fvh) |
DA D AN —I B LT AT MER A E AL, TI—LEEHL, 1
T U MRS AR T DM DD,

PRGN SNSRI d | B SANA/ANEL - i ) babe: (RTRSEEE: Byt SUNVE
IREEATOV—E ARSI TS, ZHIUCED, B2, RIKRT A A
NI =T ~DT 7B AHERR, BOBEPREE SR DAL E | i 8E NE ORI ED
PAN—tFX 2T AR REEBTLHIENTED,

32. IEVATLDEXA)TAREEHY—ER

BEICEHA S TOWD VAT AREIEEFEDA L 7718, BARFLEX 2T I EL
TRk AR T TN TH, LT DA NN FIEIHIGLEN TORWES
LD,

ZD1=D, BA VAT AR OMFIERZ KA 1TO P — E ARSI T D, Web
TIVr—=2ar R0 TRV AT A loT dna a e 2y N — 7 B E LT SRIT, VA
JEHM IR MR OB LUEZTTH, SOIZ, FTHERH T EDOBEREIC O
T, BX 2T AHEUEIAS ~ O HERINE PR EIA, IER 2 a5 O 21T,

v ia
| W

USBAEN/PCISHIAHERTE

m"@ FI—HEETEA

(P - https://news.panasonic.com/jp/press/in200114-1)
X 3-1 VA N—WEDY R

33. EA-BERY—EX

ELV AT MIRBWTUL, AN, E LD D, RNERT 7B AZERT 25 &0
STV AT MR B E LT RIL, AT AMEOBLE N OIETF IR CTh D, 207
D FEICHEFE VOB W T, B2 T OB AL IZ LD AT ADE
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HEFTVDD, SOC LT A LN E 2z BND, ZNETR—MT2HDLL T, @
Z DE N AR SN AR LS Z 3 F U SOC Za%E L, 24 BEfE] 365 H T A
T LDIEH R —E AR LS TV,

SERIRH SBFo /09— tFaUF«BREVS—

e REPIEA E*auFq

W@ e DDoS B FR - it
“ L 259K o SRR 23 F A VT
W ogpsx @ QDI FER 3 ARl T
AVILER e ’Ef = - - T AVIFYNIGEE
- 1 e _ - BELtavFc "N - T
L 11T “ TiBLER ARL#—k PHURR { / ‘ \4 LR=F4>T
h'l /_

(H P : https://www.softbanktech.co.jp/special/blog/sbt_sbt/2022/0013/)
32 EHR - -BEHP—ERADA A—V

34. HE-WEY—EX

TAN—BENSF DD DEF 2T R0 —E 2D | B4 22k S
TLESTEGEOXNIFAIE L TREEB D TIZEND, SESERHE -HET —
EADRHEEITND,

REIRVEDT

(HFT - https://jpn.nec.com/cybersecurity/theme/hr-dev.html)
338 VAR F—bBRIZLBAFAT v

35. HEEAVYILTAVTH—ER
FREOED BHDPOLIESF R T 47— E ARSI TN D,
o BERREM A~ RN RZROH =l A E i
o EHREERERESE—EA
o [HEHEX2UTAXRY—ER
o BEATHISEY—EA
o [EMEXVTAHEEY—ER L
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T8 A FAE

CSIRT (Computer Security Incident Response Team)

AT FRRAE LRSS T 5 F— LD 2 b, MEIaMEE R & OUE & ST, A v
TV NEAEREO RIS FENSA O & DIFHRILACEHE R E AT O, A VT v MRS
RSN F—2DEELH 5,

IoT (Internet of Things)
(K2 703 A 2 —Fy MTORDBDHZ &) T A4 F—Fy MIORNDHER% 721
ZRELTEBY, ZiHEoRy MERENL VAT AIDORNRLIEREZ LMD,

SOC (Security Operation Center)
T A N—BEDORMOIT 2TV, TOXIREFH L 5 2 &7 E2 M &3 DAk, 24 K]
BRI TOIER RO b DH T, INBEFET D7 —Abd D,

4VV?V%(%4ﬂ~4yv?yb/t%:U?44yv?yk)
LERONEMELIIE—EHOEX 2 U T 4 FR, I TP LAAVWEEE LI —HEOE X
2T A FRTHH- T, FHEEE LGOS TIHHRL N2V T 4 & 0T HERIE N
2%)0)0

AVVFURLVRARSR (L F v M)
ATV RBAERC, A VU T v ML DHEEER/RICH A, EIHIZHDEE & 22
FEAT A2 EEAZBE LN E2iTo 2 &

YA R —ZE(Cyber Attack)
BFEOME, F#, WS, Bk, A, UIRBATENTWARNWT 78 2F LA
A7, [JIS Q 27000 : 2014]

%M (Confidentiality)
A S TWRWVMEN, 0T 47 ¢ ET A LT, HREHEHSET, £z, B

LW, [JIS Q 27000 : 2014]

52t (Integrity)
1EfE S R OVGEL S ofE, [JIS Q 27000 : 2014]
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"t (Availability)
BASNTEZ T AT ADNERLIZE XIS, 77 BAKROHHANTRETH 2 HM:, [JIS Q
27000 : 2014]

AT =T FNVE
HERER LIS EL G2, RESNDZENHLIRESND LML TW

L. HoHpH AT,  [JIS Q 27000 : 2014]

fag5
1O EOBEBICL > THITIAEN D AREMED H 5, BREXITEFH RO A, [JIS Q
27000 : 2014]

BNV AT A
ENAOEH - A AT OO AT LT, ZAE, BbG, 22, APk, R &
Wb, B, Bt BRI A T OKBAR ORI AT KOOI,

~ /7 =7 (Malware)

A SN TN B ADFEfiERAD Z LI > T, FHRS AT LOWEN - 52420 -
AIAMICEEREEZ LT Y 7 N 2T I 77— A7 =7, [NIST SP 800-53 rev.4]
X2 VT 4 LOWEEZRIFTTANA, AL TTT Ry NEQEE A o727 a5
DS I oY
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8B ZSEXM

(YRS AT VI LVAHA R A F o tFXx=20T54 Y a—a
Ng T

FrERERREEIEAN AAT =2 v 7 — e

TR H BT A VT NVARV ARG DA KT > 7
(— I IEABH)

TEANVATFAZBITAIAN— T4 HN X2 U F R EHA RFA2 B1RRY
FEEH A N—t X2 U T ¢ RS

T =X 7 7 N—7 1 - B - fZ=%E(k) s
U—x 70—

AT AT HNIBT DA N—tX a2V T 4 DEROT-ODOTA KT v
https://www.meti.go.jp/policy/netsecurity/wg1/20190617005_01.pdf
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