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DRI BB CIRET & 1T D

BEEREMICIEIRY ST - DEBERMOLHEAEZA
EEE

AV 2T LEEH T DT —/N
FENERKER. BIEHERE
IS B —E IERNEE

ARSI ATNIZIERRE//
IRT LS DFEY TR
WT—5DRE

ABERE L TT—9%H®
SATERRIERESE

ABISHIREEIC BEMRF
ZeEl - EREEL TLVR LY

AT—NFICW T 2BEEZE
BIICHAEIL TLVRW

ABERELETT—9N+
DITREFEINTLRL)

ASBEBASBADRIELSEIE
ZEYITARENL . ERT T S
ZEOWEMNTERN

ABERBENETICRES
ncTuLiEL

ABRHAICRYRD—OLETD
EEMWRYTEHL XY
t—IDHTA)EREL
MREIL, XL D LD Rt
AN R T LICEES
ncTuiEL

AE/:0T RYyrTJ—2

CPSF ID
AL11 b DAT

CPSF ID
ACPS.AM-4
ACPS.AM-5
ACPS.AC-3
ACPS.AC-7
ACPS.AC-8
ACPS.DS-6
ACPS.DS-9
ACPS.AE-1

SEMI E187
3.5
Tool Network and Application
Integration
B BEsME e/ Y FEB A HEFI T NS
EEYV-IICHTBEBRORYNT—0tEF
)T A WRFICDOVWTEESH,

3.10
Security Key Performance
Indicators

gt 1 )7 EREEZEIR
FBRREHDOEF1)T4 KPIIZDUVWTEEH
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3. #FEBAHT N\AZATEDRHE VR VBRRUBEDI L — LT -0 DXRIRE DEIE

AL11 b SYS
AL11.cSYS
AL2 1 aCOM
AL3.2 b DAT
AL3.3.aSYS

-3
TFIVTFAHETNEUVWEE Y —IVITHUTIE, 3B RED
B BETGIO 7 IR EHIRT MR EIRET T DINENH D,
BEOEBA—N—DT1— VR R—MRFEENEE - /T
BENS AETT7ORIERY O A ZEHIRLU = YEBR RN R %
BRI T IHNEND D,

1)

T7TITUTRHADRY S T—O#331%, HESTEIRRI e/ T IRy
DADHTEREIT,

FEADIT7 TRV NT—ODEFGOANEET7 O XA ge/R&mH(C
HD5EE YEBNRR—NOY IOREREITD,

TP JINVTHTHRTZEZRCDOVTIE BRI - AADK
FEE Y. BT 7AN S E<EREHESEL. BN EZITD,

AR GREATHIC &Y | 45
BOER TALF— I D3
5 BEL TUVARLEIES A
D7 —SEEENRET S

AR CEIRL T\ B8l
D SRET RETF— IR
EEES

ARENVERTU7ICNT S
RERE SDYEERMEA

ABRZR>zBHEEBR
DERZKBFIERS A

At ORIEE. BHE. 5%
EDLS

ABRBAANDERZELD
BRI DYIBRVRTR
I TAZEHIFEL

ABRBTUT7 D7t RHIH
PEREDYEN )
TAXRZERLTLVRL

AtF—INZF(TX 9 547180
BRIHE (B IHEER) [T
RWTETLVERN

NIST CSF2.0

APR.AA-06 MIE7 Ot RNDEE
Fab:2')—2)b—LAD 7ot 24

APR.PS-04 OV &0 ER
Fab:LAY—#33n 00 &R

APR.IR-02 HifiEEDRIEZEH 5 DIRE
Fab: 0 =2 —LREDEE

ADE.CM-02 ¥3BERIEDEAR

CPSF ID
ACPS.AC-2
ACPS.IP-5
ACPS.CM-2
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3. #FEBAHT N\AZATEDRHE VR VBRRUBEDI L — LT -0 DXRIRE DEIE

AREREBENRY NT—D
ICESEINICEEEY
[CREITERL

AD7»JITU7

CPSF ID
AL11.aSYS
AL11cSYS
AL2 3 b SYS
AL2 3 b PEO
AL2 3 cSYS
AL2 3 d SYS
AL31aSYS

EBYV—IVIIIEEICEFE CTHY . FHEMIZ 20 FULEOREFIA
MITONBDTINARERDB, FDI=H. TP TRETCOEF1UT4
EAZEREZ X255 (Security by design) ZBV5AA TR
BRAD R, BARFOHEANNETHD,

ARG - —EZDRMFv
RIVTEFIVTAEERD
FEL BEBORIBFDR
MURVWRBHERELS

2021 FIC FROEEY—IDLZELDZEE LT SEMI
E187/ E188 hFEITEINT LS,

TP IINTICRERERY—IEBATDHICE, FEEDEEIC,
SEMI E187 D7 JHEBDHAN\N—tFa) TR 1EEICLT
J7 ERAEEELURZ OS DY R—NKRYEFaI) T4 7y TT
—~DOEFEFIE. s OERIR. tF2170 0N IVFIF
FOEEFIRDIZHDNEFR. 77t e, t+1)7,0
THBEEIC DV\WTEBR VY —EICERICHERT S ENNET
5>,

AMESRICHITBDEF1) T+
TomEEEFRLEY
o T R

AEE = 7= BE/AN
DE LB EHBIAREC
Xt BRIEITS

ARm - —EXZHETD

B ENNMERTIZEDD

NIST CSF2.0
AGV.SC-01 UROEBRHEADIHEILERIR
Fab: B—igE ADMKFXIR
AGV.SC-02 1%&|- SEDHIL
AGV.SC-04 751 DiEE
AGV.SC-05 URIZEHDMETL
Fab:BBE{IHk SLA DERE
AGV.SC-06 JR U5 & EHESRNE
Fab: % 7S/ VEZE D
AGV.SC-07 754V ROERE
AGV.SC-09 ©Fa1 VT4 TS0 7T1 ADER
AGV.SC-10 6BERDEDRE
Fab: RZXNT 507 1 AKIRATREMEFTT
AID.AM-04 %t —EXERE
AID.RA-09 EIE% -TE£MDT7EIX UK
Fab:JViR—XVbDEIEEDHER
AID.RA-10 T34V D7 EAXU K
Fab:ZEFIDY TSI TVDTPEAATL
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3. #FEBAHT N\AZATEDRHE VR VBRRUBEDI L — LT -0 DXRIRE DEIE

ZREEELTLVRLY
AGRERFIC BYRLARILD
LX) T BEEENERS
NTLBHZEEZRETD O
I—IvHRN
ABHBOEICRENZES
M EEICKRI EFIUTaD
20+ ITERHLTLVE N
ABLE - —E X DFERC,
IEERDBEIRIEEHESRTD
TOV—IvREFEELRL
AR T TRET DR T2
HEERELTVSHEZLT
LR
AR & FET DR, SES
mAEHAltEF 1T EE
BLTWLWBEDOH EREZEL
TULVARLY

AT/ =BV

CPSF
AL11dORG
AL11dPRO
AL2 1 .a PRO
AL2 2 a ORG
AL2 3 c ORG
AL2 3 c PRO
AL2 3 d ORG

ID

CPSF
ACPS.SC-1
ACPS.SC-2
ACPS.SC-3
ACPS.SC-4
ACPS.SC-5
ACPS.SC-6
ACPS.AM-7
ACPS.DP-1
ACPS.PT-3
ACPS.DS-12
ACPS.CM-3

SEMI E187
3.1
Secure by Design
BE: D7 IJIUPICZEREEY—IVEEA
TBHIC HERY —FEHRIICHERIN
EFREEHDRA NI DUVWTEEE

3.2

Tool Configurations

BE: J7A7 - 4= )VDHRE. BIEDDH
& HFERTINAAX—H—DEEY—IL%
EEY DERICHRET T D EME R UL VIR
[CDV\TEEEH,
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3. #FEBAHT N\AZATEDRHE VR VBRRUBEDI L — LT -0 DXRIRE DEIE

T7IIVTICEITDEERBBRIE. TANYRIERITEELT
DELETIER. FI LI COMMMERM. HEFVELEICHTHLIE -
SETOCADER. R TIEOBERBLMICN T 2 EERMIERE
MNH D, CNSDIFRIFERENIERICEL BENHMILREEE]
FRCT EFEAMEICT T IRARFEREICHV\TAF IR ZEIE
<EFENHD,

OT Ml CHITDIEERRIFRIEZ. EICT7ITVRTLIUTP TR
BINDIMN, D7 JIV7PICEVWTE D7 IJIVT7EERUVEE Y —
IVRICEEERIERNFIET D720 BT —YEERNELE R
50

V) —)— LR EETOCXIREORERK. FIFT %8 Y-
DHEIECEHEFEENEFTRE SO TEERRBROB\NETDT
BEZ\, TN, T7TITUT7ATODER - BUEDEE. 5T
N ZADEFAHFIIEIRET T DRENS D,

E£EBEYV—IVAHICIE. LYECRBREREEERRBHRNMREINT
LD, BEREARICREINDIEERTIBRICOVTEBEREEEL
TIEEZTV. BEERICBTDEERTFRADT I XFIRZE
TO2EEBITETXAUT T VABICEWTE T IV RFIRNT—%
FE5HUHIRZEITOMNENH D,

F  EZEY—IVDABVPRERICHVLTIE EEY—IVREBD R
E—IICREINIBR T Y DIEREEEITONENH D,

ABEBNREITRET—F
MR HTATND

ABBHDIIVTAT1ICLD
REINRNSIT—IDFEHL

AR DYIEH i

AFRI——ADRYTEL

NIST CSF2.0
AGV.0C-03 ZEH-iH EDERFRDEE
AID.AM-05 BEDEEE
Fab:ERADREERIITEEREEDTIM
AID.AM-07 X9 7—5DEE
Fab: 7OBRLIEDAST—5DER
AID.AM-08 BEDSA IV ER
Fab:LAHY—BEERFEEDREGER
APR.DS £T 7—%tFa1U7«
APR.IR-02 BMTEEDRIRERN S DIRE
Fab: 20— —LRIEDEE

ABBEX DI DT=EHRDIR | CPSF ID
ENERINTLVRL ACPS.DS-1
AREINRET—IDEIMEIN ACPS.DS-2
EIRTALICBWT,. 2F21 | ACPS.DS-3
T TIRVWERENREINTLS| ACPS.DS-4
AREIREST—IDEEIC | ACPS.DS-5
B9 DR DEENEE | ACPS.DS-9
TR ACPS.DS-11
ACPS.DS-14
ACPS.AM-6
AT —5  EERZIER ACPS.GV-3
AEN D7 IJIUPAESE ACPS.IP-6
REBY—IADTIERE
SEMI E187
CPSF ID 3.3 _
ALT 1 aDAT Move-in/Move-Out/Transfer
ALT 1aSYS BE EEY —)I/O)i%)g\ = BEORRIC,
AL11cSYS SRAVNEDWVTEREH
AL3 1 a DAT
AL3 1.a ORG 3.7
AL3 4 a ORG Secure data exchange
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3. #FEBAHT N\AZATEDRHE VR VBRRUBEDI L — LT -0 DXRIRE DEIE

AL3 4 b SYS

BE B YV—IVDEA . BE. BEDREIC,
BICEERRBREFRETDIZHDEIIAN
ERAUMIDVWTEEH,

TP IINTTHDI)—2Ib—LAIE EETOEXTEDRER.
FIRREY -V ECABERENBERE ZH TEERRBRD
J/WNET D, Fz  EBY-IIEICOWTIFEATOEF I T30t
FERAINEEETHDH. TP ITITUTPADAEHFA., T/IN1ADHFF
QA ERESHIEEBETONENS D,

X D7 IJITUT7ADEEIRIE BERBXA—H—DEREEY—
WERVWTER SN EREERBINDICEN S, Z<DEEX
—N—ERTFEANEIENTND BEEX—H—DT1—ILRI
VI TEENEE VSO IR MEREENEREICITNIND
B 5D (BEAFHEARDEICT, 2018 FRTFHAHFT /N1
ANSDRIVI TP RFRREAFEEDENNHD) .

S EMBIERERD D7 TTUTPADAZEDHIRIEX. T/\1RT
HBADAFINS )= —LAELZTOENRTITONENH D,
iz, TINAZADFEHAHICBEU T ElE - BUS DERE|, 8T /\ 1
ZADFRAHDHIEIRET T DHNENH D,

AHET OHT FEIIREEE (T EBFBE THRE T D260, BIF
BEZHETDIREENDIERERET DT /N1 ADFEHAHC
DVWTHEHNTDINENDH D,
FRFMEETEZ<ITIOINDTNNAZADEHEICEALTIZ. 77 TITUTPA
DF1=EEY—IE(LUTEET N\A R EST) DEAIC
KB TP ITRYNT—IONDES: RUEE"Y—IVEBEADRTIEE
[CLBEHAHFT INA ZADEBY—)VADEH(USB, VU7
RO—D)DRFEET D, EHEFICIE RSN EF ) T 1 X REE
FFIEEB - L TER T IERETOVNEND D,
RFEEICHIT DT NA RGO TF 1) 7 W RESRICH T
(X VIVOITPEARETOT S LDEAAEITTIIRL &EEY—IV

AR RIETAICK Y,
HECIEETRVNT—5D
EEBELTVRVER
FADT—IEEFENFEE
EES)

ABEBTEELU T\ S5
NORETRET IR
RID

ARENBERT 73X
T BRIERE ~OYEER
ENEIN

ABRZER > zBHEBRN
DERZKBFIERS A

At ORIEE. BHE. 5%
EDLS

ABBTT7DO7 ot RHIH
PERFOYENTFY
TANRZERL TLVERN

AREREINRY N T—D
[CEmSNCExE)
[CHREITERLY

ARIER IR L DRYED
— D% (BRH DT
B EFHIETIR0

NIST CSF2.0
ADE.CM-01 Ry hTJ—28H
Fab: ZHFIMQRERY ) 1—23
ADE.CM-02 ¥3ERIEDELR
ADE.CM-03 A& -HiliFIFDER
Fab: AEDEEIDESR
ADE.CM-09 OE1—%-F—5DER

CPSF ID
ACPS.CM-2
ACPS.CM-6
ACPS.MA-2

SEMI E187
3.3
Move-in/Move-Out/Transfer
BE EEY-IDEA., BE. BEDIREIC.,
FICHEERERRZEZRE T DIHDERIN
ERAUMIDVTESE,

3.4 Vulnerability/Threat
Assessment and Patch Management
BE: D7 IJRYNI—VICERINZ7EYE
[CXFU T U IV A LISRIEREIS DFRE].
NYFERE. tXa1 )T BRZEERT DA
SEICDVWTEES,
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3. #FEBAHT N\AZATEDRHE VR VBRRUBEDI L — LT -0 DXRIRE DEIE

RIZHZLVEPRBIRRFOEERBIBIROFEFS L UERER
NITDUENDHD,

XRIRETZHEH D LT SE LR DBEHRNLERZE 4.4 &l
N

AR BTUPDT7OER
HIERCESIR E DBt
F2UT AR ERELT
LR

Atk RERTIESE
AT —5 S EREER
AR/ HHAHTINAR

CPSF ID
AL1.1.aSYS
AL2 3 b SYS
AL2 3 cSYS
AL2 3 d SYS
AL31aSYS

ID

BEEY— )b(;lille:if#%%ﬂv_“ IMREIN T\ D26, B
7'(7_ JT’f T’f E\ n,quE&0771ZX$U1ﬁ|]73\M\§K 73\50
THOUNE BEERRICHAINDITHIVREEEIT RTX
T T URAEBHRAINB T IO NTEET B,

X EBY—IIE EBEA—N—ERTFENZEITVW T —ILRTR
—~EENEE. SBUTHRISETD. SSICEBX—H—N5
e-Diagnostics HiliZ A\ oElEa it —E DRI NS5
BEHD.EEY—IVDTHIVNERIZ BEX—T—DEHKET
ZNDRTEZESHIZEENTONDIRFEN G S,

EEY—IADARETIERE EEDEIECEEEZIERDIR
B L UEDOHRS AFEIC DN B 26, B IAM(Identity
and Access Management) EUT7hI U NEE ESHESTE

ABHEBCERL TV S
NoRETRET—IHE
RID

AZGELTz ID. NRT—FR
FEMAULEERI-Y
—ADRYUFTEL

ARBBHRADTIEXIZDU
T BEROEELNIVEICE
DEIEARTIIIRNT%E
Al - SREELTULVARLY

NIST CSF2.0
AGV.RR-04 AE7OtRDtEF1 T+
Fab: THT?O‘EZO)I%'JJ:
APR.AA-01 ID-sR:HBEHRODE
Fab:EZEHIME-1T JXTL\OPOtZ%IJfﬁIl
APR.AA-02 #HE/EE® ID £33
Fab: *EEVEEHO):D?#R#
APR.AA-03 1—t'—&%:
Fab: g RN TOMIBINREEAN X LZEERE
APR.AA-04 ID 7H—Y3v
Fab: D7 JYRTLEEBROD ID 71—
>3
APR.AA-05 &/|ViE - BEFS D BEDRAN
Fab:ER3TU7PADT7 Ut X EE
APR.AA-06 BP0 ANDEIE
Fab: 92— )b—LAD 7ot ZEEH
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3. #FEBAHT N\AZATEDRHE VR VBRRUBEDI L — LT -0 DXRIRE DEIE

EIDZENBEETH D PHIINERIE. TDTHIVRDSA AESHONTZEEXDITAD CPSF ID
THADIWEER(ER -ZE-BEBER) =27 I\ M1 AX—H—[CLDEUR TEIBRDIRENEEINT | ACPS.AC-1
RTOCRAP, IRTOT7ILERDER. EETOLEREEATS LR ACPS.AC-4
CEZBU FICELDIEREZFERITDRTRICHAT55EZE | ABBKRUEREEMWI:1— | ACPS.AC-5
D7 A2 (Privileged Account) CDWTISERRED—R T F—/VRATLEEE)EE | ACPS.AC-6
O URK)EEELRERZTONENSG D, YICHEET D ACPS.AC-9
R THBINTL\SD e-Diagnostics £fiiz A\ = =Rt ACPS.IP-1
—ERZFICDWVWTIK T INAAX—=H—ICKBRYTEULDRALER ACPS.IP-9
HEEROREXNRESHIZER. OIS BEtzE&0t+1 | AENMEEY—-ILADTY
PHYY1—23 v TOLRDBALBRETS BENG D, L2 335“’” E187
CPSE D Local & Remote Accesses
ALT1aSYS BE RE7IOCRERTZH. THINER
AL11b SYS ERREBIEDRA VU MMI DUV TEEH,
AL1 1 a DAT
AL2 1 cSYS
AL3 1 a DAT
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3. FEAT I\ RTBEORHE VR TRRUBE DI L —LAT—I DXRIEE DEIE

3.2.2 oT

FERTNAABENDEEMLEZERB T2 VRATLE CHDII7ITVRTLT
U7 HZDWTIE IT fEEERRRICH — /- IR T AL T 2N —tFa1)TF
A RDBFHRE R D TOPRTE FEERT/NARXITEHTO IT BEERREER
B RHRHEERTANTHRELTUTO3IDEBESNS X1 UT110Y
TOREURDBEDERNSFEH D, THIC, JO—NIVRREIL—LT—D
®)I7PLUZA(NIST CSF2.0 #E#F&E&E 707 70), SEMI E187 &5EV
TJ7LUR) KU CPSF EDBEBRZEEEL TR,

3-5.0T
OVRT LETAMN EREICHITBN\Y TFBERFESHIHERERR
QT —YRE Y% - BERERO KBE/N\VIT7Y T B K=
BRULEHURN?
O —/VL—LDYIBHINTER BET—YRET)7EUTOYEENREE
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3. #FEBAHT N\AZATEDRHE VR VBRRUBEDI L — LT -0 DXRIRE DEIE

3-6.0T
CPSF NIST CSF2.0
/ /| CPSF /| SEMI E187
ID
oT | 777 NIST CSF2.0

925 APR.IR-03 LU TV ZDHER
LTY) TP TIRATFLIVTP TR D7 TITUPOEBY—IIVEBOEETO | AVRTLOEEHEED Eco:EfEXNZXLDEE
7 LR RORESEE MES. SPC. EDA DEIRTAICESTH BEEIET S E-IT:EURIURT LD T I RADMES

W CABIEH— /0 R — TRy NI — S E TR E NS, T 7 APR.IR-04 )Y — 2 A2

TJURFLTUPOCF 1T (B, T BB FRICRSET | ] Eco:l)V—2BBORER

-/ Sy FEREROREETS 0, EERE U 7 LEEOR | AZATLERRI MR, | Ty 2 mBoRE

REMRELEERNLE THB, BIEMESI T oYL

BRHIANER & LT, EC 41 h & B AEREY — R OT T AIERIE CPSF ID

DAV VY FBRERHSND. LD U, I7TVRTLAD | AREPERIEOEL Y25 | ACPS.DS-7
ISy FEADHIC(E, VR T LEEOREREC LY A5 EE LICF T —E R M
PFZBNEDG BB, ZDI6. EICRSNIESA BB A

>+ > ZBERS - CEHE - =T \SEEENRH D,
TFT U REEICTEHE - EITITDEVORENH D ABBIT 225 L LT B

éﬁ%@%@intm@u
JP IR LIVPORFIFES /O FERORAFICIE, 914 | ARTTERIEORL ST
SODNRET B, (SAABIEDAVTFFURIISITDEN A | LlCFDT—ERiEHE

s SRBEAIRE L.+
SIBIEE LT, IT S 77 TV RT AT P8 Y~ R (BT BIR
IT/OT DMZ THBL. BEZHBLEMG®, IPS/IDS 2L | B AbL &R
1 RERAICIRIE) Oy FBAERE T 5 ENENTH S, RanTuaL

A 27 s MES. SPC.
EDA

AT/ =N A=,
RYRT—=2

CPSF ID
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AL11.cSYS

AL21.dSYS

AL3 3 cSYS

NIST CSF2.0
APR.DS-11 T—=5D/I\w o7y

T7TDIRT LI TOCIBEHFEDIERZTO>CEEIC & | ABESOEF1)T110Y Eco:/\w o7y 7 —5 DIKEE
B -REDT—IHAICLDMBHEEBREREZITOH. K T VR KY BEENNEL] E-IT:ERT—9DEMNG/N\VI7Y T
BEDAN—IZEMEET D, [CEFMHCE W APR.IR-03 LI IV RDHER

Kz VAT LDBIECEET —Y DWERLERIC(E, HieEEZ
SHERHAEIROEZSIC. NV I7vTT—9hS ) ANTPHEEZES
BURRYRTLBRZEITORENS S,

T7TDIRTLTIIRBEDAN =T DIV IV THNEE
RBIN, BEAEIHDz DU AR PREZEZER L/ IV T HE
DERNEETHD. oD T SUTLIITPDREN, INVI7
W I T =B RIFIRNK D (C ERD B S ABFLE (AT 512X
WORM #E) ED 1) T4 MR ERA T IHNEN S D,

Fz  EBY-IVAICREIND T—5 (IBiIER. REE. t+2
DF407%)ICDVWTHE EBIREZERUL/IN\YIT7Y THEEER
FRIENEETHD,

AT —9ZRET DRI
TEHRE
ARBXEBEEDEVI T
LICKBDT—E gt

AeFa)T412097 Uk
RERICEREMIRTD
OICRHERT—IN B
PICE RSN TR,
XIFEFINTLDHNE
BIICHEREL L

AVZRTLN:TD7TIRT A
DINYITY TIRT
AT/ Ny o7y TH—I\,
ANL—=I NPy S

ULV

(CPSF f55t ID]
AL1 3 a DAT
AL21.dSYS

Eco:@EEXNZXLDEE
E-IT:EIYRXRIRTLDT I ADMRE
APR.IR-04 )V —XBEDHER
Eco: )V —ABEDMHER
E-IT: )V —RBEDHER
ARC.RP-03 /\wo 7y T OEEMEDIREE
Eco:/\Wwo7y T OREEMEDIREE
E-IT:/\wo 7y TOEAEDIREE

CPSF ID
ACPS.IP-4
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3. #FEBAHT N\AZATEDRHE VR VBRRUBEDI L — LT -0 DXRIRE DEIE

AL3 3 cSYS

T7ITDIVRATLEEI REEDARN —VZENRBETDREEEIC,
TJ7IITIT7DEEY—IVE MES F07 IR T AL, EEHLELE
ZRTEERBRY N T =IO TEGEINDINENH D=6, TIHEN
(S —=INIV—LZERITEIHNENDH D,

TIBRDT—/IN—LIC K, TINA REEDEFFEEXZ DR
BN — I\ A=V EFE TR SN T 7 TIRTLREA
TN HPREBERETOMNEN DD,

Fie . D7 IVRATLEEDY —INRU RS —I MBS C X, EEM
HRNMREIND =6, BIET D H—/NIL—LlL EHT—YRE
TU7EUVUTOERBEINHFEN G,

HF—INIV—LATIEEERRBRNMFEIND O EET—YFRE
TUP7EUTOXRRMBETEH D, EFHICIE ANBRED T IR
FRURTFEEZEDIEZEIN—IV)PERIZXTL(CCD AXSICLDE
AR, TR T — /N IL—LAADT INA ZEHAH -5 H
UBIB(\wo7Y TIRAERED) EE T TIUNENSH D,

ABMETEIEL T\ 550
DS RETNET— IR
%95

ARENRVERIVTICHRT S
AIERESDOYEERRMZEA
ARERI T 171 DYIER

ZA
ABEHDIVTA1T1ICELD
REINRET—IDFEELHL

AKEBTUT7 D70t X
DEREDYIE X1
TAXERZEFERL TLVEN
AMBZX DR 2 T2 RHRDMR
EMRREINTLEN

AT/ H—NIb—L

CPSF ID
AL11.aSYS
AL11.cSYS
AL2 3 b PEO
AL2 3 b SYS
AL2 3 cSYS
AL2 3.d SYS
AL3.1.aSYS

[NIST CSF2.0 ]
APR.AA-06 YE7 O XADER
Eco: ABDEAYDESR
E-IT:HHEREOYIENTE 1) 71 DIEFR
APR.PS-04 OJ &0 EE
Eco: O7 D#FRHIRELR
E-IT:YRFTLO0DT74—<vDHEE
APR.IR-02 HfiEEDRIBEZEH 5 DIRE
Eco:RIENBRN S DIRE
E-IT:—N\DRENBREN S DIRE
ADE.CM-02 ¥IBIRIBEDER
Eco: #z3 B A DARIET7 I ANDER
E-IT: REGYIBT7 OIS DIRE

CPSF ID
ACPS.AC-2
ACPS.IP-5
ACPS.CM-2
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3.2.3 oT IT/OT DMZ

SEBRYmBORHANECIAN I EEHD LT, OT MEgIIxL T4
B —EX 1EERUZRUBADIREI SN TS, GHET OT wilgZz. IT 8
BROAI—y DS OBEFRIEIL TSFBIIT/OT DMZIDKEEGNE TE
ADMTOND . CNSDFHEZER I DINRTHRAZ . LU TO3IDZEREIND T
FAVTAAVTIRENRTRORENSFESH, FO—/NILBERIL—L
D=0 T7L U ZX(NIST CSF2.0 #E@H&ET 077U SEMIE187 &
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AMHS <« Automated Material Handling Systems: BEi#tE XA 7L >»

APT <«Advanced Persistent Threat>»

CAD <«Computer-Aided Design: I 1—9%1E&KE>»

CASB <« Cloud Access Security Broker>»

CCD <«Charge Coupled Devices>»

CSPM <«Cloud Security Posture Management: 25O Rtxa1l)71REEE
H>»

CSIRT <«Computer Security Incident Response Team>»

CVE <« Common Vulnerabilities and Exposures>

CVSS <« Common Vulnerability Scoring System :3L@ESSIEHM X T L >

CWPP <«Cloud Workload Protection Platform>»

DCS <«Distributed Control System: oEXEIE X T L>

DMZ <« DeMilitarized Zone:JERIEHIE >

EAP <«Extensible Authentication Protocol:#EaRE25E O >

EDA <«Electronic Design Automation>»

EDR <« Endpoint Detection and Response: IV RRA ;OIS Xt >

EOSL <«End of Service Life>»
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EPP <« Endpoint Protection Platform: T RRAMRET SV TA—L>

FOUP <«Front Opening Unified Pod>»

FSIRT <«Factory Security Incident Response Team>»

GEM <« Generic Equipment Model: A ETIL >

HSMS <«High Speed Message Service>»

IAM  <Identity and Access Management>»

/10 <Input/Output: AHA>»

IDS <«Intrusion Detection System:FEE/ARII T L>»

IPS <« Intrusion Prevention System:AREEABLEVITL>

JVN Japan Vulnerability Note

MCS <«Material Control System>»

MES <«Manufacturing Execution System>»

MSRC Microsoft Security Response Center

NDR <«Network Detection and Response>»

NVD <«National Vulnerability Database >

OEM <«Original Equipment Manufacturing: #8F57 5 REhE>»

OHT <«Overhead Hoist Transport: RFETREAEZE >

PLC <«Programmable Logic Controller: 07>~ 7J)bOIwoac0O0—o»
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PSIRT <« Product Security Incident Response Team>»

SBOM <« Software Bill of Materials:Y 7O T 7ERE>

SECS <«SEMI Equipment Communications Standard:SEMI #25:&{E1R4&
>

SPC <«Statistical Process Control: st TIEEE »

SSPM «SaaS Security Posture Management:SaaS 17 rEAETE
>

SSVC <« Stakeholder-Specific Vulnerability Categorization>»

VPN <«Virtual Private Network:{x*BE @S>

WORM <«Write Once Read Many>»
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