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Cybersecurity Information Sharing Act of 2015

o CKREICHSVWTIL, EFHBAFEIFBUFHERELDBRUBIRICEEIDBHRAB(COVNT, 2015F5(/-tF1)7 (BRI E

ET—EDIL—IE,

SEC. 102. Definitions.

SEC. 103. Sharing of information by the Federal Government.

(@) In general
(b) Development-of procedures.

SEC. 104. Authorizations for preventing, detecting, analyzing,
and mitigating cybersecurity threats.

(a) Authorization for monitoring.

(b) Authorization for operation of defensive measures.
(c) Authorization for sharing or receiving cyber threat
indicators or defensive measures.

(d) Protection and use of information.

(e) Antitrust exemption.

SEC. 105. Sharing of cyber threat indicators and defensive
measures with the Federal Government.

SEC. 106. Protection from liability.

SEC. 107. Oversight of Government activities.

SEC. 108. Construction and preemption.

SEC. 109. Report on cybersecurity threats.

SEC. 110. Conforming amendment.

88 : CYBERSECURITY INFORMATION SHARING

ENEZERVOBRLIEHRZ RREINBIEH T S ECOOVWTESERT

(a) —MRIC, MERIBR. BRFESLUSE. BEWCTFANS—BLUTROBHORELFBURNESC,
ExRBEREE. EXZEFRERE. BBRESIURIERER. BUMEFHEEORERZHLUT. UTZ
{BESSIUHEE I D FIRZEFEL. NI BENET D,

(1)EFBERT MR I DRV O DA N - B R IEEE . BEMARORKRELERICHEIZIL.

(2) HEmRIREN., FENFALANITHEENZAEEEDHZ . BHABENE S 30N\ —BEISZEErE
R EEE Y ZEALEIF(CHRBIBTL.

F)EABAINMRE T 2. EIENIIED T2 SOIEN AT N\ -BRIEEEZ. &I AN (LE R
BIE—REAREHBIBL,

(4) BHECIGUT. EIBBITMRE T . HXERCH I ZTN—F1UT(OBRUCEE T B IEHRE . H%

HAN—CFIUT 1 DBRRICL DB LI F(FEIR T DIeo(C. HXFEREHBIBL,

(5) BEREMREE (Small Business Act (15 U.S.C. 632)DEE3ICERINTVG) NEEIZ7IE
AO]geEE S EOFRBE(SERZIAL. DN\ -BRISEROEFBATIMRE S 2 IEHROMRFERIFHTCTE DN
TRRSNIEBA N —TF2UTARANTFIT 1 2% BARET—5Y 87D N —F%iBL TERRMICHE I 3L,

SAT Ve EHE I IERMANBRLIBGIREF IR I L EEDIEFR

(d)(1) BROZEM : BRI ATLZERL., BHFREERL. XEAREICEIESTAN-BRIEERELC
(FPLHEHFERRIRHE IR MRI DR, LT AN\ -BRIERE I HFERAORIER77ZAX (FER
BOSRETZHOEEERZRBRUFIATZENETS.

MESEEDBERICOVTEDIEFR

(e)(1) —MRIC, 8 108 &(e)IRESNBIHEEIE. 2 U EORBIEAN R MUCEIGA\-t
F1UF BN O, BAN-BEIEE. FLEOAN-tF1UT(BROLE. AR, BLSERRKICEETS
SAREIFIIRMHLT BLF MEEEDVNBERIADER EERBEINRNEDET S,

EEFEEARNHETIDOFHEDHA R 22 Rm I 2 L2 EDIEFR

https://www.cisa.gov/sites/default/files/publications/Cybersecurity%?20Information%?20Sharing%20Act%200f%202015.pdf



2015CISAEMETTIRDENE /HUGED @

o EHEBUTMET/ IBEMBBFRFOIBEH1IANAREN, EISENRBELTSFINS —T —INOEEREHITDR

ENEREESNTULS,

® 2022F8AETZEREAEEREEN2015CISAIE T TODHSH T TLWIE REIIBHRIEE B DOVWTERRS
Z1701z. AIS (Automated Indicator Sharing) (C&BIBEHRABOMESRELT. VAN -BRIEENIBRBREEN
ITENERCC I DRI DT DRI TFANBIRZS A TORVCEY, BAINZBEIRICIAER YT — ROFRIREID T
I— MeRESHILOSRFRRIBERNISEN L2 mEiEEN .

CYBERSECURITY & Z~=0
INFRASTRUCTURE (|
SECURITY AGENCY

ssssss

uuuuuuuuuuu

Cybersecurity Information Sharing Act of 2015
Procedures and Guidance

MNote: The Wor-Fe Entity ic under the C; it Sharing Act of 2015 was.
updated in October2020.

Resource Materials

o Non-Federal Entity Sharing Guidance under the Cybersecurity Information Sharing Act
of 2015

& Privacy and Civil Liberties Final Guidelines: Cybersecurity Information Sharing Act of
2

&, Federal Government Sharing Guidance under the Cybersecurity Information Sharing Act
of 2015
{POF, 59801

& Final Procedures Related to the Receipt of Cyber Threat Indicators and Defensive
Measures by the Federal Government

Hi8#8 : Cybersecurity Information Sharing Act of 2015 Procedures and Guidance
https://www.cisa.gov/resources-tools/resources/cybersecurity-information-
sharing-act-2015-procedures-and-guidance

Additional Progress
Needed to Improve
Information Sharing under
the Cybersecurity Act of
2015
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‘$ August 16, 2022
= 01G-22-59

Hi# : Additional Progress Needed to Improve Information Sharing
under the Cybersecurity Act of 2015
https://www.oig.dhs.gov/sites/default/files/assets/2022-08/01G-22-
59-Aug22.pdf



2015CISAEMETTIRDENE /HUGEDFHE@

o EEAISIHHELCHIBERIBEHN NI ZZATEEIOEDAANDTHIEICOWVT, REEHRERE (GAO) H'FHil
fasRzNTx (2023F9H) . INFTHGACRENED AN -IBHRIEEFINOTHIHREZE < AT,

United States Government Accountability Office

GAO

Report to Congressional Addressees

September 2023

CRITICAL
INFRASTRUCTURE
PROTECTION

National
Cybersecurity
Strategy Needs to
Address Information
Sharing Performance
Measures and
Methods

GAO-23-105468

HiE8 : Critical Infrastructure Protection: National
Cybersecurity Strategy Needs to Address Information
Sharing Performance Measures and Methods

GAO-23-105468

https://www.gao.gov/products/gao-23-105468
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NIS2 Directivelc B3 IBEHEB HEENEENDE M

® CHAPTER VI Article 29 Cybersecurity information-sharing arrangements

1.Member States shall ensure that entities falling within the scope of this Directive and,
where relevant, other entities not falling within the scope of this Directive are able to
exchange on a voluntary basis relevant cybersecurity information among themselves,
including information relating to cyber threats, near misses, vulnerabilities, techniques and
procedures, indicators of compromise, adversarial tactics, threat-actor-specific information,
cybersecurity alerts and recommendations regarding configuration of cybersecurity tools to
detect cyberattacks, where such information sharing:

(a)aims to prevent, detect, respond to or recover from incidents or to mitigate their impact;

(b)enhances the level of cybersecurity, in particular through raising awareness in relation to
cyber threats, limiting or impeding the ability of such threats to spread, supporting a range
of defensive capabilities, vulnerability remediation and disclosure, threat detection,
containment and prevention techniques, mitigation strategies, or response and recovery
stages or promoting collaborative cyber threat research between public and private entities.

2. Member States shall ensure that the exchange of information takes place within
communities of essential and important entities, and where relevant, their suppliers or
service providers. Such exchange shall be implemented through cybersecurity information-
sharing arrangements in respect of the potentially sensitive nature of the information
shared.

3. Member States shall facilitate the establishment of cybersecurity information-sharing
arrangements referred to in paragraph 2 of this Article. Such arrangements may specify
operational elements, including the use of dedicated ICT platforms and automation tools,
content and conditions of the information-sharing arrangements. In laying down the details
of the involvement of public authorities in such arrangements, Member States may impose
conditions on the information made available by the competent authorities or the CSIRTs.
Member States shall offer assistance for the application of such arrangements in
accordance with their policies referred to in Article 7(2), point (h).

4. Member States shall ensure that essential and important entities notify the competent
authorities of their participation in the cybersecurity information-sharing arrangements
referred to in paragraph 2, upon entering into such arrangements, or, as applicable, of
their withdrawal from such arrangements, once the withdrawal takes effect.

5. ENISA shall provide assistance for the establishment of cybersecurity information-
sharing arrangements referred to in paragraph 2 by exchanging best practices and
providing guidance.
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