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1. ṇ שּ

כֿ.2

3. ṇ

4. ṇ



ểḰ ṇ שּ

2



3

︡
 

Å 2021 ḭ ︣ ṇ ṡSalt Typhoon Ṣ ḭ ṇ
ḭ אל ︡ ︡ḭ ṇ לּ צּ אל ךּ Ḯṕ2025 8  ṇ

צּ ṇ Ṗ

 

Å 2025 9 ḭ ṇḱ ṇ ṇ ךּףּ ḭ ṇ ḱ צּ Ḯ
ṡ 3,900 צּ ︢ ḭ ךּקּ ṇ טּ Ṣ Ḯ

Å 2025 9 ḭ ṇ ṇ ךּףּ ḭ ḭ
ḱ צּ Ḯ ︣ ḭ ךּנּ Ḯ

Å 2025 10 ḭ ךּףּ ḭ ḱ צּ Ḯ
ṇ ︣ ךּףּ ḱ צּ Ḯ ךּנּ Ḯ

 

Å 2025 12 ḭ ṇ ḱ ḭ ︡ ḭ
ṇ ṇ צּ Ḯ ךּ צּ ︣ APT ṇ צּ

אל ךּ Ḯ

 ṇ ḱ ︡ ךּנּ

Å 2025 3 ḭ ṇ ךּףּ ḭ ṇ ︡ ḭוֹ
ṇ ṇ אל ךּ ḭ ךּנּ Ḯ
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ṇ ḱ

· AI טּ ḭ ṇ ṇ צּ כֿ ḭ ︣ ︣
ṇ צּ ḱ ḱ ︣ ףּ טּצּ Ḯ

ṇ

Å ṇ
ṇ ḭ קּ ṇ
צּ אל ףּ ḭ ṇ ︡ ךּ Ḯ

ṇ
︣ ṇ

 AI ṇ

2025 וֹףּ

40% 245
קּ קּ Ḯ

NICTER ּךּף 2025
︡ ṇ

ṕ
7,010 ṖḮ

ṇ
צּ ḭ
IoT צּ Ḯ

IT ḭ
ḭOT
ṇ
ḭךּ

ṇ וֹ
צּ Ḯ

ṇ ṕ ṇ Ṗ

AI ︢ ḱךּנּ ṇ

ṕ Ṗ( ) ṕIPAṖṡ 10  2025Ṣ ḭ
( ) ṡNICTER ṇ 2025Ṣḭ ṡ Ṣḭ

Å ︡ḭ AI ︣
ṇ צּ Ḯ

אל ￼ḭ AI ṇ
︡ ︣ Ḯ ṇ

צּ ךּ︡ אל Ḯ

Å AI ṕMCP ṇ ṇṖ
ḭ ךּ AI

צּ Ḯ

Å AI פּ ḭAI ṇ
ḱ צּ ḭצּ קּ צּ אל כֿ

ḭ צּ צּ Ḯ

Å ṇ ︡
︣ Ransomware -as-a-ServiceṕRaaSṖ
ḭ ךּ צּ Ḯ



Ẍ
ḱ Ḳ ḱ
ḱ Ḳ ḱךּנּ
ḱ ḲBlack Techḱ2023

5

לּ ṇ

· ṇ צּ ḱ ︣ ḭ ḭ
ṇ צּ ךּ טּ Ḯ

5ṕ Ṗ ḱ Ḯ

· צּ ṇ

ü ḭ ︣
ṇ ︡ ︡ ḭ Ễ

12 ︡ Ḯṕ2025 ễ Ṗ

ü APTṡVolt Typhoon Ṣ ṡSalt 
Typhoon Ṣ

︡ḭṡ ṇ אל Ṣךּ
ḮCISA ḭ ITצּ

ṇ פּ OTṕ Ṗ ︣
ךּ Ḯṕ2025 5 Ṗ

· ḱ ︣ ṇ

ü ṇ 1צּ 280
ṕ 17Ṿ ṖḮ ḭצּ ṡ
ḱ ṇ ṕ Ṗ Ṣ

SNS Ḯ

ü ṇ 11 טּ ḭ
54% Ḯ

Ḯ

Ẍ ṇ
ḱ Ḳ ṇ ḱ וֹ ṇ
ḱ Ḳ
ḱ Ḳ ḱ2007

Ẍ ṕ Ṗ
ḱ Ḳ ḱ ṇ
ḱ Ḳ ḱ ḱ
ḱ ḲSalt Typhoon ḱ2021 -2025

Ẍ נּ ṕ Ṗ
ḱ Ḳ ḱ
ḱ Ḳ
ḱ ḲVolt Typhoon ḱ2023

ṇ צּ ṇ ︣

NSAḭCISAḭNCOḭNPA ¬Countering Chinese State-
Sponsored Actors Compromise of Networks Worldwide to 
Feed Global Espionage Systemº
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ṕ ṖIPA ṡ 10 Ṣ

ṕ Ṗ ṕIPAṖṡ 10 2026Ṣḭ
ṡ 7 וֹףּ ṇ תּ ךּ ṕ Ị ễ Ṗ Ṣ Ḯ

10  2026

וֹ

5

3 AI תּ ṇ

1

2 ṇ

8 ṇ ṇ

6 ︣ ṇ ṕ Ṗ

10 ṇ

7 ךּנּ

9 DDoS ṕ ṇ Ṗ

4 ︡

צּ
6

ךּ
ḭ
ṇ ︣
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ṕ Ṗ

· ṇ פּ ︡ ︡ ḭ ṇ ︣ כֿ
קּ נּ ṡ Ṣּפ ḭ ךּ ṇ ︣ ṡ Ṣּצ Ḯ

· ṇ ︡ ︣ ṕRaaSṖּצ Ḯ
ḱ צּ ︡ḭ ￼אל Ḯ

Ḳ ṕIPAṖṡ 2025ṕ ỉ ị ṖṢ Ḯ

 ṇ  ӸӸӸ ḭ VPN ḱ  
  ӸӸӸEDR ḭ ṇ וֹףּ  
 ḱ  ӸӸӸ ṕ Ṗḱ כֿ  
  ӸӸӸ ḱ ︡ BCP ḱ ︡ 
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ṇ ︣

· ḭ ḱ ḱ * שּ ṇ ︣
ḭ ṇ ḱ ḭ ṇ

ṇ︣ וֹ ṇ צּ Ḯ

ṇ

ḱ

IoT ḱ ︣ וֹ ṇ

Å נּ ṕ

Ṗ ︡ḭ
ḭ

אל ḱ
Ḯוֹ

Å 2026 9 ḭ
2027 12 Ḯ

EU ṇ

Å IoTוֹ
ḭ לּ ︡ḭễ

ẑ

Ḯוֹ

Å2024 4 Ḯ
ẑ ṇ ḭ ḭ

ṇ Ḯ

PSTI

ṇḱ

ẑ ךּףּ ḭ︣
︣ Ệ ṕ ḱ
Ṗּצ Ḯ

ẑ ךּףּ ḭ צּ
︣ ךּ
︡ ṇ
ṕCMMCḮ2025 9

צּ ḮṖּצ Ḯ

Å NCSCּצ
ṇ

︣ כֿ
︡ ︡ ḭ
ḭ
אל Ḯ

Å

ךּףּ ︡
אל טּצּ Ḯ

ṇḱ ḱ ṇ

Å NCSCּצ ḱ
וֹ ṇ ṇ

Ḯṕ2025 10 Ṗ

ṇ

Å צּ ︢ ḭ
ṇ צּ
וֹ ṇ

Ḯ

* IT ṕ Ṗּצḭ פּ
אל ךּ כֿ ︣Ḯ

ṇḱ

Å NCSCּצ ṇḱ
︣ ṇ ṕ

ḭ Ṗ Ḯ
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נּ

· ṇ ḭ ṇ ךּףּ ḭ
צּ ḭ ṇ ṇ צּקּ Ḯ

· ︢ ḭ ṇ ṇ ṇ
ḭ צּ ṇ פּ ︣ צּקּ Ḯ

ṇקּ

1. IoT

ÅG7 ḭIoT
ךּ ḭ ḭנּ
ṇּצ פּ וֹ

︣ ḭקּ ︡ ḭ ṇ
Ḯ

2. EU ṇ

Å2026 ể ḭ ḭEUּצ
ṇ ︣

ḭ ṇ
ṕNISỄ ︣

Ṗ Ḯ

1. MITRE CVE Ḳ

Å2025 Ệ ḭ
טּ CVE ︣ צּ

︣ צּ Ḯ
פ11ּ קּ צּ Ḯ

2. ṇḱ ḱ ṇ Ḳ

ÅIoT Ḯ ḭ
2025 טּ ḭצּ

ḭךּ
צּ Ḯ ḭ
ṇ

צּ Ḯ

1.  GCVEḲEU ḱ
ḮGCVE Numbering 

Authorities ṕGNAṖ 
צּ ID Ḯ

CIRCLּצ Ḯלּ

2.  
ṇ

Ḳ צּ ︡
Google MeetḭZoomḭTeams

︡ḭVisioṕ
Ṗ

Ḯ

ṇ



ỄḰֿכ
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ṕ ṇ Ṗ

· Ệ ḭ וֹףּ ṇ וֹ Ḯ

כֿ· ︣ ṇ ︡ ḭ ṕ ỉ
57 ṖḮֿכ ḭפּ ḭ Ḯ

ṇ  

1. ṇ

ü SCS ḱ

2. ḱ ḱ

ü JC-STAR ḱ

3. ṇ

ü וֹ ךּ

4. ṇ

ü IPA ḭ

ṇ

0

20

40

60

80

100

120

4 5 6 7 8
Ỉ ךּ ḭṡ Ṣṕ57 Ṗ Ḯשּ

Å ṇ ḱ
︣ ḭṡשּ

שּ Ṣ ︡ 300
ṕ2024 7 Ṗ

47.3

50.1
ṕּל 5.1 Ṗ

44.3

111
ṕּל 57 Ṗ

ṕ Ṗ

54

ṕ ḱ
AI Ṗ

Å ḱAI ךּףּ ḭSECURITY 
ACTION ︣ ḭ ṇ

ףּ וֹ ṇ
ṕ ỉ ṕ3,400 Ṗ Ṗ

ḱ
Å ︣ ṇ

ḱ
ךּ ḭ

ṇ ךּ
ṕ Ị ṕ 66 Ṗ )
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ṕ ṇ Ṗ

· ︣ ṇ וֹ
ṕSCS Ṗ ︣ Ḯ 

· ṇ ףּ וֹ ṇ ︡ וֹ ḭ
ṇ 9,200 ḮSECURITY ACTION 46 Ḯ

Ẇ SCS ṕ2026 3 Ṗ

Å ṕ2025 4 Ṗ ḭ
ḭנּ ḭ ךּ ḱ
ḭ וֹףּ ṇ ṡ Ṣ

Ḯ

Ẇ ṇ ףּ וֹ ṇ ṕ Ṗ

ÅSCS ẅ3 ẅ4 לּ אל
︡ ṇ ︡ḭSCS

ṇ Ḯ ḭ2026 פּ
ṇ Ḯ

Ẇ
ḱ ṕ2025 12 Ṗ

Åṡ ṇ ṇ
ṇ ṇ וֹ ṕ 4 10 ṖṢ

︣ ︡ ḭ ṡ
Ṣךּ ṇ ︡ Ḯ

0

1,000

2,000

3,000

4,000

5,000

6,000

7,000

8,000

9,000

2022
3

2022
9

2023
3

2023
9

2024
3

2024
9

2025
3

2025
ị

β ṇ 2026 3

ṕ Ṗ

IT ṕ
Ṗ

ףּ וֹ ṇ
ṕ2022 8 Ṗ

ṇ Ḳ 9,200

ṕ ṇ Ḳ47 Ṗ

ṕ Ṗ

ẑ ḭ ￼ךּ  פּ

0

10

20

30

40

50

2017 2018 2019 2020 2021 2022 2023 2024 2025

שּ ṕ

Ṗḭ ḱ
רּ ṕ

Ṗ
ṕ2022 Ễ ḱệ Ṗ

IT

(2018 4 )(2017 Ệ )

SECURITY ACTION

ṡ ṇ ףּ וֹ Ṣ

ẑ

46
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ṕ ḱ ḱ Ṗ

· IoT ḱ ︣ JC-STAR ךּ ḭ ṇ 1,500
IoT צּ Ḯ ṇ ךּ ḭ

ṕẅễṖ Ḯ

· ḱ וֹ ṇ צּ ︣ קּ
ךּ Ḯ

כֿ· ḱ ךּ ḭG7 ︢ ︣ ḭשּ Ḯ

JC-STAR PSTIG7 ṇ WG
ṕ2025 11 Ḳ ḭ2026 1 Ḳ ṖẑIoT

ṇ
SBOM ︣

ṕ2025 9 Ṗ ẑ

ṇ ḱ
ṕCISAṖ SBOM שּ

︣ ḭSBOM
︣ כֿ ︡ Ḯ

G7 ṕ Ṗḱ ṕIoT ḱ
ṇ ṇṖ וֹ ḭ IoT

ṇ
ךּ Ḯ

ḱ ṇ ḱ ṕDSITṖ
ḭ PSTI ẁּצ ︣ ṕ3 Ṗ

JC-STARẅ1 3 צּ
טּ כֿ︣ ︡ḭ Ḯ

ṕWG ḭ2025 6 Ṗ ẑIoT

Å וֹ
ṕ Ṗ ṕ2026 1 Ṗ

Å ṇ ṕẑṖּצ ︣ קּ
︡ ṕ2026 3 Ṗ

ṕẑṖ ṇ ḭ ︡
ḱ ḱ ךּ ︣Ḯ

ṇ ṇ

ḱ JC-STARṕוֹ ḱ ḭ Ṗ

IoT ︣ ḱ וֹ

ẁProduct Security and Telecommunications Infrastructure Act
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ṕ ṇ
ḱ ṇ Ṗ

· ṇ צּ ︣ ḭIPA ṇ ṇ ṕJ-CRATṖ ︢ ṇ
ṕAPTṖ ḮIPA טּצּ ךּ JPCERT/CC
︢ וֹפּקּ Ḯ

· 2025 3 ṡ ṇ Ṣ ḭקּ ḱ ṇ
SI ḭṡ Ṣ Ḯ

¸ṡ ṇ Ṣ
ü SIלּ ︡ ḭ

JNSAẁּצ ︡ḭ46 ḱ68 צּ Ḯ ḭ
ṇ צּ Ḯ

¸ ḱ
ü ︡ ḭ ễ ṇ Ḯ2026 Ḯ

AI ︡ ṇ ḱ ṇ
ḱ

SBOM ︣ ḱ
SSDF שּ ḱ אל ḱ

2022 2023 2024 2025

ḱ 330 366 431 387

163 173 210 166

43 65 81 56

ṇ ṇ 100 106 124

492 (2017 Ṍ2025 )

26,453 (2026 4 )

ḱ
: 1,317 (2004 Ṍ)

: 62 (2019 Ṍ)
Ḳ18 (2023 Ṍ)

וֹ
ḱ ṇ

65 ṧ 130 ṕ2025 Ṗ
ẑ2024 40 Ḯ

ṇ IPA/Jוֹ -CRAT

0

4,000

8,000

12,000

16,000

20,000

0

1,000

2,000

3,000

2
0
0
4

2
0
0
5

2
0
0
6

2
0
0
7

2
0
0
8

2
0
0
9

2
0
1
0

2
0
1
1

2
0
1
2

2
0
1
3

2
0
1
4

2
0
1
5

2
0
1
6

2
0
1
7

2
0
1
8

2
0
1
9

2
0
2
0

2
0
2
1

2
0
2
2

2
0
2
3

2
0
2
4

2
0
2
5

צּ ︡ ︡
ךּ

12,007

ẁ  
ṇ



ễḰ ṇ
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וֹףּ ṇ

· NCO ︢ ḭ ṇ וֹףּ וֹ

ḭ ḭ ṇ Ḯשּךּ

¸ ṇ
ṇ

¸ ṇ ḱ

¸

ṕ Ṗ
ṕ Ṗ

¸

ṕCPSFṖ

¸

ἲ

ἲ

ἲ

ἲ

¸ IPA

¸

¸

¸ IoT JC-STAR

¸ SBOMṕSoftware Bill of Materials Ṗ

¸

¸ SCS ṕ Ṗ

¸ ṕ
Ṗ
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ṕ Ṗ וֹףּ וֹ

· ḭ ṇ ︢ ︣ ︡ וֹ ḱ
︣ כֿ ḭ ṇ ︣ ︡ Ḯשּךּ

¸ ︣ ṇ ︣ ḱ

Å צּ ḱ

Å ḱ

¸ ךּ ṇ

Å

Å ṇḭ
ṇ ṇ

¸ צּ ṇ נּ ḱ

Å ḱ ṇ ḱ

Å ḱ ṇ ︣

Å ︣ ḱ ¸ ḭ ḭ

¸ ḭ

ṇ

ṇ

¸ IPA ṇ

ḱ ḱ

ṇ

¸ ︡ IoTḱ

¸ ךּ

ṇ
ṕ2025 12 23 Ṗ

ṇ

וֹףּ
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ṇ וֹ
ṕSCS Ṗ

·ṡ פּ צּ Ṣṡךּ︡ פּ Ṅ אל Ṣ
︡ḭ ṇ וֹףּ נּ ︣ קּ ẑ1 ︡ ḭ

︣ ẑ2 ṕ2026 ễ 27 ṡ Ṣ ṖḮ

· 3 לּ ḭẅ3ḱẅỆ ךּ ḭ2026 ︡ḭ ṇ ṇ ṇ טּ
IPA ḭ Ḯ2026שּךּ ẅệ Ḯ

· ệ ṕ2031 Ṗ Ễ ḭ10 ṕ2036 Ṗ ệ ẅ ︣Ḯ

SC

פּ

ẑ3 ISMS ḭẅ3ḱ4
ḭנּ

ẅễ ẅỆ ẅệ [ ẑ3]

אל
Å שּ אל ︣

ṇ

Å ṇ

קּ ︣

Å ḭ ךּנּ קּ

︣

Å ḭ
ṇ

נּ

ṇ צּ
︣ קּ Ḳ

Å

ṇ צּ
︣ קּ Ḳ

Å ḱ ḭ
ḱ ḭ

ṇ צּ
אל ︣ קּ Ḳ

Å וֹףּ ṇ
נּ ḭקּ

ḭ ︡

ṇ קּ

ẑ1 ḭ ṇ ︣ IT צּ Ḯ

ṇ צּקּ
ḱ ṕ ḭ

Ṗḭ ḭ ךּףּ ḭ
Ḯ

︣
ẑ2 ḭ ︡ ḭּך ṡ Ṣוֹ Ḯךּ



SCS

· ṇ טּ SCS וֹףּ ṡ Ṣ︡אל
︡ ︡︣ ḭ ḭ ºẅº
︣ ṇ ḭ ︡ Ḯ

SC

ÅSCS ¬ẅº
︡ ṇ ףּ

וֹ ṇ ṕ Ṗ Ḯ

Å אל ṇ צּ
︡ḭ

¬ẅ¬ וֹ Ḯלּ

ÅSCS ¬ẅº ︡ḭ
ךּףּ

נּ Ḯ

ÅSCS ︡
ḱ Ḯ

Å ṇ ṇ צּ אל
ḱ ṕSCS ºẅº Ṗּצ

ḭלּ ḱ נּ ︡
Ḯ

ÅSCS ¬ẅ¬ צּ
Ḯ

Å ︡ ︡ḭ
︡ ḱ Ḯ

ṕ Ṗ ṇ ףּ וֹ
ṇ ṕ Ṗ ḱ

ṇ ṇÅ ṇ צּ
טּ ṇ ṇ

ḱ ṇ ︣ כֿ ︣Ḯ
Å ḭ ṇ ṇ וֹףּ ṡ

Ṣ︡אל ︡ SCS Ḯ 19

ṇ ṇ וֹףּ
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ṇ SC

20

ḱ

ṇ

ÅIPAּצ ḱ
Å צּ
Å ṇ

×

×
×

×

MSS

Å ︣ כֿ
Å ︡ ︣ כֿ

ṇ

ḭנּ
ṇ ףּ וֹ ṇ
ṡ Ṣṕ

Ṗ ︣ ︡

ṇ

· לּ ṇ ḭ ṇ פּ ︣ כֿ
צּ ḭצּךּ טּ Ḯ

· כֿ ḭ ṇ ︣ IPA ḭצּ אל ḱ
︡ḭ 7 Ḯ

· ︢ ḭ ṇ ︣ ḭ ︣
ḭנּ ṇ ףּ וֹ ṇ ḭ Ḯשּךּ
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וֹףּ ︢

· צּ ךּ כֿ ḭ
︡ḭ ḱ ︣ פּ ḭ ṇ כֿ צּ Ḯ

· ︡ ︡ ṡ וֹףּ OT
Ṣ ḭṡנּ ṇ ṇ ︣ Ṣ ṕ2026 ể ṖḮ

· ḭ ṕ Ṗẑ וֹ
Ḯשּךּ ḭṡ ṇ ṇ ︣ Ṣ וֹ ︣ Ḯ

SC

וֹףּ

ẑṡ Ṣ

¸ IT ṕ43 Ṗ
ü ṇ וֹ

ẅ4

¸ OT ṕ6 Ṗ

ü Ḳể

Å ḱ

ü ḲỄ

Å OT

ü ḲỄ

Å ךּ

ü Ḳể

Å

ṇ ṇ ︣

ṇ ṇ ṇ ṇ ṇ ṇ

2025 Ḯ

וֹ

2026
וֹ



SECUNITY

· ḭ ︣ ḭ
ṇ ךּ צּ Ḯ

פּפּ· פּ ḭ ḱ ḭנּ SECUNITY ḭṡ ṇ
ףּ וֹ ṇ Ṣ ḭ ḭ Ḯ

SC

︢
ךּ ךּ

ḱ
ḱ פּ

צּ קּ
ךּ

צּ
ṇ ṇ

SECUNITY
︢

ṥ צּ ︢ ḱ Ṧ
Å ךּ ︡ḭ

ḭ SECUNITY ︣Ḯ Ḯ

ṥ צּ ךּ וֹףּ ךּ ḱ ︡Ṧ
Å ךּףּ צּ ︡ ṇ ṇḱ ḱ

︡ḭ וֹףּ SECUNITY וֹ ︣ Ḯ

ṥ ṕ Ṗ Ṧ
Å ṕ Ṗ Ḯ

︡ḭ ︢ ︣ Ḯ
Å ṇ SCS ¬ẅº ḱ ḭ לּ ︡

צּ ︡ḭ צּ ︡ ךּ︣ ︣ Ḯ

ṥṡ ṇ ףּ וֹ ṇ Ṣ ḱ ︡ Ṧ
Å SCS ¬ẅº ︣ ṇ ףּ וֹ ṇ ṕ Ṗ ︣ Ḯ
Å ṇ ףּ וֹ ṇ ṕể ḱỄ Ṗ ךּ ḭ ṇ

ṕ ḱ Ṗּצ אל לּ ṇ ︣Ḯ
Å ṇ ︡ ṇ וֹ Ḯ
Å ṕOTṖ ḱ ︣ Ḯ

22



ṕPQCṖ וֹ

· ṇ ḭנּ ךּףּ ḭ
ṕPQCṖ צּ ךּ Ḯ צּ ḭ וֹףּ PQC
︡ 2035 כֿלּ ︡ḭ2026 ︣ Ḯ

· ḭ PQC ︡︣ ḭשּ וֹ
ẑ Ḯ ︡ ḭ וֹ

PQC ︡ ḭPQC וֹ ṕ2027 Ṗ Ḯ

אל· ḭ ︢ḭPQC ︣Ḯ

SC

ỄḰ ︣ צּ
︡ ḱ וֹ

ểḰ ︣ ḱ

ễḰ

ỆḰ /

ệḰ

ẑ
ṇ

ẑ ︣ Ḯ

ṇ

ỈḰ

ẑ צּ ︣ ḱ אל ︡

ṮPQC וֹ ṯ

Å PQC ḱ

Å וֹ

Å

Å ṕ Ṗ

Å ṕPQC Ṗ 23
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AI ṇ לּ

· וֹףּ AI ṇ צּ ︡ ףּ ḭ2030 3 Ḯ

· ḭAI ṇ ḭךּ ︡ ךּ ṇ ךּנּ קּ
︣כֿ טּצּ ḭ ṇ Ḯ

︡לּכֿ· ḭAIנּ ṇ צּ ︣ קּ ṕ ḱ ṇ
ḱ Ṗ ךּ ḭ צּ ︣ Ḯ

SC

AI ︣ ṕ ṇ Ṗ

︡ ḲAI ( /  2026 3 )

ṕ ṇ Ṗ

AI ṇ ṇ1

AI ḭ
ṇ פֿ

2

︢3

ḭAI ṇ
ךּףּ אל ￼ḭ
אל לּ ḭAI ṇ

︢ ḭ
IT ךּףּ

︣ קּ
Å

Å ṇ
Å

AI AI AI

AI טּ
צּ

￼Ḯ

AI ṇ ︣
(AISI 2025 3 )

AI

(  2026 3 )

ṕ Ṗ ṡ ṇ AI Ṣṕ2025 10 1 Ṗ https://www.nikkei.com/article/DGKKZO91645480Q5A930C2TB3000/

AI ṇ ḭ אל ḱ
ḭ ︣ נּ ḭ

︣ Ḯ
β ḭAI ṇ ︣ ṇ

Ḯ

ṡAI ṇ וֹףּ Ṣ ṡAI ṇ
Ṣ ḭAIנּ ṡ

Ṣ Ḯלּ Ḯ

https://www.nikkei.com/article/DGKKZO91645480Q5A930C2TB3000/


ÅITḱOT צּ
ṕ
ḭOT

ḱ
ṖḮ

ÅIT צּ
ṇ וֹ
ḭOT
︣ ṕ

אלשּ ṖḮ

ṕOTṖ וֹ

· IT וֹ ḭשּ ṕOTṖ ךּ DX צּ ḭIT ︡ ḭ
אל ḭOT צּ צּ ךּ Ḯ

· ṇ צּ ︡ CSIRTṕComputer Security Incident Response Teamלּ Ṗ

וֹ ḭשּ ︡ FSIRT ṕFactory Security Incident Response Team Ṗ ḭ
ḭOT ךּ צּ ︡ ךּ Ḯ

· ḭṡנּ וֹףּ ṇḱ ḱ
Ṣ ︡ḭ OT Ḯ

SC

IT
ẑCSIRT

צּ ךּ ךּ

OT
ẑOT ḱ
ṕIT נּ
צּ קּ Ṗךּ

IT ẀCSIRT

OT Ẁ
FSIRT

ÅITḱOT צּ ṕ
ḱCSIRT FSIRT

Ṗ︡ḭ
פּ

נּ Ḯ

ÅIT OT
ךּ

︡ḭ ︣
צּ ךּ Ḯ

ÅIT צּ ṇ
וֹ OT צּ

︣ Ḯ

ṕAs isṖ ︣ קּ ṕTo  beṖ

25
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IoT ḲJC-STAR

· 2026 2 ḱNW ẅ3 Ḯ ḭ ṇ ṇ
ṕ ḭ ṇ ḭ Ṗ ךּףּ וֹ קּ אל Ḯשּךּ

· קּ ḭקּ ḱ וֹ ︢ ︣ ︢ḭJC-
STAR וֹ ︡ Ḯשּךּ

· ︡ ḭ2026 ể JC-STAR PSTI צּ Ḯ ễ
ṇ CLS Ḯ קּ קּ ︡ Ḯשּךּ

SBD

ṕẅỄṌẅỆṖ ṕ Ṗ

/

2026

ẅ1 קּ ḭ2026קּ 2 ḱ ṇ
ẅ3 Ḯ ḭ2026 1 ṇ

ṇ ẅ2 ךּ ḭIPA WG Ḯ
ḱ ṇ ḱ וֹ Ḯ

JC-STARẓ PSTI PSTI ẓJC-STAR

JC-STARẅể צּ
PSTI Ḯ

JC-STARẅể ễ
︣

Ḯ

JC-STARẓ CLSẑ CLSẓJC-STAR

JC-STARẅể
CLS ể
︣ Ḯ

CLS JC-
STARẅể
︣ Ḯ

Ṯ ḱ ṇ ṕ Ṗṯ

Ṯ ︣ ṕ Ṗṯ
ḱ EU

U.S. Cyber 
Trust Mark

Cyber Resilience Act
CRAṖ

/

IoT

ḱ ṇ

וֹףּ
ṇ

︣

ṇ
ḱ

ṇ

ṕ
ṇ Ṗ

2025 ḱ
2026

2024 ḱ2025
ẑCLS: Cybersecurity Labelling Scheme
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SBD

PO.1.1 › › Lv2 61%

PO.1.2 › › Lv1 40%

PO.1.3 ṇ ṇ › › › Lv3 100%

PO.2.1 › › Lv2 71%

PO.2.2 ṇ ṇ › › Lv1 38%

PO.2.3 › › Lv1 40%

PO.3.1 ṇ ṇ ṇ › › › Lv3 100%

PO.3.2 ṇ ףּ ṇ ṇ ḱ ḱ › › Lv1 37%

PO.3.3 ṇ › › Lv2 71%

PO.4.1 › › Lv2 79%

PO.4.2 ︣ › › Lv1 35%

PO.5.1 ףּ › › Lv1 40%

PO.5.2 ṇ ṇ › › Lv1 45%

PS.1.1 שּ ṇ › › › Lv3 100%

PS.2.1 › › › Lv3 100%

PS.3.1 ṇ פֿ ṇ › Lv1 38%

PS.3.2 ṇ ṇ ṇ › › Lv2 70%

PW.1.1 › › Lv2 75%

PW.1.2 ḭ ḭ ṇ ḱ › › Lv1 37%

PW.1.3 אל ףּ ṇ › › › Lv3 100%

PW.2.1 ṇ › › Lv2 72%

PW.4.1 ךּ ṇ ṇ ṇ › › Lv1 39%

PW.4.2 ךּ ṇ › › Lv1 36%

PW.4.4 ṇ ṇ ṇ › › › Lv3 100%

PW.5.1 ︡ ṇ › › Lv2 80%

PW.6.1 צּ ︣ ṇ › › Lv1 50%

PW.6.2 ḱ ṇ ףּ › › › Lv3 100%

PW.7.1 ṕ ṇ ṇṖ ףּ › Lv1 39%

PW7.2 ṇ ṇ ṇ ṇ › Lv1 50%

PW.8.1 › › Lv2 80%

PW.8.2 ףּ › › › Lv3 100%

PW.9.1 ︣ › Lv1 38%

PW.9.2 וֹ › Lv1 40%

RV.1.1 ףּ ṇ ṇ ṇ › › Lv2 79%

RV.1.2 ṇ ṇ ṇḭ › Lv1 37%

RV.1.3 ṇ ףּ › › Lv2 80%

RV.2.1 › › › Lv3 100%

RV.2.2 ︣ ףּ › › Lv1 40%

RV.3.1 אל ︣ כֿ › Lv1 45%

RV.3.2 ︣ כֿ ṇ › Lv1 43%

RV.3.3 › › Lv2 70%

RV.3.4 SDLC ︡ › › › Lv3 100%

(RV: Respond to VulnerabilitiesṖ

(PS: Protect Software)

(PW: 

Produce Well-Secured Software)

Practice

Group
Task

(PO: Prepare the Organization )

Task ID ╥―ІЀϯйЦи2 йЦи3
йЦи

йЦи͍

Ẏ SSDF ṕ Ṗ

ṇ ṇ AI אל ṇ

AI ṇ

אל ṇּט ṇ

AI

Ẏ AI ṕAI ṇ Ṗ וֹףּ ṇ

·ṡ ︣ QUAD Ṣ ḭNIST ṡ ḱ
ṇ ṇ Ṣ ṕSSDFṖ ḱ ︣
וֹ ṕ2026 Ṗ Ḯ

· ḭAI ṇ ︢ ︣ ṡAI Ṣ לּ ḭ
SSDF ḱ ṕ ךּ ṇ Ṗ Ḯשּךּ

· ḭ ︢ ḭ צּ קּ קּ Ḯשּךּ
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IPA וֹףּ ṇ ḱ

· שּ ḭIPA ּךּף ḭṡ ṇ Ṣ
︡ḭ ḱ ︣ Ḯ

· ḭ ṇ נּ צּ ḭ
ṇ ḱ ḭ ṇ
שּ ṇ ︡ Ḯשּךּ

CS

ÅIPA ︣ ṇ ḭ
︡ḭ ḱ ṕ

ṇ Ṗ Ḯ

Å ḭ
︣ ṇ ︣ כֿ ḭ
︣ ︡ Ḯ

Å ḭ ︡ḭ
︣ Ṋ ︡

Ḯṕ Ḳ ︣ APT ︣
ṇ ḭ ︣ ṇ

ḱ Ṗ

Ṯ ḭ וֹ ṯ

Å ṇ וֹףּ

Å ︣ ṇ ṕTTXṖ

Å ḱ

Å ṇ ︡

Ṯ נּ ṯ

Å וֹ ṇ ṕ ṇ
ףּ וֹ ṇ ︢ Ṗ

Å

ṇ

Ṯ ṇ ṯ

Å ṕ ḭ ḱ
︣ ḭ ṇ ḱ

ṇ Ṗ

Å וֹ

ṇ ḱ וֹ
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ṇ נּ ךּ

· ṇ ṕ ỉ ệ ḭ Ṗ ḭוֹ לּ ḭ
︣ ṇ פּ ךּ ḭ צּ
כֿלּ צּ קּ ḭIPAלּ ṡ ךּ ︣ Ṣ
ḭנּ ךּ ︣ ḱ ︡ ︣ Ḯ

CS

ṕIPA Ṗ ḭ ṕJPCERT/CC Ṗ ḱ ךּ ḭ לּ ḭ
פּ ךּ ḭ פּ Ḯ

ḭ Ḯ ︢ ḭ
ḱIPA JPCERT/CC ︡ ḭךּ ḭקּ
ḱ קּ Ḯ
ḱ ︣ ṕ Ṗ ḭךּ ḭ
ḭקּ ︡ ￼ לּ קּ Ḯ
ḱ ︡ḭ Ḯלּ

JPCERT/CC ḭ פּ ︡ ḭIPA פּ Ḯ
ḭIPAּצ צּ ︣ טּ Ḯלּ

NICT ḭ ︡ ḭIPA וֹ JPCERT/CC ︡ḭ
Ḯṕלּ ḭNOTICE ︢

ḮṖלּ
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ṡ ṇ Ṣ וֹ

· 2025 ễ ṡ ṇ Ṣ ḭ Ḯ

· ḱ ṇ WG ︢ḭ
︢ ṡ Ṣ ︢ ḭ צּ ṇ

︣ ḱ אל Ḯשּךּ

CS

ḱ
Å2026 ễ ḭIPA ךּףּ ḭ ḱ ṇ ︡ḭ

︣ Ḯ ḭ לּ Ḯ

AI ךּ
Å2026 ḭ ṇ ︣ ︣ Ḯ
ÅAI ךּ ṇ ṕ צּ

︣ Ṗ ḭ
︣ ︣Ḯ

ḱ

Å ḱ ṇ ḱ ḱ קּ ḱ
︣ ḭ ḱ

︢ Ḯ

צּ ︡
Å צּ צּ שּ ︣ ḭ צּ ṇ

ḱ ︡ ḭ ḱ קּ
צּ ︡Ḯ

ṥKPI Ḳ פּ 3 ṕ 0.9 ἲ3 ṖṦ

ṇ

ẌSTEPểṕ ễ Ṗṥ Ṧ
V ṇ ṕ J-Startup

Ṗ
V ṡ Ṣ

ẌSTEPỄṕ ệ Ṗṥ Ṧ
V צּ
ṕ ḱAI Ṗ

ẌSTEPễṕ 10 Ṗṥ ḱ
Ṧ

V ḱ ṇ ḱ
V ṇ ṇ צּ ︢ ḱ

ṇ קּ
V צּ ḱ

ḱ וֹ
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· ṕ ṇ ḱ Ṗ ︢ḭ צּ
ṇ וֹףּ ḱ אל 300 Ṋệ

2024 ỉ פּ ṕ Ḳ ṇ ṇ ṇ ṖḮ

· ḭ ṇ ︣ AI ךּ ︣ ṇ צּ
כֿ פּ ḭ ︡ḭ ṕ 400 Ṗאל Ḯ

CS

AI

ṥ Ṧ ḱ
ṇ

ểṖ ṇ ḱ ︣

Å ṇ Ṋ פּ שּ

︣ Ṋ פּ

Å ︡ ṕ

Ṗ︣

Å ḭ

︡ ךּ אל ṕ

נּ אל Ṗ

Å AI

ṥ Ṧ ḱ

ỄṖ ṇ פּ

ÅAI ︡ ṊAI ︡

ḱ ṊAI ︡ OT ṇ ṇ

ṇ

Å Ṋ ṇ

ễṖ

Å

Å ṇ ḱ ︣

Ṯ AI ṇ ṯ

ṥ ṇ Ṧ צּ
אל ṇ ḭ

ṇ ︡
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AI ︡ ḱ

· ḭAI ︡ ḱ ṇ צּ אל Ḯ ḭAI
ḭ ṇ ḱ צּ Ḯ

︡לּכֿ· ︡ḭAI ךּ ︣ ḭ
ḭ ṇ וֹ Ḯלּ ḭ
ḭ ṇ ︢ ḭ ︡

︡ ︣ כֿ ︣ Ḯ

ṕAs isṖ ︣ קּ ṕTo  beṖ

ÅAI ︣
ṇ ṕ

Ṗ צּ

Å צּ

AI ︡ ṇ
ḱ ṇ

ṕAs isṖ

AI ︡ ṇ
ḱ ṇ Å

ṇ
ḱ ṕ
︢
צּ Ṗ

Å

צּ ḱ
︣ ṇ

︣ ṇ ︣ ṇ צּ ḱ
︣ ṇ

CS
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ṇ ḱ ṇ

· ṇ ḱ ṇ ṕ ḭוֹ ︣
Ṗ ︣ ṇ צּ ḭ ṇ ḱ ṇ

ḱ ︣ צּ ︢ ףּ ḭ ṇ ṡ Ṣ ṕ
Ṗּצ Ḯ

· ḭ ︣ ךּףּ ḭ ṡ Ṣ ︣ ṇ
ḱ ṇ ḱ ︣ ṇ צּ אל Ḯ

︡לּכֿ· כֿ ḭנּ ḱ קּ ךּ ṡ
ṇ Ṣ ︡ ךּ ṇ ḱ ṇ ḭṡ

Ṣ ︣ ︣ ḭשּ ṕ2026שּךּ ệ
︡ḭ ḭ2027 ︣ḮṖḮ

CS

ṕểṖ ṇ
ṕỄṖ ṇ ṇ

ṕ Ṗ ṇ
ṕễṖ ṇ
ṕỆṖ ḱ ṇ
ṕệṖ ṇ

ṕ Ṗ

ṇ ךּ ︣ ḭ
וֹףּ ךּ

ἲ לּ

ךּ צּ קּ ḭלּ
︡ ךּ טּ ḭצּ

שּטּ

ṇ אל פּ
ḭוֹ ḭ Ḯ

ṇ ṇ ṇ



ỆḰ ṇ

34

Ḳ

Å NTT ṇ ṇ ḱ ḱ ṕ2026 ễ Ṗ

Å CISO, NTT DATA, Inc. Global

Å

Å Ṅ ṇ OT ṕIPA ICSCoE Ṗ

Å ṇ

ẑ ḭ
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ṡ ṇ Ṣ

· ṇ שּ ḭ צּ ךּףּ צּ
טּ Ḯ

︡ טּ AI ︢ ︣
ḭ ṇ ḱ ḭ ṇ ︡ ךּ Ḯ

כֿ לּ ṇ ḭצּ ḭ ︣
︡ ךּ Ḯ

ךּףּ וֹףּ ṇ וֹ קּ
צּ ︡ ךּ Ḯ

︡לּכֿ· ḭṡנּ Ṣ ︡ ḭ
פּ ḭ ṇ ḭ Ḯשּךּ

ḱ

ṇ ḭ ḱ ḱ ḭ
ṇ ḭ ṇ וֹ

פּ ḭ ḱ ︡ ḭ ︡

· ︣ ṡ ṇ ︣ ḱ Ṣ ḭṡIT ṇ ḱ
Ṣḭṡ ︣ Ṣḭṡ ︣ Ṣ ḭ

ḱ ךּ קּ ḭ ṇ ︣ ףּ ︡ךּ Ḯךּ

וֹ



36

ṇ ︣ ḱ ṕ Ṗ וֹ

ễḰ ︡ וֹ

Å ṇ ︣ ḭ

וֹ ︡ וֹ Ḯ

ךּ ḭ פּ

ṕ ḱ Ṗ Ḯלּ

ểḰ ḱ ḱ

ÅIT ṇ ḱ ︡

ṕJC-STAR ṖḮ

Ṯ ṇ ṕ Ṗṯ

Å ךּףּ ḭSCS ẑ

︡ḭ ︡ẅ וֹ ṡ

ṇ ףּ וֹ ṇ Ṣ ︣Ḯ
ẑṡ ṇ וֹ ṢḮ2026 Ḯ

Å ךּףּ ḭ וֹ ︣ Ḯ

ỄḰ וֹ ṕ Ṗ

· ṇ ṇ ṇ ︡ ךּ שּ ḭṡ ṇ
Ṣ ףּ ︡ךּ Ḯךּ ḭ ḭנּ
︡ ךּ קּ Ḯךּ

https://www.meti.go.jp/policy/netsecurity/mng_guide.html
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ṇ ︣ ḱ ṕ Ṗ ṕ Ṗ וֹ

ễḰ ḱ

¸ ṡ ṇ ḱ Ṣ ︡ḭ ṇ
ḭ ḱ ḱ ṕלּ

︣ ṇ ךּנּ ︣ Ṗ
¸ אל ṇ ḭ ￼ IPA ︣

ểḰ ḱ ḱ

¸ ךּ IT ṇ ︣ ḭ
ṡ ḱ ḱ Ṣ ṡ ḱ ḱ Ṣ ṕ נּ ḭJC-STAR
Ṗ ︣ ḭIT ṇ ḱ ︡

¸ IT ṇ ︣ ḭ ︡ וֹ ךּ ︣
ḭIT ṇ ︡ קּ לּ ︣

¸ VPN ︡ ︣ ḭASMṕAttack Surface 
Management Ṗ ṇ ︡ IT IT ︣

¸ ךּףּ ḭ ṇ ︣ ḱ לּ
ṕṡ ṇ ףּ וֹ ṇ Ṣ ḭ ḱ

וֹ Ṗ

ỄḰ ṇ וֹ

ṡ ṇ Ṣ

· ḭנּ ︡ ךּ קּ ṕךּ ṇ Ṗ Ḯ

ẑ צּ ︡ וֹ ṕSCS ḭ
JC-STAR Ṗ ךּ ḭ ể ךּ קּ Ḯךּ

https://www.meti.go.jp/policy/netsecurity/index.html
https://www.meti.go.jp/policy/netsecurity/index.html


38

ṇ ︣ ḱ ṕ Ṗ ṕểḰ Ṗ

ḱ

¸ ṡ ḱ ḱ Ṣ ḭ צּ לּ קּ טּ ṕṡ ṢṖ לּךּ Ḯ2023 10

צּ פ13ּ צּ ︡ ḱ וֹ

ṇ ṕ Ṗ ḭ ḭ ṇ ṇ וֹףּ צּ כֿשּךּ צּ אל Ḯ

¸ ḭ ḭṡנּ ṇ ︣ Ṣ 2026 3 ︡

כֿ Ḯֿכ ḭ ṇ ṇ ṕ Ṗ ︡ ḭ ḱ ךּ ︡

ךּ Ḯ נּ ḭ IoT קּ ḭIoTלּ ︣ ḱ ṕJC-STARṖ

2025 ễ ︡ כֿ Ḯ כֿ ךּ קּ Ḯךּ

¸ AI ṇ AI צּ ךּ ḭצּ ︡ ךּ ṇ ךּנּ צּ לּ צּ

Ḯ ḭ ḭ ṇ AI ṡ Ṣּפ ︣ קּ ︣ Ḯ

¸ IT ṇ ḱ ︡ כֿ ︡ ḭ ḭ

ḭ ṕ ḭ Ṗ ︣ כֿ נּ Ḯ

ẑể ṡ ḱ ḱ ṢḲIT ṕ Ṗּצḭ פּ אל ךּ כֿ Ḯ ṇ ḭ צּ Ḯ
ẑỄ ṡ ḱ ḱ ṢḲ ṇ ṇṕ Ṗּצḭ וֹפּ כֿ ḭשּ תּ︣  IT ṕ Ṗ קּ כֿ Ḯ

וֹ

· ךּ IT ṇ ︣ ḭ
ṡ ḱ ḱ Ṣẑể ṡ ḱ ḱ ṢẑỄ ṕ נּ ḭJC-STAR

Ṗ ︣ ḭIT ṇ ḱ ︡

· IT ṇ ︣ ḭ ︡ וֹ ךּ ︣
ḭIT ṇ ︡ קּ לּ ︣
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ṇ ︣ ḱ ṕ Ṗ ṕỄḰ Ṗ

ḱ

¸ ṇ ︣ ḭ ￼ ḱ ︣ כֿ צּ טּ Ḯ נּ ḭ

ṡ ṇ Ṣ ḭPDCA ṇ ףּ

ḭ ︢ ḭ ︢ ṇ ḭ ṇ ︣ ךּ

︡ ךּ Ḯ

¸ 2026 ︡ ךּ ṡ ṇ וֹ Ṣ ḭ

ẅỆ ︡ ḭ IT IT ẅễ ︡ ḭ וֹ

ךּ Ḯ DX ךּ ṇ צּ ︣ ḭֿכ לּ ︣ טּ Ḯ

¸ ḭ ṕ ṇ Ṗ אל ṕVPN ṇ Ṗ ךּ צּ אל ךּ ḮIPA

JPCERT/CC ḭ ḱ ṇ ṇ ︢

︣ כֿ ḭ צּ אל ḭ קּ ︡ ḭ ︢

︣ כֿ ḭ ︡לּ ḱ ךּ כֿ︣ Ḯ

ẑ ṕ Ṗ ︢ ḭ וֹ ḭשּ ṇ ṇ ︡ḭ ḱ

קּ ḱ טּ Ḯ

¸ כֿ ḭ נּ ḭ ṕ ṇ Ṗּפ קּ ךּ IT ︣ ASM ḭVPNṕVirtual Private 

Network Ṗ לּ ︣ אל ךּ Ḯ צּ ︡ ךּ ṡASMṕAttack 

Surface Management Ṗ Ṣ ︣ כֿ צּ קּ Ḯ

ẑASMṕAttack Surface Management ṖḲ ṕ ṇ Ṗּפ IT ṕ= Ṗ
︡ḭ ︣ ḱ ︣ Ḯלּךּ

וֹ

· VPN ︡ ︣ ḭASMṕAttack Surface Management ẑṖ ṇ
︡ IT IT ︣
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ṇ ︣ ḱ ṕ Ṗ ṕỄḰ Ṗ

ḱ

¸ ṇ ︣ ḭ ṇ טּ ṕṬ טּ Ṗḭ

וֹףּ Ḯṡ ṇ Ṣ ךּףּ ḭ צּ בֿ ךּ Ḯ

ü ṇ בֿ ︡ ḭṡ ṇ ףּ וֹ ṇ Ṣ וֹ ︣

ẑ ṡ ṇ ףּ וֹ ṇ Ṣ ḭ ṇ ṇ ṕ ḭ ḭוֹ Ṗ

ṇ ṕ Ḳ 1 Ṗ ︣ ṇ Ḯ 9,200 ṕ2025 ị Ṗּטּצ Ḯ ḱAI ṡ

Ṣ ︣ כֿ ḭ 150 ḭ 1/2ṕ 2/3 Ṗ וֹ Ḯ

ü ṇ וֹףּ ṇ ︣ ︡ ḭ ︣

¸ ḭףּ ︡ ṇ ︣ ṇ אל ḭצּ ḭ צּ

Ḯֿ︡לּכ ︣ ḭ ḭ ḱ ךּ

︡ ḭ ṡ Ṣךּ ṇ ︡ ︡ ךּ Ḯ ṡ ṇ ṇ

Ver1.2 Ṣ ךּףּ ḭ ṇ וֹ ṕ ṇ Ṗḱ ṇ ṕ

Ṗ ךּ אל ךּ Ḯ ṇ ṇ פּ ḭֿ︡לּכ

︣ כֿ צּ טּ Ḯ

¸ ḭ ṇ ︣ פּ ḭ וֹ שּ ︡ ḭṡ ṇ

וֹ Ṣṕ2026 Ṗ ºẅº וֹ ףḭּלּ ︡ךּ ךּ קּ Ḯךּ

ẑ ºẅº וֹ ḭשּ ︣ כֿ ḭ ︡ ḭ נּ Ḯ

וֹ

· ךּףּ ḭ ṇ ︣ ḱ ṕṡלּ ṇ ףּ
וֹ ṇ Ṣ ḭ ḱ וֹ Ṗ
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ṇ ︣ ḱ ṕ Ṗ ṕễḰ Ṗ

ḱ

¸ ṇ צּ ḱ ︣ ḭ ṇ צּ ḭ לּ ḱ ךּףּ ḭ צּ ṇ

ṕ Ṗ כֿלּ ḭצּ Ḯ

¸ ︡ ḭ צּ ṇ ṕ ︣ Ṗ ṇ

︣ כֿ ḭ ︣ פּ Ḯ פּ ḭ ︡ כֿ צּ ︢ ךּ

לּ ︡ ḭ ︣ ︡ וֹ כֿ קּ Ḯ ḭ צּ וֹ ṇ

ךּ ḭ ︣ כֿ ḭ פּ ︡ ḱ

ṇ ︣ פּ Ḯ ︡ḭ אל ṇ וֹ ḭ ṇ

ḭנּ ךּ ￼ ︣ כֿ ḭצּ ḱ ḭ פּ Ḯךּ︡

¸ ︡לּכֿ ḭ2023 ễ וֹ ︡ כֿ Ḯ ḭ

︡ צּ ḭּפּך פּ ṇ צּ נּ ḭפּ

FAQ ︡ ףּ ḭ ṇ וֹףּ ḱ ︡ Ḯ

¸ ḭ ṇ Cṡ ṇ נּ Ṣ ḭ

ךּףּ צּ לּ קּ ︡ שּףּ קּ ︡ ףּ ḭ Ḯ

¸ ḭֿכ ḱ ḭIPAנּ JPCERT/CC ︢ ḱ ךּ Ḯ

︡ ḭ ḭ ךּ Ḯ

ẑ ṇ וֹ ṇ אל

וֹ

· ṡ ṇ ḱ Ṣ ︡ḭ ṇ ḭ
ḱ ḱ ṕלּ ︣ ṇ ךּנּ ︣ Ṗ

· אל ṇ ẑ ḭ ￼ IPA ︣
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Ổở ṇ ḱ וֹ

ḱ

¸ ṡ ḱ ḱ Ṣ ḭ צּ לּ קּ טּ ṕṡ ṢṖḭ לּךּ

אל ךּ Ḯ2023 10 צּ פ13ּ צּ ︡ ḱ

וֹ ḭ קּ ḭ ︡

אל לּךּ צּ אל ךּ Ḯ ḭ נּ צּ

כֿשּךּ צּ אל Ḯ

¸ ḭ ḭṡנּ ṇ ︣ Ṣ 2026 3 ︡

כֿ Ḯֿכ ḭỔở ṇ ḱ ︡ ḭ ︡ ḱ ḱ

ḱ ךּ ︡ ךּ Ḯ נּ ḭ IoT ︣ ḱ ṕJC-STARṖ 2025 ễ

︡ḭ IoT קּ ךּ כֿ Ḯ כֿ ךּ

קּ אלḮךּ ḭ AI וֹ ḭAI ṇ AI ︢ ṇ

צּ אל טּ Ḯ ︡ ḭֿ︡לּכ ︣ Ḯשּךּ

¸ ḭ ḭIT ṇ ḱ וֹףּ ṇ כֿ ḭ ṡ ṇ ︣ Ṣ

טּ ḭ ṇ ṇ ︡ טּ כֿ ︡ ḭ ךּ שּ טּצּ Ḯ 2026

︡ ךּ ṡ ṇ וֹ Ṣ ºẅº וֹ ךּ קּ Ḯךּ

ẑể ṡ ḱ ḱ ṢḲIT ṕ Ṗּצḭ פּ אל ךּ כֿ
ẑỄ ṡ ḱ ḱ ṢḲ ṇ ṇṕ Ṗּצḭ וֹפּ כֿ ḭשּ תּ︣  IT 

ṕ Ṗ קּ כֿ Ḯ

· ︣ ḱ ṇ ḭṡ ḱ ḱ Ṣẑể ṡ ḱ
ḱ ṢẑỄ נּ ṕṡ ṇ ︣
Ṣ ḭJC-STAR Ṗ ףּ ︡ךּ Ḯךּ

· ḭ ṡ ṇ ︣ Ṣ טּ ḭּפ ḭ ṇ ṇ ︡
טּ כֿ ︡ ḭ ṇ כֿ ףּ ︡ךּ Ḯךּ
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︣ וֹ

ḱ

¸ ṇ צּ ︣ ḭ ︣ פּ ḭ ︣

︢ ṇ פּ צּ Ḯ

¸ ḭ ︡ צּ ḭ ︣ ḭ

כֿ שּ פּ צּ נּ ︡ḭ ︡ 2023

11 Ḯ ḭ ḭ ṡ Ṣּפ צּ

︡ צּ Ḯ

¸ ︡ ḭ לּ ḭ לּ נּ פּךּ

︡ קּ ךּ ︡ ṡ ḱךּ Ṣקּ ḭ נּ

ךּ ṇ ṇ צּ ḭ צּ ︡ כֿ

שּ ︡ כֿךּ ︣ קּ Ḯ

¸ ︡ ḭֿכ ךּ ḭ ṇ ṇ ḱ

Ḯלּ

· ṇ ︣ ḱ ︣ פּ ḭṡ ṇ
︣ וֹ Ṣ טּ ṡ ḱךּ Ṣקּ ︡

︣ כֿ ףּ ︡ךּ Ḯךּ

· ︡ ḭ ḭṡ קּ Ṣ ︡ ḭ
ךּ ︣ ףּ ︡ךּ Ḯךּ
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︣

ểḰ וֹ ḱ

¸ ︣ ḱDX ḭ ︣ ṇ ḭṡ ṇ

Ṣ ṕ ṇ ךּףּ וֹ Ṗּך קּ Ḯךּ ḭIPA ṇ ḭ

ṇ ︡ ךּ כֿשּ צּ Ḯ

¸ ḭSECURITY ACTION ṕSA Ṗ SCS ºẅº וֹ ḭ

ṕ ḱ ḱוֹ Ṗ ṇ ṡ ṇ ףּ וֹ ṇ

ṕể ḱỄ ṖṢ ẑḭ ︡ ךּ קּ Ḯךּ

ễḰ SECUNITY ṕ ḱ Ṗ

¸ וֹ וֹ ṇḭ ḭ ḭ ṇ

ḱ ︡ ךּ SECUNITY ︡ḭ ךּ קּ Ḯךּ

¸ ︣ ḱ ︣ ḭ ṇ נּ

פּ ︣ כֿ צּ ṕ Ṗ ךּ קּ Ḯךּ

¸ ︣ ḭ ךּ קּ Ḯךּ

ỄḰ ṕ Ṗ

ẑSCS ºẅº ︣ ṇ ףּ וֹ ṇ ṕ Ṗ וֹ וֹפּ ףּ ︡ךּ Ḯךּ

וֹ

· ṡ Ṣ ︡ DX ︣ צּ אל ṕ

ḭ ḭ ḭIT ṇḭ Ṗ ḭ ףּ ︡ךּ Ḯךּ
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ṕ ểṖ ṇ ︡ ḱ
¸ ṇ ︣ ḱ וֹ
Ẇ וֹ

ï ṡ ṇ Ver3.0 Ṣṕ

ệ ễ Ṗ

ï ṡ ṇ וֹ

ṕSCS ṖṢṕ Ị ễ Ṗ

ï IPAṡ ṇ ףּ וֹ ṇ Ṣ

Ẇ וֹ

ï ṡ ṇ Ṣ

ṕểḰ Ṗ

ï ṇ ṡ ṡ ḱ

Ṣ ṕ ệ 10 Ṗ

ï Ṋ ṇ ṡ ṇ

︣ Ṣṕ Ị ễ Ṗ

ï IPAṡ ṕJC-STARṖṢ

ṕỄḰ Ṗ

ï ṡ ṇ ṇ Ṣ

ï ṡ ṇ וֹ

ṕSCS ṖṢṕ Ị ễ Ṗ

ï IPAṡ Ṣ

ï ṡASMṕAttack Surface Management Ṗ Ṍ

פּ ךּ IT ︡ ︣ ṌṢ

ṕ ệ ệ Ṗ

ï IPAṡ ṇ ףּ וֹ ṇ Ṣ

ï ṡṣ ṇ ṇ Ṥ ṇ Ṣ

ï ṇ ṇ
ṇ ṇ וֹ

ï ṡ Ṣ

ï IPAṡֿפּכֿכ ḵṢṡ Ṣ

ṕễḰ Ṗ

ï ṇ Ӹ ṡ ṇ

ḱ Ṣṕ ệ ễ Ṗ

ï Cṡ ṇ נּ

Ṣṕ ệ ễ Ṗ

ï ṡ ךּנּ ףּ Ṣ

ï ṡ Ṣ

ï IPAṡ ṇ ḱ ︣ Ṣṡ

וֹ ṇ Ṣ

ï JPCERT/CCṡ Ṣ

¸ Ổở ṇ ḱ וֹ

ï ṇ ṡ ṡ ḱ

Ṣ ṕ ệ 10 Ṗ

ï Ṋ ṇ ṡ ṇ

︣ Ṣṕ Ị ễ Ṗ

ï IPAṡ ṕJC-STARṖṢ

ï ṡ ṇ וֹ

ṕSCS ṖṢṕ Ị ễ Ṗ

¸ ︣ וֹ

ï ṡ ṇ ︣ וֹ

Ṣṕ Ỉ ễ Ṗ

¸ ︣ וֹ

ï IPA ṡ ṇ

ṇ Ṣ

ï IPAṡ Ṣ

ï IPAṡ וֹ ṇ Ṣ

ï ṡ SECUNITYṕ ḱ Ṗ Ṣ

https://www.meti.go.jp/policy/netsecurity/mng_guide.html
https://www.meti.go.jp/policy/netsecurity/mng_guide.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/20260327_report.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/20260327_report.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/20260327_report.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/20260327_report.html
https://www.ipa.go.jp/security/sme/otasuketai-about.html
https://www.meti.go.jp/policy/netsecurity/index.html
https://www.cyber.go.jp/pdf/press/press_Shifting_the_Balance_of_Cybersecurity_Risk.pdf
https://www.cyber.go.jp/pdf/press/press_Shifting_the_Balance_of_Cybersecurity_Risk.pdf
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_bunyaodan/software/cyber_infrastructure/20260331_guidelines.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_bunyaodan/software/cyber_infrastructure/20260331_guidelines.html
https://www.ipa.go.jp/security/jc-star/index.html
https://www.ipa.go.jp/security/jc-star/index.html
https://www.ipa.go.jp/security/jc-star/index.html
https://www.ipa.go.jp/security/jc-star/index.html
https://www.ipa.go.jp/security/jc-star/index.html
https://www.meti.go.jp/policy/netsecurity/mng_guide.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/20260327_report.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/20260327_report.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/20260327_report.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/20260327_report.html
https://www.ipa.go.jp/security/security-alert/index.html
https://www.meti.go.jp/policy/netsecurity/reinforce.html#id12
https://www.meti.go.jp/policy/netsecurity/reinforce.html#id12
https://www.meti.go.jp/policy/netsecurity/reinforce.html#id12
https://www.meti.go.jp/policy/netsecurity/reinforce.html#id12
https://www.meti.go.jp/policy/netsecurity/reinforce.html#id12
https://www.meti.go.jp/policy/netsecurity/reinforce.html#id12
https://www.meti.go.jp/policy/netsecurity/reinforce.html#id12
https://www.ipa.go.jp/security/sme/otasuketai-about.html
https://www.biz-partnership.jp/index.html
https://www.biz-partnership.jp/index.html
https://www.biz-partnership.jp/index.html
https://www.biz-partnership.jp/index.html
https://www.meti.go.jp/policy/netsecurity/partnership2.html
https://www.meti.go.jp/policy/netsecurity/partnership2.html
https://www.chusho.meti.go.jp/keiei/gijut/security.html
https://www.ipa.go.jp/security/kokokara/
https://www.ipa.go.jp/security/sme/index.html
https://www.meti.go.jp/press/2022/03/20230308006/20230308006.html
https://www.meti.go.jp/press/2022/03/20230308006/20230308006.html
https://www.meti.go.jp/policy/netsecurity/downloadfiles/CSM_Guideline_app_C_for_3.0.xlsx
https://www.meti.go.jp/policy/netsecurity/downloadfiles/CSM_Guideline_app_C_for_3.0.xlsx
https://www.ppc.go.jp/personalinfo/legal/leakAction/
https://www.npa.go.jp/bureau/cyber/soudan.html
https://www.ipa.go.jp/security/todokede/crack-virus/about.html
https://www.ipa.go.jp/security/support/soudan.html
https://www.ipa.go.jp/security/support/soudan.html
https://www.jpcert.or.jp/form/
https://www.cyber.go.jp/pdf/press/press_Shifting_the_Balance_of_Cybersecurity_Risk.pdf
https://www.cyber.go.jp/pdf/press/press_Shifting_the_Balance_of_Cybersecurity_Risk.pdf
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_bunyaodan/software/cyber_infrastructure/20260331_guidelines.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_bunyaodan/software/cyber_infrastructure/20260331_guidelines.html
https://www.ipa.go.jp/security/jc-star/index.html
https://www.ipa.go.jp/security/jc-star/index.html
https://www.ipa.go.jp/security/jc-star/index.html
https://www.ipa.go.jp/security/jc-star/index.html
https://www.ipa.go.jp/security/jc-star/index.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/20260327_report.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/20260327_report.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/20260327_report.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/20260327_report.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/cyber_attack/20231122_report.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/cyber_attack/20231122_report.html
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/cyber_attack/20231122_report.html
https://www.ipa.go.jp/security/sme/renkei.html
https://www.ipa.go.jp/security/sme/renkei.html
https://www.ipa.go.jp/security/guide/sme/about.html
https://www.ipa.go.jp/security/sme/shien/list.html
https://www.meti.go.jp/policy/netsecurity/secunity.html
https://www.meti.go.jp/policy/netsecurity/secunity.html
https://www.meti.go.jp/policy/netsecurity/secunity.html
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ṕ ỄṖ וֹףּ

ṥ Ṧ ṇ

V צּ ṇ
ḱ ︣
︡ ḭ2025 12
ṇ
צּ Ḯ

V ḱ ṇ
ḱ לּ

ṇ ḭ34 צּ
︡ ṕ ṖḮ

V ḭ צּ ḱ ṇ
ḱ
וֹ Ḯ

ṕ Ṗ ḱ Ḯ

ṥ Ṧ וֹףּ
SBOM ḱ
V J-Auto - ISACּצṡ ṇ

וֹףּ SBOM
ṕ ṖṢ 2025 12 Ḯ

V OSS ḭSBOM
ḱ ḱ ḱ

︡ Ḯ

V ṡ
וֹ SBOM ︣  
Ver.2 Ṣ ḱ Ḯ

V צּ נּ SBOM
︡ḭ

︡ Ḯ

ṥ Ṧ SECURITY 
ACTION
V ṡYOKOSUKA

Ṣ ḭ
SECURITY ACTION
ṕSA Ṗ ︡ ḭ
ṡ Ṣ ︡ḭ

SA ︡Ḯ

V ḭ2024
פּ 2025 2 ḭ

וֹףּ 200 SA
︡Ḯ

V ṇ ︢ ḭ

וֹ Ḯ

· ךּףּ ḭ SBOM ṇ וֹ
ḭבֿ וֹ ṇ ḭ

︣ ḭ ṇ צּ Ḯ

︡לּכֿ· וֹףּ ︡ ḭ קּ קּ ṇ
וֹ ︡ Ḯשּךּ
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ṕ ỄṖ וֹףּ

ṕ Ṗ ṇ ḱ ṇ ṕJCICṖṡ ḱ ḱ ṌDX with Security ︣ ṇ ṌṢ

ṥ Ṧ ḱ ḱ

V ṇ ḱ ṇ
ṕJCICṖ ḭ2026 2 13 ḭ

︡ ṡ ḱ ḱ
Ṣ ṇ Ḯ

V שּ ṇ
צּ ךּ ḭ קּ צּ
︡ כֿךּ טּ נּ ḭקּ צּ
קּ ︣ כֿ ︣ Ḯ

V ḭ צּ ḱ ṡ
ףּ Ṣ Ḯ ḭ

CISOḱ ṇ ︢ ḭ
וֹ ḭ ḭ ḱ

ḭ Ḯ

Ṯ ṇ
ḱוֹ וֹ ṕ ṇ Ṗṯ

· ךּףּ ḭ SBOM ṇ וֹ
ḭבֿ וֹ ṇ ḭ

︣ ḭ ṇ צּ Ḯ

︡לּכֿ· וֹףּ ︡ ḭ קּ קּ ṇ
וֹ ︡ Ḯשּךּ

https://www.j-cic.com/pdf/report/Security-Investment-and-Staffing-Levels-by-Company-Size-and-Industry.pdf
https://www.j-cic.com/pdf/report/Security-Investment-and-Staffing-Levels-by-Company-Size-and-Industry.pdf
https://www.j-cic.com/pdf/report/Security-Investment-and-Staffing-Levels-by-Company-Size-and-Industry.pdf
https://www.j-cic.com/pdf/report/Security-Investment-and-Staffing-Levels-by-Company-Size-and-Industry.pdf
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1.

2. ṇ

3. ḱ ḱ

4. ṇ

5. ṇ

6.
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ṇ ỢỒ
ṇ

ể Ḳ 29 12 27

Ễ Ḳ 30   5 30

ễ Ḳ 31   4 19

Ệ Ḳ   2   4 17 ẑ

ệ Ḳ   2   6 30
ẑ

Ṯ ṇ ṇṯ

Ṯ ṯ

ṇ ḭ ḭ ḭ ḭ ḭ ḭ
ḭ ḭ ḭ ḭ ḭ

ḱ ṇ ḭ

   ḱ ṇ ṇ ḭ

ANA ṇ

ḭ

 ṇ ḱ  

NTT  CTO

( ) Ṋ

ḭ

ẑ2026 4

Å

Å וֹ

Å ḱ וֹףּ

Å ḭ
Å ḱ

ể Ḳ 30   2   7
Ễ Ḳ 30   3 29
ễ Ḳ 30   8   3
Ệ Ḳ 30 12 25
ệ Ḳ 31   4   4
Ỉ Ḳ   2   3 ṕ Ṗ

ỉ Ḳ   2 10 ṕ Ṗ

Ị Ḳ   3   3 15
ị Ḳ   4   4   4
10 Ḳ  6   3 14
11 Ḳ  7   4 14
12 Ḳ  8   3 10

ể Ḳ 30   3 16
Ễ Ḳ 30   5 22
ễ Ḳ 30 11   9
Ệ Ḳ 31   3 29
ệ Ḳ   2   1 15
Ỉ Ḳ   2   8 25

ỉ Ḳ  3 2 18
Ị Ḳ  4 3 23
ị Ḳ  5 3 27
10 Ḳ 6 3 25
11 Ḳ 7 4 15
12 Ḳ 8 3   3

ể Ḳ 30 4   4
Ễ Ḳ 30 8   9
ễ Ḳ 31 1 28
Ệ Ḳ  8   2
ệ Ḳ   2 3 ṕ Ṗ

Ỉ Ḳ  3 3 10
ỉ Ḳ  4 4   6
Ị Ḳ  6 4   3
ị Ḳ  7 4 17
10 Ḳ 8 3 12

ỢỒể
ṕ ḱ Ṗ

ỢỒỄ
ṕ ḱ Ṗ

ỢỒễ
ṕ ḱ Ṗ

Ỉ Ḳ   3   4   2

ỉ Ḳ   4   4 11

Ị Ḳ   6   4   5

ị Ḳ   7   5 23

10 Ḳ  8   4 3



ỄḰ ṇ
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ṇḱ ḱ ṇ ṇ ṕCPSFṖּצ
ḱCPSF וֹ

· ISO/IEC ṇ ḭCPSF ṕTS: Ṗ
ṕISO/IEC JTC1/SC27 TS 5689 ︡ צּ ṖḮ2025 3
ṕDTSṖ צּ Ḯ2026 ︣Ḯ

· ḭ2019 CPSF ver1.0 פּ Ỉ צּ ︡ḭ ṇḱ ḱ תּ
שּקּ ︡ ךּ Ḯ צּ ךּ ṇ

ṕNIST  CSF2.0 Ṗ ḭנּ IPA ṇ ḱ ṇ
ṕDADCṖ ּךּף ḭ קּ CPSFקּ Ḯ

NIST Cybersecurity Framework

Å NISTּךּף
ḭ ︡פּ CSF

ÅCSF 2.0 ṕ2024 Ễ Ṗ
ḭ פּ

Ṅ

ÅVer1.0 5 ḭGVṕ Ṗּצ
אל 6

ṕ ṖNIST https://www.nist.gov/itl/ssd/cyber -physical -systems

CSF2.0 וֹףּ 6 ḲCyber Physical Systems

CPSF (TS 5689)

CPSF

ISO IEC

JTC 1

SC 27

WG4

CPSF
3
6

WG4 קּ

2023 10  NP

2024

2025 7  (Draft 

Technical Specification)

2026
(Technical Specification)

https://www.nist.gov/itl/ssd/cyber-physical-systems
https://www.nist.gov/itl/ssd/cyber-physical-systems
https://www.nist.gov/itl/ssd/cyber-physical-systems
https://www.nist.gov/itl/ssd/cyber-physical-systems
https://www.nist.gov/itl/ssd/cyber-physical-systems
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CPSF

· CPSF ḭ ︡ḭ Ḯ

ṕ Ṗ ṕ Ṗ

ṕVer3.0 Ḳ2023 3 Ṗ
Ễ
Ể
Ễ
Ễ

10

2

Ễ
Ể
Ễ
ễ

4

ể

Ể

Ễ
Ể
Ễ
ể

Ệ

ṕCPSFṖ ṕ2019 4 Ṗ

Ễ

Ể

Ễ
Ể
Ễ
Ệ

ễ

ASM
ṕ2023 5 Ṗ

2 IoT
ṕ2020 11 Ṗ

3 Ḳ

ṕver1.1 Ḳ2024 2 Ṗ

SWḲOSS
ṕ2021 4 Ṗ

ṕIPA Ṗ
ṕ 4.0 Ḳ2026 3 Ṗ ṕver2.1 Ḳ2023 7 Ṗ

ṕ2021 4 ṌṖ

SBOM
ṕver2.0 Ḳ2024 8 Ṗ

ể

Ể

Ễ
Ể
Ễ
Ễ

11

 

Ễ
Ể
Ễ
Ệ

4

 

Ễ
Ể
Ễ
ệ

4

ể

Ể

Ễ
Ể
Ễ
ệ

10

2

3

Ễ
Ể
Ễ
5

9

 

ể

Ể

Ễ
Ể
Ễ
ể

Ễ
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CPSF

· ṇ ṇ ḮCPSF שּ Ḯ

· ḭ ḭ ṇ וֹ ḭ ṇ
וֹ Ḯ

ṕCPSFṖṇ ỢỒểṕ ḱ Ṗ Industry by Industry
ṕ פֿ ︣ SWG Ṗ

Å צּ 1 ︡
2 ṕ2023 4 ṖḮ ( )

1 ṕ2022 10 ṖḮ

Å ︡
ṕ2022 4 1 ṖḮ

Å וֹףּ ḭ וֹףּ
ḭ2021נּ ể Ḯבֿ

Å2024 3 ︡  Ver 2.0 Ḯ

Å ṇ ṕ ṇ OA Ṗ ︡ ṡ Ṋ
ṇ 1.0 Ṣ ṕ2020 12 Ṗ︡ḭ

ṇ Ḯṡ Ṋ ṇ
2.3 Ṣ ṕ2025 9 1 ṖḮ

Å 1.0 ṕ2021 4 Ṗ -ḭJCךּ STARẅ2
ḱ וֹ ṇ ṇ IoT

ṕ2025 3 Ṗ Ḯ2026 1 Ḯ

SWG

SWG

Å ṇ ḱ ṕ2024 3 ṖḮ
Åṡ וֹףּ ṇ Ṣ ṡ

וֹףּ ṇ ṇ Ṣ ṕ2024 3 ṖḮ
Åṡ ṇ ḱ Ṣקּ
ṕ2025 6 ṖḮ

Å ︣ וֹ
Appendix ṥ Ṧ ṕ2025 4 ṖḮ

SWG

SWG

Å וֹףּ OT ḭ
ṕ2025 10 ṖḮ

Å וֹ כֿ ︡ ṡ ṇ
ṇ ︣ Ṣ ṕ2026 1 ṖḮ

SWG

ṇ ṇ SWG

SWG

SWG
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SWGṕ Ḳ  Ṗ

· SWG 2025 4 2 ︡ ṡ  ṇ Ṣ Ḯ

· 2025 8 WG ︡ḭ ṇ ṕ ṇṊ
Ṗ ḱ ḱ ︣ Ḯ

ṇ ︣
נּלּ
( appendix ︡ )
V ṇ

ḭנּ ךּ

ṕ ṇ ṇḭ ḱ ḭ ṇ Ṗ

V SOC ︣
V

ṇ ṇ SWG  ẑ

SWGּצ ︡

WGṕ ṇ Ṗ

צּ ︡ ךּ ṇ WG1 SWG קּ רּ

ṇ SWG  32

ṕ Ṗ ṇ
https://www.sbco.or.jp/

https://www.sbco.or.jp/
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ṇ ṇ SWG ṕ Ṗ

· 2025 ḭ ︡ ךּ ḭ ṇ ṇ צּ ︣ קּ
ḭ ḭCEATEC JC-STAR

ךּ Ḯ2025 10 אל CEATEC ḭ2026 1 ḭ
ךּ 2026 2 Ḯ

· CCDS ḱ ḭ2025 7 Ṍ2026 1 4 SWG Ḯ

ṇ ṇ SWG

JEITA
( )

ṇ ṇ

CCDS
(

)

ḲJEITA/CCDSּפ ḭ

ḲJEITA/CCDS פּ ḭIoT ṇ ḭ ṇ

Ḳ

ḱJC-STAR ṕ ṇ ṇ Ṗוֹ

ṇBtoBtoC וֹףּ ṇ ṇ ︣

ḱ

ṇ ︡ JC-STAR קּ

ṇCEATEC ḭ

ṇ ṇ Ṋ
Ӹ

ṇ
WG1ṕ ḱ Ṗ

ṇ ḲIPAṊ Ṋ

ṕ Ṗ2025 1 ~ 4 ṇ ṇ SWG קּ



57

SWGṕ Ḳ  Ṗ

· ṇ ḱ ︣ ḭṡ
ṇ ḱ Ṣṕ2025קּ 6 Ṗ ṡ ṇ Ṣ

ṕ2024 3 Ṗ ︡ ךּ Ḯ

· ṇ וֹףּ JC-STAR ךּ Ḯ ḱ
וֹףּ JC-STARẅ1 ︡ צּ Ḯ

ṇ ḱ ṇ וֹףּ ṇ

V ṇ ḱ טּ
ṡ ṇ ḱ
Ṣקּ Ḯ

V ṇ ṕṡ וֹףּ ṇ
Ṣ ṡ וֹףּ ṇ
ṇ ṢṖ ︡ צּ ḭ

צּ ךּ Ḯ ṕ Ṗ 19 ṇ ṇ ṇ ể
ṇ ṇ ệ

V 2027 4 אל
ךּ ḭ ךּףּ JC-STARẅ1 ︡

︣ ︣ כֿ צּ Ḯ

V ḱ ḭ
︡ JC-STARẅ2

ךּ ︡ Ḯשּךּ
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SWGṕ Ṗ

· ︡ ṇ ṇ ḱ ḱ ḭ
︣ כֿ ḭ Ḯ

· 2025 ṡ Ṋ ṇ  2.3 Ṣ ṇ
︡ Ḯ ḭ ṇ ṕ ṇ צּ קּ
Ṗ ︡ ḭךּ Ḯ

Ṯ ṯ
Å 2019 4 16  1  Ṋ ṇ Ḯ
Å 2020 12 4  1  ṊICT Ṋ ṇ Ḯ

 ṕ ךּ Ṗ
Å 2021     1 ︡ ︡ḭ ṇ Ḯ

Ṯ2025 ṯ
Å ṇ ṡךּ Ṋ ṇ 2.3 Ṣ Ḯ
Å 2025 ḭ ḱ ṇ ṧ וֹ

Ḯ ḭ ︡ḭ4 3,300 ḭ 5,600 צּ Ḯ
Å 4,032 צּ Ḯ ễ Ḯ
Å לּ ךּ ︣ שּ HP AI
︡ Ḯ9 Ṍ12 1,100 ḭ 3,700 ḭ

ṇ ṇ ︡ Ḯ

ṕ Ṗ ṡ ṇ Ṣ
https://www.jama.or.jp/operation/it/cyb_sec/cyb_sec_guideline.html

https://www.jama.or.jp/operation/it/cyb_sec/cyb_sec_guideline.html
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SWGṕ ḲJIPDEC Ṗ

· SWG ḱ Ḳ ṕ Ṗ SWG Ḯּט
צּ קּ לּ Ḯ ḱ

ךּ Ḯ ךּ ḭ ḭ
ṇ ︡ Ḯ

· נּ Ḳ וֹ ḭ
ḱ ︣ ḭ2024 3 וֹףּ

Ver2.0 Ḯ

SWG ḭ ︣

ü SWG ︢
ḱ ḭ ḭ

ü וֹףּ ṇ
︣

ṕ Ḳ ḭ Ṗ ךּ

ü ︡ḭ2024 3 Ver2.0
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SWGṕ Ḳ  Ṗ

· וֹףּ ︡ ḭ וֹ
טּ ṡ וֹףּ OT Ṣ

ṕ2025 10 24 ṖḮ

· וֹ כֿ ︡ ṡ ṇ ṇ ︣
Ṣ Ḯṡ ṇ ṇ ︣ Ṣ ךּ Ḯ

וֹףּ OT

1.
1.1
1.2 ṕ Ṗ
1.3 ךּףּ ṇ פּ קּ
1.4 וֹףּ
1.5 ︣
1.6 וֹףּ
1.7

2. וֹףּ ṇ
2.1 ṇ
2.2 Purdue
2.3 CPSF

3. ṇ ṇ
3.1 ṇ ︡
3.2 ḱ וֹףּ OT  

 
3.3 ḱ וֹףּ

4. וֹףּ
4.1 ṇ
4.2 ṇ נּ
4.3 ṕ ḱ ḱ ḱ Ṗ- FSIRT
4.4 ṕ ḱ ḱ Ṗ- וֹףּ

ṇ ṇ ︣
Å IT ṕ43 Ṗ
ü ṇ וֹ

ẅ4
Å OT ṕ6 Ṗ
ü Ḳể
ü ḲỄ
ü ḲỄ
ü Ḳể

( ) וֹףּ OT
https://www.meti.go.jp/policy/netsecurity/wg1/semiconductor_systems_guideline.html

https://www.meti.go.jp/policy/netsecurity/wg1/semiconductor_systems_guideline.html
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· ṡ פּ צּ Ṣṡךּ︡ פּ Ṅ אל Ṣ ︡ḭ ṇ

וֹףּ נּ ︣ קּ ︡ ḭ ︣ Ḯẑ2

· Ễ ךּףּ ḭ ḭצּ ºẅº ︡ḭ אל ︣

︣ כֿ Ḯ ︢ḭ ṇ Ḯẑ3

· ễ לּ ḭẅễӸẅỆ ךּ ḭ Ị ( 2026 ) Ḯ

פּ

[ẑ5] ISMS ḭẅ3ḱ4 ḭנּ

אל

ṇ ףּ וֹ
ṇ ṕ Ṗ

ẅễḱẅỆ ︡ ḭ ṇ
ףּ וֹ ṇ ṕ

Ṗ ︡ḭ ºẅº ḭºẅº

וֹףּ ẅ

נּ

ṇ ṇ
וֹ ḭ

ṇ
ẅ

ṡ וֹ ṇ
Ṣ ḭ

וֹףּ

ẅễ ẅỆ ẅệ [ ẑ5]

אל
Å שּ אל ︣

ṇ

Å ṇ קּ

︣

Å ḭ ךּנּ קּ

︣

Å ḭ
ṇ

נּ

ṇ צּ
︣ קּ Ḳ

Å

ṇ צּ
︣ קּ Ḳ

Å ḱ ḭ
ḱ ḭ

ṇ צּ
אל ︣ קּ Ḳ

Å וֹףּ ṇ
נּ ḭקּ

ḭ ︡

26 ể 43 ễ  ṕ Ṗ ṕ Ṗ

ṇ קּ  ẑ4

[ẑ2] IT צּ Ḯ ḭ ךּףּ ︡ ךּ פּ ︣ טּ ḭ ︣ Ḯךּ

ṇ צּקּ
ḱ ṕ ḭ

Ṗḭ ḭ ךּףּ ḭ
Ḯ

︣ [ẑ3] ḭ ︡ ḭּך ṡ Ṣוֹ Ḯךּ

[ẑ1] SCSṕsupply chain security Ṗ

[ẑ4] Ḳ ḭCISSP ︡ḭּפ צּ ︡

︡

ṇ וֹ ṕSCS ẑ1Ṗ



ṇ

· ḭṡ ṇ ṇ
ṇ ṇ וֹ Ṣ ︣ ḭ ḱ ︡ ḭ ḱ ṡ

Ṣךּ Ḯ

· ḭ ṇ וֹ שּ ḭךּ ḱ
צּ ṇ ṇ ︡ ︡ḭ ︣ ︡ ךּ Ḯ

︣ ḭ
ךּ Ḯ
SCS ךּ

צּ נּ
︣ כֿךּ Ḯ

ḱ ṇ ṇ
︣ כֿ Ḯ

צּ
︡ אל כֿ Ḯ

נּ ḭ ︡ ךּ
ךּ ︣

︣ כֿ Ḯ
כֿוֹפּ

ḱ ḱ Ḯ

(1)
Aṕ Ṗ ḭ טּ Bṕ Ṗ ︡ḭ

ḱ ḭ ḱ ḭ
(ẁ)ḭ B טּ C

ṕ Ṗ ︡ ￼ כֿ
 (ẁ)  ṡ ṇ וֹ

ṕSCS ṖṢ ṡẅỆṢ

(2) ṇ ṇ
A ḭ ḭBḱC ︣

ṕ ￼ קּ
ṖḮ ḭAּפ ọḭọּפ Ỏ ︡ḭ

נּ ḭ צּ
ḭ ︣ Ḯ

(3) 
BḱC ḭ פּ וֹ

︡ḭ ︣ כֿ
אל Ḯ ︡ ︡ḭ

קּ ︡ḭ
Ḯ צּ ︡ Ḯ

ךּ (4) ךּ
Ỏ ḭ וֹ ךּ ọ¢ṕךּ Ṗ

לּ ḭ כֿוֹפּ Ḯ
ḭBקּ ךּ

נּ ︡ B  ︡ ︡ ḭ
︡

נּ Ḯ ︡ḭ
צּ ︡ Ḯ

Ọ
ṕ Ṗ

ọ
ṕ Ṗ

ṕ Ṗ

Ỏ
ṕ Ṗ

ọ¢
ṕ Ṗ

(1) (2) (1) (2)

(4)
(3) (3)

ṥ ṇ ṇ Ṧṥ Ṧ ṥ Ṧ

ẑ()

ṥ Ṧ
ךּ ḭ

ךּ קּ ḭ
ḱ ︡ ḭ

Ḯשּךּ 62
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ṇ וֹ SC3

· SC3ṕ ṇ ḱ ṇ ḱ ṇ Ṗ ḭ ṇ ︣

︡ ḭ2025 7 IPA Ḯ

· IPA ︡ צּ ḭ וֹףּ ṇ ḱ וֹ Ḯ

V ︡ SCS צּ
קּ

Ḯ
V ḭ SCSצּ

ẅ ︣ ḭ
︡ צּ
ḱ ︣ כֿ ︡ Ḯ

Å SCS ḭSCS
Ḯ

Å SCS ךּ Ḯ
Å פּ ḭSCS ḱ

ḱ ḱ Ḯ ḭ
SCS ︣ Ḯ

V טּ ךּףּ ṡ
וֹףּ ṇḱ ḱ

Ṣ וֹ
Ḯ

V ṇ צּ טּ
כֿ ḭנּ בֿ

︡ Ḯ

V ṇ פּ
אל ḭIPA ︡ Ḯ

SCS SWGḱ SC SWGṇ ḱ ḱ ṇ

V ṇ
︡ḭSC3 ṇ

ṇּצ ︣ ︡ ḭ
IPA Ḯ

V SC3 ︡ḭIPA פּ
ḭSC3ּצ ︡ ךּ

Ḯ

ṇ וֹ
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· צּ נּ Ḳ ṡ ṇ ︢ Ṣḭךּ ṡ ︣
פּךּ פּ Ṣṡךּ וֹפּ Ṣךּ

· ḭ ︡ḭ ּך ṇ צּ ךּ ︡ḭ
ךּ ḱ ︡ ךּ ṕ ṖḮ

SECURITY  ACTION

ẅ

Ỉּפ ︡ḭ

ẅẅ

ḭצּ
כֿ

︣ Ḯֿכ
ỆỈ צּ
ךּ Ḯ

ḭ
ḭ ḭ
ṇ ṇ
︡ ︣

ṇ ṇ Ḯṕ ḭ
47 צּ ︡ḭ2025 9

9,200 ḮṖ

צּ ︣ קּ
ễ ︣ קּ
ỉ

קּ לּ

פּ אל ףּ ḭ

︡ḭ
︡ Ḯ

תּ︣ נּ ṡ
Ṣ SCS ︡

ḱ

ḱAI
ṕ ḲIT
Ṗ

ṡ
Ṣ

ἲ
קּ וֹפּ שּ

ἲ
ṕ ḭ ḭוֹ Ṗ

ἲ ︡
ḱ
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ṇ ףּ וֹ ṇ

· ṇ ףּ וֹ ṇ ḭ ṇ ṇ

ṕ ḭ ḭוֹ Ṗ ṇ ṕ Ḳ 1 Ṗ ︣ ṇ Ḯ

· 47 צּ ṇ ︡ ףּ ḭ 2025 9 9,200 טּצּ Ḯ

· ḱAI ṕ ḲIT Ṗṡ Ṣ ︣ כֿ ḭ

150 ḭ 1/2 ṕ 2/3 Ṗ וֹ Ḯ

ṕ Ṗ

V EDRḱUTM
V ḱ וֹ ṇ
V ṇ
V

V ḱ

ףּ וֹ
ṇ C

ṇ

ṇ
ṇ

ṇ ףּ וֹ ṇ Ḳ
︣ ṇ ףּ וֹ ṇ

ḱAI ṕ ḲIT
Ṗ ṡ Ṣ

ṕ Ḳ 1/2 ḭ 2/3
Ḳ150 Ṗ

ṇ ףּ וֹ ṇ כֿ פּ
 ἲ https://www.ipa.go.jp/security/otasuketai -pr/

ףּ וֹ ṇ

ףּ וֹ
ṇ A

ףּ וֹ
ṇ B

ḱ קּ
ṇ

ṇ

ףּ וֹ ṇ

https://www.ipa.go.jp/security/otasuketai-pr/
https://www.ipa.go.jp/security/otasuketai-pr/
https://www.ipa.go.jp/security/otasuketai-pr/


SECURITY ACTION ẅểẅỄ ︡

ṥ Ỉּפ Ṧ

ÅOS

︡ ḵלּ

Å ︡ ḵלּ

Å ṇ ︡ ḵלּ

Å ḵלּ

Å ḵלּ

Å ḵלּ

ẑSA ︡ וֹ

צּ ךּ ךּ ḭ
︡ ︣ Ḯ

פ5ּ ṕ Ṗ
טּ ṡ

ḵṢלּ
פḭ6ּוֹ ︡ Ḯ

פ5ּ ︡ 25 ︡

ṥ Ṧ

ṥ Ṧ
ךּ ︡

V ︣

V ︣

V ṡ ṇ Ṣ ךּ ḭ
פּ ︡

V טּצּ פּפּ ￼ḭֿכ
︡ אל ךּ פּ ṡWeb Ṣ ךּ
ḭ ︡ וֹ

494 

821 

1,762 
ṇ

Top3

1,383 

1,520 

1,941 
ṇ

ṕ Ṗ

IT ṇ Topễ

ṇ
ṕ Ṗ

ṇ

︣

SA25 ṇ ễ

729

758

774

ṕ Ṗ Ḳ6ṡ ḭ
Ṣ︣פּ

ᵼ ︡
IPA NCO צּ
︡ ךּ Web

︡

ḲIPA ṡ2024 וֹףּ  ︣ Ṣṕn= 4,191 ḭ Ṗ

ṡ Ṣ ךּףּ ḭ ṇ
Web צּ כֿךּ צּ אל Ḯ

Web

צּ וֹ פּ ḭ
טּצּ ḭ

Ḳ
V IPA ṡ10 Ṣ ךּףּ

צּ וֹ
ḭ ︡

V צּ וֹ
︡ פּ ךּ︣

66

· SECURITY ACTIONנּ ︡ Ḯ

· SA ︡ ḭפּ צּ ךּ ךּ
︡ Ḯ Ḯ
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וֹףּ ṕ WS Ṗ

Ḳ ṇ ṇ ṕ Ḳ ṇ Ṗ

Å ṇ + פּ
Ẇ טּ ḭ צּ קּ Ḯ
Ẇ ṕ Ṗ ḭ ךּ ︣

כֿ צּ קּ פּ Ḯ
Ẇ ךּ פּ︡ פּ

ḭ צּ נּ פּ Ḯ
Ẇ Ḯךּ︡

Å ṇ פּ ḭ
Ẇ וֹ ︡ ךּ
Ẇ ︡ ךּ
Ẇ וֹ ṇ ︣ כֿ צּ ךּ︡
ךּ ︡ḭ

כֿ ḭנּ ỉ 11 ḭ ṇ + Ḯ

ṇ WS+

ṇ WS+

ṇ ︣

· ṇ ḭ ︣ פּ
ṇ ︣ ṇ טּצּ כֿ ḭנּ ỉ 11 ṡ ṇ

ṇ ṕWSṖ+ Ṣ Ḯ

· פּ ḭ WS טּ ךּ צּ ḭ ךּ
ṡ טּ ḭ ךּ ︣ כֿ צּ קּ פּ ḮṢ
ךּ ךּ Ḯ
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ṇ

· ṡצּשּ ︡ ךּ Ṣךּ Ḯ

· כֿ ḭ טּ צּ ṇ ḱ ḭ אל אל
תּ ṕ 30 Ṗ ︡ḭ ךּ

שּ ṡ Ṣ IPA 2026 3 Ḯ ḭ SECUNITY
︡ Ḯ

6 ︡ḭ 7 ḱ 126 ASM ẑ Ḯ ṇ
︡ḭ ︡ ṡ Ṣ

ẑASM ḭ ṇ פּ נּ IT ṕ ṇ ḭ ṇ ḭIoT Ṗ ︡ḭ אל ךּ︣ ︣

ṇ

︡ פ2ּ ︡

3,9001 2 3

פּ
ṇ

טּ צּ פּ

ḱ ךּ

ḱ ḭ ︡ḭ לּ
V טּצּ כֿ ︣ ḭ ךּצּ ךּ ︡
V וֹ קּ וֹפּ ḭ ḱ ︡
V ḭ SECUNITY ︡

תּ︣ קּ

V ID ṇ צּ

ךּ פּךּ

︣

V צּ קּ לּ

︣ פּ ︣
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וֹ ṇ

· נּ ḭ וֹףּ
צּ טּ כֿ ḭנּ ṕ Ṗ

︣ ṇ ṕ Ṗ Ḯ

· SCS ẅễ קּ ḭºẅºלּ
Ḯ

ךּ

ḭוֹ ḭ
וֹ Ḯ

V SCSצּ ẅ3 ︣ ḭ
︡ צּ

צּ קּ ḭלּ ṇ ṕẑ2Ṗ

ṡ Ṣ ︡ḭ
וֹ ṕẑ3Ṗ Ḯ

ẑ2Ḳ אל ḭ ṇ
ṕ Ṗּפ צּ
︣ קּ Ḯ

ẑ3Ḳ ḭ ṇ Ḯ

SCS ẅễ קּ

ṕ ḱ Ṗ

V ︡ṡ וֹ ṇ Ṣ ︡ IPA
HP Ḯ

V וֹ ṇṕẑ1Ṗ ︡ḭ 340 Ḯ
     ḭ ṇ אל ḭ וֹ פּ Ḯ
ẑ1Ḳ ḭ Ḯ

ṕ ṇ Ṗ

ṕ Ṗ / אל
צּ

פּ

פּ
ṇṇṇ
ṇṇṇ
ṇṇṇ
ṇṇṇ
ḱ
ḱ

ṕ Ṗ

. .     ṇ

. . . . ︢ ṇ

ṕ Ṗ
ṕSCS ẅễ ṇ Ṗ

(2)  (1) 

(4)  
ḱ(3)  
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וֹףּ וֹ

· 2025 12 ︡ ṡSCS ṕ ṖṢ ṡ ṇ ףּ וֹ ṇ
ṕ ṖṢ וֹ ︡ ḭ Ḯ

· IoT ︣ ṡJC-STARṢ ︣ פּ ḭ וֹ
ḭ וֹ ︢ Ḯ

Å ︡ḭ ḭ
︢ ḭ ṕ ḭ
ḭ ṖḭIT ṇḭ
שּ Ḯ

וֹ ḱ JC-STAR ךּ וֹ ḱ

Å 2025 3 ︡
JC-STAR ךּ ḭ

ḭ וֹ ṇ
Ḯ

Å ︡ḭ
JC-STAR צּ אל

︡Ḯ

Å כֿ ḭCEATECפּ וֹףּ
IPA ṇ ḭ

ḭ
ḭ

JEITA וֹ
ḭ
Ḯ ẑ

Ṯ ︣ ḱHP ṯ
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וֹ ḱ ṇ

· IPA ṇ ṇṕICSCoEṖּצḭ ḱEU ︡ḭ
︣ וֹ 1 Ḯֿכ 2018 8 Ḯ

· ḭ ḭ ṕICSṖ
ḭICS ṇ ḭ ḭ

ḭ ṇ Ḯ

· 2025 פּ 65 צּ ︡ ṕ נּ ṖḮֿכ
ṇ ḭ ḱPRḮ

2025  

Â Ḳ2025 11 18 Ṍ21

Â ḲEU ḭIPA

Â Ḳ ḭIPA ṇ ṇḭ ṕ ṇ ḱ
ḭ Ṗ EU ṕ ṇ ḱ ḱ ḭ ṇ ḭ Ṗ

Â Ḳ 65 ṧ ASEAN ḭ ḭ ḭ ḭ ḭ ḭ ḭ
CSIRTḭ

ḱ ṇ ṇ

ẑ 2025
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צּ ṇ

כֿ· ḭ ṇ בֿ ḭוֹ פֿ
︡ ︡ קּ כֿ ḭצּ ךּ צּ טּ ḭ ḭ אל
ךּ ךּ וֹףּ ךּ Ḯ

· ṇ ḭ ṇ צּ טּ ḭ ּצ
ṇ שּ ︣ ASEAN ṇ צּ טּ כֿ פּ ḭ

ASEAN וֹ Ḯ צּ נּ Ḯ

· 2025 ḭIPA ṇ ︡ḭ
︡ḭ ḱASEAN ṇ

צּ פּ Ḯ ךּףּ Ḯ

New!

︡ וֹ ḱASEAN ṇ



ễḰ ḱ ḱ

73
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2025 ḱ

· צּ ṇ פּ ḭ ṇ וֹףּ ṇ
︣ ︡ḭ ︣ Ḯ ḭ צּ

ṇ ṇ ︣ כֿ Ḯ

כֿ· ︡ ךּ כḮֿשּךּ ễ Ḯ

Å IoT ṕJC-STARṖḲ ︡ ךּ EUḭ ṇ ḭ
וֹ ḱ Ḯ G7וֹ ךּףּ ḭ IoT

ṇ ךּ Ḯ 2025 11 PSTI ︣
︡ḭ ṇ 2026 ễ CLS ︣ Ḯ

Å ṕSBOMḭSSDFṖḲ ḭ וֹ Ḯ
ü Ḳ6/17 -18 ṇ ḭSBOM
ü Ḳ7/23 ḭ5/12 EU ṇ ṇ ḭ 1/28 EU ṇ ḭINSTAR ṇ
ü Ḳ1/31 ḭ2/27 ṇ
ü ṇ Ḳ10/20 -23 ṇ ṇ ṇ
ü ḲGỉṕ ṇ ṇ ṇ ḭ ḱ ḭ ṖḭGCLIṕGlobal Cybersecurity 

Labeling Initiative Ṗ

Å ḭ2018 וֹ
ḱ ṇ Ḯ202 5

11/18 -21 Ḯ
ü Ḳ10/8 ASEAN ḭ ASEAN ṇ WG

וֹ

Å ḭ Ḯ
ḭ וֹ G7ḭ

GCLI Ḯ
ü ṕ Ṗ
ü ṕNCSA Ṗ

ךּ
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IoT ṇ

ḱ

JC-STAR
ṕJapan Cyber STAR)

Product Security & 
Telecommunication 

Infrastructure Act (PSTI)

Åẅ1Ḳ2025 3 25

Åẅ2 Ḳ2026 1 2024 4

/

IoT IoTוֹ

ẅ1ḲETSI EN 303 645
CLS
ṕ ︡ḭ ḭ
CCDS ḭפּ

Ṗ

ETSI EN 303 645
ṕ5.1 -1ḭ5.1 -2ḭ5.2 -1ḭ

5.3 -13Ṗ

Åẅ1ḭẅ2Ḳ

Åẅ3 Ḳ

 IoT ṕ Ṗ

JC-STARṕ ểṖ PSTI ṕ2023
Ṗ

Å S1.1 -02Ḳ

ṇ ṇ

Å  S1.1 -05Ḳ
ṇ

Å  S1.1 -16Ḳ

Å

ṇ
Å

Å

ṇ

ḱ EU

U.S. Cyber 
Trust Mark

Cyber 
Resilience Act
ṕCRAṖ

IT Security 
Label

ṇ

2025

ṕ
Ṗ

Å : 
2026 9
Å :  2027

12

2021 12
ṕ
Ṗ

/

IoT

וֹ

JC-STARẓPSTI PSTI ẓJC-STAR

JC-STAR ể צּ
PSTI Ḯ

JC-STAR ễ

︣ Ḯ

Ṯ ṯ

Ṯ ṯ

· 2025 11 ḭ ḱ ṇ ṕDSITṖ ḭ צּ JC- STAR PSTI
︡ḭ ︣ Ḯ2026 1 ḭ צּ Ḯ

ẑ ḭJC-STAR ︡ ṕẅểṖּצ PSTI צּ ︣ ṕễ Ṗ ︣ ḭ
PSTI ︣ ḭJC-STARּצ ︣ ểỈ לּ ḭ3 כֿ
ḭ שּ︡ ︣ Ḯ

ẑ 2026 ễ ḭ ṇ ṇ ḭJC-STAR CLS Ḯ

· 2025 ḭG7 ṇ ṇ ṇ IoT צּ
אל ḭISO 27404פּ IoT GCLIṕIoT ︣

Ṗ ḭIoT צּ Ḯ

· ḭ ︣ ḭEUḭ קּ קּ ︡ Ḯשּךּ
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JC-STAR ךּ

· IoT צּ ︡ ךּ כֿ ︣ Ḯ Ệ
כֿ︣ ︡ ףּ ḭể ṕẅểṖ ךּ ḭ2025 ễ פּ Ḯ

· 2026 Ễ ṇ ︣ ẅễ Ḯ ḭNITE ךּףּ
ṡJC-STAR Ṣ שּ לּ ︣ Ḯבֿ

·ể ṕẅểṖ ךּ ḭ2025 ễ פּ ︡ḭ2026 3 200
ṕ ṇ 1,500 Ṗ Ḯ ṇ
ḭ ṇ ṇ ךּ ṇ ṇ Ḯ

ẅ1ֿב

ḱ ṇ
ẅ3

ẅ3

ḭ ṇ ṇ ṕ ḱHEMS Ṗ
ṇ ṕ ḱPCS Ṗḭ ṕOA
Ṗ ︢ ḭ ךּ ṇ ךּףּ ẅ1
צּ



77

ḱ

· 2025 ︣ וֹ ḭ צּ
︡ ︣ אל ḭ ︡ Ḯשּךּ

· ḭ ︡ḭ צּ צּ ︣ ṇ בֿ Ḯשּךּ

ÅӵSSDF Ӷ Ḯ
Å ḭוֹ

Ḯ

Åӵ ṇ
︣ Ӷ

Ḯ

Å ḭוֹ
ḱ Ḯ

ḭ
(What)

ÅSBOM ︡ḭ
ṇ ︣ ḭ

ṕ Ṗ
ṕ CISA ṖḮ

ḭ
(How)

CISAṡShifting the Balance of Cybersecurity Risk: Principles 
and Approaches for Secure by Design Software ṕ2023 10 ṖṢ

NISTṡSecure Software 
Development Framework ṕSSDFṖ
Version 1.1 ṕ2022 Ễ ṖṢ

︣ וֹ

ṇ
SSDFṕ Ṗ

SBOM ṇ

CISAṡA Shared Vision of Software Bill of Materials 
ṕSBOMṖ for Cybersecurity ṕ2025 ị ṖṢ
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SBOM

· SBOMṕ Ṗ ︡ḭ וֹףּ ṇ
︣ ḭ ︡ḭ2025 ị ṕ Ṗ Ḯ

· ḭ SBOM ḭ SBOM Ḯ

Å ṇ SBOM
וֹ ︡ ḭSBOM

פּ ︣ ḭךּ
︡ ḭ ︡

2026 Ḯ

Å ḭSBOM וֹ ︡ ḭ
ḭSBOM

︣ ḱ ṇ ︡
NEDO 2026 Ṍ2027

וֹפּ Ḯ

ÅSBOM ︣ ṕ Ṗ
ךּ ḭ2024 ḭ CISA Ḯ

2025 9 ḭ ṇ ṕNCOṖ
פ15ּ ṇ Ḯ

︡ וֹ ḭ
קּ קּ Ḯשּךּ

וֹףּ SBOMSBOM ṇ

Ṯ ṯ
ṕ1ṖSBOM פּ
ṕ2ṖSBOM
ṕ3ṖSBOM וֹףּ ṇ ṇ

  
ṕ4Ṗ ḱ ḱ וֹףּ

  SBOM

ṇ ṕSBOMṖ ︣ ︡ ︡
ṕ2025 9 4 Ṗ https://www.meti.go.jp/press/2025/09/20250904001/20250904001.html

https://www.meti.go.jp/press/2025/09/20250904001/20250904001.html
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1. 

2. SSDF

3. SSDF

4. SSDF נּ

וֹ

5. SSDF

/

SSDF

Lv GAP

¸ ¸

SSDFú
SSDF

¸

¸

1 2 3

¸ ¸

4 5 6

¸ ệ
CISA

וֹ ṕ Ṗ

· וֹףּ ṇ ︡ ṇ ṇ
(NIST SP800 -218ḭSSDFṖ ︣ נּ ḭ
Ḯ

· ṇ וֹףּ ḱ צּ ︡ḭ ︣
︡ ︣ כֿ צּ קּ Ḯ

· 2024 ḭ2025 ṇ נּ ḭךּ
ṇ ︡ Ḯ2026 SP800-218 ḭנּ Ḯ
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ṇ ︣

· ṇ ḭ ḱ ḱ
ṇ ḭ ︣ ṕ

Ṗ ṡ ṇ ︣
ṕ ṖṢ 2024 Ḯ

· 2025 ḭ ḭ ḭּף ṇ ︢ ḭ
ṕ Ṗ ︣ ḭ וֹ ︡

︡ḭ2026 ễ 31 ︡ Ḯ

1.  ṕ ḭ ṇ Ṗ

2. ṕשּ 

ḭ ḭ Ṗ

3. 

4.  

5.  ṇ

ṕ Ṗ

6
ṕ Ṗ

Ỉ
ṕ ︡ קּ Ṗ

ṇ

ṕSW / /

Ṗ

ṧ

ṕ / Ṗ

︡
ḱ ḱ

ṇ

ṇ ḱ ṇ
ṇ ḱ

ḱ ḱ

ḭ

︣ פּ

ḱ ḱ

ṇ ḱ
ṇ ṇ

ṇ ṇ
ḱ ḱ

פּ

︣
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ṡ ṇ ︣ Ṣ
︣ וֹ

·ṡ ṇ ︣ Ṣ ḭ 

PSIRT ṕS(3) -1.1 Ṗ SBOM ṕS(2) -1.3 ṇ

Ṗ ḭ ṇ ṇ צּ ךּ Ḯ

· ︡ ḭ ỉ Ḯ

PSIRT ḱ SBOM

IT ṇ וֹ קּ

Å ḱ טּצּ PSIRT ḱ
SBOM פּ ︣

ḭךּ ︡ ḭ
︡ Ḯ

Å ṇ ︣
IT ḭצּ

︣ ḭ ḱ
קּ ךּ ḭṡ ṇ

︣ Ṣ
︡ ḭIPA Ḯ

ṮPSIRT ḱ ṇ ṯ

 

ṕ ḭ Ṗ

ḱ
ḱPSIRT ḱ Ṋ

SBOM

ṕ Ṗ

ךּ

ḱ

︡ ḭ
︢
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PSIRT ḱ SBOM
ṕ ṇ Ṗ

·ṡ ṇ ︣ Ṣ ḭ PSIRT SBOM
ḭ ṇ ṇ צּ ךּ Ḯ

· ︡ ḭ ︣ PSIRT ḱ ḭ ︣ SBOM
ḱSBOM ḭ כֿ ḭ שּ ︣
ṇ ︡ḭ ︣ ︡ Ḯשּךּ

ṇ ṇ

ḭ
ṇ

/ OSS SBOM

ṇ ṕ Ṗ

Ṋ ṇ Ṋ ṇ

ḱ
ḱ
ḱ
ḱ
ḱ ṇ

ḱ
ḱSBOM
ḱSBOM
ḱ
ḱ ṇ

Ṋ

ṇ

Ṋ ṇ
Ṋ

Ṋ ṇ

PSIRT ḱ SBOM
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ṇ ṇ

AI

AI

· AIRoAּצ ︣ ḭ ṇ ︡ Ḯ ︡ḭ צּ ḭשּ
ṇ ḭ ṇ קּ טּצּ כֿ ḭ צּ

אל ףּ ḭ וֹ ︣ כֿ פּ ḭ ḭ
ḭ ︣ ṇ ︡ ḭ ḱ ︡ כֿשּךּ Ḯ

· AI AI אל שּךּ ḭ ḱ ṇ אל כֿשּךּ Ḯ

ṇ

AI
ṇ ṇ

ḱ
ṇ ṇ

ṇ

ṇṇ
ṇ
ṇ

ṇ ḱ

ṇ ḱ

ṇ

ṇ

ṇ

AI
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Ṗ ךּ ḱ אל ṇ
ṇ AI ṇ צּ אל
כֿ ḭ ṇ ︡ Ḯפּ

Ṗ צּ
אל לּ ךּ Ḯפּךּ
אל ḭ ︡ ךּ
לּ ︡ ךּ Ḯפּ

Ṗ ￼ḭ
ךּ לּ ṇ

︡ ︡ ךּ Ḯפּךּ

ṖAIּצ ︣ ︡
︡ ךּ פּפּ ￼ḭ

צּ אל לּ ךּ
Ḯפּךּ

ṕ ṖAI

· ṇ AI ךּףּ ṇ ︡ḭ קּ פּ טּ Ḯ
ṇ צּ ḭ אל כֿ צּ פּךּ ︣ כֿ צּ Ḯ

ἲṡAI לּ Ṣ 2024 10 פּ ︡ḭAI ṇ וֹףּ

ḱ צּ ︡ ḭ AI ḱ ṇ ︣

קּ לּ ḭ Ḯ

Ḳ ṕAI Ṗ
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AISI ︡

AI לּ

ṕ ḭ Ṗ

פּ

¸ ︡ ṡ Ṣṡ ṇ
Ṣ

¸ AI ṇ ṕ ṇ ṇ ḭ
ṇ ḭ ṇ Ṗ

¸ ṕ ḭ ḭ ṇ ḭ
Ṗ ṕ AI ṇ ︣ ḭ

ḭ ṇ Ṗ

¸ AI ︣ ṕAI ︣
ḭAI Ṗ

¸

AIЈ˔ТГϰχ ᴣʾḚ χ
ṁ ρσϥṪ

ᶨἋḧτΣΪϥ
AIЈ˔ТГϰχ ᴣʾם

χθϛχṪ

AIЈ˔ТГϰχ
ᴟᶨ

· AI ︡ ḭ ṇ ḭ
︡ צּ ḭ ︣ ︡ ḭ2024 2 ḭIPA ḭAI ṇ
ḱ ṇ ṕAISIṖ Ḯ

· AISI ḭֿכ אל ḭ ḭנּ Ṋ AI ṇ
︣Ḯ

· ḭ ︡ ḭ ︡ צּ ḭ פּ AISI ︣ Ḯ

AI ṇ  ṌAISI ︡ Ṍ
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וֹףּ AI ṇ

· AISI ︡ ḭ ךּףּ ḭ צּ ︡פּ
AI ṇ ︡ḭ ︣ ḭ ︡
Ḯשּךּ

¸ ḭAI ṇ ḱ
︣ Ḯ

¸ ︣ קּ צּ ḭAI ṇ
ḱ ḱ

︣ Ḯ
טּ¸ ḭISO/IEC וֹףּ

Ḯלּ

AI

AI

AIAI

¸AI ︣
ḭצּ ḱ צּ
︡ ךּ Ḯךּ

כֿ¸ ḭ ṇ ḭ ḭ
ṇ ךּףּ ḭ

ḭנּ ṇ ṇ
︣

ṇ ṇ ṇ ︣ Ḯ

¸ ṇ תּ
( ︡ ḭ ḭ ṇ

) ︣
AI ṇ ḱ ︣ Ḯ

ṇ

︡

ṇ AIלּ
︣ ḭ AI ṇ
︡ ḭ ךּ

︣ ︣ Ḯ

AI צּ קּ
אל ךּ ḭלּ ḭ
AI צּ ︡
︡ קּ

︣ Ḯ

ḱ
ḭ ḱ ︣

AIךּ ḭ
ṇ

︣ ךּ
︣ Ḯ



ỆḰ ṇ

87
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ṇ ︣ ḱ

· JPCERT/CC  ẑ ḭ ṕ Ṗ ︡ ḭ1996 פּ Ḯ
ẑ Japan Computer Emergency Response Team / Coordination Center

· צּ ︡ 1998 פּ ︡ḭֿכ צּ צּ
ṕFIRSTṖ אל ḭ ḱ Ḯךּ

ḭ ḱ

Ṯ2025 ḱ ṯ

Å

11,610 ṕ2026 2 Ṗ

ÅAPCERT ṇ
CSIRT FIRST ṇ ḭ

CSIRT  

Ṯ2025 ḱ ṯ

Å ︣ 20,651
ṕ2026 2 Ṗ

ÅPSIRT ︣ ḱ Ễ
ṕ 190 צּ Ṗ 
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IPA ṇ ṇ ṕJ-CRATṖṊ ṇ

ṇ ṇ ṕJ-CRATṖ ṇ

Å שּ פּ ḭוֹ אל
︡ Ḯ

Å ṇ צּ אל ḭ
צּ ︣ אל
ḭ ṇ ךּ

אל ︡ḭ ṇ ṇ
︡ Ḯ

Ṯ2025 ḱ ṯ

Å ︡ ṇ
ṇ ṕ ףּ ṖḮ

Å שּ ḭIPA 
ךּףּ ḭṡ ṇ Ṣ ︡ḭ
ḱ ︣ Ḯ

2023 7 ṇ Ḯ

Å ḭ ṇ נּ צּ
ḭ ṇ

ḱ
ḭ ṇ שּ

ṇ
︡ Ḯ2025שּךּ 4 ṇ ︡ḭ

Ḯ

Ṯ2025 ḱ ṯ

Å פּ ṇ ṕ
ṇ ḭ 48 ṖḮ

ÅNCO ṇ ︢
Ḯ

ṕ ṖIPAṡ ṇ ṇ  J-CRATṕ ḱ ṇ Ṗ ךּ Ṣ https://www.ipa.go.jp/security/j -crat/about.html

2025

ḱ 387

166

56

ṇ
124

https://www.ipa.go.jp/security/j-crat/about.html
https://www.ipa.go.jp/security/j-crat/about.html
https://www.ipa.go.jp/security/j-crat/about.html
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IPA ṇ

· 2022 ṕ2023 Ṗאל ︣ ḭIPAṕקּ
ṇ ṇṖ וֹףּ ṇ Ḯ

· ḭ ︣ ︣ ẑֿכ ḭ
︡ḭ ḭ ṇ Ḯ

IPA

ṕ 36 2 ḭ 63 ể Ṗ

IPA ṇṕ ṇ Ṗ

ṇ ︣ צּ ︢ḭ
︢ טּצּךּ ḭ 60 Ễ ḭקּ

ẑ ︡ ḭ ṇ ṇ Ḯ ︡ Ḯ 10 צּ ṕ2026 4 ṖḮ

︣ ṕ Ṗ
ṕ Ṗ ṇ ṕ

Ṗ ︣ צּ ︢ḭ ︢ טּצּךּ ךּףּ ḭ טּצּ
קּ ḭ ︡ḭ
︣ כֿ צּ קּ Ḯ

IPA ṇ

V IPA ḭ
︣ Ḯ

ẑ ︡ḭ קּ ḭ
Ḯךּ

V ךּףּ IPA
︣ כֿ ḭ ṇ ︣

צּ ︢ ︣ Ḯלּ
V ḭIPA ḭ

︣ Ḯ



ệḰ ṇ
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92

ṇ ḱ

· פּ ḭAI ︡ ḱ
︣ ḱ ḭוֹ 300 Ṋệ

ḭ2024בֿ ỉ פּ Ḯ

ṇ

Å   Ḳ 290 ṕ2024 7 Ṍ2029 3 Ṗ

Å Ḳ

ểṖ ṇ ḱ ︣

Å ṇ Ṋ פּ שּ

︣ Ṋ פּ

ỄṖ ṇ פּ

ÅAI ︡ ṊAI ︡

ḱ ṊAI ︡ OT ṇ

ṇ ṇ

Å Ṋ ṇ

ễṖ

Å

Å ṇ ḱ ︣

ỆṖ

ÅY-00 ṇ ṊY-00

ṊY-00

ẑFFRIḭ ḭ ḭ ḭNTTḭNECּפ

ṕFFRI  Ṗ

ṕ ṇ ṇ ṇ Ṗ

ṇ ṇ ṇ

ḭ ṇ ḭ ḱ ṕ 19 Ṗ
ẑ ḭ ḭ

פּ
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ṇ Ḳ ṇ

V AI ︡ ṇ
ḱ ṇ ḱ

V SBOMṕSoftware Bill of Materials Ḳ
Ṗ ︣
ḱ

V SSDFṕSecure Software Development 
Framework Ḳ NISTּצ ︡
ḱ ṇ ṇ Ṗ

ṇ

2026 2027 2028

1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q

ṇ ( ) ךּףּ ḭ ḱ
Ḯ

ṇ Ḯ2026
︡ḭ 1 ḭ2027וֹ

Ḯ

ḱ ṕ ṇ Ṗ

V ḭ ṇ Ḯ
V ︣ ḱ ︡ḭ שּ ḱ קּ ḱ Ḯ
V ḱ ṇ ︡ḭ צּ DX ︣ כֿ ︣Ḯ

· צּ ḭ שּ קּ ḱ ︡ צּ ḭ
ṇ ︣ ḭ ṇ ︣

2026 Ṍ2027 וֹפּ ︣ Ḯ
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︡

· ṇ ṕJNSAṖּצ ḭ ṇ SI
Ḯ2025 10 ṡ ṇ Ṣ ḱJNSA

︡ḭ 80 צּ ︡ Ḯ ṇ
Ḯ

· ︡ḭ2026 Ễ Ḯ קּ קּ ṇ ︢
Ḯלּ

V ṇ ṕJNSAṖּצ ḭ צּ
ךּ SI ṇ
Ḯ2025 10 ḭ JNSAּצ ṡ
ṇ Ṣ Ḯ

V ṇ ḭ ḱ ṇ ︣ ṇ ḭ
SIלּ ḭ ṇ
︡ ḭ ṇ 80

צּ ︡ḭ Ḯ

V ḭ ṇ
ṕ2026 Ệ ṖḮ ṇ ḭ

ḭ Ḯ

ṇ SI

V ︡ḭ2026 Ễ
Ḯ

V ṇ ḭנּ
ḭוֹ קּ קּ Ḯלּ
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ṇ

· ︡ ṡ ṇ Ṣ ḭקּ
︡ ṇ IPAṕ Ṗּצ Ḯ

· 398 ṕ2026 3 ṖḮ ẑ2025 3 פּ 49

ṕ Ṗ ṇ ṇ https://www.ipa.go.jp/security/service_list.html

ṇ
ṕ ̡ Ṗ

צּ ṇ
וֹ ךּ︡

ṇ
פּךּ פּ ךּ

קּ ṇ
ףּ ︡ךּ ךּ

צּ ḭ ṇ
ṇ ︡ ךּ

ṇ
ṇ

Ẇ
ṇ ṕIPAṖ

Ẇ ︢ ︣

ṕ Ṗ

(5 1
)

 
ṇ ךּ ḭ

פּ נּ ṇ
קּ

נּ
ṇ ḱ

ḱ

וֹ

︡ 398 ṇ  (2026 3 )
Å ṕ84 ṇ Ṗ
Å ṕ188 ṇ Ṗ
לּ        ṇ (51 ṇ )
Å ṕ43 ṇ Ṗ
Å ḱ ṕ51 ṇ Ṗ
Å  ṕ32 ṇ Ṗ

https://www.ipa.go.jp/security/service_list.html
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ṇ

Ẇ ḱ ṕṡקּ ṇ Ṣ FṖ

ü וֹ ḭ ︡ ︣

Ẇ ḱ ṕṡ Ṣ Ṗ

ü צּ ︣ קּ ︣ ḭ צּ קּ
ḭלּ שּ ṕ2026 ễ Ṗ

ḱ נּ

Ẇ ḱ

ü ︡ḭ
︣ ḱ

Ẇ ṕIPA / ICSCoEṖ

ü OT( Ṗ ITṕ Ṗ אל
ṇ וֹףּ

ḭể ︢ ṇ

Ẇ ṕ Ṗ

ü ṇ ︣ ḭ
ḱ נּ

Ẇ SECUNITY וֹףּ

ü ṇ ︢ ḭ
ṡ Ṣ וֹ

ẆNCO וֹףּ

ü ḱ קּ
וֹ ḭ

ḱ ṕẑṖ

Ẇ ṇ ṇ ṇ 2026 ṕNCOṖẑ2026Ệ

Ẇ ṇ ḱ

Ẇ ḱ

ẑ ︡ ךּ צּ טּ ︡ḭ
קּ וֹ כֿ ḭּט ךּ

וֹ ךּ כֿ
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IPA ṇ ṇṕICSCoE ẑṖ

· ḱ וֹףּ ḭOT( Ṗ ITṕ Ṗ
אל ṇ ︡ ḭIPA Ḯ

· ICSCoE ךּ ḭ ︣ ḭקּ ṇḭ
ḭ ể ṇ Ḯ

Ṇ IT ḱ ︡
Ṇ ךּ
Ṇ ḱ
Ṇ ḱ

ḱ ︣
ṇ ṇ

Å ể ︢ ṇ ṡ Ṣ

Å ḭ ḭ ḭ ḭ ḭ פּ 1 ḭ9 550 צּ
ṕ 1 Ḳ76 ḭ 2 Ḳ83 ḭ 3 Ḳ69 ḭ 4 Ḳ46 ḭ 5 Ḳ48 ḭ 6 Ḳ48 ḭ 7 Ḳ65 ḭ Ị Ḳ57 ḭ ị Ḳ55 Ṗ

Å ḱ ḱ ︡ ṇ
üCISAẑּצ ︣ ṇ

ṇ טּ 301

ü ḭ

7 8 9 10 11 12 1 2 3 4 5 6

ḱ ḱ

ṇ ṕ Ṗ

ṇ
( Ṗ

ṇ
ṕ Ṗ ( Ṗ

-  ṇ

ẑICSCoEḲIndustrial Cyber Security Center of Excellence
ẑCISAḲCybersecurity and Infrastructure Security Agency

2017 4
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ICSCoE ṕ ḱ Ṗ

· IPA ICSCoE ḭ ḱ וֹףּ ︣ ḭ פּ
ḭ Ḯ

· לּ ḭ ︡ ︣ ḭ
ḭפּ 12 18 ︡ḭ Ḯ

ṕ2023 10 Ṍ2025 4 Ṗ

ṕ2025 4 Ṍ2025 10 Ṗ

Å צּ ṕ Ṗ ךּ ḭ Ḯ
Å צּ ךּ ḱ ︡ḭ

Ḯ

Å ︣

- ḭךּ ṇ ḱ ︡ḭ
Ḯ ḭ ךּףּ ︡ ךּ Ḯ

- פּ ḭקּ ︡ וֹ וֹ ḭךּ
ḭ Ḯ

- ṕ Ṗ

ḭ ṇ ḭ קּ ḭ ḭ ḭ

ḭ ḭ
ṕ Ṗ




