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HFRIZE I A —SAE. BF [The Next Generation of Data-
Sharing in Financial Services: Using Privacy Enhancing
Techniques to Unlock New Value (EmiH—EX(CHITDRH
RT—FHB | FTTIMMMEZ RN T DTN T 51 )\ —5i(L
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- ADNIR TSI T (E=EN
5DO7—5EE) ([CLKDT. BEDOFELFIT L
j v |\ t J: D J—_Eﬁﬁfd:j L — >3 \/% %IE_C g Potential benefits of sharing data Potential drawbacks of sharing data
5 (45“ . EIE%%*ib\ S N S@g_ - 9 7&1% ) t Fﬁi% Enrich decision-making systems

Expose competitive knowledge

IDEZ 3H) 3
“ - “ L n - - w Draw on third-party capabilities ﬂ Run afoul of privacy regulations
o VONIN\NDIUR =517 /0(7_9% Institutions

Scare customers by “knowing too much”

%E%;ﬁﬁj%:t)‘:&b\ E;Fia)ﬁ L/Td:(/\ Achieve a greater scale of data
MR CBE B R CE 58523 (B ; |
|_ I:I /—RT '{ / K ,]/ -!j- — J O)Eﬁ%) Support innovation and competition Iﬁi e B

° 52 —s Q ;:l\:ﬁ %;}Ej( g_n( i\ —j@%ﬁm*% F;a t\‘ (g: Provide effective systemic oversight Regulators
R CE R MIEZFRI B EETED
({9” . KYCODE&DGD6$E'?T Fﬁﬁ E}%) Access higher-quality products and services Misuse of personal data

Access more efficient products and services Customers Leaking of sensitive information
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(1) Z9 7=/ — (Differential privacy)

BNEHETEDT —HDHIRR. FEFERLZMMETDeHIC. TOER (AB.
STEBER. FFHD) ADJS A XZENMTDED. EADT—5ZHRE LIS,
BERDHDAREEIEH T ENTED,

(2) Jx>L—7v Rt (Federated analysis)
RRBF— 5ty NCHUTEHNCONERITU. SOOI BESNA YA N
BTy NRKCHET B35, — D07 —IN— AL THT BT &I
FOTEUIRAREESR (F—IBEURIE) £RRATES.

(3) #REEEESIE (Homomorphic encryption)
WESEO—E, F— IS E (RS AT — RS T BT ET,
BHRTDEDERIMDC LI T —IEINCEBEDCT B E. T—TBED
BT — S DBEREOMBECHN TS, MEEDE T —SDREICERTE 5.

(4) EO%0:EERR (Zero-knowledge proofs)
HBUEEN, BRUCEBEIETET LR, HIIFEDERERDYES
[CEEPAT BC ERAIREICS B, ERERELELS ETB1—F—h, HELNBELE
EHILSNC BB ER LRV = E R TR BA LB,

(5) ¥ILF/)\—F7+5t8 (Secure multiparty

computation)

RIS S C>COXNGER SERIC, EETESRVE=E LIFReHE T IR(CE.

BADT S+ )\>—%&F2D Z EN TS DR, MMDELHDOHENRE T DEAT—5
Z. TDANZAMNT CERBRL< DT DT EZAREICT D,

DIFFERENTIAL
PRIVACY

Where noise is added
to a dataset so that
it is impossible to
reverse-engineer the
individual inputs.

ZERO-KNOWLEDGE

Where users can prove
their knowledge of a value
without revealing
the value itself.

QD

FEDERATED
ANALYSIS

Where parties share
the insights from the
analysis of their data
without sharing the
data itself.
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HOMOMORPHIC
ENCRYPTION

Where data is encrypted
before sharing such that
it can be analysed, but not
decoded into the original
information.

»

SECURE MULTIPARTY
COMPUTATION

Where data analysis is
spread across multiple
parties such that no
individual party can see

the complete set of inputs.
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HEEE I A —SAE. WTOEDHZEE LT, B2 [The promise
of TradeTech: Policy approaches to harness trade digitalization

(bL—RFvODEEN : BEDT ) ALZEHHHT DTz DI
w7JO—F ) | m2022F4R(CNFER

HeENS

No—R>Fwvo (DUO—-)ULBZOzEAE, 83, Fhinlaetz
AJgEC I D —EDTU./O>—) (F. BEORBEIS3IEL. O
A MR BT 54 F T —>0OFERIL - BIiEHDm Bk ENERE
FERBAL, FNEWLWD DG, ERRNRBERIGRADOEBER(CH D
20106 %, B HE (RTA) (& EFEEBEIETSHILES
DIREZRE LU TCETEBDD., WEEZ < DOFXRFEWRDEES & REBD
BSRN%D TL\D

AKBEETEH BEOTZIIULE FL—RFYVIODEREZZIETD
FTEEQEEIZBS, 5D0EILFTa>0 - JOvo( TkL—R
TWOMD5G] Y2 RY

The promise of TradeTech

Policy approaches
to harness
trade digitalization
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1 J0-—)\Vids—IBiaESECET 12484

Eﬁ%’ﬁb‘\% <. ZhT. Eﬁfdyjﬂ —)OULR7 Ot E. EFECEBHECOEIBZBR T —4
Bin& n]gE(C I DIENIEA D E 1 Global data transmission and liability
frameworks

2 EFHE| - EFXEDY O—)VULIRENERE

EFRED (CHEBRZHOXE(L. BRBESZHELEVVEZE $F(CH/NMEZE) (CREREIEERD
b, BEFHESNIEBEXEEG | OEEE X 1EMNERI 7 B7R— NI DA EHF N E Global legal recognition of electronic
transactions and documents

3 BAEE/DOO—-)RTIINTIATT4TA

N =2

o

TUENRBSDTZFIULICE. ADEATZIF TR, B/ DCHMDTZHIL - VAT 2T 147+
¥ 20—V 7TO—FMRETHD. TZFILIDSAFLADEIIFEET D ENTED

Global digital identity of persons and objects

4 BFEFPOISY NIA—LDT—IETILD

2 0—-)VUVIHEEERT™T
SENRESOFSIUCCE. EEENR CGHEENET—SERULS ICEBRL. TS5y h
ot — LRI EERM RS 3200, 7 —SDEEER SBENUE THS

5 90-/ULRBESIV—I\DFItRE,
it - BEMEENICiE

BERAENED (CDON. EREZHEX TR TERASNDIL—ILIEELDEZ L BT, EBH(CRD,
FE(CHVIMPEEISEITHIRER (CIR D TETUVDN, #itdt - BEfbt=n/ziE (Computational Law)
THRIRENZBBIL—ILICZZ SNIEBENREST 2F)UEE. BEOMREBIEEEEDHD

4 Global interoperability of data models for
trade documents and platforms

Global trade rules access and computational law
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(1) EARA> bZERDITD

- TSV bhIA—A Y- #EifiVyIU1—->3>0
ZNENCTTO—FHBE ] _ I
egulatory technologies and potential applications

(2) ESEEER DTS

N < Machine readable code Automated processing of new regulations
* l/g T \J 0 @}Iﬁﬁ _'I- bll ﬂzb\ L \%Ei_z y < d)&rd\ 5 %E Search functions Identifying relevant regulations
Bl - BN DD FIULVEBHRE - BHSNTWDS, — |
< ots roviding easy regulatory advice
:I X I\d)h\b\g :I /j j /r 7 /Xa: I \y g ) j D _lzx Big data Analysis and synthesis of data for reporting
b\ﬁE a_ 5 N %EI_,:EU ’ gﬁ O)&\Eii% Td:&% (:1¥ 5 Kﬁﬁ;'l‘ﬂi (Robotic) process automation Reducing manual, human tasks
\ O |
b @ 5 N Td\ & Machine learning Prioritizing and optimizing reporting, Horizon scanning
_ J - - \ —_ Blockchain/distributed ledger technology Tracking and verifying data
(3) D% E (L’ — D 7— j:i'ﬁl-\] \J IJ j‘ T / E / %bls\ (E .) Cloud-based platforms Effective data management and storage
Rﬁrd\j:iﬁh] \J IJ 1 B / 3 / %tl:%}:E a_ 5 7— &J (L_ N %Eﬁ-:]u j Natural language processing Legislation scanning, information management, labelling
OTCADECTHIBEMNMEEZTTLDDN, ENSDMER-E Sumvellancorimage recogniton ————
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What governments and organizations need to consider to prioritize the

deployment of RegTech?
Present

Assess

Determine the regulatory problems
that need to be addressed, e.g.
inefficient or costly processes

Immediate future

Scan

Monitor for disruptive innovations
and trends; identify changing
user groups and technology
applications; develop a range of
options, including and excluding
RegTech solutions

For the future

Invest

Allocate resources and
funding into building capacity,
technological and expertise,
and into emerging tools and
supporting infrastructure

Experiment

Embracing an agile approach to
regulation more broadly; identify
opportunities to conduct small-
scale tests and experiments with
technology

Augment

Systematically incorporate
RegTech to existing processes;
focus on promoting outcomes-
based regulation; validate the use
of RegTech tools

Scale

Identify opportunities for system
transformation; continuously
measure and improve impacts;
couple with RegTech applications
with regulatory review

Learn

Learn from experience of others
across industry and internationally;
understand the options,
applications and implications of
different technologies

Consult

Generate buy-in from close
stakeholders; consult industry and
organisational staff; co-design the
augmentation process

Engage

Deep industry and/or cross
sector engagement; consider
international systems and
regulatory requirements; promote
a cultural change to support
broader RegTech adoption
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Thank you.

Questions?
C4IRJapan_info@weforum.org
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