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The intent of the Cybersecurity Foundations Knowledge Unit is to provide students with a

basic understanding of the fundamental concepts behind cybersecurity. This is a high level

introduction or familiarization of the Topics, not a deep dive into specifics.

Outcomes

To complete this KU, students should be able to:

1. Describe the fundamental concepts of the cybersecurity discipline and use to provide
system security.

2. Describe potential system attacks and the actors that might perform them.

3. Describe cyber defense tools, methods and components and apply cyber defense
methods to prepare a system to repel attacks.

4. Describe appropriate measures to be taken should a system compromise occur.

5. Properly use the Vocabulary associated with cybersecurity.

Topics

To complete this KU, all Topics and sub-Topics must be completed

. Threats and Adversaries (threat actors, malware, natural phenomena)
. Vulnerabilities and Risk management (include backups and recovery)
. Common Attacks

. Basic Risk Assessment

. Security Life-Cycle

. Applications of Cryptography and PKI

. Data Security (in transmission, at rest, in processing)

9. Access Control Models (MAC, DAC, RBAC, Lattice)

10. Confidentiality, Integrity, Availability, Access, Authentication, Authorization, Non-
Repudiation, Privacy

11. Session Management

12. Exception Management

13. Security Mechanisms (e.g., Identification/Authentication, Audit)

14. Malicious activity detection / forms of attack

15. Appropriate Countermeasures

16. Legal issues

17. Ethics (Ethics associated with cybersecurity profession)

Vocabulary
Advanced persistent threat (APT), attacker, Block ciphers, DoS, DDoS, malware,
mitigations, residual risk, risk, stream ciphers, vulnerability

NICE Framework Categories

Securely Provision (SP) Operate and Maintain (OM) Oversee and Govern (OV)
Protect and Defend (PR) Analyze (AN) Collect and Operate (CO)

Investigate (IN)

. Security Models (Bell-La Padula, Biba, Clark Wilson, Brewer Nash, Multi-level security)

KU &N B L [ 2 691E

Foundational KU’s [3]
Foundational - Cybersecurity Foundations (CSF)
Foundational- Cybersecurity Principles (CSP)
Foundational - IT Systems Components (ISC)

Technical Core KUs [5]
Technical Core - Basic Cryptography (BCY)
Technical Core - Basic Networking (BNW)
Technical Core - Basic Scripting and Programming (BSP)
Technical Core - Network Defense (NDF)
Technical Core - Operating Systems Concepts (OSC)

Non-Technical Core KUs [5]
Non-Technical Core - Cyber Threats (CTH)
Non-Technical Core - Cybersecurity Planning and Management (CPM)
Non-Technical Core - Policy, Legal, Ethics, and Compliance (PLE)
Non-Technical Core - Security Program Management (SPM)
Non-Technical Core - Security Risk Analysis (SRA)
Fraud Prevention and Management (FPM)
Hardware Reverse Engineering (HRE)
Hardware/Firmware Security (HFS)Host Forensics (HOF)
IA Architectures (IAA)
IA Compliance (IAC)
IA Standards (IAS)
Independent/Directed Study/Research (IDR)
Industrial Control Systems (ICS)
Introduction to Theory of Computation (ITC)
Intrusion Detection/Prevention Systems (IDS)
Life-Cycle Security (LCS)
Low Level Programming (LLP)
Media Forensics (MEF)
Mobile Technologies (MOT)
Network Forensics (NWF)
Network Security Administration (NSA)
Network Technology and Protocols (NTP)
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Optional KU’s [56]
Advanced Algorithms (AAL)
Advanced Cryptography (ACR)

Advanced Network Technology and Protocols (ANT)

Algorithms (ALG)

Analog Telecommunications (ATC)
Basic Cyber Operations (BCO)
Cloud Computing (CCO)

Cyber Crime (CCR)

Cybersecurity Ethics (CSE)

Data Administration (DBA)

Data Structures (DST)

Database Management Systems (DMS)
Databases (DAT)

Device Forensics (DVF)

Digital Communications (DCO)
Digital Forensics (DFS)

Embedded Systems (EBS)

Forensic Accounting (FAC)

Formal Methods (FMD)

Operating Systems Administration (OSA)
Operating Systems Hardening (OSH)
Operating Systems Theory (OST)
Penetration Testing (PTT)

Privacy (PRI)

QA/Functional Testing (QAT)

Radio Frequency Principles (RFP)

Secure Programming Practices (SPP)
Software Assurance (SAS)

Software Reverse Engineering (SRE)
Software Security Analysis (SSA)

Supply Chain Security (SCS)

Systems Certification and Accreditation (SCA)
Systems Programming (SPG)

Systems Security Engineering (SSE)
Virtualization Technologies (VTT)
Vulnerability Analysis (VLA)

Web Application Security (WAS)
Wireless Sensor Networks (WSN)
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. Program of Study(POS)@a—tG)j ‘/-Ej" |\:Ej_—“)|/ 288 : https://public.cyber.mil/ncae-c/documents-library/
« (_CAE Cyber Defense (CAE-CD) Program Guidance — 2022 & D)

- BYBEHBETREIND T /N\—tFa )T+ DEEH. CAE-C DKU AlignmentL TLWDHESHEIRSE (Validation) 33728

g)zg,’gafc BHERERRUBRS. V—T 1 74T —METREZRDBICEDEHE LT, UTDLSIBERZER UPoSZE

T00 3 LLRNILOZEBMR(Program-Level Learning)

7005 LARRHIEIEIZ (A program outcome assessment indicator/ assessment metric)
HUFaS Ay FETFS(Curriculum Map and Plan)

- BHEBBIEPOSICERINAEE I —ANEDKSICKUITHB D TLI\BH\(alignment)Zx L7z KU Alignment Z32R L. CAE-C AD
Validationz® (732 &(C2d, 2DV T hZRLTVLWDDAH, K3 PoS Validation Conceptual Model

- (Green) represents the
“Curriculum Map" where the
courses in the PoS are mapped
to the Program-Level Learning
Outcomes, and evidence is
provided from the program
outcome(s) assessment
indicator(s)

Curriculum

. - (Purple) represents the
“KU Alignment” where the
courses in the PoS are aligned
with the KUs and KU Outcomes
(no pointing to KU topics
needed, only evidence for KU

Outcomes coverage needed)
Courses in the PoS

aligned with KUs E

- (Blue) represents the
Continuous improvement plan
and process. Evidences needed
for the existence of the plan,
process, and proposed
schedule

Knowledge Units (KUs)

Figure 3. PoS Validation Conceptual Model
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i KnOWIGdge UnitlcDWT SR : https://public.cyber.mil/ncae-c/documents-library/
« (_ CAE-CD Knowledge Units &0)

« CAE-CD 5EZ=X(FBFRICIEX. NCAE-CORFBLL(KU)ICELE., HBERETRUIDNIUF21S AL - Yy TEE
BZEHE LU INER S50,

o J—RFLERFZDMOHERRE. HEABEDEM(CHE > THEFETE =N, KU [CBESEIREN DD

NICE Cybersecurity Workforce Framework: Seven Categories

Optional Optional

KUs (3) + KUs (3) +
Optional Optional Dissertation Dissertation
KUs KUs or institutional or institutional

(7) + Thesis (7) + Thesis equivalent equivalent
or institutional or institutional

equivalent equivalent

PhD program assumes
MS degree in related field

Optional Optional

. » KUs KUs Thesis/ Dissertation or institutional equivalent in a Cyber Defense Topic
Program Optional Optional (14) (14) = S ey s mmm s e oy —
Choice KUs KUs Graduate programs provide evidence their students are admitted wit o
(3) (3) «foundational and core knowledge or it is included in the program of study »
Objective Technical Non-technical Technical Non-technical Technical Non-technical Technical Non-technical

Driven Core KUs (5) | Core KUs (5) Core KUs (5) | Core KUs (5) Core KUs (5) ¢ Core KUs (5) Core KUs (5) ¢ Core KUs (5)

Everyone Cybersecurity Foundational KUs (3) Cybersecurity Foundational KUs (3)

Program .
gTyp o Associates Bachelors Masters Doctoral

Figure 4. CAE-CD Knowledge Units Alignment Requirements
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Institution’s Name in English

Institution’s Name in Chinese

Xidian University i 22 R K
Wouhan University FEWN =
Beijing University of Aeronautics and
Astronautics e AR K
(Beihang University)
University of Science and Technology of . N
Wversty WO s mAp AR
China
PLA Strategic Support Force Information | 1 [E A B AR 4 GRIE 378 3 S B
Engineering University TR
Huazhong University of Science and R
Technology
Beijing University of Posts and . 8
ing University T e k2
Telecommunications
Shandong University AR K2
Sichuan University Y1 K2
Southeast University NN
Shanghai Jiao Tong University R HASE K

*1) COLR—FTIE LB R EL TCAE-COZEIRL TLVD,
*2) https://www.nsf.gov/pubs/2020/nsf20072/nsf20072.jsp

31




ENISA European Cybersecurity Skills Framework (ECSF) YA R AN
:\: AVTAREIL—LT—D, { enisa m ——

e 1—H—YZa7I)LICKDFE

B8y

-+ BEBEINZEET BRI BN, ¥ ARICOVTOILEIBRE _
« YAN\—tFa2UT1 - RF ) LICX$ 9 58 R0feE ZZ}i‘é;ﬁ ggﬁfﬂi‘zﬁ%‘;"iﬂmmon =
- YAN\—tF2UTBBEOTHETOY S LADRHEZIE Ry o

7 L/ _ A |7 _ 9 competences required.
« IRTOYAN—tF2UT(BEOREZ120TOT 71 ILIC e e

ents the

. BRICHET REE. ¥/, BEHR. BERFEOHBE DT -

. 'fﬁj‘\bl 2 '7' 2 (:E’j\\, \ 7‘:_ ;gﬁﬁ G) 7‘:_ db G)gé?t%ﬂljfd\ jj\/r H https://www.enisa.europa.eu/topics/education/european-cybersecurity-skills-framework
s BYAN\—EFa2UTFTsDRNBTORBMEBRITDIDDEL : AMOER. RFILPYVT. BRAFIL
- ERRDINATECSFZER L7 DDMEBDERASA

BiZ

¢« EU 20U 1/I\—tFxa2 VT sEMPKROEE (5. HA) 46 (BB, i) ofcihBRomEsLBDBREB8d I &

« FHEHDEANSMBESNDIEELRAFILEY FOFEZZEL. FE 0SS LADREEBEICOEELGRAF )L LY FORREEX
EBITBRCENTED, BERUEEBX. BESNERAFILDX vv =BT I EOHCHER >TEIRDEAEZIET D ENTED,

e FERYAN—LFX2VUTEARDOERIE, VIRIFILESTHERIRBRAFXIL, &51C (HULHNE) EWAIBE@ICDLTOD
IBRARET D, BT, BEFARTHVLWALASIEN., HYA/N\—tFx2UF 2 R— T DHOUY —REHB., A, Fv U7
TSVZVITDBHR %IRRT D EZOJREICT B,

e HAN\—TFa2aUFTsDHE. FL—ZVJ. A\AMBARICHFTRANERET D, TA/\—CF2 T DAF)LEREDARICH
(72 DMNDILESEEE UTICTEMRBEEHESA TS XK EETE S,

o BAN-—KZB(CHT DEHERILDERE . HRICETDIRERITYRTLADWEILICEIMT Do Rfce BINDOTA/I\—Fa2UT 1 AWM
CEFDENAARZERT DHAEICDOVNT, BRENBE LS ZRHET 5,

2024/2/1 #1801 [FS4)UERDAMIEICET 3RTA 32



Cybersecurity Higher Education Database (CyberHEAD)

https://www.enisa.europa.eu/topics/education/cyberhead#/
~R.

x

k Discover 142 programmes over 26 countries

What do you want to learn?

See all programmes

B |
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- EREBEEE (National Skills Fund) [C&29D0DH 1 /)\— -
J— F$VJ7ﬁ§%

218 [FZHILEFRDAMBERICE I 21R5R



UKICEIFZ2 T /I\—tFa2UT s DRFILF v v TEHOEHE

A\ —tFX 21 UT 1 AMOEFHL

s REYA/\—tF* 21T 15¥%HS= (The UK Cyber Security
Council) NBAET—EMDHDIEMRE U TCOEEZRTE

« Career Maaping Tool

e HA)\—tF2 VT4 DRRBIABNFHFTEL T, FEBORFTILPHEEMNIREE S
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« Cyber Career Framework
- 16FEFED Y1 /\—tFx a2V FT+EFRICET I ERPFIDIEHRAIRM
 Certification Framewrok Tool
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 Training and Qualifications
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