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Complexity of Cloud Deployment models

ISO/IEC 5410:2024

Concepts for multi-cloud and multiple cloud services

e Public cloud

* Private cloud
* Hybrid cloud

* Multi-cloud
* |Inter-cloud

* Federated cloud

CSCs/CSUs

i CcsP1 \

PriElate cloud
0aQ
U p

( CcspP2 \

Public cloud
0 oo

..............................

Hybrid cloud

Secondary CSP
CSP2

PuEIic cloud
00
U g

Primary CSP
CsP1

Public cloud

0 oo

- -
CSCs/CSUs

Secondary CSP
csSpP2

Public cloud

0 po

CSCs/CSUs

CSCs/CSUs
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Cloud service categories (IaaS, PaaS, SaaS)

EZEEINDTIRBOA(>I7ZBAUEIELTVIN STEHEEREENZY —ERELTEB AL, ERUD TSNS

Managed by customer

Traditional IT

Managed by customer

Infrastructure-as-a-
Service (laa$)

Virtualization
Servers

Storage

Networking

Managed by
customer

T
90INIDS-Y-SY

Platform-as-a-
Service (Paa$)

Runtime

Middleware

Operating system

Virtualization

Servers

Storage

Networking

z
>
%
2
B

Software-as-a-
Service (SaaS)

Applications

Data

Runtime

Middleware

Operating system

Virtualization

Servers

Storage

Networking

Cloud Infrastructure

v
A

Cloud Applications

\ 4

90INIDS-Y-SY
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ISO/IEC DTS 10866

ISO/IEC 19941

Interoperability and Portability

Interoperability (5 facets)

* Transport interoperability

* Syntactic interoperability

* Semantic data interoperability

* Behavioural interoperability

* Policy interoperability

Data Portability (3 facets)

* Data syntactic portability

* Data semantic portability

* Data policy portability
Application Portability (5 facets)
* Application syntactic portability

* Application instruction portability
* Application metadata portability
* Application behavior portability

* Application policy portability

Framework and concepts for organizational autonomy and digital sovereignty
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F—8H—-L35>Y— (Data Residency) E FDE4E (Operational Sovereignty)
o FAFEEINEHIBR ISR FINS. o H-EADEFEELHEEE
o TOGAAIRERENBIRTES, o HIRENEH-EADTATH1
. BEBEOLTTEM
F—4—FH (Data Sovereignty) - 39 RERCxIZREZ O M)
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Sovereign Cloud Deployments

F-ILIT VS wBA B0 TIRORE T SEL BATS NGRS

SESELHMBORHAETILE
IREL, eTRILEREY—E
AzRET %,
B2 4 THDELEN
RDEAY :

. EZIIHRESINTLSD
HERTIOERTESDHM
HEANREEETT AN
EDLSIRESNATLSHM
ED & S EERFIHET 5 H
43—y b OEREE

Public Cloud

5| =

O
0ol

Options \

Location

Access Control

Operations & Support @

Regulatory Requirements e

Internet Connection or Air-Gap @
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6+ Cloud Deployment Models

Cloud Region models driven by Customer Requirements

ORACLE
CLOUD INFRASTRUCTURE

B O O O M &

Public Regulated EU Sovereign Dedicated Alloy National Security
Regions Regions (Gov) Regions Regions Cloud Regions
(DRCC) (ONSR)
Public Cloud Isolated Cloud
Oracle Strategy Driven Customer Demand Driven
« ASHLBBELET—EtU8— - BEABE/QIYFLBEENBRLET—2E0 48—
« AZUNZEKBIITVFDRELGEELERE * Cloud InfrastructureZ & YBY)ICHEIL F=LWVHARE2 T —
ZIFTANT=DRAEZT—MRIT [T (EEANL—23Y)
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Oracle Public Cloud

Everything Everywhere ™

Location (Regions): World-wide (Oracle DC)
Customer Base: Anyone (Multi-tenant)
Operations: Global Oracle Operations & Support
Compliance: Standard industry certifications
Connectivity: Internet Connected

3%
@ @ & ®
s se cee
e e &
@
)
®
® BED)—I3Yv Py
. @ y
e Frlkcmbz)—Yay &
© Azure HHE & s

ﬁm77ﬁb )—3Y

240NVE ., 370)’7:7r7 K-y—3>

_12HEL (B&UTEU) T @W@Tﬁf'x@')
CHNYOEHIZIDUEDY—S 3 UEER

SUTNTHO—NILIZ—EB LE-EREE

ORACLE
CLOUD INFRASTRUCTURE

o® o2

- ®o
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Oracle Dedicated Regions Cloud @ Customer — DRCC
Oracle Cloud InfrastructureM< T DPublic Cloud ServiceZ . BEZNEIRUILYIIERRIZFR(CH D,

B a2 O UzCloud Regiont U TIR{H

« Location (Regions): Customer DC or co-location
« Customer Base: Customer choice / Single-Tenant
« Operations: Global Oracle Operations & Support

« Compliance: Customer Defined

« Connectivity: Internet Connected

Oracle

blic Cloud . i
puSelrt/iCc:su 4 v’ Data is Sovereign
v' Data is Private
== E 5SS v' Latency is Low
555 =—— (5 y

Options \

Location .
Access Control
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Oracle Dedicated Regions Cloud @ Customer — DRCC
Oracle Cloud InfrastructureMZCDPublic Cloud Service’ . BEZNEIRUIYIIERRISFR(CH D,

B2 SefaBl 07 UTzCloud Regioné U TiE{H

Customer’s Oracle-managed
floor space cloud racks

Customer’s racks

Oracle physical
access cage

Customer’s data
center personnel

Customer's data center

power and cooling Access for Oracle Operations personnel

for setup and hardware support




Oracle European Union Sovereign Cloud (EU OSC)
EU Data ActE FAEDZEH(THHOTEU T —AEIFICSERETEN. EET—H7ET7 TVT—23> %
EURDASIIT -9t 9—ICERB (EUBESECLOTEE)
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Location (Regions): Oracle Data Centers in the EU Region

Customer Base: Anyone

Operations: Oracle European Union Sovereign Operations & Support

Compliance: Regional certifications
Connectivity: Internet Connected, but disconnected from Oracle network Bl Sovereign Cloud Region

Oracle

Region # 2 Region # 1

Public Cloud v Data is Sovereign \
Services . .
— v' Data is Private
5(S5| e— | (55 ¥ latency is Low
= == v' Operations are Sovereign
v" Multi Tenant Public Cloud
. v" Disconnected from Oracle )
Options
Location .

Operations & Support
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Location (Regions): Partner DC or co-location

Customer Base: Customer choice / Multi-tenant

Operations: Partner ops. teams that meet gov requirements (e.g. citizens with sec. clearance)
Compliance: Industry/Regional/National certifications

Connectivity: Internet Connected, but disconnected from Oracle network

Oracle

Public Cloud v' Data is Sovereign R
Services . .
v’ Data is Private
B(S(S] e—— v Latency is Low
=== v’ Operations are Sovereign
v Only customers permitted
v

Disconnected from Oracle J

Options

. Location .
*  Access Control

. Operations & Support @
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BT, BhtE. H& U iEERBEERMIFDOracle Cloud

We have an extensive experience delivering isolated operations model

KEBF & & UEER5E M TO0racle Cloud A—X 35 7EBF S &K UCER5& M T Oracle Cloud
s REBFSEUHEE L EELTHRST SN, HEBNICEN- 2 DY s FrURFITHEEL. EFH. M. HABARKOHEEIC Y—EXZRHEET S
14 FTHEREN=Ta7ILY)—2 3 U 959K )—=3y
+ #H Oracle Cloud ')—3< 3 > (Public Cloud) oo Bichi=F5 4 X— « &K Oracle Cloud 'J—< 3 > (Public Cloud) Mo Bishi=T54 X—F
FEERY FIT—0 Ny O R—UIZk>TESKIA TS RS Y I~'7—\\’7 NYDR—=UIZEH>TERSINATWESE A X FZ VU 7TEAF
. REERTHYEXLUTFA—I TS URBEDEERE v T PU—7 A KSR
USMIERBRFY) —2a VPO ERATELRL s BFHREXFL) T EHREEETOY S L (IRAP) D PROTECTED LAJLE
. EEAERTZTRTCOEECINZ. EERGHFIEET 2IEEE RRTF 4 VF 857 L—LTJ—7% (HCF) @ Certified Strategic L NJLZ327E

F—FL., Ream (LJILL) %BF
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F
& Commercial Region
0 B Government Region
W
% 7
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K \
W
T, ~ \ \‘»y” " \T.‘
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\:3 < ,:\,.. )
i | 4 Vo % S Canberra
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2 e B m2_ SE England (London) "N
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BT, BhtE. H& U iEERBEERMIFDOracle Cloud

We have an extensive experience delivering isolated operations model

15

KEBRF., EfFEAE. SRE#EE EAoracle Cloud

o RKEBRMBEERA Xy 7UNI) -2 a3 VICT /R TERL
o KEKRF : XEEBBFORRM. M. thA#EIR (D FedRAMP High & & U DISA Impact Level 4 (IL4) ZBESY 5 K

- ERE : EFERS AT LR (DISA) DFEELANILS (ILS) XL UFEL AL 6 (IL6) DERRI £ 2 T -HEHE Y 5 F#EE (JWCC)
EHR— M9 HHEE

« XEBRIMAY - FedRAMP High. Secret, Top Secret @7 5 7 F#EEAfER /-, A VT UV 2> XA 32274 DEFa )T 4L~

DEEH
Seattle :
Chicago
Ashburn
P_hoenix Reston
Ft Worth
&
B Government Region M Secret Region CNOC
M DOD Region Top Secret Region
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Oracle National Security Region (ONSR)
HWESLUVRSHELANOERE 2RBORDDIVSIVIT4 IR —-I0— RE)HI,
S\ TA=YDREibencF 1717493 :
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10+ ONSR Regions for DoD (Air-gapped)

Location (Regions): Customer’s DC

——-Virginia

Customer Base: Customer Choice ) = ¢
Operations: Dedicated operation teams with clearance by customer S —
Compliance: Customer Choice | NE

Connectivity: Not Internet Connected / Air-Gap

M secret M Top Secret

Oracle
Public Cloud (

Services

;]—

O
l|0oal

Options
. Location .
Access Control
Operations & Support @
Regulatory Requirements

Internet Connection or Air-Gap - E
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Summary of Oracle Cloud Infrastructure Deployment Models
A large spectrum of isolation options

<

Connectivity

Maintenance

Admin. Ops

Localization
Customer

Compliance

17
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[

Internet-connected

Oracle Managed

Shared ops teams

Oracle DC

Multi-tenant

Standard industry
certifications

Internet-connected

Oracle Managed

Ops teams that meet
certain gov
requirements

Oracle DC

Multi-tenant

Government
certifications

Internet-connected but
disconnected from
Oracle network

EU-based Oracle
Managed

Dedicated Ops teams
that meet certain gov
requirements

Sovereign Entity DC

Multi-tenant

Regional certifications

Internet- connected

Oracle Managed

Shared ops teams

Customer’s DC or co-
location

Single-tenant

Customer Defined

Internet-connected but
disconnected from
Oracle network

34 Party Managed

3rd Party ops teams that
meet certain gov
requirements

Partner’s DC or co-
location

Multi-tenant

Regional/National
certifications

Public Regulated EU Sovereign Dedicated Alloy National Security
Regions Regions (Gov) Regions Regions Regions
(DRCC) (ONSR)
Public Cloud Isolated Cloud

Disconnected

Oracle Managed

Dedicated ops teams
with clearance by
customer

Customer’s DC

Single-tenant

Customer Defined
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FHEXZSBICEVNV =959 F—ERXREBEFHICEEON-EH

* Location
T—REEE SN MEBHGIERICRETE D
ZTDGRITEENEIRTE S
* Access Control
257 FMERICKT ABENI Y FA—IILOEE
BEDT—E3HELVT—E3NDIRTDT7 IV ERETELICEETES
* Operation & Support
ENY S FEERT AN
* Regulatory Requirements
T—32E, TN RESNVLEBINSEDERFDOHR EL D
NE (B ITKE2T—3~DT7 I 2RIETEEL
* Internet Connection or Air-Gap

H—EXDEN - BUBRIEREMEZ/ S

X

* The best technology and operations to satisfy all cloud deployment models
HMEOEMN - BEZEDLEICAX MR OER
AVIZRAMSIYFr—ELTOY—ERDEEN L RS
BEEDREM
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A—YHERTYH—EXZHAITIRICEE BELTHECERVEEESISR

c fVITFTARAMSHUFY—ELTOH—ERNDIEEM & FEEM
. HEBEDFEERE & YEEDSEREE (Cloud SLADIRTRERD B
c BHEHEEIATULDEA (ADEAADSAEL

« NY—XEBHDAEEIZOVWTHERTS
#l) LILL (Realm)
c BEDTIT) =23 DEHOICTRETIVEDHILT —EIR—RXRAF—T, T—EIR=—X-FTTxH b,
BLUOT—ER—X-O0—)LETIL—TELEELD,
C LILAE, F—BR—2 -+ TV1H FOREY—2 EHBT T ERTE S,
Fl) ask—k A2k (Compartment)
c TR )Y—ADWEIZFERINSIEELRELTA VT - AV,
c AVUN—FAVPMEFERALTYY—REHEABLUNET SE. EBETIVERARENBRSIZH D,
 ENEDY Y —RIZT IV ERT HIUENHINEBRZITKRET - RETZT 5,
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