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1 Introduction 

 1.1 Background and Objectives 
⚫ With the spread of IoT and digital transformation (DX) technologies, as well as 

increasing demands for supply chain transparency, international data sharing and 
utilization by companies are expanding. In addition, the development of cross-
industry data platforms and infrastructures, such as the EU's GAIA-X, is accelerating. 
In Japan, the “Ouranos Ecosystem” project has been promoted as an initiative to 
enable data collaboration across companies, industries, and national borders. 

⚫ As international data sharing and utilization expand, countries and regions are also 
developing data-related laws and regulations. Some of these regulations1 encompass 
all types of industrial data held by companies, regardless of whether they obtain 
personal information, and include rules that restrict cross-border data transfers (data 
localization) and enable data access by government (government access). These 
trends are expected to accelerate. 

⚫ Such regulations might become restrictive factors in global corporate activities and 
affect the enhancement of competitiveness of Japanese industry as a whole and the 
establishment and spread of cross-company digital infrastructure in the medium to 
long term. 

⚫ In light of these developments and considering the progress of rulemaking for 
industrial data in various countries and regions, there is a growing need to discuss 
current situations and appropriate responses focusing on data-related laws other than 
the Act on the Protection of Personal Information, which has been the primary subject 
of discussion thus far. 

⚫ In response to this, this manual (hereinafter referred to as “the manual”) was created 
to serve as a guideline for data management related to the cross-border and 
international distribution of industrial data by companies (hereinafter referred to as 
“cross-border data management”), aiming to realize safe and secure data sharing and 
utilization by companies and to promote the creation of added value. 

⚫ The manual aims not only to identify major risks for companies in cross-border data 
sharing and utilization, but also to deepen understanding about appropriate cross-
border data governance concepts and processes to create business value and 
strengthen competitiveness through data sharing and utilization. In addition, it also 
seeks to contribute to the enhancement of medium- to long-term competitiveness 
and the establishment of a cross-business digital infrastructure by promoting data 
sharing and utilization at individual companies. 

  

 
1 Refer to Chapter 4, “Major Related Laws and Regulations (EU, China, U.S.) ” 
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 1.2 Assumed Readers and Points to Consider 
⚫ Assumed readers of the manual include practitioners in business, risk and compliance, 

legal, and data management departments across a wide range of industries, including 
manufacturing and IT services, regardless of the size of the company. The manual is 
also intended to be used as a step toward understanding the data management 
concept and process and its importance when sharing and utilizing data 
internationally, even in small and medium-sized companies where the number of 
departments and personnel involved in data management is limited. 

⚫ Discussions on industrial data has not yet been fully systematically examined, and 
discussions focusing on cross-border data management are a new area of study. The 
manual does not include exhaustive discussions but aims to provide appropriate 
information by presenting steps of cross-border data management and some assumed 
risks. 

– Assumed risks and examples of corporate responses are listed in Chapter 5, 
“Assumed Risks and Actions.” However, they are assumed typical risks and actions 
based on Chapter 4, “Major Related Laws and Regulations (EU, China, U.S.),” and 
are not necessarily applicable to all companies and operations. 

⚫ The manual is not intended to establish mandatory rules like laws and regulations or 
to provide official interpretations of laws and regulations in each country. Rather, it 
is intended to provide some concrete examples of risks and actions that may arise in 
the current cross-border data management and to promote a common understanding 
across companies and industries. 
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2 Scope and Positioning of the Study 

 2.1 Scope of the Study 
 2.1.1 Assumptions of the Study 
⚫ The manual focuses on situations where data is shared and utilized internationally. 

– It covers not only situations in which data generated or acquired in Japan or 
overseas is transferred to overseas or third countries, but also cases where data 
generated or acquired overseas is shared or utilized in the same region or country 
without cross-border data transfer. 

⚫ The Japanese government promotes the DFFT (Data Free Flow with Trust), a concept 
that “aims to promote the free flow of data while ensuring trust in privacy, security, 
and intellectual property rights.2” The manual defines value to be realized (the 
elements needed to materialize DFFT); “free distribution and use,” “confidentiality 
and rights protection,” and “trustworthiness assurance,” as the “values to be realized” 
(Figure 1). 
 

  

 
2 Digital Agency, 「DFFT」 https://www.digital.go.jp/policies/dfft 

https://www.digital.go.jp/policies/dfft
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 2.1.2 Subjects of Analysis (Process, Data, Risks) 
⚫ Data sharing and utilization in companies can, by its nature, cover a wide range of 

corporate activities. As the scope of study in the manual, “target processes,” “target 
data,” and “target risks” have been defined. 

⚫ “Target processes” (Figure 2) include data sharing and utilization in each stage of the 
data lifecycle. 

– The data lifecycle refers to the process of “generation/acquisition,” “processing 
/usage,” “transfer/provision,” “storage,” and “disposal” of data. “Disposal” 
includes making data inactive or invisible, as well as deleting data. 
 

   
 
⚫ “Target data” (Figure 3) covers all industrial data that can be handled in international 

data sharing and utilization3. Compared to “personal data,” which has been discussed 
from the perspective of personal information protection, the manual focus on the 
domain of “non-personal data,” where systematic study has thus far been limited, 
and conduct an in-depth examination of relevant case studies. 

– In the manual, “personal data” include personal, pseudonymized, anonymous 
processed information, personal-related information, and other data that are 
subject to protection under Japan's Personal Data Protection Act and the personal 
data protection legislation of each country and region. “Non-personal data” refers 
to data in general that does not fall under “personal data,” including data 

 
3 For information on how each country's privacy laws govern cross-border data management, see, 

for example, Personal Information Protection Commission Japan, “Survey on cross-border transfers 

of personal data by private companies and compliance with overseas laws,” Dec. 2023 

<https://www.ppc.go.jp/enforcement/international_materials/?_ga=2.261802949.956306041.173

7598960-1996458472.1737598960>  

https://www.ppc.go.jp/enforcement/international_materials/?_ga=2.261802949.956306041.1737598960-1996458472.1737598960
https://www.ppc.go.jp/enforcement/international_materials/?_ga=2.261802949.956306041.1737598960-1996458472.1737598960
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collected and accumulated through corporate activities, such as “safety and 
security-related data,” “sales data,” “technical data,” and “other business data.” 

– In practice, the above classification between “personal data” and “non-personal 
data” can be relative and fluid, depending on laws and regulations of each country 
and region. Therefore, it is necessary to be careful to comply with the personal 
data protection laws of Japan and other countries and regions for “non-personal 
data.” 

 

 
 

⚫ “Target risks” include “inability to freely access and manage data stored in other 
countries and regions,” “inability to protect important data (confidentiality and 
rights),” and “inability to trust data,” as a flip side of “values to be realized” (Figure 
4). 
 



8 

   



9 

 2.2 Positioning of the Study and Relevant Guidelines 
⚫ The manual is compiled based on the results of discussions by the “Industrial Data 

Sub-Working Group” from May to December 2024. 
⚫ The Industrial Data Sub Working Group is positioned under the “International Data 

Governance Advisory Committee” and the “International Data Governance Study 
Group” (both under the Digital Agency and METI). 

– The “Data Governance Guidelines (draft)” to be released by the Digital Agency 
based on the discussions of the "International Data Governance Advisory 
Committee” and the "International Data Governance Study Group” take a broad 
view of data governance in general from a management perspective. The manual 
focuses on practical aspects and aligns with the “practical business processes for 
cross-border transfers” in the “Data Governance Guidelines (Draft)”. 

⚫ In addition, there are several guidelines that summarize related content (Figure 5). 
The manual also refers to the contents of these related guidelines. 

– Representative guidelines include the “Data Management Framework for 
Collaborative Data Utilization 4 ,” “Handbook for Protection of Confidential 
Information5,” “Contract Guidelines for AI and Data Use6,” and “Guidelines on 
Shared Data with Limited Access7”. 

– In line with the structure of the manual, chapters and sections from each relevant 
guideline that may be useful have been compiled as key references (Figure 6). In 
addition to the key references, these guidelines also contain many other useful 
ideas and insights, so it is recommended to review in their entirety. 
 

 
4 https://www.meti.go.jp/policy/netsecurity/wg1/DataManagement-Framework_1_1.pdf 
5 https://www.meti.go.jp/policy/economy/chizai/chiteki/pdf/handbook/full.pdf 
6 https://www.meti.go.jp/policy/mono_info_service/connected_industries/sharing_and_utilization/

20200619002.pdf 
7 https://www.meti.go.jp/policy/economy/chizai/chiteki/guideline/h31pd.pdf 

https://www.meti.go.jp/policy/netsecurity/wg1/DataManagement-Framework_1_1.pdf
https://www.meti.go.jp/policy/economy/chizai/chiteki/pdf/handbook/full.pdf
https://www.meti.go.jp/policy/mono_info_service/connected_industries/sharing_and_utilization/20200619002.pdf
https://www.meti.go.jp/policy/mono_info_service/connected_industries/sharing_and_utilization/20200619002.pdf
https://www.meti.go.jp/policy/economy/chizai/chiteki/guideline/h31pd.pdf
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3 Three Steps in Cross-Border Data Management 

 3.1 Overall Picture and the Study Framework 
⚫ In this chapter, a framework will be presented to show the overall picture and items 

to be considered for cross-border data management. The framework defines three 
steps, (1) risk visualization, (2) risk assessment, and (3) implementation of actions, 
and processes in each step (Figure 7). 

– In addition to the above processes, the development of organizational structure 
and IT systems are also important for cross-border data management. However, 
since these should be considered from the perspective of overall corporate 
activities as well as cross-border data management, the manual does not provide 
a systematic review of these issues. 

– The said “Data Governance Guidelines (draft)” describes data maturity and 
security as well as business processes for cross-border transfers as pillars to 
achieve data governance. 
 

  



12 

 3.2 First Step (Risk Visualization) 
 3.2.1 Organizing Transactions 
⚫ In risk visualization, one first organizes the relevant stakeholders, the data and its 

locations in the anticipated data sharing and utilization, to understand where 
international sharing and utilization take place and where cross-border transfers may 
occur. 

⚫ In data sharing and utilization, stakeholders are categorized as “generator,” “user,” 
and “custodian.” 

– In the manual, “generator” refers to a natural or legal person who generates data 
through manual data input or automatic generation from devices or systems, “user” 
refers to a person who uses data through data sharing or processing, and 
“custodian” refers to a person who manages and operates data storage (services). 
However, the classifications and terms defined in the manual do not necessarily 
correspond to those in the laws and regulations of each country. 

– Depending on the transaction, the same stakeholder may play multiple roles as 
“generator,” “user,” and “custodian,” or different stakeholders may play these 
roles. 

⚫ There are countless transactions in practical business operations. It is important to 
organize the transactions (what data is shared, at what stage of the lifecycle, from 
whom, to whom, and by what means) based on the classification of stakeholders, and 
to identify the data location, including whether there are any overseas companies or 
service providers and in which countries they are located. 

⚫ Patterns of cross-border data transfers include “users are located overseas,” “using a 
third-party (custodial) service located overseas,” and “data generators are located 
overseas” (Figure 8). 
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 3.2.2 Organizing Risk Scenarios 
⚫ This step is to organize assumed risk scenarios based on the data location, data 

content, and data lifecycle identified in 3.2.1 “Organizing Transactions.” 
⚫ As described in 2.1.2 “Subjects of Analysis (Process, Data, Risks),” target risks in the 

manual are “inability to freely access and manage data stored in other countries and 
regions,” “inability to protect important data (confidentiality and rights),” and 
“inability to trust data.” There are risks from measures and actions based on domestic 
laws and regulations of the relevant country (hereinafter referred to as “risks 
associated with government actions”), and risks arising from actions by private 
enterprises such as business partners and service providers, whether through 
negligence or intentional conduct (hereinafter referred to as “risks associated with 
private enterprise actions”). 

⚫ These risks are classified into seven categories: “a. Restrictions on data transfer and 
business activities,” “b. Forced access to data,” “c. Mandatory data sharing and 
disclosure,” “d. Restrictions on data transfer and business activities,” “e. Data 
leakage and breach, expanded scope of sharing,” “f. Unauthorized or off-purpose data 
usages,” and “g. Compromise of data authenticity” (Figure 9). 
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 3.3 Second Step (Risk Assessment) 
⚫ Since it may be difficult for companies to address all risks due to limited resources, 

it is considered effective to assess and prioritize risks visualized in the first step. 
⚫ Regarding assumed risks, identify the target data (what data is at risk in the 

transaction) and the process of risk occurring (processes and conditions of actions 
causing risks, existence of relevant safeguards, etc.). 

⚫ Assess the impact of the risk and determine the priority to address based on the target 
data and the process of risk occurring. 

– In the manual, confidential and secret data is defined as data that is highly 
confidential to the company and data that is subject to a non-disclosure 
agreement. It is recommended that companies define the confidential and secret 
data they need to protect and check whether any data at risk includes confidential 
and secret data. 

– The determination of confidential and secret data varies among companies 
(Figure 10). For example, the Information-technology Promotion Agency, Japan 
(IPA) describes the evaluation criteria for confidential information in Chapter 2 
(8), “Detailed risk analysis methods” of the “Information Security Guidelines for 
SMEs, version 3.18.” In addition, examples of criteria for determining confidential 
information are provided in Chapter 2 “Recognition and assessment of information 
owned, and decision on confidential information” of the “Handbook for Protection 
of Confidential Information9 .” Furthermore, based on the risk generation process, 
it is recommended to confirm and evaluate the foreseeability of risks (whether 
the occurring process and conditions are clear) and the existence and applicability 
of safeguards (availability of objections, negotiations, and damage coverage, 
etc.). 

– In general, the higher the level of confidentiality, the more considerations must 
be made for data sharing and utilization. 
 

 
8 https://www.ipa.go.jp/security/guide/sme/ug65p90000019cbk-att/000055520.pdf 
9 https://www.meti.go.jp/policy/economy/chizai/chiteki/pdf/handbook/full.pdf 

https://www.ipa.go.jp/security/guide/sme/ug65p90000019cbk-att/000055520.pdf
https://www.meti.go.jp/policy/economy/chizai/chiteki/pdf/handbook/full.pdf
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 3.4 Third Step (Implementation of Actions） 

⚫ Develop and implement actions to address priority risks determined in the second step. 
⚫ Major categories of actions include “monitoring” to detect signs and occurrences, 

“pre-response” to prevent risks and reduce impact when they occur, and “post-
response” to recover and prevent recurrence (Figure 11). 

– Monitoring: Identifying suspected or predicted risk occurrence, identifying 
whether risk occurs or not 

– Pre-response: Reduction and prevention of the probability of risk occurrence, 
Reduction of impact when occurring 

– Post-response: Protective measures, Pursuit of liability (appropriate and timely 
reporting to stakeholder), Prevention of recurrences  

⚫ Actions categories are further divided into organizational measures (guideline 
development, storage location selection, etc.), legal measures (contracting, etc.), 
and technical measures (encryption, access restrictions, etc.). 

⚫ For details, please refer to chapter 5 “Anticipated Risks and Actions” and Reference 
A “List of actions.” 
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 3.5 Organizing Risks and Actions 
⚫ This section organizes the potential measures considered effective for typical risk 

categories defined in 3.2.2, “Organizing Risk Scenarios.” 
⚫ The direction of effective measures depends on whether the risks are associated with 

government actions or private enterprise actions (Figure 12). 
⚫ “Risks associated with government actions” include direct regulations to restrict and 

intervene such as data localization and government access and indirect regulations to 
require companies' such as mandatary data sharing and disclosure (Figure 13). Among 
measures related to data localization, domestic storage and processing requirements, 
and regulations prohibiting cross-border transfers 10  fall under risks from direct 
government action, while regulations allowing conditional cross-border transfers fall 
under risks from indirect government action. 

– While it is difficult to avoid the occurrence of risks associated with direct 
government actions, it is possible to take measures by correctly understanding 
(monitoring) the relevant laws and regulations and their impact. Pre-responses 
(decentralization of data, and careful examination and selection of storage 
locations) to reduce the probability of risk occurrence and impact, and early post-
responses in the event of risk occurrence are considered effective. Details are 
provided in 5.1 “Restrictions on Data Transfer and Business Activities (Data 
Localization)” and 5.2 “Forced Access to Data (Government Access).” 

– Against risks associated with indirect government actions, it is effective for 
companies to grasp (monitor) the content and impact of relevant laws and 
regulations and take pre-responses such as appropriate contracts/arrangements 
with business partners (e.g., reporting obligation in case of risk occurrence and 
disclaimers in case of negligence). Details are provided in 5.3 “Mandatory Data 
Sharing and Disclosure.” 

⚫ While it is difficult to comprehensively identify risks associated with private 
enterprise actions due to diverse factors and targets involved, flexible measures can 
be taken through agreements and decisions among companies. Effective measures 
include pre-responses of preventing occurrence through technical and security 
measures (e.g., restricting access, controlling exportation, protecting and encrypting 
data)11 and concluding appropriate contracts with partner companies, as well as post-
responses such as early notification and announcement to stakeholders of the 
occurrence and date of the incident. Risks associated with private enterprise actions 
are often caused by carelessness or lack of governance in a company. Although 
indirect effects from increased transactions with foreign companies with different 
business practices and management systems are expected, they are not risks directly 
caused by international data sharing and utilization or cross-border transfers.  

– In contracts between companies, it is useful to consider appropriate and 
necessary conditions from both side: from data generators (providers), for data 

 
10 For the classification of data localization measures, see Yukiko Konno, “An Examination of Data 

Localization: A focus on its impact on businesses and policy objectives (March 2024) <RIETI - An 
Examination of Data Localization: A focus on its impact on businesses and policy objectives>, and details 
are provided in 5.1, “Restrictions on data transfers and business activities (data localization).” 
11 For Japan's Act on the Protection of Personal Information, see examples in 10-6 Technical safety control 
measures in the “Guidelines for the Act on the Protection of Personal Information (General Rules)” of the 
Personal Information Protection Commission Japan. 
<https://www.ppc.go.jp/personalinfo/legal/guidelines_tsusoku/> 

https://www.rieti.go.jp/en/publications/summary/24030003.html
https://www.rieti.go.jp/en/publications/summary/24030003.html
https://www.ppc.go.jp/personalinfo/legal/guidelines_tsusoku/
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protection, and from data users (recipients), for ensuring the use and disclosure 
of data necessary for their business. 

– “Disposal” in the data lifecycle includes making data inactive or invisible. In 
practice, it is often difficult to grasp the status of data, and particular care must 
be taken to avoid leaks or misuse. 

⚫ Since the scope includes the international sharing and utilization of data as well as 
cross-border transfers, the manual focuses on “risks associated with government 
actions.” Accordingly, the following chapter - 4 “Major Related Laws and Regulations 
(EU, China, U.S.)” and 5 “Anticipated Risks and Actions”-provide detailed 
explanations of these risks.  
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4 Major Related Laws and Regulations (EU, China, U.S.) 

⚫ Laws and regulations related to data vary widely by country and region, and new 
regulations are being considered and implemented daily. This section summarizes the 
regulations in EU, China, and the U.S., which are particularly important in relation to 
Japan. 

⚫ In the EU, comprehensive data-related law and regulation is being developed not only 
for personal data but also for wide range of industrial data to promote the data 
utilization and protect rights within the region (Figure 14). 

– To protect personal information, the GDPR12 stipulates that cross-border data 
transfers (including re-transfers from a third country outside the European 
Economic Area (EEA) or international organization to another third country) are, 
in principle, prohibited (Article 44). Exceptionally, cross-border data transfers 
are allowed when the transfer is made based on an adequacy decision (Article 45), 
when based on appropriate safeguards such as Standard Contractual Clauses (SCC) 
or binding corporate rules (Articles 46/47), and when based on the exceptions in 
Article 49. 

– For industrial data, the Data Governance Act13 was adopted in May 2022 as a legal 
framework to promote data flow in the region and ensure its trustworthiness. 

– In addition, the Data Act 14 , entered into force in January 2024 and to be 
applicable in phases from September 2025, stipulates that data generated by 
connected products and related services must be accessible by users and provided 
to third parties on FRAND terms (fair, reasonable and non-discriminatory terms) 
upon request by users. In principle, data holders must make product data and 
related service data that are legally and readily available accessible to users, 
including metadata, in the same quality as is available to the data holder, free of 
charge and, where technically feasible, on a continuous and real-time basis 
(Article 4.1). Upon request by users, data holders shall provide readily available 
data to third parties (Article 5.1). As a condition for data provision, if B2B data 
sharing is mandatory, it is stipulated that the data holder shall provide the data 
to third parties in a transparent manner under FRAND terms (Article 8). In addition, 
the concept of consideration for making data available is stipulated in Article 9. 
It also stipulates that data must be made available to public authorities in 
emergency or exceptional cases (Article 14/15). 

– With the development of international sustainability and environmental 
regulations, such as the EU Battery Regulation15, the Corporate Sustainability 
Reporting Directive (CSRD) 16, and the Corporate Sustainability Due Diligence 

 
12 Personal Information Protection Commission, “EU (foreign regulations) ”  
https://www.ppc.go.jp/enforcement/infoprovision/EU/ 
13 National Diet Library, “[EU] Data Governance Law” 
https://dl.ndl.go.jp/view/download/digidepo_12360274_po_02930205.pdf?contentNo=1 
14 European Commission “Data Act” https://digital-strategy.ec.europa.eu/en/policies/data-act  
15 European Commission “Batteries” https://environment.ec.europa.eu/topics/waste-and-
recycling/batteries_en#law 
16 European Union “EN - CSRD Directive” https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:32022L2464 

https://www.ppc.go.jp/enforcement/infoprovision/EU/
https://dl.ndl.go.jp/view/download/digidepo_12360274_po_02930205.pdf?contentNo=1
https://digital-strategy.ec.europa.eu/en/policies/data-act
https://environment.ec.europa.eu/topics/waste-and-recycling/batteries_en#law
https://environment.ec.europa.eu/topics/waste-and-recycling/batteries_en#law
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32022L2464
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32022L2464
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Directive (CSDDD)17, there are more cases where disclosure of traceability-related 
data is required. 

⚫ In China, the “Comprehensive National Security Concept” proposed by President Xi 
Jinping outlines fundamental policies for maintaining national security (including 
economic and social development)18, and is embodied in the National Security Law. 
As part of data control by the state, the so-called three data laws (Cybersecurity Law, 
Data Security Law, and Personal information Protection Law) define cooperation with 
government intelligence gathering activities and data localization (Figure 15). 

– The Cyber Security Law stipulates that personal information and critical data 
collected and generated by critical information infrastructure operators during 
their operations in China must be stored in the country (Article 37). When it is 
necessary to provide the information outside the country for business purposes, a 
security assessment must be conducted based on the regulation jointly formulated 
by the national network information department with the relevant departments 
of the State Council (Article Ibid.). 

– The Data Security Law stipulates that security management of cross-border 
transfer of critical data collected and generated in China by critical information 
infrastructure operators shall be governed by the provisions of the Cybersecurity 
Law (Article 31). Penalties for illegal cross-border transfers of critical data 
(Article 46) are even stricter than those in the Cybersecurity Law19. 

– The Personal Information Protection Law defines the necessary measures and 
requirements for the cross-border transfer of personal data (Chapter 3). 

– There is some ambiguity in the interpretation and operation of the scope of those 
regulated by the three data laws and the scope of data subject to such obligations. 
In September 2022, the “Security Assessment Measures for Cross-border Data 
Transfer” was promulgated, defining critical data as “data that, once tampered 
with, destroyed, leaked, or illegally acquired or used, may threaten national 
security, economic operation, social stability, public health, and safety” (Article 
19).  In March 2024, the Cyberspace Administration of China (CAC) promulgated 
and enforced the “Regulations on promoting and standardizing cross-border flows 
of data” for the implementation of the three data laws20.This regulation requires 
data handlers to identify and declare critical data based on the relevant provisions, 
but in cases where the relevant department or region has not notified, published, 
or announced the criteria of critical data, they are not required to declare the 
security assessment for cross-border transfers of critical data (Article 2). For 
example, in the automotive sector, the “Regulation on Management of 
Automobile Data Security (trial)” (entered into force in October 2021) has been 
established. 

 
17European Commission “Corporate sustainability due diligence” https://commission.europa.eu/business-
economy-euro/doing-business-eu/sustainability-due-diligence-responsible-business/corporate-
sustainability-due-diligence_en 
18 新華網 「习近平主持召开中央国家安全委员会第一次会议强调 坚持总体国家安全观 走中国特色国家安全道路 

李克强张德江出席」（April 2014）http://www.xinhuanet.com//politics/2014-04/15/c_1110253910.htm 
19 JETRO “Overview of the data security law” 
https://www.jetro.go.jp/ext_images/_Reports/01/580a6448fa87f0bb/20210056_04.pdf 
20 Research department, JETRO Shanghai, “Recent developments in China's regulations on cross-border 

transfers of data and personal information (as of March 2024)” (April 2024) 
https://www.jetro.go.jp/ext_images/_Reports/01/690307ed2a411652/20240004_02.pdf  

https://commission.europa.eu/business-economy-euro/doing-business-eu/sustainability-due-diligence-responsible-business/corporate-sustainability-due-diligence_en
https://commission.europa.eu/business-economy-euro/doing-business-eu/sustainability-due-diligence-responsible-business/corporate-sustainability-due-diligence_en
https://commission.europa.eu/business-economy-euro/doing-business-eu/sustainability-due-diligence-responsible-business/corporate-sustainability-due-diligence_en
http://www.xinhuanet.com/politics/2014-04/15/c_1110253910.htm
https://www.jetro.go.jp/ext_images/_Reports/01/580a6448fa87f0bb/20210056_04.pdf
https://www.jetro.go.jp/ext_images/_Reports/01/690307ed2a411652/20240004_02.pdf
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⚫ In the U.S., free economic activity and data flows in the market are generally 
respected and emphasized, and there are few laws and regulations to impose 
restrictions on cross-border data transfers, but some state-level personal information 
protection laws and data regulations for national security purposes exist (Figure 15). 

– For example, the CLOUD Act 21  clarifies that in cases involving criminal 
investigations or national security, U.S. government may, by warrant or otherwise, 
compel providers subject to U.S. jurisdiction to store, back up, or disclose data 
held outside the U.S. (103(a)(1), 18 U.S.C. Sec. 2713). 

⚫ It is important to regularly check and understand the latest trends in data-related 
laws and regulations, as they are changing rapidly due to diverse means of data access 
and the expansion and extension of the interpretation of laws and regulations. 

– It is also recommended to check the original text of descriptions and survey results 
of each country's system on the websites of METI and JETRO22, as needed. When 
identifying problems with laws and regulations, it is also recommended to check 
their consistency with existing international rules, such as WTO agreements and 
economic partnership agreements agreed to by the counterpart countries. In 
addition, for laws and regulations expected to have a significant impact, it is 
recommended to consult with experts. 

– If public comments gathering are solicited during the development of the system, 
companies can participate in them and visualize their concerns. 
 

  
 

 
21 Nishimura & Asahi, Nishimura Institute of Advanced Legal Studies (“NIALS”) Report by the “CLOUD Act 
Study Group” (Ver. 2.0 April 2023)  https://www.nishimura.com/en/knowledge/publications/92692 
22 One example is the “Unfair trade report” compiled by the Trade Policy Bureau, METI 
https://www.meti.go.jp/policy/trade_policy/wto/3_dispute_settlement/32_wto_rules_and_compliance_re
port/321_past_report/compliance_report.html 

https://www.nishimura.com/en/knowledge/publications/92692
https://www.meti.go.jp/policy/trade_policy/wto/3_dispute_settlement/32_wto_rules_and_compliance_report/321_past_report/compliance_report.html
https://www.meti.go.jp/policy/trade_policy/wto/3_dispute_settlement/32_wto_rules_and_compliance_report/321_past_report/compliance_report.html
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5 Anticipated Risks and Actions 

 5.1 Restriction on Data Transfer and Business Activities (Data Localization) 
⚫ In visualizing risks in “a. Restrictions on data transfer and business activities,” 

understand concerns that authorities may impose domestic storage requirements, 
prohibition of transfers out of the country, and mandatory use of data centers in the 
country. 

– Data localization measure can be classified into, for example, domestic storage 
requirements, domestic processing requirements, and prohibition of cross-border 
transfers23.Domestic storage requirements specify the location of data storage 
and are intended to allow overseas transfer and processing (use, editing and 
changing) if a copy is stored in the country. Domestic processing requirements 
specify the location where data is primarily handled, and are intended not to 
allow processing (use, editing and changing) outside of the country. Prohibition 
of cross-border transfers is intended to prohibit cross-border transfers, including 
overseas access, (including cases allowing cross-border transfers with conditions). 

– In China, for example, the so-called three data laws (Cybersecurity Law, Data 
Security Law, and Personal Information Protection Law) define data localization 
of industrial data, but the defined scope and targets are broad and unclear 24.The 
cybersecurity law, for example, targets broad range of entities, such as operators 
of critical information infrastructure in China and data processors who handle 
personal information of more than one million people. The targets include a wide 
range of sectors, including automotive, military, industrial, etc., and the 
definition is unclear. The Cyberspace Administration of China (CAC) evaluates 
whether the data is important or not upon application and if the data is judged 
important, it is not allowed to be transferred across border. 

⚫ In risk assessment, it is recommended to identify data and processes subject to laws 
and regulations, examine impact and content of risks, and determine the impact to 
the company and the priority of response (Figure 16). 

– It is recommended to check whether any data subject to regulations could result 
in losses for the company, such as confidential or secret data. 

– It is also recommended to grasp what restrictions and exceptions are available for 
the legal application processes, based on the said categories of data localization 
measures. 

– In particular, if authorities have broad discretion in determining whether the data 
is subject to the restrictions on cross-border transfers which resulting in low 
predictability regarding the scope and interpretation of the regulations, it 
becomes more difficult for companies to determine whether transfer is allowed, 
necessitating caution. It is also necessary to pay attention to the stability of the 
system, such as the frequency of operational changes and the possibility of repeal 
of the law. 

 

 
23 Yukiko Konno, “An Examination of Data Localization: A focus on its impact on businesses and policy 

objectives (March 2024)”  RIETI - An Examination of Data Localization: A focus on its impact on businesses 
and policy objectives  
24 Same as the above  

https://www.rieti.go.jp/en/publications/summary/24030003.html
https://www.rieti.go.jp/en/publications/summary/24030003.html
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⚫ Possible measures include designing business operations to minimize or eliminate 

impact from data transfer restrictions and establishing business schemes without 
cross-border transfer (Figure 17). 

– To design business operations to minimize or eliminate impact from data transfer 
restrictions, measures such as data decentralization, data substitution, and 
business alternatives are expected to be taken so that business can continue even 
if the data is subject to transfer restrictions. If domestic storage requirements 
(no restrictions on cross-border transfers) are imposed, data can be duplicated 
and dispersed to locations outside of the country. If the data use outside of the 
country is restricted by domestic processing requirements or prohibiting cross-
border transfers, similar data can be used as a substitute for the data and 
operations. As an example of the latter case, consider the case in global supply 
chain management in which production data (e.g., capacity tightness, production 
lead time, defective rate) is shared from production bases in each country to the 
head office, and a global supply plan is developed at the head office. In this case, 
if the relevant data in the country cannot be obtained due to restrictions on cross-
border transfers, the accuracy of the plan is assumed to be reduced, but a 
prospective plan is assumed to be developed based on the past supply volume as 
alternative data. In addition, if cross-border transfers are permitted under certain 
conditions, measures to comply with those requirements are also needed to be 
taken. In recent years, the Intra Group Data Transfer Agreements (IGDTAs), which 
incorporate provisions compliant with these regulations into a single agreement, 
have become widely used to simultaneously comply with regulations of multiple 
countries. It would also be useful to incorporate measures needed to comply with 
the requirements into the contract in advance, not only for the company, but for 
suppliers. 

– As an example of the measures to establish a business scheme without cross-
border data transfer, companies may have to consider transferring generation, 
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use, and storage of data in the country to another, instead of sharing and utilizing 
the relevant data in that country, when that country is under consideration for 
the introduction of legal regulations. In this case, it should be noted that 
significant changes in business structure and operations will be required. 

– When providing data analysis services, for example, there may be no other way 
but to set up a local team to complete the process of generation, utilization, and 
storage in the country and provide services to meet the domestic storage and 
processing requirements. Companies may consider such an option if that country 
intends to impose mandatory data localization or other regulations that pose 
serious legal or business risks to the interests of the business or shareholders. In 
this case, it should be noted that complex business decisions will be required as 
well. 
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 5.2 Forced Access to Data (Government Access) 
⚫ In visualizing risks in “b. Forced access to data,” identify concerns that authorities 

may impose access and disclosure requirements on confidential and secret data, 
mainly for emergency response, criminal investigations, and national security. 

– The EU Data Act, China's Cybersecurity Law, and the U.S. CLOUD Act, include 
provisions on government access for emergency response, criminal investigation, 
national security, etc. 

– On the other hand, for example, under the WTO's Agreement on Trade-Related 
Aspects of Intellectual Property Rights (TRIPS), member states are internationally 
obligated to ensure effective protection against disclosure or use of undisclosed 
information in a manner contrary to fair commercial practice without the consent 
of the owner. 

⚫ In risk assessment, it is recommended to identify data subject to regulations and 
application processes and determine the impact to the company and the priority for 
response. 

– It is recommended to check whether any data subject to regulations could result 
in losses for the company, such as confidential or secret data. 

– As a legal application process, it is recommended to confirm the basis and 
procedure for government access to occur, and the existence of safeguards, such 
as objections and consultations. 

– In addition, to understand the characteristics of the anticipated government 
access, it is recommended to verify the aspects: compulsory nature (e.g., whether 
it involves enforcement regardless of penalties, or voluntary/discretionary 
provision), the target data life cycle (e.g., whether derived from data 
generation/acquisition, or data processing/usage), and the destination of data 
(e.g., whether directly to the government, or to a government-designated 
organization (including private entities)). 

– The Center for International Economic Collaboration (CFIEC) has compiled an 
analysis of the disciplinary elements and examples of government access in its 
“Report of the Study Group on Government Access and Trade Rules” (revised 
November 2022)25, which can be referred to for further details. However, this 
area is frequently updated, requiring a separate confirmation for the latest 
information. 

⚫ Possible measures include restricting data transfers to avoid government access within 
the subject country and preparing for cross-border government access from other 
countries (Figure 18). 

– To restrict data transfers to avoid government access within the subject country, 
one possible measure would be to control and restrict transfer, provision, and 
storage of data subject to government access. It is recommended to identify and 
understand the important data that is both beneficial and at risk to the company, 
and to take necessary measures. Possible measures include, for example, 
selecting storage locations and services that are assumed to have low risk (e.g., 
no relevant regulations, no or few enforcement records, clear rationale and 
implementation process, defined protective measures), restricting transfers to 
the subject country and transactions with companies from such countries. 

 
25 https://www.cfiec.jp/jp/pdf/gov/gov-2022-11-complete.pdf 

https://www.cfiec.jp/jp/pdf/gov/gov-2022-11-complete.pdf
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– To prepare for cross-border government access from other countries, protection 
measures can be considered for data that may be subject to cross-border 
government access. As domestic protection measures and restrictions on data 
provision to other governments, it is anticipated to check and consider whether 
there are any applicable provisions in existing domestic laws or international 
trade agreements, as well as international government access rules and principles 
discussed at the OECD, G7, and G20. As a example, undisclosed test data for 
medical and agricultural chemicals submitted to the government as a condition 
of marketing approval are protected under Article 39.3 of the TRIPS Agreement. 
In addition, the chapter on electronic commerce in the Comprehensive and 
Progressive Agreement on Trans-Pacific Partnership (CPTPP) includes a provision 
(Article 14.17) that prohibits disclosure or access to source code of software 
owned by parties from other country as a condition for importing or selling source 
code. 

– In addition, technical safeguards could be introduced. For example, data could 
be encrypted or anonymized in advance of a government access request. 
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 5.3 Mandatory Data Sharing and Disclosure 
⚫ In visualizing risks in “c. Mandatory data sharing and disclosure,” identify concerns 

that data sharing and disclosure is mandatory for corporate activities based on 
relevant regulations. 

– For example, the EU Data Act allows access to generated and processed data of 
connected products and services by users of such products and services in the EU, 
and mandates data provision to users upon their request or to third parties. 
Product manufacturers are concerned about increased costs due to product 
development and specification changes, and leakage of product know-how, 
depending on the scope of data provided and disclosed. 

– The EU Battery Regulation requires disclosure of information such as carbon 
footprint (CO2 emissions), corporate due diligence and audits (risks of 
environmental pollution and human rights violations) throughout the entire 
product life cycle, from acquisition of raw materials to final disposal and recycling. 
OEMs (finished product manufacturers) and suppliers are concerned about 
increased costs for data collection and visualization, and sales injunctions in the 
region in the event of failure to comply. It also stipulates that certification will 
be performed by certification bodies based in the EU, and risks must be 
appropriately assessed in the institutions and countries and regions where supply 
chain data and battery composition (design data) are stored. 

– Various ESG and sustainability-related regulations will be adopted and will start 
to apply in the future. For example, the EU Corporate Sustainability Due Diligence 
Directive (CSDDD), applicable in 2027, requires companies to implement measures 
to control, identify, and mitigate adverse human rights and environment-related 
impacts in value chains and to disclose the status of activities, which may require 
extensive data disclosure. 

– Such regulations for ESG and sustainability require companies to collect data not 
only on themselves and their business partners (with business contracts), but also 
on companies not directly trading with them throughout the supply chain. In 
addition, there is a risk that data needed for legal compliance cannot be disclosed 
if restrictions on data transfer and business activities (data localization) in 5.1 
make it difficult to obtain data from business partners in specific regions or 
countries. 

⚫ In risk assessment, it is recommended to identify data and legal application processes 
and determine the impact to the company and the priority to respond. 

– Regarding the data subject to regulation, discussions are currently underway 
within the EU expert group on the scope and definition of such data in the context 
of the EU Data Act, particularly concerning provision of connected products, 
related services and data processing services. For manufacturers of related 
products, the impact on them may vary depending on whether the data is 
currently collected exclusively for maintenance or equipment operating data that 
is intended to be disclosed and used by users. As the regulations become more 
concrete, it will be necessary to closely monitor the definition of data subject to 
regulations. 

– For legal application processes, it is recommended to identify and confirm to 
whom and to what extent data will be disclosed, and how disclosed data will be 
used by the recipients. 
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⚫ In cases where data is disclosed in response to a business partner's request, it is 
considered effective to make an appropriate contract or arrangement with them in 
advance on the scope of disclosure, notification and response to disclosure, etc. The 
proposed items to be basically agreed upon in the contract for data sharing and 
utilization are as follows (Figure 19). As described in 3.5 “Organizing Risks and 
Actions,” the following appropriate contracts and arrangements with business 
partners are effective for “risks from private companies' actions” as well. 

– The basic items should be agreed upon can categorized into: “Provisions for the 
data provided and its use,” “Validity scope/duration & response in case of non-
performance/dispute,” and “Other and general matters.” 

– For the above, it is also considered effective to examine and agree on 
arrangements among the parties by contents and requirements of the regulation. 
Under the EU Data Act, for example, it is considered useful for product 
manufacturers and distributors to agree in advance with users on the scope of 
third-party sharing and its conditions when disclosing data to third parties upon 
request by the user or the user's agent. In addition, when the EU Battery 
Regulation requires suppliers to disclose and provide data to OEMs (finished goods 
manufacturers) on carbon footprint (CO2 emissions) and corporate due diligence 
and audits (violation risks of environmental pollution and human rights), it is 
considered effective for suppliers to agree with OEMs on the content and 
calculation logic, provision method, and format for efficient data sharing and 
collaboration. 

– With regard to the EU Data Act, Model Contractual Terms (MCT) are being 
developed for three contractual relationships: between users and data holders, 
between data holders and data recipients, and between users and data recipients. 
These are scheduled to be published before the Act takes effect in September 
2025. However, they are not to be used as they are, like SCCs for complying with 
the GDPR's cross-border transfer regulations, rather, they are intended to be used 
as a basis for operators to create contractual clauses based on them. 

– For data sharing and usage agreements between companies, METI's “Contract 
Guidance on Utilization of AI and Data 26 ” and “Data Linkage Infrastructure 
Agreement Ver. 1.027” provide details and model terms as templates for the basic 
items to be agreed upon in the manual, please refer to them for details. 

 
26 https://www.meti.go.jp/policy/mono_info_service/connected_industries/sharing_and_utilization/

20200619002.pdf 
27 https://www.meti.go.jp/policy/mono_info_service/digital_architecture/model_kiyaku.pdf 

https://www.meti.go.jp/policy/mono_info_service/connected_industries/sharing_and_utilization/20200619002.pdf
https://www.meti.go.jp/policy/mono_info_service/connected_industries/sharing_and_utilization/20200619002.pdf
https://www.meti.go.jp/policy/mono_info_service/digital_architecture/model_kiyaku.pdf
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(Supplemental) Conflict of laws, policy index on cross-border data 

⚫ As companies expand their business to multiple countries, there are more situations 
where they need to comply with laws and regulations in different countries and 
regions. 

⚫ With different laws and regulations in countries and regions, it is becoming 
increasingly important to recognize and evaluate whether there is a conflict of laws 
where multiple laws with different contents are applied. 

⚫ The Global Data Alliance, a cross-industry business alliance dedicated to digital 
economic growth and innovation through international, trusted, and free data 
distribution and transfer, has released “the Cross-Border Data Policy Index28” in 2023, 
which evaluates cross-border data policies in 100 economies. Please refer to this index 
for an overview and characteristics of policies by region. 
 

 

 
28 https://globaldataalliance.org/resource/cross-border-data-policy-index/ 

https://globaldataalliance.org/resource/cross-border-data-policy-index/
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6 Conclusion 

⚫ Regulations concerning data across different countries and the state of international 
data sharing and utilization among companies are rapidly evolving, encompassing a 
wide range of related themes. The “Industrial Data Sub-Working Group” in FY2024 
determined major themes and issues to be explored in depth in the future as follows: 
updating and expansion of information on related laws and regulations (cloud 
computing regulations, laws and regulations in Asia and the Global South, etc.), 
collection and dissemination of best practices (collection of best practices and 
dissemination of information through seminars, panel discussions by experts, etc.), 
the ideal organizational structure including roles and responsibilities for industrial 
data, and the direction of support for companies with limited personnel and resources 
such as SMEs. Based on the content and progress of relevant international and 
domestic discussions, updates will be made as needed in the future. 
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