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(%) NIST SP800-115*% OFAMNERH
o REIFENSELRDEBM, ISO/IEC 29119 SU-XEBHER.

h73V Technique Capabilities
Hardware Testing
Hardware Documentation Review Evaluates policies and procedures for technical accuracy and completeness
Software | og Review Provides historical information on system use, configuration, and modification/Could reveal potential
problems and policy deviations
Ruleset Review Reveals holes in ruleset-based security controls
System Configuration Evaluates the strength of system configuration/Validates that systems are configured in accordance
Review with hardening policy
Software  Network Sniffing Monitors network traffic on the local segment to capture information such as active systems,
operating systems, communication protocols, services, and applications/Verifies encryption of
communications
File Integrity Checking Identifies changes to important files; can also identify certain forms of unwanted files, such as well-
known attacker tools
Network Discovery Discovers active devices/Identifies communication paths and facilitates determination of network
architectures
Network Port and Discovers active devices/ Discovers open ports and associated services/ applications
Service Identification
Vulnerability Scanning  Identifies hosts and open ports/Identifies known vulnerabilities (note: has high false positive
rates)/Often provides advice on mitigating discovered vulnerabilities
Wireless Scanning Identifies unauthorized wireless devices within range of the scanners/Discovers wireless signals
outside of an organization’s perimeter/ Detects potential backdoors and other security violations
Password Cracking Identifies weak passwords and password policies
Penetration Testing Tests security using the same methodologies and tools that attackers employ/Verifies
vulnerabilities/Demonstrates how vulnerabilities can be exploited iteratively to gain greater access
Else Social Engineering Allows testing of both procedures and the human element (user awareness) Risks

% NIST Special Publication 800-115 “Technical Guide to Information Security Testing and Assessment”, Sep. 2008
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