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KERBIEIC L ORRANT, B < F THREMITH IR T D 72D DO xR O —15)
E2FEL L TORLTWDIZIEE S, MARGIEIZFLHD W RIC X0 H5%06 5K
B2 THZLE B ARETH D, LA - T, ARPREIEIL, FlfkicBIT 5
TR N EBRE LTCRROFE S, FEBFEEE L OO [HEHESD Z &0
HELLY,

3. WEEH
KTV — LU =7\ ORTRIRESE 7TV —RI2FK10~29|TR T,

(1) }MREHOHTI)—

RKIL—LU =T ORTRRENZ TR T2 LT BEAN—FFAE—Tar0
BLEG, NIST Cybersecurity Framework verl.l O 7 773V —(ZxtiAfHT 5T
NIRRT INNC200 7TV —%ED T,

#£9 XMNEEMHD AT Y —& NIST Cybersecurity Framework & @ xfiisBifR

HTa)—&F ERFR NIST Cybersecurity Framework v1.1 DXtEHTI)—
BEER CPS.AM ID.AM (Asset Management)
ESRRERE CPS.BE ID.BE (Business Environment)
HNFUR CPS.GV ID.GV (Governance)

') A Y@ CPSRA ID.RA (Risk Assessment)
1y R E R R CPS.RM ID.RM (Risk Management Strategy)
HYISAFI—2)RYUEE | CPS.SC ID.SC (Supply Chain Risk Management)
TATUT4T1EE, FR3L

‘ CPS.AC PR.AC (Identity Management and Access Control)
BRUT =R
EHmERUN—=24 | CPSAT PR.AT (Awareness and Training)
T—8tEFxa)T4 CPS.DS PRDS (Data Security)

14 FKELIEIX, NIST SP 800-53 Rev. 5 (DRAFT) APPENDIX D (ZffE> T 5,
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EHRERETH-HOTO

R CPS.IP PRIP (Information Protection Processes and Procedures)
LRELVFIRE
fR=F CPS.MA PR.MA (Maintenance)
REEB T CPS.PT PR.PT (Protective Technology)
BBEELARUE CPS.AE DE.AE (Anomalies and Events)
X )T DBGENEE
. CPS.CM DE.CM (Security Continuous Monitoring)
i) 27
®mE7atR CPS.DP DE.DP (Detection Processes)
_ RS.RP (Response Planning)
XISt E CPS.RP
RC.RP (Recovery Planning)
. RS.CO (Communications)
=E CPS.CO
RC.CO (Communications)
2Kl CPS.AN RS.AN (Analysis)
{3951 CPS.MI RS.MI (Mitigation)
RS.IM (Improvements)
WE CPS.IM

RC.IM (Improvements)

(2) ERNAFEEHEDR I

NIST Cybersecurity Framework verl.1 MOZHESCHRE 2 Z 12 460K AR T 6 e
DIEINA BRI A B E A AR | LU CHEE B LT, EEHL O RELTZHIKIILL Tl
BOTHS,

NIST “Framework for Improving Critical Infrastructure Cybersecurity Version
1.17

Council on CyberSecurity (the Council) “The Critical Security Controls”
ISACA “Control Objectives for Information— related Technology 57 (COBIT 5)
ISA 62443-2-1:2010 “Industrial communication networks — Network and system
security — Part 2—1: Establishing an industrial automation and control system
security program”

ISA 62443-3-3:2013 “Industrial communication networks — Network and system
security — Part 3-3: System security requirements and security levels”

ISO/IEC 27001:2013 “Information technology —— Security techniques —
Information security management systems - Requirements”

NIST “Special Publication 800-53 Revison 4” (SP 800-53 Rev.4)
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[SO/IEC 15408-2:2010 “Information technology —— Security techniques —

Evaluation criteria for IT security —— Part 2: Security functional components”
loT #EfEa Y —2 T A, WBA, RIFEEE “loT BX2 T4 HARTAL”

3. 1. CPS.AM- BETH

BN EERAMAEERT A LA ARRICT AT —%, B R, B/, VAT A,
sk AR E L. B U 2 78 &2 0 BIICERIT 5 mEEMEICN C-EHE
35,

%10 CPS. AM BT =V — DR FEEM:
ol B

—_— EERES

CPS.AM-1 AT LEERTH/N—FY L1_1_.a_.COM, NIST Cybersecurity Framework Ver.1.1 ID.AM-1,
I7RVVINIZTELVFE L1.1b.COM, | ID.AM-2
NEBFRO—EEZXEL L1_1.c.COM, | CCSCIS CSC 1, CSC 2

L. RETS L2.1.a ORG, | COBIT 5 BAI09.01, BAI09.02, BAI09.05
L2.3b ORG | ISA 62443-2-1:2009 4.2.3.4
ISA 62443-3-3:2013 SR 7.8
ISO/IEC 27001:2013 A8.1.1, A8.1.2, A125.1
NIST SP 800-53 Rev. 4 CM-8, PM-5
ISO/IEC 15408-2 (CC v3.1 Release5 Part 2) FMT
T EXa)TA4HAFSM4Y ER3, ER 15
CPSAM-2 | -Bf#iNEELIE/DHYT | L1.2aCOM | ISO/IEC 15408-2 (CC v3.1 Release5 Part 2) FIA
SAFI—V LOEEMICHLC
T.BHEAEEEDD
CPSAM-3 | -EEMICHUT.£EBABYY® | L1.2aC0M,
ZOREFICDOVTREEME | L1.3aCOM
L. —EHERET 50
ICEEFBDLERICET HME
RAZEHEL.ERTS
CPS.AM-4 | -#E#AD@EERYFT— % | L1.3.a0RG, | NIST Cybersecurity Framework Ver.1.1 ID.AM-3
BERV., T—4270—E%4 | L1.3bORG | CIS CSC 112
BL. RET S COBIT 5 DSS05.02
ISA 62443-2-1:2009 4.2.3.4
ISO/IEC 27001:2013 A.13.2.1, A13.2.2

NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9, PL-8
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CPS.AM-5 -BRBOEEINEHELTLNS | L1.1.a.COM, NIST Cybersecurity Framework Ver.1.1 ID.AM-4
SEMERS AT LD—EZHFE | L1.1b.COM, | CIS CSC 12
BL. RETH L1.1.c.COM, | COBIT 5 AP0O02.02, APO10.04, DSS01.02
L1.3.aORG, | ISO/IEC 27001:2013 A.11.2.6
L1.3b ORG | NIST SP 800-53 Rev. 4 AC-20, SA-9
T EF¥a)TAHAFSA1Y BER3
CPS.AM-6 )= Bl ER B/ T—%. | L1_1.aORG, NIST Cybersecurity Framework Ver.1.1 ID.AM-5
ATL)E . BEEE EDX L1.1.b ORG, | CISCSC 13,14
R L DOMEICESNTHEE,. 8% | L1.1.cORG | COBIT 5 AP003.03, AP003.04, APO12.01,
IERLAFIFL . BREFICRET S BAI04.02, BAI09.02
ISA 62443-2-1:2009 4.2.3.6
ISO/IEC 27001:2013 A8.2.1
NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14, SC-
6
T EF¥a)TAHAFSA1Y BER3
CPS.AM-7 B S LUBERT S ED L1.3.a ORG, NIST Cybersecurity Framework Ver.1.1 ID.AM-6
YAN—tF2)TsEDEEIELE | L1.3bORG CIS CSC 17, 19
EEEDHD COBIT 5 AP001.02, AP0O07.06, APO13.01,
DSS06.03
ISA 62443-2-1:2009 4.3.2.3.3
ISO/IEC 27001:2013 A6.1.1
NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11
T #FaTAHARSA4 BEF 18, ER 19,

EH20

3. 2. CPS.BE- ELRRIBE

BRI v v a o BEE, FIEBISRE 1682 BRAE L | BSRIANLAHT 2179,
ZOERITTAN—tX2 VT ¢ EOkE] BT, VA7 EH EOBRREZR
ETAHEOICHEHEND,

3% 11 CPS.BE b7 V) — DX RE M
Pl B

fEsstE

CPS.BE-1 HISAFI—rI2BNT, B L1.3.a.ORG, | NIST Cybersecurity Framework Ver.1.1 ID.BE-1,

BOESEHBEHELEETS L1_.3.b_ORG ID.BE-2
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COBIT 5 AP008.01, APO08.04, APO08.05,
AP010.03, APO10.04, APO10.05
ISO/IEC 27001:2013 A.15.1.1, A.15.1.2, A.15.1.3,
A1521, A1522
NIST SP 800-53 Rev. 4 CP-2, SA-12
T EFaTAHAFS1Y ER 20
CPSBE-2 | -®HobnloHEHOII-EMRBO L1.1.a ORG, | NIST Cybersecurity Framework Ver.1.1 ID.BE-3
BEEE. BEEHBEEALEE | L1L1bORG, | COBIT 5 AP002.01, AP0O02.06, APO03.01

Fal)TARY— -5t EEELB L1_1.c.ORG ISA 62443-2-1:2009 4.2.2.1, 4.2.36

L. BREG T4V — F NIST SP 800-53 Rev. 4 PM-11, SA-14
EETONATEEED)NRET
)

CPS.BE-3 -BREEE N EEEFUHTT D | L1.3.aORG, | NIST Cybersecurity Framework Ver.1.1 ID.BE-4
FtTcoBMRBHSEIURIZRT | L1.3bORG COBIT 5 AP010.01, BAI04.02, BAI09.02

AR BT BKkFHR ISO/IEC 27001:2013 A.11.2.2, A11.2.3, A.12.1.3
CEELRREE AT S NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-11, PM-
8, SA-14

3. 3. CPS.GV- HNF 2R

BALRR IO 28], B, VA2 & BMMOREE, B LOZREHAE
HLE=XY 7257200 R) >—, FE, 7o 2AZ28EL, A4 X—kF
27 4 U RT OEHEIURET D,

12 CPS.GV b7 IV — DRI R
Pl B

iEEL S
CPS.GV-1 X al)TaRY—FKEL.B | L1_1.aPRO, NIST Cybersecurity Framework Ver.1.1 ID.GV-1,
HBEHSLUBEFRT 8o +Ex | L1.1bPRO, | ID.GV-2

AT LEDOERENEEE. FHROE | L1.1.c.PRO CIS CSC 19

BAHEFZRREICTD COBIT 5 AP001.02, APO01.03, APO10.03,
APO13.01, APO13.1202, DSS05.04, EDM01.01,
EDMO01.02
ISA 62443-2-1:2009 4.3.2.6, 43233
ISO/IEC 27001:2013 A5.1.1, A6.1.1, A7.21,

A15.1.1
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NIST SP 800-53 Rev. 4 —1 controls from all
security control families
T EFXa)TAHAFSA1Y BER1, ERQ 18, &
m19
CPS.GV-2 EANERREE. FEFRSL L1_3_.c_ORG, NIST Cybersecurity Framework Ver.1.1 ID.GV-3
EHEORERNDESL ERDH | L1.3c.COM, | CISCSC 19
ARSAUEZEELIZAENIL—ILE | L1.3.cSYS, COBIT 5 BAI02.01, MEA03.01, MEA03.04
EELESTOCERDHARSAY | L1.3cPRO, | ISA 62443-2-1:2009 4.4.3.7
DEHFIZEHE TRGEMH DE L1.3.c DAT ISO/IEC 27001:2013 A.18.1.1, A.18.1.2, A.18.1.3,
PHOIL—ILERET A18.1.4,A1815
NIST SP 800-53 Rev. 4 —1 controls from all
security control families
ISO/IEC 15408-2 (CC v3.1 Release5 Part 2)
FPR, FDP
CPS.GV-3 @ -&fEEDCEGMERBMIZITTH | L1_1.aDAT,
BIBHTADHJNETHEGR | L1.1b.SYS,
OFIZE>TERENSGT—HD L3.1.a.SYS,
REDKELHIFEICIEEL, Th | L3.1.aDAT,
ThOERERFZLT—H2DE | L3.4.a0RG,
NHEEEFL. SM4TY(YILE | L34aPRO
KIZE> TR A I LB T
—SDIREEITD
CPS.GV-4 | -HAn\—tFxa)T4ET5 L1_1.a PRO, NIST Cybersecurity Framework Ver.1.1 ID.GV-4
AOEBEFEYIZIT5-HICEM | L1.1bPRO, | COBIT 5 EDM03.02, APO12.02, APO12.05,
REVY—RERETS L1_1_c.PRO DSS04.02
ISA 62443-2-1:2009 4.2.3.1, 4.2.3.3, 4.2.3.8,
4239,42311,43.2.4.3, 43263
ISO/IEC 27001:2013 Clause 6
NIST SP 800-53 Rev. 4 SA-2, PM-3, PM-7, PM-
9, PM-10, PM-11
ISO/IEC 15408-2 (CC v3.1 Release5 Part 2) FMT

loT X a)TAHARS1Y BER 2

3. 4. CPS.RA- ) RY &M
MR B DOEE (Svyvay, M. A A—v, FFHlEETe) . EFE.
NZHTETANR—X2 )T 0 U R EZHRET S,
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%13 CPS.RA BT =V — DXFFEEM:
ol B

—_— EERES

CPS.RA-1 -BHEBOEEOHRBEMEEETE L1_1.a_SYS, NIST Cybersecurity Framework Ver.1.1 ID.RA-1

L. X&tTS L1_1b_SYS, CIS CSC 4
L1.1.c.SYS COBIT 5 APO12.01, APO12.02, APO12.03,
APO12.04, DSS05.01, DSS05.02
ISA 62443-2-1:2009 4.2.3, 4.2.3.7, 4.2.3.9, 4.2.3.12
ISO/IEC 27001:2013 A.12.6.1, A.18.2.3
NIST SP 800-53 Rev. 4 CA-2, CA-7, CA-8, RA-
3, RA-5, SA-5, SA-11, SI-2, SI-4, SI-5
ISO/IEC 15408-1 (CC v3.1 Release5 Part 1)
IoT #¥aTA4HARSM4Y BEE 21
CPS.RA-2 | -tFalyT xR L1.2.a ORG, | NIST Cybersecurity Framework Ver.1.1 ID.RA-2,
(SOC/CSIRDIE., #HONEKRY | L2.1.a.ORG, | RSAN-5
NEOFERBRASFTA, £¥2 | L21cSYS, | CISCSC4
VTR, X2 THAREE) | L3.1.aSYS, COBIT 5 BAI08.01

MoREEMHER/ BRIEREZIN | L3.3.d.SYS, ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12

£ 2L AEESIVERT ST ISO/IEC 27001:2013 A.6.1.4
OtX&MEMLT S NIST SP 800-53 Rev. 4 SI-5, PM-15, PM-16

L3.3.aSYS IoT 2Fa)TAHARSAY BER 18, BER 21
CPS.RA-3 | -BHBOEEICXTLIERHEY | L1_.1.aSYS, NIST Cybersecurity Framework Ver.1.1 ID.RA-3
EL.XEETD L1_1.b_SYS, CIS CSC 4
L1.1c.SYS COBIT 5 APO12.01, APO12.02, APO12.03,
APO12.04
ISA 62443-2-1:2009 4.2.3, 4239, 4.2.3.12
ISO/IEC 27001:2013 Clause 6.1.2
NIST SP 800-53 Rev. 4 RA-3, SI-5, PM-12, PM-
16
ISO/IEC 15408-1 (CC v3.1 Release5 Part 1)
CPSRA-4 | -EEEXEOEEICEITSEF2 | L1.1.aSYS, NIST Cybersecurity Framework Ver.1.1 ID.RA-4,
UTAIL—ILIN REFEEED L1_1.b_SYS, RS.MI-3
THEIOERRT D=0, TP | L1.1cSYS, | CISCSC4
ISURGTERAAVNERET S L2_1_a_ORG COBIT 5 DSS04.02

loT #EBH LU loT #ZES AT | L2.1.aPRO ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12
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CPS.RA-5

CPS.RA-6

3. 5. CPS.RM - ) R4 EIHEEL

7

DRT LORE - FHE D RFEA
5, RETERVLEHMOEF1)T
1WAV DEEE. t—T7T4IH
THENF—FOBRLBFELA TR
BT

SROEHIETS DI, BEL I
55Tk, TTRETE. HBEERT D

JROTERRAAVNEDE HE
L53%tEFaT4URIIZHT H%¢
EROATERAEIZESD. |ED
HECBEIBREEELERE
XELTD

oT BB LU 0T BBESAL
DRT LORE - FRETDREEICEH
[THT7ERAVNMITHIBAL-EF
A TABLVEET 5 —TT
DYRIIZHLTEEXIET S

L2 2 a ORG

L1_1.a_SYS,
L1_1.b_SYS,

L1.1.c_SYS

L1_1.a_SYS,
L1_1.b_SYS,

L1.1.c_SYS,

L2_1.a_ ORG,

L2_1.a PRO

ISO/IEC 27001:2013 A.16.1.6, Clause 6.1.2

NIST SP 800-53 Rev. 4 RA-2, RA-3, SA-14, PM-
9, PM-11

ISO/IEC 15408-1 (CC v3.1 Release5 Part 1)
oT £XaUTAHMFS1Y BEm 10, ER 12
NIST Cybersecurity Framework Ver.1.1 ID.RA-5
CIS CSC 4

COBIT 5 AP0O12.02

ISO/IEC 27001:2013 A.12.6.1

NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-16
ISO/IEC 15408-1 (CC v3.1 Release5 Part 1)
NIST Cybersecurity Framework Ver.1.1 ID.RA-6,
RS.MI-3

CIS CSC 4

COBIT 5 APO12.05, APO13.02

ISO/IEC 27001:2013 Clause 6.1.3

NIST SP 800-53 Rev. 4 PM-4, PM-9

ISO/IEC 15408-1 (CC v3.1 Release5 Part 1)

IoT 2XaTAHARS/4> EH 10, Ef 12

HMRROEINERL, HF0, U R 73R, ELED, EH Y 27 OHFWHIH

A4 %,

% 14 CPS.RM b 7 ) — DX R E e

AT D

fEsstE

CPS.RM-1

BREOYAN—tFX2)T1Y
RIRZDAVEDERIRRIZDL
THRY %, -, BHEBOEE
B2 BMBsSVERENE
EHEEBAELL. EXa)T17
ROAVDEERREHEET S
TREREHIL. BT S,

L1_1_.a_PRO,

L1_1b_PRO,
L1_1_c_PRO,

L1.3.a_.ORG,

L1_3.b_ORG
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CIS CSC 4

COBIT 5 APO12.04, APO12.05, APO13.02,
BAI02.03, BAI04.02

ISA 62443-2-1:2009 4.3.4.2

ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3,

Clause 9.3



NIST SP 800-53 Rev. 4 PM-9
ISO/IEC 15408-2 (CC v3.1 Release5 Part 2) FMT
T EFaTAHAFSA1Y Em12
CPS.RM-2 | -JRIYTERAVMERELUHYT | L1.1.a.SYS, NIST Cybersecurity Framework Ver.1.1 ID.RM-2,
SAFI—ITHBITHEMHBO® L1.1.b SYS, ID.RM-3
B BHEBICESITHVRIER | L1.1.cSYS COBIT 5 AP012.02, APO12.06
EERETD ISA 62443-2-1:2009 4.3.2.6.5
ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3
NIST SP 800-53 Rev. 4 SA-14, PM-8, PM-9,

PM-11

3. 6. CPSSC- HTS5A4Fz—2)RHEHE

KRR OB, H, VA ZFFRME, BLXOBEER, ¥ 774 F=—2 VU R
7SR T D U A7 OPGEZR ART DTN S, I S D, ki,
VT IAF 22— DY A7 ZRE, Gl BET 57 0 22N L, FEiT D,

%15 CPS.SC BV —DxtEEM

POl Y
MEsstE

CPS.SC-1 "EEIBBRDSAIYA(YILEEE | L1.1.aORG, NIST Cybersecurity Framework Ver.1.1 ID.SC-1

EEREF

LTHISAF—rItfRdtEFa L1_1b_ORG, CIS CSC 4

UTADNRBEELZTED ., BEITE L1_1_c_.ORG COBIT 5 AP010.01, APO10.04, APO12.04,

FZBAEIELIZ5ZX T. TOREIC AP012.05, APO13.02, BAIO1.03, BAI02.03,
DWTCHERELEETD BAI04.02

ISA 62443-2-1:2009 4.3.4.2
ISO/IEC 27001:2013 A.15.1.1, A.15.1.2, A.15.1.3,
A1521, A1522
NIST SP 800-53 Rev. 4 SA-9, SA-12, PM—9
ISO/IEC 15408-2 (CC v3.1 Release5 Part 2) FMT
CPS.SC-2 @ -BH#OEX£+#MET SIS | L1.1.a0ORG, | NIST Cybersecurity Framework Ver.1.1 ID.SC-2
YEELBEZREZIFE. 8%+ | L1.1bORG, | COBIT 5 AP0O10.01, APO10.02, APO10.04,
L. FHEd % L1.1.c. ORG, | APO10.05 APO12.01, APO12.02, APO12.03,
SRR ERE (. BT RO AL | L2.1.2.COM, | APO12.04, APO12.05, APO12.06, APO13.02,
FORTLAEE ERSN, LY | L2.1.aPRO, | BAI02.03
AHEBEOVPHR—MARIENEE | L2.1.aDAT, | ISA 62443-2-1:2009 4.2.3.1, 4.2.3.2, 4.2.3.3,

L2_3.a_ORG, 4234,4236,4238, 4239, 42310, 423.12,
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CPS.SC-3
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ERETD
H—ERPURTLDERICEH
T H—ERTRUAVNEMR
H. HRUISEEEET Y —E
RAYTSANV—EEET D
SEOBRELDZHNETIE
& BB EUPIRITRDAVE
OFEREEEL. BHEBOEF
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L2_3_¢c_ORG,
L3_1.b_ORG,
L3_3_.d_ORG,
L3.1.c_ORG,

L3.3.a_.ORG,

L3_3.b_ORG

L1_1.a_ ORG,

L1_1.aPRO,
L1_1_a DAT,
L1_1.b_PRO,

L1_1_c_PRO,

L1_1.d_ORG,
L2_3_¢c_ORG,

L3_1.b_ORG,

L3_1_b_DAT,

L3_3_.d_ORG,

L3.1.c_ORG,

L3_1_c_DAT,

L3.3.a_ORG.,.
L3_3_b_ORG,

L3.3_c_ORG,

L3.4.a DAT

L1_1.a_ ORG,

L1_1_a DAT,
L1_1.aPRO,
L1_1.b_PRO,

L1_1_c_PRO,

L1_1.d_ORG,
L1.1.d_COM,
L2_1.a_ ORG,

L2_1.a.COM,

L2_1.a_PRO,

L2.2 a ORG,
L2 3.a_ORG,
L2_3_¢c_ORG,

L2_3_¢c_PRO,
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4.2.3.13, 4.2.3.141SO/IEC 27001:2013 A.15.2.1,
A15.22

NIST SP 800-53 Rev. 4 RA-2, RA-3, SA-12, SA-
14, SA-15, PM-9

ISO/IEC 15408-1 (CC v3.1 Release5 Part 1)
oT ¥ aUTAHAFF(Y ER 14

NIST Cybersecurity Framework Ver.1.1 ID.SC-3
COBIT 5 AP0O10.01, AP0O10.02, APO10.03,
APO10.04, APO10.05

ISA 62443-2-1:2009 4.3.2.6.4, 4.3.2.6.7

ISO/IEC 27001:2013 A.15.1.1, A.15.1.2, A.15.1.3
NIST SP 800-53 Rev. 4 SA-9, SA-11, SA-12,
PM-9

ISO/IEC 15408-2 (CC v3.1 Release5 Part 2)
FCS, FDP, FIA, FMT
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