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APPENDIX F
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Tables F-1 through F-14 provide discussion mtended to facilitate implementing and assessing the tq:l IJ 7_-4 E{Q:E;ﬁ’::g-’-:w (:MEHEWH(J@;IH
CUI security requirements i NIST Special Publication 800-171. This information 1s derived E%Eﬁ LJ’:: rAPP E N DIX F . DI SCU SSIO NJ b“ﬁ

primarily from the secunty controls and discussion in NIST Special Publication 800-53. It 1s

provided to give assessors a better understanding of the mechanisms and procedures used to 7]" 3*17:-: o
implement the safeguards employed to protect CUIL The discussion 1s not intended to extend the
security requirements or the scope of the assessments of those requirements. NIST publications
identified 1n the following tables are available at https://csrc.mst.gov/publications.

TABLE F-1: DISCUSSION ON ACCESS CONTROL REQUIREMENTS

Limit system access to authorized users, processes acting on behalf of authorized users,
and devices (including other systems).

DISCUSSION

Access control policies (e.g., identity- or role-based policies, control matrices, and cryptography)
control access between active entities or subjects (i.e., users or processes acting on behalf of users)

and passive entities or objects (e.g., devices, files, records, and domains) in systems. Access DI SC U SS I 0 N

enforcement mechanisms can be employed at the application and service level to provide increased

information security. Other systems include systems internal and external to the organization. This }ﬂﬂ; = n hw i EE;T:E —
requirement focuses on account management for both systems and applications. The definition of R(L@% é 5 [=Rav] 7T</ (L.. (j: \ FI PS
and enforcement of access authorizations, other than those determined by account type (e.g., = = =
privileged verses non-privileged) are addressed in requirement 3.1.2. T *ﬁEIE é 1 l 7_: ﬁ"? t N SAT“ 7;( E?L‘?\é 1 l 7:: Hlél
: »
3.1.2 SECURITY REQUIREMENT -,?b\‘éﬂf N3,
Limit system access to the types of transactions and functions that authorized users are
permitted to execute.
DISCUSSION

% Controlled Unclassified Information: BIEXHR &R DHTEZIETE SN TL VR VIETR



ICT Supply Chain Risk Management Task Force OFEL
BEAIFOTF1IVT M RICFRBIFTCRBATHEBEEEE DR EICD T

® 20184 10830H. ELLZ42REE (DHS) (ZEZRE-o'0J5LB (NPPD) OH4A
N=BTFSLFIT—-JURIILIAYD (C-SCRM) JOIS5LD—D,ULT. ICT Supply
Chain Risk Management Task Force Z&&E&EU/<,

e Ffc. [AF11H16H. NPPDZA& LIFIB3H2C. DHSHRERDIR Y744 THA)\—tF 11
T4 A>ITIANSIFv—-2F1U574T (CISA) hE&izianir.

® 20192H18H. 25HICHRIIA-A(F=EZITL\. 5DODEBEBIADIHICEENTS 5D
DI—=FIIN-TH/ELIz. D—-F>77)—T4 3 APBIHI=EZRRE. 2019F0E
ZER(C. —EOREDOEDFEHD AT ZHIBL TS,

ICT Supply Chain Risk Management Task Force [cDW\T

mJO0-/)OVICTB T SAF1—>DURIZAFE VBRI 2 DILBOREZIRE L. BRI IHICHMEINLE
RN\-rr—3v7, 11A15HFI=EaMTONZ (HEEE : ITI, CTIA)

m EEITEENSE. Verizon 2 AT&T OLS5RFZEISP. Cisco. Palo Alto Networks S0y NJ—/k2s
=%t. Samsung. Intel. FireEye. Microsoft ENENNL TS, BFHEEIN (L. DHS. EFHiEE
(DoD) . BEi%4E (DoC) . @& T (GSA) FENSHL TV,

m 5 DDELEIR
BT EFEE RN DRI FEOY TSA(F1—> DU R EIB (LRI BEDFEHDVERL
- KT E BRIERFIE DRI A BN B R IEHRIEB D E
(ICTRERUY—EZOBRICE D GHIDIZ DO TOTALEEDRTE
- BIROHZALEDLVRIETTYA MBI BHEEE RS —DVERL
- OEMAUNEARBRFEAIRIE (CRE I 2 ZEAR BN DR TE /5 7EDVERK




NIST 234N\ =JL—AT9—9 9—F2J RFTIMNAR

® NIST(E. EFE® (voluntary) 254N\>¥=JL—AT—% (Privacy Framework)
ZBAFEH,

® JSAIN\>-JL-LT-I0BNIE. LLTFOESD,
— TIANY=URIOLD@EYREHR . 5, B RMmE
— BADTFANS—%RE I DHOER BT I O—FORFE=ZIEE
- B@RVOY-ERADEFEZSDD
o %)18&11)% ISANS=TV—LD—IDRFEICEITS/TVYIIAY N (RFI) 2%

® 2019428, RFINERZEFX. IFANI—IV—LD—9 D—-F2IRST ML,

ISANS=IL—AT—-IDI7IBE

FUNCTIONS CATEGORIES SUBCATEGORIES \INFORMATIVE REFERENCES

N\
N

N;vaersecurity Framework®D##i&% A,
| ‘ - (37 (Core)

JO774)L (Profile)
| J o A2JUs—-323>747 (Implementation Tiers)




Y bRy MR EDMDEEME - DEMEUVEBEIC TS
129 =Y M BIEOITI AT ADEHEDM{EICEIT DRSS

® 2017F5HDIHAN\—tF 1T 158 EDIehDARFH BT |DFELZEZ(IT. 2018F5H30HIC
BEi5E (DoC) RUELTZEHREE (DHS) H\ RYMRYMIREFDOLHICERIESA
SMRZIEEFLLTAK,

® EMBANEDHORSHIHICHRZES. BFRE(CKDIRLITEGHDREZE - #iE%=
BiR— I D IEHDEMHZEIRR.

® DOoCKUDHSICXU T, AIEZTHEBE120BUAIC, ERF - ER/IN— M- L&
U. #I8I0— RYYT REZER.

WSETHESNES5 DOBF

« WISE]EE. FFHe R EEN D Z 2RI TIRIRIE D3RR (C[E) 3 T2 BIEE R OFF E

o ELITDIBRUCEINCIITTDIZDDA>IZDA INR—23>DfeE

o RYRNI=IDIYI(CHITEAIR-23>DfeEICLD. BEME - DRUEUIZBROBLLE., &R, =2
2Dzl

- ERSOTFIVT1 AT EREANOZ 1T EOEEO(EES TR

o IO3RTLAERIEDIZDEFE - HBE DL




HEEZR L EROHE

® 2018FSHMIHREEAZTT. DoCRUDHSIZRIEL11H. MRy bRy M&{EtO— RYY
7 12\ IEZE CTRULTLD240My by MERIEEN Z5DDEWECHFELI: LT, EEDY
15RZERBIOWorkstream (JRY) &ULT RERTI 1)V et (CEEHE,
® I—RYVIDARICENHE. RKEBEZEEHS (USTelecom) . BRI |
EEmEs (ITI) ( 2KXZEXEWHE= (CTA) iSRS The Council to
Secure the Digital Economy (CSDE) H'[EER7>FhRY MY AR 1%

N BUFICLDIRFEIN 7 TO—-FICH U TEZRFRPIZELEIC. ERDEL
=R F=2wT%KSHTULD,

D _— I‘\‘?“Jjo(l:a:sw'a 5 ’.)OJH!,%H ® 910 International Anti—Botnet Guide

1. ToTHBOtF1UF(FLE . RENGEEREOLE
[ERBI OB O THE DR ELTISORIE IR T0 IO
TS5 LR BIOTE 15 ORI RE 125 CELITAIE LOIDDHFURTE
2. BEOYAN-—tFIVFIRITRIAVE 4 TELSRMORS-BOEDD
NIST CSF ZFLVETOT7 A IAER CFLBYIROTT IO

Z| B 173 E[E
FINI—IT—FFIF DB B

BEORANT 7RIV FAVBIAMHTE
OTOHA N —tF 1T (3358 5. BIRLEE
3. A5 - loTHEROTF 1T/ ITZHEEBDEFZIEE

o At AL  OTHEOU - ERTOBBSITESMEORE |




AUITANZ7MDIoTEF1VUF1iE

o 1>A—RyNCHHT I Skas(cSERNATTIUTHEEE (Bl : HBEBOT IAILNIXT—R
sIE NAD—ROFIEEEBIKFOEE F) ZimAdIeBISE (SKODIERICHITAILZT7 M
MENERL (2020F1H 1HMEITTE)

Emensae: (ARIT1YR-TINAR) OEFIVUF1iE

o A2A—-RYNIEHT I AR DRIE A (. Hxikes(CEIEMN BT IUTHEBEFR (LT DINT
ZRATZBDET B,
1. T)\AADMEEEHEREICEL .
2. INE. RE. (R ETE3IFIRIEL.
3. RERTHLA WIE, F. ZH., FEFFRNS. HESRLUHERICESTNZIINTOIEREFETS
e
« O-NILIVU7 DI TEREF2ENMT DHkzR(E. L FOoVINhzimicdizalc. SIENAt+i1)T4
HEERTRA TWVBEHRT,
1. HBHUHTOISLENT/NRT—RE, BigEeN& R EEDEDTHZIE
2. LERHLIRT. MBI RNEFRISNZEIC - — DUV EREE R A £ LRI NIERB R L1
TARRBEZIRA TLSTL




NIST Cybersecurity Whitepaper — IoT Trust Concerns

® [oTHMmMPY-EANWFhEDEMFEIRETETINEINZHIMNT D LTI FIRENMERTSIOT.

O 0 N O U1 b W N =

B—EX TAHZBRTCEINEVSBRNE,

o [oTH@MVPY-—ERDEREICERZEZREIPIEEMEDH D17 DM BRFZHIAICONT, —
BRI THL AT (CILCERAR (R I T2 DR DA pR—/\—,

17 D=l EERIR

. EEINRAT—-SEUF1

. HiEE

. FheALEEDRX

. SRR, HEIEAE. Ra1E. Bt
. EERHEE

. IR

. AIFEDXREN

. FiRIaIRETE

. TAMEARGE

10.IoTEREEEZED R N
11.€+31V51

12 .{E5a1%
13.7—-5DESH
14.i:8RIR7—45
15.AE—=R&TA-=T VR
16.1-YEUF«
17.0]tR ML FER O EETE

10



Draft NISTIR 8228 - Consideration for Managing IoT Cybersecurity
and Privacy Risks

o IoTHERDBAICHWVAELS. YA N—tFIUFT1ETSANS—DURIZERT BTz D3
Rz FEE

® [oTHEERDMLBEDZHRIEZIAE X #2317 1. T-ADEF1UT 1. BADT A/ —
[FEREVD 3 DOER NS T ZIRRUE_ET. NIST Cybersecurity Framework. SP
800-53 Rev.5 (Draft) . ZOMDIoTF1UT(BEhENEZELOX IHEMREEEIE,

ITHERCLEBUT, IoTHESEN A N—EFIVUF(YRD, TFANS-VRIICRHERSA53 3 2DBE=

YIIRtH R LS )\A AEDEEER [oTHEZS DA (S, RERDITHEER CILEBEITHRVETY)IBHR
EDODENZITS,

FINAZATOER, BIB, EZAUTHEEE | IoTHEBSDZ<(E. MERDITHEZRLERIUETI IR, B, BEtR T
BENTERL,

AN —tF )T (#EE. TIAI\S—14EE | IoTHERTEDDY AN\ —tF 1T (HBE. T4 /)\1 > —HEBED BRI AT,

DR M. 2R, B RNER, BRI, EROITHZSE (FRR S,

IoTHIRRD YA N—tFIVUFT(YRY, T5ANS—URDZERNT BTN

WD+ 1UT1%<T3 - TYybOEIE, MEHHEIE. PITAEHE, HEEOtFIUT1>3 T MRA]

T—ADTFIUT12FD o THRE. TAOTF VT2 ST S MEA]

BANDTFANS—BHRZ<TD - BERIOD-OEE, FFEENBHROVIEIEROEIER, 1FERENIBIROEMH
(CERIDBBARE. THEELONEE. TN —ERDIEX]

11



NISTIR 8200 - Status of International Cybersecurity Standardization
for the IoT

® IoTOWL= 7&%%“3@“5«.&:( IOTZI/7|'\ b AT A 77')7 —/EI/O) HiBEIEEZX 3,

@ﬁ#ﬁ&(ﬁlﬂl’ﬁ%ﬁi LIRS EEE,

® 2018F2H(CRFTMRZARE. 2018F 11 HRICIETCARNATR,

NISTIR 8200 Ic&1F5 IoT DEEERIE

IoT(E. LT 2 DOEBBLZNSHER

@ NXINOBMRZEIRMT 2R RI—=IICLo T IVIR—R> MaEhHERiEaN %

@ —EPOIDR—RI NI T4 HIZERBNST —HZIET DT> TP, J1ZhIZER(CREEREFIT7IF1
T-5%@Z%.

IoTD52D7IVs—-33> (1—-A¥—2R)

J4974YRh— (CV:Connected Vehicle) : &=, EI&. 5@ ISHEBT -9 HEITIH—ER

HBAMIIOT | EROIoT7 U —3axe, 91757 VHRICEZ Y —ER

NVATT - AT A ONT AR | EF SN2 REBROEENSEUEESNANRT 7T -8 35—

AN=BNENTAYY | IRINE—ERBEARI AT A, #lfiz+1UT1S 2T L, BBBHIHIS AT AZOY - X
—MRUE : 74, F7/05 - BEREEREN. J5UR, TOMOY-EEHETEIH-ER

vk W NDH




NISTIR 8200 (575 IoT DIERERR

fii=]
AT

——| AVR—22 B

BHF

\ 4

2y NI=9M6EN., S AT AITHAAHAENDTIOR—R> by MUY R— MK,
RISHOBERZER I DIH(C HEIHERIZIZR->hDtyh,
D> 2T ADIN—FR> hEHEL TEIRZEM TEDT AT LN S DB E R,

- AVR—3> bOHEEIECEB U5 D DHE

ION=RINMCEZEND AN BIRICEDIVWTYIEN R R 22 LB DRENZIRMH TS
(Bl : e—4. BFEE. T-FHE. ORyb7—L4) .

T4 RIBHCRRAN I DREN ZIRME TS (B mELSY. CTAHvF, hX3,
NA1T) o

YNIBR E T (3 ERIER(CRIDIBERCT — 5% F 8 9 DRLEEZ IR T D (B : 1—HxRvb,
IEEE 802.11 Ef&BEJOMNI) o

PIWIUZXACEDINTT -2 2T DRENZIRMT D,

T—ABLVEIRZEIET DEENZIRMT D, IVIR—K O MDA DT —FRITEAL T
YIK= > MVERRT —IDEIELET,

TAVR—-2Y  NOBRAICEEULE 3 DDEE

PINg—23>-A2H—-J1—2R

7IVT =232 NNV CAVR=2> MM E 1T 1> 7 )\ A REXEE T DR Nz =
EXCE

t1—v>-1-Y-1>5J1-X

JAVIR=RD M AL B EE I DREN 2R T 2.

TYRNT=JA2A-T1—R

T =Y B(ES 9 BDICBERIBERY N - IBRBERE DA > I1 - AR M5, IN
TOIVR=RY NMIMELEE1DDRYNT =) - A2 A—T 14 AEBEZ TR R D EN'DD

TDfthDHEES

HIR— MEEE

22T NEIN— NI BIHDENIHERE (I : FREREME. =IREHR. 585 .

FENTUL\SHEEE

SEBNSOTIERICEDBERMEENSHEEE (F 1 D2 IR—> bOBREZHLERESEDUSBR—1)

A

13



Considerations for a Core IoT Cybersecurity Capabilities Baseline

12DNR—-RA51 A%t

O £ETXFFEALDIOTHERARIOEASN N —R 51 AR
1.
2.
3.

o N o nn1 A~

A bRy MREZRUNISTIR 8228%FEEX T, NIST(E, 2019F2H (CloTH#ZsDY A /(-
TFIVFTAHEBEDTTERD. 12OR—RF AR Z TR IRTE. /T UIIA> M,

MR O DPIERY (CFRkRI TE D,

YINII7RUT7— L0173 TR THIEHEIN R E DI iEz AW Ty 7 - hTE2,

FFRlENE Y- (& RER[TIAINPRBADIETZZH T, HesDHELZ R E(ICEE TE D, i E(ICX I HEFE]
SNTVWRWEEZFHKTENTED,

. W RUBERA > —J1—-ANOO-HIVRUIE—- M7 IR ZHIEHTES,

. RENUVERRESNT —Y%RE T IHDIBESZERTES,

. HEERBIEOINTORE(C, EFRNARURE LSNTO NIV ZERTES,

. BAN—EF YT hOFF 2O (CEEERUL. FFRleNi Y- RUS AT LANENS(CP JZATES,

. BEs FOETORET —(3, SNt —Y—(CdoTIY hTE £ETORERT YA —INSZE(THIBREN 2.

OZFTOIoTHERCE KT BB RV BTREMEN DR —Z 51 ARHH
9.
10. NN=23>PON\wFOIRREZZ T IREDHEESEIDY I )17 KU T7— ADI 7 D—EN RSN, 7IEATES,
11. PEESOERETRTEZEL T, HEEz&/]\RE T 2158 2K TES.

12. YEBNRT7 IR ZHE TEDLI(GEEETEIND.

YIKNIIT, J7—LD17 ., \=RO17 RUY-EX0OE TORISw iR I I DFImNBRIN. 7ITATED.

14



Security for IoT Sensor Networks
o MRS HDMIBE20165ERRT573E A Nl 2023 LIV BEE1.2IK RLICHRE TS
RIAHTHD. ZERIoTEHOEF1UT( RN RHEN TS,

® NISTARODNCCOE(F. ENEBRI AT ADIoTE Y YRYNI—JGiEHZ 1-RT—XELT, £
BRY NI —-DCROE5NZFIVT 1 EH, BEIFZEIEL, 2019F2H(ICRST MRZATR,

® T HRYNI—VZIENIDIR—FMEIC, TF1VT1 B4, BEL. BRI TF1)T(F
filt. NIST Cybersecurity Framework B h7JUEDXT GBI {5 % 2218

(2R ND—D%BRRT BT R—122N] [JVR—2> MEDEEH]
> oY (RE. RE. Bt U3EF)
. NA/0O2>MO-JEBICEDER NG Y Q5 % a4
- EREEIRIN, SHEFBROBZBESOHD
hy I
> N=ARF—33Y,/ PHUH—5 RIESNAREATM
. EREENUTEOYNSRE - EHNUET 9% x tz\:luﬂgﬁﬁ
1> hO—3INEAT [y, T
« 1> MO-IHBDIERZTIHISOXE SULECIGS! JT{EZW]
= VI NIST Cybersecurity Framwork
TIHOT—4RYIBEL, TOY(IETRT S EDXTICE R
« YIRNIIT7DAN(C Rasberry Pi & THEZTIEE
> BEg

> T YT HEMES DR .



1. RKEDORIADENE
(1) YO SAFI—VRUIoTHERH

(2) E2A42I5 (BHDEFODH)

2. BRMDETDES



KEIDEBNFRICHIIITAN-BREDZRZSZHEIALERO

o 2018%F7A31R. KEEHBIANFFHBEA(FERC) ! (HEKBIEMEITHE (NERC)*?
(S, A>ST Y MRES(ARBEREAL DL 1S, NERCIZ10A 1B(CF TCRERSE,

® 2018F8H16H. NERCIEKRIMIRE > AT L* 3Ttz > 45 —RIDEEDIRE(ARDIFTEELDRE

¥ 1 FERC : KEITR/ILF—2 (DoE) DEFEETDHLE,
3 2 NERC : FERCOVENEFEEHRE] (ERO) & UTERIE. FERCOEEEBD T, NERCIIEBHTUSY—DtF1 U5 BEDER - BEBZ X, ERIC(IEE.
¥ 3 KMURESIS X5/ : BES (Bulk Electronics System) o ARMRFERE, XE - BLERIMBOD S SRS IRMEE(C DRI B OIEEMEN B DE&BOHFR (NERCHIERE

1237 MREICFRIERBEER(LDIER (7/31 FERC)

+  2015-20165F(C1>> 7 MREMEN O CEZHEF A IEHKRE (attempt to achieve) UTHBEDA>S T MR
E£HEFE (X IRITONERCE#CIP-008-5Tld. #HEN DI EDHiREEFRTFL)

o AT IUMNRE(CSKROSNZRIEBEDBEIREAREL (x HENS2E (REZEA) | TR, BAOLALERECSHS. )

o A3 TUNDRANEISUIEREIA LTI VZRTE (% EABRESTERRENKD5NS. )

« E-ISACIZHNX. DHSONCCIC ICSICHUTHL > 37> Ml sz EFL

KIBE DI AT LABIEHT Y —EIDBEDREICEATHIERE (8/16 NERC) | sistz>s—A $;Ji§|lt ;7151—7 A
SIS TFY

«  ¥AIZRRCIP (Critical Infrastructure Protection) Z#T&H3CIP-012-1%5K7F.
(% NERCIZCNFTtF1UT1BEEOEFREDTH10DEEZKTE., )
o BHIAFTLAOUTINAA LEERT —AE2 KIRE NS AT LB Y- TEE I 3MR(C
MHEERZTFIVFTAIIRDIRTE - EhEt1&E) 318 DOBRE( L Z KO TS,

Mg ge - MWy vy

FlEUT. HREDBEDIESIEBEKSEOYIETF I UST  XRIEE. BAR(CECR,

Mg g 9

[cw-on-lgﬁdbﬁﬁﬁfr RS >DERTIE. Hiftz>5—BTEEZ T IRICHEERDIRD ]7
HlEtz>4~9—B L NERC

17



KEDENFEFICHIFITAN-BREDZFSZRIALEIR

® 2018%10831H. KEEMIRIF—RHZER(FERC)(F. BIEBYISAFI—JURTHR
LT, IERBHEFEFEHES(NERC)DFTICHERL - EFTULIZCIP-013-1,CIP-005-6,CIP-
010-3%3E3.

® 25(CFERC(d. NERCIC¥d30rder 850%F1T.

CIP-005-6 (Cyber Security - Electronic Security Perimeters)

FEE (1] Y& TK] OKRRBEENS AT ALICHENT, R Y—DQSDODUE—T7IOLCRADLYVE 3> %
BRI DFE%Z 1 DU EF D E (Requirement 2.4) NMUOMEMNE T BFEZE 1 DU EFEF D & (Requirement 2.5)
EWVWDERFEIEHEN.

CIP-010-3 (Cyber Security - Configuration Change Management and Vulnerability Assessments)

BEE [P XiE TK] OXBEENSIAFTAICENWT, YIRITTFDY—IDidentity Eintegrityx iRsf d D&
EWVWDEREIEAEN.

CIP-013-01 (Cyber Security - Supply Chain Risk Management (¥TiR) )
FERE (1] & [K] OXKBEENDSIATALCBNT, BI5A4F1—> - BA/)\—tFa U5+ - URD
RASA RETEIE U T, RG—DHBA)\—A> 25> bDHE. RS —DEFFHENER. VI MO T 7RIS (C
B9 23O RDRESEER,

Order 850

EEARHIEIS X5/ (EACMS : Electronics Access Control or Monitoring Systems. FW. Eesfty—/\. IDS. SIEMEZE, ) (C
DLWTENERCDOB T SAF T —2WHRDRAIA—T(CED XL DIETR.

HEITTA

WINEXKEDESIZESR (The Edison Electric Institute, Electronic Power Supply Association,
the Electricity Consumers Resource Council) M\SKRiw%&E (T TL\DIEER



KEDENFEFICHIFITAN-BREDZFRISZRIZALBRG

e 2019%E2H6H. ILKEBHEFEETZES (NERC) (X KIFEEHIRATLAXUARDZ YT 54
FI—VAINDOR IEREZIREUVEHREEIY I FAFI— DL N—-tF1UF1-URY
(Cybersecurity Supply Chain Risks) | ORZIJMFR.,

o ANIREZE(L. KEHEFHIRIF—HREEZESS (FERC) [c&B0rder 850*2CBAEEDE
2o TLVD,

%1 KFBESHNZ A5/ : BES (Bulk Electronics System) o AFURFEEIRF. XE - OLERBD D BAZTRMEE(CDIRN D EIEEMEN D D5%MDIHEFR (NERCHTEE)
¥ 2 Oder 850 : FERCOMSNERCADIERTH D, IRIANERCDOY TS+ F T — 2 HERDBRICEENTUVVRWVERHIHS XFT A (EACMS) [CDWTHERREET L. EDIRR.

B2 - BE
FERC (32018 108(CHT5(F1—> &% (NERC CIP-013-01%) Z&AGEULIR. IRIRERN THIEERFIEHS AT A

(EACMS) RUMBEBNFZIEABESATL (PACS) ((OWT, BT F1— M ROFALBIRETRGRET T DL IIER
(Oder 850) LT&HD. NERCIEARIBES(CLDZDIERITIEXTZBD.

RERESORFHIL. HIHEIS AT L (EACMSKUPACS) ZXZRELZIET, 1BRERmOHER. HHIaREDRE. SRR B(C
HRAMFEVRI OIS . BELANVTOEEN R EREZEDAATVSRNETBNS.

) JIERI(C, B - AR - A DIRF T ATReEE R

AE (I8H) |
. BRSNS ZTL (EACMS) BUYEEHITICASIMS T (PACS) %. FERYTSA Cybersecurity Supply
9:1—\/5&&[/(*53};@@:& RA:: : n;m:- ied Actions

AFHRE NS AT (BES) (CARDFHEITOCAZRKET IR, OE=FE(LBZTOTADEEL.
QMEOZERELX. QFIVTAHERORIBCIGULIREE . @A—T>Y-AZEFYR— I\éﬂ‘Cb\
BV =)L ZFIFT BEROURI DR, OFZEEDRVWRINOFTEROE ERIREA. ELVDTE
=5 BB RSA IRV ITFTITAAZERT 5L

NERC : Cybersecurity supply Chain Risks(DRAFT)
%%}E Ebtb\éo (Member Representatives Committee | Feb 6,2019)

19



REXRFE NS EDuUuke EnergyttIicH I 3CIPEREE R e

® 20194 1H25H. ILRBHEHEFER(NERC) XN REXFENEEDuke
Energy#(C3UT1270OCIPE#EER (Z<(IEHCHS) 01,0005 RIVOSisE

(BT

® Z=5(C. Duke Energyst(d. #If#E2%Y (Settlement Agreement) (CLDNEXEIREZ

ﬂﬁb%%gb\%éo

X LREHEFEF =S (NERC)

KEMEAIRINF-HHEZES(FERC)NENEFRERE (ERO) EULTRE.
FERCOEZED T . NERCEIEHIY-DtFIVT(B#E (CIP) OFRk-EE%ZXEN. ER(CFEE.

CIPE#EER DI

I7A TP IA =N DARENRELTE
EELYAN-EE(CEHIIHERBDERERE.
B RFFR] 2159 (IR BN RERRADT IR
haJEE

y%?éuwIEEbT%E‘/ZTL\/\O)UE bPOtA
Z5¥9].

eNER/E DN

L EHRRICLSB S5 LEB D@L,
#—B B CIPEREPFID:TE.

BECEBROEIER, SiEBDOOY R, 77X
B MBS OER AT EEHRCBIET S
SHBURDOY-INADIEE .

A2 TS5AT7VAREEF1)71DEDFAHZ EIE K
UEHEd 320UV —ADED,

VP L PYY | DES

20



KEBROEE/>TS (BHERAD) (HTEHAN—
WEOHS

® Duke Energytt(d. KEEBHZEFRICHWVWT, TFIVTTIRMEATVBISEEEZISNT
HD. Duke EnergyfiADSiE (3, RKEBFCLBMOEBHESHICHULTOESLOER

h'&d.

o KREBFOEEAYIS (BAFEREY) [CHIZPREPOSF7OYAN-BEOEIDH
BRIHDIEEZSND.

1/29%R RKREHASZEFEMEZEZ (US World Wide Threat Assessment)
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China
China presents a persistent cyber espionage threat and a growing attack threat to our core military and
critical fnﬁ astructure systems. China remains the most active strategic competitor IE'SlelSlblvE' for
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Fassia has the ability to execute cyber attacks in the United States that generate localized,
temporary disruptive effects on critical infrastructure—such as disrupting an electrical
distribution network for at least a few hours—simular to those demonstrated in Ukraine in 2015
and 2016. Moscow is mapping our critical infrastructure with the long-term goal of being able
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Baseline Security Recommendations for IoT (ENISA)
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European Cybersecurity Centres of Expertise Map
~Definition and Taxonomy~
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Towards Secure Convergence of Cloud and IoT (ENISA)
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Good Practices for Security of Internet of Things in the

context of Smart Manufacturing (ENISA)
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Cyber Security for Consumer Internet of Things (ETSI)
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