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Ty, FMEIAAFEREEBZERBLTWS (R 4.16 1 B8) . Ginjas DENZRIRI 32H(C
WHERIAEZEIE T 2128 SPDX Lite FTERAE(LZNTVSIA—YYNIBSE(CLTLSH, SCSK 1 H
DIA-XYNTEEL TS,
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P EQLICRS>THSTHEMY (True/False)
R —— P AT —FDRBRINTVSN (True/False)
IO — o Zip. tar.gz ¥MGinjas SN I O-F Rt
URL S/ -3 ERRLTVSURL
o 1] Mo R Windows. Linux®FORG 75y Ta—L4

CPEM®E CPE~S CPEAL5 4. BEEMEO KA.
CPENS CPENSE. RBREMEN RN,

< DEEHE(520)] KDL 0SS HEFEICR DIFBNZ“YEL N (FkB LR cE 2>

SCSK T3, TBEImPAENIMETE, KDL 0SS NMEFHCR DIFAN 3 MEL"ICEH T, EE R
B EBEL. OSS ZNEMTSERATEZY—)LELT 0SS Radar Scope®#BIFELUIz. 0SS METE (.
EIRBNZA. [BIRUNEICEIYNIRE(CRS M. OSS Radar Scope Tld. Web TAREN TS
0SS DRAE. mE. Y—EAMEBRED—ARIFERZEREL. SCSK DR HE8H. DHDPLTVWHERT
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4.20-9 0SS Radar Scope®migE!4*

0SS Radar Scope®Tld. LLTFD 2 DORERICEDE, 5 DOHRAICEIT 2FERN LT —F%UNEL.
BRTIBEHREEFHL. L—T12J%170TW\%,

1RER 1) SHERIRN -3 Py T HE TS 0SS (FRED 0SS ThdulRetEn En

1RER 2) HARSNIZEEEOMENZ ) 0SS (FRED 0SS ThalsEEN =L

Fe 1) VW-REkE

o ETEMIABN-Z3DTYIZZETLS 0SS (FRED 0SS THhaalgeMNsnEEZ5N. /{yFUY
—ZDSEENNEL)R 0SS (FRED 0SS THHRJEEMN=EVEEZBNS.

Fe2) RFaxX> b/ EEERARYD

o  I-Y-@miFRFIXIPOE/ZEBICHEZANTVIDERED 0SS THHAJEEENEVEEZBN.
FBIRENEFEOMEN'Z 0SS (F1-T-HFIALPICKRED 0SS THaaJgeEn=mn
EEZBND.
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o  H-EXZEMIBIN O x[{RMHENZY-ERORHFIZIE 0SS DERILEHITDEEZSN
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144 X —T>Y—2YITNITTADEDHEY : BIRIEY—ROBEDEE
https://www.scsk.jp/product/oss/radarscope_1.html
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o FRBRITOA-T>RIZIZH—3301-H-hHB0T71—RI\WwIHZ 0 0SS (FEED 0SS
THHEEMENEVNEEZBNS.
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5.1. X490YIb ~O0SS (L2 F1VT1URHEFR~

B BEIER - ABHECHIBMIED

At KE
EE (CESGIEES
E =5 163,000 A (2020 £ 8 Ak¥R)
Shi Sler Bift/U—EXAEH£E
= [BESS T iE |
m HutH

< (B85 (v20)) OSS ZFIFATBEDOEF1UTURTHEFNHR>
IA490YI N, 0SS ZFIFAT R U T 4 201U URIEHSRERMEL TLS M,
@ fEALTLS 0SS #BAFECTS
@ 0SS OERRTET —IN-ZETERNEETS
® fEALTL3 0SS 2RI S
@ TFIUTHEOMSSECIET S
BUF . BHGHOFFHHICOWTEC#H T B,

145 Who Wants a Thousand Free Puppies?
https://download.microsoft.com/download/C/5/E/C5E50D16-6E0B-453A-9A69-
195CF3D2C823/LocoMocoSec-
2019%20-%20Who0%20Wants%20a%20Thousand%20Free%20Puppies%20-%20Mic
hael%20Scovetta%20-%20Microsoft. pdf
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@ {ERALTWVS 0SS ZBAEICT D

VIRD17%"discover"EE(EN2Y—)LZFAWTY—XI—-ROXAFv>932ET. R 0SS %

&REIU. Lik—k (Bill of materials (BOM) ) #{ERY 3. cOTOLR(E. YVINIITHFEED
FHIZHR T D CBECBE{EESN TV,

@ 0SS DEARRET —IN-RETEFEEID

DICBVWTIBIEENZ 0SS OEAIRRIE, T—AIR-ZETERN(CEBIEIN, WD TESIBT
FBRLI(THOTVVS, CNICED, ZFEMBD 0SS DERIRRZBIRIE I BEEE(C, OSS (CAEFEMH
SEHHIBFUIBROIMINCHIFBL AR A94 AE) _EETRAMFEZER->TWS (K 5.1-1) .

Laft- Pl 1.0.0

N

ek

gobaae

This is an jnternal tool we use to manage security data for O55 components.

5.1-1 0SS JiRk—%> MEET — 4% BT 3RV —), 14°
(M _E(C 0SS IM—2> MDA TF O ZIRRHRRSNTHD, SBIBET 0SS [CBELUR%ZIE
BIBEHTTHE)

® fERALTVS 0SS NEEN#ERI D

Nz 0SS (F. HARZEBOURTHABE LISV T, ZOREMEDIREENTNHNS. 2TO
0SS M= MU T, ARIBHRCERAT —IN-RIBHROUNE, KUY —)ER%BL T

122



SO BENERIND, BlCEVEFIUTNRDOSNZIHEEE. BIROY—IUERICINZ TEF
1UF¢LE1— (In-Depth Security Reviews) ZZEHEd 3L TED 0SS IR—R> MEZE
ThaMMERENS (K 5.1-2) . In-Depth Security Reviews (&, I>SZ7F—AlCZIES
NnrLE1—F—-L04E02%, IZANIMNZE00, TF1)F/EICBIFEE MR ZE5N 3,

Validate that the OSS components identified earlier do not contain
security vulnerabilities, based your organization’s risk appetite:

Higher

Cost

Al Components

Higher
Assurance

5.1-2 R&HB3TFIIFTALAIEIZ DN AU 0SS ORISR 14°

Fie. ZOMICELFIUTATEAXS MRSt O OB, R4 BRFEZRVWTHESEIEIERO
EIRICEZS. ED 0SS ML THAINIHRTECTYIT—hENTWS,

@ TFIUT/EOMESEIECHIETS

470V ITRTE. BB TEF1UT+ 0TS L%EEL TS Microsoft Security
Response Center N, OSS OtF1UF(EICHITDHETT M ICZHRERIICEMBL TV,
Microsoft Security Response Center M{FEIANEZEFAEL T, Microsoft NJ#REET0Y
SLEBUIHIERMESS R R OIS 2T AEEE, HIBAUIMRSE PR Z DM ISHRICEETS
BERAFRAZENGDITEND,
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5.2. Y3UR ~0SS JOZ 17 MORTRIIRHEE~

B BEIER ABHECHIBMIEDS

At RqAY
& 1B BEE OryiasHEmEOBRYA MNEE)
MESEN 13,825 A (2020 £ 5 Ai¥H)
Shi Sler @it/ I>R1-H— (IT H-EX)
B 14> A
m HYE

<[4t Z(L21)] 0SS TO> 17 MO B RHEE>

5> RTE. 0SS TOSTI OB, A RBF. IZ1-FAOERkE BT 6. 0SS (TR
BT 3 DDIEE%IBIF TR,

o & (Participate)

B0 0SS JOS TV MOEHZ{BET D,

e HH (Share)

Bt EDZADANDIE(CII DS J- RPTO %2 HET 3,
e JOE—33> (Promote)
IS 7F—AICBIBA-T>YV—-2D—-ROERZERIL. A—T>Y—-ACEIETS3974 2% F

E9%,

Fe. Y5O ROA-T>Y—ZF—Ald 0SS OFSERKRUBFROER. RANFIT1AOHES%
BrEU TERF R A EEN 2R RAL TLVD . ERRIICIE. 0SS (CEAT AT ORF1X MeERKU.
HASNIERE - ARL TR,

146 55> Rik—AR—

https://opensource.zalando.com/
147 55> Rik—AR—S Documentation
https://opensource.zalando.com/docs
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e 1> AH4R (Open Source Licensing Guide)

o A—T>V-Z0—-RD¥FEA (Adopting open source code)

o A-T2VY-ZT0>17MD))-2Z (Releasing an open source project)
e 2018 FFRLR—k (State of open source at Zalando 2018 Report)
o 7OFINSGZAY RIS~ (Anti-Harassment Policy)

ZOA., 0SS OFEARNURFECEIES ZH1 RIA>THRIO AT ZAAA RIKRUVRQTA-T>Y
—2702 17 bV —-ZUDOWT AT T2,

DA AHA K148

SAESZANARTIE, FERATIEERS YR, EREIZEAINESI I RAF OV THRAZL TS,
BN USORTE BUT 3 BEOSA 2 R(TE%EHI S 0SS DIERZRHTNS.

o FFEJRISAt> R (Permissive licenses)
JE—31 ML RIBIREAFTBET, [EH. Z. BN eEERI1> X,
AFL. Apache. BSD. MIT. MS-PL. ISC. PHP License .

e 350E-L IR/ R (Weak copyleft licenses)
JE=34 b SR BERER. YV-AT-R 1AMV EEDIERZ(TITZET. .
tZ . BefRh Bl e SR,
APSL. CDDL. CPL. EPL. IPL. MPL %,

e WIE—-LJIRSAt>X (Strong copyleft licenses)
JE=31 b~ AR BERLER. Y-XT— R 1AM EDIEHR. AUSFIVY-R%(T
9BIET FER. E. BEmHEEERIM R Y52 RTEIHABICOHERBIFEL R0 TL
do
BCL. GPL. LGPL. NPL. OSL. QPL .

—h. Y5O RT(E AGPL BSES X, H@%IE (Commons Clause) A/t AKRUSA
TOARLOI-ROFERIEERHTLRL |

198 45> Rik—AR—2 Licensing
https://opensource.zalando.com/docs/resources/licensing/
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QA-T>Y-2T0S I hDYY—Z 14

Y5> ROt &(d. Zalando-Incubator®*#@U T, FFA—-T>V-2T0S 1M e )U—-2F 3
ZENBIRETHD. TOS I N =R T BIEDICIEINRE N =)L EUTUUTOIEBZESH TS,

o BIFZEBORAE (Get sign off)
JOS 1/ MRIAT 3B FILLWA-T>Y-T0 10 NMCEFBIFEZ ZIKCEDOWT, P
BI3F—LOU—F—,tXDN-DBEEEBZIREN B,

e 1TJ547>Z (Be Compliant)
2TOA-TOVY-Z2TOSIINIFZRDIL—-ILTYY (Rules Of Play) ARIXRNTZIF74AIC
MELTI—RZU) =AU TERBRWV. BRI, SAECAFCEEL TwEERDI7(\Z
VERR I BER . IEMON -S> 22 BRIGRET 3 EENKRDHHNS,

o LIRS NMD#EfE (Prepare your repository)
D)—Z(CMIFT. I— RORSFE - AlEn S HID MBRRFIXD MERTZE. LIRIN)
O%EFZ I 3. Iz, I— RARHRODIL—ILE(CHERLL TVDH. H5> RIMNDIRIBTEENET ZH\
J- RAICHEBIRIZFN TORUVNE, LKONOBRTFIVII S,

o LE1-0XfE (Get Reviewed)
D) —-2OFEFHNTEI-RE A-ToV-ZLE1-IIN—TOLE1-%Z R TERS R, L
Ea1—-(CE&EINIE, Zalando-Incubator Z@BUTU)—-Z&EN 3.

199 45> Rik—AR—2 Releasing a new open source project
https://opensource.zalando.com/docs/releasing/index/

150 Zalando-Incubator &(3. #iiEA—T>Y—2T0S 1Y bDITE LFEXIES ZH5> RO GitHub 1
S1ZT74THD. YU R ENFRA-T>Y-2T02 1/ b)) -X 93155, Zalando-Incubator (C
BOWTHERN(CA-T>Y-2T02 17 M5 LS, HZT0S 17 bOLE 1—EFFFTrl BB OFFHT AT
hnz. Y5> ROA-T>Y—-ZLE1-)L—TH Zalando-Incubator 70> 15 bOsHEIZIBL, 74
TAEFAPIZ1TTAENMRRICBIL T—E DK EZIU7 I NIE Zalando-Incubator ZZ2 0. Y5>
ROXA> GitHub J21=F4(CBIF2A-T>Y-2TOS I MU TRIEIT DS AT LERI TS,
https://opensource.zalando.com/docs/releasing/incubation/
https://opensource.zalando.com/docs/releasing/graduation/
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5.3. Linux Foundation &/\—/{—RKXZ(CLD Census I JO> 17 MOFARHILAR— b
~T V=AY ([CREFIFEN TS FOSS I R—R NCET35RE ~ 151

B AEHIECHIBAIEDS
Bl N EEEEESO

B AREHOIVvEOR

e CensusIJOZ1VM2EUT. IRROVINIITOKXF%ZEHHD FOSS (Free and Open
Source Software) (CEAU. 4F(C. IE<FIBEENTULS FOSS J2R—%> MYFEENTZ,

o FOSS O_LAIEMEBEDSS. 4 30 3 UL ENEEORZEE THIENBASHNIEO.

o FAEDBET. YINIITIVR-F> hORE SN ErRMRAIO RN, EADFEFETHD> ~D
TFIVFT1OEZEMDIEAR, 0SS (CHBFBL A —YI NI 7 DFEHGIEE VORI BAS NIz,

m CensuslIODB=

REROYINIITD 8~9 ElE FOSS VMR- hNTHERKRENTLSEENTWS. UL, FOSS DOF
BYOASTFIORAZRIE T DB NMFELRVIE®, BRICERPZENDTEETHBIENS, EDLIR
FOSS N&RELENN TVSDONIARBABRETHS,

FOSS OIS AT ADFERDEE ML TR MR T DIz6C. BREIARUARIETED LS FOSS
HFBEINTVBOH. ZNENEDIEE XS T AEN, YR— R NTVW2ONEIRfES BCENIERICE
ETHBEDRHO T . Linux Foundation @ Core Infrastructure Initiative (CII) %2 &/)\—/¢
— RKZA IR=23 AT AATARICLD Census T JOS 1Y M5 ElfBNTE,

151 vulnerabilities in the Core Preliminary Report and Census II of Open Source

Software

https://www.coreinfrastructure.org/wp-
content/uploads/sites/6/2020/02/census_ii_vulnerabilities_in_the_core.pdf

152 Heartbleed RS2 (OpenSSL AEES1E) ORI (T, Linux Foundation (4D 2014 £F(C5%
STENTHERS
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B UR—bOBIZE ([AESSHETIT(v22)])

Census I 7O 17 hOFAEHIRLR—heLT. 2020 £ 2 A(Z[Vulnerabilities in the Core
Preliminary Report and Census II of Open Source Software|fAZFRENE, Lik—  OBIE%
BUF(CEE#HT B,
<ABEOBH>

®© HWRBFIVT—2AUBVTRE—MRMIENN TS FOSS VMR- MIFET DI

@ ENA® FOSS VMR- MIOWT U T ICGEER I BTN RSS2 RAEI 5L

> BV -ZaCORERFIA
> JOP1IMOANERE
> ¥V LOMESSHENRISNTWSIE

® INBICELBENIIERRZ. FOSS ORREMEZEMZYR— N ILDOIREICHITHEBSTIRLL
MFTEARIBIE,

<HAEEER>

N=RhF—TH2VINII TR D Z T BEHELT TV —23>0tF 1T BENSIRMZZ T
=AYy MOOWTHRIEBMZ D D i7e EREL. TOH TERBFIAINTLS FOSS JVR—%> MEBASMNIL
Jzo LR=FTEL fFERELTRBERSEEDOSV 10 O)\WT—Ih 7))L IRy NIBCHIZEENTWS (R
6) o &8, JavaScript /\wI—IHERINCZHoflzs. JavaScript /\wo—JZBRIMNIIZED LA
I\ —SEEFTES BI28IC. JavaScript & JavaScript ANOZENZENCOVWTHIEEINTWLS, 22U,
IEHER T BEREIHENTVRVWNDDBIL S —YI NI 7 IMFIFEN TVWRISZSEIIC. Z2NH
WEBBIEN DN TLDDONMDOVWTIFERZZEVABRNMNE THZ LD, ARCAVSNIET -9t
v MNIERCEBEM(CERENRED THOIENS., FRiILR—MORBEERE. E0 FOSS \wo—2
HNREEETHZINZERIDEOTEIRVE. SN TV,

*x 5.3-1 FEFAINTVS FOSS \wr—>

JavaScript JavaScript
async com.fasterxml.jackson.core:jackson-core
inherits com.fasterxml.jackson.core:jackson-databind
isarray com.google.guava:guava
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JavaScript JavaScript
kind-of commons-codec
lodash commons-io
minimist httpcomponents-client
natives httpcomponents-core
qs logback-core
readable-stream org.apache.commons:commons-lang3
string_decoder slf4j:slf4]

Iz, FOSS ORBRE(COVT, EAIEMEDSS. PEICERASNTLVRELLTIFEENTZEE 75%.
BASBZEFELCTIFESNZE 15% (55D 10%I(3REE) THH, BEOEEEDIIEHEVENEA
SRRz, 2017 FEOD GitHub OF =% MUIcECD. &b T7I717 72 FOSS MFEED(C(E. X147
OYIR, J=5)b. IBM. 1>FTIOREERDA-IL7RLATTOS 1 MCERRLTLRE N WS ZENH
BAUTE, AFERICEE RSN TVB IO IV MOEBEN. CN50/\wr—SHRODICERTOEENS
BEERIZZ AL TORLNEL TS, FOSS JZ1=F7/ DX\ —EUTORSOMIAIY, R DD E
ZEFIDEDTHORIBEEN DD EZIBTEL TV, L. BRAENEDLIRIRR TEENL TLDD
HaLDERFEICL. ENSDRERZZI2EZNBT —INRINEHERZLHICLETERVE. MES
ntua,

<FHBECIOTESNIERE>

Census 1I JO> 1/ bMOFERESRES(IC. HTO> 1/ MOEGHAE (BRI, LUTFOREHBASHN A, Lk
—RTF. cNSOEEL. HBEDFRICHEEZE X200 TEIRVELDD., LNAEERRBHIININEE
EBREOTHD, FABIAEITIEDTHIEL TS,

© YVIMNIT7ZAUR—F> MOZE SN zap iR BI040
YIRII7ADR—2% 2 MDOARZIRBINEE SN TURWVES., Ty N DRI IedDT—
Ay NSRS ICBRU T RARS O EE SNz, NIST 3 NTIA OJOS 1/ NTERESHERD

&I(E YIRIITBTFAFI- 2 DIEREECFIITAAOEHENFERL . JDIEHEICBB(CONT,
a2 RRAIDO RN, FEEFRPOBAFCLDYINIIIR-ADA>3T > MbEBZSF 3L OEUE

153 National Institute of Standards and Technology : 7 XUhETIEAERHMTFAFCAR
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ZREIDBRILIIO TV LZIEHEL TS,
@ BEAOEFETHI>OTFIVTIOEBRHDIEX

BHFEENTVWRYINIIZ)\Wr—>0 E4T 10 4055, 7 20)/\wr—SMEANDOBRET7H
7> NCEDBIFEENTWVRRE, ZXDTOT S LAMENDREFET HI> NIFTET ZEN SN
fzo BAORHRTHI> NI BEDTHIS NLATHETE Th2aIEEMEN B2, EADFHFETY
N> OB TFICHZI-ROZEFINMIDBEB(C. UNBIREEINTIATOICENTE 2 EIEHEN
TW. CNIFURIICEBFZED TR, ERICRAELTHED. BEHIENEHLEIRIERZEES
N\ R7EAHENI . Copay™*0ZBAIE. BERICV\SERSERDTIZRW, BADRFETHT>
NMIBAPESEDDBIRIEEHZTENEHEINTVB, 2. Left-pad' > DHBHFI T, /lvr—
O FEVVERIHEL THREEN - RLRT NINSBIBRUZCELED. eEXTNN— RLEHHRT
—RTHBLICRZTE, HeZI—RIURFLTVEZLD/ v — S HEEELRRO IR, BIFRE
ARANDITENKREREEZREFULHIEZETSN TS,
® OSS (CBIFBLAS—YINITT DR

BEARM(CEUMEEZ B I 2LV W —SHEFEETRICENMNNST, 1L Wi —SOFI AR
ANEWT—ANH2. BHREQDNITAORRZ®. SUE(CHHBRFREITIZ MOFIFINS, FTLWLWY D
RIT7ADEIDBEZNEHKWENRREERBTEEZN TS, 5L W —SORFEE (FFRIEEDIC
AT BIz8h. FOSS DL —RBIRRICOVTER I 2w ENHI EIEifEIN TS,

154 bitpay #HHFEENFZENCILIALY NI
155 7= B AR TOMEE RIS D JavaScript TEMNS/4T3)
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ARBHIETE. PV CELDIRELEREEOES (20 FH6l) & ARNEOAEICLDINE
UIEiBshsEhl (3 Bhl) ZIBNMTUL. RRICBWTE. 3.2.2 BICBVWTHDFEDIBRRTECEREHIIC
BIFBEHEONA > MEZEDFEDHD .

B ET M

0SS OFETFEHMCHNTIE, BEREDREIENEEREINTO. HIXE. ERTIEEELIHMERS
A7 0SS ZUZAMEL. HAELLETIL—THO OSS FEICEVNTEDURMERLT B %)L —)UE
FEFEEIRDEEEEREZIRI DI ATLEERUTVB RN RSN, 2D, £/ 0SS (C
K3 3RU>—=ESD. ZONIZ—(CAID 0SS ZREIDEZIN—IUETBELIRSN T, E5IC,
&DhdL 0SS HREEICE DIBNAMZELZMBICTED. MEUVICEDEIBEIRINEL. —ARA AR I DH
fHB»OI.

CNBOYUZ MRS — DB (CERIER 0SS DEREEELRDLS, BN EIF I /N—-(CL3
EHINRBLE1—PX T AEO T RNRSNI, T, & 0SS DERTEOHIMTORIS —DFRTE(C
BVTE BIROI /DA IMRSF, MEEE |EF0OF AP, H5% 0SS OHAE LI IL-THOFER
EiE 21T OFEBIRAENZ RSN TV,

m S22

SA ARG FFHCRBERCHVTERNICEDBENTHD, 0SS BRI ZERZMIAT
BEOMNFELTIA RS TIA T R DD EEZ NI, TOMIGICHVTIE, OSS ZFERT IR
(CE5% 0SS O A0HNB =B HMEL TEEL., WMICEM4 2 ETal e EOHANSTERIDFE
MERBN TV, HDET. —EDT—7J0-DI AT ME. Y=ILEZRVRER#MD 0SS NEEOHE
2 FEOHREPETOFEROI-IELE. ERIA O AMIEZIBHRIZHOITREESNL. U
—70->2FLICEER 0SS DIEHRZEIEL. Bkl MESsHEISICBVWTERLTWSBHlbHhork.

FIe, FAEDAHIGCEVWTPEFZOR B AER D, D—-770— EISEFEFINLE1—F =
ZERITED BTG TEFFEBFINSEZEEDCT RIS X2 AT 5FOMICH RSN,

SBIC TV ABIEDBREIBLL T, EILRIZXTLAED 0SS (cahoTW ek EALRNS, VI
RO 17 OATFEIMRZ EIRL TOSEEIREEY — VOB ENME(CL 2 RHIREE A NN EBBEN TV,

131



B AEISAEXIE

AESSTEMIE(CH VT, SBOM ZiEA I BEENZ(RAN. SBOM OFERN(E. ANRDS 1> A%
JETESNTAEA 0SS [BFRODEAP. Y-ILOFAFICEIDITOHN T, INEELZ 0SS DiEFEIER
¥k SBOM ¢REUGHEEEEL. REIEUTEHZ 0SS ZERULTVSREPY —EADIEHED
E(LLHOTHEYBIEDNBENTULZ. OSS DTS EFIROUNEL. IVN FENSOIBERICINZ . —HZE
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