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32T L H=EAURIVOYZRIET VLT RU DT - 54 (&, S AT LB —EROER EANEN
I3, Fz. IoT HEFPOFVILANIINOUZRIET I RUDH - 5HEI(E, IoT HEEFFv I D85t - B
IEEANEET D,

—73. S(1)-1 TIA—HRATBURY(E. BFEIDVINIIPICETBURITHD, MFREENEK
BCURTETV> I RUDHT - Sl 2 RS 5. EROYINIITOBE. FIRRBMIESINL
FRILRIVOURIZEZ BT BIENKRDEND, Fo NADYINIITDIGE BESNZFIHIR
RICBIDYINII TV DERBEICE D WURIZE RS LN ReHDEN D,
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B TFIVFRICHESBERDOERS

TF VT RIS BERICOVWTREEDIRRZSIHICE. AN—(2IZFEEBFOF!
WAL I TR BEREOTF1VT/ A L 2B FRTARRNMD B LD, o BEEADE (R
IRIEFEENCLE(C IEINEBRORM (P77 LRI EMEDZEF. MBZIADRIE. 7
SURDIGZEFEAT DY —EAAZ1-DEM) BT IBEADASENKHSN
Do

BB\ IFFEBOMEN, TFIIVFTIROMHEEPLIZANIOWVT, BE DRz
BOEZIINEETHD, BBRETAN\—1>ISELEBLORIDEEINIE. MRRIEHEE R
(CLBDEFRADILEL - FEL, WRSATLADTATHA NN D215 -3 RECED, I8
fRETERN T ENLEEND. (BhETDIEREIA : S(1)-1 2Ai%)

g )

D
/[_>
| f é /
/
B \\/j}/
EF17REIR

FFSECLHRRIBCELEF171-T I RO AT MBROTOTRZERL. INICLIAWNT
—R&ERL-EILRT D, EZEU]- ROLE1-RUDHZEML . MISHERZ2TOTRICT— RNy
9%

O S(1)-2.1 t+17HRIODERADER
TF17I-T12JOER. EIVRENMI(ZTER BEMEY-ILOFIA. b—Z
SORE F17I-T1>T . CF1TENRRUTIAN MF1T7ICRETBTOTRZE
£9%.

ER#E5 . IRSECHREECET 3EHEEFIVIL. TOCRCTNSOMIBENHEMAFRL
£3ICT B,

o ETUREREROtTF 1T B L ESERMEE IR T B /15, 125TV5 . RUEILRY-)L
Z{EAT3, (sp800-218 PW.6.1 task)

s  HRFERUHREREBCHIZ2B8EMEZIE (REML) Z2EAT3,

o BARCHBIFZFRIKEY. RIBRHRN—Z51 > EIR T 3IHDIEREIRY -2 EAY 3.

o EFITI-FAOIUFEOER. RUBBMbESNIEez MR B RIREZE AT 81, &
tJ]@I\I/—:‘/j‘%Fﬁ (sp800-218 PW.5.1 notional implementation example)

o TFITRBTIANNEEZRETZEEEIC. TIAN NOERREERTERE R TREL. BE
AIE@'E'fT(LLJKb‘DRXE%_J EET Do

o VINIITEHATZI-Y (SATLBEBERE) EIHCEF17RETELCORECETSZH
192 2%XET 3.

s FRFERUBRRIECBIZ Al YR-NCL2EMEZIE GRUERITAD AL BRACLD
mEM_ERE) ZEBATS,
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O S(1)-2.2 +a7EIR

ETaI R RO+ 1T 12 Mm LS BHAER IR I35, 1255, U
EINRY—ILZERL, - Fe4ERk-EILRT B,

Hy#8 451

AONRA5.A29TUA EILRY — )L DIEREE B ZRTEL . EBSNIEHR%Z CaC
(Configuration-as-Code)¢UT{EFRIEEE T B,

IVIAS, 42TV, EILRY - LB - BF I 3 DEE BRSO A% EHL. BIEMEE
BE4ETERNICIREE S 2.

VINIIT7 DT TOAIAERT 2107 T REDIRAE L, RESNABRRZERT 3.

O S(1)-2.3 #&EEET1—RINYH

LE1—RUBITICL DR C LD FERENCERBDIRAKRE Z4FEL . DX IEHE
ReTOCRIT—RI\WIF3,

HE6

VIRNIITDSATHAIINDERBICHUT, JI-ROLEI-RUB DS E%EIRT 3.
(sp800-218 PW.7.1 notional implementation example)
S R7PZOMOERDHZI - ROBEZIRE I 3HIC. EFIDOLE1T7-DRH%185,
R - ROV —ILRE, V- ZERUHZEE ZORTERZXEILT 5.
Y-V ERAL T, J- ROMESS LB tF17T-T U IEEADE N Z 5 BT
[CRIRL. Y=IUCdrTiREEENMEZ ABINLE1-U. BELSUTZIET S, (sp800-
218 PW.7.2 notional implementation example)
LE1-RUDICELDEF VT BFERVEZREIL . RESNRBORARERZRE. X
E1bL. 2oMEERE. tF171-FT127, tF1T7ENRRUTIAN N F17ICRET 2001
AT1—RN\wI9%, (statement MSIRE)

O S(1)-2.4 J—KR-2X

LE1I-RUBITOIRE, Y—-ZXD— ROHTHL, BF5ENHdEBMMNRELLS
FIEREROI-F GREITIF) EHRET D,

HRE6

HEBOtrF17 -T2 BECEDVT, I-ROLEI-RUDHERITL. BRRINEETO
FIRECHER SN SRR HRTF - ADD-IJ0—-XIIMBEEIF> 2T AR, B5EIE
41393, (sp800-218 PW.7.2 task)

LE1—35RETRBRIRBOREXIRICIE, —ARBIRABEITT LSS R ZM<CTzd0I /(518
. BRSEPRE. WEBSUT, Y- R-F/0OI—- RMEmATEMNBEF EREER]
—REZ1-ILEEDHB.
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BTERE. =t O SHE

FAR
EIRII-ZFTOLE1-RUDITHRESNBH OIS 2 FE R I B, #EETANIINZ. A
51T AN BATAMzERET - RhEL . BRINIZAESIIENDII RZENMET B,

O S(1)-3.1 FAMHE
BEETIWEIRIDCEDIE, TAMNEERUTANIREZREL, TANTEZIL
%?50

iy 1L e LE1—. O XEFANTEFESN TORVAGEE4E B DI 3olc. EITRIEEI-ROFI
ZERITIDMNENDINEINZ TS, (sp800-218 PW.8.1 task)

o EITUEEI-ROTAMEEITIZIBE. TANGERUTANGEZREL. TANTEIZIIR
9%, (sp800-218 PW.8.1 task)

o FRAMDIRICIE. NAF), BEIBEEITINZ/\M IR, V-RD-R, RUHEBNEITIEETH
BEHRIZOMOAEROI-R, YINIITZEDHD.

e I-ROFRAMDMKRIC(E. B—RN—FT(OEITAIEEI— R, RUHATIERENZBEFI I8
RELTAIREI - REZ1- B E(IIEUTEDS.

(CRTL-Y-EADYIRIIT DIHE)
o HFESEENTANMCEETINA RS ATIIL - MBI BHAR. INSE2EHTTANT
CIAvETEN

O S(1)-3.2 FAMSR
FARARICE, BERET AN, BESSHET AN, 72T RATANMREEEDHD.

ERsE £ . FIMMNREESOEREMASENCEIEL . ARBCEF1YT( 0B S0ER L0
BHERBIFEL VRV ERERS Bb0F A NG ESHS.
. YINIITREO A NIIEORIBERR T BEHICE, TrSVIFANET AN RICE B,
. REENZIOBVSFUATYINIIFERELLSET S EES 1L — N BEATAN
(REM—3355ZN) EFANSRICEDHS.
. EN-BIIOMESSIET R MO, BUEOBREARET BEIRF AN, TOS T NOE BT NA
~NCHA TS,

O S(1)-3.3 FANE}E
TANSTEICUTN D TT A MEERET . EhL. #iREXELI D,

ER4E {1 . FUANEEESORETENPEECEET L ERRTE LSS, Y217 ML,
AEOFRBEEEEUTANERIET 3.
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O S(1)-3.4 BEEADE
FTANDFER RSN ETOMELER NS ISR EZFFEF —LADT—770—(C
#HAHIAFH FNT D,

He4a o TANOFER. BREINETORMBELHEEINDMMIGHRE . BREF—L0T—70— X (SRIE
B 2T AICERERL ., BSRIEATIFLTXEILTS. (sp800-218 PW.8.2 task)

e REINLHMBAORAERZFEL LRI S, (sp800-218 PW.8.2 notional
implementation example)

o HESSMEDAT. MESSEOURVEREERUY - ODHIEREZ. LE1T7—-ORDIGEU TR TE
B&OICEEIET D,

-

5
A

21—F)N\w7
BHFER. N5 o-sHE

{M
-/

\

Y—EADE=SUYYH
VINIITHZDEARIE (RyNI—J, TSwhIA—L H—EXRE) LBEMEEOTIBIREE.
1REE. #IFIBRTELRTENI)IITBTOCANRUVI AT LA HL. EhET S,

O S(1)-4.1 BEERE
BRER SATLA-B-EXAMRIEE. RUSATA-Y-ERZE/Kk I 2EECH
IEEEEFIRCEEYA M EHI .

HR#E 1 . SZFL-U-CROAEEEC, TESRBRERLRAL. 17BN TS,
o EFIVFRUS—(CEDIE, SRTAL-H-EADTF1)T(2RT I3/ HDOF/ExEEfE, #HiFT
3

O S(1)-4.2 EZAUYIBIEDE(E
BRAER VAIREFOBIENLREEZR/IMEIBEHICS AT LAZEY) D B
U VINIIT(CL D EFERE FEERURIZEER I IEH I BIE# B HIT D,

Hy B 45 «  H-EXOEEASITAR. FATHEAL. OEFERELRVLICT S,
o BERURIZHIET SLHOZEY - ZERI 5,

O S(1)-4.3 EFIVUFAAN=XLADE(R
VINII7RUOYINIIT7ZBAIZSAT A H—EZN, BIEEREBEX (TSI
TSREDVY -2 E(CHDIBIREERVT —IDHEZE - TR M ZREL., BRI nTEE
EI2HOENRCF VT AN L%/ B,

Hy B4 o HEE-TRMEREITDILHOANZALELT, TrAT7IA—), S BREZAVS.
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O S(1)-4.4 E=HVU>) LEEM
BRAER EERY-ERRIRHIZIATACERUXNZ A LOEMWEIR R ZEZS
U9 BEEE(C. ERINCEF 1T 152 RAEL . SHHOUR I EIRORHEHTH
éa-éo

Ev4E 65 . BEAY-LACEAURYINIITOANZZAOBIERRAT=IUST U, VI NITT OB
BET By NT—). FovhTA— ARNEEN T BMOY - EREEEESUTRE. HiFanNTVSC
LEMESR T3, (statement HSIRE)

. AT B—ERCEET 21T EHMADOERIESI 1T FPATLABAR, RISERAIZT
LDAEREFERFZ2EDHZ,

(2) S14T7891 0\ EH, EREDTHL

4 ) ) LY,
)
| (/)

B Py \\g//j

tF17RYINIITIVR—R > MOFER
SNBSS FECUIER. A—-T> YR 2OMMOY — RN—F1OYITRIIPIVR=2> MY 2034 TY
1)V B T, AN ERUCEZAHTENL TVWSIEZIREET .

O S(2)-1.1 YIhI7IYR—R> MDFE
SNEBOSFECY B A—T>Y - TOMOY - RI—F4OYIT I PV R-F
NG MBI ERLLBAEZRILI ZEHOBVEDZIRAT S,

HekB 51 e H-—RN-F(OYINIT7I R—%IN (BEES1-IORESONIVARE, BE SN
FaUTHEEE - B —ERORMEESDYINIZITS(TIY, EZ1-)b, TRIVIIT. IL—LT—4
REESD) %, MRRBZEEL CLE1-RUFHNT 3.

e H-—RN=F(OYINIITIZR-KX DEELRERZRTEL. HRENCOEBMAE
configuration-as-code RECKDRIECFERATEDLS1CTS. (sp800-218 PW.4.1
notional implementation example)

. H—RN=F1OYVINII7IUR-2> NOEEFRRECHIIDEZE M RIRIL T 2eH(C. V-
ZA-RMBOEIER (TFIVFRFr>ED) | SRR (N1 FHURFr) | BIEERATIRER
WME(SHUTERMT 3.

CATL-B-EXDOYINIITDIHE)
« BEEOEKIGUT. SSDF ANO#HVE R B CESIEAZE DR, TOENEZRI RNRY
ELTRHETHUT SBOM ZigH T 5.
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O S(2)-1.2 YIMIIZIVR-1> MOBIFE - #S

SHEBNSYIRII VIR MeFRULBWEE. Bl TRz eNtF171 &
EBITELIPV ZRMOBVWWINIIZIVR-R Mt N THF, #5953,

Hy#8 451

IUR=2> N BIR R UHERF I 2FR(E. MBI UIc b+ 1UTA1BITICUID DT B2RYD
ROI7BR%Z1TS. (sp800-218 PW.4.2 notional implementation example)
RRUIEYINIITADR—32> NOBZ LB EREL. FRERENEOMER% configuration-
as-code RECINFBECFERATESLS(CT S, (sp800-218 PW.4.2 notional
implementation example)

O S(2)-1.3 YIboI7IYR—R> MOYR T

BYINII7IVR—%> hOHFERZES - L. EOIZR—KR> MBS TY
A)%&sHlS 5.

Hy#8 451

HEBNERULEBRYINIIFID MR- MNIVR-—R M =230 0— &%, TNS5OEHFIT
—4 (SBOM RE) EEB(CHEFIS. (sp800-218 PW.4.1 notional implementation
example)

FYINIIT7ADR=22 MO T (Y—ZXT—R N4FH)I-R) ZEHL. B2BEKZ
(R TERLICURS NEEFT B,

EYINIITAR—2> MOEFRIER (SBOM. V-, \AFUVI NI TRERR 34T
RE) ZEUS. DHULT. IR—2 MBI I a] gt D3RI % T I5. (sp800-218
PW.4.1 notional implementation example)

FTIINEBAXFEDOANZZLICED, YINIT P R—R MOSERMEZAREE - #E:2 T 5. €O
IR, EFEN2FAE Z A - 1REEL . (FAT MBS ARG - FE OV THIREET B,
BISA4FI1-Y ETOY-ZT-R, #ER1ER. ZEBEROBEBOREG. RULEEUT
SBOM zH#HBT 3.

O S(2)-1.4 YIMIIZIVR—3 MOAKIRESS EDHEER

BYINII7IVIR—RD bOLFINESSE. U7R— N ZERRRICFIVIT B,

HRE6

BYINII 7R MORKMESS . HR— NAROERN A F v/ (E HE(TGUT, Fh
EOZUTY —EAX FEEY -ERADERBIRF I 2.
BAURYINII7 IR bOBIXIDO/ESS IO B ER 2 Y —)L F1—U(THIHAD.

O S(2)-1.5 YIMI7IYR—R> MDERR

BYINII7IADR= MR LW =23 CEF 17 (ICEFHI 2O RZE AT 3,

Hy#8 51

BAUREYINIITAR—2> MEFUW -3V ICEFHI 200 R REL. TNs0/ -
SIVHBEOETOBITNERICTE TIDET. alWN\ =230V INII7IVR—R NMeRIFT
%. (sp800-218 PW.4.1 notional implementation example)
BAURBYINIITIAVR-FINFET . BRSNS INEMRET S (NE0AESSEE
E0) . HERYINIITIVR-Z OB TS/ FI—> L CIEREEL. RiRR/ \vFERSE
([CEDXFT B,

BEUZ/ M FUDOEESEXR (FEFIZER CERWMESIE, VY- ROESEEHFRZIREEL
FBgIC.Y-XI-RMrsNX(FUzEJRT S, (sp800-218 PW.4.1 notional
implementation example)
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m TFIPRYINIIPIVR—-R MeiRiZET BN FERIBOLEN

YINIIV THERIRT DHEEEE. ZOMEBEZERICRI Sy FRFEITZRANDIC, +o(CeFaUTH
RENLEIFOS AT AIDVR-RY MRELSNZYTRII7IVR-R U b (FREE(CAERLT
OJ B, PIERFIHEHRE) cLofctF1)T4MERSNIEIFOYINII7ZBFIRAISBILT,
ESSIEN BTSN BYR IR T BTEN TES.

YINIITORESSEE. RIFEEPE(CHEVTRIRERRDIIRI BILLEL . CDERFERINIILFE
S5HBABEDSA I IINETTIAFI-ICBVT/ WFEAFCLDTRSTN T IR EN DD,
NZRIRI DI BERYINIIVHFEFE (SSDF) vOAN-tF+1UF1-HT51F1—
2 UYRIIFRZAVE (C-SCRM) (CEDVL. Frftty (CHEF SNV IR 17 OFIFE - #EHFRIE T
(BB EIR - ZEERBCTYINI7(CEIZIERAE 2RI EN DD, (BhE
IHEKSEIH 1 S(2)-1.1)

B SBOM OEA - ®HBICLFF17RYIMNII7FEEDLHEHEECFAITT

FRE XSG ENSTRELLZYI NI (CHESSHEN R RENIEE. FREER (REEA)
TZDYINITVZEIE S RREDXIRZEBSITIHICIE. ZDYINITTDY—IT— K> SBOM %
AFU. INSOEREIERUEEERZBESEMI DENEELL,

—75 . G - ARBAICY -XT- ROEFZBRULEE. #iE-FEFEENY-XT—-RE SBOM
ZBIBL., BB ERENRUVEEEIRT 222N TED. BE(SU G ZBIF CE34L
S(CTBRRE. MESFHENEIREINTLYINITY (A FUPYINII7HEMHAENIC IoT #ERRE)
HE I IREN RMEEHNEIRTEZOTHNIE, MFREEEICY—ATD— R SBOM Ziin@dt
BB RODIVEFBRVNEULNRW, Fz. MESS DR E&HE ORRIMFEZIRFT I DI,
BHERON —HEUF (HMHAHSE) BT ZHHEAH. CISA (C&3HRDDHZERTE
4 (BOD) %2 EU Cyber Resilience Act D&3(C. BIFNSEEA D ISEEE . HDV\IEE-
EABENS AN (> TFFEBCHUT, MU RORSEZRODILIBEHEANTEN
(E KONRIVEIRBNMELNR,

ZDEI(C. SBOM DiEA - HBOWMEMIEFOTETHD. —EPOERT(TEE—IL—ILOIRET
ZEH TS, SBOM %E A USBMRI TAISI (LA I 326(C. BBEEAN 2024 £ 8 B
29 HICARUEIVI N1 7EE(CMI} Tz SBOM(Software Bill of Materials)DEA(CRET3
F3| ver2.01F2SE (A ZARFIL. BRI DN LEEND EAN(C(E. SBOM 2EDT
F17RYVINIITRIBCEET A ORIRIREMCHEIFIEIR, RUBRHOBEEREZ D
(TIBELIZ LT EF17RYVINII7FRBEDHEHZTED . ZHIRETERITIUNEE THD.

(BdiEI3EKSEIA : S(2)-1.3)

68



B BCKCH3BURBEFMENEATIVIMN IFADES

FRekaEDNC, BRRBYINIIPHFETFE (SSDF) (CRIIZEUENEA D DHD. KETIE.
KETHEREFERB(OMB)NSIM-22-18[ZE2RYVIMNIITHEOREK(CLZVINII 7Y S
FAFI—>DTF1)T D3] (U M-23-16 BEHIR) HNRERINTVS.

COXET(E. EFPATRIRIERIC. T2RYINITTRIFTFE (SSDF : SP800-218) %
ERU TV LA TERYINII AU %R T 22RO THD. YVINITPRIH-(C,
SSDF OE&EMES %A 2E ESIEAEDIRTE . TOEIVERT RREYIEL TRHE(C
JGUT SBOM Z4RHH 9373 KkDH TR,

BoESIAEL(E. E014028 (CE D SSDF AQ#ERVE I EM THD. MEIHERRTRED
WI5E . BERYI NI TR A TONZETOCAEFIEZIIBAI 26D THD. (BET
BEREIA : S(2)-1.1)

(8%&) LUF URL, BEEFREDVINIITZIR)IA-ZERIOD p31 (C(F. OMB BE(M-22-
18)(cBLT. SSDF B E&EAE. SBOM EKICBII 25 E 9D,

https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido
/wg_bunyaodan/software/pdf/010_03_00.pdf

ZMTERE. St Dt

DY=RT7ANPT—9DEF17R7—-h4T

VIRII 7O - A UIARITFIREREBRIFAINAT =% T7—-H1TU BEBRAE., Y-)l. Y—EX
DIHTIE2%EHIRYT 2. YVINII7ERmZE (SBOM) DEXFEHIARERATELC T, FU-XDETO
IOR=FKINIOWT, AT —9%URE. 1RFE. . HBI3,

O S(2)-2.1 J—-KR—-ADR:E
2TOERDOI— RR=2ZRIET7ICARRE ANSIRET BIzs(C, URS MICT—-R
PIERTEIBREFREL. FRINHEHEE, V-l Y—EAREDHNTITATERLS
B/MERORBICEDVETF R FIHE KR 3.

He4a o J-RR=ZOURTMICEF. Y-Z3—R, F470]Ee0— R B&E. VY —-ZXT7A)b. A>T FAA—
. 1-ReLTOMERL (CaC) REDETORROI-REREFID. Fo. A-T>Y-W0EE
D3ADEBEREE. STRMIREEIBR. M7 —9REOHRET D,

o Y=ZO-RPETOEEI-ROT7MIILOIESHPLES M2 RE T ILDICESRAM (R
B J2yhEBA. )\WwaRl) %ERAT3.

o I-RIMERSNEETOEEZRIOANLE1-U, I-RFIEENERT 3.
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O S(2)-2.2 VU-ZAO7-h4T

D) —RE(CFERINIARSSIEZ DT FFE TEDLIICT BIeh(c, BYITRITTDYY
—2%&7 =AU TRET 2.

HR4E61

o FEISNTABIEARIS —(CUIN DT YI=RT7M)b, BET A A-SREZURS NICAREFT
2. RERIBIECLIFHFBDVERTICAZHAL MOANLCLZTITRAEZEIET S,
(sp800-218 PS.3.1 notional implementation example)
o BEREHGRIF(CAREET B0 — REEITRIRE TP 2 RIZL. 2 TOEEZRU TREI D,

O S(2)-2.3 UU-ZA0HmR7—50DE

BYIRII 7V -AOETOIVR—F> MOEFRT —HZINEE, RE. K. BT
50

HR4E61

«  SBOM RBEZMERAUT, YIMII7ZZ5R - BUSUIEOER - 3 SF — AR T — 5% 78
TEBLI(CT B,

«  FARENEEISLTYINIIVCHEMFAALETOY - R-F( &IV K-> MXEL
U. BIBERBRDITOY - R BT 2 FEZ HRAT 5.

o H-RN-FBN\AFIDRFr>, RUY— RN\ —F(RIVR-2>bDEF1IF1(CBEITBURY
AHIZ T,

o A-TVY-ZSATNOF VIS AT LEBAL, ERICFIVIT B,

o HHEERAREOMEMZHUT, TE2MHREODOERY -\ OBRESMZERIT D,

BESR, 5T oM-FHE

BEfEROL+1VT EH DL
BMREBTERINETF T EMZHIIL. I REHBEI RIS —(IEDIAD.
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O S(2)-3.1 t¥IVF1EHDSE
IT #fm (BHoYIMII7TEAAIZHOEAYIMII7IVR-RD M E
) XEY-ERRMHI DY — RN —F1 DM FHB I RIS —(C. BRI
TF+IFAEFEEDIAD,

ERsE £ . H-RI-T( (HEE) CORNTRYS —CBROASEAOBIELL T OED.

> BHABOBREF 1T IETBEOERER (VINIIPOTF1U5(EL)

> BHAELORITEL ST OB IR EDIERE AT BARA

> CFITMIRIOCORT (BSBCLZTOURL. BATANEONSE ORI E
a0)

> BEMOEE (BEHORR. /CFEERESD)

>  SBOM 0fZft

> PBHEENSOBRRERRNELE THICEZEE(CTZTOLRAOET (BT5(F1— M
DT —HDEIRERICARIET IEANSRET D)

> HEEORENRUY-ERICEET BHESEENDITL

> BIEEOTTRMEERCOEDR R

> UIR—PORM, SLA DER. HIEWE

> ZOM. mBEOEBLSEIOER. KT T - TOBRMARE

O S(2)-3.2 Y7514 F1— 2+ IUTA BERADHE
RAtI3 IT MR (Y -EX%2RME - B I 2EMMRA T T3/ F1—> 41
VT BHLRIZEOY T F I VT4 BHHIHIET 2.

H 4861 o BT FI-JEFIVFHBEACEDIWEY - R -T(ROVR-2> bOSHREDEETOER
ZEBABL. EEDILT O AZEUST 3.

(CATL-Y-EADYIRIIT DIHE)
o VINIIVREICHIIEBENSOERMREBILI LRI TehIC. BEMEET DY —R]
—REEMIY -2 RITL. IETVRZIRHN T BHHEHZHRAT S,

O S(2)-3.3 tFIVFEHEBESRVWIAIADOMAITOEADE R
ZR-BUS T - RN\ -F7(&HD IT RRERXEFY-EXMEeRue+iUT+ 240
HBHBEDVRIINT ZTOCRZEHTS 3.

Hy#E{51 o BISAFI-2-URVEERT o OEUSERS BV S EEEDHD (BARREZBHEAELE
L\ [ERETEBEMEDEE . ZHRNBRUVEBREORWMHGEAO > T4 TH5R
8 .

o Y—RN-FMSAFUIz SBOM ZIR3E. EF I3,

(CATL-Y-EADYIRIIT DIHE)
o UUMFI-eEREEIIHIC. BRER ZEER, R - HHTREO/\-RIVIRE
RN eI D,
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m FBEXTHHEE -FARENDOSHR-HD

BISAF1->2h0OtF1VT1 O - T 2BIEILHIC. BT THIMER. AHEEP
REEAOXIE - BHO—RELT. BRUHT M FI— 21T BEHZBICTENTEDL
32, BJRERSIR - BIRZ1TO, HIRE LT OISR - EENEZISND.

o fieE -FARBCHARREZIRM TS XEFAZFEI5. TOR, ZETXABDRE

ETANDERZEES THFERIEOH AZFT I 9 %,

o BERUFIVFMEMFNSERMBENICERT S,

o TIALBEENEZRTEXIE - BB YAIN-(2ISHEEEMEREADZT-IT
(F. 2AOMESSEE. BEZHIVEHFIELEARO_ LR TIEZIBI YIS BN T,
FRSSHENREDAFTNRVNLICERT S,

o BISEEENFRHOBE RSNV TSAF1-2F1UT(ZHRE T IHENE RS
nan' MBRHSCETIT2BBENGDDIENS, BAFSERFIL IT BPINESLTEHNTY
AzE D,

o  EEEEEUEIUCHICCEIMIGTERVETRERCHU OB TR 21T 5.

CDESC, BITHAFI-2F VT BT T BCHIOTE, TS LABEE, DTEEE,
ARFERIBIERE, TS5/ F1—> OBSEERBERETHREL NILICNSDEN S, IRIRZIEE X
A BEFEOL AN 7Y THHETHD . TOBR(C(E, 2B ERMBIEZ LR TRHDIE
W 7= OB N BEFRERDBIDICEEELR D, S&(E. EREURP MRS
Fam 2R THA RS> 22w, BFREOIERNBENEZEL T, EEEHEDEDT . HRRE
ZEIBUTIKIENEFND, (BIEIBEREIR : S(2)-3 £4%)

v [

\ | /\O’—;
kg

u
C// : KK /
FIAEAOEIREHIRA

YINIITDEAN AV AR=IU5184E, MR TETOIATHA IR TEF17RFIRZEHI(C
IBHAH2 2%V I NI PRIFAENERCFIFATESLICT 3.
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O S(2)-4.1 tF17REN -EE - R¥F-BE - R8T

VINIITZF17 (8N - ERE - BF I DI HDIFIR RUEEDFE - FRE 1=
R T - T (CR21EIHREZY I N 17 FRE MG CRIA TES LT 3.

Hy#8 451

o TFITRTIANPMEE (XEZHEIZBEETIANNNEEDITI-T) #EEIT3,
(sp800-218 PW.9.2 task)
o VINITHEE CRTLBEERE) BIFA/IVACUTORASTE2EDHS,
> HAY A=) BINOYR—RY N PYTT— b~ R FOLSRMLORDOTF1
TREAFIE, RUMTF1T7REETEETIHDOFIE
> VINII7OREMAREIRER. RUKER A R
> TFITRETEEROZEMR (BRRTEOBM. TIAIME, tF1UT¢ - OBEEMS., BT
BMER DL, AhDERTELDRAFRRE)
o YINIIVOHR-NETOREZI-Y (BEE) ([CEAMEEX. UR-—NETFERZRET
%o

(CRTL-B-ERDYINIITDIFE)
o FEAOIATARHENITUT, BEmYR- MORBEHARBICE I 2IREN BB EZTET 3.
o Y-EXZRMHIBIIVRERER. FAECONMPICERREL. EREPIATLOE
- FHEECHUTEARNRERLA FMREZRATD,

O S(2)-4.2 BEMREIRImOIR=MH

VIRNII 7 DEEM - TR ORI ERFREY T M1 7FIRE D (CF)
HTE3L3(C9 %,

Hy#8 51

o VINIZHIAE CATLAEEERE) MU TZRHTS.
> fHEI3YINIIT D SBOM XEINEFFEDEHR
> HHEEDSERAOTLERE COWMSAMRNBE THELZIREL T 2IcHDFEHR (U
—Z2I7/ IV OEES{E/\w> 1, J-REBRRE)
«  VINIZHIAE CATLEEERE) MUICUTZRHTS.
> BAASATLAOREMNRK (ERRTEZREF%2I-FERIEA. I-RERITOADOE
HINRREL. ZOMEBRIRIEDREXRIRLE)

m PFITBAAIIAERODIEM

IT &

DF1VF1FHEDEHDOEBRIZERETHS Common Criteria (ISO/IEC 15408,

ISO/IEC 18045) T EEETH? IT R@mOFIAENTF17(CEAN - ERNRIETEDLIIC
NZ17 T TeFa7BA > A=) - FIRICREA I 3 FI BB R IR Z i 8T 2L ZERK
LTW3. &z, CISA OIYINIIPHTSAFI -V B I BB TIE AFURYIMIZ TN
BEASNTVRBV L ZBENEIRTEDLS, YINIIT DOV -ADFeE 2RI B1HE (T
— REZIRAEDORERL) ZIRHEIZENREINTVS, (BEIZEREIR : S(2)-4.1)
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(3) 7%#5Y BRESSIEDE DR XL

ZBERE. St o

iR eSS TR E
YINIIT DRSS ORIIRERIEICEIS 258 Z2ED . TOHTHICHEREE], B, TOLRZER
L. EhE9 3,

O S(3)-1.1 HeSSMEXRAHID5E
VIV HEmOMESE M ORREAEECITN T IR —ZE D, TOR)S—ZHR
— NI BIeHOMTEHEMIE (1227 IS ZED) (CEATHHIZREL. WE
BIEE &1, JOEAZEET 3.

R4 . VINIIFOBREFITAALSTUINIGF -4 (PSIRT) %3REL. BB TF1U7(ED
24037 bR TOCR %22 HI 5. (sp800-218 RV.1.3 implementation
example)

o VYINITVOHGEFIVF1ZEET 5 RNBBRIT T BBRERFIREFH, 1>>7 >
MIEONG— 27v7 EIHREBER. Y-ERCREIZI>T1> 2103~ T2 EDD.
o ASSTIUMIISTOCRADEBE ERANICERMI B,

O S(3)-1.2 d31=4—->avitl
2 TOMERBRFRE(CHIBZIZTIZT -3 sTEZEDD.

ER#E5 . ATONERFECHTEIIITr—S A EASD. BESHOMRT It e HT 3.
. BREUERESSEEBRAOES BT IEALEDRAHEYR- NS BANXL (A—UTUR N, K
—HNRE) BEAFTS.

O S(3)-1.3 HeSSMEREROUNE
NIABEROLRZR. VINIITFIAENSO@ER]. FMEPBEUBIROEIS. AT LB
T —50LE1—. ZOMOTTEZEC T, FlRMsstIBREZINET 3.
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Hy#8 451

ffEssEIBIROUNETOT A% EHI 3. (statement HSIRE)

NEIBEIRE (CVE Y —RN\—F1OHR-MrRIVZEER) h5. YINIIPRUYINITT
[CHAIHAENTVB Y — RI—F( B R—2> MORESS 4 (CBI T 215z UNET 2.
VIRNII7RUGYVINITIT[CHEHFHAFNTVS Y — RI—F( B R—R2 MRS - VIR
YOESE/1-Y (BERE)  E=EBEORREBEMIELLYI NIV O EOZEWNCEET
2IEHRZINELRABTT 3.

VIRNIIT[CHEBHAENTEY — RN —F(BIVR-2> MIFEL. (EIEOBEEYR- MR T
HAPRZ TEHAMI (CHEER T 2,

BREA>TIZIOANSOEHRIEZEALT. —ARMIRMESSIENEDLICEBAENTVSHMELD
LGERT D,

2TOVINIITZIVR-F MOWEFTEVINIITHER T —9ZBEICLE1I-U. TNEICEF
N3FULVMESEEZETEITS. (sp800-218 RV.1.1 notional implementation

example)

(CATL-Y-EADYIRIIT DIHE)

BEEE—AOERELLTEMISERTS) .

O S(3)-1.4 KR DAESSIEDRE

HEHERY X FTEHRARY(C. YIRDI7DI—-ROLE1— DT, TAMZEML, SETHK

RIEOIBLINENRISE (RBUILRREREZED) ZHFET D,

HRE6

o VINIIT7OBTEN RS LRI T 22 TOLR— MR iR RSB I 53 AT WEHERF I 5.
*  S(1)-2.3 (EEET1—R)\W)) DETZERT S,

Y=)LF1—>% 89T 5. (sp800-218 RV.1.2 notional implementation example)

m RESSIEMDE ERRCREY i

fiess

MOERIRE., KU/ WFHEROBRZESDMISMEICE. BEEDIE (Sler. B

&, REERIEERE) ([CEDCHICERE FOTRMKDEND U TFICHZ RS, (BhETHE

KEIR

: 5(3)-1.2)

VIR 7EIEEE - [oT REEE (T RMmOEARRMEIEMEIS (BIE/\YFIERK)
#iZ. Sler. IRGERIBEADER ML Z R/ B,

Sler (&, VINII7EIEEEE - 10T BIEEEHNSEERNBRIBENDOIBECE. B
DEARRBHESTE IS (BE/\vFZEERICEL. BEORDIEU CGEA) ZFEMT 3.
BRRSFAIAY -, VIRNII7RGEEESE - ToT REEE XL Sler MSIERIREN B
BAECE, BEOEBRRIESFMHETE (BIENYFZREZE(TEL. BEEORDICHU TE
) ZzZEH9 3.

BRFEMRIEIE(L, VIR I 7 REEE/IoT BEEEBENSIBRIBENDOIEECE. B
DEKRRDPHEST B ZREE (1T,
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o EBSRECE ORI MEREZITIICHID. SSVC EDY-IOER%ZRTTS (B

o YIR-KIBRTOVI—R(HU TEERK X (SH G (CE BT — ROTETAMERITIBLI(C




m SATA-B—EZADYI MNIIT7 DIESEHEADMIBH AR+ RIEES

JO0-XRRIRIBTERINZLAIS -2 AT LAORICE, BRERTHDYINIIT OMESHEE
FROUNEEPRETS ENDI SROMBEEN N TORWVT —AN'H D, Ffow AT LZIBKRT DY
hOI7 DRSS EIR(CAIREL TR ERYVINII VBN BRFOEEEENM+IBT -8R
RF5Nns.

COLICZAT LY —ERCHBNT, YINITPORESSEM SN R+ D RIGE. BIFO(>37>
RS> T12 2122 =T 32 DM IGEHN B IS EADOEHENEZE ZA5NS. (BET D
FEKEIR @ S(3)-1 £A%)

o BHEBELOADITIMIICETEIORM, RE. TAMBI T & EDAH 2EfH IS,

o RHIIH-CROMBIE R IBIODISTOT1D S —-T5> (BHREI-T1)F741

DEZEMNZBRIDHDFERZZD) PHRGITEIRZREL. AKHZEmT .

o INSOAEHIOR(C, METEIBIROUNELHEISENDKEZHET D,

g 20 D, i

0
[ ]
s
o
B TR, Bt bEtE ﬁ

1RENU T=HaSS TEA D 30
DU—=RUIYIT M1 71579 DHEss T ICx I 2UR I b EERRRY (CETEL . SEfET 3.
O S(3)-2.1 HfasgiEDN
179 2R M DR E (ORI ZIEIET DD ERIBIRZUNEL . (18X
(FZDABDOVRI X [EZETEIT DI, HhEss Iz DI D,
HekB 51 o EEFIIRMIMECOVT. BEATIEENE. BRSNLIHEORE. TOMOBIET 25 EDOHE
ELEIVWTIRIZEENICOTT 2.
o BHESSMZERIBIHIC. FIFATIRERBEEMYINIIVZEATS. (sp800-218
RV.2.1 notional implementation example)

(PAFL-Y-ERDOVINIIT7DI5FE)
o URTMIECHSEIEDORMMZ R T DI, I— REMEBELUIN THSUENTIRERLS(CHIE
EARE . SRETERUPRIERMZIA T LEEIC, IRIEIBRIIEZEARNICERL. SUEER
(JERNCE2HI T B,
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O S(3)-2.2 KRSEHEADURIIIE

BRI MEICT I BYR I I ZETEIL . RET .

HRE6

DRO3355(3. MESSIEDDLERET DN XIFVINIITZEE T DREZ IR (BEANR
FRRIRNMRMHEN 2 F TS MEZ —BIFINCIBINI 255525 ) LT20. REVAINR-ITHR
EU. RITI2WISCEBEINEMZ/SITTETE TS, (sp800-218 RV.2.2 notional
implementation example)

ERZHOMIEDIHE. TANRUIRIEEREXET 3.

NHHEREENS BRSNS EFOBRIEHNDOLRICE, BB/ \WFHFEEZSHT
BIEN DIBIBEY (X ET B,

O S(3)-2.3 tFaUssEhs

TFIVTEVEZAERRL. W -AUIRYIRII 7 ORHETRICZDIBIRZ IR T DL
(C. BETBHFNEDIEECLNHSTHBICIRET D,

HE6

VINIIVICEFNZMEIFECIR—F MAFEL, VI NIITIBRRIBIREEBICXEIE T 3.
(CRA Annex I 2)

MESS (TN T Bl ER, YINIIZDIEIECFIUT 7y T T - NetERk T %, (CRA

Annex I 2)

TF1UT4 YT T - MIFIARIREICROIZ4 . MESS DGR, &% =(33YI N1 7%21-Y

IMEETEDEM. MO E., MSEHOEXE. RUI-UHHESSIEZIEIET 2DICI%IL

DIERZ SV ABESNI S E(CEAI I tF1)T181EZ/ERKL. BZRIS. (CRA Annex

12)

TFIVFEETREIN F - WRFH 2 SO EF VT 7V T T - NI TR MLERE M E

RIBfedIctF1T7(CERRT . (S(3)-2.3, CRA Annex I 2)

1237 MOFEZEZER I BIHIC, I-THERMAIGERZIEIBECOVT, AEMEFR

—HIOBAT 3.

FEss 4 /E B HIE (CE DV TBHRIEM 2 SIS ECOVTE., B+ 1U7(REIZR/ (-

NP =T H4 RS D= BEFE R EEITI.

CFIVTA DB TOT S LZFL. EIDBIMEBBECOVTIRE TEZLI(CT S,
(sp800-218 RV.1.3 notional implementation example)

M RUIEMESS BRI T 1UT( 7Y T - MOB B R T7 I REBDIAH #YR— NS 2+

AP REAEAN A LB lHT 3.

MEs8 142 dLRICEIET BT, MESSI4CLDYRTEHE. MSOEFEIERIfT . RIEOYA

WEEENDINZRIE T 27 TO—F ML T DL EHIC, BEROBEFEIRCEDVWTRETRERY

IR 7 OBEEMNREFF AN AL ZRMT S,

WESNZ—AZRRIESS . TOTRESS DRSS . RIRICERASINTVSRESSE. RUEE

OBMREEA—T>Y-RYINII7IR-2> MBS T3EAREITHO> ST MR

I23CF 1T O T LTI EAETS. (sp800-218 RV.1.3 notional

implementation example)
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B SATA-B—EZADYI MNITT DRSS T D EREE & xR

ST Y—-E2%1ERK T BV T NIV ORESS T IGC(EEETERERENE 25N RIRISEU
Xt Rz BUDENKDHSN D,

o Y-ERZEMIZIITLDBE. H—EANMSILTEZH1ZIN RSN, /\wFiE
FARE=BENSEMI 2 ENRERIZEN DD WRELTE. /\yFERG GFEEN3%
B) ERNRN -3 7y TEEE(CERMU. ENETEY -EADBELIXRICEIHTHESS
NEATERVISRETDRENE SN S,

o BWINIIT W% 2I5E . BREEOR NS/ W FERANREERIZD. H
SHUHYR— NI ZER(F2REL TRIERARIBERY I N1 7 )\ — S ADFEITZET S

e« EOL (End of Lifecycle) NMEWVWWINIIVZRAT2IHE. HMDBHE/N->3> 77y
THREERT -85, COLIRIHEERBL T, PREANCI FFEORMiZERU
BAS. FREMIT N -S> Ty T I3 DRIBEGEZEDDERENTRELTE X
5N%.

TFIVTAIRICHIVINIITOAEIEIC(R FEEHRNMEIEZMRIAT B L2 =D T, HERYY
—ZFERNERREL 12D, BIAE, TR O+ TEY RNERIRIC/ Y FZ2E A I SRTDIREE
RIBNERTERVCLR YVAIZEHIER(CERBD COIIRBYRIZERBL T RERATE]
ARDOFEZTV BUIBREERIEZREI 5. TF1UTIROFELZFRFI BRI, FE
BICHU T JAMII TRIRVEZDRZEZ AT DENRBIRTHD, VAV ERZEZIFZ ]
ArORE - ZHEORIVE RS TENEEFND. TOBR, BBRECEREDOZEZS(COVTE
FRICERU TN FETHS. (BhEIZEREIR : S(3)-2 £%)

\

N
o
7

[l

i BTER. Fat ir-sHE \

1l

QQ

LR EBBOI O ANECER
VIRII7ICRBESNEBEORANRERNBRURV. BUIEZOETEEMZIKRT 2L, MEs54E(C
BHOF HREOERAOIOtAERET,
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O S(3)-3.1 RFXREDRE

IRAREZREY BI(C, HRIENhess itz L. TO7I74 TR I 3.

Hy#B 451 .

BEBHOHEINMEEZDITL. RESNCEEORARNRERZ DL, L& IT 3.
(sp800-218 RV.3.1 task/notional implementation example)

BEOTF17I-T1JRBN—BLTTFENTORWRED) NI - S ZHFTES DI, [REE
RDGZIEROFEEZEHBMNARE T 2 HZY - FI—-VICEMTZREL T, BRARKRER
RMMahve sz NI TS B,

BEMbENiY - AU T, AIZI— RIMRS NICFIvI( Ven e S (&Etenizt+17
TRUWINITPIBITZ G (CERERT B,

BEDRROMIS 2 IRIET DI, FAUDHESTENRVNYINITTZLE1-U, MBS
DIREZIFI(CBRIIEIET 3.

O S(3)-3.2 JOtRE

YINIIT DEF X IAERSNIE LW I NI P(CED, RRREDBFZR LEX
(FZORJREMZARIR I B, YINIIT 1 TN EROBFELEROTOTR
ZLE1-U. BEISUTRET.

Hy#8 451 .

BARROBFZM L - KR 22HC. BEBAOZEORE. MU HOBIFREE
iEER

BARRERODHZBU TREARLEENZTIC. YVINII7S1TH1 I & E0ORFEEROIOE
AzZLE1-UL. BWEBLISUTEHF I 5. (sp800-218 RV.3.4 task/notional
implementation example)

RHEUVRARRRVZIELE . MAEEOREDE_LECORNIZN -Z2J(CERT 2.

m RESSTERDIDCRAFEOERNHHTAEIL

FFELY—A0- R B UEEPIRLII 7 Z2EHULBRCY - X0- RCEENESI5ER
ELfRA T MRYITNIIT7 D+ DRBEMFREEN N E(CRD . MREROERZEL SR TER IS
BETE. COBMFRECH T DEEIDBRENRELRD, F5(C. ERTI—X(CBI MR,
BERAEHZ T DRAFIC/INDZFOABTIBR I BDLIICEHIT LN RHSND, T2, B
FREMDWERUTABR BIR1E Rz BN S I SO TEIRIZLHDRE (72T —M0T
L—LD-7) ORIEEnELRD, (BEIZEREIR : 5(3)-3.2)
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(4) A#-JDtER-KiliDE(RE

A - TOEA- Bl E (i

AM  BEBOIZYMY M ABOER

YINIIT DA THA VN EREABFEUTASBIE BB ZTER T D, TF1 7RI IHEERBOIZY
X2 R2EFIU. TF1)T I ROTLDD A ZHERL ., CF17RFHFE - ERICEET IEERIC,
BEEOBAELLBNTIEUR N —Z )2 L. EENICRETY,

O S(4)-1.1 HELEBHOER
VINIIPRRFESA THA VI ehBFE S DB B ZERT D,

HxA 51 e VINIIVHRF-LICEFIVTOREIZFHRET S, (statement HNSiRE)
o BIAFI-CEBEERVIAIERE, VINIITHEEITOLASRET LI, KREICEHEEEE
%9 %.

o BAN-tF1ITRHYD, EFIVFAFv LAY TOSTIMNRR—SrE) -4, EIREE. V
JNIITRFEE. YINIITTRA— YINIITRIE-HERAD, BERA—F— BRIy
NIA—LI>SZ7, FRELTEEEIRY-FEXIYIRE, YINIITHFESA IH1IICES5ID
ETORBNCBFEEERT D,

O S(4)-1.2 #EBOIZYMI b
EEB(CHUTEF17ARCHIHFEEDIZY A MR, BifcioTot+
17RRF - EROEEMEZHEI .

HexB {51 s REE RBENIT. LBIRIAVN AGRHERERE) ((L3TF17RFF- - ERICHT3]
Sy M, BIF - ERCRIET R EICEFZIFOETO AN EA] - BRI HDHEZ
EMEg3. (sp800-218 PO.2.3 task)

s TFITRYINIITHREIOCREEZIBHE T I-INE)-FvTF - L fESHU. URTK
WZAVBERICT I 258582 mhd DB E%EMT 5. (sp800-218 PO.2.3 notional
implementation example)

. TH17RHFE - EAZERIRIIHOREREOEAL. AL TOTT17 3R - EROE
EMHIOVT, MR- ERREEOEREICEAZF O TOIESEICHBEEZEMI 5. (sp800-
218 P0.2.3 notional implementation example)

O S(4)-1.3 FHEIEEHORR
BEEN, KB EERERH - BELTV\SILEHRI D,

HkB 51 o FEIZEGULEAN RUEBIEEFECETELZDEEICOVWTHEZZIFHEACHLT
BEZEMLU. AAN GBI EEEZBBUZINICULENICLICART 2L 2HERT S,
(sp800-218 PO.2.1 notional implementation example)
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O S(4)-1.4 &EEDOMN -2
FIGEION —Z >t EEVERL. SBEENBRELEEEU TN —Z20%=E
MECTERLIIIRMT B,

HR4E4H1 « TR ITRHRICESIIEMAER DR TOBE(CHMUT. BEN-ZON —Z>JER#T 3,
(sp800-218 PO.2.2 task)

e TFIVFHRICENIEEDIRHE LZDE B DREZ RGN (CIEER IS

e VYINIVRHAREICE I-ROPFTEZZINET. tF17RVINIIVHREFE (EEbanr
BREFE. B BRAUERY-ILOFERZE. Al 2E8RULETDISZIDIFERESED) |
a7 I-FT1OJEEE, O-VEBORZNTFI74 X, Al YR—-NILZE B EZIE (REBE
5L) OFERERIBMRE - HEIBHON —Z> ) %ETE T B,

o M—ZUPEHEICE. BRELEENTEURBZEFREORE SOt S H3.

O S(4)-1.5 &EEMN-=VJDREL
BEON - FEANICREYS

HwsB{5 o TEEINLEICEFEZERN (FEXF) (CLE1-U. BEECTE#HITS. (sp800-
218 PO.2.1 task)

s EEOBAELREIN-ZAONN -2 I RUZOMRDBIEZRZERNCLEI-U. BE(C
HUTR—Z>J%5EF9 %, (sp800-218 PO.2.2 task/notional implementation
example)

. DevSecOps FF/NS51 LhxR—RAEF 3 CI/CD N1 T4 REFFTERBRETFEPY - F1—
DERREVTHAT3E1C. YINIITHTSAF 12Ot 1T (R REY — I DEREIC

FI3h—-—2J%2RET.

m FEREBAOTFI7HERCETIN -ZVJIDEEE

BEMLZERTEETADS NZRSL. 51 T9A I EAROEHEDIEHEM . BIRMZMm LS
B3, BEMLICLDMNREZBIHCE BRICEDTI23VFEBEZRIRET IBENDD, &
BEIOM —>JEBEEBENRZERAETBLICREL TV ENHD.

FFEER. YINIITOTF1)TRICEERESIBIENS, BEEIDI —Z>T O THEH
HENOTF17HFEICEAIZN — I (JHFHCEETHD. IA—F-TA-IHAFEOZE. FETD
FPRIETOTFIVFIRORELE, FRIENSOFRDICEDIRAMFELET IIAINA
. — . TIVAIBHRECBNT, BEEL DI -2 JENLEEOEREN R THDE.
FRFEFIVIEBERTI-XCEIDH TRTENRECRD, DA—5—TA—)LFHFEELLEU T, Bl
EE A DN PHIRTCIZBRL BV T SVZER T 2REDURINEZEN D,

(B EIHEREIA : S(4)-1.4)
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N - TOER - Bl E

D T  NEEED NNy

J0tA : ERRYS -0 EERIAST
EDOESTL. BRI RUTOTRICET 2EF1YTR)S 2 EL - #EFFL. T+1UT
(HBRCOVERFHEZHERT D,

O S(4)-2.1 YIMII7HRERYS—DER
VINIITHREDA> ISRUTOCAOETOTF1)71EH (EOL (LR EMEE
) ZHFEL. EDESTOT SDLC £A4%IBL THERF I 31D+ 1T RIS —
ZEFRIT Do

HyxBH1 s SDLC £ TYINIITRRACISEZDIVR-2UN (BARIY NI ED) ZIREL.
TOTFIVT(ZMHIFIZHORIS—%2FEEIT 5. (sp800-218 PO.1.1 notional
implementation example)

. SDLC &ATYINIITHAFREIOCREZOI R—F N (DY —RI—F(OYINITFIR
XM ED) ZREL. TOTFIVT(ZHRFIBILHOOR)S—%EETS. (sp800-218
PO.1.1 notional implementation example)

o IEOBFACIIRUTOLRZHRE. EIHI2o0stE (BiRtF1UTEIBR. XIES
27 L. BIFOERCF 1T BIBREHIT I 00 TOLR, #IFTERVEREFIVT(E
IPRAEMSBIRR) ZREL. EHOHER. LE1-RUTHEZ1T.

. ARUVEEZTOMIBOENEREIE, ERONRZNTFI7 4 AR T D4EARYS
—-DEEEFIVIL. EfETILDHOH 2RI D,

AT L-B-EZXDYINIITDIHE)
ST h-Y-EXOEUS(CRIT RIS — (B, &E. %3], 575, Alk0R%E. 22754
T2ZNDIHIRE) ZFEET Do
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O S(4)-2.2 YIRII7-tF1UF1RUS—DEREHIF

RSN FHFEITBYINIITELINERTOTF IV T B ZRELRIS —ZE
#2U. INS0EMZ SDLC £ARICDIOTHEF I 5.

Hy#8 451

YIRDIT7 WIS RECFIITA B VAVEEINT 57 —FT ) F v RUGRETEM 510
BAONOBEDRYT -k (FIVIRAON) ([CBIRREEIO0-B 4, KA Iy (S5, BRI,
RIEETIEZED) OURAIMIEEMREEEDD.

YIRIIT OV -AZELT=HATINEED (IR YINIIT )\~ T A ) Y—RN-F
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XE%

NSA

SECURING THE SOFTWARE SUPPLY CHAIN / Recommended Practices
Guide for Developers
https://media.defense.gov/2022/Sep/01/2003068942/-1/-
1/0/ESF_SECURING_THE_SOFTWARE_SUPPLY_CHAIN_DEVELOPERS.PD
F

NSA-S

SECURING THE SOFTWARE SUPPLY CHAIN / Recommended Practices
Guide for Suppliers
https://media.defense.gov/2022/0ct/31/2003105368/-1/-
1/0/SECURING_THE_SOFTWARE_SUPPLY_CHAIN_SUPPLIERS.PDF

NSA-C

SECURING THE SOFTWARE SUPPLY CHAIN / Recommended Practices
Guide for Customers
https://media.defense.gov/2022/Nov/17/2003116445/-1/-
1/0/ESF_SECURING_THE_SOFTWARE_SUPPLY_CHAIN_CUSTOMER.PDF

SP800-218

NIST SP800-218 Secure Software Development Framework (SSDF)
Version 1.1: Recommendations for Mitigating the Risk of Software
Vulnerabilities
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
218.pdf

BSA

The BSA Framework for Secure Software: A New Approach to Securing
the Software Lifecycle
https://www.bsa.org/files/reports/bsa_software_security_framework_w
eb_final.pdf

CISA-D

Defending Against Software Supply Chain Attacks
https://www.cisa.gov/sites/default/files/publications/defending_against
_software_supply_chain_attacks_508_1.pdf

CISA-SBD

Secure-by-Design - Shifting the Balance of Cybersecurity Risk: Principles
and Approaches for Secure by Design Software
https://www.cisa.gov/sites/default/files/2023-
10/SecureByDesign_1025_508c.pdf

SP800-161

NIST SP800-161 Cybersecurity Supply Chain Risk Management Practices
for Systems and Organizations
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
161r1-updil.pdf

ISMS

ISO/IEC 27002:2022 - Information security, cybersecurity and privacy
protection Information security controls
https://www.iso.org/standard/75652.html
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BEFR

XE%2

ISO 15408

Common Criteria for Information Technology Security Evaluation
ISO/IEC 15408:2022 - Information security, cybersecurity and privacy
protection Evaluation criteria for IT security Part1~3
https://www.iso.org/standard/72891.html
https://www.iso.org/standard/72892.html
https://www.iso.org/standard/72906.html

DSP

ENISA Guidelines on assessing DSP and OES compliance to the NISD
security requirements
https://op.europa.eu/en/publication-detail/-/publication/78f2a620-f909-
11e8-9982-01aa75ed71al/language-en

739 RS —ERHCHBIF DB T 1T RAM RS>
https://www.soumu.go.jp/main_content/000771515.pdf
5 R —-EANEE SRR DIEIRFMARIEE
https://www.soumu.go.jp/main_content/000477838.pdf

CRA

The European Cyber Resilience Act
https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/739259/E
PRS_BRI(2022)739259_EN.pdf

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
on horizontal cybersecurity requirements for products with digital
elements and amending Regulation (EU) 2019/1020
https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=0J:L_202402847

H—BRER

BATHEREEDO TN —F 1 )T RO DO — B4
https://www.nisc.go.jp/pdf/policy/general/kijyunr5.pdf
BATHERE E DTN\ —F 1 )T I RDI DD —FRER
https://www.nisc.go.jp/pdf/policy/general/kihanr5.pdf
TR EOI SREEREDHDHA RS>
https://www.nisc.go.jp/pdf/policy/general/guider6.pdf

RIEFEE

BEAIZOHAN-tF1)71(/RDITEIETIE
https://www.nisc.go.jp/pdf/policy/infra/cip_policy_abst_2024.pdf
BEAIICHFBEHREFIVTMIERIRI TSR EER TS
https://www.nisc.go.jp/pdf/policy/infra/shishin5.pdf

BHAREIOAN-t+
1UF4-N=hF=2>y

AAREEkaESHERSA (QUAD HEIRED
https://www.mofa.go.jp/mofaj/fp/nsp/pagel_001188.html

7
UN Regulation No. 155 - Cyber security and cyber security management
UN-R155 system
https://unece.org/sites/default/files/2023-02/R155€%20%282%29.pdf
IS0 21434 ISO/SAE 21434:2021 - Road vehicles Cybersecurity engineering
https://www.iso.org/standard/70918.html
UN Regulation No. 156 - Software update and software update
UN-R156 management system

https://unece.org/sites/default/files/2024-03/R156€%20%282%29.pdf
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BEAR

XE%2

ISO 24089

ISO 24089:2023 - Road vehicles Software update engineering
https://www.iso.org/standard/77796.html

ISO 24089:2023/Amd 1:2024
https://www.iso.org/standard/87522.html

OMB M-23-16

Update to Memorandum M-22-18, Enhancing the Security of the Software
Supply Chain through Secure Software Development Practices
https://bidenwhitehouse.archives.gov/wp-
content/uploads/2023/06/M-23-16-Update-to-M-22-18-Enhancing-

Software-Security.pdf

Secure Software Development Attestation Form Instructions
https://www.cisa.gov/sites/default/files/2024-03/Self-Attestation-
Common-Form-03082024-FINAL.pdf

SP800-218A

NIST SP 800-218A Secure Software Development Practices for
Generative Al and Dual-Use Foundation Models An SSDF Community
Profile
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
218A.pdf

DSIT

DSIT - The Code of Practice for Software Vendors
https://www.gov.uk/government/calls-for-evidence/a-code-of-practice-
for-software-vendors-call-for-views/call-for-views-on-the-code-of-
practice-for-software-vendors

BAN-F21UFT15F
EHARIA>

HAN—CFIVFBEETARI1>
https://www.meti.go.jp/policy/netsecurity/downloadfiles/guide_v3.0.pdf
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(2) RLORE-HARS1>FEDOBHMR

KAARIA> (FB) & VYINIITZOTFIUT(OVINIIVRFERILZ I RET DRIEN A RSA
IV —LAT-IEDRC, ROESBEMFEET S, BEARNREHRCSNT, HEHREIRURIRTS
FEESB(TARFT I BBRC. INSOHA RS ETBERITIENTIRETH D RHARIA> () ON
—RERDEEHEEERMOREE - A RSA2EDBMRE B 8 (RILLEEIC, ERRE-HARS/2F
EDBRZLL T (CERBAT 3.

[ ) VN

Secure-by-Design - QUADYJRDI7-t+1UT(

Shifting the Balance of

ICBI9 3 B R REDSERIRRAY

Cybersecurity Risk: (BUFRIREIRE)

Principles and

Approaches for Secure
by Design Software SP800-218£YI7kII7t2

FaUFHiEEHE

NSA SECURING THE SO _

FTWARE SUPPLY CHAI AHARSAVE REeTT SP_8°°'21§‘ L) SP8_°° 1ol

N / Recommended Prac (BBCERERORE) (e e AR (Gestlg e L ok
tices Guide FIV—hT-2) T'54F T~ YU AYFF)

SREET] n = SPBOO-‘Zlgt“/Xj_'bX‘I\/y
e ) 7 RO

T3974ZDEGA

EU Cyber Resilience Act

ERFEOHHA
(BIRER TOBR - ME55
HEROLEE)

SP800-2180HTty ML
BHOESESOESR

8 AHARIMY (F) tMDIRHE - H1 R31SFLOBRRF

@® NIST SP800-218

NIST MF&4TUTz SP800-218 (&, VINIIPHTISAFI—>DtF 171 %580 IDIDDH 15>
ATHD. VINIIVHFESIATH1I)L (SDLC) EFIIUSHUT, MEFOVINIIZOTF1UT1%Z
MR I BHC. tF17RYINITITIEITZENTS SSDF: Secure Software Development
Framework EMEHENZIL—LT-I%IBIET D, AHARIA> (F]) T(E SP800-218 [FRaEhn
LB BITZRITIBHICERIR)Z [ ERFBIA | £ U THEFER (TR BRIV ITDREHZ
[EGHEBI I O—BBDESZEEL TV,

@ NSA Software Supply Chain Guidance (for Developers, Suppliers, Customers)

NSA WFATUIZ 3 DOYIRNITITB T4 FI-2 A9 R (BREER. SR BER) &Y
JRUI7RRE. VINII7HHEE. RUBENSBINEEROAZNT 5071 LR ZIRMHTS
9> A THD. BREERICRSNZERICE. TFIVTEHFOsTE. TF1UT OEENSYIND
I77-FF0Fv DT THIUTEEEDER. VI NI VAFEORELEE (BMRRIKE. Y-XJ-KU
Ei—. TAMRE) OEFIUTHERNEFEND. KHMRI1> () TE. 3 DOXBICRENLIR
BIRUNRZNT 5974 ZDTyt> 2% E [CTEHES IO—8 DS ELL TS,

110



® CISA Secure-by-Design - Shifting the Balance of Cybersecurity Risk: Principles
and Approaches for Secure by Design Software
CISA WFATUIF 17 \1TH1>ORAIE 7TO-FCRET A1 > A (E VI NI T 7RARE (T

U TREDEET. R, IREOBRCEF 1T 2 REBE(CKRDDZEZBNELIHAF VX THD. 3 D

OFRAIIEREOTF1VTRROA—F—vT %2R0 | [IRAKRERMELRASEEZZITANS L.
[hITHB)—-RTZIZ2RIBLU. TF17/\A(TH1>. EF17)/(F7 T2 RO =N ENENDERE!

DFRFREEBRTTITAA. RUAITAIR (FE) BRUTVWS. AHARIA> (R) Tl £F17

ATHLORUEF17 )\ AT IANNDE S ICRIL B OB REIRZEBK I DELE(C. YIRNITT

HEOTFIVFARRIOTSIITAZARUIITAIX (FiE) 0Lyt A% [EWEE 1 0—8nE&E LU

TWws,

@ EU Cyber Resilience Act.

BRINE A NN=L DU RAG, EU BACHIFDTSINEREZRATI/\-ROI7RUIYVINI 1 7R
I AN+ 1 )T BEHZREUTENRHEAH THD, 2024 F(CFER). 2027 FICEEDN
(CHEAT P E THhD. COENRMEA L. —BBOHIINZBRVT SN BERZRATILE R R IR
ELTED, BRMNTZICREZIRATIHIEEE L HEDOSF1TH/I)EH2E0 TeF1)71EK
ADEE (SBOM OFERK. TF1UT EFORM. MR BRA> ST MEEROZHF[AD
RERE) ZIREEIDHERFZZAIUIRD KHARTA> () TR YAN-tF1VT7 0 BABEMH

(REBOIFECEETIEM USSR EM) RUI-PADIEHREIERO—ERZ [ERIZE4F]
X(FTEGEBI I O—BPDSZEEL TS,

® TOMOZRE-HARS1>
AHARZA> () Tl LEEOMBCELAT ORE - A RIA>28ZEL TS,

» The BSA Framework for Secure Software: A New Approach to Securing the
Software Lifecycle

» CISA Defending Against Software Supply Chain Attacks

e NIST SP800-161 Cybersecurity Supply Chain Risk Management Practices for
Systems and Organizations

e ENISA Guidelines on assessing DSP and OES compliance to the NISD security
requirements

e Common Criteria for Information Technology Security Evaluation (ISO/IEC
15408)

o ISO/IEC 27002:2022

o BIBE JIVRY-ERMEICHBIIDIEREFIVTIRA A RS>

o BIBE JIVRY-EANTE-EREMCRDIEIRMRIEE

e NISC BUFHEREZFOHAN\—tF 1T M RDIDHDFT—E L

* NISC BUATHEEEDIIREERTEDIDDHARS1>

e NISC EZ1>I508MN\-tF1UT1(fR2ITENETE
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¢ NISC BEZAI3ICHIBIBHREFT 1T HERCRDILZEEESREEET

o BRFREYAN-EF1UFT¢-N-bF—2vT (BRRINEBMSEHFERR:QUAD HER
A1)

 UN-R155

* UN-R156

 ISO/SAE 21434:2021

IS0 24089:2023

« OMB M-23-16

e NIST SP800-218A

*  DSIT The Code of Practice for Software Vendors

ZOAfh. CISA M AMENTWVS. YIRII7ICEEIZBAN-B TS5/ F1->DURIER (C-

SCRM) @IL—AT—4E SSDF (CEDWTURYZEFE. 5Tl #m9 375 A(CRAI2HEREIARE
£ES2ELLTVVS,
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(3) NIST SP800-218 tDXFLE R

EREIH NIST SP800-218 Dxti&d B EFk

S(1)-1 |PW 1.1, PW 1.2, PW 2.1

S(1)-2 | PW 5.1, PW 6.1, PW 6.2, PW 7.1, PW 7.2, PW 9.2

S(1)-3 | PW 8.1, PW 8.2, PW 9.1

S(1)-4 | PW 9.1, (PS 1.1, PO 5.1, PO 5.2)

S(2)-1 | PW 1.3, PW 4.1, PW 4.2, PW 4.4, (RV 2.1)

S(2)-2 | PS1.1,PS 3.1, PS 3.2

S(2)-3 | PO 1.3, (PW 4.4)

S(2)-4 | PS 2.1, PW 9.2

S(3)-1 |RV1.1,RV1.2,RV1.3

S(3)-2 |RV 2.1, RV2.2

S(3)-3 | RV 3.1, RV 3.2, RV 3.3, RV 3.4, PW 7.2

S(4)-1 | PO 2.1, PO 2.2, PO 2.3, (PO 3.1, PO 3.2, PO 3.3)

S(4)-2 | PO 1.1, PO 1.2, (PO 2.3)

S(4)-3 | (PO 1.1, PO 1.2, PO 2.3)

S(4)-4 | PO 4.1, PO 4.2

S(4)-5 | PO 3.1, PO 3.2, PO 3.3

S(4)-6 PO 5.1, PO 5.2

S(5)-1 —

S(5)-2 —

5(6)-1 —

5(6)-2 —
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(4) NSA Software Supply Chain Guidance ® 3 XZtDXGE %

NSA NSA-S NSA-C
EREIR :
(for Developers) (for Suppliers) (for Customers)

S(1)-1 2.3.2 2.3.1 —

2.2.1.4, 2.2.2, 2.2.6,|2.2.2, 2.3.3, | —
S(1)-2 2.2.3.2, 23.2, 233,234,236

2.4.1

2.2.1.3, 2.2.3.2, 2.3.2,(22.2,2.3.5,2.3.6|—
S(1)-3

2.4.1
S(1)-4 — — —

2.2.3,2.3.2,2.3.3,.2.3.4, | 2.3.1, 2.3.2 2.1,2.2
S(2)-1

2.3.5

2.2.1.1, 2.2.1.2, 2.2.1.4,|2.2.1,2.2.2,2.2.3 | —
S(2)-2 2.2.6, 2.3.2, 2.3.3, 2.4.1,

2.5.3
S(2)-3 2.2.3 2.1.1 —
S(2)-4 — — —
S(3)-1 2.3.4,2.4.1 2.4.1 —
S(3)-2 — — —
S(3)-3 — — —
S(4)-1 — — —
S(4)-2 2.2.3 2.1.1 —
S(4)-3 2.2.3 2.1.1 —
S(4)-4 — — —
S(4)-5 — — —
S(4)-6 — — —
S(5)-1 — — —
S(5)-2 — — —
S(6)-1 — — 2.1,2.2,2.3
S(6)-2 — — 2.1
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(5) CISA Secure-by-Design- Shifting the Balance of Cybersecurity Risk

EDF R
EREE | FAL | FRM2 | g3 | TR

[SBD]-1 — — 11,12 —
S(1)-1

[SPD]-5
S(1)-2 | [SBD]-5 | — — 1,4,5,6,7 1
S(1)-3 | [sBD]-2 | — B 6 —
s(-4 | — B B B 4

[PSBI-3,4 | — - 3 —
5(2)-1

[SPD]-4
S(2)-2 | — [SPD]-5 | — 8 —
523 |— - - — —
S(2)-4 | [SBDI-1,4 |— B B 1,58
s3)1 | — [SPDI-6 | — 9 ]
S(3)-2 | [PSBl4 | — = 10 6
S(3)-3 |[SPDI3 | — = 10 =
S(4)-1 | [SPDI-6 | [PSBI-1 |35 = =
S(4)2 |[SPDI1 | — = = =
S(4)-3 |[SPDI1 | — = 2 =
S(4)-4 | [SPD]-5,6 |— — 12 —
S5 | — B B 1,6 B
S(4)6 | — - - — —
s(5)-1 | — B B B B
s(5)-2 | — - 6 — —
s6)-1 | — B [RFC] | — 2,3
s(6)2 | — - [RFC] | — ]

X[SBD] : SECURE BY DEFAULT PRACTICES
[SPD] : SECURE PRODUCT DEVELOPMENT PRACTICES

[PSB] : PRO-SECURITY BUSINESS PRACTICES
[RFC] : RECOMMENDATIONS FOR CUSTOMERS
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(6) EU Cyber Resilience Act. ANNEX I/II & DFFISEI %R

B3REIE ANNEX I Part I ANNEX I Part II ANNEX II
S(1)-1 | (1), (2)-a/g/n/i/i/k | (3) —
S(1)-2 [ (1) — —
S(1)-3 [ (1) — —
S(1)-4 | (1), (2)-d/e/f — —
S(2-1 | — (6) —
S(2)-2 | (2)-l (1) —
S(2)-3 | — — —
S(2)-4 | (2)-b/f/m (7) 4,5,7,8-a/b/d
S(3)-1 | (2)-a/j (1),(2),(3),(6) 2
S(3)-2 | (2)-a/c/i/| (2),(4),(5),(7),(8) |8-c
S(3)-3 | (2)-a/i/k (2) —
S(4)-1 | — — —
S(4)-2 | (2)-a/d/e/f/g/h/i — —
S(4)-3 | (2)-a/g/h/i — —
S(4)-4 | — — —
S(4)-5 |— — —
S(4)-6 | — — —
S(5)-1 |— — —
S(5)-2 |— — —
S(6)-1 | — — —
S(6)-2 |— — —
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(7) 2DMOIELORILEIFR
BERBECRUEELIE. U TFOXEESELL TV,

E3REIR TOMOEET X E

S(1)-1 | BSA

S(1)-2 | BSA, CISA-D

S(1)-3 | SP800-161, CISA-D, ISO15408

S(1)-4 | ISMS, DSP

S(2)-1 | SP800-161, CISA-D, BSA

S(2)-2 | BSA, CISA-D, NSA

S(2)-3 | BSA, SP800-161, #%&, CISA-D, ISO15408, DSP, ISMS
S(2)-4 | BSA, 1SO15408, CISA-D

S(3)-1 | SP800-161, BSA, ISMS, DSP, CISA-D

S(3)-2 | CISA-D, BSA

S(3)-3 | SP800-161, ISMS

S(4)-1 | SP800-161, ISMS, CISA-D, BSA

S(4)-2 | SP800-161, CISA-D, DSP, EKERENHA/\—tF1UF ()~ ~F—3v S
S(4)-3 | DSP, BAZEMAN—tF1UF1¢-/{—F—3 T

S(4)-4 | SP800-161, CISA-D, EHKZRENHA/\—t+1UF1+/C~ —3vF
S(4)-5 | SP800-161, CISA-D, HHKEREIYA/\—t+1UF1+/C— —3vF
S(4)-6 | SP800-161, BHZEMFAN—tF1UF 1/~ -y F

S(5)-1 | NSA, DSP, ISMS

S(5)-2 | DSP, BHZENYAN—tF1UF¢- /i~ F =T

S(6)-1 | CISA-D

S(6)-2 | BSA, CISA-D
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5.8. H&E

7oAV FHFE

ElETAb

SATh-Y-EX

VINIITRFESATHA DI

SDLC
(Software Development Life Cy
cle)

VINII 7B TS FI—>

MESs4ERLIE R 7
CVSS (Common Vulnerability Sc
oring System)
17\ (751>
SBD
(Secure by Design)

TF17)\ 174 b

VYINIIVRFESATH1) (SDLC) OIT—X%#E
HORFET/IIVCEEL. FI1—X2TUR(CHEDIR
FIET, VINIT T ZEBEMICEEFN I BFFETOERD
e
JOU3 L% BURIET. BELTVRVERRICRER
BN TOWRUVNZHEER T BIEDDTARDIL,
BFHERFD)\ - ROIT7HIHIREZTIVINIIT D
Eo

SHAREC. SmE. RIRAMDYINIITDEEZT]
BE(CTBRFETOTRDIE. IA—F—TA—LFAFED,
7 A RREEOERANDD.

VIRD1 7055t %, #Ha. EROETICRENSS
1TV E, BET 2R VY I NI 7 DB MK
FREGROIE,
1BIRS AT ADOMESS (XTI 24— T > TRLARRETE
fliFEDCE, CVSS ZRVBIET. FEDEMT
T, MES5EDFELEZ EEMCLEER T LN TE S,
VI N1 7 D55t BN SIBIRTF 1T 2R I 212
HOBEZNEHRDE, TFIUTIN\ATHAERIR
I35 EEHINEETHD. TF17/\ 171> D
B EF17)\ (T I BET D, TF17 (T
Lo 0RAIZBL TEARNICEROEF 1) TR
(CERD#EDT=D(C, CISA A NISC ZzE5OERRY/ -k
F—LIBEEUTHITU Secure by Design YJbk
DI7ORAETIO-FITE LLFD 3D20YIRITY
HEOtF1UTRAINREIN TV,

[RAI 1 . EER(CBIEENZEF 1T DIERICEIE
(A=)

JREI 2 AU BRI LSRR R Z RIS

R8I 3: My TEE
BB, FELBETHB I I YINII 7T
DR TEF 1T W R ZBHADIETHD.
VIRDI7DEF1UFBEREDRTEZRAINS (T4
IVRT) #EFHAATRRBICTRIEE NI ERDIE
B REzBAUERARIRT 2RIOBRMET, +
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F1)F1EHS

V=)L FI—->

N=RZ>Y
JN1-ZAN—-LYEST
VSM

(Value Stream Mapping)
EILRIATS51>

E7LE1—-U—-RLE1—

IA=D ) —

YZIET>Y

LIVIZA

CSIRT
(Computer Security Incident Re
sponse Team)

PDIREE D/ RT— RZREURIIN B DOHEEEZ F)
HATERVLSICT S, —iRI-Y @B ESIHNEDR
VBB, TIAIRTEFIATERVLSCT S, BE
(F. TF17)\ AT TAI NOEZ(CAIS BB TH S,
HEPOI T AORRFPEARRECHII LK
HE5NZTF1)T OEZEICHITZEERNBRERDS
Eo
VINIITRFECBVWTRELRZHEEZBEIZYIN
JI7Y-ID—EDTY DL, BY I ZEHEEED
ZET. RO ERZLEBNET S,
32T LOMESSHED . RERHEREZRS I EZBUT,
1T %RIET DL,
VINIITPREDE RZREE (RIS DI DRIFE &
FRTOCR(CBIIDHBERMRILIBEIREDTRNZDIH.
95T, BIEIBLHOU-VEEAROFLEDIE,
EILREEZEBOTANEDTOLR(CFEIL., ERFE
BICEITI DL, Cl : fikf1>7I 1L —>3> (De
vSecOps £8) OT39571/2D 12,
RERL/U)N\DZERULRNS, BLAILORREER)—
H—IR Rz, FHET2iEEN D L.
HHREZEDRRRYIORER LD BREYIDIERK
EBCINAT. MAEBEREREZEDTITOIN LOLED
—DZEo SATLADEEPLTOI S LOREZRRE TS
Fik.

FEIDOIREEDHIBR. fEIR. AN MEDRIA
HEIEREL . TOEELRVERPREIBZISEI 59
WFEEDCE YINITITOVAIETULITlE BRLE
FUVT (IBHREEZREIIEANS. YINIITD
FEDBIENRRES . REFEZREULLIIC
IDF VTR 2RI IDFE) ZEAL. €Dl
FETRETTII (WEE. WEY-J1X WEFE
RECELDREENEDSDITEDET ) ZAVD,
(580 1T EIE N I8 NI TR IREEERENZ A
B, HAN—F1)FTA(CBVTE. SATLN K ERS
(FTE. BRBXIISCED, #HEZRELEINSIEIH
TE3HEDTE,

1237 2 NREICHIGT 2D
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DevSecOps

IaasS
(Infrastructure as a Service)

ICT

(Information and Communicati
on Technology)
MERRERE
IDE

(Integrated Development Envir
onment)
IoC

(Indicator of Compromise)
IoT

(Internet of Things)
ISAC

(Information Sharing and Analy
sis Center)

KPI

(Key Performance Indicator)
BRYRVIER

KRI

(Key Risk Indicator)

MISP

(Malware Information Sharing
Platform)

¥ (Development) . t+1YUF+ (Securit
y) iEF (Operations) DIEXZFZHAEHE
BB THD. VINIIVHERIOERA0H503IT—XT
X IUTATANERE T D TFITA AN

[CI/CD J\1T34>11&. ZOBEZ0—EP2ERLTH
D, YIND1 7RG - B BERY(CEERRL . BEIRIIRE
IWREF AN L DR Z4Z T BEIMICER RSN 31E
#HHTHd. BB, CI/CD (& (Continuous Integra
tion / Continuous Delivery X(3& Deploymen
t) OB,

BIHRS AT LB T DD BERRYRNT -, b
L—SREDEBEA TRy U TY-ERELT
B9 52L,

IBHERE(S (LB I 2R DFETR,

SHERMY(CYT N7 1— MeFFES B EETIHERE
HRaLrYINIIZOL,

BAN-IREREDEERIFIERDIL.

T —HEBRIREDI T 124 27—y NIRRT 51t
HHDTE,

KETEROEZEFRAY NI —IZREIT DI,
BEAIIZEARIIEBOZEBCHVTHEN
EENTZONMAED T, ERZEDTF VT REDIEHR
HBEOHEEZ K 2D L. BAT(E, SoftwarelS
AC. &/t ISAC 3258 ISAC BRENFRIIEN TS,
HEBOBEEDEMRESVVEEIRIILHICALSNDS
EEMNRIBRDIE,

R OURILAN) ZERER T DIcICALSN 28R
N,

RIDIITDBETTD IP 7RLAFODHAN-IREDIE
T3 IoC (Indicator of Compromise) NE
BEHBZENELA-TOY-A0BREHEET 7Y H
TA—=LDIE,

https://www.misp-project.org/
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0SS

(Open Source Software)
oT

(Operational Technology)
PaaS

(Platform as a Service)

PSIRT
(Product Security Incident Resp
onse Team)
SaaS
(Service as a Service)
SBOM
(Software Bill Of Materials)

SLA
(Service Level Agreement)

SOC
(Security Operation Center)

Y—2J—-RIREEN. SEENRDHSNTVBZYI N
JIVDIE

T3, T3 N CIVREDYIIRM RS T A58 im%z i
fEHUIEFE 9 23D,

1BERS AT L EBME T Bl BR 7 )T —23> B
DTSy NIA—LHEEEZ . 129 -y e ML TH—-ER
ELTRMT 2L,

B THREIZEREPY-EX0tF1UFT 0@ LKk
UM 7 2 N IRICERDFED B DL .

BIRSAT LY —ER%Z, A25-RyNeMLTH—ERE
LRI 3L,

YIRDI 72T 20 R—> MY BEVWOAKTF RS
B SAEIAT-IREOD—EDEEERZIAMEL
TEEIZFENIL,

Y-ERZRMIZFEEB LY - EXNRERT. Y-
EXDEHE. BE. EXRBEREEFCOOVTERULLAT
Dhea®

2y hD—IHE2R Y - \O0J E2EHRL. 1N\ -IX
BOZOTFIEARA, DI DFFHEMDIL,

121



Ef

6. AHARIA(> () OMREIAEH!

BAN—A2I5BEEITROSN DL EIFORFT=

(YA N\—1>T5ERE(CROONZREFORF = I EEYAN\—tF1)FTHARE T—F>
JIW=T1 DEETTI—F>T TN —T KU SAN-F1UFT A EE>I55M
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