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https://www.synopsys.com/ja-jp/software-integrity/resources/reports/2019-open-source-security-risk-analysis.html
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« ICS-CERT 77 R\ U: ICSMA-16-089-01
—CareFusionttPyxis Supply StationEH|E1E
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Official website of the Depariment of Homeland Security =

RIS
ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

VIRIT 7RSS 3 EICKD 141818
BARN D51 = /R

—Critical: 1791& Advisory (ICSMA-16-089-01) More Advsories

CareFusion Pyxis SupplyStation System Vulnerabilities

— M aj O r : 6 O 61@ Home Original release date: March 29, 2016

HOME ABOUT ICSJWG INFORMATION PRODUCTS TRAINING FAQ

Calendar & Print » Tweet [ Send Share
—Minor: 971@
.
Information Products All information products included in http-//ics-cert.us-cert.gov are provided "as is” for informational purpeses only. The

~ (] ~ Department of Homeland Security (DHS) does not provide any warranties of any kind regarding any information
*ﬁ Ilj:ll é‘ | L7:——- j // | \— i\ / I\ d) _4§IJ Training contained within. DHS does not endorse any commercial product or service, referenced in this product or otherwise.
Further dissemination of this product is governed by the Traffic Light Protocol (TLP) marking in the header. For more
Recommended Practices information about TLP, see http://www.us-cert.gov/tip/

—Microsoft Windows XP, Sybase SQL Anywhere 9, s
BMC Appsight 5.7, e Standards & References OVERVIEW

Related Sites Independent researchers Billy Rios and Mike Ahmadi in collaboration with CareFusion have identified numerous third-
party software vulnerabilities in end-of-life versions of CareFusion’s Pyxis SupplyStation system. The Pyxis SupplyStation
FAQ was obtained through a third-party that resells decommissioned systems from healthcare systems, and the vulnerabilities

were found using an automated software composition analysis tool. Because the affected versions are at end-of-ife, a
patch will not be provided; however, CareFusion has provided compensating measures to help reduce the risk of
exploitation for the affected versions of the Pyxis SupplyStation systems

Y7 MITPTHRENS VK% hEBAID oot oo

Exploits that target these vulnerabilities are known to be publicly available.
AFFECTED PRODUCTS

The following Pyxis SupplyStation system software versions are affected:

© 2019 Synopsys, Inc. 7 S\/HUPS\/S%



http://www.itmedia.co.jp/enterprise/articles/1603/31/news062.html
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https://scan.coverity.com/projects/openssl
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2.1.4 Security

M-14 — The vendor shall perform protocol robustness testing using Synopsys
(ex-Codenomicon) Defensics or a Verizon-approved equivalent solution for all
active protocols implemented in the product, and provide results of the testing
for Lab Entry. These protocols and formats include, but are not limited to:

......... BGP, Diameter, DNS, DVRMP, EAP, FTP, GRE, GTP, H.225, H.248, H.323,
HTTP, ICMP, IMAP, IPSec, IPv4, IPv6, IS-IS, ISAKMP/IKE, LDAP, MGCP, MPLS/LDP,
NTP, OSPF, PIM, POP3, RADIUS, RIP, RSVP, RTP, RTSP, SIGCOMP, SIP, SNMP, SMTP,
SSH, SSL/TLS, TACACS, TR-069, XML/SOAP, WAP.
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OH <USIGNIN | @JOIN NOW

Discover, Track and Compare Open Source

Search Projects... Q

Join Now

Tracking 1,298, rce control repositorie:

What's New

_‘J Claim your contributions
Manage your project's data i

E Highlight your use of FOSS

. &

Most Popular Projects

GET TO KNOW TH

ROOKIES OE qﬁ‘ﬁﬁ YEAR

Learn More!

Most Active Projects

Most Active Contributors

Mozilla Firefox

13411 users

aae APAche HTTP Server
9645 UsErs

MysQL
2372 Users

Apache Subversion
5529 users

\)

PHP
NN 7938 users

Linux Kernel
N 7475 users
Bash

G641 users

Firebug
N 5937 users

Git
W 5336 users

Ubuntu
— 5047 users

@o x H> 6

15

5 CXF

365677 commits

XFS Filesystem
N 246703 commits.

Cloud Foundry
. 204419 commits

KDE
I 138993 commits

8w X

Apache Maven 3
135321 commits

F]

aven

Openstack
66980 commits

DART language
‘DarT
= 63081 commits

PLD Linux
Fs=l mm 49090 commits

KDE Localization

40308 commits

B Fedora Packages
38614 commits

- tnut
1550 commits

harisekhon
—— 1004 commits

I Pavel Tisnovsky
— 987 COMMIts

'i 4 Po-Chuan Hsieh
&4 791 commits

I Friedrich W. H. Kossebau
443 commits
i Mira Hrongok

379 commits
[.’ Michal Cihat

350 commits
I Ali Fazelzadeh

. 351 commits
ﬂ thindil

308 commits

a Bjoern Kimminich
- 307 commits
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COVERITY SCAN

~ Aeaty.aih luodlHae. dHAY, Ehastx)y o= By
goto fail;
if ((err = S5LHashsHAl. update{S&hashitx, BclientRandom}) ! @)

87 gote fail;
as if ((err = SSLHashSHAL.update{&hashite, AserverRandom}) fe @)
goto fail;
if ((err = SSLHashSHAL.update({&hashCtx, BsignedParass}) I= @)
91 gote fail;
( 12 goto fail: }
§ CID 11BSTAS (#1 of 1): Structurally do (UNREACHABLE)

cution path. unreachable: This code cann

Sign Up For Free

More than 6300 open source projects and 31000 developers use Coverity Scan

“Several other Coverity issues have been resolved and their fixes have made their way into
release candidate 7. I've no doubt that Coverity is adding value to our project.”

POV-Ray

Announcements

SCAN has been upgraded to Coverity 2019.03

2019 June 21

Please download the new build tool and upgrade your builds to take advantage of new features
Coverity SCAN upgrade in progress

2019 June 17

Project crealion and access lo triage data is disabled during the upgrade process.
Coverity Upgrade to 2019.03

2019 June 7
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