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SBOMIZEREN G SNTZY T oI 7DV A MICFIR T 572, MEsaEIRHRICED
BRAETOERNMBECTES, LT OHITIE120D0SS (Spring-web5.2.11) [Cxd
IERFBEEZRLUIBN. X TEROEARBEN-VaVFTEEEHITILENDHD,

A=TV—-ADKFEE

~ spring-boot-starter-security (2.4.1)

HeSsTE 1R ¥R

» spring-security-config (5.4.2) g spring'web'5.2.11.re|ea5e.jar L Y
JU—AH: 20004115100 | SHAY: fc5925230dae07f9c1 725069112200 1cba9a 2

spring-boot-starter (2.4.1)

spring-aop (5.3.2) v spring-security-web (5.4.2)

1 1 246

(P EN] © 5211RELEASE i ERERFIUT—33y ERERISA

B (542) spring-beans (5.2.11.RELEASE@5.3.2)

beans (5.2.11.RELEASE@5.3.2] spring-security-core (5.4.2)

ng-security-core (5.4.2) » spring-context (5.2.11.RELEASE@5.3.2 )

| CVE-2016-1000027 (cvss 7.5)

1g-context (5.2.11.RELEASE@S > spring-aop (5.2.11.RELEASE@5.3.2)

Pivotal Spring Framewark 4.1.4 suffers from a potential remote code execution (RCE) issue if used for Java deserialization of untrusted data. Depending
on how the library is implemented within a product, this issue may or not occur, and authentication may be required.

Spring:oore(3.2.11.RELEARERS.42) nERAOTES Partial KSR IES None

REMEADTE Partial HERRES Network
S BENDEE Partial BEEEHENE Low

spring-web (5.2.11.RELEASE@5.3.2)

~ spring-core (5.3.2)

spring-jcl (5.3.2)
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54275V Public(18)~ a

n jackson-databind-2.9.2.jar
v2.9.2 4

v2.11.0.rcl

n zip4j-1.3.2.jar
v13.2

E cache-api-1.0.0.jar
v1.0.0 :

mirai-fwst-online-kst-top
mirai-async-online

mirai-ikol-online
mirai-common-top-on|
£ntHE

mirai-fwst-online-kst-
mirai-async-online

User-reinpalimimten = = shared the followir

i _release.jar.

Version: 20201222-2000.8624fa9817

Version Behind: 4 (Latest: 5.3.2)

Grade: F

Used/Total Classes: 245/927

CVE Details
CVE-2016-1000027 | Severity : HIGH | Score : 7.5

Pivotal Spring Framework 4.1.4 suffers from a potential remote code execution (RCE) issue if used for Java
deserialization of untrusted data. Depending on how the library is implemented within a product, this issue
may or not occur, and authentication may be required.

Confidentiality Impact: Partial
Integrity Impact: Partial
Avaliability Impact: Partial
Authentication Required: None
Access Vector: Network

Access Complexity: Low

Applications Affected

ROOT

| Fov hhSyvFD

B3] 3

Wl o) 0

TODO 0

QA 4 55
EEEE (A—F— 0 0
EBAEEE)

EEEIE (5SIAED 0 0
ECE)

ZEEE (B4 - 0 0
AT AAHEEA)

TEEIE (B= - 0 0
A —F—EHEE)

IDRIEEEE 0 0
TaRREEE 0 0
[ThRiEEHEE 0 0
ST - UATRREIEZE 0 0
E@E 0 0

IARTCDF oY bEFRR | ALY — | A Fr—h

o o o O QO

Copyright©2021 Sompo Holdings, Inc. All Rights Reserved.




E3a) 332

PEENLITOCLVS R BIDE FE BB N—ATDOSSYADIKR - B8 K3 HEFF o
FRFE T LUEIL B BIRICSBOMZAERL L, BRI R EHEFF LLEEUADER - Bl 2RI

KIRRBIAT LY —EAILBNIETESFESBOMEEIEHHILT B, BEIESNE
il COMBERD WA,

OSSH AIIFAFEMNEZ LITATZHICHERRIRIGEDTH) ., FIRRKILIIEE, FHFEIR
BICHEWVC, REDRZEELEVLUADIER - BEEZITILEN DS

o
5~ =[] =

B OBERSE 055y
| SATHAURY %‘?@ﬁﬁﬁ

- & e ® 4
db ) ey

PSIRT
Copyright®©2021 Sompo Holdings, Inc. All Rights Reserved.

W ) & 7 )
wﬂﬁj | g,ﬂdj 2o



