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Practices Tasks Motional Implementation Examples References
Provide a Mechanism for Verifying Software PS. Z 1 Make software integrity verification information J Example 1: Post cryptographic hashes for release files on a well-secured BSAFSS: SM.4, SM.5, SM.6
Release Integrity (P5.2) Help to acquirers. website. BSIMM: SE2.4
acquirers ensure that the software they acquire Example 2: Use an established certificate authority for code signing so that CNCFSSCP: Securing Deployments—Verification
is legitimate and has not been tampered with. consumers’ operating systems or other tools and services can confirm the validity

EO14028: 4eiii), 4e(ix), 4e(x)
IEC62443: SM-6, SM-8, SUM-4
HISTCSF: PR.DS-6
MNISTLABEL:22.24
OWASPSAMM: OE2-B
OWASPSCVS: 4
PCISSLC:6.1,6.2

SCSIC: Vendor Software Delivery Integrity Controls
S5PB0053: SA-8

SPBO0161: SA-B

S5P800181: KD178

Archive and Protect Each Software Release P5.3.1: Securely archive the necessary files and Example 1: Store the release files, associated images, etc. in repositories BSAFSS: PD.1-5, DE.1-2, 1A2

of signatures before use.

Example 3: Periodically review the code signing processes, including certificate
renewal, rotation, revocation, and protection.

(PS.3): Preserve software releases in order to supporting data (g.g., integrity verification information, | following the organization's established policy. Allow read-only access to them by | CNCFSSCP: Securing Artefacts tomation, Controlled Environments, Encryption;
help identify, analyze, and eliminate provenance data) to be retained for each softy v | and no access by anyone else. Securing Deployments—Verification
vulnerabilities discovered in the software after release. Example 2: Store and protect release integrity verification information and E0Q14028: 4e(ii), 4e{vi), 4e(ix), 4e(x)

release. glr::z?at;:c:i;rijitnag' tshu:r;:g by keeping it in a separate location from the release IDASOAR: 25

IEC62443: SM-6, SM-T
HISTCSF: PR.P-4
OWASPSCVS: 1,3.18, 3.19, 6.3
PCISSLC:52,6.1,6.2
SCSIC: Vendor Software Delivery Integrity Controls
SP80053: SA-10, SA-15, SA-15(11), SR-4
SPB00161: SA-8, SA-10, SA-15(11), SR-4

PS.3.2: Collect, safeguard, maintain, and share Example 1: Make the pi 1ce data ilable to soft acquirers in BSAFSS:5M.2
provenance data for all components of each software accordance with the organization’s policies, using standards-based BSIMM: SE3.6
release (e.g., in a software bill of materials [SBOM]). formats. CNCFSSCP: Securing s Verification, Aut

Example 2: Make the provenance data available to the organization's operations E014028: 4e(vi), deivii), defix). 4
and response teams to aid them in mitigating software vulnerabilities. NTIASBO‘Méf\:I}‘ ERErEE)

Example 3: Protect the integrity of provenance data, and provide a way for OWASPSCVS: 14,2

recipients to verify provenance data integrity. o ~ X

Example 4: Update the provenance data every time any of the software's SCSIC: Vendor Software Delivery Integrity Controls
components are updated. SCTPC: MAINTAING
SP80053: 5A-8, SR-3, SR-4

5P800161: SA-B, SR-3, SR-4
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+ SBOMICDW T, PW4.1ICEBGADRIFHEDLR .
HSBOMFLEUS I BLIRMICENMTD, SBOMF5|&, MISEFNExtLTOER- | SBOMFS|E, MILETINE TRETESL0
o« BRSSIEMINCOVWTTSOTARE3MF. JRVEMF  RERaa e B e ZHIRL. BARESEOMICORIBZERI D,
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TF#17-VIMII7ERFEICET SEEH DRI L HARS

® SSDF(E, BIEMRYAN—tF1UT4IL—LAT—I(CHUT, SATATEBKRERETREL. R - FAIZEIT - (ODOVWTER LIRS
BEFORETHD, KiFtEDICEDTHFRERELL (EHLEN3.

® VINIITVDLZERFERICHBVTIE, FFE - FhHiEITI-XDHR5T . MEsstEEIBREDERII-XDEEMNZIOTLBIENS, S,
SSDFZERJI—X(ChbELAZEBEVEIL—LAT—-I0HLsRE B LN ERFEN S,

® QUAD®D 4 hNEHREIRANICHWTIE. SSDFD 4 DDT 3974 AICGEZHIBIERICDOVT, FECEDEZENRHSN S,

® SSDF(3. KEEAXRDHAY O AE=HICEIBL TS, EREES%ENNDD, HABPEOEEZBEIT D, ABECHITESBOME A
F5| ST EIRFEOEIIM B ERAUCERE S EZONA(I YA RI CENERFEIN S,

- gox g

YAN\—tF+1U71-IL-LT-V%&F
NIST CSF: Cybersecurity Framework
AT SP 800-161: Cybersecurity Supply Chain Risk Management (C-SCRM)

I-THak (B2 BUF) 1270 —-59%

TZERYINIIT DFRE

(1-9%5b)

LZRRYTNITTOREE

Zeim - B (RmOFMFE - AECERZEVNTEME) [ DEMIE,

CRLAGm) NIST SSDF: Secure Software Development Framework
fHfess e
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[(ZE ]S8BT+ 1UT  EEF OB R LEBENIST SSDFOAIEF T

o TIEMRLFIUT(EE - HAHOADRIERFZMIERANCESZ DI, TOTR, MR, MEHREFRZ]—

JCOWTER T B EEZ U,

\\ W — — ~ —
® NIST CSFREBIFEHNRYAN—tF1UT(IL—LAD-D(FeF1UT(2EAT-TELDD 12T
’\"1‘ \
EBEO1-YBEE -1OFTJL-9%BEL. SATLOBE GERII—-X(CERZEVEEZRUL TS,
AL ~ = \ 1
o) —7'3_ NIST SSDF(3. ZEOFFHBENSFZESNBZIVINII 7RG 1ZRREL., R - TBI1I—-XICE
= o
RZEVTHEBERIFCEMEULLEETHD. BUTFZEOEFBNREELL TRESINICIEMNMFETH
50
JOt R &R X5 EREE i AR 25
E |[{ERER HE-XEAH BR% |fE- | B | MR | JRT| B (BE. (G445 | B | HE | REXN YIS (22— |RE |HIE |FR (BT |28
e Ls BE VR HE— A 2 & ]

K[E [NIST SSDF: SP 800-218 Secure Software Development| @ [ ) A [ ] [ ] [ ] [ ] [ ] [ ) [ ] [ ]
K[E NIST SP 800-161: Cybersecurity Supply Chain Risk Man [ ) [ ) [ ) [ ) [ ) [ ) [ ] [ ] [ ] [ ]
K[E |CISA, NSASecuring Software Supply Chain Series — Recomm{ @ [ ] [ ) [ ) [ ) [ ) [ )
K[E |CISA, NSASecuring Software Supply Chain Series — Recomm [ ) [ ) [ ) [ ) [ ) [ ] [ ]
#[E |CISA, NSASecuring Software Supply Chain Series — Recomm [ ) [ ) [ ) [ ) [ ) [ ] [ ]
KE [NIST Security Measures for EO—Critical Software Use [ ) [ ] [ ] [ ) [ ) [ ) [ )
KE [NIST Recommended Minimum Standards for Vendor or D| @ [ ) [ ) [ ] [ ] [ ]
KE [NIST Software Supply Chain Security Guidance Under E [ ) [ ] [ ) [ ) [ ) [ ) [ ) [ )
K[E NTIA Software Suppliers Playbook: SBOM Production an{ @ [ ) [ ) [ ) [ ) [ ] [ ] [ ]
K[E INTIA Software Consumers Playbook: SBOM Acaquisition, [ ) [ ) [ ) [ ) [ ) [ ] [ )
[EfE [1ISO ISO/SAE 21434 [ ) [ ) [ ) [ ) [ ) [ ) [ ) [ ) ([ )
E [ | IMDRF IMDRF Code IMDRF/CYBER WG/N73 Principles anfl @ [ ) [ ] [ ) [ ) [ ) [ ) [ )
E I [IMDRF IMDRF Code IMDRF/CYBER WG/N60 Principles anl @ [ ) [ ] [ ) [ ) [ ) [ ) [ )
K[E [NIST CSF:Cybersecurity Framework [ ) [ ) [ ) [ ) [ ) [ ] [ ] [ ] [ ]
EFR [IEC IEC 62443 [ ) [ ) [ ) [ ] [ ] [ ] [ ] [ ) [ ) [ ] [ ] [ B )
EFE [ISO/IEC |ISO/IEC 27000 Series [ ) A [ ) [ ) [ ) [ ) [ ] [ ) [ ) [ ) ([ )
X[EF NIST SP 800-53 Security and Privacy Controls for Infor| @ [ ) [ ) [ ) [ ) A [ ) [ ) [ ] [ B )
KE [NIST SP 800-171 Rev. 3 (Draft) Protecting Controlled U @ [ ) [ ] [ ) [ ] A [ ) [ ] [ ) [ ) o
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