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Specification of vulnerability management process

| l Major issues and solution approaches and know-how |

[ sswe | solution approaches and know-how

Failure in matching with vulnerability DB Use of ID conversion tools such as Purl2cpe and partial ID
due to coexistence of part IDs matching using APIs

l Background and Objectives

® Provide specific process-based examples of methods and
procedures for vulnerability management using SBOM.

® There are currently unresolved issues in vulnerability
management using SBOM. New technology development,
standardization, and tool environment development will
be necessary to fully resolve these issues.

® In this chapter, we present the concept and the best practices

that are currently possible in order to avoid the issues by
operations on the SBOM user side, including those issues.

Ensuring coverage of diverse vulnerability ~ Presentation of vulnerability DB selection method based on
databases risk and cost reduction benefits

Prioritizing vulnerability responses for
rapid response and efficiency

Presentation of a prioritization category decision method using
a decision tree based on SSVC

Information sharing and role-sharing
throughout the supply chain

Presentation of the steps for information sharing and
implementation items by developers and users

Presentation of items to be implemented by developers and

Division of roles in vulnerability response X s
157 (R users in provisional and full-scale response

I Vulnerability Management Process and Step using SBOM (Overview)

@ 1 Vulnerability
Identification

1. Selection of a matching method 1. Vulnerability filtering 1. Identification of shared information . Temporary Vulnerability
category Narrow down vulnerability information that and recipients Response
Organizations should choose a method needs to be addressed from known - Identify shared information such as - Establish temporary measures,
from (i) the Use of existing SBOM tools, (ii) information prior to prioritization using vulnerability information, load such as such as suspension of use,
API utilization scripts, and (iii) Web UI external information. information, and prioritization results. reduction, and workaround.
based on their technical capabilities, 2. Selection and acquisition of prioritization - Identify sharing parties and the order of - Apply the temporary measures,
budget, and available resources. information sharing, such as social organizations, after informing stakeholders of the
2. Identification of available SBOM data Based on the components of risk, select and external parties (users, vendors, temporary measures decided upon.
Determine how to obtain the SBOMs that acquire the necessary information according suppliers), etc. ) . Fundamental Vulnerability
will be utilized. to the company's policy, such as the existence =~ - Identify sharing triggers such as Response
3. Selection of a target vulnerability of incidents, Exploit code distribution status, triggers for sharing (push type/pull type). - Implement a fundamental
database CVSS, and VEX information. 2. Identification and implementation of response by identifying the
Choose the vulnerability databases that will 3. Category determination based on the sharing method developer of the software involved
be used for vulnerability identification and prioritization decision tree - Identify the sharing method for file in the vulnerability and having the
prioritization of responses. Prioritize category judgments according to Ses"‘;e'z%r:(fgggsnglr iiﬁ::ése-tgpecify the deﬁ?ggggéém\\//g?ﬁ?obr'rl:;t}on
4. ;e;:é:t?i?\n a::;lt;lngglementatlon ofa Egcer\]/ﬁilgslecréI;lassﬁi?;)g;zglczarg?nn; t):)(tl'%lgh/low private and disclosure scope, privileges, upon fixing vulnerabilities.
Boaad ongthe results from Steps 1 to 3 judgment tree organized based on SSVC. etc., depending on the confidentiality. - Share update_d SBOM/VEX with
. S - 4 L . - Implement sharing based on the the supply destination and conduct
decide on the organization’s specific 4. Priority score evaluation

method for vulnerability identification.

Vulnerability
Response
Prioritization

In parallel with steps 1 through 3, perform
detailed prioritization by prioritizing within
categories by quantitative scoring as needed.

@ c] Information
Sharing

determined sharing method and access
privileges.

w 4 Vulnerability
Response

SBOM history management as
necessary.
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