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7 OMB, "Enhancing the Security of the Software Supply Chain through Secure Software
Development Practices”
https://www.whitehouse.gov/wp-content/uploads/2022/09/M-22-18.pdf

8 OMB, "Update to Memorandum M-22-18, Enhancing the Security of the Software Supply Chain
through Secure Software Development Practices”
https://www.whitehouse.gov/wp-content/uploads/2023/06/M-23-16-Update-to-M-22-18-
Enhancing-Software-Security.pdf

° CISA, "Secure Software Development Attestation Common Form”
https://www.cisa.gov/resources-tools/resources/secure-software-development-attestation-form
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11

ERLRH

CEO FeFREADESR, £L(F FedRAMP (C
WESNLEE=EFMEE (3PAO:Third
Party Assessor Organization) (C&25FAfhfE
REMMII 3.

AT (&, SSDF HEBEEEEZDAN THN, sLEHIANETEFA(CDOVTLERD No LIEEILTL

Do

Section 1

[] New Attestation [[] Attestation Following Extension or Waiver [] Revised Attestation

—= Nol

Type of Attestation: [ ] Company-wide [_| Individual Product D Multiple Products or Specific
Product Version(s) (please provide complete list)

= No2

If this attestation is for an individual product or multiple products, provide the software name, = No3
version number, and release/publish date to which this attestation applies. Additional pages can
be attached to this attestation if more lines are needed:

Product(s) Name

Version Number*
(if applicable)

Release/Publish Date -
(if applicable)

5-11 SSDF HES#B&EEEIA—A (£933V1)
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Section 11

1. Software Producer Information
Company Name:

Address:

City:

State or Province:
Postal Code:
Country:
Company Website:

2. Primary Contact for this Document and Related Information (may be an individual,
Lole ororoun);

MName:

Title:

Address:

Phone Number:

Ernaal A ddeeas (e i bheap alig<diatnbution Lit

5-12 SSDF HES#E&EEEIA—A (€533 0)

Section 11
Attestation and Signature
On behalf of the above-specified company, I attest that, to the best of my knowledge, [software

producer] presently makes consistent use of the following practices, derived from the secure
software development framework (SSDF),” in developing the software identified in Section I:

— =
1) The software 1s developed and built in secure environments. Those environments are secured
by the following actions, at a minimum:

a) Separating and protecting each environment involved in developing and building
software;

b) Regularly logging, monitoring, and auditing trust relationships used for authorization and
access:

1) to any software development and build environments; and
ii) among components within each environment;

¢) Enforcing multi-factor authentication and conditional access across the environments
relevant to developing and building software in a manner that minimizes security risk;

d) Taking consistent and reasonable steps to document, as well as minimize use or inclusion
of software products that create undue risk within the environments used to develop and

build software;
¢) Encrypting sensitive data, such as credentials, to the extent practicable and based on risk;
f) Implementing defensive cybersecurity practices, including continuous monitoring of

operations and alerts and, as necessary, responding to suspected and confirmed cyber
incidcnt_s;

33
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2) The software producer makes a good-faith effort to maintain trusted source code supply No7
chains by employing automated tools or comparable processes to address the security of I
internal code and third-party components and manage related vulnerabilities:

— ) ) I— No8
3) The software producer maintains provenance for internal code and third-party components
incorporated into the software to the greatest extent feasible;

security vulnerabilities. In addition:

a) The software producer operates these processes on an ongoing basis and prior to product,
version, or update releases;

b) The software producer has a policy or process to address discovered security
vulnerabilities prior to product release; and

¢) The software producer operates a vulnerability disclosure program and accepts, reviews,
and addresses disclosed software vulnerabilities in a timely fashion and according to any
timelines specified in the vulnerability disclosure program or applicable policies.

4) The software producer employs automated tools or comparable processes that check for J— No9

this form if and when the producer ceases to make consistent use of the practices identified

O I further attest that the software producer will notify any agency to which it has submitted J— No1l0
above in developing the software.

Signature of CEO or Designee with authority to bind the corporation

......................................... NO 1 1
Date (YYYY-MM-DD):
Name:

Title:

OR

0 A certified FedRAMP Third Party Assessor Organization (3PAO) or other 3PAO approved
in writing by an appropriate agency official has evaluated our conformance to all elements in
this form. The 3PAO used relevant NIST Guidance that includes all elements outlined in this
form as the assessment baseline. The assessment is attached.
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6. 2E 3k

[1]
[2]
[3]

[4]

(5]
[6]

[7]

NIST SP 800-218 Secure Software Development Framework (SSDF) Version 1.1:
Recommendations for Mitigating the Risk of Software Vulnerabilities

CISA, Secure—by—Design Shifting the Balance of Cybersecurity Risk: Principles and
Approaches for Secure by Design Software!

QUAD The Wilmington Declaration, Joint Statement from the Leaders of Australia, India,
Japan, and the United States

METI, Y7 7 =7 &FRIZM1F72 SBOMSBOM (Software Bill of Materials Materials) (D&
ANIZB35F5] ver.2.0, 2024, Guidance on Introduction of Software Bill of Materials
(SBOM) for Software Management ver.2.0 (English)*!

CISA, Framing Software Component Transparency: Establishing a Common Software Bill of
Materials (SBOM) September 3, 2024

The Linux Foundation and its Contributors (OMG etc.). The System Package Data

Exchange® (SPDX®) Specification Version 3.0.1
OWASP, The CycloneDX specification, Version 1.6

10 https://www.cisa.gov/sites/default/files/2023-10/Shifting-the-Balance-of-Cybersecurity-Risk-
Principles-and-Approaches-for-Secure-by-Design-Software.pdf
Uhttps://www.meti.go.jp/english/policy/safety_security/cybersecurity/downloadfiles/sbom_tebi
ki02_en.pdf
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