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APPENDIX F

DISCUSSION

IMPLEMENTING AND ASSESSING CUI SECURITY REQUIREMENTS

Tables F-1 through F-14 provide discussion intended to facilitate implementing and assessing the
CUI security requirements in NIST Special Publication 800-171. This information 15 derived
primarily from the security controls and discussion in NIST Special Publication 800-53. It 1s
provided to give assessors a better understanding of the mechanisms and procedures used to
implement the safeguards employed to protect CUL The discussion 1s not intended to extend the
security requirements or the scope of the assessments of those requirements. NIST publications
1dentified mn the following tables are available at https://csrc nist gov/publications.

TABLE F-1: DISCUSSION ON ACCESS CONTROL REQUIREMENTS

3.1 SECURITY REQUIREMENT

Limit system access to authorized users, processes acting on behalf of authorized users,
and devices (including other systems).

DISCUSSION

Access control policies (e.g., identity- or role-based policies, control matrices, and cryptography)
control access between active entities or subjects (i.e., users or processes acting on behalf of users)
and passive entities or objects (e.g., devices, files, records, and domains) in systems. Access
enforcement mechanisms can be employed at the application and service level to provide increased
information security. Other systems include systems internal and external to the organization. This
requirement focuses on account management for both systems and applications. The definition of
and enforcement of access authorizations, other than those determined by account type (e.g.,
privileged verses non-privileged) are addressed in requirement 3.1.2.

SECURITY REQUIREMENT

Limit system access to the types of transactions and functions that authorized users are
permitted to execute.

DISCUSSION
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China
China presents a persistent cyber espionage threat and a growing attack threat fo our core military and

critical infrastructure systems. China remains the most active strategic competitor responsible for
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Russia has the ability to execute cyber attacks in the United States that generate localized,
temporary disruptive effects on critical infrastructure—such as disrupting an electrical
distribution network for at least a few hours—simuilar to those demonstrated in Ukraine in 2015
and 2016. Moscow 1s mapping our critical infrastructure with the long-term goal of being able
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