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Box 3-4

Policy Implications Drawn from Research on Power Grid by ERIA

Withrising electricitydemand and increasing generation capacity across the ASEAN region, comprehensive
policies are needed to enhance grid capacity, flexibility, and resilience. Key measures include modernising
and reinforcing power grids to facilitate the integration of renewable energy, as well as advancing cross-
border interconnection initiatives to strengthen regional energy security.

ERIA has conducted extensive research on this topic. This section presents several key perspectives as
an introduction.

Grid modernisation. As the share of variable energy sources (e.g. solar and wind) increases alongside
stable demand, policies that support grid modernisation are essential.

« Provide clear government guidance and support measures to facilitate renewable energy integration
into the grid whilst ensuring reliability.

= Improve grid flexibility by expanding the integration of distributed energy resources (DERs) and
promoting new business models such as energy resource aggregation businesses (ERABs).

= Integrate cybersecurity standards and guidelines into national energy policies, with a specific focus
on DERs and ERABs. Reference may be drawn from Japan's Ministry of Economy, Trade and Industry
Cyber-Physical Security Framewaork.

+ Safeguard the resilience and stability of the power grid by clarifying the regulatory status of grid-
scale storage batteries within electricity sector legislation. Accelerate the effective deployment of
energy storage technologies and support cost reductions through the promotion of technological
innovation and efficiency improvements.

Grid reinforcement. With demand and generation capacity projected to increase, it is essential to expand
and reinforce grid capacity.
= Prioritise investments in power grid infrastructure to ensure adeguate capacity and robustness,
addressing both rising demand and the electricity needs of rural and island areas.
+ Establish effective mechanisms to ensure adequate capacity, system flexibility, and stability.

Regional interconnections. The development of international transmission networks remains in progress
and requires further advancement.

= Conclude multilateral agreements for the ASEAN Power Grid (APG) or subregional interconnection
initiatives to ensure the smooth execution of APG projects and the formation of multilateral cross-
border power markets.

» Harmonise the development of the regional power market by defining the operational and
planning responsibilities of the ASEAN Transmission System Operator and the APG Generation
and Transmission System. This will ensure seamless cross-border interoperability and operational
efficiency. Strengthening APG institutional frameworks is a fundamental approach to accelerating
investment in APG infrastructure and enabling multilateral power trading flows.

Source: Author.
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The ERIA study group on the cybersecurity of DERs in ASEAN and Japan
The community facilitates experts from government, academia, and industry in ASEAN

RIA

The ERIA study group on the cyber and physical system security of DERs ‘EE‘EIIIAEIII‘“
= Cybersecurity Malaysia(Ministry of Digital) NTER

= Malaysian Communications and Multimedia Commission (MCMC)

=  |Pvb Forum Malaysia

»  Universiti Tenaga Masional {UNITEN)

»  Cyber Security Research Centre (CYRES) at Universiti Sains Malaysia
= Multimedia University, Malaysia

=  TNBX, Tenaga MNasional Berhad

=  Special Advisor to the Indonesian President for Energy

=  National Cyber and Crypto Agency (BSSN)

=  Plamning Bureau, Ministry of Energy and Mineral Resource(ESDM)
=  National Research and Innovation Agency (BRIN)
I
I

METI

Miniiry o Ecxraryy; Tracks anol ety

=  Indonesia Internet of Things Association (ASIOTI)

= Center for Excellence for Defense and Security Science and Technology, Bandung Institute of
Technology, Indonesia

=  Communication and Information Technology Insfrastucture, elkom University{CITI)

=  Digital and Information Technology, PT Perusahaan Listrik Negara (Persero)

= National Cyber Security Agency (NCSA)

=  Digital Technology Operation Division, Electricity Generating Authority of Thailand (EGAT)
=  National Electronics and Computer Technology Center(MECTEC)

= Faculty of Engineering, Chulalongkorn University

= Thai IOT Association

= Kasetsart University

: NEXPIE
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