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3.2.2. Step 2-2: Correspondence of security measures against assumed threats

Content

(2) Physical measures

(i) Measures related to the building

(i) Measures related to power supply / electrical equipment

(iii) Measures related to the environment (air conditioning, etc.)

(iv) Measures related to water supply facilities

(v) Physical measures related to equipment

(vi) Measures related to physical access control

Add:

(3) Measures related to Human Error

(i) Measures against negligence and fatigue to fulfill too cumbersome requirements

(i) Measures against missing of rules, such as missing of NDAs, awareness, education about cyber security.

*Reason

Most of the recommendations in this guide are related to systems, hardware and software, as well as to the knowledge of the involved staff. However,

measures against human error may be a suitable “add-on” to avoid overlooking this risk.

If it was the aspect “Human Error” was on purpose taken out of the scope from this document, since the title refers to “Physical” Security, it is

recommended to make a statement in the introduction for the reason why it was taken out of the scope. WEEN B RERER  BEN-LET
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Table 3-36 Main confirmation points for business partners and suppliers (examples)

- Content

-Islsecurity education implemented for workers? Also, is the content of the education to be implemented the same as or stricter than that of the
company?

Add:

‘[nl case the subcontractor is allowed to subcontract the work further, how does the subcontractor manage the cyber security of it's subcontractors?

*Reason
In cases where contracts allow subcontractors to subcontract work to it's own subcontractors, the additional risk of this business constellation
should not be overlooked.
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Table E-1 Checklist / 4-4

= Content

From:

Aware of threats to factory systems in the supply chain (subcontractors, production subsidiaries, etc.), the degree of impact, and the status of
response (e.g., implementation of audits, etc.).

Change to:
Aware of threats to factory systems in the supply chain (subcontractors, production subsidiaries, etc.), the degree of impact, and the status of
response (e.g., implementation of internal and/or external audits, etc.).

*Reason
Mentioning “internal and/or external audits” helps to raise awareness that it is possible to choose one or both of them. External audits can give
additional benefits in terms of impartiality.
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3.2.2. Step 2-2: Correspondence of security measures against assumed threats

+Content

From:

“I would like you to take measures according to the situation while referring to the security information for SMEs15 as appropriate.”

Change to:

“It is recommended to take measures according to the situation while referring to the security information for SMEs15 as appropriate.”

*Reason

Editorial. WREWHBERDESY BENLET,
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(1)Global standards
(ii) Europe (EU)
-GDPR (General Data Protection Regulation):

=Content
From:
“Because this regulation is for people in the EU, similar treatment outside in the EU area is required. Common rules for the EU area.

Change to:
“Because this regulation is for people in the EU, similar treatment outside the EU area is required. Common rules for the EU area. “

*Reason
Editorial
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Security elements

Content: In addition to “Availability, Integrity, and Confidentiality,” which are mentioned as security elements, “Health” “Safety” and “Environment”
should be added to the conditions in the same line for balance, since factory systems may directly affect the environment and human lives.

Reason:
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Zone
Content: Given the increasing use of cloud computing in factory systems in recent years, it may be necessary to add cloud computing with different
security levels as a zone to be managed.

Reason: WEW-HERERFER ABEVNLETS,
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Operation and Management
Content: Patch management and BCP are important parts of multi-layered defense, so it is necessary to add practical methods in addition to
terminology. WEEW-HERERER. BEVNLET,
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Human Resource Development
Content: To strengthen supply chain security, it is necessary to develop human resources who can judge whether suppliers’ capabilities, products,
aRr;c;Ss:r:lvices are at an acceptable security level. WEN B B ARER  BEN-LET,
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Certification
Content: Certification systems that can objectively judge the security level of suppliers are used in various ways. The recognized certification
systems are effective in strengthening the security of factory systems, and in some cases, they are applicable to the conditions.
Reason: WREW-HEREZRER, BEVN-LET,
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Additional Comments
Content:
-Challenges of production regarding the expanded lifetime of the manufacturing equipment leading to problems over time need to be addressed.

-Chbility issues regarding the manufacturing equipment need to be addressed. This includes applying patches etc. to an already existing equipment
without risking the license or being made liable for accidents for example.

‘Plocess and personal measures and actions also need to be addressed. Proper processes and standard operating procedures are needed for the
measures described.

-Clistomers’ requirements to make any spontaneous changes, that could harm the security policies also need to be addressed in the document.

-The Charter of Trust believes that the aspect of risk might need more attention in METI’ s

framework regarding the supply chain topic. The Charter of Trust would like to kindly request METI to consider the Charter’ s so—called Risk-based
Approach for the Digital Supply Chain, which can be accessed here:
https://www.charteroftrust.com/wp—content/uploads/2020/02/20-02-11-CoT-P2-phase—1-report.pdf
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