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1 ᷁ᶹḑḱᶹḻ ᶍ ᶇ  

 

1.1  ᶇ  

ᶍ ᶇ ᶍ ᶊ ᵰᶅ  ֹ

80 ᶊ ᷿ᶼᶷ ∞ᶇᶉᶩᵈ ᶍ ᵉᶇ ᶏᶫᵾ ᶍ

ᶱ ᶩ ᵶᴲ ᶇᵶᶅᵣᵮᵲᶇᶎ ᶡ ᶉ ᶍ ᶃᶆᵡᶩᴲ

ᵼᶫᶊᶧᶂᶅ ᵪᶨᶍ ᶱ ᵸᶪᵲᶇᵫ ᶆᵡᶪᴳ ᶊ ᶎ10

ⱦ ᶍ ⱱᶱ ᵥ≥ ᶱ ᵶᶅᵩᶩᴲ ᶉḵḀḋ᷄ ᶍ ᶱ ᶠᶅ

ᵣᶪᶇᵲᶬᶆᵡᶪ  G

 

↨ ᶍ ᵪᶨᶞᵾ  ֹ

ᶎ ↨ ᶍ ᶊ ᵴᶫᵾ ᶍ ᶃᶆ

ᵡᶩᴲ ᶉ ᶍ↨ ᶎ↨ ᶍ ᶇᶉᶂᶅᵣᶪᴳ ᶍ

ᶍ ᶣ◖ ᶎ ᶉᵶᶆᶎ ᵧᶉᵣᴳᶝᵾᴲ ᶊᶉᶂᶅᵣᶪḗᶹḞ

Ḳḋḑ ᶍ ᶆᶎᴲ ᶍ ∙ ᶍ ᶣ ᶇ ᶏᶫᶪ ᵶ

ᵣ ╓ᶊᵩᵣᶅ AI ᶱ ᶟ ᶉ IT ᷿ḁḎḨᵫ ᶇᶉᶩᴲ ᶍ᷈ḻḜḭ

ᴻḇḲḅᴻḁᶱ ᶇᵸᶪᴳᵸᶉᶮᶀ ᶍ ᶱ ᶇᵸᶪᴳ 

 

᷊ᶹḘᴻ ᶍ ᶇטּ ᶍ  ֹ

᷊ᶹḘᴻ ᶎᶝᵸᶝᵸ ᴴטּ ᵶᶅᵩᶩᴲטּ ᵮᶍ ᵫ ᵴ

ᶫᴲ ᶊᵩᵰᶪ ᵫ ᵸᶪ ᶍ ᵫ ᵶᶅᵣᶪᴳᶝᵾƎ

֩ ֪ᵫ᷊ᶹḘᴻ ᶊᶧᶂᶅ ᵸᶪ ᶡ ᵶᶅᵣᶪᴳ ᶍ

ᶒ↨ ᶍ ᶣ ᶆᶍ᷊ᶹḘᴻזּ ≡/Ḳḁ᷄ᶍ ᶝᶩᶱ ᶝᵧ

ᶪᶇᴲ ᶉ᷊ᶹḘᴻ ᶗᶍ ꞌᶱ ᶠᵾḃ᷂ḭḲḎᶸ ᶱ ᶠᶅᵣᵮ

ᵫᵡᶪ ᵲGᵥᵶᵾ ᵬᶎ ᵿᵰᶆᶉᵮ ᶆᶡ ᶝᶂᶅᵩᶩᴲ ᶉ

ᶍ ᶆᵡᶪ SEMI ᶊᶧᶩᴲ ᶊ Eᶅ187/E188

ᵫ ᵴᶫᴲ N֩IST ֪ᶊᵩᵣᶅᶡCybersecurity 

Framework 2.0 זּ∙֩ NƎIST CSF 2.0 ֪ᶊᶃᵣᶅᴲ ḟḵḝᶶᶹḳ

ᶍ ᵫ ᶲᶆᵣᶪ  G

╗ ᴲ ᶍ ᶆḃ᷂ḭḲḎᶸ ᶱ ᶠᶪ ᶞᶎ ᵶᶉᵣ

ᵾᶠᴲ ᶉ ᶊᵩᵰᶪ ḃ᷂ḭḲḎᶸ ᶇ ᵶᶃᶃᴲ ᶍ

ᶊᵩᵰᶪḃ᷂ḭḲḎᶸ ᶱ ᶝᵧƎ ḃ᷂ḭḲḎᶸ ᶍ

ᶱ ᵸᵲᶇᵫ ᶍ ᶆᵡᶪ  G
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ᶆᶎᴲ ᶉ ᶍ ᵰᶊᵆ ᷿ḁḎḨᶊᵩᵰᶪ᷊ᶹḘ

ᴻᴴḝᶸḀ᷀ḳᴴḃ᷂ḭḲḎᶸ ᷁ᶹḑḱᶹḻᵇᶱ ᵶ ᵶᶅᵣᶪᵫᴲ

ḏḘᶹḁ ᶎ╗ ᶊḟḵḃḁᶿᴻḐḩᴻ᷿ḯḻ֩PA֪ ᶊ ᵣ ᶱ ᶂᵾ

ᶆᵡᶩᴲ ᶍ ᵫ ᵬᵮᴲ OSᶱ ᵣᵾ ᶍ ᵫ ᵣ ᶍ

ᵫᵡᶪᵲᶇᵪᶨᴲ ᵾᶊ ḏḘᶹḁ ᵰᶊ ᷁ᶹḑḱᶹḻᶱ ᵶ

ᵾ  G

 

1.2  ᷁ᶹḑḱᶹḻᶍ ֩  ֪

ᶎ ᴲ ᴲ ֩ ᴴ ֪ ᶉ᷊ḟḱᶹḉᶼᴻḻᶊ

ᶧᶂᶅ ᶩ ᶂᶅᵣᶪᵾᶠᴲ ᶍ↨ ᶱ┐ ᵸᶪᵾᶠᶊᶎᵲᶍ᷊ḟḱᶹ

ḉᶼᴻḻ ᶱ ᵸᶪ ᵫᵡᶪᴳᶂᶅ ᶍ᷊ᶹḘᴻḃ᷂ḭḲ

Ḏᶸ ᶍ ᵱᶱ ᵸ ᵫᵡᶪᴳ ᷁ᶹḑḱᶹḻᶆᶎᴲᵼᶍ ᶍ ᶇ

ᵶᶅḏḘᶹḁḩᴻ᷀ᴻᶍ ᶱ ᶇᵶᵾḃ᷂ḭḲḎᶸ ᶱטּ ᶇнᶅ ᴳ

ᵼᶍᵾᶠᶝᵹḏḘᶹḁḩᴻ᷀ᴻᶍ ᶍ ·ᶱ ᶇᵶᶅᵣᶪᵫᴲ╗

ᶆ ᵫ ᶍ ᶆᶎ ḩᴻ᷀ᴻᴲ ḩᴻ᷀ᴻᵫ ᵸᶪᵲ

ᶇᵪᶨᴲᵼᵥᵶᵾ ᶊ ᶠᶨᶫᶪ ᶣ ᶡ ᶆᵬᶪᶧᵥᶉ᷁ᶹḑḱᶹḻ

ᶱ ᵶᶅᵣᶪ  G

 

 1- 1. ᶊᵩᵰᶪ᷊ḟḱᶹḉᶼᴻḻ 
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1.3  ᶊᵩᵣᶅ᷊ᶹḘᴻ ᵪᶨ ᶪᶘᵬ  

ᶍ↨ ᶱ ᵸᶪᵾᶠᶊ ᶪᶘᵬ ᶇᵶᶅ NƎIST CSF 2.0

ḟḵḝᶶᶹḳᶆᶎ∙ּזᶍ5 ᶃᶍ ᵫ ᵱᶨᶫᶅᵣᶪ  G

 ̧ ᶍ┐ ֩  ֪

ᶍ ḱƎᶹḻᶣ ᶍ ᶍ ᴲ ᴲḁḳᴻḟḋḐᴲ

ᶝᶩᶊℓ☼ ᶱ ᵧᶪּס ᶍᵡᶪ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ᶱ ᵸ

ᶪᴳ᷊ᶹḘᴻḃ᷂ḭḲḎᶸᶇ ᶍ ᶇᶍ ᶍ ∟ ᶱ ᵸ

ᶪ ᵫᵡᶪ  G

 ̧ ᶍ  

ᶍ I֩P ֪Ǝ ḝᶶḞOƎEM ᴲ ᶒ᷊ḟḱᶹḉᶼᴻḻ

ᶍ ḏᴻḇ ᴲ ᶍ ᵣḏᴻḇᶣ ᶍḏᴻḇᶍ ᶣ

ᶊᶃᶉᵫᶪּס ᶍᵡᶪ᷊ᶹḘᴻḃ᷂ḭḲḎ ᴜḲḁ᷄ᶱ ᵸᶪ  G

 ̧ ᶍ┐  

ᶣḟḵḃḁᶍ ᶊℓ☼ ᶱ ᵧᶪּס ᶍᵡᶪ᷊ᶹḘᴻḃ᷂ḭḲḎ

ᶸḲḁ᷄ᶱ ᵸᶪᴳ ḟḵḃḁOƎEM ᴲ ᶒ᷊ḟḱᶹḉᶼᴻ

ḻ ᶍ ḏᴻḇᶍ ᵫ┐ ᵴᶫᶅᵣᶪᵲᶇᶱ ᵸᶪ ᵫᵡ

ᶪ  G

 ̧ ↨ ᶍ┐  

ᶝᵾᶎ≥ ᶉ ᴲ ᶊℓ☼ ᶱ ᵧᶪּס ᶍᵡᶪ᷊ᶹḘ

ᴻḃ᷂ḭḲḎᶸḲḁ᷄ᶱ ᵸᶪᴳ᷊ᶹḘᴻḃ᷂ḭḲḎᶸᶇ ↨ ᶍ

∟ ᶱ ᵸᶪ ᵫᵡᶪ  G

 ̧ ᶍ↨ ᶍ┐  

ᶍ↨ ᶊ☼ ᶱ ᵧᶪּס ᶍᵡᶪ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ᶱ

ᵸᶪᴳ᷊ᶹḘᴻḃ᷂ḭḲḎᶸᶇ ᶍ↨ ᶇᶍ ∟ ᶱ ᵸᶪ

ᵫᵡᶪ  G

᷁ᶹḑḱᶹḻᶆᶎᴲ ↨ ᶱ ᶝᵧᴲ ᶪᶘᵬ ᶍ ᶆᶡᴲ ᶊᴲ

ᵆ ᶍ┐ ֩ ֪ᵇᵆ ᶍ ᵇᵆ ᶍ┐ ᵇᶍ3 ᶃᶊ

ᶱᵡᶅᶪ  G
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1- 2. ᶊᵩᵣᶅ᷊ᶹḘᴻ ᵪᶨ ᶪᶘᵬ  

 

1- 3. ᶇᵶᶅ ᶪᶘᵬ  

 

1.4  ᶊᵩᵰᶪ ≡ᶇḲḁ  ᷄

ḏḘᶹḁ ᶊᵩᵰᶪᴲ ᶎᴲᵆᶻᶼᴻḗ ᵇᵆḝᶾḐḦḁ᷄

ᵇᵆ ᵇᵆ ᵇᶇ ᵬᵮ4 ᶃᶊ ᵰᶨᶫᶪᴳ ᶆᶎᴲ᷊ᶹḘᴻ

ᶱ ᵰᶅ ᵫ ᵸᶪᶇᴲ ᶍ ᴲזּ∙֩ ᶍ֪

ᶣ ᶱֹוᵾᵸᵥᵧᶆᶍ ᵬᶉḲḁ᷄ᶇᶉᶪּס ᵫᵡᶪ G

ᶇᵶᶅᶎᴲḝᶾḐḦḁ᷄ ᶆᶍ ᴲ ᶆᶍ

טּ ᴲ ᶝᶩ ᶊ ᵸᶪḴ᷿Ḝᴴ ḟḵḃḁᶍ ᴲ ᶍ טּ

ᶊ ᵸᶪ ᵫᵡᶪᴳᵲᶫᶨᶍ ᶎ ᵫ ᶊ ᵮ 1֩- 4  

￼ ᵆ ᵇ֪ᴲᶊᶧᶩ ᵫ ᵸ ᶇᶅ ᶊ ᵸᶪ

ᶊᵩᵣᶅ ᶉ ᶊ ᶪḲḁ᷄ᵫᵡᶪ  G

ᴲ ᶍ ᶆᶎ ᵫ ᶱ ᵸᶪᶉᶈᴲ ᴴ

B֩CP֪ᶊ ᶄᵣᵾ↨ ᵫ ᵴᶫᶅᵣᶪᴳ᷊ᶹḘᴻ ᶊᶧᶪ ᶎ

ᶍ↨ ᶱ ᵧᶪ ᶱ╥ᵬ ᵲᵶᴲ ᶱֹוᵾᵺᶉᵮᶉᶪḲḁ᷄
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ᵫᵡᶪ֩ 1- 4  ￼ ᵆ ᵇ֪ᴳ 

1- 4.  

 

1.5  ᵸᶪ  

᷊ᶹḘᴻ ᶱ ᵥ ᶎᴲ╗ ᶊ∙ּזᶍ 5 ᶃᶊ ᵴᶫᴲ ᶍ ᶊ

ᶧᶩᴲ ᶍḴḡḳᵫ│ᶉᶪᶇ ᵧᶨᶫᶪᴳ ᶍ᷊ḟḱᶹḉᶼ

ᴻḻᶎᵼᶍ↨ ᶍ ᵪᶨᴲ ᶡ ᶉ זּ֩ ӡ֪ᶱ ᵶᵾ

Ḵḡḳᶱ ᵸᶪ ᵫᵡᶪᴳ֩IEC62443 ᶆᶎ SL4  ֪

ӡ ּקᶍ ⱱᶱ ᵰᵾ᷅ḳᴻḟ A֩PT A֩dvanced Persistent 

Threat ֪ ᷅ḳᴻḟ֪ 

ᶊ ᶆ ᶉ ᶱ ᵥᵲᶇᵫ ֩ḧḋ᷿ḯḻ ᶆ᷈ḁ

Ḑ ᶍ ֪ G

Ӣ ᷊ᶹḘᴻ ֩᷄ḱᶹḨ֪  

ᶱ ᶲᶆ ᵸᶪ᷅ḳᴻḟטּ  G

ӣ ḗ᷄ḎᶸḛḁḐ 

ᵆᶷ᷄ḎᶸḛḁḐ֩ ᵇᶇᵆḗḋ᷀ᴻᵇᶱ֪קּ ᵰ ᶮᵺᵾ ᶆᴲ᷊ᶹ

Ḙᴻ ᶱ ᵷᶅ ᴴ ḩḋḃᴻḀᶱ ᵶᶅᵣᵮᵲᶇᶱ ᶇ

ᵶᵾ ᶱ ᵥ᷅ḳᴻḟ  G

Ӥ ℓ≥ᶍᵡᶪ ֩ ᴲ ᵶ ֪ 

ᶣ ᶍⱫ ᶇᵶᶅ ᵫ ᵥ ᶆᴲ ᵫ ᶂᶅᵣᶪ᷆ᴻḁᶡ

ᶉᵮᶉᵣ  G
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ӥ ḁḙ  ʋ

ᶍ ᶱ ᶇᵶᵾ ᷅ḳᴻḟ  G

 

1- 1. IEC62443 ᶊᵩᵰᶪḃ᷂ḭḲḎᶸḴḡḳS֩L  ֪

ḃ᷂ḭḲḎᶸ   

SL1  ᶝᵾᶎ ᶉ ⌡ᶊ ᵸᶪ  

SL2  
ᶮᵹᵪᶉ ᶇ╗ ᶉḁ᷂ḳᶇ ᵣ ᶱ ᶀᴲ ᶉ

ᶱ ᵣᵾ≥ ᶉ ⌡ᶊ ᵸᶪ  

SL3  
ᶞᶍ ᶇ IACS ă ᶍḁ᷂ḳᶇ ᶍ ᶱ ᶀᴲ ᶉ

ᶱ ᵣᵾ≥ ᶉ ⌡ᶊ ᵸᶪ  

SL4  
ᶉ ᶇ IƎACS ᶍḁ᷂ḳᶇ ᵣ ᶱ ᶀᴲ ᶉ

ᶱ ᵣᵾ≥ ᶉ ⌡ᶊ ᵸᶪ  

ăIACS(Industrial Automation Control System ֹ ᷿ḁḎḨ)  

 

1.6  ḏḘᶹḁ ᶊᵩᵰᶪḃ᷂ḭḲḎᶸ ᶇ ᷁ᶹḑḱᶹḻᶍ  

᷊ḟḱᶹḉᶼᴻḻᶍ ᶇᵣᵥ ᶱ ᵸᶪᵾᶠᶊᶎᴲ ᵸᶪ

ᵫ ᶱֹוᵾᵺᶪ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ᶱ ᵸᶪ ᵫᵡᶩᴲBCP

ᶇ ᵸᶪ ᵫᵡᶪ  G

ᶒᵼᶍ ᶱֹוᵾᵸᵾᶠᶊᶎᴲḲḁᶍ᷄ ᶱלּ ᵣᴲᵼᶍ וֹ

ᶱ ᶝᵧᵾ ᶉ ᶱ ᴴ ᴴ ᵸᶪ ᵫᵡᶪ  G

᷁ᶹḑḱᶹḻᶎᴲ᷊ᶹḘᴻ ᶇḝᶸḀ᷀ḳ ᶱ ᶊ ᵸᶪᵾᶠᶍ

ᶇ ᶉ ᶱ ᶠᵾ᷊ᶹḘᴻᴴḝᶸḀ᷀ḳᴴḃ᷂ḭḲḎᶸ ḝḴᴻ

Ḩḷᴻ᷄֩∙ּז CƎPSF֪1ᶣ NIST CSF2.0 2 Ḳḁ᷄ḡᴻḁᶍḝḴᴻḨḷᴻ᷄ᶱ

ᵶᵾḲḁ᷄ ᴲḃ᷂ḭḲḎᶸ ᶍ ᶱᵸᶪ ᶍ ᶇᵶᶅ ᵸ

ᶪᵲᶇᵫᶆᵬᶪᴳɕ ᵾᴲ ᶊᵩᵰᶪ ᷿ḁḎḨᶍ ᶉḲḁ᷄ ᶍ

ᶊᶃᵣᶅᶎ IƎPA ᵈ ᷿ḁḎḨᶍḃ᷂ḭḲḎᶸḲḁ᷄ ᷁ᶹḑᵉ3ᵫ ᶊᶉ

ᶪ  G

1- 5. ḏḘᶹḁ ᶍḃ᷂ḭḲḎᶸ ḟḵḃḁᶊᵩᵰᶪ ᷁ᶹḑḱᶹḻᶍ  

 
1 https://www.meti.go.jp/policy/netsecurity/wg1/cpsf.html  
2  https://www.nist.gov/cyberframework  
3  https://www.ipa.go.jp/security/controlsystem/riskanalysis.html  

https://www.meti.go.jp/policy/netsecurity/wg1/cpsf.html
https://www.nist.gov/cyberframework
https://www.ipa.go.jp/security/controlsystem/riskanalysis.html
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1.7  ᷁ᶹḑḱᶹḻᶍ  

᷁ᶹḑḱᶹḻᶎ Ǝ CᴂPSFᵇᶍ ᵧ ᶊ ᶄᵣᶅ ḏḘᶹḁ ᶊᵩᵰᶪ

Ḳḁ᷄ ᶱ ᵣ ᵶᴲᵼᶫᶨᶍ ᶊᶃᵣᶅNᴂIST CSF2.0 ḟḵḝ

ᶶᶹḳ֩6/19 ≥Ǝ ֪b4 ᶒ SᴂEMI E187 ḲḝᶶḴḻḁᵇ
5ᶍ ￼ ᶱ ᶄᵰᶪ ᶇᵸᶪ  G

ӡ IEC62443 6ᶍ Purdue Ḫḏḳᶱ ᵶ ḏḘᶹḁ ᶱ ╓ᴴᶽ

Ḳᶷᶊ ᵶᴲ ᶽḲᶷᶊᵩᵰᶪ CPSF ᶍ 6 ᶃᶍ ᶱ ᵣ ᵶᵾ

֩ 2 ֪  G

Ӣ CPSF ᶍ 6 ᶃᶍ ᶊ ᵸᶪ ḏḘᶹḁ ᶊᵩᵰᶪ

ᶱ ᵶ  Ǝ CPSF ᶱ ᵶᵲᶫᶨ ᶊ ╣ᵸᶪḲḁ᷄ ᶍᵣ ᵶᴲ

ᶒ NIST CSF2.0 ḟḵḝᶶᶹḳᶇᶍ ᶄᵰᶱ ᶂᵾ֩3

֪  G

ӣ Ḧᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻ ᴲ ḏḘᶹḁ ᶊᵩᵣᶅ ᶊ ᶇᶉ

ᶪ ᶩ ᶞᶊ ᵶᶅᶎᴲᶧᶩ ᶉ ᶍ ᶱ ᵶᵾ֩ 4 ֪  G

1- 6. ᷁ᶹḑḱᶹḻᶍ ᶒ ᶍ ᶇᶍ  

 
4  https://csrc.nist.gov/pubs/ir/8546/ipd  
5  https://www.txone.com/blog/unveiling - semi - innovative - cybersecurity - architecture/  
6  https://gca.isa.org/blog/download - the - new -guide - to - the - isa/iec - 62443 - cybersecurity -

standards  

https://csrc.nist.gov/pubs/ir/8546/ipd
https://www.txone.com/blog/unveiling-semi-innovative-cybersecurity-architecture/
https://gca.isa.org/blog/download-the-new-guide-to-the-isa/iec-62443-cybersecurity-standards
https://gca.isa.org/blog/download-the-new-guide-to-the-isa/iec-62443-cybersecurity-standards
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2  ḏḘᶹḁ ᶊᵩᵰᶪḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫ 

 

2.1  ḏḘᶹḁ ᶍḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫ 

2 ᶆᶎᴲ 1.3 ᶊᶅ ᵶᵾ᷊ᶹḘᴻ ᵪᶨ ᶪᶘᵬ ᵆ

ᶍ┐ ֩ ֪ᵇᵆ ᶍ ᵇᵆ ᶍ┐ ᵇᶊ ᵶᶅḃ᷂ḭḲḎᶸ

ᶱ ᵶᶣᵸᵮᵸᶪᵲᶇᶱ ᶇᵶᵾƎ ḏḘᶹḁ ᶍḲḝᶶḴḻḁᶷ

ᴻ᷂Ḏ᷄ḉḫ֩ 2 - 1ᴲ 2 - 1֪ᶊᶃᵣᶅ ᵸᶪ G

ӡ ᷿ḁḎḨ I֩CS֪ ᵰᶍᶷᴻ᷂Ḏ᷄ḉḫᶆᵡPᶅu rdue Ḫḏḳᶱ

ᶉ ḏḘᶹḁ ᶊ ᵶᵾᴳ ᶊᶎᴲ ᶊᵩᵰᶪ

ᶉᶽḲᶷ IɵT ╓ OƎT ╓ ᶒ IT/OT DMZ ᶊ ᵶᴲ ᶽḲᶷᶊ

ᵶᶅḴḡḳ L֩ 0֪ᴻ4/5 ᶍ ᵰᶱ ᶂᵾᴳᵲᶍḃ᷅ḩḻḎᴻ᷿ḯḻᶊᶧ

ᶩᶽḲᶷ ᶍḃ᷂ḭḲḎᶸ ᶍ ᵫᵶᶣᵸᵮᶉᶪᴳ 

Ӣ ᶊᴲ ḏḘᶹḁ ᶍ ᶱ ᵶᵾḲḁ᷄ᶍ ᶒƎᵲᶫᶊ

ᵸᶪḃ᷂ḭḲḎᶸ ᶱ ᵸᶪᵾᶊf CPSF ᶱ ᵶᵾᴳ ᶊᶎᴲ

ḏḘᶹḁ ᶱCPSF ᶍ ᶊ ᵶ CƎPSF ᶍ 6 ᶃᶍ

֩ḅ᷿᷂ᴲḚḐᴲ᷿ḁḎḨᴲḟḵ᷿ᴻḀḫᴲḪḖᴲḏᴻḇ֪ᶱ ᵶᵾᴳ 

3 ᶆᶎᴲᵲᶍ ḏḘᶹḁ ᶊᵩᵰᶪḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫᶊ

ᶄᵬᴲ ḏḘᶹḁ ᶊᵩᵰᶪ ᶱ ᶝᵧᵾḲḁ᷄ ᴲ ≡ᴲ ᶍ

ᵣ ᵶƎ ᵼᶫᶊ ᵸᶪḃ᷂ḭḲḎᶸ ᶇᵶᶅNIST CSF2.0 ḟ

ḵḝᶶᶹḳᶍ ᶱ ᶄᵰᶅᵣᶪ ᵲGᶫᶊᶧᶩᴲḲḁ᷄ᶇᵼᶍ ᶱ NIST 

CSF2.0 ḟḵḝᶶᶹḳᶊ ᶄᵣᶅ ᴴ ᵸᶪᵲᶇᵫּס ᶇᶉᶪ  G

ᶉᵩᴲ ḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫᶎƎ ᶉ ḏḘᶹḁ ᶱ ᵶ

ᵾ╗ ᶆᵡᶪᴳᵼᶍᵾᶠᴲ᷁ᶹḑḱᶹḻᶱ ᶊᴲ ᶍ ᶊᵩᵰᶪḲḝᶶḴ

ḻḁᶷᴻ᷂Ḏ᷄ḉḫᶱ ᵶᴲ ᶊᵩᵰᶪ ᶣḲḁ᷄ ᶱ ᶊᵶᵾ ᶆƎ

ᶊꞌᵷᶅNIST CSF2.0 ḟḵḝᶶᶹḳᶍ ᶍ ᶄᵰᶱ

ᵸᶪ ᵫᵡᶪ  G
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2 - 1. Purdue ḪḏḳᶇCPSF ᶊᶧᶪ 6 ᶃᶍ  

Purdue Ḫḏḳ CPSF ᶊᶧᶪ 6 ᶃᶍ  

╓ ᷿ḁḎḨ ḏᴻḇ ḪḖ ḟḵ᷿ᴻḀḫ 
ḅ᷿᷂ ᶒḚḐ 

ḏḘᶹḁḩᴻ᷀  ᴻ  
᷊ᴻḛḁ ᷄ḱᶻḑḏᴻḇ ᷊ᴻ

ḛḁ 

᷄ḱᶻḑ ḏᴻḇ ᷊ᴻḛḁ ᶹḻḇᴻḕḋḐᶱ ᵷᵾ᷄

ḱᶻḑ᷊ᴻḛḁ ᶒᴲ

ᴴ ḩᴻ᷀ᴻᵪᶨᶍ

ꜛ ᴴ ᷊ᴻḛḁ

ḟḵḃḁᶱ  

IT ᵫᶹḻḇᴻḕḋ

Ḑᶱ ᵷᵾḃ᷂ḭḲḎᶸ

֩ḲḪᴻḐᶷ᷄ḃḁ

ᶟ֪ᶍ  

᷄ḱᶻḑ᷊ᴻḛḁḩᴻ᷀

ᴻᴲ ḩᴻ᷀ᴻᴲ

ḩᴻ᷀  ᴻ
ꜛ ᷊ᴻḛḁ ꜛ ᴴ ḏᴻḇ 

ᶹḻḇᴻḕḋḐ 

᷇ᴻḐᶻᶼ  ʋ
ᶹḻḇᴻḕḋḐ 

᷇ᴻḐᶻᶼᶹ֩RAS  ֪

ḏᴻḇ ḝᶶᶹᶷᴴᶻᶾᴻḳƎ

IPS/IDS  

ᶹḻḇᴻḕḋḐᶣ ᷊ᴻ

ḛḁᶇᶍ ᶱ  

IT ᵫ ᶽḻḇᴻ

ḟḱᶹḂᴴḃ᷂ḭḲḎᶸ

ᶍ  

֩ ᴲ ᴲ ᴲ

ᴲ ᴲ ֪ 

ᶍ ≠  

IT  ᶽḻḇᴻ

ḟḱᶹḂ 
L֩4 - 5  ֪

SCM EƎCM CƎRM  SCM EƎCM CƎRM ḏ

ᴻḇ 

᷊ᴻḘᴲḕḋḐḷᴻ᷄ᴲ 

PCᴲḁḦᴻḐḝᶾḻᴲ

 

ᶊᵩᵰᶪ

IT S֩CM EƎCMᴲ

CRM֪ḟḵḃḁᶱ  

IT/OT DMZ  
L֩3.5  ֪

IT/OT DMZ  ╓ᴲ ḏ

ᴻḇ 

ḝᶶᶹᶷᴴᶻᶾᴻḳƎ

IPS/IDS  

IT ᶇOT ᶍḟ

ḵḃḁ ᶱ  

OT ḝᶶḞ᷿

ḁḎḨ 
L֩3  ֪

MES  ḏᴻḇ ᷊ᴻḘ  Ǝ

ḁḐḴᴻḀ  Ǝ

ḕḋḐḷᴻ  ᷄

ᶊᵩᵰᶪ

ᶍḟḵḃḁ ᴴ

ḟḵḃḁᶱ  

ᵫḃ᷂ḭḲḎ

ᶸ ᶠᵾ ᶍ

 

֩ ᴲḟḵḃḁ

ᴲ ᴲ ᷿ḁ

ḎḨ  ֪

᷿ḁḎḨ᷊ᴻḛḁ  

SPC  ᴴ ḏᴻḇ 

EDA  ᴴḟḵḃḁ

ḏᴻḇ 

ḝᶶḞ  
L֩0 - 2  ֪

EAP  ḟḵḃḁḝḵᴻᵊ

ᵋᴲ ḏᴻḇᴲḴ

᷿Ḝᵊ ᵋᴲ ᴴḵḋḐ

ḏᴻḇᴲḵḋḐ

ḵḀḋטּ  ᷄

Ḍᴻḳ֩ ᴲ ᴲ

֪  Ǝ

OHT OƎHS  Ǝ

ḁḐḋ᷀ᴻFƎOUP  

ᶊᶧᶪ ḟ

ḵḃḁᶱ ᴲ ᴲ

ᶍ ᶱ ᴲ

GEM/SECS

ᶊᶅ ᶱ  

ḩᴻ᷀  ᴻ

֩ḝᶸᴻḳḑᶽḻḀḓᶷ 

 ᴲᶿḝᶸḁᵡᶩ֪ AMHS  

MCS  

ḝᶶ᷿Ḳ

Ḏ  ᴜ
L֩0 - 3  ֪

FMCS  ḏᴻḇᴲ ḏᴻḇ ᴲ᷈ḻḐḵᴻḱᴲ 

ḃḻ  ᷊

ᶍ᷄Ḳᴻḻḳ

ᴻḨ ᶒ ᶗᶍ

ᶍ◖☺ ḟḵḃḁ

ᶱ  

ḝᶶ᷿ḲḎᶸ ᵫ

ḃ᷂ḭḲḎᶸ ᶠᵾ

ᶍ  

ḩᴻ᷀  ᴻ

֩ ᴲ ᴲ᷁ḁᴲ

 ᴲᶿḝᶸḁ

ᵡᶩ  ֪

ISMS  ḏᴻḇᴲ ḏᴻḇ 
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2.2  Purdue Ḫḏḳᶍ  

Purdue Ḫḏḳᶱ ᵣᶅᴲ ḏḘᶹḁ ᶊᵩᵰᶪḃ᷂ḭḲḎᶸᶱ∙ּזᶍ

╓ᶇᶽḲᶷᶊ ᵸᶪ G

(1)  ╓ᶊᶃᵣᶅ 

ᶎᴲᶽḻḇᴻḟḱᶹḂ ᶱ IvT ╓ᶇ ᶱ ᵥOT ╓ᶊ

ᵰᶨᶫᶪᴳᶝᵾ2 ᶃᶍ ╓ ᶎDMZ ᶆ ᵸᶪᴳ ᶇ ᶎ∙ּזᶍᶇᵩᶩ

ᶆᵡᶪ  G

 ̧ IT ╓֩Ḵḡḳ4 - 5  ֪

 ֹ ᶿḝᶸḁ ᶇᵶᶅ ᵴᶫᶪ P֩CᴲḁḦḣᴲḟḲḻḇᴻᴲ᷊ᴻ

Ḙ ֪ᵫ ᵴᶫᶪ ╓G 

 ֹ ᴲ ᴲ ᴲ ᴲ ᶍ ᶱ ᵥ᷿ḁḎḨ

ᵫ ᶝᶫᶪ  G

ᶽḲᶷֹʑḻḇᴻḟḱᶹḂᶽḲᶷᴲᶹḻḇᴻḕḋḐ᷇ᴻḐᶻᶼᶹᵫIT ╓ ᶊ

ᶝᶫᶪ  G

 ̧ OT ╓֩Ḵḡḳ0 - 3  ֪

 ֹ Ḍᴻḳᶣ ᴴ ᷿ḁḎḨᴲḝᶶ᷿ḲḎᶸ ᵫ ᵴᶫᶪ

╓  G

 ֹ Ḍᴻḳᶍ ᴲ ᴲḏᴻḇ ᴲ ᷿ḁḎḨᵫ ᶝᶫᶪ G

ᶽḲᶷֹḝᶶḞ᷿ḁḎḨᶽḲᶷ֩ ᷿ḁḎḨ֪ᴲḝᶶḞᶽḲᶷ֩ Ḍᴻḳ ֪ᴲ

ḝᶶ᷿ḲḎᶸᶽḲᶷ֩ ֪ᶍ3 ᶃᶍᶽḲᶷᵫOT ╓ᶊ ᶝᶫᶪ  G

 ̧ IT/OT DMZ ֩Ḵḡḳ3.5  ֪

 ֹ IT ╓ᶇOT ╓ᶱḝᶶᶹᶷᴴᶻᶾᴻḳᶆ ᵶᴲ ᶱ ᵥ ╓ G

 ֹ ḃ᷂ḭḲḎᶸ᷇ᴻḐᶻᶼᶹᶇᵶᶅᴲ Ḇᴻḻ ᶍ ᶱ ᵶᴲ ᶷ

᷄ḃḁᶣ ᵪᶨ ᶱ ᵥG  

(2)  ᶽḲᶷᶊᶃᵣᶅ 

ḏḘᶹḁ ᶊᵩᵰᶅ IT ╓ OƎT ╓ᶱ ᶇḃ᷂ḭḲḎᶸ ᶊ

ᶄᵣᶅ ∙ƎּזᶍᶧᵥᶊᶽḲᶷ ᵰɵ ᶂᵾ OGT ╓ᶍ ᶽḲᶷᶊᶃᵣᶅᶎᴲḃ᷂

ḭḲḎᶸ ᶍ ᶱχ ᶮᵺᶅ ᵶᶅᵣᶪG  

 ̧ IT ╓ 

ü ᶹḻḇᴻḕḋḐ᷇ᴻḐᶻᶼᶹ֩Ḵḡḳ5  ֪

ֹᶽḻḇᴻḟḱᶹḂᶽḲᶷᶇᶹḻḇᴻḕḋḐ ᶍ ᶱ

ᵸᶪ᷇ᴻḐᶻᶼᶹG 



2. ḏḘᶹḁ ᶊᵩᵰᶪḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫ 

 

12  
 

ֹ᷄ḱᶻḑḏᴻḇ ᶍ ꜛᴲסּ ᴴ ⱱᶍᵾᶠᶍḲḪᴻ

Ḑᶷ᷄ḃḁᶍ ᴲᶹḻḇᴻḕḋḐ ᵪᶨᶍ ᶷ᷄ḃḁᶣ᷊ᶹḘ

ᴻ ᶍ ᶱ ᵥ  G

ü ᶽḻḇᴻḟḱᶹḂIT ᶽḲᶷ֩Ḵḡḳ4 - 5  ֪

ֹ ᵫᶿḝᶸḁ ᶱ ᵥᶽḲᶷG 

ֹ ᶣ ᶍᵾᶠᶍ᷊ḟḱᶹḉᶼᴻḻ᷿ḁḎḨᴲ ᶱ

ᵥᵾᶠᶍEDA ᶣ CAD ᶍᶽḻḀḓᶷḲḻ᷿᷅ḁḎḨᴲ

ᶣ ᶍ ᶱ ᵥ᷀ḁḇḦᴻḦḕḀḩḻḐ᷿ḁḎḨᴲ ᵫᵡ

ᶪ  G

 ̧ OT ╓ 

ü ḝᶶḞ᷿ḁḎḨᶽḲᶷ֩Ḵḡḳ3  ֪

ֹ ᶍḟḵḃḁᶿᴻḐḩᴻ᷿ḯḻᶱ ᵸᶪ᷿ḁḎḨᵫ ᵸ

ᶪᶽḲᶷG  

MֹES ᶎᶽḻḇᴻḟḱᶹḂᶽḲᶷᶊᵡᶪ᷊ḟḱᶹḉᶼᴻḻ᷿ḁḎḨ

ᶇ ᴴ ḏᴻḇ DɵMZ ᶆ ᵸᶪ SGPC ᶎ᷄

ḱᶻḑ ᶍḏᴻḇ ᶱ ᵶᴲᵻ ᶩ ᵮ ᶉ ᶱ

ᵥ DGX ᶍ ᶊ ᶂᶅḝᶶḞ᷿ḁḎḨᶽḲᶷᵪᶨᶹḻḇᴻḕḋḐ

ᶗᶍ ᵫ ᶮᶫᶪ᷆ᴻḁᶡ ᵶᶅrנּ ᶪ  G

ḃ᷂ḭḲḎᶸ  ֹ

IT ╓ᶇ ᶍ᷊ᴻḘᴴ᷿ḁḎḨ ᶱ ᵥᵫᴲḝᶶḞ᷿ḁḎḨ

ᶽḲᶷᶍ ᷿ḁḎḨᶎ ︣ ᶱ ᶇᵶᶅᵣᶪᵾᶠᴲ

ᶣḙḋḉלּ ᶍ◖ ᵫ ᶇᶉᶪ  G

ü ḝᶶḞᶽḲᶷ֩Ḵḡḳ0 - 2  ֪

ֹ ᶊ ᶉ᷄ḲᴻḻḳᴻḨ ᶆᴲ ᶉ ᶱ ᵣᵾ

Ḍᴻḳ ᵫ ᵸᶪᶽḲᶷG 

ֹ Ḍᴻḳ ᶎEAP MƎCS AƎMHS ᶍ ᷿ḁḎḨᶇḲᶷ

ḳḇᶹḨᶉ ᶱ ᵥᴳᶝᵾƎᵲᶫᶨᶍ᷿ḁḎḨᶎḝᶶḞ᷿ḁḎḨ

ᶽḲᶷᶊᵡ MᶅES SƎPC EƎDA ᶇᶡ ᶱ ᵥ  G

ḃ᷂ḭḲḎᶸ  ֹ

ḝᶶḞᶽḲᶷᶊᵡᶪ Ḍᴻḳ ᶍ ᶇᵶᶅᴲ OS ᶍ

֩ ᶊᶧᶪ᷊ḥᴻḐᵫ ᵶᵾ ᶡ ᶮᶫ ᵰᶪ֪ᴲ

∆ ᶣ ᶱ ᵾᶉᵣ ḟḵḐ᷈ḳɵ ᶇᵶ

ᶅ ᵶᶅᵣᶪƎ ḟḵḃḁᶿᴻḐḩᴻ᷿ḯḻᶊᶧᶪ Ḍᴻḳ

ᵫ ᵮᴲ ︣ ᵸᶪᵾᶠḙḋḉ ᶍ◖ ᵫ ⌐ᶆᶎᶉᵣƎ

ᵫᵡᶪ  G



2. ḏḘᶹḁ ᶊᵩᵰᶪḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫ 
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ü ḝᶶ᷿ḲḎᶸᶽḲᶷ֩Ḵḡḳ0 - 3  ֪

ֹ ḝᶶ᷿ḲḎᶸᶇᵶᶅ ᴴ ᴴ᷁ḁᴴ ᶍ ᷿ḁḎḨᴲ

᷀ḩḱᴴ ᶍ ᷿ḁḎḨᶣאל ᶍ

᷿ḁḎḨᵫ ᵸᶪᶽḲᶷG 

ḃ᷂ḭḲḎᶸ  ֹ

╗ ᶉḛḳ ᷿ḁḎḨᶇ ᵶᵾ ֩ ᴲḦḳḉḁ

Ḏᴻ᷄ḣḳḈᴻ ֪ᶇᶉᶩ ᶍ ᵫ ᶇᶉᶪG 

 

2.3  CPSF ᶍ  

ḏḘᶹḁ ᶊᵩᵰᶪCPSF ᶍ ᶎᴲ ᴲḝᶸḀ᷀ḳᴴ᷊ᶹ

Ḙᴻ ᴲ ᶒ᷊ᶹḘᴻ ᶊᵩᵰᶪᶃᶉᵫᶩᶱ ᵶᶅᵣᶪᴳ 

  

 ̧ 1 ֩ 2 - 1 ᷅Ḳᴻḻ֪  

ḏḘᶹḁ ᶱ ᶇᵶᵾᴲ ֩ḅ᷿᷂ᴴḚḐ֪ᶍᶃᶉᵫᶩᶱ ᵶ

ᶅᵣᶪ  G

ḏḘᶹḁ ᶍḝᶶḞᶆ ᶮᶫᶪ Ḍᴻḳᶣḝᶶ᷿ḲḎᶸ ᶱ ᵧᶪ

ḩᴻ᷀ᴻᶣ ḩᴻ᷀ᴻᴲ ᶆ ᶣ ᶱ ᵥḝᶸᴻḳ

ḑᶽḻḀḓᶷᶱ ᵶᶅᵣᶪᴳ 

 ̧ 2 ֩ 2 - 1 Ḝḻ᷄  ֪

ḏḘᶹḁ ᶍḝᶸḀ᷀ḳ ᶇ᷊ᶹḘᴻ ᶍᶃᶉᵫᶩᶱ ᵶ

ᶅᵣᶪ  G

ḏḘᶹḁ ᶍOT ╓ḝᶶḞᶽḲᶷᶊ ᵴᶫᵾ Ḍᴻḳ

ᵪᶨMES ḝᶶḞ᷿ḁḎḨᶗᶍᶃᶉᵫᶩƎ ḝᶶ᷿ḲḎᶸʑ Ḳ ᶊʊᵩᵰᶪ

ᶍḃḻ᷊ᶣ᷈ḻḐḵᴻḱᶍᶃᶉᵫᶩƎ ḝᶶḞ᷿ḁḎḨʑ Ḳᶷφ ᶧᶒḝ

ᶶ᷿ḲḎᶸᶽḲᶷᵪ IʝT/OT DMZ  ᶱ ᵷᵾ IT ╓ᶗᶍ᷿ḁḎḨᵩᶧᶒ

ḏᴻḇᶍᶃᶉᵫᶩᶱ ᵶᶅᵣᶪ  G

 ̧ 3 ֩ 2 - 1  ֪

ḏḘᶹḁ ᵪᶨ ᶍ᷊ᶹḘᴻ ᶆᶍ᷊ᴻḛḁ ᶍᶃᶉᵫᶩᶱ

ᵶᶅᵣᶪ  G

᷄ḱᶻḑḏᴻḇ ᷊ᴻḛḁᶍ ᶣᴲ ḩᴻ᷀ᶊᴻᶧᶪe -

Diagnostics ᶱ ᵣᵾꜛ ᷊ᴻḛḁ ᶱ ᵶᶅᵣᶪ  G
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3  ḏḘᶹḁ ᶍ ᶇḲḁ᷄ ᶒ ḝḴᴻḨḷᴻ

᷄ᶍ ᶍ  

 

3.1  ḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫᶱ ᵶᵾḃ᷂ḭḲḎᶸ ᶗᶍ  

3 ᶆᶎᴲ 2 ᶆ ᵶᵾḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫᶱ ᵶᴲ

ḏḘᶹḁ ᶊᵩᵰᶪ ᶱ ᶝᵧᵾḲḁ᷄ ֩ ≡ᴲ ֪ᶍr ᵶᶱ

ᵣᴲ ꞌᵸᶪḲḁ᷄ ḝḴᴻḨḷᴻ᷄֩CPSF ᶒ NIST CSF2.0 ֪ᶍḃ᷂ḭḲ

Ḏᶸ ᶊᶃᵣᶅ ᶩᶝᶇᶠᶅᵣᶪ G

3 ᶍ ᶎ CPSF ᶣ NIST CSF2.0 Ḳḁ᷄ḡᴻḁᶍḝḴᴻḨḷᴻ᷄

ᶱ ᵶᵾḲḁ᷄ ᶒḃ᷂ḭḲḎᶸ ᶍ ᶱᵸᶪ ᶍ ᶇᵶᶅ

ᵸᶪᵲᶇᵫᶆᵬᶪᴳ ᶊᶎ∙ּזᶍᶧᵥᶉ ᶱ ᵶᶅᵣᶪ  G

ӡ ḏḘᶹḁ ᶍḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫᶆ ᵶᵾCPSF ᶍ 6

ᶃᶍ ᶊ ᵶᶅ ᶱ ᵣ ᵶᴲḃ᷂ḭḲḎᶸ ᶱ ᵸᶪ ᶆ

ᵸᶪ ᶱ  

Ӣ CPSF ᶍḝḴᴻḨḷᴻ᷄ᶱ ᵶᶅӡƎᶆ ᵣ ᵶᵾ ᵸᶘᵬ ᶧ

ᶩᴲḲḁ᷄ ֩ ≡ᴲ ֪  ɵ

ӣ CPSF ᶍ ᶇᶍ ꞌ ᶊ ᶄᵬ ӢƎᶆ ᵶᵾ ᵪ

ᶨᴲ ᵸ CᶅPSF ᶍ ID NƎIST CSF2.0 ḟḵḝᶶ

ᶹḳᶍ᷊Ḟ᷀Ḏ᷉ḲƎ ᶒ SEMI E187 ḲḝᶶḴḻḁᶍ ￼ ᶱ

 

 

3 - 1. ᷁ᶹḑḱᶹḻᶍ  

 

3 ᶆ ᵸᶪ ḏḘᶹḁ ᶍ ᶇḲḁ᷄ ᶒ ḝḴᴻḨḷ

ᴻ᷄ᶍ ᶍ ᶍ ∫ᶊᶃᵣᶅᶎ PƎurdue Ḫḏḳᶆ ᵶᵾḝᶶ

ḞᶽḲᶷᴲḝᶶḞ᷿ḁḎḨᶽḲᶷᴲIT/OT DMZ ᴲ ᷿ḁḎḨ ᶒ ḚHḐ

ᶇᵸᶪ  G
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ᶹḻḇᴻḕḋḐ᷇ᴻḐᶻᶼ ᶒʋᶽḻḇᴻḟḱᶹḂᶽḲᶷᶎᴲ ᶍIT ╓ᶊᵩ

ᵰᶪḃ᷂ḭḲḎᶸ ᶇ │ᵫᶉᵣᵲᶇᵪᶨ 3Ǝ ᶍ ᶇᵸᶪ  G

ᶝᵾ OƎT ╓ᶍḝᶶ᷿ḲḎᶸᶽḲᶷᶊᶃᵣᶅᶎᴲ ᵫ ᶠᶨᶫᶅᵣᶪ

ᶉ ᶇᶍ ᶱ ᵶᴲ ᷁ᶹḑḱᶹḻ ∙ᶍ ᶊᶅ ᶇᵸᶪ

ᶆᵡᶪ  G

3.2  ᵆ ḏḘᶹḁ ᶍ ᴴ ᶊᵩᵰ OᶅT ╓ ᶽḲᶷ

ᶍḲḁ᷄ ᶍᵾᶠᶍ ᵇ ᶒᴲ3.3  ᵆ ḏḘᶹḁ ᶍ ᴴḚḐ

ᶊᵩᵰᶪḲḁ᷄ ᶍᵾᶠᶍ ᵇᶊ ᵸᶪḲḁ᷄ ᶍ ᶱ3 - 2 ᶊ

ᵸ  G
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3 - 2 . 3 ᶍḲḁ᷄ ᶍᵾᶠᶍ  
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3 - 1. CPSF ᶊᶧᶪ 6 ᶃᶍ  
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3.2  ḏḘᶹḁ ᶍ ᴴ ᶊᵩᵰ OᶅT ╓ ᶽḲᶷ ᶍḲḁ᷄

ᶍᵾᶠᶍ  

2 ᵆ ḏḘᶹḁ ᶊᵩᵰᶪḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫbᶆ ᵶᵾ

Purdue Ḫḏḳᶊ ᶄᵬ OƎT ╓ᶍ ᶽḲᶷᶊ ᵶᶅᴲ ᴴ ᵪᶨ

ᶇ ᵸᶘᵬ ᶱ ᵣ ᵶᴲ ≡ᶣ ᶱḲḁ᷄ ᶍ ᵪᶨᶝᶇᶠ

ᶪᴳᵴᶨᶊᴲ ᶍ᷅ḵᴻḘḳᶉ ḝḴᴻḨḷᴻ᷄ᶣḲḝᶶḴḻḁ֩NIST 

CSF2.0 ḟḵḝᶶᶹḳSƎEMI E187 ḲḝᶶḴḻḁ֪ ᶒCPSF

ᶇᶍ ᶱ ᵶᶅ ᵸ  G

OT ╓ᶎᴲḏḘᶹḁ ᶍ ᶆᵡᶩᴲᶻᶼᴻḗᶱּנ ᴴ ᵸᶪ Ḍᴻḳ

ᶍᶽḲᶷᶆᵡᶪᵆḝᶶḞᶽḲᶷᵇᴲ ᶍ ᶱטּ ᵸᶪ᷿ḁḎḨ ᶍᶽḲᶷᶆ

ᵡᶪᵆḝᶶḞ᷿ḁḎḨᶽḲᶷᵇᴲ ᶍᵾᶠᶍ ᴲ ᴲ᷁ḁ ᶍ ᶍ︣ᶱ ᵧ

ᶪᶹḻḝḱ ᶆᵡᶪᵆḝᶶ᷿ḲḎᶸᶽḲᶷᵇᶊ ᵰᶅ ᶱ ᵥᴳ 

ᶝᵾOT ╓ᶇ IT ╓ᶱ ᵶ ᵸᶪ IᴂT/OT DMZ ᵇ ᶒOT ╓ᶗ

ᵪᶨ ᵫᵡᶪᵆ ᷊ᴻḛḁᵇᶊᶃᵣᶅᶡ ᶱ ᵥᴳ 

 

ᶉᵩᴲḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫᶆ ᵶᵾIT ᶽḻḇᴻḟḱᶹḂᶽḲᶷᴲᶹḻ

ḇᴻḕḋḐ᷇ᴻḐᶻᶼᶹᶊᶃᵣᶅᶎᴲIT ╓ᶍ ᶇᶉᶪᵲᶇᵪᶨᴲ ᷁ᶹḑḱᶹ

ḻᶆᶎ ᶇᵸᶪG ᶝᵾᴲḝᶶ᷿ḲḎᶸᶽḲᶷᶊᶃᵣᶅᶎᴲ ᶊᵩᵰᶪ

᷅ḵᴻḘḳᶉ ᶆᶍ ᵫ ᶆᵡᶪ ᶝᵧ ᶆᶎ ᶇᵶᶅᵣ

ᶪ  G
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3 - 2. ╓ᴴᶽḲᶷᶊᵩᵰᶪ  

╓ᴴᶽḲ  ʊ ╓ᴴᶽḲᶷᶊᵩᵰᶪ  

᷊ᴻḛḁ OT ╓ ᶍḝᶶḞ᷿ḁḎḨᶽḲᶆʊᶎᴲ᷄ ḱᶻḑ ᶆḏᴻḇ ᶱ ᵸᶪ ᷊ᴻḛḁᵫ ᵴᶫᶪᴳ᷄ḱᶻḑᶍ ᶊ

ᵶᶅᶎƎ ḝᶶḞ᷿ḁḎḨᶽḲᶷᵪᶨᶍ ᶊ ᵶ IƎT ╓ᶆ ᵥ᷄ḱᶻḑ᷊ᴻḛḁḃ᷂ḭḲḎᶇᴜ ᶍ ᵫ ᶆᵡᶪ  G

ḩᴻ᷀ ᶊᴻᶧᶪḝᶶḞᶽḲᶷ ᶍ Ḍᴻḳᶗᶍꜛ ᷊ᴻḛḁ e֩ - Diagnostics ֪ᶣƎ ḩᴻ᷀ ᶊᴻᶧᶪḝᶶ᷿Ḳ

ḎᶸᶽḲᶷ ᶍ ᶗᶍꜛ ᷊ᴻḛḁᵫ ᵴᶫᶅᵣᶪ ᵲGᶫᶨᶍ OT ╓ᶗᶍḲḪᴻḐᶷ᷄ḃḁ᷊ᴻḛḁᶊᵶᶅᶎᴲ

IT ╓ᶆ ᵥ ᶇ ᶍ ᵫ ᶆᵡᶪ  G

ᶹḻḇᴻḕḋḐ᷇ᴻḐᶻᶼᶹ 

IT ╓ᶆᶍ ᶱ ֩ ᷁ᶹḑḱᶹḻ ֪ IT  ᶽḻḇᴻḟḱᶹḂᶽ

Ḳ  ʊ

L֩4 - 5  ֪

IT/OT DMZ  L֩3.5  ֪ ᶍ OT ╓ᶍ ᷿ḁḎḨᶍ ᶊꞌᵷᵾ IƎT / OT ╓ᶍ ᴲ ᶍ ᶱ ᵥG  

OT  ḝᶶḞ᷿ḁḎḨᶽḲ

 ʊ

L֩3  ֪

ḝᶶḞ᷿ḁḎḨᶽḲᶆʊᶎ IƎT ╓ᶇ ᶍ᷊ᴻḘᶣ᷿ḁḎḨᶊ ᵸᶪ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ᵫ ᶆᵡᶪᵫᴲ ︣ ᶱ

ᶇᵶᵾ ɥּל ḙḋḉ ᶍ◖ ᴲ ᶱ ᵶᵾḏᴻḇ ֩ ḏᴻḇᶍḘḋ᷄ᶷḋḟ ᶒḲḁḐᶷ֪ᴲ

ᶱ ᵸᶪ᷊ᴻḘḳᴻḨᶍ ᶡ ᶆᵡᶪ  G

ḝᶶḞᶽḲ  ʊ

L֩0 - 2  ֪

ḝᶶḞᶽḲᶷᶍḃ᷂ḭḲḎᶸ ᶍ ᶇᵶᶅᴲḟḵḃḁᶿᴻḐḩᴻ᷿ḯḻᶊᶧᶩᶃᶍ ᵡᵾᶩᶍ Ḍᴻḳ ᵫ

ᶆᵡᶪᵾᶠᴲ ᶍ ᵫ ᶊ ᵣ ᵫ ᵱᶨᶫᶪᴳᶝᵾᴲ ︣ ᶱ ᶇᵶᶅᵣᶪᵾᶠᴲḃ᷂ḭḲḎᶸᶍḙḋḉ

ᵫ ⌐ᶆᶎᶉᵣᶇᵣᵥ ᵫᵡᶪᴳᵴᶨᶊᴲ Ḍᴻḳᶎ ᵶᶅ ∙ ᶇᵣᵥ ᶊᶮᵾᶩ ᵴᶫᶪ╗ ᶆᴲ Ḍ

ᴻḳ ᶊ ᵴᶫᶪ PC ᶊᶎ OS ᵫ ᵴᶫᶅᵩᶩᴲ ᶊᶧᶪ᷊ḥᴻḐᵫ ᵶᵾ ᶡ ᵴᶫ ᵰᶪ᷆ᴻḁᵫ

ᵣᴳּנᵧᶅᴲ Ḍᴻḳ ᶣḝᶶḞ᷿ḁḎḨᶇᶍ ᶊᶃᵣᶅᶎᴲ∆ ᶣ ᶱ ᵾᶉᵣ ḟḵḐ᷈ḳᵫ ᶇ

ᵶᶅ ᵴᶫᶅᵣᶪ ᵫ ᵣ  G

ᵲᶍᵾᶠḝᶶḞᶽḲ ᶆʊᶎ ḴƎ᷿Ḝᶣ ḟḵḃḁ ᶍ ᶇᶍ טּ ╣ᶇᶉᶪ ᶍ ᶣᴲ Ḍᴻḳᶱ ᵶᵾ

ᶷ᷄ḃḁɥ ᶊᶧᶪ ᴴ ᴲ ᴲ ᶣ ᶗᶍ☼ ֩ḃᴻḝḎᶸᶊ֪ ᵸᶪḲḁ᷄ḦḕḀḩḻḐƎḃ᷂ḭ

ḲḎᶸ ᶊ ᶉ ᶊᵩᵣᶅᶡּס ᶱ ᶠᶪ◖ ᶍ ᵫ ᶆᵡᶪ  G

ḝᶶ᷿ḲḎᶸᶽḲ ʊ

L֩0 - 3  ֪

ᵊ  ɛ

ḝᶶ᷿ḲḎᶸᶽḲᶆʊᶎ ḏƎᴻḇḃḻḇᴻᶣḛḳ ᷿ḁḎḨᶇ ᵶᵾḃ᷂ḭḲḎᶸ ֩ ᶍ ᶽḲᶷᶇᵶᶅᶍ

ᴲ ᶍ ◖ ᴲ ᶉ ḩᴻ᷀ᴻᶍ᷊ᴻḛḁ ֪ᵫᵡᶅ ᵾᶠᴲ ᶍ ᵫ ᶆᵡᶪG   
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3.2.1  OT ╓ḝᶶḞᶽḲᶷᶍḲḁ᷄ ᶍᵾᶠᶍ  

ḏḘᶹḁ ᶍ ᶆᵡᶩᴲᶻᶼᴻḗᶱּנ ᵸᶪ Ḍᴻḳ ᶆᵡ

ᶪᵆḝᶶḞᶽḲᶷᵇᶆᶎᴲ ᴴ ᶍ┐ᶇ ᶍ ᶍ 2

ᶃᶍ ᶊ ᶄᵬᴲ ᶇ ᵸᶪᶘᵬ ᶱ∙ּזᶍ ᶃᶊ ᵰᵼƎᶫᵽᶫ ≡

ᶣ ᶍḲḁ᷄ ᶍ ᵪᶨᶝᶇᶠᶪᴳᵴᶨᶊᴲ᷅ḵᴻḘḳᶉ ḝḴᴻḨḷ

ᴻ᷄ᶣḲḝᶶḴḻḁN֩IST CSF2.0  ḟḵḝᶶᶹḳSƎEMI E187

ḲḝᶶḴḻḁ֪ ᶒCPSF ᶇᶍ ᶱ ᵶᶅ ᵸ  G

3 - 4 ᵪᶨ 3 - 10 ᶍ █ ᶆᶎ NƎIST CSF2.0 ḟḵḝᶶᶹḳ

ᶇᵶᶅ NƎIST CSF2.0 ᶊᵩᵰᶪ᷀Ḏ᷉Ḳ ᶒ᷊Ḟ᷀Ḏ᷉ḲG֩V.OC - 01 ᴲ

ID.AM - 01 ֪ᶇNIST CSF2.0 ḟḵḝᶶᶹḳᶍ4 ᶃᶍḑḩᶹḻ

F֩ab EƎnterprise IT ֩∙ EƎ- IT ֪ EƎcosystem ֩∙ EƎco ֪ᴲ

Equipment and Tooling ֪ᶱ ᵸᶪ G

ᶝᵾ ᶊ SƎEMI E187 ḲḝᶶḴḻḁᶇᵶᶅᴲ3 ᶍ ᶍḇᶹḐḳᶱ

ᵸᶪ  G

 

3 - 3. OT ╓ḝᶶḞᶽḲᶷᶍ  

ᴴ ᶍ┐ ᶍᵾᶠᶍ 

Ḍᴻḳ ᶍḃ᷂ḭḲḎᶸ  

ᶍ  

֩ḝᶶḞᶽḲᶷ ᴲ ḏᴻḇ֪ 

ӡ Ḍᴻḳᶍ ᶇ Ӥ לּ ᶍ №ᶇḏᴻḇ  

Ӣ Ḍᴻḳᶍ ᶍ ᶇטּ ᶱ

ᵧᵾ נּ  

ӥ ᶷ᷄ḃḁᶍ ֩ ᴴ ᶞᴴ  ֪

ӣ↨ ᶉ Ḍᴻḳᶍ ᶇ  Ӧ ᶷ᷄ḃḁᶍ I֩D ᴲ ᶒ  ʊ

᷄ḃḁ  ֪
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3 - 4. OT ╓ḝᶶḞᶽḲᶷᶍḲḁ᷄ ᶍᵾᶠᶍ  

╓ᴴᶽḲ  ʊ  ᶒ ḃ᷂ḭḲḎᶸ ᶱ ᵥ ᶆ ᵸᶘᵬ  

ᴲזּ∙֩ ᵸᶘᵬ ֪ 

CPSF ᵴᶫᶪḃ᷂ḭḲ

Ḏᶸᶹḻ᷿ḏḻḐ/Ḳḁ᷄  

֩ ≡Ǝ ᴲ ID  ֪

ᵸᶪNIST CSF2.0 ḟḵḝᶶ

ᶹḳ/ CPSF / SEMI E187 ḲḝᶶḴḻḁ 

OT  ḝᶶḞ

ᶽḲ  ʊ

ӡ Ḍᴻḳᶍ ᶇ  לּ

 

ḏḘᶹḁ ᶍ ᶆᵡᶪḝᶶḞᶽḲᶷᶎᴲ᷄Ḳᴻḻḳᴻ

Ḩ ᶊᵩᵣᶅ│ᶉᶪḩᴻ᷀ᴻᶍ Ḍᴻḳᶱ᷿ᴻḨḴḁᶊ᷿ḁ

ḎḨ ᵶᴲḟḵḃḁᶱ ᵶᶅ ᶱ ᶂᶅᵣᶪᴳ 

ᵲᶫᶨᶍ ḌᴻḳᶎᴲᶻᶼᴻḗᶗᶍḒḖ ∞ᶍּנ ᶱ ᵸ

ᶪ ᶱ ᶩ ᶲᶆᵩᶩ ᶊ ᶆᵡᶩᴲ ᵫ ᶊ

20 ∙ ᶇ ᶊᶮᵾᶪ  G

Ḍᴻḳᶎᴲ ᶉḗᴻḑᶻᶼᶷᶍ ᶇᶇᶡᶊOS ᶣᶷḟḲ

᷆ᴻ᷿ḯḻḅḝḐᶻᶼᶷᶗᶍᶷḋḟḏᴻḐᶱ ᵥᵲᶇᶱ ᶇᵸᶪ

ᵫᴲ Ḍᴻḳᶍ ᶊᶎᴲ ᶍᵾᶠOS ᶒᶷḟḲ᷆ᴻ᷿ḯ

ḻḅḝḐᶻᶼᶷᶍ ᵫ ᵴᶫᶪᶡᶍᴲḃ᷂ḭḲḎᶸḙḋḉ

ꞌᵫᶆᵬᶉᵣᶡᶍᴲ ︣ ᶊᶧᶩ ḇᶹḧḻ᷅ᵫ ᵶᵣᶡᶍᵫ

ᵡᶪ  G

ḝᶶḞᶽḲᶷ ᶊᶎ ·ᶉ Ḍᴻḳᵫ ᵶᴲ∙ּזᶍᶧᵥᶉ

ᵫᵡᶪ  G

 

Ḍᴻḳᶍ  

 ᵫ ᵣ 
ᵾᶩ ᴲ ᶍḏḀḇḳḌᶹḻּטᶊᶧᶩ ᶡ  נּ

 Ḍᴻḳ ᶍḗᴻḑᴴḅḝḐᶻᶼᶷ ᵫ ᶆᵡᶪ 
ᶍḝḵḻḐPC DƎCS PƎLC ᶍḗᴻḑᶻᶼᶷ ᶇ

ᵸᶪḅḝḐᶻᶼᶷ ᵫᵡ  ᶅ

 ᶍ Ḍᴻḳᵪᶨ ᶍḕḋḐḷᴻ᷄ ᵫᵡᶪ 

 ᶍḝḵḻḐPC ᶊᶎ OS ᵫ ᵴᶫᶪ

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᶆ ᵶᶅᵣᶪ ╓

ᶊᵩᵣᶅ ᵸᶘᵬḏᴻḇ

ᵫ ᵵᶲᵴᶫ  ᶅ

Å ꜛ ᵪᶨ ᶱ ᵸᶪ᷿

ḁḎḨᶊ ᶷ᷄ḃḁᵴᶫᴲ

ᶊ ᶉ ᶱᵴᶫᴲ

ᶊ ᵴᶫᶅᵣᶉᵣ

ᶱᵸ  ᶅ

NəIST CSF2.0 ḟḵḝᶶᶹḳ  ɛ

Å ID.AM - 01 ḗᴻḑᶻᶼᶷ  

 Fabֹ ᶹḻḇḝᶼᴻḁᶍ ᶱ  

Å ID.AM - 02 ḅḝḐᶻᶼᶷ  

Å ID.AM - 04 ᷊ᴻḛḁ  

Å ID.AM - 05 ᶍ  

 Fabֹ ᶗᶍ☼ ᶱ ᶛᵸ ᶍ  

Å ID.AM - 08 ᶍḱᶹḝ᷊ᶹ᷄ḳ  

 FabֹḴ᷿᷁ᴻ ᶇ ᶍ ◖  

Å ID.RA -  לּ 01

 Fabֹ ᴴ ᶉ ᶍ  לּ

Å ID.RA - 02 ≡ᶹḻḎḲḀᶼḻḁ  

 Fab OֹT ≡ᶹḻḎḲḀᶼḻḁᶍ  

Å ID.RA - 03 ≡  

Å ID.RA - 04 ≡ᶍ סּ ᶇ☼  

 Fabֹ ︣ ᶊᵩᵰᶪ ᶗᶍ☼  

Å ID.RA - 05 ≡ᶍ ∞ ᵰ 

 FabֹḲḁ᷄ ᶍלּ  

Å ID.RA - 06 Ḳḁ᷄ ꞌᶍ ᶇ  

 FabֹḲḁ᷄ ꞌᶍ ᶇ  

Å ID.RA - 07  

 Fabֹ  

Å ID.RA - 08 ḟḵḃḁ 

 Fabֹ ḟḵḃḁᶍ  

≡ 

Å ḃ᷂ḭḲḎᶸ ᶍ ᶱ

ᵶᵾḦḳᶻᶼᶷ  

Å ᶱ ᵸᶪ᷿ḁḎḨᵪ

ᶨ ᶗᶍ ᶉ᷈Ḧḻḑ

 

 

 

Å ᶍ ᷿ḁḎḨᶣ

᷿ḁḎḨᶊ ᵶ

ᶅᵣᶪ ᶍ ᶱ №ᶆ

ᵬᶅᵣᶉ  r

Å ᴲ ≡ ᶱ

ᴴ ᵶᴲ ᶊ ꞌᵶᶅ

ᵣᶉᵣ  G

Å ᷿ḁḎḨᶣ

᷿ḁḎḨᶊ ᵶᶅᵣᶪ

ᶍ ᶍḃ᷂ḭḲḎᶸ

CəPSF ID  ɛ

Å CPS.AM - 1  

Å CPS.AM - 5  

Å CPS.AM - 6  
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W֩indows/Linux)  

 ᷿ḁḎḨ ᴴ ᶍ ᶊᶎ ḟḵḐ᷈ḳ

֩ / ֪ᵫ ᶮᶫᶪ֩GEM/SECS/HSMS  ֪

 Ḍᴻḳᶍ ᶷ᷄ḎᶸḞḁ᷂ḫḻᶆ᷿ḁḎḨ ᵸ

ᶪᶡᶍᵫᵡ  ᶅ
ᶷ᷄ḎᶸḞḁ᷂ḫḻᶆᶍ ᵫלּ ᵶ r

 Ḍᴻḳᶍ ḅḝḐᶻᶼᶷᶍ ᵫᶆᵬᶉᵣᶡᶍנּ

ᵫᵡᶪ E֩PP/EDR)  

 Ḍᴻḳᶍ ḙḋḉ ᶆᵬᶉᵣᶡᶍᵫᵡ  ᶅ

 ḌᴻḳᵫḴ᷿᷁ OᴻS ᶇᶉᶩḙḋḉ ᶆᵬᶉᵣᶡ

ᶍᵫᵡ  ᶅ

10  ḙḋḉ ᵫ ᶨᶫᶪ֩ḱᶹḻ ᵫ ֪ 

 

ᵸᶘᵬ  

ḝᶶḞᶽḲᶷᶍ ᶊᵩᵣᶅᶎᴲ ᶇᶉᶪ Ḍᴻ

ḳ ᵫ ᵮᴲᵪᶃ ·ᶍ Ḍᴻḳ ᶍ ᶎ ᶍḗᴻḑ

ᶻᶼᶷᶇḅḝḐᶻᶼᶷᵫ ᵶ ᶆᵡᶪᵾᶠᴲ ᶍלּ ᶆ

ᶍ ᶍ ∫ᶣ ᴴ ᶱ ᶠᴲ №ᵶḪḓḇḲḻ

᷅ᶱᵸᶪ ᵫᵡᶪ  G

 

ᶝᵾᴲ ᶗᶍ לּ ᶒḃ᷂ḭḲḎᶸ ᶱ וֹ ᶊ ᶠ

ᶪᵾᶠᶊᶎᴲ ᶍ ᶱ ᵶ ∞ᶱ ᵰᶪᵲᶇᵫ ᶆ

ᵡᶪ  G

 

ᵧᶏᴲ ᶍ ᶣ ᶝᶩᶊ ᵬᵮ☼ ᶱ ᵧᶪ

ᶍ Ḍᴻḳᶍ ᶣᴲ ᶍ Ḍᴻḳ ᶊ ᵴᶫᶪḴ

᷿Ḝ ᶍ ᶍ ♄☼ ᶍ ᵬᵴ ᶊᶧᶩᴲ ᶍ

ᶱᵡᶨᵪᵷᶠ ᵶᴲ ᶱᶃᵰᵾ ᶣḃ᷂ḭḲḎᶸלּ

ᶊᶃᶉᵱᶪᵲᶇᵫ ᶆᵡᶪ  G

(ḅḝḐᶻᶼᶷ

ᴲḙḋḉ )ᶱ

№ᶆᵬᶅᵣᶉ  r

Å ᶍ᷿ḁḎḨᶊᵩᵣ

ᶅᴲ ᵸᶘᵬ ᵫ

ᵴᶫᶅᵣ  ᶅ

Å ᷿ḁḎḨᶊᵩᵣᶅ ᵸᶘ

ᵬ ᵫ ᶊ ᵴᶫ

ᶅᵣᶉᵣ 

 

ᶇᶉᶪ  

Å ḪḖֹ Ḍᴻḳ 

 

CəPSF ID  ɛ

Å L1_1_a_SYS 

Å L1_1_b_COM 

Å L2_1_a_ORG 

Å L2_1_b_ORG 

Å L2_1_c_SYS 

Å L2_1_c_ORG 

Å L3_1_a_SYS  

Å CPS.RA ᶅ 

SəEMI E187 ḲḝᶶḴḻḁ ɛ

3.4 Vulnerability/Threat 

Assessment  and Patch Management  

ḝֹᶶḞḕḋḐḷᴻ᷄ᶊ ᵴᶫᶪᶷḃḋḐ

ᶊ ᵶᶅᴲḲᶷḳḇᶹḨᶉ ᶉ ᵬᶍ ᴲ

ḙḋḉ ᴲḃ᷂ḭḲḎᶸ ≡ᶱ ᵸᶪ

ᶊᶃᵣᶅ  
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ᶆᶎᴲלּ Ḍᴻḳᶍ ᶣ◖ ᶊᵩᵰᶪ ᶱ ᶊ

ᵴᶫᵾ נּ ֩ ᶣḦᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻ֪ᶱ

ᶠᴲ ᶍּס ᶊ ᵶᶅ ᵥ ᵫᵡᶪ G

ᶍּס ᶊ ᵸᶪ ᶍלּ ᶇᵶᶅᶎ CƎVSS ᶊᶧᶪ

ᵿᵰᶆᶎᶉᵮלּ SƎSVC ᶍ סּ ᶊ ᵸᶪ ꞌ

ᶱ ᵣᵾ ᶊᶃᵣᶅᶡלּ ᶱ ᵥ ᵫᵡᶪ  G

 

 

ᶱ ᶠᶪ ᶆᴲ ᶇᶉᶪ ᶉ ᶱ 4.1 ᶊ

ᵸ  G

 

Ӣ Ḍᴻḳᶍ ᶍ ᶇטּ ᶱ ᵧᵾ נּ  

 

ᵫ ᵶᵣ ḌᴻḳᵫᵡᶪḝᶶḞᶽḲᶷᶊᵩᵣᶅᶎᴲ

ᶍ ᶱ ᵭ ᶱ ᵸᶪᵾᶠᶍḕḋḐḷᴻ᷄ᶣטּ

ᶱ ᶞ ᶮᵺᵾ ᶣḦᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻᶍ נּ

ᶱ ᵥ ᵫᵡᶪ  G

 

ᵸᶘᵬ  

Ḍᴻḳᶗᶍ נּ ᶎᴲ ᶍּס ᶱ ᶩ ᶠᶪᵾᶠᶊ ᶮ

ᶫᴲḕḋḐḷᴻ᷄ᶊᶧᶪ ᶆᶎᴲטּ ᶍ ᶊᶧᶩטּ

ᶍ☼ ᶱ ᵶ ᵷ ᶠᴲ ᶣ ᶆᵬᶪ ᶍּס

ᶱ ᶝᵧᵾ ᶣḦᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻᶍ ᶊ ᶮ

ᵺᴲ│ ᶍ ᵫ ᶆᵡᶪ  G

ᶆᶎזּ∙ ᶱᴲ∙ּזᶍ ᶃᶊ ᵰᴲ ḟḵḝᶶᶹḳᴲḲḝᶶ

Ḵḻḁᶇᶍ ᶱ ᵥ  G

Ӣ- 1 Ḍᴻḳ֩ᶽḻḑḥᶹḻḐ֪ᶍ ᵸᶘᵬ 

ӣ- 2 ḕḋḐḷᴻ᷄ᶍ ᵸᶘᵬ  

Ӣ- 3 ᶉ ᶍ ᵸᶘᵬ  

 

 

ᶱ ᶠᶪ ᶆᴲ ᶇᶉᶪ ᶉ ᶱ 4.2 ᶊ
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ᵸ  G

Ӣ- 1 Ḍᴻḳ֩ᶽḻḑḥᶹḻḐ֪ᶍ ᵸᶘᵬ  

Ḍᴻḳᶗᶍḃ᷂ḭḲḎᶸ ᶎSƎEMI E187/188 ᶊ ᶮᵺ

ᵾḃ᷂ḭḲḎᶸ ᶱ ᵸᶪ ᵫᵡᶪᴳ ᶊᶎᴲ ᶍ

ᶍ ᶆᴲḃ᷂ḭḲḎᶸ ᶽᴻḀᶼḻḐᶍ ᴲḦḳᶻᶼᶷ

ᶍ ᴲḗᴻḑḓḻ᷅טּ ֩ ᶉI/O ḥᴻḐᶍ ᴲ ᶉ᷊

ᴻḛḁ/᷈ḻḥᴻḕḻḐ/ḕḋḐḷᴻ᷄ḟḵḐ᷈ḳ/ḥᴻḐᶍ טּ

֪ᴲ│ Ḍᴻḳᶍ E֩DR֪ ᶱ ᵸᶪ ᵫᵡᶪᴳ

Ḍᴻḳᶊᵩᵣᶅᶎᴲ ᶍ ᶊᶧᶩ ᵾᶉḅḝḐᶻᶼ

ᶷḌᴻḳᶍ ᶣ ᵫ ᵧᶉᵣᶡᶍᶡ ᵸᶪᵾᶠᴲḕḋḐ

ḷᴻ ᶊ᷄ᶧᶪ נּ ֩ ᶣḦᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻ ֪

ᶱ ᵸᶪ ᵫᵡᶪ  G

 

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᶱℓ ᵶᶅ

ᶊ ᶷ᷄ḃḁᵴᶫᴲ

ᶊ ᵴᶫᶅᵣᶉᵣ ᶱ

ᵸ  ᶅ

Å ᶍḮᴻ᷾ᴻᶊᶉᶩᵸᶝ

ᵶᶅ ᶊ ᶷ᷄ḃ

ḁᵴᶫᴲ ᶊ ᵴᶫᶅ

ᵣᶉᵣ ᶱᵸ  ᶅ

NəIST CSF2.0 ḟḵḝᶶᶹḳ  ɛ

Å ID.AM - 08  ᶍḱᶹḝ᷊ᶹ᷄ḳ  

 FabֹḴ᷿᷁ᴻ ᶇ ᶍ ◖  

Å PR.DS - 01 ḏᴻḇᶍḃ᷂ḭḲḎᶸ  

 Fabֹḏᴻḇᶷ᷄ḃḁᶍ  טּ

Å PR.DS - 10 ḏᴻḇᶍḃ᷂ḭḲḎᶸ  

 Fabֹ◖ ḏᴻḇᶍ  

Å PR.DS - 11 ḏᴻḇᶍḘḋ᷄ᶷḋḟ 

 Fabֹ ◖ ḏᴻḇᶍḘḋ᷄ᶷḋḟ 

Å PR.PS ᶅ ḟḱḋḐḝᶾᴻḨḃ᷂ḭḲḎᶸ 

Å PR.IR - 02 ᶍ ≡ᵪᶨᶍ  

 Fabֹ᷄ḲᴻḻḳᴻḨ ᶍ  

Å PR.IR - 03 ḴḀḲᶽḻḁᶍ  

 FabֹḴḀḲᶽḻḁᶍ  

Å PR.IR - 04 Ḳḅᴻḁ ᶍ  

 FabֹḲḅᴻḁ ᶍ  

Å DE.CM - 03 ╢ᴴ ᶍ  

 Fabֹ ╢ᶍ ᶍ  

Å DE.CM - 06 ᷊ᴻḛḁḟḵḘᶹḈᶍ  

 Fabֹ ᷊ᴻḛḁḟḵḘᶹḈᶍ  

Å DE.CM - 09 ᷈ḻḜḭᴻḇᴴḏᴻḇᶍ  

≡ 

Å ᶊᵩᵰᶪḃ᷂ḭḲḎᶸ

ᶍ ᶱ ᵶᵾḦ

ḳᶻᶼᶷ  

Å ᵶᵾIDᴲḙḁḷᴻḑ

ᶱ ᵶᵾ Ḯᴻ᷾

ᴻᶗᶍᶉᶩᵸᶝᵶ 

 

 

Å ᵶᶅᵣᶪ ᵫ

ᶉḃ᷂ḭḲḎᶸ ᶱ

ᵶᶅᵣᶉ  r

Å ᶍḲḁ᷄ᶱ ᶝᵧ

ᵾ ᵫ ᵴᶫ

ᶅᵣᶉᵣᵪᴲ ᶱ

ᶆᵬᶉ  r

Å ᵸᶘᵬḏᴻḇᵫ

ᵴᶫᵾ᷿ḁḎḨᶊᵩᵣᶅᴲ

ḃ᷂ḭᶷᶆᶉᵣ ᵫᶉ

ᵴᶫᶅᵣ  ᶅ

Å ḃ᷂ḭḲḎᶸᶍ ᶊᵩᵣ

CəPSF ID  ɛ

Å CPS.IP - 2  

Å CPS.IP - 3  

Å CPS.IP - 7  

Å CPS.PT - 2  

Å CPS.PT - 3  

Å CPS.DS - 10  

Å CPS.DS - 13  

Å CPS.DS - 15  

SəEMI E187 ḲḝᶶḴḻḁ ɛ
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ᶅ ᵫ ᶆᶉᵣ

(ḙḁḷᴻḑᴲḥᴻḐ)ᵫ

ᶉᵴᶫᶅᵣ  ᶅ

Å ᶊḃ᷂ḭḲḎᶸ ᶍ│

ᶱ ᵮ ᵶᴲ ᵸ

ᶪᶧᵥᶉ ᶞᵫ᷿ḁḎ

Ḩᶊ ᵴᶫᶅᵣᶉ  r

 

ᶇᶉᶪ  

Å ḪḖֹ Ḍᴻḳ 

 

CəPSF ID  ɛ

Å L1_1_a_SYS 

Å L1_1_c_SYS 

Å L2_1_a_COM 

Å L2_1_b_COM 

Å L3_1_a_SYS 

Å L3_3_a_SYS 

Å L3_3_d_SYS 

3.5  

Tool Network and Application 

Integration  

ֹ ᶣḙḋḉלּ ᵫ ᵴᶫᶪ

Ḍᴻḳᶊ ᵸᶪ ᶍḕḋḐḷᴻ᷄ḃ᷂

ḭḲḎᶸ ᶊᶃᵣᶅ  

Ӣ- 2 ḕḋḐḷᴻ᷄ᶍ ᵸᶘᵬ  

Ḍᴻḳᶆᶎᴲḙḋḉ ᶣḦḳᶻᶼᶷ ḃ᷂ḭḲḎᶸ ᵫ

ᵧᶉᵣᶡᶍᶣᴲ◖ ᶆḙḋḉ ᶊ ᶱ ᵸᶪᶡᶍᵫᵡ

ᶪᵾᶠᴲḕḋḐḷᴻ᷄ᶊᶧᶪ נּ ᶱ ᵸᶪ ᵫᵡᶪᴳ 

ḕḋḐḷᴻ᷄ᶍ ᶊᵩᵣᶅᶎᴲ ᶍּס ᶱ ᶩ ᶠᶪᵾᶠᶊᴲ

ᶍ ᶊᶧᶩטּ ᶍ☼ ᶱ ᵶ ᵷ ᶠᴲ

ᶣ ᶆᵬᶪᵲᶇᶱ≥ ᵶᵾ ᶇטּ ֩Ḇᴻḻᴴ᷈ḻḀ

ḋḐ֪ᶱ ᵥ ᵫᵡᶪᴳ 

ᶊᶎ 2 ᶍ ḏḘᶹḁ ᶊᵩᵰᶪḃ᷂ḭḲḎᶸᶷᴻ

᷂Ḏ᷄ḉḫP֩urdue Ḫḏḳ֪ᶊ ᶄᵬᴲ∙ּזᶍ ᶱ ᵥ ᵫᵡ

ᶪ  G

 

ḕḋḐḷᴻ᷄ᶍ ᵸᶘᵬ  

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᷊ᴻḛḁ ᴲḱḻ᷊

Ḩᶻᶼᶷᶗᶍ ᶊᶧᶩᴲ

ᶍḏᴻḇᶱ ᶩ⅛ᵥ

᷿ḁḎḨᵫ ᵸ  ᶅ

Å ᶣ ᶍ ᵣ ᵫ

ḕḋḐḷᴻ᷄ᶊ ᵴᶫᴲ

ᶣ ᶆᶉᵣḏᴻḇᶍ

ᴲ ᵶᶅᵣᶉᵣ ᶗ

ᶍḏᴻḇ ᵫ ᵸ  ᶅ

Å ᶆ ᵶᶅᵣᶪ ╓

ᶊᵩᵣᶅ ᵸᶘᵬḏᴻḇ

ᵫ ᵵᶲᵴᶫ  ᶅ

NəIST CSF2.0 ḟḵḝᶶᶹḳɛ 

Å ID.AM - 03  ḕḋḐḷᴻ᷄ḏᴻḇḝḵᴻ  

 Fabֹ ᶉḏᴻḇḝḵᴻᶍ  

Å PR.DS - 02  ḏᴻḇᶍḃ᷂ḭḲḎᶸ  

 Fab Mֹ2M ḏᴻḇᶍ  

Å PR.PS - 04  ḵ᷅ ᶍ  

 FabֹḴ᷿᷁ᴻ ᶍḵ᷅  

Å PR.IR ᶅ ᶹḻḝḱᶍḴḀḲᶽḻḁ 

Å DE.CM - 01  ḕḋḐḷᴻ᷄  

 Fabֹ ᶉ ḅḲḭᴻ᷿ḯḻ 

Å DE.CM - 03 ╢ᴴ ᶍ  

 Fabֹ ╢ᶍ ᶍ  

Å DE.CM - 06 ᷊ᴻḛḁḟḵḘᶹḈᶍ  

 Fabֹ ᷊ᴻḛḁḟḵḘᶹḈᶍ  
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 OT ḕḋḐḷᴻ᷄ᶎIƎT ᶍḕḋḐḷᴻ᷄ᵪᶨḝᶶᶹᶷᴴᶻᶾ

ᴻḳ ᶱ ᵣᶅDMZ ᶱ ᵰᶅ ᵶ ᶱ ᵥ  G

(OT ╓ᶎ IT ╓ᶍḕḋḐḷᴻ᷄ᶣᶹḻḇᴻḕḋḐᵪᶨ

ᵴᶫᵾ ᶇᵸ )ᶅ  

 OT ḕḋḐḷᴻ᷄ ᶆᶎᴲḝᶶḞ᷿ḁḎḨᶽḲᶷᴲḝᶶḞᶽ

Ḳᶷᴲḝᶶ᷿ḲḎᶸᶽḲᶷᶎᶽḲᶷᶱ ᵶᵾᵥᵧ

ᶱ ᵥ  G

 ḝᶶḞᶽḲᶷ ᶍḝᶶḞḕḋḐḷᴻ᷄ᶊᵩᵣᶅᶡᴲ ᷿ḁ

ḎḨ ᶍḟḵḃḁ ᶣᴲ ᶍᵾᶠᶍ

☿ ᴲ ᶣ ᶍḃḻ᷊ ᴲ

Ḍᴻḳ ᶣ ḝᶶḞ᷿ḁḎḨᶇᶍḏᴻḇḝḵᴻᶱ ᵣ

ᵶᴲ ᶊ ᶍᵥᵧ ᶱ ᵥ G

 Ḍᴻḳᶗᶍḃ᷂ḭḲḎᶸ ᵫ ᵧᶉᵣᶡᶍᶎᴲḦᶹ

᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻᶊᶧᶪ ᶣ ᶍᵾᶠᶍ

ꞌᶱ ᵸᶪᴳḦᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻᶍ ∞ᶎᴲ

ᶍּס ᶱ≥ ᵶᴲ ᶊ ᵶטּ ᵷ ᶠ

ᵫּס ᶉ ∞ᶆ ᶱ ᵥ  G

5  ᶉ￼ ᶊᶎḕḋḐḷᴻ᷄ᶍ│ ᶍ ᶞᶱ

ᵸᶪ  G
 

≡ 

Å ᷿ḁḎḨᶱ ᵸᶪ᷊ᴻḘ

ᶍ ᴲ

ᶊ ᵸᶪ᷊ᴻḛḁ  

Å ᵵᶲᵴᶫᵾ ᶉḪḖ/

᷿ḁḎḨᵪᶨᶍ ᶆᶉ

ᵣḏᴻḇᶍ  

Å ᶆḏᴻḇᶱ

ᵵᶲᵸᶪ  

 

 

Å ᶊᴲ

ᶱ ᴴ ᵶᶅᵣᶉ  r

Å ᷊ᴻḘ ᶊ ᵸᶪ ᶱ

ᶊ ᵶᶅᵣᶉ  r

Å ᶆḏᴻḇᵫ

ᶊ ᵴᶫᶅᵣᶉ  r

Å ᶗᶍ ᶉ

ᶱ ᶊ ᵶᴲ ᵸᶪ

ᶍ ꞌᵫᶆᵬᶉ  r

Å ᵫ ᶊ ᵴ

ᶫᶅᵣᶉ  r

Å ᶊḕḋḐḷᴻ᷄ ᶆᶍ

│ ( ֹᶉᶩᵸᶝᵶᴲḩḋ

ḃᴻḀᶍ ᵵ )ɸᶱ ᵮ

ᵶᴲ ᵸᶪᶧᵥᶉ

ᶞᵫ᷿ḁḎḨᶊ ᵴ

ᶫᶅᵣᶉ  r

 

ᶇᶉᶪ  

Å ḪḖ OֹT ḕḋḐḷᴻ  ᷄

 

CəPSF ID  ɛ

Å L1_1_b_DAT 

CəPSF ID  ɛ

Å CPS.AM - 4  

Å CPS.AM - 5  

Å CPS.AC - 3  

Å CPS.AC - 7  

Å CPS.AC - 8  

Å CPS.DS - 6  

Å CPS.DS - 9  

Å CPS.AE - 1 

SəEMI E187 ḲḝᶶḴḻḁ ɛ

3.5  

Tool Network and Application 

Integration  

ֹ ᶣḙḋḉלּ ᵫ ᵴᶫᶪ

Ḍᴻḳᶊ ᵸᶪ ᶍḕḋḐḷᴻ᷄ḃ᷂

ḭḲḎᶸ ᶊᶃᵣᶅ  

 

3.10  

Security Key Performance 

Indicators  

ֹ סּ ᶉḃ᷂ḭḲḎᶸ◖ ᶱ

ᵸᶪᵾᶠᶍḃ᷂ḭḲḎ KᴜPI ᶊᶃᵣᶅ  
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Å L1_1_b_SYS 

Å L1_1_c_SYS 

Å L2_1_a_COM 

Å L3_2_b_DAT  

Å L3_3_a_SYS 

Ӣ- 3 ᶉ ᶍ ᵸᶘᵬ  

ḃ᷂ḭḲḎᶸ ᵫ ᵶᵣ Ḍᴻḳᶊ ᵶᶅᶎᴲ ᶉ ᶣ

ᴲ ᶍᶷ᷄ḃḁᶱ ᵸᶪ ᶱ ᵸᶪ ᵫᵡᶪᴳ 

ᶍ ḩᴻ᷀ᴻᶍḝᶸᴻḳḑ᷊ḥᴻḐ ╢ᵫ ᴴ ᵸ

ᶪᵲᶇᵪᶨᴲ ᶽḲᶷᶣ Ḥḋ᷄ḁᶱ ᵶᵾ ᶉ ᶱ

ᵸᶪ ᵫᵡᶪ  G

 

 ֪

ḝᶶḞᶽḲᶷ ᶍḕḋḐḷᴻ᷄ ᶎᴲ סּ ᶉḱḋ᷄ᶣḤḋ

᷄ḁᶍ ᶆ ᶱ ᵥ  G

ᶍḝᶶḞḕḋḐḷᴻ᷄ᶍ ᵫ ᶷ᷄ḃḁּס ᶉ ∫ᶊ

ᵡᶪ ᶎᴲ ᶉḥᴻḐḵḋ᷄ ᶱ ᵥᴳ 

ḝᶶḞᶽḲᶷ ᶆ ᵸᶪ ᶊᶃᵣᶅᶎᴲ ᶽḲᶷ ᴴ ᶗᶍ

∫ᶣᴲ ᶽḲᶷ ᵪᶨ ᵮ ᶱ ᵶᴲ ᶉ ᶱ ᵥ  G

Ḳḁ᷄֩ ᵴᶫᶪḃ᷂ḭḲ

Ḏᶸᶹḻ᷿ḏḻḐ֪  

Å ᶉ ⌡ᶊᶧᶩᴲ

ᶣ ᶆᶉᵣḏᴻḇᶍ

ᴲ ᵶᶅᵣᶉᵣ ᶗ

ᶍḏᴻḇ ᵫ ᵸ  ᶅ

Å ᶆ ᵶᶅᵣᶪ ╓

ᵪᶨ ᵸᶘᵬḏᴻḇᵫ

♄ᵸ  ᶅ

NəIST CSF2.0 ḟḵḝᶶᶹḳɛ 

Å PR.AA - 06  ᶷ᷄ḃḁᶍ  

 Fabֹ᷄ḲᴻḻḳᴻḨᶗᶍᶷ᷄ḃḁ  

Å PR.PS - 04  ḵ᷅ ᶍ  

 FabֹḴ᷿᷁ᴻ ᶍḵ᷅  

Å PR.IR - 02 ᶍ ≡ᵪᶨᶍ  

 Fabֹ᷄ḲᴻḻḳᴻḨ ᶍ  

Å DE.CM - 02  ᶍ  

≡ 

Å ᵫ ᶉᶽḲᶷᶊ ᵸᶪ

ᶉḚḐᶍ ᶉ  

Å ℓ≥ᶱ ᶂᵾ

ᶍḚḐᶊᶧᶪ ᵵ  ɸ

Å ḃḻ᷊ᶍ ᴲ ᴲ

ᶍ ᵵ  ɸ

 

 

Å ᶍḚḐᶊᶧᶪ

ᶊ ᵸᶪ ᶉ

⌡ᶱ ᵱᶉᵣ 

Å ᶽḲᶷᶍᶷ᷄ḃḁ

ᶣ ᶍ ḃ᷂ḭḲ

Ḏᶸ ᶱ ᵶᶅᵣᶉ  r

Å ᷊ᴻḘ ᶊ ᵸᶪ

CəPSF ID  ɛ

Å CPS.AC - 2  

Å CPS.IP - 5  

Å CPS.CM - 2  
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ᶉ ( : )ᶊ

ᶆᵬᶅᵣᶉ  r

Å ᶉ ᵫḕḋḐḷᴻ᷄

ᶊ ᵴᶫᵾᵲᶇᶱ

ᶊ ᶆᵬᶉ  r

 

ᶇᶉᶪ  

Å ḝᶶḞᶽḲ  ʊ

 

CəPSF ID  ɛ

Å L1_1_a_SYS 

Å L1_1_c_SYS 

Å L2_3_b_SYS 

Å L2_3_b_PEO 

Å L2_3_c_SYS 

Å L2_3_d_SYS 

Å L3_1_a_SYS 

ӣ↨ ᶉ Ḍᴻḳᶍ ᶇ  

 

Ḍᴻḳᶎ ᶊ ᶆᵡᶩᴲ ᶊ20 ∙ ᶍ

ᵫ ᶮᶫᶪḏḘᶹḁᶇᶉᶪᴳᵼᶍᵾᶠᴲḝᶶḞ ᶆᶍḃ᷂ḭḲḎᶸ

◖ ᶱ ᵧᵾ↨ S֩ecurity by design ֪ᶱ ᶩ ᶲᵿ

ᶗᶍ ☿ᴲ ᶍ ᵫ ᶆᵡᶪ  G

2021 ᶊᴲ ᶍ Ḍᴻḳᶍ↨ ᶍטּ ᶇᵶᶅSEMI 

E187/ E188 ᵫ ᵴᶫᶅᵣᶪ  G

 

ᵸᶘᵬ  

ḝᶶḞᶽḲᶷᶊ↨ ᶉ Ḍᴻḳᶱ ᵸᶪᵾᶠᶊᶎᴲ ᶍ ᶊᴲ

SEMI E187 ᵆḝᶶḞ ᶍ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ᵇᶱ ᶊᵶᶅ

ḝᶶḞ◖ ᶱ ᵶᵾOS ᶍ᷊ḥᴻḐ ᶣḃ᷂ḭḲḎᶸᶷḋḟḏ

ᴻḐᶍ ᴲ ᶍ ḃƎ᷂ḭᶷᶉḟḵḐ᷈ḳ

ᶒ ᶍᵾᶠᶍ ᴲʊ ᷄ḃḁ ᴲḃ᷂ḭḲḎᶸḵ

᷅ ᶊᶃᵣᶅ ḡḻḈᴻ ᶊ ᶊ ᵸᶪᵲᶇᵫ ᶆ

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᴴ᷊ᴻḛḁᶍ ḉḫ

ḕḳᶆḃ᷂ḭḲḎᶸ ᵫ

ᵶᴲ ᶍ ᶍ≥

ᵶᶉᵣ ᵫטּ ᵷ  ᶅ

NəIST CSF2.0 ḟḵḝᶶᶹḳɛ 

Å GV.SC - 01  Ḳḁ᷄ ᶞᶍ ᶇ ≥ 

 Fabֹ ╗ ᶗᶍ∟  

Å GV.SC - 02  ᴴ ᶍ  

Å GV.SC - 04  ᷊ḟḱᶹḬᶍ № 

Å GV.SC - 05  Ḳḁ᷄ ᶍ  

 Fabֹ SHLA ᶍ  

Å GV.SC - 06  Ḳḁ᷄ ᶇלּ  

 Fabֹ᷊ḟḱᶹḬ ᶍ  לּ

Å GV.SC - 07  ᷊ḟḱᶹḬḲḁ᷄  

Å GV.SC - 09  ḃ᷂ḭḲḎᶸḟḱ᷄Ḏᶸḁᶍ  

Å GV.SC - 10  ≥ ᶍ  

 FabֹḡḁḐḟḱ᷄Ḏᶸḁ סּ  לּ

Å ID.AM - 04  ᷊ᴻḛḁ  

Å ID.RA - 09  ᴴ ᶍᶷḃḁḩḻḐ 

 Fabֹ᷈ḻḥᴻḕḻḐᶍ ᶍ  

≡ 

Å ᶊᵩᵰᶪḃ᷂ḭḲḎᶸ

ᶍ ᶱ ᵶᵾḦ

ḳᶻᶼᶷ  

Å ℓ≥ᶱ ᶂᵾ

ᶍḚḐᶊᶧᶪ ᶊ

ᵸᶪ ⌡ 
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ᵡᶪ  G Å ᴴ᷊ᴻḛḁᶱ ᵸᶪ

ᴲᵼᶫᵫ ᶆᵬᶪᶡᶍᵪ

ᶱ ᵶᶅᵣᶉ  r

Å ᶊᴲ ᶉḴḡḳᶍ

ḃ᷂ḭḲḎᶸ ᵫ ᵴ

ᶫᶅᵣᶪᵪᶱ ᵸᶪḟḵ

᷿ᴻḀḫᵫᶉ  r

Å ᶍ ᶊ ᶮᶪ ╢

ᵫᴲ ᶊ ᶪḃ᷂ḭḲḎᶸḲ

ḁ᷄ᶱ ᶊ ᵶᶅᵣᶉ  r

Å ᴴ᷊ᴻḛḁᶍ ᶊᴲ

ᶍ ᶱ ᵸᶪ

ḟḵ᷿ᴻḀḫᵫ ᵶᶉ  r

Å ᶱ ᵸᶪ ᴲ↨

ᶱ ᵶᶅᵣᶪᵪ ᵶᶅ

ᵣᶉᵣ 

Å ᶱ ᵸᶪ ᴲ

ᵫ ḃ᷂ḭḲḎᶸᶱ

ᵶᶅᵣᶪᶡᶍᵪᶱ ᵶ

ᶅᵣᶉᵣ 

 

ᶇᶉᶪ  

Å ḪḖֹ Ḍᴻḳ 

 

CəPSF ID  ɛ

Å L1_1_d_ORG 

Å L1_1_d_PRO 

Å L2_1_a_PRO 

Å L2_2_a_ORG 

Å L2_3_c_ORG 

Å L2_3_c _PRO 

Å L2_3_d_ORG 

Å ID.RA - 10  ᷊ḟḱᶹḬᶍᶷḃḁḩḻḐ 

 Fabֹ ᶍ᷊ḟḱᶹḬᶍᶷḃḁḩḻḐ 

CəPSF ID  ɛ

Å CPS.SC - 1 

Å CPS.SC - 2  

Å CPS.SC - 3  

Å CPS.SC - 4  

Å CPS.SC - 5  

Å CPS.SC - 6  

Å CPS.AM - 7  

Å CPS.DP - 1 

Å CPS.PT - 3  

Å CPS.DS - 12  

Å CPS.CM - 3  

 ə SEMI E187 ḲḝᶶḴḻḁ ɛ

3.1  

Secure by Design  

ֹḝᶶḞᶽḲᶷᶊ↨ ᶉ Ḍᴻḳᶱ

ᵸᶪᵾᶠᶊᴲ ḡḻḈᴻ ᶇ ᶊ ᵸᶘ

ᵬ ᶍḥᶹḻḐᶊᶃᵣᶅ  

 

3.2  

Tool Configurations  

ḝֹᶶᶹᶷᴴᶻᶾᴻḳᶍ ᴲ ᶍ

ᴲ ḏḘᶹḁḩᴻ᷀ᴻᵫ Ḍᴻḳᶱ

ᵸᶪ ᶊ ᵸᶪᵲᶇᵫ ᶝᵶᵣ

ᶊᶃᵣᶅ  

Ӥ ᶍ №ᶇḏᴻḇ  ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ NəIST CSF2.0 ḟḵḝᶶᶹḳɛ 
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ḝᶶḞᶽḲᶷᶊᵩᵰᶪ ᶎᴲḝᶾḐḦḁ᷄ ᶇᵶᶅ

ᶍ ᴲ ᶆᶍ טּ ᴲ ᶝᶩ ᶊ ᵸᶪḴ᷿Ḝᴴ

ḟḵḃḁᶍ ᴲ ᶍ טּ ᶊ ᵸᶪ

ᵫᵡᶪᴳᵲᶫᶨᶍ ᶎ ᵫ ᶊ ᵮᴲ ᵫ ᶱ╥

ᵬ ᵲᵸᶇ ᶊ ᵸᶪ ᶊᵩᵣᶅ ᶉ ᶱ

ᵮ ᵫᵡᶪ  G

 

ᵸᶘᵬ  

OT ╓ᶊᵩᵰᶪ ᶎᴲ ᶊḝᶶḞ᷿ḁḎḨᶽḲᶷᶆ

ᵴᶫᶪᵫᴲḝᶶḞᶽḲᶷᶊᵩᵣᶅᶡḝᶶḞᶽḲᶷ ᶒ Ḍᴻ

ḳ ᶊ ᵫ ᵸᶪᵾᶠƎ ḏᴻḇ ᵫ ᶇᶉ

ᶪ  G

᷄ḲᴻḻḳᴻḨ ᶎᴲ ḟḵḃḁ ᶍ ᴲ ᵸᶪ Ḍᴻḳ

ᶍ ᶣ ᶱ ᶠᶅ ᶍ⅛ᵣᶇᵸᶪ

ᶡ ᵣᴳᵼᶍᵾᶠᴲḝᶶḞᶽḲᶷ ᶆᶍ ᴴ☿ ᶍ ᴲ ḏוּ

Ḙᶹḁᶍ ᶞ ᶱ ᵸᶪ ᵫᵡᶪ  G

Ḍᴻḳ ᶊᶎᴲḴ᷿Ḝᶣ ᵫ ᵴᶫᶅ

ᵣᶪᴳ ᶊ ᵴᶫᶪ ᶊᶃᵣᶅᶡ ᶇᵶ

ᶅ №ᶱ ᵣᴲ ◖ ᶊᵩᵰᶪ ᶗᶍᶷ᷄ḃḁ ᶱ

ᵥᶇᶇᶡᶊᴲ ḩḻḎḒḻḁ ᶊᵩᵣᶅᶡᶷ᷄ḃḁ ᶣḏᴻḇ

ᶀ ᵶ ᶱ ᵥ ᵫᵡᶪ  G

ᶝᵾᴲ Ḍᴻḳᶍ ᶣ ᶊᵩᵣᶅᶎᴲ Ḍᴻḳ ᶍḁ

ḐḴᴻḀᶊ ᵴᶫᵾ ḏᴻḇᶍ ᶉ ᶱ ᵥ ᵫᵡᶪᴳ 

᷿ḏḻḐ 

Å ᵫ ᵸᶘᵬḏᴻḇ

ᵫ ♄ᴲ ᵵᶲᵴᶫ  ᶅ

Å GV.OC - 03  ᴴ ᶍ ᶍ  

Å ID.AM - 05 ᶍ  

 Fabֹ ᶗᶍ☼ ᶱ ᶛᵸ ᶍ  

Å ID.AM - 07  ḩḇḏᴻḇᶍ  

 FabֹḟḵḃḁḴ᷿Ḝᶍḩḇḏᴻḇᶍ  

Å ID.AM - 08 ᶍḱᶹḝ᷊ᶹ᷄ḳ  

 FabֹḴ᷿᷁ᴻ ᶇ ᶍ ◖  

Å PR.DS ᶅ ḏᴻḇḃ᷂ḭḲḎ  ᴜ

Å PR.IR - 02 ᶍ ≡ᵪᶨᶍ  

 Fabֹ᷄ḲᴻḻḳᴻḨ ᶍ  

≡ 

Å ℓ≥ᵡᶪᶽḻḎᶸḎᶸᶊᶧᶪ

ᵸᶘᵬḏᴻḇᶍ ᶀ ᵶ 

Å ᶍ ᶉ  

Å Ḯᴻ᷾ᴻᶗᶍᶉᶩᵸᶝᵶ 

 

 

Å ᶊⱲᶂᵾ ᶍ

ᵫ ᵴᶫᶅᵣᶉ  r

Å ᵸᶘᵬḏᴻḇᵫ ᵴᶫ

ᵾ᷿ḁḎḨᶊᵩᵣᶅᴲḃ᷂ḭ

ᶷᶆᶉᵣ ᵫᶉᵴᶫᶅᵣ  ᶅ

Å ᵸᶘᵬḏᴻḇᶍ ᶊ

ᵸᶪ ᶍ ᵫ

ᶆᶉᵣ 

 

ᶇᶉᶪ  

Å ḏᴻḇֹ  

Å ḚḐֹḝᶶḞᶽḲᶷ  

Å Ḍᴻḳᶗᶍᶷ᷄ḃḁ  

 

CəPSF ID  ɛ

Å L1_1_a_DAT 

Å L1_1_a_SYS 

Å L1_1_b_SYS 

Å L1_1_c_SYS 

Å L3_1_a_DAT 

Å L3_1_a_ORG 

Å L3_4_a_ORG 

Å L3_4_b_SYS 

CəPSF ID  ɛ

Å CPS.DS - 1 

Å CPS.DS - 2  

Å CPS.DS - 3  

Å CPS.DS - 4  

Å CPS.DS - 5  

Å CPS.DS - 9  

Å CPS.DS - 11  

Å CPS.DS - 14  

Å CPS.AM - 6  

Å CPS.GV - 3  

Å CPS.IP - 6  

SəEMI E187 ḲḝᶶḴḻḁ ɛ

3.3  

Move - in/Move - Out/Transfer  

ֹ Ḍᴻḳᶍ ᴲ ᴲ┌ ᶍ ᶊᴲ

ᶊ ᶱ ᵸᶪᵾᶠᶍ ᵸᶘ

ᵬḥᶹḻḐᶊᶃᵣᶅ  

 

3.7  

Secure data exchange  

ֹ Ḍᴻḳᶍ ᴲ ᴲ┌ ᶍ ᶊᴲ
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ᶊ ᶱ ᵸᶪᵾᶠᶍ ᵸᶘ

ᵬḥᶹḻḐᶊᶃᵣᶅ  

ӥ ᶷ᷄ḃḁᶍ ֩ ᴲ ᶞᴲ ֪ 

 

ḝᶶḞᶽḲᶷᶆᵡᶪ᷄ḲᴻḻḳᴻḨ ᶎᴲ ḟḵḃḁ ᶍ ᴲ

Ḍᴻḳ ᶣ ᶱ ᶠᶅ ᶍ

⅛ᵣᶇᵸᶪᴳᶝᵾᴲ Ḍᴻḳ ᶊᶃᵣᶅᶎ ᶆᶍḃ᷂ḭḲḎᶸ

◖ ᵫ ᶆᵡᶪᵾᶠᴲḝᶶḞᶽḲᶷᶗᶍ ᴲḏḘᶹḁᶍסּ

ᶞᴴ ᶠᵾ ᶱ ᵥ ᵫᵡᶪ G

ᶝᵾᴲḝᶶḞᶽḲᶷ ᶍ ᶎᴲ│ᶉᶪḩᴻ᷀ᴻᶍ Ḍᴻ

ḳᶱ ᵣᶅ ᵴᶫᴲ ︣ ᵴᶫᶪᵲᶇᵪᶨᴲ ᵮᶍ ḩ

ᴻ᷀ᴻᶇ ᵫ ᶏᶫᶅᵣᶪᴳ ḩᴻ᷀ᴻᶍḝᶸᴻḳḑᶽ

ḻḀḓᶷ ╢ᶍ ᶣ ᶠᵾ ◖ ᵫ ᶊ ᶮᶫᶪ

ᵫᵡᶪ֩ ᶊᶅ2Ǝ018 ᶞḏḘᶹ

ḁᵪᶨᶍḦḳᶻᶼᶷ ᶍ ᵫᵡᶪ֪G 

 

ᵸᶘᵬ  

ᶱ⅛ᵥḝᶶḞᶽḲᶷᶗᶍ ᶍ ᶎᴲḏḘᶹḁ

ᶗᶍ ᵪᶨ᷄ḲᴻḻḳᴻḨ ᶝᶆᶍ ᶆ ᵥ ᵫᵡᶪᴳ

ᶝᵾᴲḏḘᶹḁᶍ ᶞᶊ ᵶᶅᶎᴲ ᴴ☿ ᶍ ᴲ ḏḘᶹוּ

ḁᶍ ᶞᶍ ᶱ ᵸᶪ ᵫᵡᶪ  G

ᶮᵺᶅOHT ᶎ ᶆ︣ ᵸᶪᵾᶠᴲ

ᶱ ᵸᶪּס ᵫᵡᶪ ᶱ ᵸᶪḏḘᶹḁᶍ ᶞᶊ

ᶃᵣᶅᶡ ᵸᶪ ᵫᵡᶪ  G

ᶆ ᵮ ᶮᶫᶪḏḘᶹḁᶍ ᶊ ᵶᶅᶎᴲḝᶶḞᶽḲᶷᶗ

ᶍ ᵾᶉ Ḍᴻḳ ֩ḃḻ᷊ ḏḘᶹḁ ᶱ ᶟ֪ᶍ ᶊ

ᶧᶪḝᶶḞḕḋḐḷᴻ᷄ᶗᶍ ᴲ ᶒ Ḍᴻḳ ᶗᶍ

ᶊᶧᶪ ᶞḏḘᶹḁᶍ Ḍᴻḳᶗᶍ U֩SBᴲ᷿Ḳᶷḳᶣḕḋ

Ḑḷᴻ֪᷄ᵫ ᵸᶪᴳ ᶊᶎƎᶠᶨᶫᵾḃ᷂ḭḲḎᶸ

ᶱ ᵾ ᶆ ᵸᶪ◖ ᶱ ᵥ ᵫᵡᶪ  G

ᶊᵩᵰᶪḏḘᶹḁ ᶍḃ᷂ḭḲḎᶸ ᶊᵩᵣᶅ

ᶎᴲḦḳᶻᶼᶷ ḟḵḝḱḨᶍ ᶞᵿᵰᶆᶎᶉᵮᴲ Ḍᴻḳ

ᶊᵡᶪḴ᷿Ḝᶣ ᶍ ᶍ ᶀ ᵶ ᶡ

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᶉ ⌡ᶊᶧᶩᴲ

ᶣ ᶆᶉᵣḏᴻḇᶍ

ᴲ ᵶᶅᵣᶉᵣ

ᶗᶍḏᴻḇ ᵫ

ᵸ  ᶅ

Å ᶆ ᵶᶅᵣᶪ ╓

ᵪᶨ ᵸᶘᵬḏᴻḇᵫ

♄ᵸ  ᶅ

NəIST CSF2.0 ḟḵḝᶶᶹḳɛ 

Å DE.CM - 01  ḕḋḐḷᴻ᷄  

 Fabֹ ᶉ ḅḲḭᴻ᷿ḯḻ 

Å DE.CM - 02  ᶍ  

Å DE.CM - 03 ╢ᴴ ᶍ  

 Fabֹ ╢ᶍ ᶍ  

Å DE.CM - 09  ᷈ḻḜḭᴻḇᴴḏᴻḇᶍ  

≡ 

Å ᵫ ᶉᶽḲᶷᶊ

ᵸᶪ ᶉḚḐᶍ

ᶉ  

Å ℓ≥ᶱ ᶂᵾ

ᶍḚḐᶊᶧᶪ ᵵ  ɸ

Å ḃḻ᷊ᶍ ᴲ ᴲ

ᶍ ᵵ  ɸ

 

 

Å ᶽḲᶷᶍᶷ᷄ḃḁ

ᶣ ᶍ ḃ᷂ḭḲ

Ḏᶸ ᶱ ᵶᶅᵣᶉ  r

Å ᶉ ᵫḕḋḐḷᴻ᷄

ᶊ ᵴᶫᵾᵲᶇᶱ

ᶊ ᶆᵬᶉ  r

Å ᶉ ᶊᶧᶪḕḋḐḷ

ᴻ᷄ ֩ ᵡᶪᵣᶎ

֪ᶱ ᶆᵬᶉ  r

Å ᶽḲᶷᶍᶷ᷄ḃḁ

CəPSF ID  ɛ

Å CPS.CM - 2  

Å CPS.CM - 6  

Å CPS.MA - 2  

SəEMI E187 ḲḝᶶḴḻḁ ɛ

3.3  

Move - in/Move - Out/Transfer  

ֹ Ḍᴻḳᶍ ᴲ ᴲ┌ ᶍ ᶊᴲ

ᶊ ᶱ ᵸᶪᵾᶠᶍ ᵸᶘ

ᵬḥᶹḻḐᶊᶃᵣᶅ  

 

3.4 Vulnerability/Threat 

Assessment and Patch Management  

ֹḝᶶḞḕḋḐḷᴻ᷄ᶊ ᵴᶫᶪᶷḃḋḐ

ᶊ ᵶᶅᴲḲᶷḳḇᶹḨᶉ ᶉ ᵬᶍ ᴲ

ḙḋḉ ᴲḃ᷂ḭḲḎᶸ ≡ᶱ ᵸᶪ

ᶊᶃᵣᶅ  
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ᵸᶪ ᵫᵡᶪ  G

 

 

ᶱ ᶠᶪ ᶆᴲ ᶇᶉᶪ ᶉ ᶱ 4.4 ᶊ

ᵸ  G

ᶣ ᶍ ḃ

᷂ḭḲḎᶸ ᶱ ᵶᶅ

ᵣᶉᵣ 

 

ᶇᶉᶪ  

Å ḚḐ ֹ  

Å ḏᴻḇֹ  

Å ḪḖ ֹ ᶞḏḘᶹḁ 

 

CəPSF ID  ɛ

Å L1_1_a_SYS 

Å L2_3_b_SYS 

Å L2_3_c_SYS 

Å L2_3_d_SYS 

Å L3_1_a_SYS 

Ӧ ᶷ᷄ḃḁᶍ I֩D ᴲ ᶒᶷ᷄ḃḁ  ֪

 

ḌᴻḳᶊᶎḴ᷿Ḝ ḏᴻḇᵫ ᵴᶫᶅᵣᶪᵾᶠᴲ ᶉ

ᶷᶹḏḻḎᶸḎᶸ ᴲ ᶒᶷ᷄ḃḁ ᵫ ᶇᶉᶪᴳ 

ᶷ᷀ᶻḻḐᶎᴲ ◖ ᶊ ᵴᶫᶪᶷ᷀ᶻḻḐᶇᶇᶡᶊᴲ ḩ

ḻḎḒḻḁ ᵴᶫᶪᶷ᷀ᶻḻḐᵫ ᵸᶪᴳ 

ᶝᵾᴲ Ḍᴻḳᶎᴲ ḩᴻ᷀ᴻᶇ ᶱ ᵣḝᶸᴻḳḑ᷊ḥ

ᴻḐ ╢ᵫ ᴲ ᵶᶅ ꞌᶱ ᵥᴳᵴᶨᶊᴲ ḩᴻ᷀ᴻᵪᶨ

e- Diagnostics ᶱ ᵣᵾꜛ ᷊ᴻḛḁᵫ ᵴᶫᶪ

ᶡᵡᶪᴳ Ḍᴻḳᶍᶷ᷀ᶻḻḐ ᶎᴲ ḩᴻ᷀ᴻᶍ ≠

ᶍ ╢ᶱ ᶠᵾ ᵫ ᶮᶫᶪ ᵫᵡᶪ  G

 

ᵸᶘᵬ  

Ḍᴻḳᶗᶍ ᶷ᷄ḃḁᶎᴲ ᶍ ᶣ ᶍ

♄ᴲḴ᷿Ḝᶍ ᵵᶲ ᶊᶃᶉᵫᶪᵾᶠᴲ ᶉIAM I֩dentity 

and Access Management ֪ᶇᵶᶅᶷ᷀ᶻḻḐ ᶇ

ᶱ ᵥᵲᶇᵫ ᶆᵡᶪᴳᶷ᷀ᶻḻḐ ᶎᴲᵼᶍᶷ᷀ᶻḻḐᶍḱᶹ

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᶆ ᵶᶅᵣᶪ ╓

ᵪᶨ ᵸᶘᵬḏᴻḇᵫ

♄ᵸ  ᶅ

NəIST CSF2.0 ḟḵḝᶶᶹḳɛ 

Å GV.RR - 04 ḟḵḃḁᶍḃ᷂ḭḲḎ  ᴜ

 Fabֹ ᶷ᷄ḃḁᶍסּ  

Å PR.AA - 01  IDᴴ ᶍ  

 Fabֹ IHT ᷿ḁḎḨᶍᶷ᷄ḃḁ  

Å PR.AA - 02  ᶍ ID  

 Fabֹ ᶍ᷈ḻḎ᷂ḁḐ 

Å PR.AA - 03  Ḯᴻ᷾ᴻ  

 Fabֹᵸᶘᶅᶍ ᶗ ḩ᷀ḓḂḨᶱ  

Å PR.AA - 04  ID ᶷ᷊ᴻ᷿ḯḻ 

 FabֹḝᶶḞ᷿ḁḎḨᶇ ᶍID ᶷ᷊  ᴻ

         ᷿ḯḻ 

Å PR.AA - 05 ᴴ ᶍ  

 Fabֹ│ᶉᶪᶽḲᶷᶗᶍᶷ᷄ḃḁ  

Å PR.AA - 06 ᶷ᷄ḃḁᶍ  

 Fabֹ᷄ḲᴻḻḳᴻḨᶗᶍᶷ᷄ḃḁ  

≡ 

Å ᵶᵾ ID ᴲḙḁḷᴻḑ

ᶱ ᵶᵾ Ḯᴻ᷾

ᴻᶗᶍᶉᶩᵸᶝᵶ 

 

 

Å ᶗᶍᶷ᷄ḃḁᶊᶃᵣ

ᶅᴲ ᶍ Ḵḡḳ ᶊ

ᶮᵺᵾ ᶆḲ᷄ᶽḁḐ ᶱ

ᴴ ᵶᶅᵣᶉ  r

Å ᶠᶨᶫᵾ ᶊⱲᶂ

ᵾ ᶍ ᵫ ᵴᶫᶅ CəPSF ID  ɛ
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ḝ᷊ᶹ᷄ḳ ֩ ᴴ ᴴ ֪ᶱḏḘᶹḁḩᴻ᷀ᴻᶊᶧᶪ ᶉ

ḟḵḃḁᶣƎ ᵸᶘᶅᶍᶷ᷄ḃḁᶍ ᴲ ḟḵḃḁᶱ ᵸᶪ

ᵲᶇᶱ ᶟᴳ ᶊ ᵮᶍ ᶱ ᵸᶪ ᶊ ᵸᶪ ᶱᶡ

ᶃᶷ᷀ᶻḻḐP֩rivileged Account) ᶊᶃᵣᶅᶎ◖ ᶍ╗ ᶷ

᷀ᶻḻḐᶧᶩᶡ ᶉ ᶱᵥ ᵫᵡᶪ  G

ᶆ ᵴᶫᶅᵣᶪe- Diagnostics ᶱ ᵣᵾꜛ ᷊

ᴻḛḁ ᶊᶃᵣᶅᶎ ḏƎḘᶹḁḩᴻ᷀ᴻᶊᶧᶪᶉᶩᵸᶝᵶᶍ ᶣ

ᶍ ♄ ᶱ ᶠᵾ ᴲḵ᷅ ᴲ∆ ᶱטּ ᶟḃ᷂ḭ

ᶷᶉḅḲḭᴻ᷿ḯḻᶇḟḵḃḁᶍ ᶇ◖ ᶱ ᵥ ᵫᵡᶪ  G

ᵣᶉᵣ 

Å ᶒ ∫( :Ḯᴻ

᷾ᴻ/᷿ḁḎḨ )ᶱ

ᶊ ᵸ  ᶅ

 

ᶇᶉᶪ  

Å ḚḐֹ Ḍᴻḳᶗᶍᶷ᷄

ḃḁ  

 

CəPSF ID  ɛ

Å L1_1_a_SYS 

Å L1_1_b_SYS 

Å L1_1_a_DAT 

Å L2_1_c_SYS 

Å L3_1_a_DAT 

Å CPS.AC - 1 

Å CPS.AC - 4  

Å CPS.AC - 5  

Å CPS.AC - 6  

Å CPS.AC - 9  

Å CPS.IP - 1 

Å CPS.IP - 9  

SəEMI E187 ḲḝᶶḴḻḁ ɛ

3.6  

Local & Remote Accesses  

ֹ ᶷ᷄ḃḁᶱ ᵯᵾᶠᴲᶷ᷀ᶻḻḐ

ᶇ ᶍḥᶹḻḐᶊᶃᵣᶅ  
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3.2.2  OT ╓ḝᶶḞ᷿ḁḎḨᶽḲᶷᶍḲḁ᷄ ᶍᵾᶠᶍ  

ḏḘᶹḁ ᶍ ᶱטּ ᵸᶪ᷿ḁḎḨ ᶆᵡᶪᵆḝᶶḞ᷿ḁḎḨᶽ

ḲᶷᵇᶊᶃᵣᶅᶎᴲIT ╓ᶇ ᶊ᷊ᴻḘᴴ᷿ḁḎḨᶊ ᵸᶪ᷊ᶹḘᴻḃ᷂ḭḲḎ

ᶸ ᵫ ᶇᶉᶪᴳᵼᶍ ᶆᶡᴲ ḏḘᶹḁ ᶆᶍIT ╓ ᶇᶎ│

ᶉᶩᴲ ᶇ ᵸᶪᶘᵬ ᶇᵶᶅ∙ּזᶍ ᶃᶱ ≡ᶣ ᶍḲḁ᷄ ᶍ

ᵪᶨᶝᶇᶠᶅ ᵴGᶨᶊᴲ᷅ ḵᴻḘḳᶉ ḝḴᴻḨḷᴻ᷄ᶣḲḝᶶḴḻḁ֩NIST 

CSF2.0 ḟḵḝᶶᶹḳSƎEMI E187 ḲḝᶶḴḻḁ֪ ᶒCPSF

ᶇᶍ ᶱ ᵶᶅ ᵸ  G

 

3 - 5. OT ╓ḝᶶḞ᷿ḁḎḨᶽḲᶷᶍ  

  

ӡ᷿ḁḎḨּס  ︣ ᶊᵩᵰᶪḙḋḉ ᶠᵾ◖  

Ӣḏᴻḇ  ☿ ᴴ ᶱ⅛ᵥ Ḙḋ᷄ᶷḋḟᶇ ᶱ

ᵶᵾ ḲḁḐ  ʊ

ӣ᷊ᴻḘḳᴻḨᶍ  ḏᴻḇ ᶽḲᶷᶇᵶᶅᶍ  
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3 - 6. OT ╓ḝᶶḞ᷿ḁḎḨᶽḲᶷᶍḲḁ᷄ ᶍᵾᶠᶍ  

╓ᴴᶽḲ  ʊ  ᶒ ᵸᶘᵬ  CPSF ᵴᶫᶪḃ᷂ḭḲ

Ḏᶸᶹḻ᷿ḏḻḐ/Ḳḁ᷄  

֩ ≡Ǝ ᴲ ID  ֪

ᵸᶪNIST CSF2.0 ḟḵḝᶶ

ᶹḳ/ CPSF / SEMI E187 ḲḝᶶḴḻḁ 

OT  ḝᶶḞ

᷿ḁḎ

ḨᶽḲ

 ʊ

ӡ᷿ḁḎḨּס ֩ ︣ ᶊᵩᵰᶪ◖ ֪ 

 

ḝᶶḞ᷿ḁḎḨᶽḲᶷᶆᶎᴲḝᶶḞᶽḲᶷᶍ Ḍᴻḳ ᶍ ḟḵ

ḃḁᵩᶧᶒ ᶱMES SƎPC EƎDA ᶍ ᷿ḁḎḨᶊᶧᶂᶅ

ᵣ ᵲƎᶫᶨᶎ᷊ ᴻḘᴴḁḐḴᴻḀᴴḕḋḐḷᴻ᷄ ᶆᵴᶫᶪ ḝGᶶ

Ḟ᷿ḁḎḨᶽḲᶷᶍḃ᷂ḭḲḎᶸ ᶎᴲIT ╓ᶇ ᶊ

ᴴḙḋḉלּ ᶍ ᶱ ᵥᵫᴲ ︣ ᶣ᷿ḁḎḨ ᶍ

ᶱ ᶇᵶᵾ◖ ᵫ ᶆᵡᶪ  G

ᶉ◖ ᶇᵶᶅ EƎC ᷊ᶹḐᶇ ᶉ ᷊ᴻḛḁ ᶍ ᶆ

ᶍᶿḻḱᶹḻḙḋḉ ᶱ ᶠᶨᶫᶪGᵶᵪᵶƎ ḝᶶḞ᷿ḁḎḨᶗᶍ

ḙḋḉ ᶍ ᶊᶎᴲ᷿ḁḎḨ ᶍ ᶊᶧᶩᶿḻḱᶹḻ

ᵫ ᵧᶉᵣᶡᶍᶡᵡᶪᴳᵼᶍᵾᶠƎ ᶊ ᶨᶫᵾḱᶹḻ ᶍḩḻ

ḎḒḻḁ ᶊᶅ ᴴ ᵸᶇᶅᵣᵥ ᵫᵡᶪ  G

 

ᵸᶘᵬ  

ḝᶶḞ᷿ḁḎḨᶽḲᶷᶍ ᶇḙḋḉלּ ᶍ ᶊᶎᴲḇᶹḨ

ḱ᷅ᵫ ᵸᶪᴳ֩ḱᶹḻ ᶍḩḻḎḒḻḁḇᶹḧḻ᷅ᵫ ᵪ ᶣ

1 ∞ᶇᶉᶪ  ֪

ᶉ ᶇᵶᶅ IƎT ╓ᶇḝᶶḞ᷿ḁḎḨᶽḲᶷᶍ ╓ᶱᴲ

IT/OT DMZ ᶆ ᵶƎ ᶱ ᵶᵾ ꞌᶣƎ IPS/IDS ᶱ ᵣ

ᵾ│ ᶣּי ḙḋḉ ᶱ ᵸᶪᵲᶇᵫ ᶆᵡᶪG  

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᷿ḁḎḨᶣ ᶍ

ᵫ ᵸ  ᶅ

NəIST CSF2.0 ḟḵḝᶶᶹḳ  ɛ

Å PR.IR - 03 ḴḀḲᶽḻḁᶍ  

 Ecoֹ ḩ᷀ḓḂḨᶍ  

 E- ITֹḛḀḕḁ᷿ḁḎḨᶍᶷ᷄ḃḁᶍ┐ 

Å PR.IR - 04  Ḳḅᴻḁ ᶍ  

 EcoֹḲḅᴻḁ ᶍ  

 E- ITֹḲḅᴻḁ ᶍ  

≡ 

Å ᷿ḁḎḨᶱ ᵸᶪ ᴲ

ᶊ ᵸᶪ᷊ᴻḛ

ḁ  

Å ᶣ ᶍ ᵣ᷿ḁḎ

Ḩᶊᶧᶪ᷊ᴻḛḁ  

 

 

Å ︣ ᵸᶪ᷿ḁḎḨᶇᵶᶅᴲ↨

ᵫ ᵴᶫᶅᵣᶉ  r

Å ᶣ ᶍ ᵣ᷿ḁḎ

Ḩᶊᶧᶪ᷊ᴻḛḁ ᴲ

︣ ᶱ ᶇᵶᵾᴲ

ᶉḲḅᴻḁ( ᴲ

╓ᴲḁḐḴᴻḀ )ᵫ

ᵴᶫᶅᵣᶉ  r

 

ᶇᶉᶪ  

Å ᷿ḁḎḨ MֹES SƎPC ᴲ

EDA  

Å ḪḖֹ᷊ᴻḘᴲḁḐḴᴻḀᴲ

ḕḋḐḷᴻ  ᷄

 

CəPSF ID  ɛ

CəPSF ID  ɛ

Å CPS.DS - 7   
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Å L1_1_c_SYS 

Å L2_1_d_SYS 

Å L3_3_c_SYS 

Ӣḏᴻḇ ֩ Ḙḋ᷄ᶷḋḟᴲḲḁḐᶷ֪ 

 

ḝᶶḞᶍ᷿ḁḎḨᶎᴲḟḵḃḁ ᶍ ᶱ ᵥᶇᶇᶡᶊᴲ

ᴴ☿ ᶍḏᴻḇ ᶊᶧᶪ ᶇ ᶱ ᵥᵾᶠᴲ

ᶍḁḐḴᴻḀᶱ ᶇᵸᶪ G

ᶝᵾᴲ᷿ḁḎḨᶍ ᶣ ḏᴻḇᶍ ᶊᶎᴲ ᶱ

ᶠᵾ ᶍᵾᶠᶊᴲḘḋ᷄ᶷḋḟḏᴻḇᵪᶨḲḁḐᶷ ᶱ

ᵶᵾ᷿ḁḎḨ ᶱ ᵥ ᵫᵡᶪ G

 

ᵸᶘᵬ  

ḝᶶḞᶍ᷿ḁḎḨᶆᶎ ᶍḁḐḴᴻḀᶍḘḋ᷄ᶷḋḟᵫ ᶇ

ᶉᶪᵫᴲ ᶍᵾᶠᶍḲḁḐᶷ ᶱ ᵶᵾḘḋ᷄ᶷḋḟ

ᶍ ᵫ ᶆᵡᶪᴳ ᶮᵺᶅᴲḱḻ᷊Ḩᶻᶼᶷᶍ ᵫᴲḘḋ᷄ᶷ

ḋḟḏᴻḇᶊ ᶏᶉᵣᶧᵥᶊᴲ ᶣ ᵵᶲ ֩ᶿḝḱᶹḻᶣ

WORM ֪ ᶍḃ᷂ḭḲḎᶸ ᶱ ᵸᶪ ᵫᵡᶪᴳ 

ᶝᵾᴲ Ḍᴻḳ ᶊ ᵴᶫᶪḏᴻḇ֩ ᴲ ᴲḃ᷂ḭ

ḲḎᶸḵ᷅ ᶊ֪ᶃᵣᶅᶡᴲ ᶱ ᵶᵾḘḋ᷄ᶷḋḟ ᶱ

ᵸᶪᵲᶇᵫ ᶆᵡᶪ  G

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᶍḃ᷂ḭḲḎᶸᶹḻ᷿

ḏḻḐᶊᶧᶩ ᵫ

ᶊ ᶆᵬᶉ  r

NəIST CSF2.0 ḟḵḝᶶᶹḳ  ɛ

Å PR.DS - 11 ḏᴻḇᶍḘḋ᷄ᶷḋḟ 

 EcoֹḘḋ᷄ᶷḋḟḏᴻḇᶍ  

 E- ITֹ ḏᴻḇᶍ ᶉḘḋ᷄ᶷḋḟ 

Å PR.IR - 03 ḴḀḲᶽḻḁᶍ  

 Ecoֹ ḩ᷀ḓḂḨᶍ  

 E- ITֹḛḀḕḁ᷿ḁḎḨᶍᶷ᷄ḃḁᶍ┐ 

Å PR.IR - 04 Ḳḅᴻḁ ᶍ  

 EcoֹḲḅᴻḁ ᶍ  

 E- ITֹḲḅᴻḁ ᶍ  

Å RC.RP - 03 Ḙḋ᷄ᶷḋḟᶍ ᶍ  

 EcoֹḘḋ᷄ᶷḋḟᶍ ᶍ  

 E- ITֹḘḋ᷄ᶷḋḟᶍ ᶍ  

≡ 

Å ḏᴻḇᶱ ᵸᶪ ᶊ

ᵸᶪ  

Å ᶣ ᶍ ᵣ᷿ḁḎ

Ḩᶊᶧᶪ᷊ᴻḛḁ  

 

 

Å ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ

ᶊ ᶱ ᵸᶪ

ᵾᶠᶊ ᶉḏᴻḇᵫᴲ

ᶊ ᵴᶫᶅᵣᶉᵣᴲ

ᶎ ᵴᶫᶅᵣᶪᵫ

ᶊ ᵶᶉ  r

 

ᶇᶉᶪ  

Å ᷿ḁḎḨֹḝᶶḞ᷿ḁḎḨ

ᶍḘḋ᷄ᶷḋḟ᷿ḁḎḨ 

Å ḪḖֹḘḋ᷄ᶷḋḟ᷊ᴻḘᴲ

ḁḐḴᴻḀᴲḘḋ᷄ᶷḋḟ

 

 

CəPSF ID  ɛ

Å L1_3 _a_DAT  

Å L2_1_d _SYS  

CəPSF ID  ɛ

Å CPS.IP - 4  
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Å L3_3_c_SYS 

ӣ᷊ᴻḘḳᴻḨᶍ  

 

ḝᶶḞᶍ᷿ḁḎḨ ᶎᴲ ᶍḁḐḴᴻḀᶱ ᶇᵸᶪᶇᶇᶡᶊᴲ

ḝᶶḞᶽḲᶷᶍ ḌᴻḳᶇMES ḝᶶḞ᷿ḁḎḨᶎᴲ Ⱬ

ᶱ ᵰᵾ ᶉḕḋḐḷᴻ᷄ᶆ ᵴᶫᶪ ᵫᵡᶪᵾᶠᴲ

ᶊ᷊ᴻḘḳᴻḨᶱ ᵰᶪ ᵫᵡᶪ  G

ᶍ᷊ᴻḘḳᴻḨᶊᶎᴲḏḘᶹḁ ᶍ ︣ ᶱ ᵧᶪ

ᵴᶫᵾ᷊ᴻḘᴲḁḐḴᴻḀטּ ᶆ ᵴᶫᵾḝᶶḞ᷿ḁḎḨᵫ

ᵴᶫᴲ ◖ ᶱ ᵥ ᵫᵡᶪ G

ᶝᵾᴲḝᶶḞ᷿ḁḎḨ ᶍ᷊ᴻḘ ᶒḁḐḴᴻḀ ᶊᶎᴲ

ᵫ ᵴᶫᶪᵾᶠᴲ ᵸᶪ᷊ᴻḘḳᴻḨᶎᴲ ḏᴻḇ

ᶽḲᶷᶇᵶᶅᶍ◖ ᵴᶫᶪ ᵫᵡᶪ G

 

ᵸᶘᵬ  

᷊ᴻḘḳᴻḨᶆᶎ ᵫ ᵴᶫᶪᵾᶠᴲ ḏᴻḇ

ᶽḲᶷᶇᵶᶅᶍ ᵫ ᶆᵡᶪᴳ ᶊᶎᴲ ᶍᶷ᷄ḃḁ

֩ ᶍ ḳᴻḳ֪ᶣ ᷿ḁḎḨ֩CCD ᷀ḩḱᶊᶧᶪ

ᶣ ᴲḃḻ᷊ ֪ᴲ᷊ᴻḘḳᴻḨᶗᶍḏḘᶹḁ ᶞᴴ ᶀ

ᵶ ֩Ḙḋ᷄ᶷḋḟ ᶟ֪ ᶱ ᵸᶪ ᵫᵡᶪᴳ 

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᶆ ᵶᶅᵣᶪ ╓

ᵪᶨ ᵸᶘᵬḏᴻḇᵫ

♄ᵸ  ᶅ

NəIST CSF2.0 ḟḵḝᶶᶹḳɛ 

Å PR.AA - 06 ᶷ᷄ḃḁᶍ  

 Ecoֹ ╢ᶍ ᶩᶍ  

 E- ITֹ ᶍ ḃ᷂ḭḲḎᶸᶍ  

Å PR.PS - 04  ḵ᷅ ᶍ  

 Eco  ֹḵ᷅ᶍ ᶉ  

 E- ITֹ᷿ḁḎḨḵ᷅ᶍḝᶾᴻḦḋḐᶍ  

Å PR.IR - 02 ᶍ ≡ᵪᶨᶍ  

 Ecoֹ ≡ᵪᶨᶍ  

 E- ITֹ᷊ᴻḘᶍ ≡ᵪᶨᶍ  

Å DE.CM - 02  ᶍ  

 Ecoֹ ╓ᶗᶍ ᶷ᷄ḃḁᶍ  

 E- ITֹ ᶉ ᶷ᷄ḃḁᵪᶨᶍ  

≡ 

Å ᵫ ᶉᶽḲᶷᶊ ᵸᶪ

ᶉḚḐᶍ ᶉ  

Å ᶉᶽḻḎᶸḎᶸᶍ

 

Å ℓ≥ᵡᶪᶽḻḎᶸḎᶸᶊᶧᶪ

ᵸᶘᵬḏᴻḇᶍ ᶀ ᵶ 

 

 

Å ᶽḲᶷᶍᶷ᷄ḃḁ

ᶣ ᶍ ḃ᷂ḭḲ

Ḏᶸ ᶱ ᵶᶅᵣᶉ  r

Å ᶊⱲᶂᵾ ᶍ

ᵫ ᵴᶫᶅᵣᶉ  r

 

ᶇᶉᶪ  

Å ḪḖֹ᷊ᴻḘḳᴻḨ 

 

CəPSF ID  ɛ

Å L1_1_a_SYS 

Å L1_1_c_SYS 

Å L2_3_b_PEO 

Å L2_3_b_SYS 

Å L2_3_c_SYS 

Å L2_3_d_SYS 

Å L3_1_a_SYS 

CəPSF ID  ɛ

Å CPS.AC - 2  

Å CPS. IP - 5  

Å CPS. CM - 2  
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3.2.3  OT ╓ᶍ ᷊ᴻḛḁ ᶒ IT/OT DMZ ᶍḲḁ᷄ ᶍᵾ

ᶠᶍ  

ᶝᶩ ᶍ ᶣ᷈ḁḐḈᶻḻᶱ ᶠᶪᶆ  Ǝ OT ╓ᶊ ᵶᶅᵆ

᷊ᴻḛḁᵇᶱ ᵶᵾ ᶩ ᵫð ᵴᶫᶅᵣᶪᴳ ᶮᵺᶅOT ╓ᶱ IƎT

╓ ᶒᶹḻḇᴻḕḋḐᵪᶨ ᵶᶅ ᶪᵆIT/OT DMZ ᵇᶍ ᶇ ᶮᵺᶅ◖

ᵫ ᶮᶫᶪᴳᵲᶫᶨᶍ ᶇ ᵸᶪᶘᵬ ᶱᴲ∙ּזᶍ ᶃᶱ ≡ᶣ

ᶍḲḁ᷄ ᶍ ᵪᶨᶝᶇᶠᴲ᷅ḵᴻḘḳᶉ ḝḴᴻḨḷᴻ᷄ᶣḲḝᶶḴḻḁ

N֩IST CSF2.0 ḟḵḝᶶᶹḳSƎEMI E187 ḲḝᶶḴḻḁ֪ ᶒ

CPSF ᶇᶍ ᶱ ᵶᶅ ᵸ  G

 

3 - 7. OT ╓ᶍ ᷊ᴻḛḁ ᶒ IT/OT DMZ ᶍ  

  

ӡ ᷊ᴻḛḁ ֩᷄ḱᶻḑ᷊

ᴻḛḁ  ֪

OT ḝᶶḞ᷿ḁḎḨᶊᵡᶪḏᴻḇᶱᴲ᷄ḱᶻḑḏᴻḇ

᷊ᴻḛḁᶊ  

Ӣ ᷊ᴻḛḁ ֩ꜛ ᷊

ᴻḛḁ  ֪

ᶍ ḩᴻ᷀ᴻᵪᶨḝᶶḞᶽḲᶷᶊᵡᶪ Ḍ

ᴻḳᶗᶍꜛ ᷊ᴻḛḁ e֩ - Diagnostics  ֪

ӣIT/OT DMZ  OT ╓ᶱ ᵶᶅ ᶪIT/OT DMZ  
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3 - 8. OT ╓ᶍ ᷊ᴻḛḁ ᶒ IT/OT DMZ ᶍḲḁ᷄ ᶍᵾᶠᶍ  

╓ᴴᶽḲ  ʊ  ᶒ ᵸᶘᵬ  CPSF ᵴᶫᶪḃ᷂ḭḲ

Ḏᶸᶹḻ᷿ḏḻḐ/Ḳḁ᷄  

֩ ≡Ǝ ᴲ ID  ֪

ᵸᶪNIST CSF2.0 ḟḵḝᶶ

ᶹḳ/ CPSF / SEMI E187 ḲḝᶶḴḻḁ 

OT  ᷊

ᴻḛḁ 

ӡ ᷊ᴻḛḁ ֩᷄ḱᶻḑ᷊ᴻḛḁ֪ 

 

ᶝᶩ ᴴ᷈ḁḐ ᶍᵾᶠOƎT ḝᶶḞ᷿ḁḎḨᶊᵡᶪ

ḏᴻḇᶱ ᵣᶅᴲ᷄ḱᶻḑḏᴻḇ ᶱ ᵣᵾ᷊ᴻḛḁᶇ

ᵴᵺᵾ ᵫ ᶠᶨᶫᶅᵣᶪ  G

 

ᵸᶘᵬ  

᷄ḱᶻḑ᷊ᴻḛḁ ᶍ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ᶎᴲIT ╓ᶆ

ᶮᶫᶪ C֩SPM  ƎCWPP CƎASB  ƎCIEM SƎSPM ֪ᶇ

ᶊ ᵸᶪᴳ᷄ḱᶻḑ᷊ᴻḛḁᶱ ᵸ OᶅT ╓ᶍ᷿ḁḎḨ

ᶎ IƎT ╓ᶍ᷄ḱᶻḑ ḃ᷂ḭḲḎᶸ ᶇ ᵶᴲ

֩ḥḲ᷿ᴻḉᶼḋ᷄ ᶟ֪ᶱ ᵥ ᵫᵡᶪᴳ 

ᶊᴲ ᶇᶉᶪ ḏᴻḇᶱ ᵣᵾḏᴻḇ ᶍ᷄ḱᶻ

ḑ ᶊᵩᵣᶅᶎᴲḏᴻḇ ֩ ᴴ ᶍ∆ ᶷ᷄ḃḁ֪טּ

ᶊ ≥ᵶᶅᴲ᷄ḱᶻḑḃ᷂ḭḲḎᶸ ᶍ ᶱ ᵥ ᵫᵡ

ᶪ  G

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᷄ḱᶻḑᶆ ᵶᶅᵣᶪḏᴻ

ḇ ╓ᵪᶨ ᶍ  

ᵸᶘᵬḏᴻḇᵫ ♄ᵸ  ᶅ

Å ᷊ᴻḛḁᶍ ḉḫḕḳᶆ

ḃ᷂ḭḲḎᶸ ᵫ ᵶᴲ

≥ ᵶᶉᵣ ᴲטּ

ᵫ ᵸ  ᶅ

NəIST CSF2.0 ḟḵḝᶶᶹḳ  ɛ

*IT ╓ᶆ ᶮᶫᶪ᷄ḱᶻḑḃ᷂ḭḲḎᶸ

ᶱ  

≡ 

Å ḃ᷂ḭḲḎᶸ ᶍ ᶱ

ᵶᵾḦḳᶻᶼᶷ  

Å ᶣ ᶍ ᵣ᷿ḁḎ

Ḩᶊᶧᶪ᷊ᴻḛḁ  

 

 

Å ᶍ᷿ḁḎḨ/ḏᴻḇᶍ

᷊ᶹḘᴻ ᶊᵩᵰᶪ

ᶇᶍ ᶱ №ᵶᶅ

ᵣᶉᵣ 

Å ᶊḃ᷂ḭḲḎᶸ ᶍ│

ᶱ ᵮ ᵶᴲ ᵸ

ᶪᶧᵥᶉ ᶞᵫ᷿ḁḎḨ

ᶊ ᵴᶫᶅᵣᶉ  r

Å ᷊ᴻḛḁ᷊ḟḱᶹḬᴻᶊ

ᵶᶅᴲ ᴲ᷿ḁḎḨ ᶍ

ᶱ ᴲ ᶊ

CəPSF ID  ɛ

*IT ╓ᶆ ᶮᶫᶪ᷄ḱᶻḑḃ᷂ḭḲḎᶸ

ᶱ  
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ᵶᶅᵣᶉ  r

 

ᶇᶉᶪ  

Å ᷿ḁḎḨֹ᷄ḱᶻḑ᷊ᴻḛḁ 

Ӣ ᷊ᴻḛḁ֩ꜛ ᷊ᴻḛḁ ֪ 

 

ᶍ ḩᴻ᷀ᴻᵪᶨḝᶶḞᶽḲᶷᶊᵡᶪ Ḍᴻḳᶗᶍꜛ

/ ᷊ᴻḛḁ e֩ - Diagnostics ֪ᵫ ᶠᶨᶫᶅᵣᶪ G

 

ᵸᶘᵬ  

ḝᶶḞᶽḲᶷ OɥT ╓ᶗ ᵪᶨᶍḕḋḐḷᴻ᷄ ᶍ ᵫ

ᵸᶪ ᶎᴲ ᶣ ᶇᶍ ᶱ ᶠƎ ᶍ

ᶣ ᴲ ∫ ᶊᶃᵣᶅ ḃ᷂ḭḲḎᶸ

ᶇḲḁ᷄ ᶱלּ ᵣƎ IT ╓ᶇ ᶍḃ᷂ḭḲḎᶸ ᶱ ᵥ

ᵫᵡᶪ  G

ḲḪᴻḐᵪᶨᶍḕḋḐḷᴻ᷄ ᶎᴲ ᴲʋ ḻḇᴻḕḋḐᴲ

ᶉᶈᶍ╗ ᶉ ᶊᶧᶪ ᵿᵰᶆᶎᶉᵮ ḪƎḘᶹ

ḳḳᴻḇᴻ ᵫ ᵥ ᶣWiFi ᴲ♥

ᶉᶈᶍ ᶡ ᶫᶉᵮ ᶇᵶᶅ ᵣ ᵶƎḲḁ᷄ ᶱלּ

ᵥ ᵫᵡᶪ  G

ḝᶶḞᶽḲᶷᶊ ᵴᶫᵾ Ḍᴻḳᶗᶍꜛ ᶊ ᵶᶅᶎᴲ

︣ ᵸᶪ Ḍᴻḳᶊ ᵸᶪḃ᷂ḭḲḎᶸ ᵫ ᶇᶉᶪᵾ

ᶠ IƎT/OT DMZ ᶽḲᶷ ᶊ ᶊ ᶍḃ᷂ḭḲḎᶸ ᵫ ᶮᶫ

ᵾ JUMP ᷊ᴻḘ ᶱ ᵰᴲꜛ ᶍ ḮƎᴻ᷾ᴻ

ᶍᶉᶩᵸᶝᵶᶱ ᵯ ᶍ ֩טּ M֩FA֪ ֪ᴲ

ᶇ ḥᴻḐᶱ ᵶᵾ ᶱ ᵸᶪ ᶍ ᶱ ᵸ

ᶪᶇᶇᶡᶊᴲ ᶍ ♄ ᶱ ᶠᵾ ᴲḵ᷅ ᴲ∆ טּ

ᶱ ᶟḃ᷂ḭᶷᶉḅḲḭᴻ᷿ḯḻᶇḟḵḃḁᶍ ᶇ◖ ᶱv

ᵫᵡᶪ  G

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᵪᶨ ᶆ ᵶᶅ

ᵣᶪ ╓ᶗᶍℓ≥ᵡᶪᶽḻ

ḎᶸḎᶸᶊᶧᶪ ᶊᶧᶩᴲ

ᵸᶘᵬḏᴻḇᵫ ♄

ᵶᴲḏᴻḇᶱ ᶩ⅛ᵥ᷿ḁḎ

Ḩᵫ ᵸ  ᶅ

NəIST CSF2.0 ḟḵḝᶶᶹḳ  ɛ

*IT ╓ᶆ ᶮᶫᶪḲḪᴻḐᶷ᷄ḃḁ ᶱ

 

≡ 

Å ᷿ḁḎḨᶊᵩᵰᶪḃ᷂ḭḲ

Ḏᶸ ᶍ ᶱ ᵶᵾ

 

Å ℓ≥ᵡᶪᶽḻḎᶸḎᶸᶊᶧᶪ

ᵸᶘᵬḏᴻḇᶍ ᵶ 

Å ᵶᵾID ḙƎḁḷᴻḑ

ᶱ ᵶᵾ Ḯᴻ᷾ᴻ ᶗ

ᶍᶉᶩᵸᶝᵶ 

 

 

Å ᶍ᷿ḁḎḨ/ḏᴻḇ

ᶍ᷊ᶹḘᴻ ᶊᵩᵰᶪ

ᶇᶍ ᶱ

№ᵶᶅᵣᶉ  r

Å ᶊḃ᷂ḭḲḎᶸ ᶍ│

ᶱ ᵮ ᵶᴲ ᵸ

ᶪᶧᵥᶉ ᶞᵫ᷿ḁḎ

CəPSF ID  ɛ

*IT ╓ᶆ ᶮᶫᶪḲḪᴻḐᶷ᷄ḃḁ ᶱ
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Ḩᶊ ᵴᶫᶅᵣᶉ  r

Å ᷊ᴻḛḁ᷊ḟḱᶹḬᴻᶊ

ᵶᶅᴲ ᴲ᷿ḁḎḨ ᶍ

ᶱ ᴲ

ᶊ ᵶᶅᵣᶉ  r

 

ᶇᶉᶪ  

Å ᷿ḁḎḨֹꜛ ᷊ᴻḛḁ 

SəEMI E187 ḲḝᶶḴḻḁ ɛ

3.6  

Local & Remote Accesses  

ֹ ᶷ᷄ḃḁᶱ ᵯᵾᶠᴲᶷ᷀ᶻḻḐ

ᶇ ᶍḥᶹḻḐᶊᶃᵣᶅ  

ӣIT/OT DMZ ᶊᶧᶪ  

 

︣ ᶍᶉᵪ ᶍ Ḍᴻḳᶱ ᷿ḁḎḨᶇ

ᶍᵥᵧ ᶱ ᵥOT ╓ᶱ᷊ᶹḘᴻḃ᷂ḭḲḎᶸᶍ ≡ᵪᶨ

ᶪᵾᶠᶊ IƎT ╓ᶍḕḋḐḷᴻ᷄ᶣᶹḻḇᴻḕḋḐᵪDʝMZ ᶱ ᵰ

ᶅ ᶱ ᵥ  G

 

ᵸᶘᵬ  

OT ╓ᶇ IT ╓ ᶒᶹḻḇᴻḕḋḐ ᷊ᴻḛḁᶇᶍ ᶊᶃ

ᵣᶅᴲḏᴻḇḝḵᴻᶱ ᶊᵶᴲḏḝᶾḳḐ ḥḲ᷿ᴻᶇ

ᶍ ᶊ ᶄᵣᵾ ᶱ ᵣᴲ ᶉ ᶇ ᶉ

ᵶᶱ ᵸᶪ ᵫᵡᶪ  G

ᶝᵾᴲ ᵴᶫᶪḐḱḝᶸḋ᷄ᶍ ᵪᶨ│ ᶉ ᶪ ᵣᶱ ᴴ

ᵸᶪ ᶍ ᶱ ᵥ ᵫᵡᶪ  G

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᶣ ᶆᶉᵣḏᴻḇᶍ

ᴲ ᵶᶅᵣᶉᵣ

ᶗᶍḏᴻḇ ᵫ

ᵸ  ᶅ

NəIST CSF2.0 ḟḵḝᶶᶹḳɛ 

Å ID.AM - 03  ḕḋḐḷᴻ᷄ḏᴻḇḝḵᴻ  

 Fabֹ ᶉḏᴻḇḝḵᴻᶍ  

Å PR.DS - 02 ḏᴻḇᶍḃ᷂ḭḲḎᶸ  

 Fab Mֹ2M ḏᴻḇᶍ  

Å PR.PS - 04  ḵ᷅ ᶍ  

 FabֹḴ᷿᷁ᴻ ᶍḵ᷅  

Å PR.IR - 01 ᶍסּ  ᶷ᷄ḃḁᵪᶨᶍ  

  Fabֹ ᶍסּ ᶷ᷄ḃḁᵪᶨᶍ  

Å PR.IR - 02 ᶍ ≡ᵪᶨᶍ  

 Fabֹ᷄ḲᴻḻḳᴻḨ ᶍ  

Å PR.IR - 03  ḴḀḲᶽḻḁᶍ  

 FabֹḴḀḲᶽḻḁᶍ  

Å PR.IR - 04  Ḳḅᴻḁ ᶍ  

 FabֹḲḅᴻḁ ᶍ  

Å DE.CM - 01  ḕḋḐḷᴻ᷄  

 Fabֹ ᶉ ḅḲḭᴻ᷿ḯḻ 

Å DE.CM - 03 ╢ᴴ ᶍ  

 Fabֹ ╢ᶍ ᶍ  

Å DE.CM - 06 ᷊ᴻḛḁḟḵḘᶹḈᶍ  

 Fabֹ ᷊ᴻḛḁḟḵḘᶹḈᶍ  

≡ 

Å ᵵᶲ ᵴᶫᵾ ᶉḪ

Ḗ/᷿ḁḎḨᵪᶨᶍ ᶆ

ᶉᵣḏᴻḇᶍ  

 

 

Å ᶊᴲ

ᶱ ᴴ ᵶᶅᵣᶉ  r

Å ᶆḏᴻḇᵫ

ᶊ ᵴᶫᶅᵣᶉ  r

Å ᶗᶍ ᶉ

ᶱ ᶊ ᵶᴲ ᵸᶪ

ᶍ ꞌᵫᶆᵬᶉ  r
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ᶇᶉᶪ  

Å ḪḖ IֹT/OT DMZ  

 

CəPSF ID  ɛ

Å L2_3_c_SYS 

Å L3_2_b_DAT  

Å L3_3_a_SYS 

CəPSF ID  ɛ

Å CPS.AM - 4  

Å CPS.AM - 5  

Å CPS.AC - 3  

Å CPS.AC - 7  

Å CPS.AC - 8  

Å CPS.DS - 6  

Å CPS.DS - 9  

Å CPS.AE - 1 

SəEMI E187 ḲḝᶶḴḻḁ ɛ

3. 10  

Security Key Performance 

Indicators  

ֹ סּ ᶉḃ᷂ḭḲḎᶸ◖ ᶱ

ᵸᶪᵾᶠᶍḃ᷂ḭḲḎ KᴜPI ᶊᶃᵣᶅ
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3.3  ḏḘᶹḁ ᶍ ḚHḐ ᶊᵩᵰᶪḲḁ᷄ ᶍᵾᶠᶍ  

ḏḘᶹḁ ᶍḛḀḕḁ ᶊ ᶮᵺᵾḲḁ᷄ḦḕḀḩḻḐᶱ ᵸᶪ

ᵾᶠᶊᴲ ᴴ ᶍ ᶊᶧᶪ ᶇ ᵸᶘᵬ ᶱᴲ ≡ᶣ ᶍḲḁ᷄

ᶍ ᵪᶨ∙ּזᶍ ᶃᶊᶝᶇᶠᴲ᷅ḵᴻḘḳᶉ ḝḴᴻḨḷᴻ᷄ᶣḲḝᶶḴḻ

ḁ N֩IST CSF2.0 ḟḵḝᶶᶹḳSƎEMI E187 ḲḝᶶḴḻḁ֪

ᶒ CPSF ᶇᶍ ᶱ ᵶᶅ ᵸ  G

 

3 - 9. ḏḘᶹḁ ᶍ ḚHḐ ᶍ  

ӡ᷁ḘḒḻḁ֩ḛḀḕḁ ᶍ ᴲ ᴴ ᴴ ᶍ֪  

Ӣ ᴴ ꞌ֩ ᶍ ᶒ ↨ ᶍ┐ ֪ 

ӣ ᴴ᷊ḟḱᶹḉᶼᴻḻ ꞌ֩ ᴴ ᶍ┐ ֪ 

Ӥ ᶍ  

ӥḲḁ᷄ḦḕḀḩḻḐᴴḥḲ᷿ᴻᴴḴḀḲᶽḻḁ 

Ӧ◖ ֩ ᴴ ꞌᴴ ᴴ ֪ 

ӧ≥ ᶇḐḴᴻḓḻ  ᷅
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3 - 10. ḏḘᶹḁ ᶍ ḚHḐ ᶊᵩᵰᶪḲḁ᷄ ᶍᵾᶠᶍ  

╓ᴴᶽḲ  ʊ  ᶒ ᵸᶘᵬ  CPSF ᵴᶫᶪḃ᷂ḭḲ

Ḏᶸʋ ḻ᷿ḏḻḐ/Ḳḁ᷄  

֩ ≡Ǝ ᴲ ID  ֪

ᵸᶪNIST CSF2.0 ḟḵḝᶶ

ᶹḳ/ CPSF / SEMI E187 ḲḝᶶḴḻḁ 

ꞌ ӡ᷁ḘḒḻḁ֩ḛḀḕḁ ᶍ ᴲ ᴴ ᴴ ᶍ ֪ 

 

ḏḘᶹḁ ᶎᴲ ᶍּס ᴴ ᶱ ᶩ ᶱֹוᵾ

ᵸᶇᶇᶡᶊᴲ ֩ ᶒ ֪ᶍ ᴲ ᶣ

ᶗᶍ☼ ᶱ ᶠᵾ ꞌᶍḛḀḕḁ ᵫᵡᶪ ᶆᴲ ḁḙᶹ

ᶱ ᶠᵾ קּ ⱱ APT ᷊ᶹḘᴻḃ᷂ḭḲḎᶸᶍ ᵫ

ᵣ ᶱ ᵶᵾ ᶆ ᴴ ᴴ ᶍ ᵫ ᶆᵡᶪᴳ 

 

ᵸᶘᵬ  

ḏḘᶹḁ ᶎOT ╓֩ḝᶶḞᴲḝᶶḞ᷿ḁḎḨᴲḝᶶ᷿ḲḎ

ᶸ֪ᶍḲḁ᷄ᵫᶧᶩ ᵮƎ ᵫ ᵣḛḀḕḁ ᶱ ᵶ OƎT

╓ᶆᶍ ᴴ ᴴ ᶍ ᶱ ᵥ ᵫᵡᶪᴳ 

OT ḃ᷂ḭḲḎᶸ ᵫ ᶉᶪ ᶆᶎᶉᵮᴲ Ḳḁ᷄Ḧḕ

ḀḩḻḐᶇᵶᶅ∞ ᶄᵰᶨᶫᶪᶧᶊvᴲ ☺ ᶍ ᵣ᷈ḧḋḐḩḻḐ

ᶱ ᵸᶪ ᵫᵡᶪᴳᶝᵾOƎT ḃ᷂ḭḲḎᶸ ᶇᵶᶅᴲITקּ ḃ

᷂ḭḲḎᶸᶍ ᶊּנᵧᴲ ḟḵḃḁᶊ ᵣ ᶱ ᶃ

ᶍ ᴴ╔ ᶱ ᵲvᶇᵫ ᶠᶨᶫᶪG  

 

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶊᶧ

ᶩ ᶊ ᶆᵬᶉ  r

NəIST CSF2.0 ḟḵḝᶶᶹḳ  ɛ

Å GV.OC - 01  ᶍḧḋ᷿ḯḻᶍ  

 Ecoֹ ᶍ ᴴḟḵḃḁᶍ  

Å GV.OC - 02  ḁḎᴻ᷄ḣḳḈᴻᶍ  

 EcoֹḁḎᴻ᷄ḣḳḇᴻᶍ ᶍ  

Å GV.OC - 05  ᶍ ᴴוֹ ᶍ  

 Ecoֹ᷊ḟḱᶹḉᶼᴻḻᶍ ᶱ ᴴ  

Å GV.RR - 01  ᶍ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ  

 Ecoֹ ᶍ ᶍ ᶇ᷊ḥᴻḐ 

Å GV.RR - 02  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḦḕḀḩḻḐ 

 Ecoֹ ᴴ ᴴ ᶍ  

Å GV.RR - 03  Ḳḅᴻḁᶍ ᶩ ᶅ 

 Ecoֹ᷊ᶹḘᴻ ᶗᶍḲḅᴻḁᶍ ᶩ ᶅ 

Å GV.SC - 02 ᴴ ᶍ  

 Ecoֹ᷊ḟḱᶹḬᶍ ᶇ ᶍ ᶍ╗ 

Å RC.CO - 03  ᶍ  

 Ecoֹ ᶍ  

≡ 

All threats  

 

 

Å ḃ᷂ḭḲḎᶸ ᶱ ᶊ

ᵸᶪᵾᶠᶍ ᵫ

ᵴᶫᶅᵣᶉ  r

Å ᶇ ᷊֩ḟḱᶹ

Ḭᴻ ֪ᶇᶍ ᶒ

ᶱ №ᵶᶅᵣᶉ  r

 

ᶇᶉᶪ  

Å ḅ᷿᷂  ֹḏḘᶹḁḩᴻ᷀  ᴻ

 

CəPSF ID  ɛ

Å L1_1_a_ORG 

Å L1_3_a_ORG 

Å L1_3_b_ORG 

Å L1_3_c_ORG  

CəPSF ID  ɛ

Å CPS.AM - 7  

Å CPS.BE - 1 

Å CPS.BE - 2  

Å CPS.GV - 1 

Å CPS.RM - 1 

Å CPS.DP - 1 

Å CPS.CO - 3  
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Ӣ ᴴ ꞌ֩ ᶍ ᶒ ↨ ᶍ┐ ֪ 

 

ᶍḃ᷂ḭḲḎᶸᶊ ᵸᶪ ᶍ ᶣ ᶎ

ᶊ ᵶᶅᵣᶪᴳטּ ḏḘᶹḁ ᶊᵩᵣᶅᶎᴲּס ᶣ ᶍ

ᵡᶪ᷁ḁᴲ ᴲ ᶷḳ᷀Ḳ ᶍ טּ ᴲX ᶣ

ᶍ ᴲ ⅓ᴲ ᴲ︣דּ ֩ ᵬ ᶞᴲ ᶞ ᶞᴲ ֪

ᶊᶧᶩᴲ ᶒ ᶗᶍḲḁᵫ᷄ ᵷᴲᵼᶍ☼ ᶊ ᵶᶅᴲ

֩ ᶣ ↨ ♥ ֪ ꞌᵫ ᶆᵡᶪ G

ᶝᵾᴲḏḀḇḳᶍ ᶱᶡᶃ ᶱ᷊ᶹḘᴻḃ᷂ḭḲḎᶸᶍ ≡ᵪᶨ

ᶱ ᶪ ᶇᵶᵾﬞ ᷊ᶹḘᴻḴḀḲᶽḻḁ ᶗᶍ ꞌᶊᶃ

ᵣᶅᶡ ᵫ ᶇᶉᶪᴳ ᶊḃ᷂ḭḲḎᶸ ᶱ ᵧᶪ

Ḧᶹ᷄ḵḟḵḃḋ᷊ᴴ᷈ḻḐḵᴻḱᴲ ḇḻḙ Ḧᶹ᷄ḵḟḵḃḋ᷊ᴴ᷈

ḻḐḵᴻḱ ᴲ ᶉḏḀḇḳ ᶇᵶᶅᶍ ꞌᵫ ᶇᶉᶪᴳ 

 

ᵸᶘᵬ  

ᶍḃ᷂ḭḲḎᶸᶊ ᵸᶪ ᶍ ᶣ ᶍ

ᶍ ᶱ ᶊ ᵶᴲ ᶊ ᶍḳᴻḳᶱ ᴴ◖ ᵸ

ᶪ ᵫᵡᶪᴳ ᶮᵺᶅᴲ ᶇᶉᶪ ֩ ֹ TISAX ֪

ᶡ ᶠᶅ ꞌᵸᶪ ᵫᵡᶪ  G

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᶆ ᵴᶫᶅᵣ

ᶪ ᶍḃ᷂ḭḲḎᶸ

ᶱ ᶆᵬᶉ  r

Å NəIST CSF2.0 ḟḵḝᶶᶹḳɛ

GV.OC - 03 ᴴ ᶍ ᶍ  

 Ecoֹ ḝḴᴻḨḷᴻ᷄ᶗᶍ  

≡ 

All threats  

 

 

Å ᵸᶘᵬ ᶱ

ᵶᶅᵣᶉᵣᵪᴲ ᶊ

ᵶᵾ ᶍḳᴻḳ

ᶱ ᴴ◖ ᵶᶅᵣᶉ  r

Å ᵸᶘᵬ ᶱ

ᵶᶅᵣᶉᵣᵪᴲ ᶊ

ᵶᵾ ᶍḳᴻḳ

ᶱ ᵶᶅᵣᶉ  r

Å ᶆ ᵴᶫᶅᵣᶪ

ḟḵ᷿ᴻḀḫᵫ ᵸᶪ

ᶱ ᵸᶪᶧᵥ

ᶉ ᶇᶉᶂᶅᵣᶉ  r

 

ᶇᶉᶪ  

Å ḅֹ᷿᷂ḏḘᶹḁḩᴻ᷀ᴻ 

 

CəPSF ID  ɛ

Å L1_1_a_SYS 

Å L1_2_a_ORG 

Å L1_2_a_COM 

Å L1_2_a_SYS 

Å L1_2_a_PRO 

Å L1_2_a_DAT 

CəPSF ID  ɛ

Å CPS.GV - 2  

Å CPS.GV - 3  

Å CPS.DP - 2  
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ӣ ᴴ᷊ḟḱᶹḉᶼᴻḻ ꞌ֩ ᴴ ᶍ┐ ֪ 

 

ᶎᴲ ᶊ ᵴᶫᶪ ↨ ᶍ ᶆᵡᶪᴳ

ᶝᵾᴲ ᶗ ḉḋḟᶍ ᶣ ᶍ ᶱ ᵾᵸ

ᶇᶇᶡᶊᴲ↨ ᶉ ᶆ ᶆᶍ ᶱ ᶠᵾ ᶱֹוᵾᵸ

ᵫᵡᶪ֩ ᵪᶨ ᵫ ᶠᶨᶫᶪ֪ᴳ 

ḏḘᶹḁ ᶎᴲ᷄ḲᴻḻḳᴻḨᴴḝᶶ᷿ḲḎᶸ ᶇ

ḟḵḃḁ ᶱ ᵸᶪ Ḍᴻḳᶣ ᶱ ᵶᴲ

ᵾᶩᶍ ᵫ100 +ⱦ∙ ᶇ ᶇᶉᶪᵾᶠ

ᵫ ᶨᶫᶪᴳ֩ ⌐ᶉ ᶎᶉᵣ ֪

ᶍ ḲᴻḑḇᶹḨᶎ3Ǝ ᵪ 5 ᵪ ᶇ ᵣᵾᶠᴲ

ḏḘᶹḁ ᶍ ḱᶹḻ ᶍ ☼ ᶱ ᶝᵧᵾ ᶣḲḁ

᷄ ᶍ ᵫ ᶇᶉᶪ  G

 

ᵸᶘᵬ  

ᶊ ᵶᶅᶎᴲ ḱᶹḻ ☼ ᶱ ᶝᵧᵾ↨ ᶍ

֩ 20 ֪ᶍᵥᵧᴲ ᶊ ᶮᵺᵾ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ

ꞌᶱ ᵥ ᵫᵡᶪ  G

ᶮᵺᶅᴲᶹḻ᷿ḏḻḐ ᶊ ᶊ ᶮᶪ ∫ᶱ ᵶᴲטּ

ᶗᶍ☼ ᶱ ᵧᶪᵾᶠᶍ ᶣ◖ ᶍ ᶱ ᵥ

ᵫᵡᶪ  G

ᵫ ᵬᵣ ᶊᶎᴲᶔᶪᶝᵣᶣ│ ᶍḪḓḇḲḻ᷅

ᶱ ☼ᵶᴲטּ ∫ᶱ ᵸᶪḦᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻᶊᶧᶪטּ

ꞌ ᶍḲḁ᷄ ᶱטּ ᵸᶪ ᵫᵡᶪᴳ ᵪᶨ ᶠᶨᶫ

ᶪ᷊ḟḱᶹḉᶼᴻḻᶆᶍ ᶇᵶᶅᴲ↨ ᶉ ᶇᶇᶡᶊᴲ

↨ ᶉ ᶆ ᵫᵩᵲᶉᶮᶫᶅᵣᶪᵲᶇᶱ ᵸᶪ ᵫᵡ  ᶅ

֩ ᶊ≥ ᶊ ᶞ ᶝᶫᶪℓ≥ᶍᵡᶪ ᶣ ᶆᵡᶪḗᴻ

ḑᶻᶼᶷḐḵᴻḀḫḻᶎᴲ ᵿᵰᶆᶎᶉᵮᴲ ᶆ ᶮᶫᶪּס

ᶡ ᶝᵧᵾ ᶣᴲ ᶆᶍ ᵫ ᶆᵡᶪ֪G  

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᶍḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐᶊᶧᶩ ᵫ

ᶊ ᶆᵬᶉ  r

Å ᶍḃ᷂ḭḲḎᶸᶹḻ᷿

ḏḻḐᶊᶧᶩ ᵸᶪ

ᵫ ᶊ ᶆᵬᶉ  r

Å ᵸᶪ ᶍḃ᷂ḭḲḎ

ᶸᶹḻ᷿ḏḻḐᶊᶧᶩ

ᵫ ᶊ ᶆᵬᶉᵣ 

NəIST CSF2.0 ḟḵḝᶶᶹḳɛ 

Å GV.OC - 04  ḁḎᴻ᷄ḣḳḈᴻᶍ  

 Ecoֹ ᶍ ᶍ  

Å GV.RM - 05  ᷈ḧḭḓ᷆ᴻ᷿ḯḻḱᶹḻᶍ  

 Ecoֹ᷊ḟḱᶹḉᶼᴻḻḲḁ᷄ ḟḵḃḁ 

Å GV.SC ᶅ 

᷊ᶹḘᴻ᷊ḟḱᶹḉᶼᴻḻḲḁ᷄ḦḕḀḩḻḐ 

Å ID.AM - 04  ᷊ᴻḛḁ   

 EcoֹᶹḻḡḻḐḲᶍ┐ 

Å PR.IR - 03  ḴḀḲᶽḻḁᶍ  

 Ecoֹ ḩ᷀ḓḂḨᶍ  

≡ 

All threats  

 

 

Å ᶉ ᶡ ᵬ ᶲᶆ

ḃ᷂ḭḲḎᶸᶊ ᶮᶪḲḁ᷄

ḦḕḀḩḻḐᵫ ᵴᶫᶅ

ᵣᶉᵣ 

Å ḃ᷂ḭḲḎᶸ ᶊᶧᶪ

ᶱ ᵰᵾḪḖ( )ᴴ᷊

ᴻḛḁᵫ ᵷ  ᶅ

Å ᵫ ᵸ /ᶅᵴᶫᶪ

ḪḖ( )ᶊ ᵸᶪ

ᵫ ᵴᶫᶅᵣᶉ  r

 

ᶇᶉᶪ  

Å ḅֹ᷿᷂ḏḘᶹḁḩᴻ᷀ᴻ 

 

CəPSF ID  ɛ

Å L1_1_a_ORG 

Å L1_1_a_PRO 

Å L1_1_b_ORG 

CəPSF ID  ɛ

Å CPS.SC ᶅ 

Å CPS.BE - 3  

Å CPS.RP - 4  

Å CPS.AM - 2  

Å CPS.AM - 3  
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Å L1_1_b_PRO 

Ӥ ᶍ  

 

ḏḘᶹḁ ᶆᶎᴲ ᴲ ḵᴻḑḦḋḟᴲ

ᶍ ḏᴻḇᶇᶇᶡᶊᴲ ḏḘᶹḁ ᶊᵩᵰᶪḴ᷿Ḝᶣḟ

ḵḃḁ ֩ḝḵᴻᶣ ֪ ᴲ ᶊᵩᵰᶪ ♬ᶊ ᶮᶪ ᶝ

ᶩᶣᴲ ᶍ ᶊᶧᶪ ᴲ ᶍ ᶍ ᶉ

ᶱ⅛ᶂᶅᵩᶩᴲ ᶉ ᵫ ᶮᶫᶪ G

 

ᵸᶘᵬ  

ᶎᴲ᷄ḲᴻḻḳᴻḨ ᶊ ᵴᶫᶪ Ḍᴻḳ ֩ḩ

ᴻ᷀ᴻ ֪ᶣᵼᶍ ḴᶹᶷᶻḐᶍ ᴲ ᶊ ᶝᶫᶪ

ḏᴻḇᶉᶈᵫ ᵸᶪᴳᵼᶍᵾᶠᴲ ᶗᶍ ᶍ סּ

ᶣ ☼ ᶍ ᶉᶈᴲ ḟḵḃḁᶱ ᵰᶅ ᴴ ᶱ ◖v

ᵫ ᶆᵡᶪ  G

ᵫ ᶝᶫᶪ Ḍᴻḳᶎᴲ ḩᴻ᷀ᴻᶊᶧᶪ

ᶊᶧᶩᴲḝᶸᴻḳḑ᷊ḥᴻḐḩḻḘᴻᶊᶧᶪ ᴴ ᴴꜛ ᵪᶨ

Ḍᴻḳᶗᶍ ḩḻḎḒḻḁ ᶆᶍᶷ᷄ḃḁᵫ ᶮᶫᶪᵾᶠᴲ

ᶉᶷᶹḏḻḎᶸḎᶸ ᴲ ᶒᶷ᷄ḃḁ ᵫ ᶆᵡᶪᴳ 

 

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ᶍ ᵸᶘᵬḏᴻḇ

ᵫ ♄ᴲ ᵵᶲᵴᶫ  ᶅ

NəIST CSF2.0 ḟḵḝᶶᶹḳɛ 

Å ID.AM - 05 ᶍ  

 ֹ ᶍ  

Å PR.IR - 02 ᶍ ≡ᵪᶨᶍ  

 ֹ ≡ᵪᶨᶍ  

Å RC.RP - 04 ◖ ᶍ  

 ֹ◖ ᶍ  

≡ 

Å ℓ≥ᵡᶪᶽḻḎᶸḎᶸᶊᶧᶪ

ᵸᶘᵬḏᴻḇᶍ ᵶ 

Å ᶍ ᶉ  

Å Ḯᴻ᷾ᴻᶗᶍᶉᶩᵸᶝᵶ 

 

 

Å ᶠᶨᶫᵾ ᶊⱲᶂ

ᵾ ᶍ ᵫ ᵴᶫᶅ

ᵣᶉᵣ 

Å ḏᴻḇᶱ ᵸᶪ ᴲ᷿

ḁḎḨ ᶍ↨ ᶱ ᵶ

ᶅᵣᶉᵣ 

Å ᶗᶍᶷ᷄ḃḁᶊᶃ

ᵣᶅᴲ ᶍ Ḵḡḳ

ᶊ ᶮᵺᵾ ᶆḲ᷄ᶽḁ

Ḑ ᶱ ᴴ ᵶᶅᵣᶉr 

 

ᶇᶉᶪ  

Å ḅֹ᷿᷂ḏḘᶹḁḩᴻ᷀ᴻ 

Å ḅֹ᷿᷂ ḩᴻ᷀ᴻ

֩ ᴲ ᴲ ḩᴻ

᷀ᴻ  ֪

 

CəPSF ID  ɛ

Å L1_1_a_DAT 

Å L1_1_a_SYS 

CəPSF ID  ɛ

Å CPS.AM - 6  

Å CPS. BE- 3  

Å CPS. DS - 8  
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Å L1_1_b_SYS 

Å L3_1_a_DAT 

Å L3_1_a_SYS 

Å L3_1_c_ORG 

ӥḲḁ᷄ḦḕḀḩḻḐᴴḥḲ᷿ᴻᴴḴḀḲᶽḻḁ 

 

ḏḘᶹḁ ᶊᵩᵣᶅᶎᴲ ᶊOT ╓ᶊᵩᵰᶪ᷊ᶹḘᴻḃ

᷂ḭḲḎᶸᶍ☼ ᵫ ᵮOƎT ╓ᶍ ᶊᵩᵰᶪ ᶱ ᵶᵮ

№ᵸᶪᵾᶠᶍḲḁ᷄ ᴲḦḕḀḩḻḐᴲḥḲ᷿ᴻᶍלּ ᴲBCP ᶗ

ᶍ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ᶍ ᶩ ᶞᵫ ᶆᵡᶪ  G

 

ᵸᶘᵬ  

ḏḘᶹḁ ᶍ ᶣ ᵸᶘᵬ ᶱ ᶝᵧᴲ ᶍḛḀ

ḕḁ ᶊ ᶮᵺᵾḲḁ᷄ḦḕḀḩḻḐᴲḥḲ᷿ᴻᴲ ᶍ

ᶱ ᵥᵲᶇᵫ ᶆᵡᶪ  G

 

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ

ᶊᶧᶩ ᵫ ᶊ

ᶆᵬᶉ  r

NəIST CSF2.0 ḟḵḝᶶᶹḳɛ 

Å GV.RM ᶅ Ḳḁ᷄ḦḕḀḩḻḐ  

Å GV.PO ᶅ ḥḲ᷿  ᴻ

Å GV.OV ᶅ  

Å ID.IM ᶅ  

≡ 

All threats  

 

 

Å ḃ᷂ḭḲḎᶸᶊ ᶮᶪḲḁ

᷄ḦḕḀḩḻḐᶍ ᶉ

ᵫ ᵶᶅᵣᶉ  r

Å ᶉ ᶊ ᶄᵬᴲ

ᶉ ᶡ ᵬ ᶲ

ᶆḃ᷂ḭḲḎᶸᶊ ᶮᶪḲ

ḁ᷄ḦḕḀḩḻḐᵫ ᵴ

ᶫᶅᵣᶉ  r

 

ᶇᶉᶪ  

Å ḅֹ᷿᷂ḏḘᶹḁḩᴻ᷀ᴻ 

 

CəPSF ID  ɛ

Å L1_1_a_ORG 

Å L1_1_a_PRO 

Å L1_1_b_ORG 

Å L1_1_b_PRO 

Å L1_1_c_ORG 

Å L1_1_c_PRO 

CəPSF ID  ɛ

Å CPS.GV ᶅ 

Å CPS.RA - 4  

Å CPS.RA - 6  

Å CPS.GV - 4  

Å CPS.RM ᶅ 

Å CPS.SC - 6  

Å CPS.SC - 7  

Å CPS.SC - 11  

Å CPS.IP - 7  

Å CPS.DP - 4  

Å CPS.RP - 3  

Å CPS.CO - 2  

Å CPS.CO - 3  

Å CPS - IM ᶅ 
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Ӧ◖ ֩ ᴴ ꞌᴴ ᴴ ֪ 

 

ᶹḻ᷿ḏḻḐ ᶍ ᶗᶍ☼ ᶱ ᵸᶪᵲᶇᶱ ᶊᴲḕḋḐ

ḷᴻ᷄ᶇ᷿ḁḎḨᶱ ᵶᶅḃ᷂ḭḲḎᶸ ᶍ ᶱ ᵶᴲḏᴻ

ḇ ᶊᶧᶩ ≡ᶣᶹḻ᷿ḏḻḐᶍ ᶱ ᵸᶪᴳᶝᵾᴲ ᶉᶷ

᷿᷄ḯḻᶱ ᶂᶅᶹḻ᷿ḏḻḐᶱ ᵷ ᶠᴲ ᶊ ᶱ ᵥ ᵫ

ᵡᶪ  G

 

ᵸᶘᵬ  

᷊ᶹḘᴻ ≡ᶍ ᶇ ꞌᶍ ᶎᴲ ᶷḱᴻḐᶊ ꞌᵶᶅḏᴻ

ḇ ᶱ ᵭᴲ☼ ᶱ ᶊ ᵧᴲּס ᶉ ᶩ ᶊ ᶱ

ᵴᵺᶪᵲᶇᶆᵡᶪᴳᶉᵩᴲ ᶇᶉᶪ ᶊ ᵶᶅᶹḻ᷿ḏḻḐᶍ

ᶣ ᶊ ᵸᶪḵ᷅ ᶍ ᶱ ᵣᴲ ᶍOT ╓ᶊ

ᵶᵾᶹḻ᷿ḏḻḐטּ ꞌ F֩SIRT ֪ᶍ ᶱ ᵥ ᵫᵡᶪ G

 

 

ᶱ ᶠᶪ ᶆᴲ ᶇᶉᶪ ᶉ ᶱ 4.3 ᶊ

ᵸ  G

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ

ᶊᶧᶩ ᵫ ᶊ

ᶆᵬᶉ  r

NəIST CSF2.0 ḟḵḝᶶᶹḳɛ 

Å DE.AE ᶅ ᶍ  

Å RS.MA ᶅ ᶹḻ᷿ḏḻḐ  

Å RS.AN ᶅ ᶹḻ᷿ḏḻḐ  

Å RS.CO ᶅ 

ᶹḻ᷿ḏḻḐ ꞌᶍ ᶇ᷈ḧḭḓ᷆ᴻ᷿ḯḻ 

Å RS.MI ᶅ ᶹḻ᷿ḏḻḐᶍ  

Å RC.RP ᶅ ᶹḻ᷿ḏḻḐ ᶍ  

Å RC.CO ᶅ 

ᶹḻ᷿ḏḻḐ ᶍ᷈ḧḭḓ᷆ᴻ᷿ḯḻ 

≡ 

All threats  

 

 

Å ḃ᷂ḭḲḎᶸ ᶱ ᶊ

ᵸᶪᵾᶠᶍ ᵫ

ᵴᶫᶅᵣᶉ  r

Å ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ

ᶊ ᶊ ꞌᵸᶪᵾᶠᶍ

ᵫ ᵴᶫᶅᵣᶉ  r

Å ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ

ᶊ ᶉᶷ᷿᷄ḯḻ

ᶱ ᶪᵲᶇᵫᶆᵬᶉ  r

Å ᶊᵩᵰᶪḃ᷂ḭḲḎ

ᶸᶹḻ᷿ḏḻḐᶗᶍ ꞌ

ᵫ ᵴᶫᶅᵣᶉ  r

Å BCP ᶊḃ᷂ḭḲḎᶸᶹḻ᷿

ḏḻḐᵫ∞ ᶄᵰᶨᶫᶅ

ᵩᶨᵹᴲḃ᷂ḭḲḎᶸᶹḻ᷿

ḏḻḐ ᶊ ᶍ

ᶊ ᵫ ᵷ  ᶅ

 

ᶇᶉᶪ  

Å ḅֹ᷿᷂ḏḘᶹḁḩᴻ᷀ᴻ 

 

CəPSF ID  ɛ

Å L1_3_a_ORG 

Å L1_3_a_PEO 

CəPSF ID  ɛ

Å CPS.AE ᶅ 

Å CPS.DP - 2  

Å CPS.DP - 3  

Å CPS.RP ᶅ 

Å CPS.CO ᶅ 

Å CPS.AN ᶅ 

Å CPS.MI ᶅ 

SəEMI E187 ḲḝᶶḴḻḁ ɛ

3.8  

Prevent, Detect and Response  

ḝֹᶶḞᶽḲᶷᶱ ᵸᶪᵾᶠᶍḃ᷂ḭ

ḲḎᶸ ᴲ᷊ᶹḘᴻ ᶍ ᴲ ᵷ ᶠᴲ

ᶍḥᶹḻḐᶊᶃᵣᶅ  
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Å L1_3_a_DAT 

Å L1_3_a_PRO 

Å L2_1_b_PRO 

Å L2_1_c_PRO 

Å L2_2_a_PRO 

ӧ≥ ᶇḐḴᴻḓḻ  ᷅

 

ḏḘᶹḁ ᶎᴲ ᶊᵩᵰᶪ ᶗᶍ☼ ᵫ ᵬ

ᵮᴲḝᶶḞᶽḲᶷᶆᶎᴲ ᶍ ᶊᶃᶉᵫᶪ ᶍ

ᶩ⅛ᵣᵫᵡᶩᴲ ḁḙᶹᶱ ᶠᵾ קּ ⱱ APT

ᵫ ᵣ ᶆᵡᶪᴳ ḏḘᶹḁ ᶊᵩᵣᶅᶎᴲ ḟḵḃ

ḁᶱ ᵧᶪ ╢ ᶒ ḩᴻ᷀ᴻ ḩᴻ᷀ᴻᶍ ᶠᵾ

≠ ᶇᶇᶡᶊ ᶊ ᵮᶍḚḐᶊᶧᶂᶅ ᵧᶨᶫᶅᵣᶪᴳ 

 

ᵸᶘᵬ  

BCP ᶊᶎᴲ᷊ᶹḘᴻḃ᷂ḭḲḎᶸᶍḲḁ᷄ᵫ ᵴᶫᶅᵩᶩᴲ

ᶱ ᶂᵾ ᶊ ᵧ OƎT ╓ᶍᵸᶘᶅᶍ ֩ ╢ᴴ ≠

֪ᶗOT ╓ᶱ ᶠᵾ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ╔ᴴ ᶱ ᵸ

ᶪ ᵫᵡᶪ  G

OT ╓ᶍ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ╔ᴴ ᶍ ᶎᴲ ᶱ ᶩ

ᵮ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ≡ᶣ ᶊꞌᵷᶅ ᶊ ᵸ

ᵫᵡᶪ  G

OT ḃ᷂ḭḲḎᶸᶱ ᵥ ᶗᶍᴲ ᶊ ᶉḐḴᴻḓḻ᷅ᶣ

᷿ḧḭḴᴻ᷿ḯḻᶱ ᵷᶅᴲᶹḻ᷿ḏḻḐ ꞌ ᶱ ᶊ ᵴ

ᵺᶪᶇᶇᶡᶊᴲḁ᷂ḳḦḋḟᶱ ᵸᶪᵲᶇᶆ ᶉ טּ

ᶇ ᶍטּ ᵫּס ᶇᶉᶪ  G

ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ

᷿ḏḻḐ 

Å ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶊ

ᶧᶩ ᵫ ᶊ

ᶆᵬᶉ  r

NəIST CSF2.0 ḟḵḝᶶᶹḳɛ 

Å PR.AT ᶅ ≥ ᶇḐḴᴻḓḻ  ᷅

Å ID.IM - 02 ᶍ  

 ֹ᷊ḟḱᶹḉᶼᴻḻ ᶍ ᶍ 

≡ 

All threats  

 

 

Å ᵫ ᶮᶩᵥᶪḃ᷂ḭḲ

ḎᶸᶣḃᴻḝḎᶸᶊ ᵸᶪ

Ḳḁ᷄ᶊ ᵶᶅ ᶉ

ᶱ ᵶᶅᵣᶉ  r

Å ᶍ ᵸᶘᵬḏᴻ

ḇᶍḃ᷂ḭḲḎᶸ ᶍ⅛ᵣ

ᶊᶃᵣᶅᴲ ᵫ

ᶊ ᵶᶅᵣᶉ  r

Å ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ

ᶊ ᶉᶷ᷿᷄ḯḻ

ᶱ ᶪᵲᶇᵫᶆᵬᶉ  r

 

ᶇᶉᶪ  

Å ḅֹ᷿᷂ḏḘᶹḁḩᴻ᷀ᴻ 

 

CəPSF ID  ɛ

Å L1_1_a_PEO 

Å L1_1_b_PEO 

CəPSF ID  ɛ

Å CPS.AT ᶅ 

Å CPS.SC - 9  

SəEMI E187 ḲḝᶶḴḻḁ ɛ

3.9  

User Awareness Training  

ֹ ᵾᶉ ≡ᶊ ᶊ ꞌᵸᶪᵲᶇᶱ

ᶇᵶᵾḮᴻ᷾ᴻ ╔ᶇḐḴᴻḓḻ᷅ᶊ ᵸ

ᶪḥᶹḻḐᶊᶃᵣᶅ  
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Å L1_1_c_PEO 

Å L3_3_a_PEO 

Å L3_4_a_PEO 

Å L3_4_b_PEO 



  

52  
 

4  ḏḘᶹḁ ᶊᵩᵰᶪ  

 

4 ᶆᶎᴲ 2 ᶆ ᵶᵾḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫᶇ3 ᶆ ᵶ

ᵾ ḝḴᴻḨḷᴻ᷄ᶍ ᶱ ᶊᴲ ḏḘᶹḁ ᶆ ᶱ ᶠ

ᶪ ᶆ ᶇᶉᶪ ᶊᶃᵣᶅ ᵸᶪG  

 

4 - 1.  

 

4.1  Ḍᴻḳᶍ ᶇ לּ 3֩.2.1 -ӡ  ֪

4.2  Ḍᴻḳᶍ ᶍ ᶇטּ ᶱ ᵧᵾ נּ 3֩.2.1 -Ӣ  ֪

4.3  ◖ ֩ ᴴ ꞌᴴ ᴴ ֪ -  FSIRT ᶊᶧᶪ◖ 3֩.3 -Ӧ  ֪

4.4  ᶷ᷄ḃḁᶍ ֩ ᴴ ᶞᴴ  ֪-  ḝᶶḞᶽḲᶷᶊᵩᵰᶪ 3֩.2.1 -ӥ  ֪

 

4.1  Ḍᴻḳᶍ ᶇ  לּ

ḏḘᶹḁ ᶊᵩᵰ OᶅT ╓ḝᶶḞᶽḲᶷᶎ1Ǝ ᶆ 2 ∙ ᶇ

ᶊ ᵮᶍ Ḍᴻḳᵫᴲ᷄ḲᴻḻḳᴻḨ ᶍ ᶆ᷿ḁḎḨᴴ ᶱ

ᵶᶉᵫᶨ ᶱ ᶂᶅᵣᶪᴳ ᶆ ᶪᶘᵬ ᴲ ᶍ┐

ᴲ ᶍ ᴲ ᴴ ᶍ┐ ᶱ ᵸᶪᶊᶎᴲᵲᶍḝᶶḞᶽḲᶷᶊ

ᵡᶪ ᶍ Ḍᴻḳᶍ ᶱ ᶫᶉᵮ ᵣ ᵶᴲ ᵸᶪ ᵫᵡᶪᴳ

ᵪᶨ ᶱ ᵸᶪᵲᶇᶆᴲ ᶉ ᶱ ᵥᵲᶇᵫᶆᵬᶪᴳ ᶊ ᵸ

ᶪ ᶇ ≡ ᶍ №ᶱ ᵣᴲ ᶇלּ ꞌ ᶱ ᶠᶪ ᵫᵡᶪ G

Ḍᴻḳᶍ ᶎᴲ ᶍḗᴻḑᶻᶼᶷḏḘᶹḁᴲḅḝḐᶻᶼᶷ᷈ḻḥᴻḕḻ

Ḑᶆ ᵴᶫ ᶆᵡᶪᴳ╗ ᶆ ᵴᶫᶪ ᶎ 4 ᶱ ᵧᶪᵾᶠᴲ

Ḍᴻḳᶊᵩᵰᶪ ᶇ ᶎלּ ᶊ ᵥ ᵫᵡᶪᴳ ᶆ

ᶎ∙ּזᶍ 5 ᶃᶊ ᵰᶅ ᶉ ᶱ ᵶᶅᵣᶪG  

4 - 1. Ḍᴻḳᶊᵩᵰᶪ וֹ ᶉ ᶇ  לּ
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4.1.1  ֩ Ḍᴻḳ֪ᶍ ᵣ ᵶᴴ ᶍf  

ḏḘᶹḁ ᶆᶎ 1Ǝ ᶃᶍ ᶊᶃᵬ 400 ᶱ ᵧᶪ ḟḵḃḁᵫᵡ

ᶩᴲ ᶍ ᶱ ᶠᶅ֩ ᶊ ᶪ֪ ᶊ ᵮᶍ Ḍᴻḳᵫ᷿ḁḎḨᶆ

ᵴᶫᴲ ᵫ ᶮᶫᶪᴳᶝᵾᴲ Ḍᴻḳᶎ ᶆ ᶉ ᶇ

ᶍ ᶱ ᵾᵸᵾᶠᶊᴲḝḵḻḐPC ᶣ DCS PƎLCᴲᶷ᷄ḉḭᶽᴻḇᴻᴲḃḻ᷊

ᶍ ᶍḗᴻḑᶻᶼᶷḏḘᶹḁ֩ ᶎOHTᴲḁḐḋ᷀ᴻFƎOUP ֪ᶇᴲ

᷿ḁḎḨᶇᶍ ᶣ ḏḘᶹḁᶱ ᵸᶪᵾᶠᶍḅḝḐᶻᶼᶷ᷈ḻḥᴻḕ

ḻḐᵪᶨ ᵴᶫᶅᵣᶪᴳɕᵾᴲ Ḍᴻḳ ᶊᶎᴲ ᶣḴ᷿Ḝ ᶍ

ᵫ ᴴ ᵴᶫᶅᵣᶪᴳ∙ּזᶆᶎᴲ Ḍᴻḳᶊᵩᵰᶪ ᶍ ᵣ

ᵶᴴ ᶍ ᶱ ᵸ G

ḝᶶḞᶽḲᶷᶍ ᶆᶎᴲ ᶇᶉᶪ Ḍᴻḳᶎ ᵫ ᵮᴲ ᶉ

ᶍ ᶊ ᶱ ᶲᶆᵣᶪᴳᵼᶍᵾᶠᴲḗᴻḑᶻᶼᶷḏḘᶹḁᴲḅḝ

Ḑᶻᶼᶷ᷈ḻḥᴻḕḻḐᴲ ᴲḃ᷂ḭḲḎᶸ ᶍ ᵪᶨ

∫ᶱ ᶠᶪ ᵫᵡᶪᴳḃ᷂ḭḲḎᶸ ᶊ וֹ ᶉ ᶱ ᵥᵾᶠᶊᶎᴲ

ᵫלּ ᶊ◖ סּ ᶇᶉᶪ ᶍ ᶱ ᶠᶪᵲᶇᵫ ᶆᵡ

ᶪ  G

4 - 2. ḝᶶḞᶽḲᶷᶊᵩᵰᶪ  

 

ḝᶶḞᶽḲᶷᶆᶎ ᶊ ᶮᶪᵸᶘᶅᶍ Ḍᴻḳɵ ᶊᴲ ᶍ ᵣ

ᵶᶱ ᵥᵲᶇᵫ ᶆᵡᶪᴳ ᵣ ᵶᵾ Ḍᴻḳᶍ ᶊ ᵶᶅᴲ

ᶍ ᵪᶨ Ḍᴻḳ ᶍḗᴻḑᶻᶼᶷḏḘᶹḁᴲḅḝḐᶻᶼᶷ᷈ḻḥᴻḕḻḐᴲ

ᴲḃ᷂ḭḲḎᶸ ᶊᶃᵣᶅ №ᶒ ᶱ ᵥᵲᶇᵫ ᶠᶨ

ᶫᶪ  G

 ̧ ḗᴻḑᶻᶼᶷḏḘᶹḁᶎᴲ Ḍᴻḳ ᶍḝᶶḞḕḋḐḷᴻ᷄ᶗᶍ ᴲ

᷈ḻḅᴻḳ ᴲ שׂ ᴲ ᴲḃ᷂ḭḲḎᶸ

ᶍᵣᵹᶫᵪᶍ ᶱᶡᶃḗᴻḑᶻᶼᶷḏḘᶹḁᶱ ᶇᵸᶪᴳ

Ḍᴻḳ ᶍḝḵḻḐPC ᶣ᷈ḻḐḵᴻḱPCᴲ ᶍḝᶶḞḕḋḐḷᴻ᷄
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ᶊ ᵴᶫᶪḝᶶᶹᶷᴴᶻᶾᴻḳ ᵫ ᶉ ᶇᶉᶪᵫᴲ ᶍ

ᶱᶡᶃDCS PƎLC ᶍḗᴻḑᶻᶼᶷɟ ḩḻḎḒḻḁᶊᶧᶪ᷊ᶹḘᴻ

Ḳḁ᷄ᶱ ᵶ ᶇᵸᶪ G

 ̧ ḅḝḐᶻᶼᶷ᷈ḻḥᴻḕḻḐᶎᴲ Ḍᴻḳ ᶆ ᶇᵶᵾḗᴻḑᶻᶼᶷ

ḏḘᶹḁᶍOS ᶣOSS O֩pen Source Software ֪ᶱ ∫ᶇᵸᶪᴳ

SdEMI E187 ᵉᶍᴂ7 Computer Ope ration System Security 

Re quirement ᶍbḃ᷂ḭḲḎᶸ E֩187.00 - RQ - 00001 - 00 ᶒ

RQ - 00002 - 00 ֪ᶊᶧᶩ ḩᴻ᷀ᴻᵪᶨ ᵴᶫᶪḅḝḐᶻᶼᶷᶍ

ᴲḅḝḐᶻᶼᶷḙḋ᷆ᴻḀᶍ∟ ᶍ ᶱ ᶇᵸᶪᴳ 

 ̧ ᶎᴲ Ḍᴻḳ ᶊ ᵴᶫᶪ ᶱ ᶇн ᶪᴳ

ᶣḴ᷿Ḝᴲḟḵḃḁ ᵫ ᶇᶉᶪᴳ 

 ̧ ḃ᷂ḭḲḎᶸ ᶎᴲ Ḍᴻḳ ᶊ ᵶᶅSEMI E187 ᶍḡᴻḁ

ḱᶹḻ ᶍ ᶱ ᶇᵸᶪSGEMI E187 ᶍḡᴻḁḱᶹḻ ᶆ

ᶎᴲḙḋḉ ᴲḦḳᶻᶼᶷ ֩EPPᴲḗᴻḑḓḻ᷅ ֪ᴲᶷ᷄ḃḁ

֩ ֪ᴲḕḋḐḷᴻ᷄ ֩Ḧᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻᴲ

֪ᴲḃ᷂ḭḲḎᶸḪḓḇᴻ֩ᶹḡḻḐḵ᷅ᴲEDR NƎDR֪ ᴲ ᶍ

ᶱלּ ᶊ ᵥᵾᶠᶍ ᶱ ᶇᵸᶪ  G

4 - 3. ḝᶶḞᶽḲᶷᶊᵩᵰᶪ  

 

ᶉᵩᴲ Ḍᴻḳᶎ ᶉ ᵫ20 ᶆᵡᶩ ᶊᶮᵾᶩ

ᵴᶫᶪᴳᵲᶍ ᶊᶎᴲ ᶍ ᶣ ᴲḃ᷂ḭḲḎᶸטּ ꞌᶊ ᵣ ḗƎ

ᴻḑᶻᶼᶷḏḘᶹḁᶣḅḝḐᶻᶼᶷ᷈ḻḥᴻḕḻḐᶍ ᵫ ᶮᶫᶪᵾᶠᴲᵼᶫᶊ
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ꞌᵷᵾ ᶉ ᶍ ᵶᶱ ᵸᶪ ᵫᵡᶪ  G

Ḍᴻḳᶍ ᶎᴲ וֹ ᶉ ᶇ ᶱ ᵥᵾᶠᶊƎ

ᶇᶉᶪḗᴻḑᶻᶼᶷḏḘᶹḁᶣḅḝḐᶻᶼᶷ᷈ḻḥᴻḕḻḐᶱ ᶩ ᶲᶆᵣᶪᴳ

ᵾᵿᵶ ḏƎḘᶹḁḩᴻ᷀ᴻᶇ ḩᴻ᷀ᴻᶇᶍ ᶆ ᵴᶫᶪḝᶸᴻḳḑ᷊ḥᴻḐ

ᶍ ᶆᴲ Ḍᴻḳᶍḃ᷂ḭḲḎᶸ ᶊ ᵸᶪ S֩BOM

ᶍ ᴲ ᶍ ᴲḃ᷂ḭḲḎᶸḙḋḉלּ ᵫ ᶮᶫᶪ ∫֪ᶱ

ᵶᴲ◖ ᵸᶪᵲᶇᵫ ᶝᵶᵣᴳ 

 

ᶇᵶᶅᴲ SEMI ᶆᶎ ḝƎᶶḞḕḋḐḷᴻ᷄ᶊ ᵴᶫᶪ

Ḍᴻḳ ᶍ᷈ḻḜḭᴻḇḏḘᶹḁᶊ ᵶᶅOƎS ᷊ᶹḘᴻḃ᷂ḭḲḎᶸᶍḁ

ḎᴻḇḁḴḥᴻḐ ᶱ ᵸᶪḝḴᴻḨḷᴻ᷄ 2ɵ024 10 ᶊ טּ

S֩EMI E191 ֪ᵶᵾᴳ ᴲ Ḍᴻḳᶍ ᶇᵶᶅ ᵫ ᶟᶇ ᵧᶨᶫ

ᶪ  G

ᶝᵾᴲ Ḍᴻḳᶊᵩᵰᶪ ᶍ ᶠ ᶊᶃᵣᶅᶎᴲ ᵈḅḝḐᶻ

ᶼᶷ ᶊ ᵰᵾSBOM ᶍ ᶊ ᵸᶪ ╥ ver 2.0 ᵉᶍ 4 - 1 SᴂBOM

∫ᶍ טּ ᵫb ᶇᶉᶪ  G

 

4.1.2  ֩ Ḍᴻḳ֪ᶍ ᶍ ᶠ  

ᶆᶎ קּ ⱱ APT ᶡ ᵶᶅᵩᶩᴲ ᶎᶊ ᶉ

ᶱ ᶂᶅ᷊ᶹḘᴻ ᶱ ᵰᶅᵮᶪᴳ ḏḘᶹḁ ᵫ᷊ᶹḘᴻ

ᶍ ᶊ ᵧᶪᵾᶠᶊᶎᴲ ᶪᶘᵬ ᶱ ᶊᵶᴲ ᵫ ᵶᵾ ᶊ

ᶊᶈᶍᶧᵥᶉ☼ ᵫ ᵶᴲᶈ ᶚʟᶈ ᶉ ᶊᶉᶪᶍᵪᶱ ᵶᵾ ᶆᴲ

ᶍ ᶱᵡᶨᵪᵷf ᶠᶪ ᵫᵡᶪᴳ ᶠᵾ ᶍ ᶱ ∞ᶇ

ᵶᶅ ᵸᶪᵲᶇᶆᴲ ᶉḲḁ᷄ ᶣלּ ᴲ Ǝּלᵴᶨᶊᶎ◖

ꞌᶍ ᵫּס ᶇᶉᶪ  G

ᶊᵩᵰᶪ ᶍ ᶍ ᶠ ᶎᴲ ᶍḛḀḕḁḲḁ᷄ ᶊ ᶄ

ᵬ ᶮᶫᶪᵫᴲᵲᶍ ᶆᶎᴲ ḏḘᶹḁ ᶗᶍ᷊ᶹḘᴻ ᶍḲḁ

᷄ᶱ ᶝᵧᴲ ᶪᶘᵬ ᶍ ᶍ ᶇᴲ ᶉ ᶍ ᶠ ᶱ

ᵸ  G

 

ḏḘᶹḁ ᶊᵩᵰᶪ ᶍ  

ᶱ ᶠᶪ ᶎᴲ ḏḘᶹḁ ᶍ ᶪᶘᵬ ᴲ

ᶍ┐ ᴲ ᶍ ᴲ ᴴ ᶍ┐ ᶊ ᵶᶅᴲ∙ּזᶍḲḁ᷄ ╓ᶊ

ᵰᶅ ֩ ᴴ ᴴ ֪ᶍ ᶱ ᵸᴳᶉᵩᴲ ᶍ ᶎ ᶍ

ᶱ ᶊᵶᵾ ᶆᵡᶩᴲ ᶍḛḀḕḁ ᶊꞌᵷᶅ ᶊ ᵸᶪ
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ᵫᵡᶪ  G

ӡ ᴴ ᶊ ᵸᶪ  

ḏḘᶹḁ ᶊᵩᵰᶪ ᶎᴲ ḲᴻḑḇᶹḨᵫ ᵮ֩3¿6 ᵪ

֪ᴲ ᶍ ᷂ḫḙ᷿Ḏᶊᴜ ᵫ ᵴᵣᵾᶠᴲ↨ ᶱ ᶪ

ᵫ ᵶᵾ ᴲ ᶗᶍ ᵫֹוᵾᵺᵹᴲ᷊ḟḱ

ᶹḉᶼᴻḻ ᶊḲḁ ᵫ᷄ ᵷᶪᴳ ᶊ ᶊᵩᵣᶅᶎƎḟḵḃḁ

ᶆ ᶩ ᵶ᷿Ḳ᷈ḻᶻᶼᴻḗᶊ ᵫ ᶮᶫᶪGᵲᶍ ᶆ

ᵴᶫᶪ Ḍᴻḳᶊφ ᵣᶅᴲ ᶍ ᶣזּ ᶱ╥ᵬ ᵲᵸʋ ḻ᷿

ḏḻḐᵫ ᵶᵾ ᴲ ᵴᶫᵾ ᶱ ᶆᵬᵹᴲ ᶱ ᶫᶉᵮ

ᶉᶪ ᴲ ᶊ ᵬᶉ☼ ᶱ ᶛᵸּס ᵫᵡᶪᴳᵴᶨᶊ╗Ǝ ᵫ

ᵸᶪᶇᴲ ︣ ᶝᶆᶊ ᵮᶍ ᶇ᷈ḁḐᵫᵪᵪɭ ᴲ ᵴᶫᵾᶻᶼᴻḗ

ᶎ ᴴ ᶇᶉᶪּס ᵫᵡᶪ  G

ᶇᶉᶪ ᵫ ᶉᶮᶫᵾ ᴲ ᶊ ᵶᶅᶎ ᶍ ᴲ

ᶊ ᵶᶅᶎ ᶍ ᶱ ᶊᵶᶅ ᶱ ᶠᶪᵲᶇ

ᵫ ᶆᵡᶪ  G

Ӣ ᶍ┐ ᶊ ᵸᶪ  

ᶍ ᶆ ᶱ ᵸᶪᵾᶠᶊ ᵴᶫᶪ Ḍᴻḳ

ᶎᴲ P֩L ֪ᶱ ᶟ ᶍ ᶊּנᵧᴲ ᵫ ᵶᵮ

ᵴᶫᶪᵾᶠᶍ ֩ ֹ ᶆḉḋḟᶊ ᵶᶅḗᴻḑᶻᶼᶷḐḵ

ᴻḀḫḻ ᶍ ᶉ ᴴ ᵵ ᵫɸ ᶮᶫᶅᵣᶉᵣᵲᶇ֪ᶱ ᵸᶪ

ᵫᵡᶪ  G

ᶇᶉᶪ ᵫ ᶉᶮᶫᵾ ᴲ ᶝ ᶗɭᶍ☼ ᶊᶃᵣᶅᶎ ᶝ

ᶩ ᴲ ᶗᶍ☼ ᶊᶃᵣᶅᶎ ᶣPL ᶍ☼ ᶍ

ᶱ ᶊᵶᶅ ᶱ ᶠᶪᵲᶇᵫ ᶆᵡᶪG  

ᶊ ᶮᶪ ᶍ ᶇᵶᶅᴲ P֩L ֪ EɥU ᷊ᶹḘᴻḴ

ḀḲᶽḻḁ C֩RA֪ ᵫᵡᶩ ᵲƎᶫᶨᶍ ┴ ᶊᶧᶪ ᶣ

ᶍḲḁ᷄ᶡ ᵸᶪ ᵫᵡᶪ  G

ӣ ᴴ ᴲ ᶊ ᵸᶪ  

ᶍ ᶊᵩᵰᶪ Ḍᴻḳᶆᶎᴲ ᶣ ᶊ ᶇᶉᶪ

טּ ᶣ ᶍ ᴲᶻᶼᴻḗ ᶍ ꜠ ᴲḟḱḂḦ

ᶍ ᷁ḁᶊᶧᶪ ꜠ ᶊ ᵸᶪḃᴻḝḎᶸ֩↨ ֪ ᶱv

ᵫᵡᶪᴳɕ ᵾ ḃƎ᷂ḭḲḎᶸʋ ḻ᷿ḏḻḐᵫ ᵬᵾ ᶍ☼ ᶡ ᵺᶅ

ᵸᶪ ᵫᵡᶪ ᵴGᶨᶊᴲ ᶣ ↨ ♥ ᴲ ᶗᶍ

ᶍ☼ ᶊᶃᵣᶅᶡ ᵸᶪ ᵫᵡᶪ  G

ᶇᶉᶪ ᵫḃ᷂ḭḲḎᶸʋḻ᷿ḏḻḐᶊᶧᶂᶅᶉᶮᶫᵾ ᴲ
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ᶊᶃᵣᶅᶎ ᶍ ᴲ ᶊᶃᵣᶅᶎ ╓ ᶗᶍ☼ ᴲ ᶊ

ᶃᵣᶅᶎ ᶣ ↨ ♥ ᶗᶍ☼ ᶊ ᶨᵶᶅ ᶱ ᶠ

ᶪᵲᶇᵫ ᶆᵡᶪ  G

ᶉᵩ ḃƎᴻḝḎᶸ֩↨ ֪ᶊᶃᵣᶅᶎᴲIPA ᵫ ᵶᶅᵣᶪd ᷿ḁḎḨ 

ḃᴻḝḎᶸᴴḃ᷂ḭḲḎᶸ ᷁ᶹḑᵉᵫ ᶇᶉᶪ  G

Ӥ ᶍ ᶊ ᵸᶪ  

Ḍᴻḳᶊᶎᴲ ᴴ ᶝᶩᶊ☼ ᵸᶪḴ᷿Ḝ ᶣ ḙḱ

ḩᴻḇƎ ᶍ ᶇᶉᶪ ᶣ ᶱ ᶟ

ᶍ ᵫ ᵴᶫᶅᵣᶪ ᵼGᶍᵾᶠᴲ Ḍᴻḳᶆ ᵸᶪ

ᵫ ᶗ ♄ᵶᵾ ᶍᴲ ᶗᶍ☼ ᶣ ᶊᶃᵣᶅ

ᶡ ᵸᶪ ᵫᵡᶪ  G

ᶇᶉᶪ ᵫ ᶉᶮᶫᵾ ᴲ ᶍ ᶊᶃᵣᶅᶎᴲ

ᶍ ᶱ ᶊ ᶱ ᶠᶪᵲᶇᵫ ᶆᵡᶪ  G

ӥ Ḍᴻḳᶊᶧᶪ ☼ ᶊᵸᶪ  

ḌᴻḳᶎḒḖḎ᷄ḖḵḀᴻᶱ ᵸᶪᵾᶠᶍ ᶉ ᵫ ᶞ ᶝᶫ

ᶅᵣᶪᵾᶠ 1Ǝ ᵾᶩᶍ לּ ᵫ ᶇᶉᶪ ᵼGᶍᵾᶠᴲ ᶍ

ᶣ ᶱ ᵶᵾ ᶆᴲ ᶱ ᵸᶪ ᵫᵡᶪ֩ ֹ ᵫטּ ᶟ

ᶍ Ḍᴻḳᶎᴲ ᶍ ᶍ Ḍᴻḳᶊ ᶘ ᶊ ᶉ

לּ ᶱ ᶃ֪G  

 

ᶱ ᵸᶪטּ ᶍ ᶇᵶᶅᴲd IEC 62443 - 2 - 1 ᶍe

 ᴂAnnex A.2.3.3.7 T֩able A.2  δTypical consequence scale ֪b ᶒ  Ǝ

IPA ᵈ ᷿ḁḎḨᶍḃ᷂ḭḲḎᶸḲḁ᷄ ᷁ᶹḑᵉ ᶍ 4ᴂ.2 ᶍ ᶊb

ᵴᶫᵾᴲḲḁ᷄ ᶍᵾᶠᶍ ᶉ ᶍוֹ ᶱᴲ 4 - 2  ᶊ ᵸ  G

ᶎᴲ ᵫ ᵴᶫ ᵫ ᵶᵾ ᶍḲḁ᷄֩ ᶍ ᵬᵴ֪3ɵ

ᶆ ᵶᴲᵼᶍ ᶱ ᶊ ᶍ ᶱ ᵸᶪᵾᶠᶍ ᶊᶉᶪ  G 

ᶝᵾᴲ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ᶊᶧᶪᴲ ☺ ᵫ ᶱ ᵰᶪᶡ

ᵸᶪ ᵫᵡᶪ  G
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4 - 2 . Ḍᴻḳᶍ  

Ḳḁ  ᷄

╓ 

ᵼᶍ ᵫ᷊ᶹḘᴻ ᶱ ᵰᶪᵲᶇᶊᶧᶂᶅ ᵴᶫᶪ ᴴ ᶍ☼ ᷿ḁḎḨ ᶇᵶᶅᶍּל  

 

סּ֩  ֪

 

֩  ֪

ᶍ↨  

H֩ES  ֪

ᶍ  ♄ 

֩  ֪

☼  

  ☼  ᶝ  ɭ

☼  

 

☼  

  

ᶍ ♄ 

Ḍᴻḳᶍ

 
 1 ∙  7 ∙  ᶝᶩ  

50% ᶱּז

ᶪ☼  

☼ ᵡᶩ PHL

☼ ᵡ  ɭ

 ᶉ ╓ᶍ

ᶹḻ᷿ḏḻḐ 

ᶍ ᶣ ᶍ

ᶊ ᶉ┴ ᶊᶧᶪ

ᶉ ᶣ  

∞ ᶊ☼ ᶱ ᵧ  ᶅ

♬ᶍ 5% ∙ ᶍ  

 1 ∙  2 ∙  ᶝᶩ  

50 70% ᶇ

ᶉᶪ☼  

☼ ᵡᶩ PHL

☼ ᶉᵶ 

ᶝᵾᶎ 

 

ᶝᵾᶎ

╓ ᶗᶍ☼

 

ᶍ ᶣ ᶍ

ᶊ ᶉ┴ ᶊᶧᶪ  

∞ ᶊ☼ ᶱ ᵧ  ᶅ

♬ᶍ 1 5% ᶍ  

 1  1  ᶝᶩ  

70 ð∙  ☼ ᶉᵶ 

ꞌ ᶝᵾ

ᶎ ᵸᶘᵬ

 

ᶉᵶ ᶊ☼ ᶱ ᶛᵸ

סּ ᶎᶉᵣ 

∞ ᶍ☼ ᶎᶉᵶ 

♬ ᶍ☼ ᶎᶉᵣ 

 

֪᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ᶊᶧᶂᶅᴲ ☺ ᵫᶱ ᵰᶪ  

☺   

ḚḐ Ḍᴻḳᴴḝᶶ᷿ḲḎᶸ ᶍ ᶊᶧᶪ ֩ ╢ᶍ ֪ᶍ 

ḪḖ Ḍᴻḳᴴḝᶶ᷿ḲḎᶸ ᶍ ᴲ᷿Ḳ᷈ḻᶻᶼᴻḗᶍ ᴴ ᴲ ᶍ ֩ ᶝᶩ֪ᴴ↨ ᶍ  זּ

᷀ḕ ♬ ᶍ ᴲ ᴴ ᶍ  

ḏᴻḇ ֩Ḵ᷿Ḝ ֪ᶣ ᴴ ᶊ ᵸᶪ ᴲ ᶉ ᶍ  

ḴḜḭḎᴻ᷿ḯḻ ᴲ ╥ ᶇᶍ ┴ ᴲ ᶍ ᴲḞḱḻḑᶹḩᴻḀᶗᶍℓ☼ 
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ḏḘᶹḁ ᶊᵩᵣᶅƎ ᶍ ᶱ ᶊ ᵶ ᶱ ᶠᶪ

ᶊᶎᴲ ·ᶍ ᶊ ᵶᶅ ᶊ ᶱ ᶉᵥᶍᶆᶎᶉᵮBƎCP ᶇ ᶊḛḀ

ḕḁḲḁ᷄ᶊ ᶄᵣᶅ ∞ᶆ ᵰᴲᵼᶍ ᶍ ᶱ ᶍ ᶆᶝᶇᶠᵾ

᷅ḳᴻḟ ∞ᶆ ᶍ ᶱ ᵥᵲᶇᵫּס ᶆᵡᶪ  G

ᶊ ᶍ ᵣḝᶶḞᶽḲᶷᶍ Ḍᴻḳᶊ ᵶᶅᶎᴲ ∞ᶇᵶᶅ

ᶊ ᶄᵬ ḱᶹḻ ∞֩ᶻᶼḗᴻ᷊ᶹḂ ḱᶹḻ֪ᶆ ᵰᴲᵴᶨᶊ ֩

ᴴטּ ᴴ ᴴ ֪ᶍ ∞ᶆ Ḍᴻḳᶱ ᷅ḳᴻḟ ∞ᶇᵶᶅᶝᶇ

ᶠᶅ ᶱ ᵸᶪᶍᵫ ᶆᵡᶪ  G

4 - 4. ᶍ ᶉ  

 

ᶊᴲזּ∙ ḏḘᶹḁ ᶍḝᶶḞᶽḲᶷᶊᵩᵰᶪᴲ Ḍᴻḳᶍ ᶍ

ᶍ ᶱ ᵸ  G

ḝᶶḞᶽḲᶷᶍ Ḍᴻḳᶍ ᶎᴲ ∞ᶆᵡᶪ ḱᶹḻᴲ ᶱ

ᶍ᷅ḳᴻḟᶇᵶᶅ ᵰᵾ ∞ᶆ Ḍᴻḳᶱᶝᶇᶠᶅᴲ ᶍ ᶇᵶ

ᶅ ᶠᵾ Ḳḁ᷄ ╓ᶊ ᵶᶅᴲ ᶍ ᶱ ᵥᴳ 

ᶉᵩᴲ ḱᶹḻᴲ ᶊᶝᶇᶠᵾ ᷅ḳᴻḟᶊ ᵶᶅᴲ ᶍ ◖

ᶆᵡᶪ∙ּזᶍ ᶱ ᶊ ᶱ ᵸ ᵲᶅᶇᵫ וֹ ᶆᵡᶪ  G

 

 ̧ ֹ  

 ̧ ᶒ ᶍ↨ ֹ ֩ FMEA  ֪

 ̧ ᶍ ֹ ᶒ  

 ̧ ֹ  

 ̧ ☼ ֹ  
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4 - 5. Ḍᴻḳᶍ ᶍ  
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ᵈ ᷿ḁḎḨᶊᵩᵰ ᶅ᷊ᶹḘᴻᴴḝᶸḀ᷀ḳᴴḃ᷂ḭḲḎᶸ ᷁ᶹ

ḑḱᶹḻᵉᶍᴂ3 ḃ᷂ḭḲḎᶸ ᴴ ᶍ ᶠb ᶣ 3ᴂ.1 ḁḎḋḟ  

֩ ☺ ᶍ ᶣ ֪ᶣ ᴲ ᶍ ᵫb ᶍ ᶍ

ᶇᶉᶪ  G

 

4.1.3  Ḍᴻḳᶍ ᶍ №  

Ḍᴻḳᶍ ᶱלּ ᵥᵾᶠᶍ ᶇᵶᶅᴲ Ḍᴻḳᶍ

ᶆ ᶇᵶᵾ᷈ḻḥᴻḕḻḐᶊ ᵸᶪ ᶱ ᶊ №ᵸᶪᵲᶇᵫ

ᶇᶉᶪᴳ ᶍ ᶣᴲ 4 ᶱ ᵧᶪ ᵪᶨ

Ḍᴻḳᶊ ᵸᶪ ᶍ № ᶍ ᶱ ᵸ  G

 

ᶍ ᶇᵶᶅᶎ∙ּזᵫᵡᶪ  G

 ̧ ᶣ ᶆᵡᶪCVE NƎVD JƎVN ᶍ ᵪᶨᶍ № 

 ̧ ḃ᷂ḭḲḎᶸḡḻḈᴻ M֩SRC ֪ᴲᶿᴻḟḻḅᴻḁ ֩OpenSSF

֪ᵪᶨᶍ № 

 ̧ ḩᴻ᷀ᴻᵪᶨ ᵴᶫᶪ ᶊᶧᶪ № 

 ̧ ḁ᷂ḫḻḌᴻḳS֩CAP ḁ᷂ḫḒᴻ֪ᶱ ᵶᵾ № 

 

Ḍᴻḳᶍ ᶍ №ᶊᵩᵣᶅᶎ IƎT ╓ᶆ ᶮᶫᶪ ᶍ №

ᶱ ᵥᶇᶇᶡᶊᴲᶧᶩ ᶉ ᶇᵶᶅᴲ ḩᴻ᷀ᴻᵪᶨᵴᶫᶪ

֩ Ḍᴻḳᶆᶍḃ᷂ḭḲḎᶸ ᶱ ᵶᶅ ᵴᶫᶪ֪ᶣ ḁ

᷂ḫḻḌᴻḳS֩CAP ḁ᷂ḫḒᴻ֪ᶱ ᵶᵾ №ᵫ ᶆᵡᶪᴳ 

ᶝᵾᴲ Ḍᴻḳᶍ ᵫ ᵣᵾᶠ◖Ǝ ᶱ ᵶ ᶉ ꞌᶱ ᵥ

ᵫᵡᶪᴳᵼᶍᵾᶠᶊᶎ∙ּזᶍᶧᵥᶉ ᵫּס ᶆᵡᶪ  G

ӡ ᶍ ᵣ ᶊ ᵸᶪ ᶍ №ᶱ ᵣᴲ ∞ᶱᶃᵰᶅ  G

Ӣ Ḍᴻḳᶍ ᶆ ᵣ ᵶᵾḃ᷂ḭḲḎᶸ ֩Ḧᶹ᷄ḵḃ᷅ḩ

ḻḎᴻ᷿ḯḻᶣᶷḟḲ᷆ᴻ᷿ḯḻ סּ ֪ᶱ ᶝᵧᶅ ᶱ

№ᵸᶪ ᶱ ᶩ ᶟG  

ӣ ᶍ №ᶱ ᵥ ᶍ ᶩ ᶞᶱ ᶂᵾ ᶱ ᵥG  

 

ḩᴻ᷀ᴻᵪᶨ ᵴᶫᶪ ᶊ ᶄᵬ SƎEMI E187 ᶒ 188

ᵫ ᵸᶪ Ḍᴻḳᶍ ꞌ ᶊ ᵸᶪ ᶱ ᶊᵸᶪᵲᶇ

ᶆᴲ ᶍ ᶱ ḩᴻ᷀ᴻᶇᶍḝᶸᴻḳḑ᷊ḥᴻḐ ᶊ ᶠ

ᶪᵲᶇᵫּס ᶆᵡᶪᴳᵲᶫᶊᶧᶩƎ ᶍ №ᵫּס ᶇᵸᶪ◖ ᶇ ᶱ

ᶊ ᶠᶪᵲᶇᵫᶆᵬᶪG ֩ ֹdSEMI E187 ᵉᶍ9ᴂ.2 Vulnerability 
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Mitigation ᵇƎ ᶒ SdEMI E188 ᵉᶍ9ᴂ.2 Checking for 

Vulnerabilities on the Manufacturing Equipment  b  ֪

ᵴᶨᶊᴲ Ḍᴻḳᶍ ᶣ ᵫ ᵣᵲᶇᵪᶨƎ ᶍ נּ ᶱ

ᶠᵾ ᶱ ᶊ №ᵸᶪ֩╗ ᶍ ᶱ ᵷᵾ ᶊ ᵶᶅᵣᶪ

ᶍ ᶱ №ᵸᶪ ᵾ֪ᶠᶊᴲ ḁ᷂ḫḻḌᴻḳS֩CAP ḁ᷂ḫḒᴻ֪ᶱ

ᵣᶅᴲ ᵸᶪ ᶍ №н ᶪᵲᶇᵫ וֹ ᶆᵡᶅ ᴳɕ ᵾ SƎEMI E187  

COMPLIA NCE GUIDANCE ᶊᶧᶪ ḁ᷂ḫḒᴻ ᶍ ᶣ SƎEMI 

E188 ᶆ ᶠᶨᶫᵾ ᶱ ᶊ №ᵸᶪᵲᶇᶡ ᶆᵡᶪᴳ֩ ֹdSEMI 

E187 COM PLINACE GUIDANCE ᵉ ᶍ Eᴂ187.00 - RQ -00005 - 00 

E187.00 - RQ - 00008 - 00 ᵇƎ ᶒ SdEMI E188 ᵉᶍ9ᴂ.4 NIST Security 

Content Automation Protocol (SCAP) ᵇ֪ 

ᶉᵩᴲ ḁ᷂ḫḻḌᴻḳᶍ ᶊ ᵶᶅᶎᴲᶷ᷄ḎᶸḞḁ᷂ḫḻᶱ ᵣᶅ᷿

ḁḎḨḌᴻḳᶍ ᴲ ☼ ֩ ᴴ ᵫ֪זּ ᵸᶪ Ḍᴻḳᵫ ᵸᶪᵾ

ᶠᴲḁ᷂ḫḻ ᶣḁ᷂ḫḻ◖ ᶍ ᴲ ᶉ◖ ᶱ ᵶᵾᵥᵧ

ᶆ ᵸᶪ ᵫᵡᶪ  G

4 - 6. Ḍᴻḳᶍ ᶍ №  

 

4.1.4  Ḍᴻḳᶊ ᵸᶪ ≡ ᶍ  

ᶎᴲ ↨ ᶍ ᵪᶨ קּ ⱱ APT ᶍ ᶉ

ᶱ ᵰᶪּס ᵫ ᵣ ᶆᵡᶪᴳᵼᶍᵾᶠᴲ ᵰᶍ ≡ ֩ ᶍ

ᵣ ᶊ ᵸᶪ ᷈ᴻḑᶍ ᴴ ֪ᶣᶹḻ᷿ḏḻḐᶍ ֩

ᵴᶫᵾ ᶱ ᶟ֪ᶱ ᵶᴲ ᶪ ᶩ ᶊ ᶱ ᵷᶪ ᵫᵡᶪ  G

 

≡ ᶍ ᶇᵶᶅ∙ּזᵫᵡᶪ  G
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 ̧ ᶣ ᶆᵡᶪNISC JƎPCERT/CC IƎPA CƎISA NƎISA ᴲ

CERT - EU ᵪᶨᶍ  

 ̧ CISA ᶍℓ ᵫ ᵴᶫᵾ ḲḁḐᶆᵡ KᶅEV FƎIRST ᶍ ᶍ

ℓ ᶍ ᶆᵡᶪEPSS ᵪᶨᶍ ᶒ KƎEV ᶇEPSS ᶱ

ᶞ ᶮᵺᵾ LEV ᶍ  

 ̧ ᶍ ≡ ᶆᵡ  ᶅ IT - ISAC Semiconductor Industry 

SIG JƎ- CSIP SIG ᵪᶨᶍ  

 ̧ ᶍ ᴴᶹḻ᷿ḏḻḐ ᶍ ᵪᶨᶍוֹ  

 

ᵰᶍ ≡ ᶍ ꞌᶊᶃᵣᶅᶎᴲ ᶆᶎIT - ISAC 

Semiconductor Industry SIG ᵫᴲ ᶊᵩᵣᶅᶎ IƎPA ᶍ J- CSIP ᶊ

SIG ᵫ ᵴᶫᴲ ᶱ ᵶᶅᵣᶪ ᶆᵡᶪ  G

ᶍ ᶣ ᶊᶧᶪ ℓƎ ᵫ ᵴᶫᵾ ᶒ

ᶍ ᴴᶹḻ᷿ḏḻḐ ᵪᶨᶍ ᶊᶧᶪוֹ ᶊᶇᶈᶝᶨᵹƎ

ᵰᶊ ᵴᶫᵾ ≡ ᶱ ᵸᶪᵲᶇᶆƎ OT ╓ ᶒḝᶶḞᶽḲᶷᶍ

Ḍᴻḳᶊ ᵸᶪ ᶱ ᶂᵾ ᷈ᴻḑ֩ᶽ᷄ḁḟḵᶹḐ᷈ᴻḑ֪ᶍH

ᶍ №ᶣᴲ ᶍ ᶊ ᵸᶪ ֩ ֪ᶍ №ᶊᶃᵣᶅ

ᶱ ᵣᴲ ᶍ ᶱ ᶊ ᵸᶪᵲᶇᵫּס ᶆᵡᶪ  G

 

ᶍ №ᶊ ᵶᶅᶎƎ IPA ᵫ ᶊ ᵸᶪ CdISA ᵫ ᵶ

ᵾ ᷿ḁḎḨᶍ ֩ 1 Ḿ ֪ᵉ7ᶱ ᶊᴲ ᷈ᴻḑ֩ᶽ᷄ḁḟḵᶹ

Ḑ᷈ᴻḑ֪ᶍ ᶍ ᵸᶪᵲᶇᵫ ᶆᵡᶪ  G

IPA  J- CSIP ᷊֩ᶹḘᴻ ᶹḓ᷿ᶷḎᶸḞ֪8ᶎᴲ ᶍᶡᶇᴲ

2011 ᵪᶨ ᶹḻḝḱ ᶱ ᶊ ᵶᶅᵩᶩᴲ᷊ᶹḘᴻ

ᶍ ᶱ ᶇᵶᵾ ᶇ ꞌᶍ ᶱ ᵶᶅᵣᶪᴳ

202 5 4 ᵪᶨᶎᴲ SIG ᶍ ᶡ ᵴᶫᴲ טּ ᶍ

ᶱ ᵶᶅᵣᶪG  

KEL EƎPSS LƎEV ᶊᶃᵣᶅᶎ NƎIST ᶍ᷊ᶹḘᴻḃ᷂ḭḲḎḣᴜḷᶹḐḢᴻḙ

ᴻ NdIST CSWP 41 Likely Expl oited Vulnerabilities ᵉ9ᵫ ᶊᶉᶪ  G

 

4.1.5  Ḍᴻḳᶊ ᵸᶪ ᶇלּ ᶍ ᶠ  

Ḍᴻḳᶍ ᶱ ᵶᵾ ᶊᶎᴲ ᶇᶉᶪ ᶍ ᶱ №

ᵶᴲ ᶊᶧᶪ ≡ᶱ ᵶᵾ ᶆᴲ Ḍᴻḳᶊ ᵸᶪ ᶱ №ᵶᴲ

 
7  https://www.ipa.go.jp/security/controlsystem/icsadvisories.html  
8  https://www.ipa.go.jp/security/j - csip/about.html  
9  https://csrc.nist.gov/pubs/cswp/41/likely - exploited - vulnerabilities -a-proposed -metric/final  

https://www.ipa.go.jp/security/controlsystem/icsadvisories.html
https://www.ipa.go.jp/security/j-csip/about.html
https://csrc.nist.gov/pubs/cswp/41/likely-exploited-vulnerabilities-a-proposed-metric/final
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ꞌ ֩ ᴴ ᴴ ֪ᴲ ꞌ ᶱ ᵸᶪᵲᶇᵫ ᶠᶨᶫᶪᴳɕ ᵾᴲ ᵾ

ᶉ ≡ᶣ ֩טּ ֹ Ḍᴻḳᶍ ᶣ ֪ᶊꞌᵷᶅᴲ ᶇ ᶍ

ᶱלּ ᶊ ᵶᴲ ᶊ ᶍḲḁ᷄ ᶊ ᶄᵣᵾ ꞌ ᶱ ᵥᵲᶇᵫ

ᶠᶨᶫᶪ IGT ╓ᶆᶍ ᶆᶎᴲלּ ᵴᶫᵾ ᶊ ᵶᶅCVSS ᶍ

לּ ᶍḁ᷈ᶷᶊᶧᶪ ᶱלּ ᵣᴲ ᶊꞌᵷᵾḙḋḉוֹלּ

ᶍ ᴲḙḋḉ ∙ ᶊ ᵷᶪ ᶍ ᶍ ꞌ ᵫᵡᶪᵫ OƎT ╓

ᶍ Ḍᴻḳᶗᶍḙḋḉ ᶊ ᵶᶅᶎ ᶗᶍ☼ ᶊᶧᶪ ᶣ◖ ᶍ

ᵫᵡᶪᵾᶠᴲ ᵮᶍ ḙƎḋḉ ∙ ᶍ ᴴ ᶱ ᶠᵾꞌᶱ

ᵸᶪ ᵫᵡᶪ  G

ᶊᴲ ḏḘᶹḁ ᶍOT ╓ᶊᵩᵣᶅᴲ ᶍ ᵣ Ḍᴻḳᶍ

ᶱלּ ᵥ ᶊᶎᴲ ᶆ ᶍ ᵣ לּ ᶱ ᵣᶅᴲ ᶉ

ᶱ ᵥ ᵫᵡᶪ  G

 

וֹ ᶉ ᶱלּ ᵥᵾᶠᶍ  ֹ

ᶱ №ᵸᶪᵾᶠᶊᶎᴲ ḩᴻ᷀ᴻᶇ ᵶᶅ ᵫ ᶉ

ᶱ ᵸᶪᵲᶇᶆƎ ꞌᵸᶘᵬ ∞ᶱ ᶩ ᶟᵲᶇᵫּס ᶇᶉᶪᴳ

ᶊᴲ ḁ᷂ḫḒᴻᶱᵣᶅ ᶍ ᵸᶪ ᶱ №᷿֩ḧḭḴᴻ

᷿ḯḻ ᶟᵶ֪ᴲ ᶍ לּ ᶱּנᵧᵾ☼ ᶱ №ᵸᶪᵲᶇᵫּס ᶆ

ᵡᶪᴳɕ ᵾᴲ ≡ ᶍ ᶊᵩᵣᶅᶎ JƎ- CSIP SIG ᶣ IT - ISAC 

Semiconductor Industry SIG ᵫ ᵸᶪ ≡ ᶱ ᵸᶪᵲᶇᶆᴲ

≡ לּ ᶱּנ ᵶᵾ☼ ᶆᶍ ᶱ ᵣᴲ ꞌᵸᶘᵬ ᶱᵴᶨᶊ

ᶩ ᶟᵲᶇᵫᶆᵬᶪ  G

4 - 7. CVSS ᶊᶧᶪ  לּ

 

ᵊ ᵋ Ḍᴻḳᶍ ᶍ ᶎ 1 8 ᷈ḻḥᴻḕḻḐᶱ  

֩ Ḍᴻḳ2 ᷈ḻḜḭᴻḇḏḘᶹḁ ḅḝḐᶻᶼᶷ᷈ḻḥᴻḕḻḐ

Þ1 8  ֪
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2024 ᶍ CVE ḏᴻḇᶎ 4 ∙ ֩ 38 ð ֪ᵥᶀ10.0 ( ֹ

Critical) ᶡ 231  

 

SSVC ᶆᶎᴲ ᶱ ᵶᴲ ꞌ ᶱ ᵥᵲᶇᵫּס ᶆᵡᶪᴳℓ

E֩xploitation ֪ᴲ E֩xposure ֪ᴲ ḩḲḋḐ֩Utility ֪ᴲ ☼

I֩mpact ֪ᶱ ᶊᴲ ᶱ ᵶᵾ ꞌ P֩riority ֪ᶇᵶᶅ ꞌ

I֩mmediate ֪ᴲ ꞌO֩ut - Of - Cycle ֪ᴲ ꞌS֩cheduled ֪ᴲ

ꞌ D֩efer ֪ᵫ ᵴᶫᶪ G

ᵲᶫᶊᶧᶩ OƎT ᶆᶍ ꞌ ᶊ ᵥ ᶍ ᵣ ֩ ᷈ᴻḑᵫ

ᶞᶆ ᶱᵥᵰᶪּס ᵫᵡᶩᴲ ☼ ᵫ ᵬᵣᶡᶍ֪ᶊᶃᵣᶅᴲ

ᶉ ꞌ ᶱ ᵥᵲᶇᵫּס ᶇᶉᶪᴳ ᶍ ꞌᶆᶎᴲ ᶍ ֩ḙḋḉ

֪ᴲ ֩ ḳᴻḐᶍ ᴲ֪טּ ֩ ᶍ ᴲנּ ᶍ ᵫ֪טּ ᶮ

ᶫᶪ  G

4 - 8. SSVC ᶊᶧᶪ  לּ

 

4.2  Ḍᴻḳᶍ ᶍ ᶇטּ ᶱ ᵧᵾ נּ  

OT ╓ᶊᵩᵣᶅᴲ ᵫ ᵮ ꞌᵫ ᵶᵣ Ḍᴻḳᶎᴲ

ᶊᶧᶪ᷊ḥᴻḐᵫ ᵶᵾOS ᶱ ᵶᶅᵣᶪ ᶣ ᴴ ᶍ ᵪ

ᶨḙḋḉ ᵫᶆᵬᶉᵣᴲ ︣ ᶊᶧᶩḙḋḉ ᵫ ᵴᶫᶪᴲ ᵮ

ᶍ ᵫᵡᶪ ᶆ◖ ᵴᶫᶪ ᵴGᶨᶊᴲ ḌᴻḳᶇḝᶶḞ᷿ḁḎḨᴲχᶅ ᵣᶎ

Ḍᴻḳ ᶍ ᶎ ∆Ǝ ᶣ ᶱ ᵾᶉᵣ ḟḵḐ᷈ḳᶱ

ᵶᶅ ᶮᶫᶅᵣᶪᴳᵲᶍᵾᶠᴲ ᶊφr ᶅ ᶇᶉᶪ Ḍᴻḳ ᶒ

ḝᶶḞḕḋḐḷᴻ᷄ᶱ↨ ᶊ◖ ᵸᶪᵾᶠᶊƎ ᶍנּ ᵫ ᶆᵡᶪ  G

ᶆᶎᴲ↨ ᶊ◖ ᵸᶪᵾᶠᶍ נּ ᶆᵡᶪ ᴲḦᶹ᷄ḵ
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ḃ᷅ḩḻḎᴻ᷿ḯḻᴲḕḋḐḷᴻ᷄ᶊᶧᶪḃ᷂ḭḲḎᶸ ᶊᶃᵣᶅ ᵸᴳ 

 ̧ ᶎᴲ᷊ᶹḘᴻ ᶍ ᶆᵡᶪ ᵿᵰᶆᶎᶉᵮᴲ

ᶍ ᶣ┌ ᶱ ᵶᵾ ᶣ ᴲḃ᷂ḭḲḎᶸ

ᶊꞌᵷᶅ ᵪᵮḆᴻḻᶇ᷈ḻḀḋḐᶊ ᵰᶅ ᶪᵲᶇᵫ ᶆᵡᶪᴳᵲ ᶊʟ

ᶧᶩᴲᶹḻ᷿ḏḻḐᵫ ᵶᵾ ᶍḝᶾḴḻḀḋ᷄ ∫ᶍ ᶣᴲḆטּ

ᴻḻ ᶊᶧᶪ☼ ∫ᶍ ᵷ ᶠᴲ ᵫּס ᶊᶉᶪᴳ ᶇ

ᵶᶅᶎᴲ 2 ᶍ ḏḘᶹḁ ᶍḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫᶊᶅ

ᶠᵾ ╓ᴴᶽḲᶷᶱᶊ 4 ᶃᶍ ᶍ ᶱ ᵸ  G

 ̧ Ḧᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻᶎᴲḙḋḉ ᵫᶉ ḌᴻḳᶱᴲḆᴻḻ

ᶇ᷈ḻḀḋḐ ᶊᵻ ᶂᶅ ᵶƎ ↨ ᶉ ᶱּס ᶇᵸᶪ G

 ̧ ḕḋḐḷᴻ᷄ᶊᶧᶪḃ᷂ḭḲḎᶸ ᶎᴲ ᵶᵾḆᴻḻᶍḃ᷂ḭḲḎᶸ

ᶱ ᵥᵲᶇᶆᴲ᷊ᶹḘᴻ ᶍ ᶱ ᵧᴲᶹḻ᷿ḏḻḐ ᶍ ᶱ

ᵸᶪᵲᶇᵫּס ᶇᶉᶪ  G

 

4 - 3 . ḕḋḐḷᴻ ḃ᷂᷄ḭḲḎᶸ  

ḕḋḐḷᴻ᷄ᶊᶧᶪ ᴲḦᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻᶇḃ᷂ḭḲḎ  ᴜ

 ╓ ᶍ ᶇ   ֹ

᷊ᶹḘᴻ ᵪᶨᶍ

⌐ ᶇ ᶱ ᵸ

ᶪ 

OT ╓ᶍ I֩T ╓ᴲᶹḻḇᴻḕ

ḋḐ ╓ᵪ DʝMZ ᶱ ᵰ ᵸᶪ  ֪

 ᶽḲᶷ ᶍ ᶇ  ḝᶶḞ᷿ḁḎḨᴲḝᶶḞ֩ Ḍᴻḳ֪ᴲḝᶶ

᷿ḲḎᶸᶍ  

 ᶽḲᶷ ᶆᶍ ᶇ  ḝᶶḞᶽḲᶷ ᶎᴲ ∞֩ ᴴḝשׁ

ḵᶷᴻ ᶍ  ֪

 ᷿ḁḎḨ ᶍ ᶇ

 

I/F ᷿ḁḎḨ ֩ḟḵḃḁᴴ ᴲ

ᴲ  ֪

5  Ḍᴻḳᶱ ᶪḦᶹ᷄ḵḃ᷅

ḩḻḎᴻ᷿ḯḻ 

Ḧᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻ Ḍᴻḳ ᶍ ḃ᷂ḭḲḎᶸנּ  

6  ḕḋḐḷᴻ᷄ᶊᶧᶪḃ᷂ḭḲḎᶸ

 

ḃ᷂ḭḲḎᶸ  ᷊ᶹḘᴻ ᶍ ᶱ ᵧᴲᶹḻ᷿ḏ

ḻḐ ᶍ ᶱ ᵸᶪ  

 

4 - 4 . ḕḋḐḷᴻ᷄ḃ᷂ḭḲḎᶸ  

ḕḋḐḷᴻ᷄ᶊᶧᶪ ᴲḦᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻᶇḃ᷂ḭḲḎ  ᴜ

 ╓ ᶍ ᶇ  

OT ╓ḕḋḐḷᴻ᷄ᶎIƎT ╓ᶍḕḋḐḷᴻ᷄ᵪᶨḝᶶᶹᶷᴴᶻᶾᴻḳ

ᶱ ᵣᶅDMZ ᶱ ᵰᶅḕḋḐḷᴻ᷄ᶱ ᵶ ᶱ ᵥᴳ (OT

╓ᶎ IT ╓ᶍḕḋḐḷᴻ᷄ᶣᶹḻḇᴻḕḋḐᵪᶨ ᵴᶫᵾ ᶇᵸᶪ)  

֩ 4 - 9 ᶍᶿḴḻḀ ￼  ֪

 ᶽḲᶷ ᶍ ᶇ  

OT ╓ḕḋḐḷᴻ᷄ ᶆᶎᴲḝᶶḞ᷿ḁḎḨᶽḲᶷᴲḝᶶḞᶽḲᶷᴲḝᶶ᷿

ḲḎᶸᶽḲᶷᶎᶽḲᶷᶱḕḋḐḷᴻ᷄ᶆ ᵶᵾᶆ ᶱ ᵥ  G ֩
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4 - 9 ᶍ ￼  ֪

 ᶽḲᶷ ᶆᶍ ᶇ  

ḝᶶḞ᷿ḁḎḨᶽḲᶷ ᶊᵩᵣᶅᶎ᷿ḁḎḨ ∞ᴲḝᶶ᷿ḲḎᶸᶽḲᶷ ᶊ

ᵩᵣᶅᶎ ᷊ᴻḛḁ ∞ᶆḕḋḐḷᴻ᷄ᶱ ᵶᶅ ᶱ ᵥᴳ

4֩ - 9 ᶍ ￼  ֪

ḝᶶḞᶽḲᶷᶊᶃᵣᶅᶎᴲ ᶱ ᵥ ∞ᶆḕḋḐḷᴻ᷄ᶱ

ᵶᶅ ᶱ ᵥᴳ֩ 4 - 10 ᶍ ￼  ֪

 ᷿ḁḎḨ ᶍ ᶇ  

ḝᶶḞᶽḲᶷ ᶆ ᶊ ᵰᶨᶫᵾ ᶊᵩᵣᶅᶡᴲ ᷿ḁḎḨ ᶍḟ

ḵḃḁ ᶣᴲ ᶍᵾᶠᶍ ☿ ᴲ ᶣ

ᶍḃḻ᷊ ᴲ᷿ḁḎḨ ᶊḕḋḐḷᴻ᷄ᶱ ᵶ

ᶱ ᵥᴳ֩ 4 - 11 ᶍ ￼  ֪

5  Ḍᴻḳᶱ ᶪḦᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻ 

ḌᴻḳᶊᶅḴ᷿᷁ OᴻS ᶍ ᶣḙḋḉ ᵫᶆᵬᶉᵣ ᴲḃ᷂ḭḲ

Ḏᶸ ᵫ ᵧᶉᵣḏḘᶹḁᶊᶎᴲḦᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻᶊᶧᶪḆᴻ

ḻ ᶱ ᵥᴳ֩ 4 - 12 ᶍ ￼  ֪

ᵴᶨᶊ ᶉ Ḍᴻḳᶊᶃᵣᶅᶎᴲּי ḙḋḉ ᶍ ᶱ ᵥᴳ 

6  ḕḋḐḷᴻ᷄ᶊᶧᶪḃ᷂ḭḲḎᶸ  

ᵶᵾḕḋḐḷᴻ᷄ᶊ│ ḌᴻḳN֩DR֪ᶱ ᵶᴲ│ ᶷḱᴻḐᶍ

ḵ᷅ᶍ ᶇ ᶱ ᵥ  G

4 - 9. ḕḋḐḷᴻ᷄ ֩ ╓ᴴᶽḲᶷḴḡḳ֪ 
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4 - 10.  ḝᶶḞᶽḲᶷḕḋḐḷᴻ᷄ ֩ Ḵḡḳ ֪

 

4 - 11.  ᷿ḁḎḨḕḋḐḷᴻ᷄  
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4 - 12.  ḌᴻḳḦᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻ  

 

᷊ḥᴻḐ ᵫ ᵶᵾOS ᶱ ᵶ◖ ᵶᶅᵣᶪ Ḍᴻḳᶣᴲḃ᷂ḭḲḎ

ᶸḙḋḉᶱ ᶆᵬᶉᵣ Ḍᴻḳᶊᶃᵣᶅᶎᴲ Ḍᴻḳ ᶍḝḵḻḐPC ᶣ

᷈ḻḐḵᴻḳPC ᶍ᷈ḻḜḭᴻḇḏḘᶹḁᵳᶇᶊᴲ ᶃᶍḆᴻḻᶱᵶᵾḦᶹ

᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻᶆ ᵸᶪᵲᶇᵫ ᶆᵡᶪ  G

ᶉᵩᴲ ᶆ ᵫ SɜEMI E187 ᶒ 188 ᶊ ᶄᵮ Ḍᴻ

ḳᶍ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ᶆᶎᴲטּ Ḍᴻḳ ᶆḦᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻ

ᵫ ꞌּס ᶇᶉᶪḃ᷂ḭᶷᶉ Ḍᴻḳᶗᶍ ꞌᵫ ᶝᶫᶪᴳ ᶆ︣

ᶍ Ḍᴻḳᶊ ᵸᶪ ꞌ֩ ᶗᶍ ֪ᶱ ᶠᴲ ḩᴻ᷀ᴻᶇ

ᶒḝᶸᴻḳḑ᷊ḥᴻḐ ᶱ ᵷᶅᴲḃ᷂ḭḲḎᶸ ᶇ◖

ᶍ ֩ ᵸᶪ ᶣ ᴲ◖ ֪ᶱ ᵣᴲ ᴴ◖ ᶱ ᵥᵲᶇᵫ

ᶠᶨᶫᶪ  G

SEMI E187 ḲḝᶶḴḻḁC֩ybersecurity Reference Architecture for 

Semiconductor Manufacturing Environments 3֪.2 Tool Configurations ᶱ  

4 - 13. Ḧᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻ ᶇ ḥᶹḻḐ 

 

4 - 13 ᶍ F.W.￼ ᶍ ᶆᶎᴲ Ḍᴻḳᶍ ᶱ ᶝᵧ ≡ᵪ ᶍʝ

ᶍ ᶆ ḝƎᶶᶹᶷᴴᶻᶾᴻḳƎRouter ACL IƎPS IƎDS UƎTM ᵪᶨ ᵸ

ᶪ ᵼGᶍ VƎLAN ḙƎ᷆ḋḐ ᴲḁḎᴻḐḝḳᴲḢᶹḵᴻḑᴲᶷḖḦḲᴲ᷿᷅ḕḉḫ

ᴲּי ḙḋḉ ᶍ ᶊᶃᵣᶅᴲ ᶱ ᵸᶪᶇᶇᶡᶊᴲ᷈ ḁḐɟ ᵶ

ᶅᴲ ᶣ ᶍ ∫ ᶆ ᶊ ᵸᶪ ᵫᵡᶪ  G

 

4.3  ◖ ֩ ᴴ ꞌᴴ ᴴ ֪ -  FSIRT ᶊᶧᶪ◖  
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ḏḘᶹḁ ᶱ↨ ᶊ◖☺ᵶᴲ ᶱ↨ ᶊ ᵸᶪᵾᶠᶊᶎᴲ

ᶍḲḁ᷄ᶱ ᵶᴲטּ ᶊ ᶱ ᶠᶪᶇᶇᶡᶊᴲ᷊ᶹḘᴻ ᶍ ᶍ

ꞌᶱ ᵶᶅᴲ↨ ᶊ ᶉ ᶱ ᵸᶪ ᶆᵡᶪᴳᵲᵲᶆᶎᴲ

ᶍOT ╓ᶊᵩᵣᶅ᷊ᶹḘᴻ ᶍ ᴴ ꞌᴴ ᶱ ᵥʋḻ᷿ḏḻḐ ꞌ

ᶆᵡᶪ FƎSIRT F֩actory Security Incident Response Team ֪ᶍ

ᶱ ᵸ N֩IST CSF2.0 ᶍ 6 ╓ᶆᶎ ᴲ ꞌᴲ ᶊ ᵸᶪ֪  G

ᶍ OT ╓ᶱ ᵥ FSIRT ᶎ IƎT ╓ᶍḃ᷂ḭḲḎᶸɵ ᵥ CSIRT

C֩omputer Security Incident Response Team ֪ᴲ ḃ᷂ḭḲḎᶸɵ

ᵥPSIRT P֩roduct Security Incident Response Team ֪ᶇ ᶉ

ᴴ ᶱ ᵣᴲ᷊ᶹḘᴻ ᵪᶨᶍ ᶍ ꞌᶒ ᶍ ᵧᶱ ᵥ  G

ḏḘᶹḁ ᶎᴲ ᶊ ᵮᶍ Ḍᴻḳᶒḝᶶ᷿ḲḎᶸ ᶱ⅛ᵣᴲ

ᵮᶍ ╢ᶊᶅ◖ ᵫ ᶮᶫᶅᵣᶪᴳᶑᶇᵾᶒ ᵫ ᵸᶪᶇᴲ ᶍ

ᵿᵰᶆᶉᵮᴲ ᶗᶍ ᶍ☼ ᶡ ᵬᵣᵾᶠᴲ ᶍ

ᶱ ᵧᵾ ꞌᶣᴲ ᶱ ᶊ ᵶᶅ ᶱ ᵶᴲטּ ᵸᶪ

ᶍ ꞌᴲ ᵪᶨᶍ ᶊ ᵸᶪ ᵧᶱ ᶠᵾFSIRT ◖ ᵫ ᶆᵡᶪ  G

ᶍ ꞌᶎᴲ ᶊᴲ ᶱ ᵶᵾ ᶱχᶨᵪᵷf ᵧᶅ

ᵩᵮᶇᶇᶡᶊᴲ◖ ᶱ ᵥᵾᶠᶍ ᶒ ╔ᴴ ᵫ ᶆᵡᶪ G

4 - 14. CSIRT PƎSIRT FƎSIRT ᶍ  

 

FSIRT ᶆᶎᴲ᷊ᶹḘᴻ ᶍ ᶱᵶᵾ ᶍ ꞌᶱ ᵧᶪ ᶇ◖ ᶱ

ᵸᶪᶇᶇᶡᶊᴲ ᵪᶨᶍ ᵧᶡ ᵶᶅᵩᵮ ᵫᵡᶪᴳ ᶆ ᵸᶪ

ᶹḻ᷿ḏḻḐᶊ ᵶᶅFƎSIRT ᶆᶎ ᶊ ꞌᵶᴲ ᶍ ᶱ ᵸᶪᵾᶠᶍ

ᶱ ᵷᶪᴳ ᶍ ᵫ ᵴᶫᵾ ᴲᶽḁ᷀Ḵᴻ᷿ḯḻᶱ ᵣᴲᶣ

╥ ᶍ᷊ḟḱᶹḉᶼᴻḻ ᵫ ︣ ᶆᵬᶪ ᶊ ᶱ
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ᶪ ᵫᵡᶪ֩ ᶊᵩᵰᶪᶹḻ᷿ḏḻḐ ꞌḟḵḃḁᶊᶃᵣᶅᶎᴲᵆ 4 - 18. 

FSI RT ᶹḻ᷿ḏḻḐ ꞌḟḵḃḁbᶊ ᵸᶪ֪ G

FSIRT ᶊᵩᵰᶪ ᶍ ꞌᶎᴲ ᶣ ♄ ᶍ ᶱ ᵸᶪᵲᶇ

ᶱ ᶇᵶᶅᵣᶪᴳ ᶍ OT ╓ᶍ ᶱ ᵸᶪᶇᶇᶡᶊƎ ḚḐ ᴴ ḃ

᷂ḭḲḎᶸ◖ ḳᴻḳᵫ ᶊ ᶨᶫᶅᵣᶪᵪɵ ᵸᶪᴳᶝᵾᴲ ᶍ ᶍ

ḃ᷂ḭḲḎᶸḴḡḳᶱ №ᵶᵼƎᶫᶊ ᶄᵣᶅ ᶱ ᶅᶪᵾᶠᶍḲḁ᷄

ᶡ ᶊ ᵸᶪ  G

4 - 15. FSIRT ᶍ ᴴ ᶍ  

 

4 - 16. FSIRT ᶍ ᴴ ᶍ  

 

᷊ᶹḘᴻ ᶎᴲ ᶱ ᵶᵾ ᴲr ᵮᶃᵪᶍ ᶍ ᶱ ᶅ ᶉ

ᶱ ᵸᶪᵾᶠᶍ ᵫ ᵴᶫᴲ ᵫ ᶍזּ∙ᵸᶪᴳטּ ᶆᶎᴲ

ḏḘᶹḁ ᶊᵩᵰᶪḕḋḐḷᴻ᷄ᶍ ᶣ ᵪᶨ ᶊ ᶪ

ᶝᶆᶍ ᶫᶱᴲ᷊ᶹḘᴻ᷂ḳḉᶼᴻḻḪḏḳᶍ ᶆ ᵶᶅᵣᶪᴳ 

FSIRT ᶍ ꞌᶆᶎᴲ᷊ ᶹḘᴻ᷂ḳḉᶼᴻḻᶍ ᶆ ᵪᶨ ᶊ
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ᶪᶝᶆᶍ᷊ᶹḘᴻ ᶍ ֩ ֪ᶱ ᵶᴲ ᶍ ᶱ ᵯ ꞌᵫ

ᶠᶨᶫᶪᴳ ᵫ╗ ᵫ ᵶᵾ ᶎƎ ᵼᶍ ᶆᶍ☼ ∫ᶣ ᶱ ᶊ

ᵶᴲᵴᶨᶉᶪ ᶱ ᵷ ᶠᶅᶇᶇᶡᶊƎ ᶍᵾᶠᶍ ꞌᵫּס

ᶉ ᶱ ᵧᶅᵩᵮ ᵫᵡᶪ  G

ḏḘᶹḁ ᶆᶎᴲ ᶍ ᶗᶍ☼ ᵫ ᵬᵣᵲᶇᵪᶨƎ ᶧᶩ

ᶆ᷊ᶹḘᴻ ᶍ ᶱ ᵶᴲ ᶱ ᵸ ᵾᶅᶠᶍ ᵫ

ᵴᶫᶅᵣᶪ ḕGḋḐḷᴻ᷄ ᶍ ᶆᶎIƎT ╓ᶱ ᶇᵶᶅOT ╓ᶗ

ᵸᶪḲḁ᷄ᵫ ᵣᵾᶠ IƎT ╓ᶇ OT ╓ᶊᵩᵣᶅִי ᶉ ᴴ ᶱ

ᵣᴲ᷊ᶹḘᴻ ᶍ ᶆ ꞌᵸᶪᵲᶇᵫ ᶆᵡᶪᴳ 

ᶝᵾᴲ ᶣ ᶊ ᵸᶪ ᵮᶍ ᵫḝᶶḞᶽḲᶷ֩᷄

ḲᴻḻḳᴻḨ֪ᶍ Ḍᴻḳᶍ ᶊᵡᶩᴲᵼᶍ ᶍᵾᶠᶊᴲ ᶍ Ḍᴻ

ḳ ᶱ ᵸᶪ ╢ᶊּנᵧᴲ ḩᴻ᷀ᴻᶣ ḩᴻ᷀ᴻ ᶍ ᶍ

╢ᵫḝᶶḞᶽḲᶷᶊ ᵶᶅ◖ ᶱ ᵲvᶇᵫ ᵣ ᵼGᶍᵾᶠᴲḝᶶḞ

ᶽḲᶷᶍ Ḍᴻḳᶆᶍ ᶎ᷊ᶹḘᴻ ᶍ ᶇᵶᶅℓ ᵴ

ᶫᶪḲḁ ᵫ᷄ ᵣ￼ ᶆᵡᶪ  G

ᵲᶍᶧᵥᶉḲḁ᷄ᶊ ꞌᵸ ᵾᶅᶠᴲḝᶶḞᶽḲᶷᶗᶍ ᴴ ᶞᴴ ᶱ

ᵸᶪ ᶷ᷄ḃḁ ᶱḳᴻḳּטᵶᶅ◖ ᵸᶪᶇᶇᶡᶊᴲḕḋḐḷᴻ᷄ ᶆ

ᶍ ᶣ┌ ᶱ ᵸᶪ ḦƎᶹ᷄ḵḃ᷅ḩḻḎᴻ᷿ḯḻᶊᶧᶪḃ᷂ḭḲḎ

ᶸ ᶱ ᵣᴲ ᶆᶍ ᶱ ᵶᶅᵣᶪFGSIRTטּ ᶆᶎᴲ ᵴᶫᵾ

ᶍ ᶱ ֩ᶷḱᴻḐ֪ᶇᵶᶅᵰ ᶩᴲ ᶊ ꞌ ᶱ ᵥ ᵫᵡᶪ  G
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4 - 17. ᶊᵩᵰᶪ᷊ᶹḘᴻ᷂ḳḉᶼᴻḻ 

 

FSIRT ᶊᵩᵰᶪᶹḻ᷿ḏḻḐ ꞌḟḵḃḁᶒ ᶍ ᶱ∙ּזᶊ ᵸ֩ 4 -

18ᴲ 4 - 19֪  G

ḏḘᶹḁ ᶆᶎᴲ ꞌḟḵḃḁᶍ ᶍ ᶆᵡᶪ ᴴ ᶍ

ᵫ ᶱ ᶠ ᶊ ᵮᶉᶪ ᵫᵡᶪᴳᵲᶫᶎ᷊ᶹḘᴻ ᶍ

ᶆᵡᶪ ᶱ ᵧ ᵸᶪḕḋḐḷᴻ᷄ ᶍ ᶣᴲ ᶆᶍ

ᴴ ᶞᴴ ᶍ ᶍ ╢ᵫ ᵣᵲᶇᵪᶨƎ ᵫ

ᵮᶉᶪᵾᶠᶆᵡᶪ  G

FSIRT ᶆᶎᴲᵲᶍ ᶍ ᶱ ᶊ ᵶᴲꞌ ᵫ ᶊ ᶆᵬ

ᶪᶧᵥᴲᵡᶨᵪᵷᶠ ֩ḟḴᶹḞḋ᷄ ֪ᶱ ᵶᴲ ꞌɵ ᶠᶪᵾᶠᶊ

ᶱ ᵥ ᵲGᶫᶊᶧᶩƎ ᶉᶹḻ᷿ḏḻḐᶍ ᶱ ᶊ ᵯ◖ ᶱ ᵸ

ᶪᶇᶇᶡᶊᴲ ᶍ ᶣ ∫ɵ ᴴ ᵶᴲ ᶊꞌᵷᶅ ꞌ

ᶱ ᵸᶪ  G

ᶊ ᵧᶪ☼ ᵫ ᶊ ᵬᵣ ᶎᴲ ᶍ ᶇ ᶍ ᴲ ᶍ

ᶱ ᵸᶪᵲᶇᵫ ᶠᶨᶫᶪᴳᶝᵾƎ ᶍᵾᶠᶍḲḁ᷄ ꞌᶇᵶ

ᶅᴲ ᶍ ᶀ ᵱᶱ ᵸ ᵲᶅᶇᵫ ᶆᵡᶪG ᶱ ᵥ

ᶍᶹḻ᷿ḏḻḐᵫ ᵶᵾ ᶊᶎᴲ ☺ ᶗᶍ ᶱ ᶊ ᵣᶉᵫᶨᴲᶹḻ᷿
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ḏḻḐᶍ ╣ ᶣ ᵷ ᶠᴲ ᶱ ᶠᶪᴳ ᶊᴲ ᶍ ᶇ ᵶᶅ

︣ ᶍ ᶱ ᵸᶇᶇᶡᶊƎ ᷊ḟḱᶹḉᶼᴻḻɵ ᵸᶪ ᶣ ╥

ᶱ ᶟ ᶍḁḎᴻ᷄ḣḳḈᴻᶗᶍ ᶱ ᵶᶅ ᶠᶪ ᵫᵡᶪ  G

ᵲᶫ ᶍʝ ꞌᶎᴲ ᴲ ᶊ ᶱ ᵶᵾ ᶉ ᶣ

╔ᶍ ᶇ ᶊᴲ ᶱ ᵥ ᶉ᷊ᶹḘᴻ ᶱ ᶊ ᵶᵾ

ᶒ ╔ᶱ ᵸᶪ ᵫᵡᶪ  G

ᶉᵩᴲᵲᶍ╗ ᶍᶹḻ᷿ḏḻḐ ꞌḟḵḃḁᶎᵆ᷊ᶹḘᴻ ᶆᵡᶪᵇᵲᶇᵫ

ᶫᵾ ᵪᶨ ᵴᶫᶅᵣᶪᴳᵶᵪᵶ ᶍ ᶆᶎּךᶨᵪᶍ ᶣ

ᵫ ᵶᵾ ᴲᵼᶍ ╣ᵫ ᶉᶪ ᶉᶍᵪᴲ᷊ᶹḘᴻ ᶊᶧᶪᶡᶍ

ᶉᶍᵪᶱ ᶊ ᶩ ᵰᶪ ᵫᵡᶪ ᶡ ᵴᶫᶪᴳᵼᶍᵾᶠ᷊ᶹḘᴻ

ᶱ ᶇᵶᵾ ᵿᵰᶆᶉᵮᴲ╗ ᶉBCP ᶍ ᶍ ᶊ᷊ᶹḘᴻ ᶱ

ᶞ ᶲᶆᵣᵮᵲᶇᵫ ᶝᶫᶪ  G

 

4 - 18. FSIRT ᶹḻ᷿ḏḻḐ ꞌḟḵḃḁ 
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4 - 19. FSIRT ᴴ  

 

FSIRT ᶍ ᶣ OƎT ╓ᶍḃ᷂ḭḲḎᶸ ᶣ◖ ᶱ

ᵥ ᶍ╔ ᶊᶎ IƎPA ᶍᵆ ╔ ḟḵ᷅ḱḨᵇᵫ ᶆᵬᶪᴳ 

ᵲᶍḟḵ᷅ḱḨᶆᶎᴲ ᵪᶨ ☺ ᶝᶆᶍ ᵣ ᵪᶨ ᴴ᷊ḟḱᶹḉ

ᶼᴻḻᴴ ᶱ ᵶᶉᵫᶨ ḃƎ᷂ḭḲḎᶸᶣḛḀḕḁᶊᶃᵣᶅ ᶊ

ᵶ ᶱ ᶠ ᵲᶅᶇᵫᶆᵬᶪᴳᶝᵾƎ ᶊᵩᵰᶪ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ

᷄ᶱᶧᶩ ᵮ ᵸᶪᵾᶠᶍ ᷿ḁḎḨᶱ ᶂᵾ ⱳ ᶍ ᵫᵴᶫᶪ

ᶚᵪᴲ ᶍ ᶇᶍ ḐḴᴻḓḻ᷅ᶊᶧᶪ ᶣ ᶱ ᵧᵾḐḋḟ

Ḵḡḳᶍ ᶱ ᵸᶪᵲᶇᶡּס ᶆᵡᶪ  G

ḏḘᶹḁ ᶎᴲ 2 ᶍḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫᶆ ᵶᵾ ᶩᴲ

︣ ᶍ ḟḵḃḁ ᶇᵶᶅᴲ ᶊ ᵮᶍ Ḍᴻḳᶱ ᶞ ᶮᵺᶅ

ᵫ ᶮᶫᶅᵣᶪᴳ ·ᶍ ᶎᴲḏḘᶹḁ ᶍ ╢ᶇᶇᶡᶊᴲ

ᶍ ᵾᶪ ᶆᵡᶪ ḩᴻ᷀ᴻᶍḝᶸᴻḳḑ᷊ḥᴻḐᶽḻḀḓᶊʊ

ᶧᶪ ᷊ḥᴻḐᶊᶧᶂᶅ◖ ᵴᶫᶅᵣᶪ֩ ḏḘᶹḁ ᶍḲḝᶶḴḻḁᶷ

ᴻ᷂Ḏ᷄ḉḫᶍ 1 ֪  G

· ᴴנּ ᵸᶪ᷊ᶹḘᴻטּ ᵪᶨ ḏḘᶹḁ ᶱ ᶪᵾᶠᶊᶎᴲ

ᶱ ᵧᶪ ᶉ ᶆᵡᶪ Ḍᴻḳᶊ ᵶᶅƎ ·ᶍḃ᷂ḭḲḎᶸ

ᶱ ᶊ◖ ᵸᶪ ᵫᵡᶪ  G

ᶊᴲ ᵫ ᵮᴲ︣ ᶱ ᵸᶪᵲᶇᵫᶆᵬᶉᵣ Ḍᴻḳᶊ ᵶᶅᴲ ≡

ᶣ ᶊ ᵸᶪ ᶉ ᶣלּ ꞌᴲ ᶱ ᶊᵶᵾƎ ᷊ᶹḘᴻ ᶍ

ᴲ ᶊ ᵥᶹḻ᷿ḏḻḐ ꞌƎ ḏḘᶹḁḩᴻ᷀ᴻᶍFSIRT ᶇ

ḩᴻ᷀ᴻᶍPSIRT ᶱ ᶠᵾ ᶆᶍ ᵶᵾḃ᷂ḭḲḎᶸ ꞌ ᵫᶠᶨטּ

ᶫᶅᵣᶪ  G
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4 - 20. ḏḘᶹḁḩᴻ᷀ᴻᶇ ḩᴻ᷀ᴻᶍ  

 

ᶉḏḘᶹḁḩᴻ᷀ᴻᶇ ḩᴻ᷀ᴻᶍḃ᷂ḭḲḎᶸ ᶊᶃᵣᶅᴲ

ᶍ ᶎ ᶱ ᶇᵶᶅ ᶩ ᶃᵾᶠᴲ ᶍ Ḍᴻḳ ḟḵḃḁᶊ

ᵩᵰᶪ ᶒ◖ ᶍ ᶊᴲḃ᷂ḭḲḎᶸ S֩EMI 

E187/188 Capability Requirements ֪ᶱ ᵸᶪᵲᶇᵫנּ ᶆᵡᶪᴳ 

ᶝᵾᴲ ᶱ ᵥ ᶡ ᶆᵡᶩᴲ ᶆᶎḏḘᶹḁḩᴻ᷀ᴻᶍ Ḍᴻḳ

ᶒḟḵḃḁ ᶇ ḩᴻ᷀ᴻᶍḝᶸᴻḳḑ᷊ḥᴻḐᶽḻḀḓᶷᵫ

ᶍ ᶇᶉᶂᶅᵣᶪᴳᵶᵪᵶƎ ᶍḃ᷂ḭḲḎᶸ ᵫ ᵶ ḃƎ᷂ḭ

ḲḎᶸ ᶣᶹḻ᷿ḏḻḐ ꞌᶍ ᶣ◖ ᶊᶃᵣᶅ ᶉ᷈ḧḭḓ᷆ᴻ

᷿ḯḻᶱ ᵥᵲᶇᵫ ᶝᶫᶪ  G
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4 - 21. ḏḘᶹḁḩᴻ᷀ᴻᴲ ḩᴻ᷀ᴻᶍḃ᷂ḭḲḎᶸ ᶍ ᶹḩᴻḀ 

 

Ḍᴻḳᶍḃ᷂ḭḲḎᶸ ᶱּטᵸᶪᵾᶠᶊᴲḏḘᶹḁḩᴻ᷀ᴻᶇ ḩ

ᴻ᷀ᴻᶍ ḥᶹḻḐᶎᴲ ֩ ᵪᶨ ֪ᶇ◖ ֩ ᶊᶧ

ᶪ ᴴ ꞌᶍ֪ 2 ᶃᶊ ᵴᶫᶪ  G ḥᶹḻḐᶊᵩᵰᶪ ᶉ ᶃ

ᶍḃ᷂ḭḲḎᶸ ᶹḡḻḐɵ 4 - 5 ᶊ ᵸ  G

ᶹḡḻḐᵳᶇᶊᴲḏḘᶹḁḩᴻ᷀ᴻᶇ ḩᴻ᷀ᴻᶍ ᶆḃ᷂ḭḲḎᶸ

ᶇ ᶱ ᶠᴲ◖ ᶍ ᶩ ᶠᶱ ᵥ G

ᶉᵩᴲ ᶍ ᶊᵡᵾᶩᴲḏḘᶹḁḩᴻ᷀ ᶍᴻ ḃ᷂ḭḲḎᶸנּ ᶱ

ᶠᵾ ᶣᴲ ḩᴻ᷀ᴻᶍ ᶍḃ᷂ḭḲḎᶸ ᶱ ᶠᵾ

ᶍ ᶩ⅛ᵣᵫ ᵸᶪᵾᶠᴲᵡᶨᵪᵷᶠ ᶍḃ᷂ḭḲḎᶸ ᶱ ᶠᵾ

N֩DA ֪ᶱ ᵶᴲ ᶠᶪ ᵫᵡᶪᴳ 

ᶝᵾᴲdSEMI E169 ᵉᶍ 9ᴂ.3.3 Confidentiality Requirements of 

Equipment Design Information ᵇ ᶒ 9ᴂ.3.4 Requirement for 

Information Availability ᶊbᶅᴲ ᵸᶪ ᶍ ᶩ⅛ᵣᶊ ᵸᶪ

ᵫ ᵴᶫᶅᵣᶪ  G
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4 - 5 . ḏḘᶹḁḩᴻ᷀ᴻᶇ ḩᴻ᷀ᴻ ᶍḃ᷂ḭḲḎᶸ ᶹḡḻḐ 



4 . ḏḘᶹḁ ᶊᵩᵰᶪ  

 

79  
 

4.4  ᶷ᷄ḃḁᶍ ֩ ᴴ ᶞᴴ  ֪-  ḝᶶḞᶽḲᶷᶊᵩᵰᶪ  

ḏḘᶹḁ ᶍ ᶆᵡᶪḝᶶḞᶽḲᶷᶎᴲ᷄ḲᴻḻḳᴻḨᶇᵶᶅ

ᵴᶫᶅᵣᶪᵫᴲ ᶊᶇᶂᶅ ᶉ ᶇᵶᶅ ᶮᶫᶣᵸᵣᴳḝᶶḞ

ᶽḲᶷᶍ ᶱ ᶠᶅ ᵶᶅ ᵸᶪᶇᶇᶡᶊᴲ ḃ᷂ḭḲḎᶸ ᶍ ᶱ

ᵸ  G

ḏḘᶹḁ ᶍḝᶶḞᶽḲᶷᶎᴲ ᶗᶍ☼ ᵫ ᵣ ᶱ ᵮ

ᵸᶪ ḃ᷂ḭḲḎᶸᶽḲᶷᶊ ᵸᶪ ᵲGᶍᶽḲᶷᶊᶎ ╢ᶣ ╢ᶱ

ᶠ ᵮᶍ ╢ᶍ ᶩᵫᵶᶅᵩᶩƎ ᷄ḲᴻḻḳᴻḨ ᶆᶎ᷄ḲᴻḻḁᴻḌᶱ ᵶ

ᶅᵣᶪᵾᶠᴲ ᶍ ᶊ ᵸᶪᵲᶇᵫ ᵶᵣᶇᵣᵥ ᵫᵡᶪᴳᵲᶍᶧᵥ

ᶉ ᶱ ᶝᵧ ḚƎḐᶍ ᶱ ᵸᶪ ᴴ I֩D ᷀ᴻḑᶣ ᶊᶧᶪ

ᴴ ᶆ֪ᶍ ᶱ ᵥ ᴲ ḳᴻḐᶱ ᵶ ᶱ

ᵥᶇᶇᶡᶊᴲ ᶉḃ᷂ḭḲḎᶸ ᶱ ᵸᶪ ᵫᵡᶪ  G

ḃ᷂ḭḲḎᶸᶍ ᶎᴲdIEC62443  e ᶒᴲ ᵈ ᷿ḁḎ

Ḩᶊᵩᵰᶪ᷊ᶹḘᴻᴴḝᶸḀ᷀ḳᴴḃ᷂ḭḲḎᶸ ᷁ᶹḑḱᶹḻVer 1.1 ᶍe 3ᴂ.2 

ḁḎḋḟ 2 ḃ᷂ḭḲḎᶸ ᶍ ∏(2) ᶆᶍ ᶍb ᶱ ᶇᵶᶅ

ᵶᶅᵣᶪ  G
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4 - 6 . ḝᶶḞᶽḲᶷᶊᵩᵰᶪ  

ᶍḥᶹḻḐ ḝᶶḞᶽḲᶷᶍ   

Å OT ╓ᶗᶍ  Å ḝᶶḞᶽḲᶷᶆᵡᶪ᷄ḲᴻḻḳᴻḨᶊᶎᴲ ᶩᶆᶎᶉᵮ ᵫ ᶆᵡᶪ ᵮᶍ

╢ᵫ ᶩᵸ  ᶅ

Å Ḍᴻḳᶱ ᵸᶪ ╢ᶇᶇᶡᶊᴲ ·ᶉ ḩᴻ᷀ᴻᶍ ≠ ᶍ ╢ᵫ

ᵸ  ᶅ

Å 24 ½7 ᶍ ︣ ᶍᵾᶠᴲ ᶠᵾ ╢ᵩᶧᶒ ≠ ᶍ

╢ᵫ ᶇᶉ  ᶅ

Å ḩᴻ᷀ᴻᶍ ≠ ᶊᶧᶪ ╢ᶎᴲ ᴴ ᵫ ᵸᶪ 

Å ᷄Ḳ ḻᴻḳᴻḨ ᶍᵾᶠ ᷄ḲᴻḻḁᴻḌᶱ ᵶᶅᵩᶩᴲ ֩ ᴴ☿

֪ᶊᶧᶪ ᵫ ᶆᵡ  ᶅ

Å ᶗᶍ ᴴ  

Å ḝᶶḞᶽḲᶷᶗᶍ סּ ֩

╢ᴲ ᴲ ֪ 

Å ᶗᶍ ᵬ ᵣ 

 
Å Ḍᴻḳᶗᶍ

 

Å ḝᶶḞᶽḲᶷ ᶎᴲ ḝḵᶷᴻᶆ ╗ḴᶹᶷᶻḐᶍ ᶊᴲ ᵮᶍ ╢ᵫ ᶩᵶ

ᶊ ᵴᶫᶪ Ḍᴻḳᵫ ᵮ ᵶ᷈ḻḅᴻḳᶗᶍᶷ᷄ḃḁᵫ ⌐ᶆᵡᶪ  

Å Ḍᴻḳᶆᶍ᷈ḻḅᴻḳḵ᷅ᶹḻ

 טּ

Å ᶍ ᵬ ᵣ 

Å Ḍᴻḳᶗᶍ

ḏḘᶹḁ  

Å Ḍᴻḳᶍ ᴴ ᶱ ᵥ ᶊᶅᴲḝᶶḞᶽḲᶷᶗḏḘᶹḁᶍ

ᶞᵫ ᵸ  ᶅ

Å Ḍᴻḳᶊ ᵶᶅᴲ שׂ ḏḘᶹḁᶣ PC ᶍ ᴲḅḝḐᶻᶼ

ᶷ᷈ḻḥᴻḕḻḐᶍ ᴲ Ḍᴻḳ ᶍḁḐḴᴻḀ ᶠᵾ ᶱ ᵸᶪ 

Å ᷈ḻḜḭᴻḇḏḘᶹḁᶍ ᶞ  

Å ḁḐḴᴻḀ ḏḘᶹḁᶍ ᶞ  

Å ḌᴻḳᶆᶍᶹḻḇᴻḝᶼᶹḁḥᴻḐᶍ

ᴴ ֩ḥᴻḐḵḋ֪᷄ 

Å ᶍ ḕḋ

Ḑḷᴻ᷄  

Å ḝᶶḞᶽḲᶷ ᶍḕḋḐḷᴻ᷄ ḟḵḐ᷈ḳᶎᴲ ᶆ ᶠᶨᶫᵾ ½

ḟḵḐ᷈ḳᶱ ᵶᶅᵩᶩᴲ ⌐ᶉ ᴴ ᵵᶲᵫּס ᶆᵡᶪ 

Å ᷈ḻḜḭᴻḇḏḘᶹḁᶍ ᶞ  

Å ḕḋḐḷᴻ᷄᷆ᴻḞḳᴲḕḋḐḷᴻ᷄

ḥᴻḐᴲ ᶷ᷄ḃḁ ᶍ ᴴ

 

Å ᶍ

 

Å ᶎ ᶊᶧᶪ ᵫ ᶮᶫᶅᵩᶩᴲ ᵸᶪ ᵫ ᵴᶫ

ᶅᵣ  ᶅ

Å ḏḘᶹḁᶍ ᶞ  

Å ᶍ  Å ḝᶶḞᶽḲᶷ ᶍḟḵḃḁᶍ ᴲ Ḍᴻḳᶍ ᶣ ᶍḝᶶ

ḞᶽḲᶷ ḴᶹᶷᶻḐᶍ ᶡ ᶆᵡᶪ 

Å ḏḘᶹḁᶍ ᶞ  

Å Ḍᴻḳᶍ ᴴ

 

Å ḌᴻḳᶍḁḐḴᴻḀᶊᶎᴲḴ᷿Ḝ ᶍ ᵫ ᶝᶫᶪ Å Ḍᴻḳᶍ ᴲ ᶊᵩᵰᶪ

ᶍ ᶉ  
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Appendix A: NIST CSF2.0 ᶇCPSF ᶍ ꞌ  

 

A- 1. CPSF ᶱ ᶇᵸᶪNIST CSF2.0 ᶇ CPSF ᶍ ꞌ  
CPSF  NIST CSF2.0  

ID   Subcategory   

CPS.AM - 1 ᷿ḁḎḨᶱ ᵸᶪḗᴻḑᶻᶼᶷᴲḅḝḐᶻᶼᶷ ᶒᵼᶍ

֩ ֹ ᴲḘᴻḀḯḻᴲḕḋḐḷᴻ᷄ᶷḑḴḁᴲ

ᴲḱᶹḃḻḁ ֪ᶍ╗ ᶱ ᵶᴲ ᶊ

ᵸᶪ  G

ID.AM -01  ᵫ ᵸᶪḗᴻḑᶻᶼᶷᶍᶹḻḡḻḐḲ֩╗ ֪

ᵫ┐ ᵴᶫᶅᵣᶪ  G

ID.AM -02  ᵫ ᵸᶪḅḝḐᶻᶼᶷᴲ᷊ᴻḛḁᴲ ᶒ᷿ḁḎ

ḨᶍᶹḻḡḻḐḲ֩╗ ֪ᵫ┐ ᵴᶫᶅᵣᶪᴳ 

CPS.AM -2  ᵫ ᵶᵾḪḖᶍ᷊ḟḱᶹḉᶼᴻḻ ᶍ

ᶊꞌᵷᶅᴲḐḴᴻ᷊ḛḲḎᶸ ᶍᵾᶠᶍ ᶱ

ᶠᶪ  G

  

CPS.AM -3  ᶊꞌᵷᶅᴲ ᶣᵼᶍ ᶊᶃᵣᶅ

ᶱ ᵶᴲ╗ ᵸᶪᵾᶠᶊ ᶍ ᶊ

ᵸᶪ ᶱ ᵶᴲ◖ ᵸᶪ G

  

CPS.AM -4  ᶍ ḕḋḐḷᴻ᷄ ᶒᴲḏᴻḇḝḵᴻ

ᶱ ᵶᴲ ᶊ ᵸᶪ G

ID.AM -03  ᵫ ᵶᵾḕḋḐḷᴻ᷄סּ ᶒ ᶇ

ᶍḕḋḐḷᴻ᷄ᶍḏᴻḇḝḵᴻᶍ ᵫ┐ ᵴᶫᶅ

ᵣᶪ  G

ID.AM -07  ᵴᶫᵾḏᴻḇḇᶹḟᶍḏᴻḇ ᶒ ꞌᵸᶪḩḇ

ḏᴻḇᶍᶹḻḡḻḐḲ֩╗ ֪ᵫ┐ ᵴᶫᶅᵣᶪᴳ 

CPS.AM -5  ᶍ ᵫ ᵶᶅᵣᶪ ᷿ḁḎḨᶍ╗

ᶱ ᵶᴲ ᶊ ᵸᶪ G

ID.AM -04  ᷊ḟḱᶹḬᵫ ᵸᶪ᷊ᴻḛḁᶍᶹḻḡḻḐḲ֩╗

֪ᵫ┐ ᵴᶫᶅᵣᶪ G

CPS.AM -6  Ḳḅᴻḁ֩ ֹḪḖᴲḏᴻḇᴲ᷿ḁḎḨ֪ᶱᴲ ᴲ ᴲ

ḛḀḕḁ ᶍּל ᶊ ᶄᵣᶅ ᴲ ∞ ᵰᵶᴲ

ᶱ ᶊᵶᵾ ᶆᴲ ᵼᶫᶨᶍḲḅᴻḁᶊ

ᶮᶪ ᶣḚḐᶊ ᵸᶪ G

ID.AM -05  ᶎᴲ ᴲ ᴲḲḅᴻḁᴲ ᶒḧḋ᷿ḯḻᶗ

ᶍᶹḻḙ᷄Ḑᶊ ᶄᵣᶅ ∞ ᵰᵴᶫᶅᵣᶪᴳ 

CPS.AM -7  ᶒ ᵸᶪ ᶍ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ

ᶍ ᶇ ᶱ ᶠᶪ  G

GV.SC -02  ᷊ḟḱᶹḬᴲ ᴲḙᴻḐḒᴻᶊ ᵸᶪ᷊ᶹḘᴻḃ᷂

ḭḲḎᶸᶍ ᶇ ᵫ ᵴᶫᴲ ᵴᶫᴲ

ᶒ ᶆ ᵴᶫᶅᵣᶪ  G

GV.RR - 02  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐᶊ ᵸᶪ

ᴲ ᴲ ᵫ ᵴᶫᴲ ᵴᶫᴲ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

CPS.BE - 1 ᷊ḟḱᶹḉᶼᴻḻᶊᵩᵣᶅᴲ ᵫ ᵥ ᶱ ᵶ

ᵸᶪ  G

GV.OC -01  ᶍḧḋ᷿ḯḻᵫ ᵴᶫᴲ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ

Ḳḁ᷄ḦḕḀḩḻḐᶊ ᶱ ᵶᶅᵣᶪᴳ 

GV.OC -05  ᵫ∟ ᵸᶪ ᴲ᷆ᶹḙḛḲḎᶸ֩וֹ ֪ᴲ᷊ᴻ

ḛḁᶱ ᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

CPS.BE -2  ᵡᶨᵪᵷᶠ ᶠᶨᶫᵾ ᶍ ᴲ ᶇ

ᵶᵾḃ᷂ḭḲḎᶸḥḲ᷿ᴻᴴ ᶱ ᵶᴲטּ

ᶍ ╥ᶊ ᵸᶪ ᷊֩ḟḱᶹḬᴻᴲ ḟḵ

ḘᶹḈ ᶱ ᶟ֪ᶊ ᵸᶪᴳ 

GV.OC -01  ᶍḧḋ᷿ḯḻᵫ ᵴᶫᴲ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ

Ḳḁ᷄ḦḕḀḩḻḐᶊ ᶱ ᵶᶅᵣᶪᴳ 

CPS.BE -3  ᵫ ᶱ ᵸᶪ ᶆᶍ ᶒ ᵸᶪ

ᶊᵩᵰᶪ∟ ᶇ ᶉ ᶱ ᵸᶪ  G

GV.OC -04  ḁḎᴻ᷄ḣḳḈᴻᵫ ᶊ∟ ᶝᵾᶎ ᵸ

ᶪ ᶉ ᴲ᷆ᶹḙḛḲḎᶸ֩ ֪ᴲ ᶒ᷊ᴻḛ

ḁᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

GV.OC -05  ᵫ∟ ᵸᶪ ᴲ᷆ᶹḙḛḲḎᶸ֩וֹ ֪ᴲ᷊ᴻ

ḛḁᶱ ᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

CPS.GV - 1 ḃ᷂ḭḲḎᶸḥḲ᷿ᴻᶱ ᵶᴲ ᶒ ᵸᶪ

ᶍḃ᷂ḭḲḎᶸ ᶍ ᶇ ᴲ ᶍ

ᶱ ᶊᵸᶪ  G

GV.RR - 02  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐᶊ ᵸᶪ

ᴲ ᴲ ᵫ ᵴᶫᴲ ᵴᶫᴲ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

GV.PO -01  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐᶍḥḲ᷿ᴻ

ᵫᴲ ᶍ ᴲ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ᴲ

∞ᶊ ᶄᵣᶅ ᵴᶫᴲ ᵴᶫᴲ ᵴᶫᶅᵣ

ᶪ  G

GV.PO -02  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐᶍḥḲ᷿ᴻ

ᵫᴲ ᴲ ≡ᴲ ᴲ ᶍḧḋ᷿ḯḻᶍ ᶱטּ

☿ᵸᶪᶧᵥḴḛḭᴻᵴᶫᴲ ᵴᶫᴲ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

GV.OC -02  ᶍḁḎᴻ᷄ḣḳḈᴻᵫ ᵴᶫᴲ᷊ᶹḘᴻḃ

᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐᶊ ᵸᶪ ᶨᶍḓᴻ

Ḃᶇ ᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

GV.SC -02  ᷊ḟḱᶹḬᴲ ᴲḙᴻḐḒᴻᶊ ᵸᶪ᷊ᶹḘᴻḃ᷂

ḭḲḎᶸᶍ ᶇ ᵫ ᵴᶫᴲ ᵴᶫᴲ

ᶒ ᶆ ᵴᶫᶅᵣᶪ  G

CPS.GV - 2  ᴲ ᶍ ᶍ GV.OC -03  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸᶊ ᵸᶪ ᴲ
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ᶣᴲ ᶍ᷁ᶹḑḱᶹḻᶱ ᵶᵾ ḳᴻḳᶱ ᵸ

ᶪ  G

ᶍ ᴲ ᶒ ᶍ ֩ḟḱᶹḘ᷿ᴻ

ᶒ ᶍ ᶱ ᶟ֪ᵫ ᵴᶫᴲ ᵴ

ᶫᶅᵣᶪ  G

CPS.GV - 3  ᶣ ᵿᵰᶆ ᵸᶪḏᴻḇᶍ⅛ᵣᶊ

ᵸᶪ ᶠ ᶊᶧᶂᶅ ᵴᶫᶪḏᴻḇᶍ ᶍ

ᶱ ᶊ №ᵶᴲᵼᶫᵽᶫᶍ ᶱ ᶝᵧᵾḏᴻḇ

ᶍ ᶱ ᵶᴲḱᶹḝ᷊ᶹ᷄ḳ ᶊ ᶂᶅ

ᶊꞌᵷᵾ ᶉḏᴻḇᶍ ᶱ ᵥ  G

  

CPS.GV - 4  ḃ᷂ḭḲḎᶸᶊ ᵸᶪḲḁ᷄ ᶱ ᶊv ᵾᶠᶊ

ᴲḲḅᴻḁ ᶱᵥ  G

GV.RM - 03  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐᶍ

ᶒ ᵫᴲוֹ ᶍḲḁ᷄ḦḕḀḩḻḐḟḵḃḁᶊ

ᶝᶫᶅᵣᶪ  G

CPS.RA - 1 ᶍ ᶍ ᶱ ᵶᴲ ꞌᵸᶪ ᶇᶇᶡ

ᶊ╗ ᶱ ᵸᶪטּ  G

ID.RA - 01  ᶍ ᵫ ᵴᶫᴲ ᵫ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

CPS.RA - 2  ḃ᷂ḭḲḎᶸ ꞌ (SOC/CSIRT) ᶎᴲ ᶍ

ᶒ ᶍ ֩ ḎḁḐᴲḃ᷂ḭḲḎᶸ ᴲḃ᷂

ḭḲḎᶸ ֪ᵪᶨ / ≡ ᶱ

ᴲ ᵶᴲ ꞌ ᶒ ᵸᶪḟḵḃḁᶱ ᵸᶪ  G

ID.RA - 02  ᷊ᶹḘᴻ ≡ᶹḻḎḲḀᶼḻḁᵫᴲ ḝᶾᴻ

ḱḨᶣ ᵪᶨ ᵴᶫᶅᵣᶪ  G

ID.RA - 08  ᶱ ᵶᴲ ᵶᴲ ꞌᵸᶪḟḵḃ

ḁᵫ ᵴᶫᶅᵣᶪ  G

CPS.RA - 3  ᶍ ᶊ ᵶᶅ ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ᷿ḏ

ḻḐᶇ☼ ᶒᵼᶍ ╣ᶱ ᵶᴲ ᵸᶪטּ  G

ID.RA - 03  ᶊ ᵸᶪ ᶒ ᶍ ≡ᵫ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

CPS.RA - 4  ᶍ ᶊᵩᵰᶪḃ᷂ḭḲḎᶸḳᴻḳᵫᴲ

ᶱ ᶠᶅ ᵪᶱ ᵸᶪᵾᶠᴲ ᶊḲḁ᷄ᶷ

ḃḁḩḻḐᶱ ᵸᶪ G

IoT ᶒ IoT ᶱ ᶲᵿ᷿ḁḎḨᶍ ᴴ

ᶍ ᵪᶨᴲ ᶆᵬᶉᵣ ᶍḃ᷂ḭḲḎᶸḲḁ᷄ᶍ

ᶱᴲḃᴻḝḎᶸᶊ ᵸᶪḗ᷾ᴻḑᶍ ᶡ ᶝᵧᶅ

ᵸᶪ  G

ID.RA - 04  ᶱℓ ᵸᶪ ≡ᶍ ᶹḻḙ᷄Ḑᶇ ᵲᶩ

ᶣᵸᵴᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

ID.RA - 06  Ḳḁ᷄ ꞌᵫ ᵴᶫᴲ ∞ ᵰᵴᶫᴲ ᵴ

ᶫᴲ ᵴᶫᴲ ᵴᶫᶅᵣᶪᴳ 

CPS.RA - 5  Ḳḁ᷄ᶱ ᵸᶪ ᶊᴲ ≡ᴲ ᴲּס ᴲ☼ ᶱ

ᵸᶪ  G

ID.RA - 05  ≡ᴲ ᴲ ᵲᶩᶣᵸᵴᴲ ᶒᶹḻḙ᷄Ḑᵫᴲ

ᵸᶪḲḁ᷄ᶱ ᵶᴲḲḁ᷄ ꞌᶍ ∞ ᵰ

ᶊ ᶱ ᵸᶪᵾᶠᶊ ᵴᶫᶅᵣᶪ  G

CPS.RA - 6  Ḳḁ᷄ᶷḃḁḩḻḐᶊ ᶄᵬᴲ ᵶ ᶪḃ᷂ḭḲḎᶸḲ

ḁ᷄ᶊ ᵸᶪ ꞌ ᶍ ᶱ ᶊ ᶠᴲ ꞌᶍ ∫

ᶣ ∞ᶱ ᵶᵾ ᶱוֹ ᵸᶪטּ  G

IoT ᶒ IoT ᶱ ᶲᵿ᷿ḁḎḨᶍ ᴴ

ᶍ ᶊᵩᵰᶪᶷḃḁḩḻḐᶊᶅ ᵶᵾḃ᷂ḭḲḎᶸ

ᶒ ᵸᶪḃᴻḝḎᶸᶍḲḁ᷄ᶊ ᵶᶅ ꞌᵸ

ᶪ  G

ID.RA - 06  Ḳḁ᷄ ꞌᵫ ᵴᶫᴲ ∞ ᵰᵴᶫᴲ ᵴ

ᶫᴲ ᵴᶫᴲ ᵴᶫᶅᵣᶪᴳ 

CPS.RM - 1 ᶊᵩᵰᶪ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩ

ḻḐᶍ ᶊᶃᵣᶅ ᵶᴲ ᶍ ᶉ

֩ ֹ ֪ᶊ ᵸᶪᴳᶝᵾᴲ ᶍ ᶊ

ᵸᶪ ᶒ ֩ ֹ ≠ ֪ᶍ

∫ᶱ ᵶᴲטּ ᵸᶪ ᶊᶧᶪḃ᷂ḭḲḎᶸḲḁ

᷄ḦḕḀḩḻḐᶍ ᶱ ᵸᶪḟḵḃḁᶱ

ᵶᴲ ᵸᶪ G

GV.RM - 01  Ḳḁ᷄ḦḕḀḩḻḐᶍ ᵫ ᵴᶫᴲ ᶍḁḎ

ᴻ᷄ḣḳḈᴻᶊᶧᶂᶅ ≥ᵴᶫᶅᵣᶪ G

GV.RM - 06  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ᶍ ᴲ ᴲטּ ᴲ

∞ ᵰᶍᵾᶠᶍ ᵴᶫᵾטּ ᵫ ᵴ

ᶫᴲ ᵴᶫᶅᵣᶪ  G

GV.RR - 03  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ ᴲ ᴲ ᴲḥḲ

᷿ᴻᶊ ᶂᵾ ᶉḲḅᴻḁᵫ ᶩ ᶨᶫᶅᵣ

ᶪ  G

CPS.RM -2  Ḳḁ᷄ᶷḃḁḩḻḐ וֹ ᶒ᷊ḟḱᶹḉᶼᴻḻᶊᵩᵰᶪ

ᶍ ᵪᶨ ᶊᵩᵰᶪḲḁ᷄ ᶱ

ᵸᶪ  G

GV.RM - 02  Ḳḁ᷄ ᶒḲḁ᷄ ᵫ ᵴᶫᴲ ᵴ

ᶫᴲ┐ ᵴᶫᶅᵣᶪ  G

GV.RM - 04  ᶉḲḁ᷄ ꞌᶍᶿḟ᷿ḯḻᶱ ᵸ

ᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

CPS.SC - 1 ╥ ᶍḱᶹḝ᷊ᶹ᷄ḳᶱ ᵶᶅ᷊ḟḱᶹḉᶼᴻḻ

ᶊ ᶪḃ᷂ḭḲḎᶸᶍ ᶱ ᶠᴲ ∫ᶱ

ᵶᵾטּ ᶆᴲᵼᶍ ᶊᶃᵣᶅ ╥ ᶇ ≥ᵸᶪ G

GV.RM - 05  ᷊ḟḱᶹḬ ᶒᵼᶍ ᶍ ᶊᶧᶪḲḁ᷄ᶱ

ᶟᴲ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ᶊ ᵸᶪ

ᶊᶮᵾᶪ᷈ḧḭḓ᷆ᴻ᷿ḯḻ ᵫ ᵴᶫᶅᵣ

ᶪ  G

GV.SC -01  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ᷊ḟḱᶹḉᶼᴻḻḲḁ᷄ḦḕḀ

ḩḻḐᶍḟḵ᷅ḱḨᴲ ᴲ ᴲḥḲ᷿ᴻᴲ ᶒḟ

ḵḃḁᵫ ᵴᶫᴲ ᶍḁḎᴻ᷄ḣḳḈᴻᶊᶧᶂ

ᶅ ≥ᵴᶫᶅᵣᶪ  G

GV.SC -06  ᷊ḟḱᶹḬᶝᵾᶎᵼᶍ ᶍ ᶇᶍ ᶉ

ᶱ ᶕ ᶊᴲḲḁ᷄ᶱ ᵸᶪᵾᶠᶍ ᶇ

ᵫלּ ᵴᶫᶅᵣᶪ  G

GV.SC -09  ᷊ḟḱᶹḉᶼᴻḻᶍḃ᷂ḭḲḎᶸḟḱ᷄Ḏᶸḁᵫᴲ᷊

ᶹḘᴻḃ᷂ḭḲḎᶸ ᶒ ᶍḲḁ᷄ḦḕḀḩḻ

Ḑḟḵ᷅ḱḨᶊ ᵴᶫᴲᵼᶍ ᵫᴲ

ᶒ᷊ᴻḛḁᶍḱᶹḝ᷊ᶹ᷄ḳᶱ ᵷᶅ ᵴᶫᶅᵣ

ᶪ  G

GV.SC - 10  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ᷊ḟḱᶹḉᶼᴻḻḲḁ᷄ḦḕḀ

ḩḻḐ ᶊᴲḙᴻḐḒᴻ᷿ḋḟᶝᵾᶎ᷊ᴻḛḁ
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≥ᶍ ᶊ ᵸᶪ ᶊ ᵸᶪ ᵫ ᶝᶫ

ᶅᵣᶪ  G

CPS.SC - 2  ᶍ ᶱ ᵸᶪᶊ ᵾᶩᴲ ᶍ ᶊ

ᵩᵣᶅ ᶉ ᶱֹוᵾᵸ ᶣḚḐᶱ ᵶᴲ

ᵰᶱᵶᴲ ᵸᶪ Gלּ

GV.OC -02  ᶍḁḎᴻ᷄ḣḳḈᴻᵫ ᵴᶫᴲ᷊ᶹḘᴻḃ

᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐᶊ ᵸᶪ ᶨᶍḓᴻ

Ḃᶇ ᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

GV.SC -03  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ᷊ḟḱᶹḉᶼᴻḻḲḁ᷄ḦḕḀ

ḩḻḐᵫᴲ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ᶒ ᶍḲḁ᷄

ḦḕḀḩḻḐᴲḲḁ᷄ᶷḃḁḩḻḐᴲ ḟḵḃḁᶊ

ᵴᶫᶅᵣᶪ  G

GV.SC -04  ᷊ḟḱᶹḬᵫ №ᵴᶫᴲ ᶊᶧᶂᶅ ∞ᵫ

ᵰᶨᶫᶅᵣᶪ  G

GV.SC -07  ᷊ḟḱᶹḬᴲᵼᶍ ᶒ᷊ᴻḛḁᴲ ᶒᶊᵼᶍ

ᶍ ᶊᶧᶂᶅᶡᵾᶨᵴᶫᶪḲḁ᷄ᵫ ᵴᶫᴲ

ᵴᶫ  Ǝ ∞ᵫ ᵰᶨᶫᴲᶷḃḁḩḻḐᵴ

ᶫᴲ ꞌᵴᶫᴲᵼᶍ ᶊ ᵴᶫᶅᵣᶪᴳ 

ID.RA - 10  ᶊ ᶉ᷊ḟḱᶹḬᵫᶷḃḁḩḻḐᵴᶫᶅᵣ

ᶪ  G

CPS.SC - 3  ᶍ ᶇᶍ ᶱ ᵥ ᴲ ᶒḲḁ᷄Ḧḕ

ḀḩḻḐᶍ ᶱוֹ ᵶᴲ ᶍḃ᷂ḭḲḎᶸᶊ ᵸ

ᶪ ᶊ ᵶᶅ ᵸᶪ ᶍḃ᷂ḭḲḎᶸḦ

ḕḀḩḻḐᵫ ᵶᶅᵣᶪᵲᶇᶱ ᵸᶪᴳ 

GV.SC -05  ᷊ḟḱᶹḉᶼᴻḻᶊᵩᵰᶪ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲ

ḁ᷄ᶊ ᵸᶪᵾᶠᶍ ᵫ ᵴᶫᴲ ∞

ᵫ ᵰᶨᶫᴲ᷊ḟḱᶹḬᶣᵼᶍ ᶍ ᵸᶪ

ᶇᶍ ᶣᵼᶍ ᶍ ᶍ ≥ᶊ ᵴᶫᶅᵣ

ᶪ  G

CPS.SC - 4  ᶍ ᶇᶍ ᶱ ᵥ ᴲ ᶒḲḁ᷄Ḧḕ

ḀḩḻḐᶍ ᶱוֹ ᵶᴲ ᶍḃ᷂ḭḲḎᶸᶊ ᵸ

ᶪ ᶊ ᵶᶅ ᵸᶪ ᶍ ᵸᶪ ᴴ

᷊ᴻḛḁᵫ ᵶᶅᵣᶪᵲᶇᶱ ᵸᶪ G

  

CPS.SC - 5  ╥ ᶍ ᵸᶪ ᶍ ╢ᶍ ᴲ ᵪᶨ≠

ᵸᶪ ᶊ ᶮᶪ ᶊ ᵸᶪḃ᷂ḭḲḎᶸ ᶍ

ᶱ ᵶᴲ◖ ᵸᶪ G

  

CPS.SC - 6  ╥ ᶍ ᵸᶪ ᵫᴲ ᶍ ᶱֹוᵾᵶ

ᶅᵣᶪᵲᶇᶱ ᵸᶪᵾᶠᶊᴲ ᴲḎḁḐ ᴲᶝᵾוֹ

ᶎ ᶍ ᶍ ᶱלּ ᵶᶅ ᶊ ᵸᶪלּ  G

GV.SC -07  ᷊ḟḱᶹḬᴲᵼᶍ ᶒ᷊ᴻḛḁᴲ ᶒᶊᵼᶍ

ᶍ ᶊᶧᶂᶅᶡᵾᶨᵴᶫᶪḲḁ᷄ᵫ ᵴᶫᴲ

ᵴᶫ  Ǝ ∞ᵫ ᵰᶨᶫᴲᶷḃḁḩḻḐᵴ

ᶫᴲ ꞌᵴᶫᴲᵼᶍ ᶊ ᵴᶫᶅᵣᶪᴳ 

ID.RA - 10  ᶊ ᶉ᷊ḟḱᶹḬᵫᶷḃḁḩḻḐᵴᶫᶅᵣ

ᶪ  G

CPS.SC - 7  ╥ ᶍ ᵸᶪ ᶊ ᵸᶪ ᴲḎḁḐᶍ

ᴲוֹ ᶊ ᵸᶪ ᵫ ᵴᶫᵾ ᶊ

ᵸᶘᵬḟḵ᷿ᴻḀḫᶱ ᵶᴲ◖ ᵸᶪᴳ 

  

CPS.SC - 8  ᵫᴲ ᵸᶪ ᶒ ᶇᶍ ᶍ

ᶱֹוᵾᵶᶅᵣᶪᵲᶇᶱ ᵸᶪᵾᶠᶍ (ḏᴻḇ)ᶱ

ᴲ↨ ᶊ ᵶᴲ ᶊꞌᵷᶅ ᶉ ∫ᶆ

ᶆᵬᶪᶧᵥᶊᵸᶪ  G

  

CPS.SC - 9  ᷊ḟḱᶹḉᶼᴻḻᶊᵩᵰᶪᶹḻ᷿ḏḻḐ ꞌ ᶱ

ᶊᵸᶪᵾᶠᶊᴲᶹḻ᷿ḏḻḐ ꞌ ᶊ ᵸᶪ ᶍ

ᶆ ꞌḟḵḃḁᶍ ᶇ ᶱ ᵥ  G

GV.SC -08  ᵸᶪ᷊ḟḱᶹḬ ᶒᵼᶍ ᶍ ᵫᴲᶹḻ᷿

ḏḻḐᶍ ᴲ ꞌᴲ ᶒ ᶊ ᶝᶫᶅᵣ

ᶪ  G

ID.IM - 02  ᷊ḟḱᶹḬ ᶒ ᵸᶪ ᶇ ᵶᶅ ᵴ

ᶫᶪᶡᶍᶱ ᶠᴲḃ᷂ḭḲḎᶸḎḁḐ ᶒⱳ ᵪᶨ

ᵫ ᵴᶫᶅᵣᶪ  G

CPS.SC - 10  ╥ ᶍ ᵸᶪ ᶇᶍ ᵫ ᵸᶪ

( ֹ ᶍ ᴲ᷊ḥᴻḐᶍ )ᶊ ᵸᶘᵬḟ

ḵ᷿ᴻḀḫᶱ ᵶᴲ◖ ᵸᶪᴳ 

  

CPS.SC - 11  ᷊ḟḱᶹḉᶼᴻḻᶊ ᶪḃ᷂ḭḲḎᶸ ᶒ

ᵸᶪḟḵ᷿ᴻḀḫ ᶱ ᶊ ᵸᶪ G

  

CPS.AC - 1 ᵴᶫᵾḪḖᶇḚḐ ᶒḟḵ᷿ᴻḀḫᶍ ᶇ

ᶱ ᴲ ᴲ ᴲ ᴲ ᵸᶪḟḵ᷿ᴻ

Ḁḫᶱ ᵶᴲ ᵸᶪ G

PR.AA - 01 ᵴᶫᵾḮᴻ᷾ᴻᴲ᷊ᴻḛḁᴲסּ  ᶒḗᴻḑᶻᶼᶷ

ᶍ ID ᶒ ᵫᴲ ᶊᶧᶂᶅ ᵴᶫᶅ

ᵣᶪ  G

PR.AA - 05  ᶷ᷄ḃḁ ᴲסּ ᶍ ᴲ ᶒ ᵫḥḲ᷿ᴻᶆסּ

ᵴᶫᴲ ᵴᶫᴲ ᵴᶫᴲḴḛḭᴻᵴᶫᴲ

ᶇ ᶍ ᵫ ᶞ ᶝᶫᶅᵣᶪ  G

CPS.AC -2  IoT ᴲ᷊ᴻḘ ᶍ ᶽḲᶷᶍ ᴲ ᴲ

ᶍ ᴲ ᷀ḩḱᶍ ᴲ ᶀ ᶣ

ᶍ ḃ᷂ḭḲḎᶸ ᶱ ᵸᶪG 

PR.AA - 06  ᶗᶍ ᶉᶷ᷄ḃḁᵫᴲḲḁ᷄ᶊꞌᵷᶅ

ᵴᶫᴲ ᵴᶫᴲ ᵴᶫᶅᵣᶪᴳ 

CPS.AC -3  ֩Ḯᴻ᷾ᴻ IɥoT ᴲ᷊ᴻḘ ֪ᶱ ᵶᵮ

ᵸᶪ  G

PR.AA - 03  Ḯᴻ᷾ᴻᴲ᷊ᴻḛḁᴲ ᶒḗᴻḑᶻᶼᶷᵫ ᵴᶫ

ᶅᵣᶪ  G

PR.AA - 05  ᶷ᷄ḃḁ ᴲסּ ᶍ ᴲ ᶒ ᵫḥḲ᷿ᴻᶆסּ

ᵴᶫᴲ ᵴᶫᴲ ᵴᶫᴲḴḛḭᴻᵴᶫᴲ
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ᶇ ᶍ ᵫ ᶞ ᶝᶫᶅᵣᶪ  G

PR.IR - 01  ḕḋḐḷᴻ᷄ ᶒ ᵫ ᵴᶫᶅᵣᶉᵣסּ ᶷ

᷄ḃḁ ᶒ ᵪᶨ ᵴᶫᶅᵣᶪ  G

CPS.AC -4  ╗ ∙ ᶍḵ᷅ᶹḻ ᶊᶧᶪḵḋ᷄ᶷᶻḐ

ᶣᴲ↨ ᵫ ᶆᵬᶪᶝᶆ ḵ᷅ᶹḻᶍ ᶱᵡᵰ

ᶪ ᶱ ᵸᶪ ᶊᶧᶩ IƎoT ᴲ᷊ᴻḘ ᶊ ᵸ

ᶪ ḵ᷅ᶹḻᶱ ᵯ  G

  

CPS.AC -5  ᶒ ∫֩ Ḯֹᴻ᷾ /ᴻ᷿ḁḎḨ )ᶱ

ᶊ ᵸᶪ  G

PR.AA - 05  ᶷ᷄ḃḁ ᴲסּ ᶍ ᴲ ᶒ ᵫḥḲ᷿ᴻᶆסּ

ᵴᶫᴲ ᵴᶫᴲ ᵴᶫᴲḴḛḭᴻᵴᶫᴲ

ᶇ ᶍ ᵫ ᶞ ᶝᶫᶅᵣᶪ  G

CPS.AC -6  ᶱ ᶃḮᴻ᷾ᴻᶍ᷿ḁḎḨᶗᶍḕḋḐḷᴻ᷄

ᶆᶍḵ᷅ᶹḻᶊ ᵶᶅᴲ ᵴᶫᶪḲḁ᷄ᶡ ᵶᶅᴲ

ᶍ ᵣ ֩ ֹ ᶃ∙ ᶍ ᶱ

ᶞ ᶮᵺᵾ ֪ᶱ ᵸᶪ  G

PR.AA - 03  Ḯᴻ᷾ᴻᴲ᷊ᴻḛḁᴲ ᶒḗᴻḑᶻᶼᶷᵫ ᵴᶫ

ᶅᵣᶪ  G

PR.AA - 05  ᶷ᷄ḃḁ ᴲסּ ᶍ ᴲ ᶒ ᵫḥḲ᷿ᴻᶆסּ

ᵴᶫᴲ ᵴᶫᴲ ᵴᶫᴲḴḛḭᴻᵴᶫᴲ

ᶇ ᶍ ᵫ ᶞ ᶝᶫᶅᵣᶪ  G

CPS.AC -7  ḏᴻḇḝḵᴻ ḥḲ᷿ᴻᶱ ᶠᴲᵼᶫᶊ ᶂᶅ ḕ

ḋḐḷᴻ᷄ᶱ ᵸᶪ֩ ֹ ᴴḎḁḐ ᶇ ◖

IƎoT ᶱ ᶟ ᶇ ᶍ ᶍ ֪ ᵶᶅḕ

ḋḐḷᴻ᷄ᶍ ᶱ ᵸᶪ G

PR.IR - 01  ḕḋḐḷᴻ᷄ ᶒ ᵫ ᵴᶫᶅᵣᶉᵣסּ ᶷ

᷄ḃḁ ᶒ ᵪᶨ ᵴᶫᶅᵣᶪ  G

PR.AA - 06  ᶗᶍ ᶉᶷ᷄ḃḁᵫᴲḲḁ᷄ᶊꞌᵷᶅ

ᵴᶫᴲ ᵴᶫᴲ ᵴᶫᶅᵣᶪᴳ 

CPS.AC -8  IoT ᴲ᷊ᴻḘ ᵫ ᵸᶪ ᶎᴲ ᶉ ᶆ

ᵴᶫᵾᶽḻḎᶸḎᶸ֩ḚḐ/ḪḖ/᷿ḁḎḨ ֪ᶇᶍ

ᶊ ᵸᶪ  G

PR.AA - 02  ᶍ ᶊ ᶄᵣᶅ ID ᵫ ᵴᶫᴲ

ᶊ ᶒᶃᵰᶨᶫᶅᵣᶪ  G

CPS.AC -9  IoT ᶣḮᴻ᷾ᴻᶊᶧᶪ ֩ḪḖ/᷿ḁḎḨ ֪

ᶗᶍ ᶉᶷ᷄ḃḁᶱᴲ ╥ᶍḲḁ᷄֩ ᶍḃ᷂ḭ

ḲḎᶸᴲḟḱᶹḘ᷿ᴻᶍḲḁ᷄ ᶒᵼᶍ ᶍ ᶉḲ

ḁ֪᷄ᶊ ᵥ ᶆ ᴴ  ᵸᶪGסּ

PR.AA - 03  Ḯᴻ᷾ᴻᴲ᷊ᴻḛḁᴲ ᶒḗᴻḑᶻᶼᶷᵫ ᵴᶫ

ᶅᵣᶪ  G

CPS.AT - 1 ᶍ ᶅᶍ ╢ᶊ ᵶᶅᴲḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻ

Ḑᶍ ᶇᵼᶍ☼ ᶱ ᵸᶪᵾᶠᶊ ᶩ ᶅᶨᶫᵾ

ᶇ ᶱ ᵸᶪᵾᶠᶍ ᶉ ᴲ ╔ᶱ

ᵶᴲᵼᶍ ᶱ ᵸᶪ G

GV.OC -04  ḁḎᴻ᷄ḣḳḈᴻᵫ ᶊ∟ ᶝᵾᶎ ᵸ

ᶪ ᶉ ᴲ᷆ᶹḙḛḲḎᶸ֩ ֪ᴲ ᶒ᷊ᴻḛ

ḁᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

PR.AT - 01  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ᶱ ᶊ ᵣᶅ╗

ᶉ ᶱ ᵸᶪᵾᶠᶍ ᶇḁ᷂ḳᶱ ᵸᶪᶧ

ᵥᴲ ╢ᶊ≥ ᶇḐḴᴻḓḻ᷅ᵫ ᵴᶫᶅᵣ

ᶪ  G

PR.AT - 02  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ᶱ ᶊ ᵣᶅ

ᶱ ᵸᶪᵾᶠᶍ ᶇḁ᷂ḳᶱ ᵸᶪᶧᵥᴲ

ᶉ ᶱ ᵥ ᶊ≥ ᶇḐḴᴻḓḻ

᷅ᵫ ᵴᶫᶅᵣᶪ  G

CPS.AT - 2  ᶊᵩᵰᶪḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶊ ᵶ

ᶪᴲḃ᷂ḭḲḎᶸḦḕḀḩḻḐᶊᵩᵣᶅ ᶍr

ᶍ ᶊ ᵶᶅᴲ ᶩ ᶅᶨᶫᵾ ᶱ

ᵸᶪᵾᶠᶍ ᶉ ֩ḐḴᴻḓḻ֪᷅ᴲḃ᷂ḭḲḎᶸ

╔ᶱ ᵶᴲᵼᶍ ᶱ ᵸᶪ G

GV.OC -04  ḁḎᴻ᷄ḣḳḈᴻᵫ ᶊ∟ ᶝᵾᶎ ᵸ

ᶪ ᶉ ᴲ᷆ᶹḙḛḲḎᶸ֩ ֪ᴲ ᶒ᷊ᴻḛ

ḁᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

ID.IM - 02  ᷊ḟḱᶹḬ ᶒ ᵸᶪ ᶇ ᵶᶅ ᵴ

ᶫᶪᶡᶍᶱ ᶠᴲḃ᷂ḭḲḎᶸḎḁḐ ᶒⱳ ᵪᶨ

ᵫ ᵴᶫᶅᵣᶪ  G

ID.IM - 04  ◖ ᶊ☼ ᶱ ᶛᵸᶹḻ᷿ḏḻḐ ꞌ ᶒᵼ

ᶍ ᶍ᷊ᶹḘᴻḃ ᷂ḭḲḎᶸ ᵫ ᵴᶫᴲ

ᵴᶫᴲ┐ ᵴᶫᴲ ᵴᶫᶅᵣᶪᴳ 

PR.AT - 01  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ᶱ ᶊ ᵣᶅ╗

ᶉ ᶱ ᵸᶪᵾᶠᶍ ᶇḁ᷂ḳᶱ ᵸᶪᶧ

ᵥᴲ ╢ᶊ≥ ᶇḐḴᴻḓḻ᷅ᵫ ᵴᶫᶅᵣ

ᶪ  G

PR.AT - 02  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ᶱ ᶊ ᵣᶅ

ᶱ ᵸᶪᵾᶠᶍ ᶇḁ᷂ḳᶱ ᵸᶪᶧᵥᴲ

ᶉ ᶱ ᵥ ᶊ≥ ᶇḐḴᴻḓḻ

᷅ᵫ ᵴᶫᶅᵣᶪ  G

CPS.AT - 3  ᶍ ╢ᶣᴲ ᶍ ᵣ ᶍ ᶊ

ᵸᶪᴲḃ᷂ḭḲḎᶸᶊ ᶪ ᴲ ╔ᶍ ᶱ ᵸ

ᶪ  G

  

CPS.DS - 1 ᶆ ᵸᶘᵬ ᶱ ᵸᶪ ᴲ ᶍ

ᶊ ᶪḃ᷂ḭḲḎᶸ ᶊᶃᵣᶅᴲ ᶊ ᶆ

ᶩ ᶠᶪ  G

  

CPS.DS - 2  ᶱ ᶉ ᶍ ᶆ∆ ᵶᶅטּ ᵸᶪ  G PR.DS - 01  ᵴᶫᶅᵣᶪḏᴻḇᶍ ᴲ ᴲ ᶒּס

ᵫ ᵴᶫᶅᵣᶪ  G

CPS.DS - 3  IoT ᴲ᷊ᴻḘ ᶍ ᴲ᷊ᶹḘᴻ ᶆ ᵫɲ ᶫ

ᶪ ᴲ ᶱ∆  ᵸᶪGטּ

PR.DS - 02  ᶍḏᴻḇᶍ ᴲ ᴲ ᶒּס ᵫ

ᵴᶫᶅᵣᶪ  G

CPS.DS - 4  ᶱ ᵸᶪ ᶊᴲ ᵼᶍᶡᶍᶱ∆ ᵶᶅטּ

ᵸᶪ  G

PR.DS - 02  ᶍḏᴻḇᶍ ᴲ ᴲ ᶒּס ᵫ

ᵴᶫᶅᵣᶪ  G
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CPS.DS - 5  ḏᴻḇᴲ ḏᴻḇᶍ∆ טּ ᶊ ᵣᶪ ᶱᴲḱ

ᶹḝ᷊ᶹ᷄ḳᶱ ᵷᶅ↨ ᶊ ᵸᶪᴳ 

  

CPS.DS - 6  ᷊ᴻḛḁ ᶍ᷊ᶹḘᴻ ᶱ ᵰᵾ ᶆ

ᶡᴲ ᶱ ᶊ ᵶᴲ ᶊᶧᶪ☼ ᶱ ᶊ

ᶆᵬᶪᶧᵥᴲ ᶊᵩᵣᶅ ᶉḲḅᴻḁ֩ :Ḛ

ḐᴲḪḐᴲ᷿ḁḎḨ֪ᶱ ᵸᶪᴳ 

PR.IR - 04 סּ  ᶱ ᶊᵸᶪᵾᶠᶊ ᶉḲḅᴻḁ ᵫ

┐ ᵴᶫᶅᵣᶪ  G

CPS.DS - 7  IoT ᴲ ᴲ ᶊ ᵶᴲ ᶉ

ᴲ ᶣ ᶍ ᴲ ᴲטּ ᶍ

ᴲ ᴲḅḝḐᶻᶼᶷᶍ ᶱv  G

PR.IR - 04 סּ  ᶱ ᶊᵸᶪᵾᶠᶊ ᶉḲḅᴻḁ ᵫ

┐ ᵴᶫᶅᵣᶪ  G

CPS.DS - 8  ᵸᶘᵬ ᶱ⅛ᵥᴲᵡᶪᵣᶎ ᶊᶇᶂᶅ

ᶉ ᶱ ᵸᶪ ᶱ ᵸᶪ ᴲ ḇḻḙᴻḏḘ

ᶹḁᶱ ᵸᶪ  G

PR.DS - 01  ᵴᶫᶅᵣᶪḏᴻḇᶍ ᴲ ᴲ ᶒּס

ᵫ ᵴᶫᶅᵣᶪ  G

PR.DS - 02  ᶍḏᴻḇᶍ ᴲ ᴲ ᶒּס ᵫ

ᵴᶫᶅᵣᶪ  G

PR.DS - 10  ᶍḏᴻḇᶍ ᴲ ᴲ ᶒּס ᵫ

ᵴᶫᶅᵣᶪ  G

CPS.DS - 9  ᶗᶍ ᶉ ᶱ ᵯᵾᶠᴲ ᵸᶘᵬ

ᶱ ᶗ ᵸᶪ ᶱ ᶊ ᵸᶪ  G

PR.DS - 01  ᵴᶫᶅᵣᶪḏᴻḇᶍ ᴲ ᴲ ᶒּס

ᵫ ᵴᶫᶅᵣᶪ  G

PR.DS - 02  ᶍḏᴻḇᶍ ᴲ ᴲ ᶒּס ᵫ

ᵴᶫᶅᵣᶪ  G

PR.DS - 10  ᶍḏᴻḇᶍ ᴲ ᴲ ᶒּס ᵫ

ᵴᶫᶅᵣᶪ  G

CPS.DS -

10  

IoT ᴲ᷊ᴻḘ ᶊᶅ︣ ᵸᶪḅḝḐᶻᶼᶷᶍ

ᶱ ᵫ ᶠᶪḇᶹḧḻ᷅ᶆ ᵶᴲ ᶉḅḝḐᶻᶼ

ᶷᶍ ᶱ ᵸᶪ  G

PR.DS - 01  ᵴᶫᶅᵣᶪḏᴻḇᶍ ᴲ ᴲ ᶒּס

ᵫ ᵴᶫᶅᵣᶪ  G

DE.CM - 09  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲ᷈ḻḜḭᴻḎ

ᶸḻ᷅ḗᴻḑᶻᶼᶷᶇḅḝḐᶻᶼᶷᴲḱḻḇᶹḨ ᴲ

ᶒᵼᶫᶨᶍḏᴻḇᵫ ᵴᶫᶅᵣᶪ  G

CPS.DS - 11  ᴴ ᵸᶪ ᶊ ḉᶼḋ᷄ḩ᷀ḓḂḨᶱ

ᵸᶪ  G

PR.DS - 01  ᵴᶫᶅᵣᶪḏᴻḇᶍ ᴲ ᴲ ᶒּס

ᵫ ᵴᶫᶅᵣᶪ  G

CPS.DS -

12  

ḗᴻḑᶻᶼᶷᶍ ᶱ ᵸᶪᵾᶠᶊ ḉᶼḋ

᷄ḩ᷀ḓḂḨᶱ ᵸᶪ  G

ID.RA - 09  ḗᴻḑᶻᶼᶷ ᶒḅḝḐᶻᶼᶷᶍ ᶇ

ᵫᴲ ᶒ ᶊᶷḃḁḩḻḐᵴᶫᶅᵣᶪᴳ 

DE.CM - 09  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲ᷈ḻḜḭᴻḎ

ᶸḻ᷅ḗᴻḑᶻᶼᶷᶇḅḝḐᶻᶼᶷᴲḱḻḇᶹḨ ᴲ

ᶒᵼᶫᶨᶍḏᴻḇᵫ ᵴᶫᶅᵣᶪ  G

CPS.DS -

13  

IoT ᶣḅḝḐᶻᶼᶷᵫ ᶆᵡᶪᵲᶇᶱ

( )ᶊ ᵸᶪ  G

  

CPS.DS -

14  

ḏᴻḇᶍ ᴲּנ ᶱḱᶹḝ᷊ᶹ᷄ḳᶍ ᶊ

ᶂᶅ┐ ᴴ ᴴ ᵸᶪᴳ 

  

CPS.DS -

15  

ᶍּס ᴲ ᶊᶧᶪḃḻ᷿ḻ᷅ḏᴻḇᶍ

ᶍᵾᶠᶊᴲ ḃ᷂ḭḲḎᶸᶍ ᵫ

ᵴᶫᵾ ᶱ ᵸᶪ  G

  

CPS.IP - 1 IoT ᴲ᷊ᴻḘ ᶍ ֩ḙḁḷᴻḑ ֪

ᶒ ḟḵḃḁᶱ ᵶᴲ◖ ᵸᶪ  G

ID.RA - 07  ᶒ ᵫ ᵴᶫᴲḲḁ᷄ᶍᶹḻḙ᷄Ḑᵫᶷ

ḃḁḩḻḐᵴᶫᴲ ᵴᶫᴲ ᵴᶫᶅᵣᶪᴳ 

PR.PS - 01  ᶍḟḱ᷄Ḏᶸḁᵫ ᵴᶫᴲ ᵴᶫᶅ

ᵣᶪ  G

CPS.IP - 2  IoT ᴲ᷊ᴻḘ ᶍ ᶊᴲ ᵸᶪḅḝḐᶻᶼᶷנּ

ᶱ ᵸᶪ  G

PR.PS - 01  ᶍḟḱ᷄Ḏᶸḁᵫ ᵴᶫᴲ ᵴᶫᶅ

ᵣᶪ  G

CPS.IP - 3  ᷿ḁḎḨᶱ ᵸᶪᵾᶠᶍ᷿ḁḎḨ ḱᶹḝ᷊ᶹ᷄ḳ

ᶱ ᵸᶪ  G

PR.PS - 06  ḃ᷂ḭᶷᶉḅḝḐᶻᶼᶷ ḟḱ᷄Ḏᶸḁᵫ ᵴ

ᶫᴲᵼᶍ ᵫḅḝḐᶻᶼᶷ ḱᶹḝ᷊ᶹ᷄ḳ

ᶱ ᵷᶅ ᵴᶫᶅᵣᶪ  G

ID.AM -08  ᷿ḁḎḨᴲḗᴻḑᶻᶼᶷᴲḅḝḐᶻᶼᶷᴲ᷊ᴻḛḁᴲ

ᶒḏᴻḇᵫᴲḱᶹḝ᷊ᶹ᷄ḳ ᶱ ᵷᶅ ᵴᶫ

ᶅᵣᶪ  G

CPS.IP - 4  I֩oT ᴲ ᴲ ֪ᶊ ᵶᴲ

ᶉ᷿ḁḎḨḘḋ᷄ᶷḋḟᶱ ᵶᴲḎḁḐᵸᶪᴳ 

PR.DS - 11  ḏᴻḇᶍḘḋ᷄ᶷḋḟᵫ ᵴᶫᴲ ᵴᶫᴲ┐

ᵴᶫᴲḎḁḐᵴᶫᶅᵣᶪᴳ 

RC.RP -03  Ḙḋ᷄ᶷḋḟ ᶒᵼᶍ ᶍ ᶍ ᵫᴲ

ᶊ ᵸᶪ ᶊ ᵴᶫᶅᵣᶪ  G

CPS.IP - 5  ᴲ אל ᶍ ᴲ ᵪᶨᶍ ᴲ

ᶍ IoT ᴲ᷊ᴻḘ ᶍ ᶉ ᶊ

ᵸᶪḥḲ᷿ᴻᶣ ᶱ ᵾᵸᶧᵥ ᶉ ᶱ

ᵸᶪ  G

GV.OC -04  ḁḎᴻ᷄ḣḳḈᴻᵫ ᶊ∟ ᶝᵾᶎ ᵸ

ᶪ ᶉ ᴲ᷆ᶹḙḛḲḎᶸ֩ ֪ᴲ ᶒ᷊ᴻḛ

ḁᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

PR.IR - 02  ᶍ ᵫ ᶍ ≡ᵪᶨ ᵴᶫᶅᵣ

ᶪ  G

CPS.IP - 6  IoT ᴲ᷊ᴻḘ ᶍ ᶊᶎᴲ ᶊ ᵴᶫᶅ

ᵣᶪḏᴻḇ ᶒᴲ IoT ᴲ᷊ᴻḘ ╗ɵ≥ᶊ

ᵸᶪ ID ֩ ֪ᶣ ֩ ᴲ

֪ᶱ ᶎ ᶞ ᶩᶆᵬᶉᵣ ᶊᵸᶪ  G

ID.AM -08  ᷿ḁḎḨᴲḗᴻḑᶻᶼᶷᴲḅḝḐᶻᶼᶷᴲ᷊ᴻḛḁᴲ

ᶒḏᴻḇᵫᴲḱᶹḝ᷊ᶹ᷄ḳ ᶱ ᵷᶅ ᵴᶫ

ᶅᵣᶪ  G

PR.PS - 03  ḗᴻḑᶻᶼᶷᶎḲḁ᷄ᶊꞌᵷᶅ ᵴᶫᴲ ᵴ
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ᶫᴲ ᵴᶫᶅᵣᶪ  G

CPS.IP - 7  ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶗᶍ ꞌᴲ ᶒ ᵪᶨ

ᶍ ᶊ ᵸᶪ / / לּ ᵪᶨוֹ ᶱ ᵬ

ᵶᴲ ᶱ ᵸᶪḟḵḃḁᶱ ᵸᶪᴳ 

ID.IM - 03  ◖ ḟḵḃḁᴲ ᴲ ᶒ ᶍ ᵪᶨ ᵫ

ᵴᶫᶅᵣᶪ  G

CPS.IP - 8  ᶍ ᶊᶃᵣᶅᴲ ᶉḙᴻḐḒᴻᶇᶍ

ᶆ ᶱ ᵸᶪ  G

ID.IM - 03  ◖ ḟḵḃḁᴲ ᴲ ᶒ ᶍ ᵪᶨ ᵫ

ᵴᶫᶅᵣᶪ  G

CPS.IP - 9  ᶍ│ ᶊ ᵣ ᵷᶪ ᶍ ᶊ ꞌᵶᵾ ᶊḃ

᷂ḭḲḎᶸᶊ ᵸᶪ ֩ ֹᶷ᷄ḃḁ ᶍ ᴲטּ

╢ᶊ ᵸᶪ ֪ᶱ ᶠᶪ G

GV.RR - 04  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸᵫ ḟḱ᷄Ḏᶸḁᶊ ᶝᶫ

ᶅᵣᶪ  G

CPS.IP - 10  ᶱ ᵶᴲ ᶊⱲᶂᶅ

ᶍ ᶱ ᵸᶪ  G

ID.RA - 01  ᶍ ᵫ ᵴᶫᴲ ᵫ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

PR.PS - 02  ḅḝḐᶻᶼᶷᶎḲḁ᷄ᶊꞌᵷᶅ ᵴᶫᴲ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

CPS.MA - 1 IoT ᴲ᷊ᴻḘ ᶍḃ᷂ḭḲḎᶸ ᶉᶷḋḟḏᴻ

Ḑ ᶱᴲ ᶉḇᶹḧḻ᷅ᶊ ᵴᶫᵾḌᴻḳᶱ ᵶ

ᶅ ᶊ ᶱ ᵶᶃᶃ ᵸᶪ  G

סּ ᶆᵡᶫᶏᴲꜛ ᵪᶨᶍ ᶊᶧᶂᶅḅḝḐᶻᶼᶷ

O֩SᴲḑḱᶹḘᴲᶷḟḲ᷆ᴻ᷿ḯḻ֪ᶱ╗ ᵶᶅ ᵸᶪ

ḲḪᴻḐᶷḋḟḏᴻḐᶍ ᶞᶱ ᵧᵾIoT ᶱ

ᵸᶪ  G

ID.AM -08  ᷿ḁḎḨᴲḗᴻḑᶻᶼᶷᴲḅḝḐᶻᶼᶷᴲ᷊ᴻḛḁᴲ

ᶒḏᴻḇᵫᴲḱᶹḝ᷊ᶹ᷄ḳ ᶱ ᵷᶅ ᵴᶫ

ᶅᵣᶪ  G

PR.PS - 03  ḗᴻḑᶻᶼᶷᶎḲḁ᷄ᶊꞌᵷᶅ ᵴᶫᴲ ᵴ

ᶫᴲ ᵴᶫᶅᵣᶪ  G

CPS.MA -2  ᶍ IoT ᴲ᷊ᴻḘ ᶊ ᵸᶪꜛ ᶱᴲ

ᶍḪḖᴲ᷿ḁḎḨᶍᶿᴻḒᴻ ᶊᶧᶪ ᶱ

ᶅᴲḵ᷅ᶱ ᵶᴲ ᶷ᷄ḃḁᶱ ᵱᶪ ᶆ ᵸ

ᶪ  G

ID.AM -08  ᷿ḁḎḨᴲḗᴻḑᶻᶼᶷᴲḅḝḐᶻᶼᶷᴲ᷊ᴻḛḁᴲ

ᶒḏᴻḇᵫᴲḱᶹḝ᷊ᶹ᷄ḳ ᶱ ᵷᶅ ᵴᶫ

ᶅᵣᶪ  G

PR.PS - 02  ḅḝḐᶻᶼᶷᶎḲḁ᷄ᶊꞌᵷᶅ ᵴᶫᴲ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

CPS.PT - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶱ ᶊ ᵸᶪᵾᶠᴲ

/ḵ᷅ ᶍ ᶱ ᴲ ᵶᴲᵼᵥᵶᵾטּ

ᶱ ᵶᶅᴲḴḛḭᴻᵸᶪᴳ 

PR.PS - 04  ḵ᷅ ᵫ ᵴᶫᴲ ᶍᵾᶠᶊ סּ

ᶇᶉᶂᶅᵣᶪ  G

CPS.PT -2  IoT ᴲ᷊ᴻḘ ᶍ ᶊ ᵶᶅᴲ ᶉḕḋḐḷᴻ

᷄ḥᴻḐ UƎSBᴲ᷿ḲᶷḳḥᴻḐ ᶱ ᶝᵾᶎ

ᶊ ᵸᶪᵲᶇᶆ IƎoT ᴲ᷊ᴻḘ ᶍ ᶱ

ᶇᵸᶪ  G

PR.DS - 01  ᵴᶫᶅᵣᶪḏᴻḇᶍ ᴲ ᴲ ᶒּס

ᵫ ᵴᶫᶅᵣᶪ  G

PR.PS - 01  ᶍḟḱ᷄Ḏᶸḁᵫ ᵴᶫᴲ ᵴᶫᶅ

ᵣᶪ  G

CPS.PT -3  ḕḋḐḷᴻ᷄ᶊᶃᶉᵫᶪᵲᶇᶱ ᶝᵧᵾ↨ ᶱ

ᵸᶪ IoT ᶱ ᵸᶪ  G

PR.IR - 03  ᶒ ᶉ ᶆᶍḴḀḲᶽḻḁ ᶱ

ᵸᶪᵾᶠᶍḩ᷀ḓḂḨᵫ ᵴᶫᶅᵣᶪ G

CPS.AE - 1 ḕḋḐḷᴻ᷄◖ ᶍḡᴻḁḱᶹḻᶇᴲḚḐᴲḪḖᴲ᷿ḁḎḨ

ᶍ ᵴᶫᶪ ᶍ ᶫᶱ ᵶᴲ ᵸᶪḟḵ᷿

ᴻḀḫᶱ ᵶᴲ ᵸᶪᴳ 

ID.AM -03  ᵫ ᵶᵾḕḋḐḷᴻ᷄סּ ᶒ ᶇ

ᶍḕḋḐḷᴻ᷄ᶍḏᴻḇḝḵᴻᶍ ᵫ┐ ᵴᶫᶅ

ᵣᶪ  G

CPS.AE - 2  ḃ᷂ḭḲḎᶸ ᶱ ᵶᴲḃ᷂ḭḲḎᶸ ꞌ

(SOC/CSIRT) ᶱ ᶀ ᵱᴲ ᶆḃ᷂ḭḲḎᶸ

ᶱ ᴴ ᴴ ꞌᵸᶪ ᶱ ᵧᶪG 

DE.AE -02  ᵸᶪ ᶱᶧᶩᶧᵮ ᵸᶪᵾᶠᶊᴲ ᶉ

ᵫ ᵴᶫᶅᵣᶪ  G

CPS.AE - 3  ḃ᷂ḭḲḎᶸ ᶍ ᶍ ᶒ ᶍ ≡ ᶇ

ᵶᵾ ᶱ ᵥ ᶱ ᵸᶪᵲᶇᶆᴲḃ᷂ḭḲḎ

ᶸᶹḻ᷿ḏḻḐᶱ ᶊ ᵸᶪᴳ 

DE.AE -03  ᶎ ᶍ ᵪᶨ ᶊ ᵰᶨᶫᶅᵣ

 ᶅ

DE.AE -07  ᷊ᶹḘᴻ ≡ᶹḻḎḲḀᶼḻḁ ᶒᵼᶍ ᶍ

ᵫ ᶊ ᵴᶫᶅᵣᶪ  G

RS.MA -02  ᶹḻ᷿ḏḻḐ ᵫḐḲᶷᴻḀᵴᶫᴲ ᵫ

ᵴᶫᶅᵣᶪ  G

CPS.AE - 4  ᵸᶪ ᶗᶍ☼ ᶱ ᶠᶅḃ᷂ḭḲḎᶸ ᵫ

ᶡᵾᶨᵸ☼ ᶱ ᵸᶪ  G

DE.AE -04  ᶍ ᵴᶫᶪᶹḻḙ᷄Ḑᶇ ∫ᵫ ᵴ

ᶫᶅᵣᶪ  G

CPS.AE - 5  ḃ᷂ḭḲḎᶸ ᶍ ᶍ ᶱ ᶠᶪ G DE.AE -08  ᵫᴲ ᵴᶫᵾᶹḻ᷿ḏḻḐ ᶱ ᵾᵸ

ᶊᴲᶹḻ᷿ḏḻḐᵫ ᵴᶫᶪᴳ 

CPS.CM - 1 ᶍḕḋḐḷᴻ᷄ᶇ ╓ḕḋḐḷᴻ᷄ᶍ ᶊᵩᵣ

ᶅᴲḕḋḐḷᴻ᷄ ᴴ ᴲᶷ᷄ḃḁ ᴴ ᶱ

ᵸᶪ  G

DE.CM - 01  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲḕḋḐḷᴻ᷄

ᶒḕḋḐḷᴻ᷊᷄ᴻḛḁᵫ ᵴᶫᶅᵣᶪᴳ 

CPS.CM - 2  IoT ᴲ᷊ᴻḘ ᶍ ᶱ ᵶᴲ ᶉ ᶷ

᷄ḃḁᶍ ᶒ ᴲ ᶱ ᵸᶪ G

DE.CM - 02  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲ

ᵫ ᵴᶫᶅᵣᶪ  G

CPS.CM - 3  ᵴᶫᵾ ᶇ ᶍ ᶱוֹ ᵶᶅᴲ│

ᶍ ᶣ ᶍ ᶱ ᵥ IoT ᶱ ᵸᶪ  G

᷊ᶹḘᴻ ᵪᶨ ᵰᶪ ᵫℓ ᶉ᷈ᴻḑᶱ ᶲᶆ

ᵩᶨᵹᴲ ∫ ᶆᵡᶪᵲᶇᶱ ᶊ ᵸᶪᴳ 

DE.CM - 01  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲḕḋḐḷᴻ᷄

ᶒḕḋḐḷᴻ᷊᷄ᴻḛḁᵫ ᵴᶫᶅᵣᶪᴳ 

DE.CM - 09  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲ᷈ḻḜḭᴻḎ

ᶸḻ᷅ḗᴻḑᶻᶼᶷᶇḅḝḐᶻᶼᶷᴲḱḻḇᶹḨ ᴲ

ᶒᵼᶫᶨᶍḏᴻḇᵫ ᵴᶫᶅᵣᶪ  G

CPS.CM - 4  ᷊ᶹḘᴻ ᵪᶨ ᵰᶪ ᶍ ᶒ ᶱ

ᶊ ᵸᶪ  G

DE.CM - 01  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲḕḋḐḷᴻ᷄

ᶒḕḋḐḷᴻ᷊᷄ᴻḛḁᵫ ᵴᶫᶅᵣᶪᴳ 

DE.CM - 09  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲ᷈ḻḜḭᴻḎ

ᶸḻ᷅ḗᴻḑᶻᶼᶷᶇḅḝḐᶻᶼᶷᴲḱḻḇᶹḨ ᴲ

ᶒᵼᶫᶨᶍḏᴻḇᵫ ᵴᶫᶅᵣᶪ  G

CPS.CM - 5  ḃ᷂ḭḲḎᶸ ᶱ ᶊ ᶆᵬᶪᶧᵥᴲ ᷊ᴻḛDE.CM - 06  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲ ᷊ᴻḛ



Appendix A:NIST CSF 2.0 ḟḵḝᶶᶹḳᶇCPSF ᶍ  

 

88  
 

ḁḟḵḘᶹḈᶇᶍ ᶱḪḓḇḲḻ᷅ᵸᶪᴳ ḁḟḵḘᶹḈᶍ ᶒ᷊ᴻḛḁᵫ ᵴᶫᶅᵣ

ᶪ  G

CPS.CM - 6  ᶍ ᶆᶎᴲḅḝḐᶻᶼᶷ ᴲḕḋḐ

ḷᴻ᷄ ֩ḕḋḐḷᴻ᷄ ᶍ ᴲᶷ᷄ḃḁ

֪ ᶒ ᶍḅ᷿᷂ᴲḚḐᴲḪḖᴲ᷿ḁḎḨᶇᶍ ᶍ

ᶊᶃᵣᶅᴲ ᶊ ᵸᶪ G

DE.CM - 01  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲḕḋḐḷᴻ᷄

ᶒḕḋḐḷᴻ᷊᷄ᴻḛḁᵫ ᵴᶫᶅᵣᶪᴳ 

DE.CM - 03  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲ ╢ᶍ

ᶒ ᶍ ᵫ ᵴᶫᶅᵣᶪ  G

DE.CM - 06  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲ ᷊ᴻḛ

ḁḟḵḘᶹḈᶍ ᶒ᷊ᴻḛḁᵫ ᵴᶫᶅᵣ

ᶪ  G

DE.CM - 09  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲ᷈ḻḜḭᴻḎ

ᶸḻ᷅ḗᴻḑᶻᶼᶷᶇḅḝḐᶻᶼᶷᴲḱḻḇᶹḨ ᴲ

ᶒᵼᶫᶨᶍḏᴻḇᵫ ᵴᶫᶅᵣᶪ  G

PR.PS - 05 ᵴᶫᶅᵣᶉᵣḅḝḐᶻᶼᶷᶍᶹḻḁḐᴻḳסּ  ᶒ

ᵫ ᵴᶫᶅᵣᶪ  G

CPS.CM - 7  ᶍ ᵶᶅᵣ IᶅoT ᴲ᷊ᴻḘ ᶊ ᵶᶅᴲ

ᶊ ᵫ ᶉ ᶍ ᶱ ᵸᶪ  G

ID.RA - 01  ᶍ ᵫ ᵴᶫᴲ ᵫ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

CPS.DP - 1 ḃ᷂ḭḲḎᶸ ᶍ ᶱֹוᵾᵺᶪᶧᵥᴲḃ᷂ḭḲ

Ḏᶸ ᶊᵩᵰᶪ ᶇ᷊ᴻḛḁḟḵḘᶹḈᵫ

ᵥ ᶇ ᵥ ᶱ ᶊᵸᶪ  G

GV.RR - 02  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐᶊ ᵸᶪ

ᴲ ᴲ ᵫ ᵴᶫᴲ ᵴᶫᴲ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

CPS.DP - 2  ᶆᶎᴲ ╓ ᶊ ᵴᶫᶪ ᴲ ᶣ

ᶊ ᵶᶅᴲḃ᷂ḭḲḎᶸ ᶱ ᵸᶪᴳ 

  

CPS.DP - 3  ᶇᵶᶅᴲḃ᷂ḭḲḎᶸ ᶱ ᵸᶪ ᵫ≥

ᵶᵾᶇᵩᶩᶊ ᵸᶪᵪᶈᵥᵪᶱ ᶊḎḁḐᵶᴲ

ᶱ ᵸᶪ  G

ID.IM - 02  ᷊ḟḱᶹḬ ᶒ ᵸᶪ ᶇ ᵶᶅ ᵴ

ᶫᶪᶡᶍᶱ ᶠᴲḃ᷂ḭḲḎᶸḎḁḐ ᶒⱳ ᵪᶨ

ᵫ ᵴᶫᶅᵣᶪ  G

CPS.DP - 4  ḃ᷂ḭḲḎᶸ ᶍ ḟḵḃḁᶱ ᶊ ᵸᶪᴳ ID.IM - 03  ◖ ḟḵḃḁᴲ ᴲ ᶒ ᶍ ᵪᶨ ᵫ

ᵴᶫᶅᵣᶪ  G

CPS.RP - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ ᶍ ꞌᶍ ᶣ

∞ᴲ ∫ᶱ ᶊᵸᶪᵾᶠᴲᶹḻ᷿ḏḻḐᶱ ᵶ

ᵾ ᶍ /ḚḐ/ḪḖ/᷿ḁḎḨᶍ ꞌ ֩ḃ᷂ḭḲḎ

ᶸ◖ ḟḵḃḁ֪ᶱᵡᶨᵪᵷᶠ ᵶᴲ ᵸᶪᴳ 

GV.OC -04  ḁḎᴻ᷄ḣḳḈᴻᵫ ᶊ∟ ᶝᵾᶎ ᵸ

ᶪ ᶉ ᴲ᷆ᶹḙḛḲḎᶸ֩ ֪ᴲ ᶒ᷊ᴻḛ

ḁᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

ID.IM - 04  ◖ ᶊ☼ ᶱ ᶛᵸᶹḻ᷿ḏḻḐ ꞌ ᶒᵼ

ᶍ ᶍ᷊ᶹḘᴻḃ᷂ ḭḲḎᶸ ᵫ ᵴᶫᴲ

ᵴᶫᴲ┐ ᵴᶫᴲ ᵴᶫᶅᵣᶪᴳ 

DE.AE -06  ᶊ ᵸᶪ ᵫᴲ ᵴᶫᵾḁḇḋḝסּ

ᶒḌᴻḳᶊ ᵴᶫᶅᵣᶪ  G

RS.MA -01  ᶹḻ᷿ḏḻḐᵫ ᵴᶫᶪᶇᴲ ᵸᶪ ᶇ

ᵶᶅᶹḻ᷿ḏḻḐ ꞌ ᵫ ᵴᶫᶅᵣᶪᴳ 

RS.CO - 02  ᶍḁḎᴻ᷄ḣḳḈᴻᶊᶹḻ᷿ḏḻḐᶱ ᵸ

ᶪ  G

RS.CO - 03  ᵴᶫᵾ ᶍḁḎᴻ᷄ḣḳḈᴻᶇ ᶱ

ᵸᶪ  G

RC.CO - 04  ᶹḻ᷿ḏḻḐ ᶊ ᵸᶪ ᶎᴲ ᵴ

ᶫᵾ ᶒḩḋḃᴻḀḻ᷅ᶱ ᵶᶅ ᵴᶫ

ᶅᵣᶪ  G

CPS.RP -2  ḃ᷂ḭḲḎᶸ◖ ḟḵḃḁᶊᵩᵣᶅᴲ ╥ ᶍ ᵸ

ᶪ ᶇᶍ ᶊᶃᵣᶅ ᶇ ᶱ ᶠᴲ◖

ᵸᶪ  G

GV.OC -04  ḁḎᴻ᷄ḣḳḈᴻᵫ ᶊ∟ ᶝᵾᶎ ᵸ

ᶪ ᶉ ᴲ᷆ᶹḙḛḲḎᶸ֩ ֪ᴲ ᶒ᷊ᴻḛ

ḁᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

ID.IM - 04  ◖ ᶊ☼ ᶱ ᶛᵸᶹḻ᷿ḏḻḐ ꞌ ᶒᵼ

ᶍ ᶍ᷊ᶹḘᴻḃ᷂ ḭḲḎᶸ ᵫ ᵴᶫᴲ

ᵴᶫᴲ┐ ᵴᶫᴲ ᵴᶫᶅᵣᶪᴳ 

RS.MA -01  ᶹḻ᷿ḏḻḐᵫ ᵴᶫᶪᶇᴲ ᵸᶪ ᶇ

ᵶᶅᶹḻ᷿ḏḻḐ ꞌ ᵫ ᵴᶫᶅᵣᶪᴳ 

RS.MA -04  ᶹḻ᷿ḏḻḐᶎ ᶊꞌᵷᶅᶽḁ᷀Ḵᴻ᷿ḯḻᶝᵾ

ᶎ ᵴᶫᶅᵣᶪ  G

RS.CO - 03  ᵴᶫᵾ ᶍḁḎᴻ᷄ḣḳḈᴻᶇ ᶱ

ᵸᶪ  G

CPS.RP -3  ᶊᵩᵰᶪ ꞌ ᶒ ꞌ ᶱ ᶠᶅ

ᵣᶪ ᶎ ꞌ ᶍ ᶊḃ᷂ḭḲ

Ḏᶸᶹḻ᷿ḏḻḐᶱ∞ ᶄᵰᶪᴳ 

GV.OC -04  ḁḎᴻ᷄ḣḳḈᴻᵫ ᶊ∟ ᶝᵾᶎ ᵸ

ᶪ ᶉ ᴲ᷆ᶹḙḛḲḎᶸ֩ ֪ᴲ ᶒ᷊ᴻḛ

ḁᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

RS.MA -05  ᶹḻ᷿ḏḻḐᶍ ᶍ ᵫ ᵴᶫᶅᵣᶪᴳ 

RC.RP -01  ᶹḻ᷿ḏḻḐ ꞌ ᶍ ᶊ ᵸᶪ ᵫᴲᶹḻ

᷿ḏḻḐ ꞌḟḵḃḁᵪᶨ ᶩ ᶞᵫ ᵴᶫᶪᶇ

ᵴᶫᶅᵣᶪ  G

RC.RP -02  ᵫ ᵴᶫᴲ ∫ᵫ ᵴᶫᴲ ∞

ᵫ ᵰᶨᶫᴲ ᵴᶫᶅᵣᶪ G

CPS.RP -4  ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ ᶊ ᶱ ᵰᵾ ᶊ  
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ᶅ ᵴᶫᶪ ᵶᶅᴲּךᶨᵪᶍ ᶍ ᵫ ᵷᶅ

ᵣᶪᵲᶇᵫ ᵴᶫᶪḪḖ( )ᶊ ᵶᶅ ᶉ ꞌ

ᶱ ᵥ  G

CPS.CO - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ ᶍ ᶍḳᴻḳ

ᶱ ᵶᴲ◖ ᵸᶪ G

RC.CO - 04  ᶹḻ᷿ḏḻḐ ᶊ ᵸᶪ ᶎᴲ ᵴ

ᶫᵾ ᶒḩḋḃᴻḀḻ᷅ᶱ ᵶᶅ ᵴᶫ

ᶅᵣᶪ  G

CPS.CO - 2  ᶎ ꞌ ᶍ ᶊᴲḃ᷂ḭḲḎ

ᶸᶹḻ᷿ḏḻḐᶍ ᴲ ᶊ ᵸᶪ ᶍלּ

ᶊ ᶩ ᶟ ᶱ∞ ᶄᵰᶪ  G

RC.CO - 04  ᶹḻ᷿ḏḻḐ ᶊ ᵸᶪ ᶎᴲ ᵴ

ᶫᵾ ᶒḩḋḃᴻḀḻ᷅ᶱ ᵶᶅ ᵴᶫ

ᶅᵣᶪ  G

CPS.CO - 3  ᶊᶃᵣᶅ ᶒ ᶍ ᶇ ╢ᴲ

ᵼᵶᶅ ☺ ᶊ ᵸᶪ ᶱᴲ ᶎ

ꞌ ᶍ ᶊ∞ ᶄᵰᶪ  G

RC.CO - 03  ᶒ◖ ᷆ᶹḙḛḲḎᶸ֩ ֪ ᶍ

ᵫᴲ ᵴᶫᵾ ᶍḁḎᴻ᷄ḣḳḈᴻ

ᶊ ᵴᶫᶅᵣᶪ  G

CPS.AN - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶍ ᶇᴲ ᵴᶫᶪ

ᶍ≥ ᵪᶨᴲ ᶒ ᵸᶪ ᶱ ᶟ

ᶗᶍ☼ ᶱ №ᵸᶪ  G

RS.MA -02  ᶹḻ᷿ḏḻḐ ᵫḐḲᶷᴻḀᵴᶫᴲ ᵫ

ᵴᶫᶅᵣᶪ  G

RS.MA -03  ᶹḻ᷿ḏḻḐᵫ ᵴᶫᴲ ∞ᵫ ᵰᶨᶫᶅᵣ

ᶪ  G

RS.MA -04  ᶹḻ᷿ḏḻḐᶎ ᶊꞌᵷᶅᶽḁ᷀Ḵᴻ᷿ḯḻᶝᵾ

ᶎ ᵴᶫᶅᵣᶪ  G

RS.AN - 08  ᶹḻ᷿ḏḻḐᶍ ᵫ ᵴᶫᴲ ᵫ ᵴᶫ

ᶅᵣᶪ  G

CPS.AN - 2  ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ ᶊᴲḏḀḇḳḝᶾḴḻḀ

ḋ᷄ᶱ ᵸᶪ  G

RS.AN - 03  ᶹḻ᷿ḏḻḐ ᶊּךᵫ ᵲᶂᵾᶍᵪᴲ ᶒᶹḻ

᷿ḏḻḐᶍ ╣ᶱ ᵸᶪᵾᶠᶍ ᵫ

ᵴᶫᶅᵣᶪ  G

RS.AN - 06  ᶊ ᵴᶫᵾᶷ᷿᷄ḯḻᵫ ᵴᶫᴲ ᶍ

ᶇ ᵫ ᵴᶫᶅᵣᶪ  G

CPS.AN - 3  ᵴᶫᵾḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶍ ᶎᴲḃ᷂ḭḲ

Ḏᶸᶊ ᵸᶪ☼ ᶍ ᶣ ᶆ ᵶᴲ

ᵸᶪ  G

RS.MA -03  ᶹḻ᷿ḏḻḐᵫ ᵴᶫᴲ ∞ᵫ ᵰᶨᶫᶅᵣ

ᶪ  G

CPS.MI - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶊᶧᶪ ᶍ ᶱ ᶊ

ᵧᴲ☼ ᶱ ᵸᶪ ꞌᶱ ᵥ G

RS.MI - 01  ᶹḻ᷿ḏḻḐᵫ ᵷ ᶠᶨᶫᶅᵣᶪᴳ 

RS.MI - 02  ᶹḻ᷿ḏḻḐᵫ ᵴᶫᶅᵣᶪᴳ 

CPS.IM - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶗᶍ ꞌᵪᶨ ᶱ ᵬ

ᵶᴲḃ᷂ḭḲḎᶸ◖ ḟḵḃḁᶱ ᶊ ᵸᶪᴳ 

ID.IM - 03  ◖ ḟḵḃḁᴲ ᴲ ᶒ ᶍ ᵪᶨ ᵫ

ᵴᶫᶅᵣᶪ  G

ID.IM - 04  ◖ ᶊ☼ ᶱ ᶛᵸᶹḻ᷿ḏḻḐ ꞌ ᶒᵼ

ᶍ ᶍ᷊ᶹḘᴻḃ ᷂ḭḲḎᶸ ᵫ ᵴᶫᴲ

ᵴᶫᴲ┐ ᵴᶫᴲ ᵴᶫᶅᵣᶪᴳ 

CPS.IM - 2  ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶗᶍ ꞌᵪᶨ ᶱ ᵬ

ᵶᴲ ᶱ ᶊ ᵸᶪ G

ID.IM - 03  ◖ ḟḵḃḁᴲ ᴲ ᶒ ᶍ ᵪᶨ ᵫ

ᵴᶫᶅᵣᶪ  G

ID.IM - 04  ◖ ᶊ☼ ᶱ ᶛᵸᶹḻ᷿ḏḻḐ ꞌ ᶒᵼ

ᶍ ᶍ᷊ᶹḘᴻḃ ᷂ḭḲḎᶸ ᵫ ᵴᶫᴲ

ᵴᶫᴲ┐ ᵴᶫᴲ ᵴᶫᶅᵣᶪᴳ 
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A- 2. NIST CSF2.0 ᶱ ᶇᵸᶪCPSF ᶇ NIST CSF2.0 ᶍ ꞌ  
NIST CSF2.0  CPSF  

Subcategory   ID   

GV.OC -01  ᶍḧḋ᷿ḯḻᵫ ᵴᶫᴲ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ

Ḳḁ᷄ḦḕḀḩḻḐᶊ ᶱ ᵶᶅᵣᶪᴳ 

CPS.BE - 1 ᷊ḟḱᶹḉᶼᴻḻᶊᵩᵣᶅᴲ ᵫ ᵥ ᶱ ᵶ

ᵸᶪ  G

CPS.BE -2  ᵡᶨᵪᵷᶠ ᶠᶨᶫᵾ ᶍ ᴲ ᶇ

ᵶᵾḃ᷂ḭḲḎᶸḥḲ᷿ᴻᴴ ᶱ ᵶᴲטּ

ᶍ ╥ᶊ ᵸᶪ ᷊֩ḟḱᶹḬᴻᴲ ḟḵ

ḘᶹḈ ᶱ ᶟ֪ᶊ ᵸᶪᴳ 

GV.OC -02  ᶍḁḎᴻ᷄ḣḳḈᴻᵫ ᵴᶫᴲ᷊ᶹḘᴻḃ

᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐᶊ ᵸᶪ ᶨᶍḓᴻ

Ḃᶇ ᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

CPS.GV - 1 ḃ᷂ḭḲḎᶸḥḲ᷿ᴻᶱ ᵶᴲ ᶒ ᵸᶪ

ᶍḃ᷂ḭḲḎᶸ ᶍ ᶇ ᴲ ᶍ

ᶱ ᶊᵸᶪ  G

CPS.SC - 2  ᶍ ᶱ ᵸᶪᶊ ᵾᶩᴲ ᶍ ᶊ

ᵩᵣᶅ ᶉ ᶱֹוᵾᵸ ᶣḚḐᶱ ᵶᴲ

ᵰᶱᵶᴲ ᵸᶪ Gלּ

GV.OC -03  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸᶊ ᵸᶪ ᴲ

ᶍ ᴲ ᶒ ᶍ ֩ḟḱᶹḘ᷿ᴻ

ᶒ ᶍ ᶱ ᶟ֪ᵫ ᵴᶫᴲ ᵴ

ᶫᶅᵣᶪ  G

CPS.GV - 2 -  ᴲ ᶍ ᶍ

ᶣᴲ ᶍ᷁ᶹḑḱᶹḻᶱ ᵶᵾ ḳᴻḳᶱ ᵸ

ᶪ  G

GV.OC -04  ḁḎᴻ᷄ḣḳḈᴻᵫ ᶊ∟ ᶝᵾᶎ ᵸ

ᶪ ᶉ ᴲ᷆ᶹḙḛḲḎᶸ֩ ֪ᴲ ᶒ᷊ᴻḛ

ḁᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

CPS.AT - 1 ᶍ ᶅᶍ ╢ᶊ ᵶᶅᴲḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻ

Ḑᶍ ᶇᵼᶍ☼ ᶱ ᵸᶪᵾᶠᶊ ᶩ ᶅᶨᶫᵾ

ᶇ ᶱ ᵸᶪᵾᶠᶍ ᶉ ᴲ ╔ᶱ

ᵶᴲᵼᶍ ᶱ ᵸᶪ G

CPS.AT - 2  ᶊᵩᵰᶪḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶊ ᵶ

ᶪᴲḃ᷂ḭḲḎᶸḦḕḀḩḻḐᶊᵩᵣᶅ ᶍr

ᶍ ᶊ ᵶᶅᴲ ᶩ ᶅᶨᶫᵾ ᶱ

ᵸᶪᵾᶠᶍ ᶉ ֩ḐḴᴻḓḻ֪᷅ᴲḃ᷂ḭḲḎᶸ

╔ᶱ ᵶᴲᵼᶍ ᶱ ᵸᶪ G

CPS.IP - 5  ᴲ אל ᶍ ᴲ ᵪᶨᶍ ᴲ

ᶍ IoT ᴲ᷊ᴻḘ ᶍ ᶉ ᶊ

ᵸᶪḥḲ᷿ᴻᶣ ᶱ ᵾᵸᶧᵥ ᶉ ᶱ

ᵸᶪ  G

CPS.RP - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ ᶍ ꞌᶍ ᶣ

∞ᴲ ∫ᶱ ᶊᵸᶪᵾᶠᴲᶹḻ᷿ḏḻḐᶱ ᵶ

ᵾ ᶍ /ḚḐ/ḪḖ/᷿ḁḎḨᶍ ꞌ ֩ḃ᷂ḭḲḎ

ᶸ◖ ḟḵḃḁ֪ᶱᵡᶨᵪᵷᶠ ᵶᴲ ᵸᶪᴳ 

CPS.RP -2  ḃ᷂ḭḲḎᶸ◖ ḟḵḃḁᶊᵩᵣᶅᴲ ╥ ᶍ ᵸ

ᶪ ᶇᶍ ᶊᶃᵣᶅ ᶇ ᶱ ᶠᴲ◖

ᵸᶪ  G

CPS.RP -3  ᶊᵩᵰᶪ ꞌ ᶒ ꞌ ᶱ ᶠᶅ

ᵣᶪ ᶎ ꞌ ᶍ ᶊḃ᷂ḭḲ

Ḏᶸᶹḻ᷿ḏḻḐᶱ∞ ᶄᵰᶪᴳ 

CPS.BE -3  ᵫ ᶱ ᵸᶪ ᶆᶍ ᶒ ᵸᶪ

ᶊᵩᵰᶪ∟ ᶇ ᶉ ᶱ ᵸᶪ  G

GV.OC -05  ᵫ∟ ᵸᶪ ᴲ᷆ᶹḙḛḲḎᶸ֩וֹ ֪ᴲ᷊ᴻ

ḛḁᶱ ᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

CPS.BE - 1 ᷊ḟḱᶹḉᶼᴻḻᶊᵩᵣᶅᴲ ᵫ ᵥ ᶱ ᵶ

ᵸᶪ  G

CPS.BE -3  ᵫ ᶱ ᵸᶪ ᶆᶍ ᶒ ᵸᶪ

ᶊᵩᵰᶪ∟ ᶇ ᶉ ᶱ ᵸᶪ  G

GV.RM - 01  Ḳḁ᷄ḦḕḀḩḻḐᶍ ᵫ ᵴᶫᴲ ᶍḁḎ

ᴻ᷄ḣḳḈᴻᶊᶧᶂᶅ ≥ᵴᶫᶅᵣᶪ G

CPS.RM - 1 ᶊᵩᵰᶪ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩ

ḻḐᶍ ᶊᶃᵣᶅ ᵶᴲ ᶍ ᶉ

֩ ֹ ֪ᶊ ᵸᶪᴳᶝᵾᴲ ᶍ ᶊ

ᵸᶪ ᶒ ֩ ֹ ≠ ֪ᶍ

∫ᶱ ᵶᴲטּ ᵸᶪ ᶊᶧᶪḃ᷂ḭḲḎᶸḲḁ

᷄ḦḕḀḩḻḐᶍ ᶱ ᵸᶪḟḵḃḁᶱ

ᵶᴲ ᵸᶪ G

GV.RM - 02  Ḳḁ᷄ ᶒḲḁ᷄ ᵫ ᵴᶫᴲ ᵴ

ᶫᴲ┐ ᵴᶫᶅᵣᶪ  G

CPS.RM -2  Ḳḁ᷄ᶷḃḁḩḻḐ וֹ ᶒ᷊ḟḱᶹḉᶼᴻḻᶊᵩᵰᶪ

ᶍ ᵪᶨ ᶊᵩᵰᶪḲḁ᷄ ᶱ

ᵸᶪ  G

GV.RM - 03  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐᶍ

ᶒ ᵫᴲוֹ ᶍḲḁ᷄ḦḕḀḩḻḐḟḵḃḁᶊ

ᶝᶫᶅᵣᶪ  G

CPS.GV - 4  ḃ᷂ḭḲḎᶸᶊ ᵸᶪḲḁ᷄ ᶱ ᶊv ᵾᶠᶊ

ᴲḲḅᴻḁ ᶱᵥ  G

GV.RM - 04  ᶉḲḁ᷄ ꞌᶍᶿḟ᷿ḯḻᶱ ᵸ

ᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

CPS.RM -2  Ḳḁ᷄ᶷḃḁḩḻḐ וֹ ᶒ᷊ḟḱᶹḉᶼᴻḻᶊᵩᵰᶪ

ᶍ ᵪᶨ ᶊᵩᵰᶪḲḁ᷄ ᶱ

ᵸᶪ  G

GV.RM - 05  ᷊ḟḱᶹḬ ᶒᵼᶍ ᶍ ᶊᶧᶪḲḁ᷄ᶱ CPS.SC - 1 ╥ ᶍḱᶹḝ᷊ᶹ᷄ḳᶱ ᵶᶅ᷊ḟḱᶹḉᶼᴻḻ
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ᶟᴲ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ᶊ ᵸᶪ

ᶊᶮᵾᶪ᷈ḧḭḓ᷆ᴻ᷿ḯḻ ᵫ ᵴᶫᶅᵣ

ᶪ  G

ᶊ ᶪḃ᷂ḭḲḎᶸᶍ ᶱ ᶠᴲ ∫ᶱ

ᵶᵾטּ ᶆᴲᵼᶍ ᶊᶃᵣᶅ ╥ ᶇ ≥ᵸᶪ G

GV.RM - 06  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ᶍ ᴲ ᴲטּ ᴲ

∞ ᵰᶍᵾᶠᶍ ᵴᶫᵾטּ ᵫ ᵴ

ᶫᴲ ᵴᶫᶅᵣᶪ  G

CPS.RM - 1 ᶊᵩᵰᶪ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩ

ḻḐᶍ ᶊᶃᵣᶅ ᵶᴲ ᶍ ᶉ

֩ ֹ ֪ᶊ ᵸᶪᴳᶝᵾᴲ ᶍ ᶊ

ᵸᶪ ᶒ ֩ ֹ ≠ ֪ᶍ

∫ᶱ ᵶᴲטּ ᵸᶪ ᶊᶧᶪḃ᷂ḭḲḎᶸḲḁ

᷄ḦḕḀḩḻḐᶍ ᶱ ᵸᶪḟḵḃḁᶱ

ᵶᴲ ᵸᶪ G

GV.RM - 07  (ᵸᶉᶮᶀḟḱḁᶊ ᵮḲḁ )᷄ᵫ

ᵰᶨᶫᴲ ᶍ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ᶊ

ᵸᶪ ᶊ ᶝᶫᶅᵣᶪ  G

  

GV.RR - 01  ᶍḲᴻḈᴻ᷿ḋḟᵫᴲ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ

᷄ᶊ ᵸᶪ ᶇ ᶱ ᵣᴲḲḁ᷄ᶱ

ᵶᴲ ᶆᴲ ᶊ ᵸᶪ ᶱ╔ᶲᶆᵣטּ

ᶪ  G

  

GV.RR - 02  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐᶊ ᵸᶪ

ᴲ ᴲ ᵫ ᵴᶫᴲ ᵴᶫᴲ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

CPS.GV - 1 ḃ᷂ḭḲḎᶸḥḲ᷿ᴻᶱ ᵶᴲ ᶒ ᵸᶪ

ᶍḃ᷂ḭḲḎᶸ ᶍ ᶇ ᴲ ᶍ

ᶱ ᶊᵸᶪ  G

CPS.AM -7  ᶒ ᵸᶪ ᶍ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ

ᶍ ᶇ ᶱ ᶠᶪ  G

CPS.DP - 1 ḃ᷂ḭḲḎᶸ ᶍ ᶱֹוᵾᵺᶪᶧᵥᴲḃ᷂ḭḲ

Ḏᶸ ᶊᵩᵰᶪ ᶇ᷊ᴻḛḁḟḵḘᶹḈᵫ

ᵥ ᶇ ᵥ ᶱ ᶊᵸᶪ  G

GV.RR - 03  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ ᴲ ᴲ ᴲḥḲ

᷿ᴻᶊ ᶂᵾ ᶉḲḅᴻḁᵫ ᶩ ᶨᶫᶅᵣ

ᶪ  G

CPS.RM - 1 ᶊᵩᵰᶪ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩ

ḻḐᶍ ᶊᶃᵣᶅ ᵶᴲ ᶍ ᶉ

֩ ֹ ֪ᶊ ᵸᶪᴳᶝᵾᴲ ᶍ ᶊ

ᵸᶪ ᶒ ֩ ֹ ≠ ֪ᶍ

∫ᶱ ᵶᴲטּ ᵸᶪ ᶊᶧᶪḃ᷂ḭḲḎᶸḲḁ

᷄ḦḕḀḩḻḐᶍ ᶱ ᵸᶪḟḵḃḁᶱ

ᵶᴲ ᵸᶪ G

GV.RR - 04  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸᵫ ḟḱ᷄Ḏᶸḁᶊ ᶝᶫ

ᶅᵣᶪ  G

CPS.IP - 9  ᶍ│ ᶊ ᵣ ᵷᶪ ᶍ ᶊ ꞌᵶᵾ ᶊḃ

᷂ḭḲḎᶸᶊ ᵸᶪ ֩ ֹᶷ᷄ḃḁ ᶍ ᴲטּ

╢ᶊ ᵸᶪ ֪ᶱ ᶠᶪ G

GV.PO -01  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐᶍḥḲ᷿ᴻ

ᵫᴲ ᶍ ᴲ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ᴲ

∞ᶊ ᶄᵣᶅ ᵴᶫᴲ ᵴᶫᴲ ᵴᶫᶅᵣ

ᶪ  G

CPS.GV - 1 ḃ᷂ḭḲḎᶸḥḲ᷿ᴻᶱ ᵶᴲ ᶒ ᵸᶪ

ᶍḃ᷂ḭḲḎᶸ ᶍ ᶇ ᴲ ᶍ

ᶱ ᶊᵸᶪ  G

GV.PO -02  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐᶍḥḲ᷿ᴻ

ᵫᴲ ᴲ ≡ᴲ ᴲ ᶍḧḋ᷿ḯḻᶍ ᶱטּ

☿ᵸᶪᶧᵥḴḛḭᴻᵴᶫᴲ ᵴᶫᴲ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

CPS.GV - 1 ḃ᷂ḭḲḎᶸḥḲ᷿ᴻᶱ ᵶᴲ ᶒ ᵸᶪ

ᶍḃ᷂ḭḲḎᶸ ᶍ ᶇ ᴲ ᶍ

ᶱ ᶊᵸᶪ  G

GV.OV -01  ᶇ ᶊ ᶱ ᵧ ᵸᶪᵾᶠᶊᴲ᷊ᶹ

Ḙᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐ ᶍ ᵫוֹ

Ḵḛḭᴻᵴᶫᶅᵣᶪ  G

  

GV.OV -02  ᶍ ᶇḲḁ᷄ᶱ ᶊ᷀Ḙᴻᵸᶪᵾᶠᶊᴲ᷊

ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐ ᵫḴḛḭ

ᴻᵴᶫᴲ ᵴᶫᶅᵣᶪ G

  

GV.OV -03  ᶍ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ḦḕḀḩḻḐᶍ

ᵫᴲ ᶉ ᶍᵾᶠᶊ ᵴᶫᴲḴḛḭᴻᵴלּ

ᶫᶅᵣᶪ  G

  

GV.SC -01  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ᷊ḟḱᶹḉᶼᴻḻḲḁ᷄ḦḕḀ

ḩḻḐᶍḟḵ᷅ḱḨᴲ ᴲ ᴲḥḲ᷿ᴻᴲ ᶒḟ

ḵḃḁᵫ ᵴᶫᴲ ᶍḁḎᴻ᷄ḣḳḈᴻᶊᶧᶂ

ᶅ ≥ᵴᶫᶅᵣᶪ  G

CPS.SC - 1 ╥ ᶍḱᶹḝ᷊ᶹ᷄ḳᶱ ᵶᶅ᷊ḟḱᶹḉᶼᴻḻ

ᶊ ᶪḃ᷂ḭḲḎᶸᶍ ᶱ ᶠᴲ ∫ᶱ

ᵶᵾטּ ᶆᴲᵼᶍ ᶊᶃᵣᶅ ╥ ᶇ ≥ᵸᶪ G

GV.SC -02  ᷊ḟḱᶹḬᴲ ᴲḙᴻḐḒᴻᶊ ᵸᶪ᷊ᶹḘᴻḃ᷂

ḭḲḎᶸᶍ ᶇ ᵫ ᵴᶫᴲ ᵴᶫᴲ

ᶒ ᶆ ᵴᶫᶅᵣᶪ  G

CPS.AM -7  ᶒ ᵸᶪ ᶍ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ

ᶍ ᶇ ᶱ ᶠᶪ  G

CPS.GV - 1 ḃ᷂ḭḲḎᶸḥḲ᷿ᴻᶱ ᵶᴲ ᶒ ᵸᶪ

ᶍḃ᷂ḭḲḎᶸ ᶍ ᶇ ᴲ ᶍ

ᶱ ᶊᵸᶪ  G

GV.SC -03  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ᷊ḟḱᶹḉᶼᴻḻḲḁ᷄ḦḕḀ

ḩḻḐᵫᴲ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ᶒ ᶍḲḁ᷄

ḦḕḀḩḻḐᴲḲḁ᷄ᶷḃḁḩḻḐᴲ ḟḵḃḁᶊ

ᵴᶫᶅᵣᶪ  G

CPS.SC - 2  ᶍ ᶱ ᵸᶪᶊ ᵾᶩᴲ ᶍ ᶊ

ᵩᵣᶅ ᶉ ᶱֹוᵾᵸ ᶣḚḐᶱ ᵶᴲ

ᵰᶱᵶᴲ ᵸᶪ Gלּ

GV.SC -04  ᷊ḟḱᶹḬᵫ №ᵴᶫᴲ ᶊᶧᶂᶅ ∞ᵫCPS.SC - 2  ᶍ ᶱ ᵸᶪᶊ ᵾᶩᴲ ᶍ ᶊ
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ᵰᶨᶫᶅᵣᶪ  G ᵩᵣᶅ ᶉ ᶱֹוᵾᵸ ᶣḚḐᶱ ᵶᴲ

ᵰᶱᵶᴲ ᵸᶪ Gלּ

GV.SC -05  ᷊ḟḱᶹḉᶼᴻḻᶊᵩᵰᶪ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲ

ḁ᷄ᶊ ᵸᶪᵾᶠᶍ ᵫ ᵴᶫᴲ ∞

ᵫ ᵰᶨᶫᴲ᷊ḟḱᶹḬᶣᵼᶍ ᶍ ᵸᶪ

ᶇᶍ ᶣᵼᶍ ᶍ ᶍ ≥ᶊ ᵴᶫᶅᵣ

ᶪ  G

CPS.SC - 3  ᶍ ᶇᶍ ᶱ ᵥ ᴲ ᶒḲḁ᷄Ḧḕ

ḀḩḻḐᶍ ᶱוֹ ᵶᴲ ᶍḃ᷂ḭḲḎᶸᶊ ᵸ

ᶪ ᶊ ᵶᶅ ᵸᶪ ᶍḃ᷂ḭḲḎᶸḦ

ḕḀḩḻḐᵫ ᵶᶅᵣᶪᵲᶇᶱ ᵸᶪᴳ 

GV.SC -06  ᷊ḟḱᶹḬᶝᵾᶎᵼᶍ ᶍ ᶇᶍ ᶉ

ᶱ ᶕ ᶊᴲḲḁ᷄ᶱ ᵸᶪᵾᶠᶍ ᶇ

ᵫלּ ᵴᶫᶅᵣᶪ  G

CPS.SC - 1 ╥ ᶍḱᶹḝ᷊ᶹ᷄ḳᶱ ᵶᶅ᷊ḟḱᶹḉᶼᴻḻ

ᶊ ᶪḃ᷂ḭḲḎᶸᶍ ᶱ ᶠᴲ ∫ᶱ

ᵶᵾטּ ᶆᴲᵼᶍ ᶊᶃᵣᶅ ╥ ᶇ ≥ᵸᶪ G

GV.SC -07  ᷊ḟḱᶹḬᴲᵼᶍ ᶒ᷊ᴻḛḁᴲ ᶒᶊᵼᶍ

ᶍ ᶊᶧᶂᶅᶡᵾᶨᵴᶫᶪḲḁ᷄ᵫ ᵴᶫᴲ

ᵴᶫ  Ǝ ∞ᵫ ᵰᶨᶫᴲᶷḃḁḩḻḐᵴ

ᶫᴲ ꞌᵴᶫᴲᵼᶍ ᶊ ᵴᶫᶅᵣᶪᴳ 

CPS.SC - 2  ᶍ ᶱ ᵸᶪᶊ ᵾᶩᴲ ᶍ ᶊ

ᵩᵣᶅ ᶉ ᶱֹוᵾᵸ ᶣḚḐᶱ ᵶᴲ

ᵰᶱᵶᴲ ᵸᶪ Gלּ

CPS.SC - 6  ╥ ᶍ ᵸᶪ ᵫᴲ ᶍ ᶱֹוᵾᵶ

ᶅᵣᶪᵲᶇᶱ ᵸᶪᵾᶠᶊᴲ ᴲḎḁḐ ᴲᶝᵾוֹ

ᶎ ᶍ ᶍ ᶱלּ ᵶᶅ ᶊ ᵸᶪלּ  G

GV.SC -08  ᵸᶪ᷊ḟḱᶹḬ ᶒᵼᶍ ᶍ ᵫᴲᶹḻ᷿

ḏḻḐᶍ ᴲ ꞌᴲ ᶒ ᶊ ᶝᶫᶅᵣ

ᶪ  G

CPS.SC - 9  ᷊ḟḱᶹḉᶼᴻḻᶊᵩᵰᶪᶹḻ᷿ḏḻḐ ꞌ ᶱ

ᶊᵸᶪᵾᶠᶊᴲᶹḻ᷿ḏḻḐ ꞌ ᶊ ᵸᶪ ᶍ

ᶆ ꞌḟḵḃḁᶍ ᶇ ᶱ ᵥ  G

GV.SC -09  ᷊ḟḱᶹḉᶼᴻḻᶍḃ᷂ḭḲḎᶸḟḱ᷄Ḏᶸḁᵫᴲ᷊

ᶹḘᴻḃ᷂ḭḲḎᶸ ᶒ ᶍḲḁ᷄ḦḕḀḩḻ

Ḑḟḵ᷅ḱḨᶊ ᵴᶫᴲᵼᶍ ᵫᴲ

ᶒ᷊ᴻḛḁᶍḱᶹḝ᷊ᶹ᷄ḳᶱ ᵷᶅ ᵴᶫᶅᵣ

ᶪ  G

CPS.SC - 1 ╥ ᶍḱᶹḝ᷊ᶹ᷄ḳᶱ ᵶᶅ᷊ḟḱᶹḉᶼᴻḻ

ᶊ ᶪḃ᷂ḭḲḎᶸᶍ ᶱ ᶠᴲ ∫ᶱ

ᵶᵾטּ ᶆᴲᵼᶍ ᶊᶃᵣᶅ ╥ ᶇ ≥ᵸᶪ G

GV.SC - 10  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ᷊ḟḱᶹḉᶼᴻḻḲḁ᷄ḦḕḀ

ḩḻḐ ᶊᴲḙᴻḐḒᴻ᷿ḋḟᶝᵾᶎ᷊ᴻḛḁ

≥ᶍ ᶊ ᵸᶪ ᶊ ᵸᶪ ᵫ ᶝᶫ

ᶅᵣᶪ  G

CPS.SC - 1 ╥ ᶍḱᶹḝ᷊ᶹ᷄ḳᶱ ᵶᶅ᷊ḟḱᶹḉᶼᴻḻ

ᶊ ᶪḃ᷂ḭḲḎᶸᶍ ᶱ ᶠᴲ ∫ᶱ

ᵶᵾטּ ᶆᴲᵼᶍ ᶊᶃᵣᶅ ╥ ᶇ ≥ᵸᶪ G

ID.AM -01  ᵫ ᵸᶪḗᴻḑᶻᶼᶷᶍᶹḻḡḻḐḲ֩╗ ֪

ᵫ┐ ᵴᶫᶅᵣᶪ  G

CPS.AM - 1 ᷿ḁḎḨᶱ ᵸᶪḗᴻḑᶻᶼᶷᴲḅḝḐᶻᶼᶷ ᶒᵼᶍ

֩ ֹ ᴲḘᴻḀḯḻᴲḕḋḐḷᴻ᷄ᶷḑḴḁᴲ

ᴲḱᶹḃḻḁ ֪ᶍ╗ ᶱ ᵶᴲ ᶊ

ᵸᶪ  G

ID.AM -02  ᵫ ᵸᶪḅḝḐᶻᶼᶷᴲ᷊ᴻḛḁᴲ ᶒ᷿ḁḎ

ḨᶍᶹḻḡḻḐḲ֩╗ ֪ᵫ┐ ᵴᶫᶅᵣᶪᴳ 

CPS.AM - 1 ᷿ḁḎḨᶱ ᵸᶪḗᴻḑᶻᶼᶷᴲḅḝḐᶻᶼᶷ ᶒᵼᶍ

֩ ֹ ᴲḘᴻḀḯḻᴲḕḋḐḷᴻ᷄ᶷḑḴḁᴲ

ᴲḱᶹḃḻḁ ֪ᶍ╗ ᶱ ᵶᴲ ᶊ

ᵸᶪ  G

ID.AM -03  ᵫ ᵶᵾḕḋḐḷᴻ᷄סּ ᶒ ᶇ

ᶍḕḋḐḷᴻ᷄ᶍḏᴻḇḝḵᴻᶍ ᵫ┐ ᵴᶫᶅ

ᵣᶪ  G

CPS.AM -4  ᶍ ḕḋḐḷᴻ᷄ ᶒᴲḏᴻḇḝḵᴻ

ᶱ ᵶᴲ ᶊ ᵸᶪ G

CPS.AE - 1 ḕḋḐḷᴻ᷄◖ ᶍḡᴻḁḱᶹḻᶇᴲḚḐᴲḪḖᴲ᷿ḁḎḨ

ᶍ ᵴᶫᶪ ᶍ ᶫᶱ ᵶᴲ ᵸᶪḟḵ᷿

ᴻḀḫᶱ ᵶᴲ ᵸᶪᴳ 

ID.AM -04  ᷊ḟḱᶹḬᵫ ᵸᶪ᷊ᴻḛḁᶍᶹḻḡḻḐḲ֩╗

֪ᵫ┐ ᵴᶫᶅᵣᶪ G

CPS.AM -5  ᶍ ᵫ ᵶᶅᵣᶪ ᷿ḁḎḨᶍ╗

ᶱ ᵶᴲ ᶊ ᵸᶪ G

ID.AM -05  ᶎᴲ ᴲ ᴲḲḅᴻḁᴲ ᶒḧḋ᷿ḯḻᶗ

ᶍᶹḻḙ᷄Ḑᶊ ᶄᵣᶅ ∞ ᵰᵴᶫᶅᵣᶪᴳ 

CPS.AM -6  Ḳḅᴻḁ֩ ֹḪḖᴲḏᴻḇᴲ᷿ḁḎḨ֪ᶱᴲ ᴲ ᴲ

ḛḀḕḁ ᶍּל ᶊ ᶄᵣᶅ ᴲ ∞ ᵰᵶᴲ

ᶱ ᶊᵶᵾ ᶆᴲ ᵼᶫᶨᶍḲḅᴻḁᶊ

ᶮᶪ ᶣḚḐᶊ ᵸᶪ G

ID.AM -07  ᵴᶫᵾḏᴻḇḇᶹḟᶍḏᴻḇ ᶒ ꞌᵸᶪḩḇ

ḏᴻḇᶍᶹḻḡḻḐḲ֩╗ ֪ᵫ┐ ᵴᶫᶅᵣᶪᴳ 

CPS.AM -4  ᶍ ḕḋḐḷᴻ᷄ ᶒᴲḏᴻḇḝḵᴻ

ᶱ ᵶᴲ ᶊ ᵸᶪ G

ID.AM -08  ᷿ḁḎḨᴲḗᴻḑᶻᶼᶷᴲḅḝḐᶻᶼᶷᴲ᷊ᴻḛḁᴲ

ᶒḏᴻḇᵫᴲḱᶹḝ᷊ᶹ᷄ḳ ᶱ ᵷᶅ ᵴᶫ

ᶅᵣᶪ  G

CPS.IP - 3  ᷿ḁḎḨᶱ ᵸᶪᵾᶠᶍ᷿ḁḎḨ ḱᶹḝ᷊ᶹ᷄ḳ

ᶱ ᵸᶪ  G

CPS.IP - 6  IoT ᴲ᷊ᴻḘ ᶍ ᶊᶎᴲ ᶊ ᵴᶫᶅ

ᵣᶪḏᴻḇ ᶒᴲ IoT ᴲ᷊ᴻḘ ╗ɵ≥ᶊ

ᵸᶪ ID֩ ֪ᶣ ֩ ᴲ

֪ᶱ ᶎ ᶞ ᶩᶆᵬᶉᵣ ᶊᵸᶪ  G

CPS.MA - 1 IoT ᴲ᷊ᴻḘ ᶍḃ᷂ḭḲḎᶸ ᶉᶷḋḟḏᴻ

Ḑ ᶱᴲ ᶉḇᶹḧḻ᷅ᶊ ᵴᶫᵾḌᴻḳᶱ ᵶ

ᶅ ᶊ ᶱ ᵶᶃᶃ ᵸᶪ  G

סּ ᶆᵡᶫᶏᴲꜛ ᵪᶨᶍ ᶊᶧᶂᶅḅḝḐᶻᶼᶷ

O֩SᴲḑḱᶹḘᴲᶷḟḲ᷆ᴻ᷿ḯḻ֪ᶱ╗ ᵶᶅ ᵸᶪ

ḲḪᴻḐᶷḋḟḏᴻḐᶍ ᶞᶱ ᵧᵾIoT ᶱ

ᵸᶪ  G

CPS.MA -2  ᶍ IoT ᴲ᷊ᴻḘ ᶊ ᵸᶪꜛ ᶱᴲ

ᶍḪḖᴲ᷿ḁḎḨᶍᶿᴻḒᴻ ᶊᶧᶪ ᶱ

ᶅᴲḵ᷅ᶱ ᵶᴲ ᶷ᷄ḃḁᶱ ᵱᶪ ᶆ ᵸ

ᶪ  G
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ID.RA - 01  ᶍ ᵫ ᵴᶫᴲ ᵫ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

CPS.RA - 1 ᶍ ᶍ ᶱ ᵶᴲ ꞌᵸᶪ ᶇᶇᶡ

ᶊ╗ ᶱ ᵸᶪטּ  G

CPS.IP - 10  ᶱ ᵶᴲ ᶊⱲᶂᶅ

ᶍ ᶱ ᵸᶪ  G

CPS.CM - 7  ᶍ ᵶᶅᵣᶪ IoT ᴲ᷊ᴻḘ ᶊ ᵶᶅᴲ

ᶊ ᵫ ᶉ ᶍ ᶱ ᵸᶪ  G

ID.RA - 02  ᷊ᶹḘᴻ ≡ᶹḻḎḲḀᶼḻḁᵫᴲ ḝᶾᴻ

ḱḨᶣ ᵪᶨ ᵴᶫᶅᵣᶪ  G

CPS.RA - 2  ḃ᷂ḭḲḎᶸ ꞌ (SOC/CSIRT) ᶎᴲ ᶍ

ᶒ ᶍ ֩ ḎḁḐᴲḃ᷂ḭḲḎᶸ ᴲḃ᷂

ḭḲḎᶸ ֪ᵪᶨ / ≡ ᶱ

ᴲ ᵶᴲ ꞌ ᶒ ᵸᶪḟḵḃḁᶱ ᵸᶪ  G

ID.RA - 03  ᶊ ᵸᶪ ᶒ ᶍ ≡ᵫ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

CPS.RA - 3  ᶍ ᶊ ᵶᶅ ᵴᶫᶪḃ᷂ḭḲḎᶸᶹḻ᷿ḏ

ḻḐᶇ☼ ᶒᵼᶍ ╣ᶱ ᵶᴲ ᵸᶪטּ  G

ID.RA - 04  ᶱℓ ᵸᶪ ≡ᶍ ᶹḻḙ᷄Ḑᶇ ᵲᶩ

ᶣᵸᵴᵫ ᵴᶫᴲ ᵴᶫᶅᵣᶪ G

CPS.RA - 4  ᶍ ᶊᵩᵰᶪḃ᷂ḭḲḎᶸḳᴻḳᵫᴲ

ᶱ ᶠᶅ ᵪᶱ ᵸᶪᵾᶠᴲ ᶊḲḁ᷄ᶷ

ḃḁḩḻḐᶱ ᵸᶪ G

IoT ᶒ IoT ᶱ ᶲᵿ᷿ḁḎḨᶍ ᴴ

ᶍ ᵪᶨᴲ ᶆᵬᶉᵣ ᶍḃ᷂ḭḲḎᶸḲḁ᷄ᶍ

ᶱᴲḃᴻḝḎᶸᶊ ᵸᶪḗ᷾ᴻḑᶍ ᶡ ᶝᵧᶅ

ᵸᶪ  G

ID.RA - 05  ≡ᴲ ᴲ ᵲᶩᶣᵸᵴᴲ ᶒᶹḻḙ᷄Ḑᵫᴲ

ᵸᶪḲḁ᷄ᶱ ᵶᴲḲḁ᷄ ꞌᶍ ∞ ᵰ

ᶊ ᶱ ᵸᶪᵾᶠᶊ ᵴᶫᶅᵣᶪ  G

CPS.RA - 5  Ḳḁ᷄ᶱ ᵸᶪ ᶊᴲ ≡ᴲ ᴲּס ᴲ☼ ᶱ

ᵸᶪ  G

ID.RA - 06  Ḳḁ᷄ ꞌᵫ ᵴᶫᴲ ∞ ᵰᵴᶫᴲ ᵴ

ᶫᴲ ᵴᶫᴲ ᵴᶫᶅᵣᶪᴳ 

CPS.RA - 4  ᶍ ᶊᵩᵰᶪḃ᷂ḭḲḎᶸḳᴻḳᵫᴲ

ᶱ ᶠᶅ ᵪᶱ ᵸᶪᵾᶠᴲ ᶊḲḁ᷄ᶷ

ḃḁḩḻḐᶱ ᵸᶪ G

IoT ᶒ IoT ᶱ ᶲᵿ᷿ḁḎḨᶍ ᴴ

ᶍ ᵪᶨᴲ ᶆᵬᶉᵣ ᶍḃ᷂ḭḲḎᶸḲḁ᷄ᶍ

ᶱᴲḃᴻḝḎᶸᶊ ᵸᶪḗ᷾ᴻḑᶍ ᶡ ᶝᵧᶅ

ᵸᶪ  G

CPS.RA - 6  Ḳḁ᷄ᶷḃḁḩḻḐᶊ ᶄᵬᴲ ᵶ ᶪḃ᷂ḭḲḎᶸḲ

ḁ᷄ᶊ ᵸᶪ ꞌ ᶍ ᶱ ᶊ ᶠᴲ ꞌᶍ ∫

ᶣ ∞ᶱ ᵶᵾ ᶱוֹ ᵸᶪטּ  G

IoT ᶒ IoT ᶱ ᶲᵿ᷿ḁḎḨᶍ ᴴ

ᶍ ᶊᵩᵰᶪᶷḃḁḩḻḐᶊᶅ ᵶᵾḃ᷂ḭḲḎᶸ

ᶒ ᵸᶪḃᴻḝḎᶸᶍḲḁ᷄ᶊ ᵶᶅ ꞌᵸ

ᶪ  G

ID.RA - 07  ᶒ ᵫ ᵴᶫᴲḲḁ᷄ᶍᶹḻḙ᷄Ḑᵫᶷ

ḃḁḩḻḐᵴᶫᴲ ᵴᶫᴲ ᵴᶫᶅᵣᶪᴳ 

CPS.IP - 1 IoT ᴲ᷊ᴻḘ ᶍ ֩ḙḁḷᴻḑ ֪

ᶒ ḟḵḃḁᶱ ᵶᴲ◖ ᵸᶪ  G

ID.RA - 08  ᶱ ᵶᴲ ᵶᴲ ꞌᵸᶪḟḵḃ

ḁᵫ ᵴᶫᶅᵣᶪ  G

CPS.RA - 2  ḃ᷂ḭḲḎᶸ ꞌ (SOC/CSIRT) ᶎᴲ ᶍ

ᶒ ᶍ ֩ ḎḁḐᴲḃ᷂ḭḲḎᶸ ᴲḃ᷂

ḭḲḎᶸ ֪ᵪᶨ / ≡ ᶱ

ᴲ ᵶᴲ ꞌ ᶒ ᵸᶪḟḵḃḁᶱ ᵸᶪ  G

ID.RA - 09  ḗᴻḑᶻᶼᶷ ᶒḅḝḐᶻᶼᶷᶍ ᶇ

ᵫᴲ ᶒ ᶊᶷḃḁḩḻḐᵴᶫᶅᵣᶪᴳ 

CPS.DS - 12  ḗᴻḑᶻᶼᶷᶍ ᶱ ᵸᶪᵾᶠᶊ ḉᶼḋ

᷄ḩ᷀ḓḂḨᶱ ᵸᶪ  G

ID.RA - 10  ᶊ ᶉ᷊ḟḱᶹḬᵫᶷḃḁḩḻḐᵴᶫᶅᵣ

ᶪ  G

CPS.SC - 2  ᶍ ᶱ ᵸᶪᶊ ᵾᶩᴲ ᶍ ᶊ

ᵩᵣᶅ ᶉ ᶱֹוᵾᵸ ᶣḚḐᶱ ᵶᴲ

ᵰᶱᵶᴲ ᵸᶪ Gלּ

CPS.SC - 6  ╥ ᶍ ᵸᶪ ᵫᴲ ᶍ ᶱֹוᵾᵶ

ᶅᵣᶪᵲᶇᶱ ᵸᶪᵾᶠᶊᴲ ᴲḎḁḐ ᴲᶝᵾוֹ

ᶎ ᶍ ᶍ ᶱלּ ᵶᶅ ᶊ ᵸᶪלּ  G

ID.IM - 01  ᵫ ᵪᶨלּ ᵴᶫᶅᵣᶪ  G   

ID.IM - 02  ᷊ḟḱᶹḬ ᶒ ᵸᶪ ᶇ ᵶᶅ ᵴ

ᶫᶪᶡᶍᶱ ᶠᴲḃ᷂ḭḲḎᶸḎḁḐ ᶒⱳ ᵪᶨ

ᵫ ᵴᶫᶅᵣᶪ  G

CPS.AT - 2  ᶊᵩᵰᶪḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶊ ᵶ

ᶪᴲḃ᷂ḭḲḎᶸḦḕḀḩḻḐᶊᵩᵣᶅ ᶍr

ᶍ ᶊ ᵶᶅᴲ ᶩ ᶅᶨᶫᵾ ᶱ

ᵸᶪᵾᶠᶍ ᶉ ֩ḐḴᴻḓḻ֪᷅ᴲḃ᷂ḭḲḎᶸ

╔ᶱ ᵶᴲᵼᶍ ᶱ ᵸᶪ G

CPS.SC - 9  ᷊ḟḱᶹḉᶼᴻḻᶊᵩᵰᶪᶹḻ᷿ḏḻḐ ꞌ ᶱ

ᶊᵸᶪᵾᶠᶊᴲᶹḻ᷿ḏḻḐ ꞌ ᶊ ᵸᶪ ᶍ

ᶆ ꞌḟḵḃḁᶍ ᶇ ᶱ ᵥ  G

CPS.DP - 3  ᶇᵶᶅᴲḃ᷂ḭḲḎᶸ ᶱ ᵸᶪ ᵫ≥

ᵶᵾᶇᵩᶩᶊ ᵸᶪᵪᶈᵥᵪᶱ ᶊḎḁḐᵶᴲ

ᶱ ᵸᶪ  G

ID.IM - 03  ◖ ḟḵḃḁᴲ ᴲ ᶒ ᶍ ᵪᶨ ᵫ

ᵴᶫᶅᵣᶪ  G

CPS.IP - 7  ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶗᶍ ꞌᴲ ᶒ ᵪᶨ

ᶍ ᶊ ᵸᶪ / / לּ ᵪᶨוֹ ᶱ ᵬ

ᵶᴲ ᶱ ᵸᶪḟḵḃḁᶱ ᵸᶪᴳ 

CPS.IP - 8  ᶍ ᶊᶃᵣᶅᴲ ᶉḙᴻḐḒᴻᶇᶍ
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ᶆ ᶱ ᵸᶪ  G

CPS.DP - 4  ḃ᷂ḭḲḎᶸ ᶍ ḟḵḃḁᶱ ᶊ ᵸᶪᴳ 

CPS.IM - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶗᶍ ꞌᵪᶨ ᶱ ᵬ

ᵶᴲḃ᷂ḭḲḎᶸ◖ ḟḵḃḁᶱ ᶊ ᵸᶪᴳ 

CPS.IM - 2  ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶗᶍ ꞌᵪᶨ ᶱ ᵬ

ᵶᴲ ᶱ ᶊ ᵸᶪ G

ID.IM - 04  ◖ ᶊ☼ ᶱ ᶛᵸᶹḻ᷿ḏḻḐ ꞌ ᶒᵼ

ᶍ ᶍ᷊ᶹḘᴻḃ ᷂ḭḲḎᶸ ᵫ ᵴᶫᴲ

ᵴᶫᴲ┐ ᵴᶫᴲ ᵴᶫᶅᵣᶪᴳ 

CPS.RP - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ ᶍ ꞌᶍ ᶣ

∞ᴲ ∫ᶱ ᶊᵸᶪᵾᶠᴲᶹḻ᷿ḏḻḐᶱ ᵶ

ᵾ ᶍ /ḚḐ/ḪḖ/᷿ḁḎḨᶍ ꞌ ֩ḃ᷂ḭḲḎ

ᶸ◖ ḟḵḃḁ֪ᶱᵡᶨᵪᵷᶠ ᵶᴲ ᵸᶪᴳ 

CPS.RP -2  ḃ᷂ḭḲḎᶸ◖ ḟḵḃḁᶊᵩᵣᶅᴲ ╥ ᶍ ᵸ

ᶪ ᶇᶍ ᶊᶃᵣᶅ ᶇ ᶱ ᶠᴲ◖

ᵸᶪ  G

CPS.AT - 2  ᶊᵩᵰᶪḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶊ ᵶ

ᶪᴲḃ᷂ḭḲḎᶸḦḕḀḩḻḐᶊᵩᵣᶅ ᶍr

ᶍ ᶊ ᵶᶅᴲ ᶩ ᶅᶨᶫᵾ ᶱ

ᵸᶪᵾᶠᶍ ᶉ ֩ḐḴᴻḓḻ֪᷅ᴲḃ᷂ḭḲḎᶸ

╔ᶱ ᵶᴲᵼᶍ ᶱ ᵸᶪ G

CPS.IM - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶗᶍ ꞌᵪᶨ ᶱ ᵬ

ᵶᴲḃ᷂ḭḲḎᶸ◖ ḟḵḃḁᶱ ᶊ ᵸᶪᴳ 

CPS.IM - 2  ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶗᶍ ꞌᵪᶨ ᶱ ᵬ

ᵶᴲ ᶱ ᶊ ᵸᶪ G

PR.AA - 01 ᵴᶫᵾḮᴻ᷾ᴻᴲ᷊ᴻḛḁᴲסּ  ᶒḗᴻḑᶻᶼᶷ

ᶍ ID ᶒ ᵫᴲ ᶊᶧᶂᶅ ᵴᶫᶅ

ᵣᶪ  G

CPS.AC - 1 ᵴᶫᵾḪḖᶇḚḐ ᶒḟḵ᷿ᴻḀḫᶍ ᶇ

ᶱ ᴲ ᴲ ᴲ ᴲ ᵸᶪḟḵ᷿ᴻ

Ḁḫᶱ ᵶᴲ ᵸᶪ G

PR.AA - 02  ᶍ ᶊ ᶄᵣᶅ ID ᵫ ᵴᶫᴲ

ᶊ ᶒᶃᵰᶨᶫᶅᵣᶪ  G

CPS.AC -8  IoT ᴲ᷊ᴻḘ ᵫ ᵸᶪ ᶎᴲ ᶉ ᶆ

ᵴᶫᵾᶽḻḎᶸḎᶸ֩ḚḐ/ḪḖ/᷿ḁḎḨ ֪ᶇᶍ

ᶊ ᵸᶪ  G

PR.AA - 03  Ḯᴻ᷾ᴻᴲ᷊ᴻḛḁᴲ ᶒḗᴻḑᶻᶼᶷᵫ ᵴᶫ

ᶅᵣᶪ  G

CPS.AC -3  ֩Ḯᴻ᷾ᴻ IɥoT ᴲ᷊ᴻḘ ֪ᶱ ᵶᵮ

ᵸᶪ  G

CPS.AC -6  ᶱ ᶃḮᴻ᷾ᴻᶍ᷿ḁḎḨᶗᶍḕḋḐḷᴻ᷄

ᶆᶍḵ᷅ᶹḻᶊ ᵶᶅᴲ ᵴᶫᶪḲḁ᷄ᶡ ᵶᶅᴲ

ᶍ ᵣ ֩ ֹ ᶃ∙ ᶍ ᶱ

ᶞ ᶮᵺᵾ ֪ᶱ ᵸᶪ  G

CPS.AC -9  IoT ᶣḮᴻ᷾ᴻᶊᶧᶪ ֩ḪḖ/᷿ḁḎḨ ֪

ᶗᶍ ᶉᶷ᷄ḃḁᶱᴲ ╥ᶍḲḁ᷄֩ ᶍḃ᷂ḭ

ḲḎᶸᴲḟḱᶹḘ᷿ᴻᶍḲḁ᷄ ᶒᵼᶍ ᶍ ᶉḲ

ḁ֪᷄ᶊ ᵥ ᶆ ᴴ  ᵸᶪGסּ

PR.AA - 04  ID ᶷ᷊ᴻ᷿ḯḻᵫ ᵴᶫᴲ ᵴᶫᴲ ᵴᶫ

ᶅᵣᶪ  G

  

PR.AA - 05  ᶷ᷄ḃḁ ᴲסּ ᶍ ᴲ ᶒ ᵫḥḲ᷿ᴻᶆסּ

ᵴᶫᴲ ᵴᶫᴲ ᵴᶫᴲḴḛḭᴻᵴᶫᴲ

ᶇ ᶍ ᵫ ᶞ ᶝᶫᶅᵣᶪ  G

CPS.AC - 1 ᵴᶫᵾḪḖᶇḚḐ ᶒḟḵ᷿ᴻḀḫᶍ ᶇ

ᶱ ᴲ ᴲ ᴲ ᴲ ᵸᶪḟḵ᷿ᴻ

Ḁḫᶱ ᵶᴲ ᵸᶪ G

CPS.AC -3  ֩Ḯᴻ᷾ᴻ IɥoT ᴲ᷊ᴻḘ ֪ᶱ ᵶᵮ

ᵸᶪ  G

CPS.AC -5  ᶒ ∫֩ Ḯֹᴻ᷾ /ᴻ᷿ḁḎḨ )ᶱ

ᶊ ᵸᶪ  G

CPS.AC -6  ᶱ ᶃḮᴻ᷾ᴻᶍ᷿ḁḎḨᶗᶍḕḋḐḷᴻ᷄

ᶆᶍḵ᷅ᶹḻᶊ ᵶᶅᴲ ᵴᶫᶪḲḁ᷄ᶡ ᵶᶅᴲ

ᶍ ᵣ ֩ ֹ ᶃ∙ ᶍ ᶱ

ᶞ ᶮᵺᵾ ֪ᶱ ᵸᶪ  G

PR.AA - 06  ᶗᶍ ᶉᶷ᷄ḃḁᵫᴲḲḁ᷄ᶊꞌᵷᶅ

ᵴᶫᴲ ᵴᶫᴲ ᵴᶫᶅᵣᶪᴳ 

CPS.AC -2  IoT ᴲ᷊ᴻḘ ᶍ ᶽḲᶷᶍ ᴲ ᴲ

ᶍ ᴲ ᷀ḩḱᶍ ᴲ ᶀ ᶣ

ᶍ ḃ᷂ḭḲḎᶸ ᶱ ᵸᶪG 

CPS.AC -7  ḏᴻḇḝḵᴻ ḥḲ᷿ᴻᶱ ᶠᴲᵼᶫᶊ ᶂᶅ ḕ

ḋḐḷᴻ᷄ᶱ ᵸᶪ֩ ֹ ᴴḎḁḐ ᶇ ◖

IƎoT ᶱ ᶟ ᶇ ᶍ ᶍ ֪ ᵶᶅḕ

ḋḐḷᴻ᷄ᶍ ᶱ ᵸᶪ G

PR.AT - 01  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ᶱ ᶊ ᵣᶅ╗

ᶉ ᶱ ᵸᶪᵾᶠᶍ ᶇḁ᷂ḳᶱ ᵸᶪᶧ

ᵥᴲ ╢ᶊ≥ ᶇḐḴᴻḓḻ᷅ᵫ ᵴᶫᶅᵣ

ᶪ  G

CPS.AT - 1 ᶍ ᶅᶍ ╢ᶊ ᵶᶅᴲḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻ

Ḑᶍ ᶇᵼᶍ☼ ᶱ ᵸᶪᵾᶠᶊ ᶩ ᶅᶨᶫᵾ

ᶇ ᶱ ᵸᶪᵾᶠᶍ ᶉ ᴲ ╔ᶱ

ᵶᴲᵼᶍ ᶱ ᵸᶪ G

CPS.AT - 2  ᶊᵩᵰᶪḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶊ ᵶ

ᶪᴲḃ᷂ḭḲḎᶸḦḕḀḩḻḐᶊᵩᵣᶅ ᶍr

ᶍ ᶊ ᵶᶅᴲ ᶩ ᶅᶨᶫᵾ ᶱ

ᵸᶪᵾᶠᶍ ᶉ ֩ḐḴᴻḓḻ֪᷅ᴲḃ᷂ḭḲḎᶸ
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╔ᶱ ᵶᴲᵼᶍ ᶱ ᵸᶪ G

PR.AT - 02  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄ᶱ ᶊ ᵣᶅ

ᶱ ᵸᶪᵾᶠᶍ ᶇḁ᷂ḳᶱ ᵸᶪᶧᵥᴲ

ᶉ ᶱ ᵥ ᶊ≥ ᶇḐḴᴻḓḻ

᷅ᵫ ᵴᶫᶅᵣᶪ  G

CPS.AT - 1 ᶍ ᶅᶍ ╢ᶊ ᵶᶅᴲḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻ

Ḑᶍ ᶇᵼᶍ☼ ᶱ ᵸᶪᵾᶠᶊ ᶩ ᶅᶨᶫᵾ

ᶇ ᶱ ᵸᶪᵾᶠᶍ ᶉ ᴲ ╔ᶱ

ᵶᴲᵼᶍ ᶱ ᵸᶪ G

CPS.AT - 2  ᶊᵩᵰᶪḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶊ ᵶ

ᶪᴲḃ᷂ḭḲḎᶸḦḕḀḩḻḐᶊᵩᵣᶅ ᶍr

ᶍ ᶊ ᵶᶅᴲ ᶩ ᶅᶨᶫᵾ ᶱ

ᵸᶪᵾᶠᶍ ᶉ ֩ḐḴᴻḓḻ֪᷅ᴲḃ᷂ḭḲḎᶸ

╔ᶱ ᵶᴲᵼᶍ ᶱ ᵸᶪ G

PR.DS - 01  ᵴᶫᶅᵣᶪḏᴻḇᶍ ᴲ ᴲ ᶒּס

ᵫ ᵴᶫᶅᵣᶪ  G

CPS.DS - 2  ᶱ ᶉ ᶍ ᶆ∆ ᵶᶅטּ ᵸᶪ  G

CPS.DS - 8  ᵸᶘᵬ ᶱ⅛ᵥᴲᵡᶪᵣᶎ ᶊᶇᶂᶅ

ᶉ ᶱ ᵸᶪ ᶱ ᵸᶪ ᴲ ḇḻḙᴻḏḘ

ᶹḁᶱ ᵸᶪ  G

CPS.DS - 9  ᶗᶍ ᶉ ᶱ ᵯᵾᶠᴲ ᵸᶘᵬ

ᶱ ᶗ ᵸᶪ ᶱ ᶊ ᵸᶪ  G

CPS.DS - 10  IoT ᴲ᷊ᴻḘ ᶊᶅ︣ ᵸᶪḅḝḐᶻᶼᶷᶍ

ᶱ ᵫ ᶠᶪḇᶹḧḻ᷅ᶆ ᵶᴲ ᶉḅḝḐᶻᶼ

ᶷᶍ ᶱ ᵸᶪ  G

CPS.DS - 11  ᴴ ᵸᶪ ᶊ ḉᶼḋ᷄ḩ᷀ḓḂḨᶱ

ᵸᶪ  G

CPS.PT -2  IoT ᴲ᷊ᴻḘ ᶍ ᶊ ᵶᶅᴲ ᶉḕḋḐḷᴻ

᷄ḥᴻḐ UƎSBᴲ᷿ḲᶷḳḥᴻḐ ᶱ ᶝᵾᶎ

ᶊ ᵸᶪᵲᶇᶆ IƎoT ᴲ᷊ᴻḘ ᶍ ᶱ

ᶇᵸᶪ  G

PR.DS - 02  ᶍḏᴻḇᶍ ᴲ ᴲ ᶒּס ᵫ

ᵴᶫᶅᵣᶪ  G

CPS.DS - 3  IoT ᴲ᷊ᴻḘ ᶍ ᴲ᷊ᶹḘᴻ ᶆ ᵫɲ ᶫ

ᶪ ᴲ ᶱ∆  ᵸᶪGטּ

CPS.DS - 4  ᶱ ᵸᶪ ᶊᴲ ᵼᶍᶡᶍᶱ∆ ᵶᶅטּ

ᵸᶪ  G

CPS.DS - 8  ᵸᶘᵬ ᶱ⅛ᵥᴲᵡᶪᵣᶎ ᶊᶇᶂᶅ

ᶉ ᶱ ᵸᶪ ᶱ ᵸᶪ ᴲ ḇḻḙᴻḏḘ

ᶹḁᶱ ᵸᶪ  G

CPS.DS - 9  ᶗᶍ ᶉ ᶱ ᵯᵾᶠᴲ ᵸᶘᵬ

ᶱ ᶗ ᵸᶪ ᶱ ᶊ ᵸᶪ  G

PR.DS - 10  ᶍḏᴻḇᶍ ᴲ ᴲ ᶒּס ᵫ

ᵴᶫᶅᵣᶪ  G

CPS.DS - 8  ᵸᶘᵬ ᶱ⅛ᵥᴲᵡᶪᵣᶎ ᶊᶇᶂᶅ

ᶉ ᶱ ᵸᶪ ᶱ ᵸᶪ ᴲ ḇḻḙᴻḏḘ

ᶹḁᶱ ᵸᶪ  G

CPS.DS - 9  ᶗᶍ ᶉ ᶱ ᵯᵾᶠᴲ ᵸᶘᵬ

ᶱ ᶗ ᵸᶪ ᶱ ᶊ ᵸᶪ  G

PR.DS - 11  ḏᴻḇᶍḘḋ᷄ᶷḋḟᵫ ᵴᶫᴲ ᵴᶫᴲ┐

ᵴᶫᴲḎḁḐᵴᶫᶅᵣᶪᴳ 

CPS.IP - 4  I֩oT ᴲ ᴲ ֪ᶊ ᵶᴲ

ᶉ᷿ḁḎḨḘḋ᷄ᶷḋḟᶱ ᵶᴲḎḁḐᵸᶪᴳ 

PR.PS - 01  ᶍḟḱ᷄Ḏᶸḁᵫ ᵴᶫᴲ ᵴᶫᶅ

ᵣᶪ  G

CPS.IP - 1 IoT ᴲ᷊ᴻḘ ᶍ ֩ḙḁḷᴻḑ ֪

ᶒ ḟḵḃḁᶱ ᵶᴲ◖ ᵸᶪ  G

CPS.IP - 2  IoT ᴲ᷊ᴻḘ ᶍ ᶊᴲ ᵸᶪḅḝḐᶻᶼᶷנּ

ᶱ ᵸᶪ  G

CPS.PT -2  IoT ᴲ᷊ᴻḘ ᶍ ᶊ ᵶᶅᴲ ᶉḕḋḐḷᴻ

᷄ḥᴻḐ UƎSBᴲ᷿ḲᶷḳḥᴻḐ ᶱ ᶝᵾᶎ

ᶊ ᵸᶪᵲᶇᶆ IƎoT ᴲ᷊ᴻḘ ᶍ ᶱ

ᶇᵸᶪ  G

PR.PS - 02  ḅḝḐᶻᶼᶷᶎḲḁ᷄ᶊꞌᵷᶅ ᵴᶫᴲ ᵴᶫᴲ

ᵴᶫᶅᵣᶪ  G

CPS.IP - 10  ᶱ ᵶᴲ ᶊⱲᶂᶅ

ᶍ ᶱ ᵸᶪ  G

CPS.MA -2  ᶍ IoT ᴲ᷊ᴻḘ ᶊ ᵸᶪꜛ ᶱᴲ

ᶍḪḖᴲ᷿ḁḎḨᶍᶿᴻḒᴻ ᶊᶧᶪ ᶱ

ᶅᴲḵ᷅ᶱ ᵶᴲ ᶷ᷄ḃḁᶱ ᵱᶪ ᶆ ᵸ

ᶪ  G

PR.PS - 03  ḗᴻḑᶻᶼᶷᶎḲḁ᷄ᶊꞌᵷᶅ ᵴᶫᴲ ᵴ

ᶫᴲ ᵴᶫᶅᵣᶪ  G

CPS.IP - 6  IoT ᴲ᷊ᴻḘ ᶍ ᶊᶎᴲ ᶊ ᵴᶫᶅ

ᵣᶪḏᴻḇ ᶒᴲ IoT ᴲ᷊ᴻḘ ╗ɵ≥ᶊ

ᵸᶪ ID֩ ֪ᶣ ֩ ᴲ

֪ᶱ ᶎ ᶞ ᶩᶆᵬᶉᵣ ᶊᵸᶪ  G

CPS.MA - 1 IoT ᴲ᷊ᴻḘ ᶍḃ᷂ḭḲḎᶸ ᶉᶷḋḟḏᴻ

Ḑ ᶱᴲ ᶉḇᶹḧḻ᷅ᶊ ᵴᶫᵾḌᴻḳᶱ ᵶ

ᶅ ᶊ ᶱ ᵶᶃᶃ ᵸᶪ  G

סּ ᶆᵡᶫᶏᴲꜛ ᵪᶨᶍ ᶊᶧᶂᶅḅḝḐᶻᶼᶷ

O֩SᴲḑḱᶹḘᴲᶷḟḲ᷆ᴻ᷿ḯḻ֪ᶱ╗ ᵶᶅ ᵸᶪ

ḲḪᴻḐᶷḋḟḏᴻḐᶍ ᶞᶱ ᵧᵾIoT ᶱ

ᵸᶪ  G
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PR.PS - 04  ḵ᷅ ᵫ ᵴᶫᴲ ᶍᵾᶠᶊ סּ

ᶇᶉᶂᶅᵣᶪ  G

CPS.PT - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶱ ᶊ ᵸᶪᵾᶠᴲ

/ḵ᷅ ᶍ ᶱ ᴲ ᵶᴲᵼᵥᵶᵾטּ

ᶱ ᵶᶅᴲḴḛḭᴻᵸᶪᴳ 

PR.PS - 05 ᵴᶫᶅᵣᶉᵣḅḝḐᶻᶼᶷᶍᶹḻḁḐᴻḳסּ  ᶒ

ᵫ ᵴᶫᶅᵣᶪ  G

CPS.CM - 6  ᶍ ᶆᶎᴲḅḝḐᶻᶼᶷ ᴲḕḋḐ

ḷᴻ᷄ ֩ḕḋḐḷᴻ᷄ ᶍ ᴲᶷ᷄ḃḁ

֪ ᶒ ᶍḅ᷿᷂ᴲḚḐᴲḪḖᴲ᷿ḁḎḨᶇᶍ ᶍ

ᶊᶃᵣᶅᴲ ᶊ ᵸᶪ G

PR.PS - 06  ḃ᷂ḭᶷᶉḅḝḐᶻᶼᶷ ḟḱ᷄Ḏᶸḁᵫ ᵴ

ᶫᴲᵼᶍ ᵫḅḝḐᶻᶼᶷ ḱᶹḝ᷊ᶹ᷄ḳ

ᶱ ᵷᶅ ᵴᶫᶅᵣᶪ  G

CPS.IP - 3  ᷿ḁḎḨᶱ ᵸᶪᵾᶠᶍ᷿ḁḎḨ ḱᶹḝ᷊ᶹ᷄ḳ

ᶱ ᵸᶪ  G

PR.IR - 01  ḕḋḐḷᴻ᷄ ᶒ ᵫ ᵴᶫᶅᵣᶉᵣסּ ᶷ

᷄ḃḁ ᶒ ᵪᶨ ᵴᶫᶅᵣᶪ  G

CPS.AC -3  ֩Ḯᴻ᷾ᴻ IɥoT ᴲ᷊ᴻḘ ֪ᶱ ᵶᵮ

ᵸᶪ  G

CPS.AC -7  ḏᴻḇḝḵᴻ ḥḲ᷿ᴻᶱ ᶠᴲᵼᶫᶊ ᶂᶅ ḕ

ḋḐḷᴻ᷄ᶱ ᵸᶪ֩ ֹ ᴴḎḁḐ ᶇ ◖

IƎoT ᶱ ᶟ ᶇ ᶍ ᶍ ֪ ᵶᶅḕ

ḋḐḷᴻ᷄ᶍ ᶱ ᵸᶪ G

PR.IR - 02  ᶍ ᵫ ᶍ ≡ᵪᶨ ᵴᶫᶅᵣ

ᶪ  G

CPS.IP - 5  ᴲ אל ᶍ ᴲ ᵪᶨᶍ ᴲ

ᶍ IoT ᴲ᷊ᴻḘ ᶍ ᶉ ᶊ

ᵸᶪḥḲ᷿ᴻᶣ ᶱ ᵾᵸᶧᵥ ᶉ ᶱ

ᵸᶪ  G

PR.IR - 03  ᶒ ᶉ ᶆᶍḴḀḲᶽḻḁ ᶱ

ᵸᶪᵾᶠᶍḩ᷀ḓḂḨᵫ ᵴᶫᶅᵣᶪ G

CPS.PT -3  ḕḋḐḷᴻ᷄ᶊᶃᶉᵫᶪᵲᶇᶱ ᶝᵧᵾ↨ ᶱ

ᵸᶪ IoT ᶱ ᵸᶪ  G

PR.IR - 04 סּ  ᶱ ᶊᵸᶪᵾᶠᶊ ᶉḲḅᴻḁ ᵫ

┐ ᵴᶫᶅᵣᶪ  G

CPS.DS - 6  ᷊ᴻḛḁ ᶍ᷊ᶹḘᴻ ᶱ ᵰᵾ ᶆ

ᶡᴲ ᶱ ᶊ ᵶᴲ ᶊᶧᶪ☼ ᶱ ᶊ

ᶆᵬᶪᶧᵥᴲ ᶊᵩᵣᶅ ᶉḲḅᴻḁ֩ :Ḛ

ḐᴲḪḐᴲ᷿ḁḎḨ֪ᶱ ᵸᶪᴳ 

CPS.DS - 7  IoT ᴲ ᴲ ᶊ ᵶᴲ ᶉ

ᴲ ᶣ ᶍ ᴲ ᴲטּ ᶍ

ᴲ ᴲḅḝḐᶻᶼᶷᶍ ᶱv  G

DE.CM - 01  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲḕḋḐḷᴻ᷄

ᶒḕḋḐḷᴻ᷊᷄ᴻḛḁᵫ ᵴᶫᶅᵣᶪᴳ 

CPS.CM - 1 ᶍḕḋḐḷᴻ᷄ᶇ ╓ḕḋḐḷᴻ᷄ᶍ ᶊᵩᵣ

ᶅᴲḕḋḐḷᴻ᷄ ᴴ ᴲᶷ᷄ḃḁ ᴴ ᶱ

ᵸᶪ  G

CPS.CM - 3  ᵴᶫᵾ ᶇ ᶍ ᶱוֹ ᵶᶅᴲ│

ᶍ ᶣ ᶍ ᶱ ᵥ IoT ᶱ ᵸᶪ  G

᷊ᶹḘᴻ ᵪᶨ ᵰᶪ ᵫℓ ᶉ᷈ᴻḑᶱ ᶲᶆ

ᵩᶨᵹᴲ ∫ ᶆᵡᶪᵲᶇᶱ ᶊ ᵸᶪᴳ 

CPS.CM - 4  ᷊ᶹḘᴻ ᵪᶨ ᵰᶪ ᶍ ᶒ ᶱ

ᶊ ᵸᶪ  G

CPS.CM - 6  ᶍ ᶆᶎᴲḅḝḐᶻᶼᶷ ᴲḕḋḐ

ḷᴻ᷄ ֩ḕḋḐḷᴻ᷄ ᶍ ᴲᶷ᷄ḃḁ

֪ ᶒ ᶍḅ᷿᷂ᴲḚḐᴲḪḖᴲ᷿ḁḎḨᶇᶍ ᶍ

ᶊᶃᵣᶅᴲ ᶊ ᵸᶪ G

DE.CM - 02  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲ

ᵫ ᵴᶫᶅᵣᶪ  G

CPS.CM - 2  ᶍḕḋḐḷᴻ᷄ᶇ ╓ḕḋḐḷᴻ᷄ᶍ ᶊᵩᵣ

ᶅᴲḕḋḐḷᴻ᷄ ᴴ ᴲᶷ᷄ḃḁ ᴴ ᶱ

ᵸᶪ  G

DE.CM - 03  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲ ╢ᶍ

ᶒ ᶍ ᵫ ᵴᶫᶅᵣᶪ  G

CPS.CM - 6  ᶍ ᶆᶎᴲḅḝḐᶻᶼᶷ ᴲḕḋḐ

ḷᴻ᷄ ֩ḕḋḐḷᴻ᷄ ᶍ ᴲᶷ᷄ḃḁ

֪ ᶒ ᶍḅ᷿᷂ᴲḚḐᴲḪḖᴲ᷿ḁḎḨᶇᶍ ᶍ

ᶊᶃᵣᶅᴲ ᶊ ᵸᶪ G

DE.CM - 06  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲ ᷊ᴻḛ

ḁḟḵḘᶹḈᶍ ᶒ᷊ᴻḛḁᵫ ᵴᶫᶅᵣ

ᶪ  G

CPS.CM - 5  ḃ᷂ḭḲḎᶸ ᶱ ᶊ ᶆᵬᶪᶧᵥᴲ ᷊ᴻḛ

ḁḟḵḘᶹḈᶇᶍ ᶱḪḓḇḲḻ᷅ᵸᶪᴳ 

CPS.CM - 6  ᶍ ᶆᶎᴲḅḝḐᶻᶼᶷ ᴲḕḋḐ

ḷᴻ᷄ ֩ḕḋḐḷᴻ᷄ ᶍ ᴲᶷ᷄ḃḁ

֪ ᶒ ᶍḅ᷿᷂ᴲḚḐᴲḪḖᴲ᷿ḁḎḨᶇᶍ ᶍ

ᶊᶃᵣᶅᴲ ᶊ ᵸᶪ G

DE.CM - 09  ᶉ ᶱ ᵸᶪᵾᶠᶊᴲ᷈ḻḜḭᴻḎ

ᶸḻ᷅ḗᴻḑᶻᶼᶷᶇḅḝḐᶻᶼᶷᴲḱḻḇᶹḨ ᴲ

ᶒᵼᶫᶨᶍḏᴻḇᵫ ᵴᶫᶅᵣᶪ  G

CPS.CM - 3  ᵴᶫᵾ ᶇ ᶍ ᶱוֹ ᵶᶅᴲ│

ᶍ ᶣ ᶍ ᶱ ᵥ IoT ᶱ ᵸᶪ  G

᷊ᶹḘᴻ ᵪᶨ ᵰᶪ ᵫℓ ᶉ᷈ᴻḑᶱ ᶲᶆ

ᵩᶨᵹᴲ ∫ ᶆᵡᶪᵲᶇᶱ ᶊ ᵸᶪᴳ 

CPS.CM - 4  ᷊ᶹḘᴻ ᵪᶨ ᵰᶪ ᶍ ᶒ ᶱ

ᶊ ᵸᶪ  G

CPS.CM - 6  ᶍ ᶆᶎᴲḅḝḐᶻᶼᶷ ᴲḕḋḐ

ḷᴻ᷄ ֩ḕḋḐḷᴻ᷄ ᶍ ᴲᶷ᷄ḃḁ

֪ ᶒ ᶍḅ᷿᷂ᴲḚḐᴲḪḖᴲ᷿ḁḎḨᶇᶍ ᶍ

ᶊᶃᵣᶅᴲ ᶊ ᵸᶪ G

CPS.DS - 10  IoT ᴲ᷊ᴻḘ ᶊᶅ︣ ᵸᶪḅḝḐᶻᶼᶷᶍ
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ᶱ ᵫ ᶠᶪḇᶹḧḻ᷅ᶆ ᵶᴲ ᶉḅḝḐᶻᶼ

ᶷᶍ ᶱ ᵸᶪ  G

CPS.DS - 12  ḗᴻḑᶻᶼᶷᶍ ᶱ ᵸᶪᵾᶠᶊ ḉᶼḋ

᷄ḩ᷀ḓḂḨᶱ ᵸᶪ  G

DE.AE -02  ᵸᶪ ᶱᶧᶩᶧᵮ ᵸᶪᵾᶠᶊᴲ ᶉ

ᵫ ᵴᶫᶅᵣᶪ  G

CPS.AE - 2  ḃ᷂ḭḲḎᶸ ᶱ ᵶᴲḃ᷂ḭḲḎᶸ ꞌ

(SOC/CSIRT) ᶱ ᶀ ᵱᴲ ᶆḃ᷂ḭḲḎᶸ

ᶱ ᴴ ᴴ ꞌᵸᶪ ᶱ ᵧᶪG 

DE.AE -03  ᶎ ᶍ ᵪᶨ ᶊ ᵰᶨᶫᶅᵣ

 ᶅ

CPS.AE - 3  ḃ᷂ḭḲḎᶸ ᶍ ᶍ ᶒ ᶍ ≡ ᶇ

ᵶᵾ ᶱ ᵥ ᶱ ᵸᶪᵲᶇᶆᴲḃ᷂ḭḲḎ

ᶸᶹḻ᷿ḏḻḐᶱ ᶊ ᵸᶪᴳ 

DE.AE -04  ᶍ ᵴᶫᶪᶹḻḙ᷄Ḑᶇ ∫ᵫ ᵴ

ᶫᶅᵣᶪ  G

CPS.AE - 4  ᵸᶪ ᶗᶍ☼ ᶱ ᶠᶅḃ᷂ḭḲḎᶸ ᵫ

ᶡᵾᶨᵸ☼ ᶱ ᵸᶪ  G

DE.AE -06  ᶊ ᵸᶪ ᵫᴲ ᵴᶫᵾḁḇḋḝסּ

ᶒḌᴻḳᶊ ᵴᶫᶅᵣᶪ  G

CPS.RP - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ ᶍ ꞌᶍ ᶣ

∞ᴲ ∫ᶱ ᶊᵸᶪᵾᶠᴲᶹḻ᷿ḏḻḐᶱ ᵶ

ᵾ ᶍ /ḚḐ/ḪḖ/᷿ḁḎḨᶍ ꞌ ֩ḃ᷂ḭḲḎ

ᶸ◖ ḟḵḃḁ֪ᶱᵡᶨᵪᵷᶠ ᵶᴲ ᵸᶪᴳ 

DE.AE -07  ᷊ᶹḘᴻ ≡ᶹḻḎḲḀᶼḻḁ ᶒᵼᶍ ᶍ

ᵫ ᶊ ᵴᶫᶅᵣᶪ  G

CPS.AE - 3  ḃ᷂ḭḲḎᶸ ᶍ ᶍ ᶒ ᶍ ≡ ᶇ

ᵶᵾ ᶱ ᵥ ᶱ ᵸᶪᵲᶇᶆᴲḃ᷂ḭḲḎ

ᶸᶹḻ᷿ḏḻḐᶱ ᶊ ᵸᶪᴳ 

DE.AE -08  ᵫᴲ ᵴᶫᵾᶹḻ᷿ḏḻḐ ᶱ ᵾᵸ

ᶊᴲᶹḻ᷿ḏḻḐᵫ ᵴᶫᶪᴳ 

CPS.AE - 5  ḃ᷂ḭḲḎᶸ ᶍ ᶍ ᶱ ᶠᶪ G

RS.MA -01  ᶹḻ᷿ḏḻḐᵫ ᵴᶫᶪᶇᴲ ᵸᶪ ᶇ

ᵶᶅᶹḻ᷿ḏḻḐ ꞌ ᵫ ᵴᶫᶅᵣᶪᴳ 

CPS.RP - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ ᶍ ꞌᶍ ᶣ

∞ᴲ ∫ᶱ ᶊᵸᶪᵾᶠᴲᶹḻ᷿ḏḻḐᶱ ᵶ

ᵾ ᶍ /ḚḐ/ḪḖ/᷿ḁḎḨᶍ ꞌ ֩ḃ᷂ḭḲḎ

ᶸ◖ ḟḵḃḁ֪ᶱᵡᶨᵪᵷᶠ ᵶᴲ ᵸᶪᴳ 

CPS.RP -2  ḃ᷂ḭḲḎᶸ◖ ḟḵḃḁᶊᵩᵣᶅᴲ ╥ ᶍ ᵸ

ᶪ ᶇᶍ ᶊᶃᵣᶅ ᶇ ᶱ ᶠᴲ◖

ᵸᶪ  G

RS.MA -02  ᶹḻ᷿ḏḻḐ ᵫḐḲᶷᴻḀᵴᶫᴲ ᵫ

ᵴᶫᶅᵣᶪ  G

CPS.AE - 3  ḃ᷂ḭḲḎᶸ ᶍ ᶍ ᶒ ᶍ ≡ ᶇ

ᵶᵾ ᶱ ᵥ ᶱ ᵸᶪᵲᶇᶆᴲḃ᷂ḭḲḎ

ᶸᶹḻ᷿ḏḻḐᶱ ᶊ ᵸᶪᴳ 

CPS.AN - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶍ ᶇᴲ ᵴᶫᶪ

ᶍ≥ ᵪᶨᴲ ᶒ ᵸᶪ ᶱ ᶟ

ᶗᶍ☼ ᶱ №ᵸᶪ  G

RS.MA -03  ᶹḻ᷿ḏḻḐᵫ ᵴᶫᴲ ∞ᵫ ᵰᶨᶫᶅᵣ

ᶪ  G

CPS.AN - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶍ ᶇᴲ ᵴᶫᶪ

ᶍ≥ ᵪᶨᴲ ᶒ ᵸᶪ ᶱ ᶟ

ᶗᶍ☼ ᶱ №ᵸᶪ  G

CPS.AN - 3  ᵴᶫᵾḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶍ ᶎᴲḃ᷂ḭḲ

Ḏᶸᶊ ᵸᶪ☼ ᶍ ᶣ ᶆ ᵶᴲ

ᵸᶪ  G

RS.MA -04  ᶹḻ᷿ḏḻḐᶎ ᶊꞌᵷᶅᶽḁ᷀Ḵᴻ᷿ḯḻᶝᵾ

ᶎ ᵴᶫᶅᵣᶪ  G

CPS.AN - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶍ ᶇᴲ ᵴᶫᶪ

ᶍ≥ ᵪᶨᴲ ᶒ ᵸᶪ ᶱ ᶟ

ᶗᶍ☼ ᶱ №ᵸᶪ  G

CPS.RP -2  ḃ᷂ḭḲḎᶸ◖ ḟḵḃḁᶊᵩᵣᶅᴲ ╥ ᶍ ᵸ

ᶪ ᶇᶍ ᶊᶃᵣᶅ ᶇ ᶱ ᶠᴲ◖

ᵸᶪ  G

RS.MA -05  ᶹḻ᷿ḏḻḐᶍ ᶍ ᵫ ᵴᶫᶅᵣᶪᴳ CPS.RP -3  ᶊᵩᵰᶪ ꞌ ᶒ ꞌ ᶱ ᶠᶅ

ᵣᶪ ᶎ ꞌ ᶍ ᶊḃ᷂ḭḲ

Ḏᶸᶹḻ᷿ḏḻḐᶱ∞ ᶄᵰᶪᴳ 

RS.AN - 03  ᶹḻ᷿ḏḻḐ ᶊּךᵫ ᵲᶂᵾᶍᵪᴲ ᶒᶹḻ

᷿ḏḻḐᶍ ╣ᶱ ᵸᶪᵾᶠᶍ ᵫ

ᵴᶫᶅᵣᶪ  G

CPS.AN - 2  ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ ᶊᴲḏḀḇḳḝᶾḴḻḀ

ḋ᷄ᶱ ᵸᶪ  G

RS.AN - 06  ᶊ ᵴᶫᵾᶷ᷿᷄ḯḻᵫ ᵴᶫᴲ ᶍ

ᶇ ᵫ ᵴᶫᶅᵣᶪ  G

CPS.AN - 2  ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ ᶊᴲḏḀḇḳḝᶾḴḻḀ

ḋ᷄ᶱ ᵸᶪ  G

RS.AN - 07  ᶹḻ᷿ḏḻḐᶍḏᴻḇ ᶒḩḇḏᴻḇᵫ ᵴᶫᴲ

ᵼᶍ ᶇ ᵫ ᵴᶫᶅᵣᶪ  G

  

RS.AN - 08  ᶹḻ᷿ḏḻḐᶍ ᵫ ᵴᶫᴲ ᵫ ᵴᶫ

ᶅᵣᶪ  G

CPS.AN - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶍ ᶇᴲ ᵴᶫᶪ

ᶍ≥ ᵪᶨᴲ ᶒ ᵸᶪ ᶱ ᶟ

ᶗᶍ☼ ᶱ №ᵸᶪ  G

RS.CO - 02  ᶍḁḎᴻ᷄ḣḳḈᴻᶊᶹḻ᷿ḏḻḐᶱ ᵸ

ᶪ  G

CPS.RP - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ ᶍ ꞌᶍ ᶣ

∞ᴲ ∫ᶱ ᶊᵸᶪᵾᶠᴲᶹḻ᷿ḏḻḐᶱ ᵶ

ᵾ ᶍ /ḚḐ/ḪḖ/᷿ḁḎḨᶍ ꞌ ֩ḃ᷂ḭḲḎ

ᶸ◖ ḟḵḃḁ֪ᶱᵡᶨᵪᵷᶠ ᵶᴲ ᵸᶪᴳ 

RS.CO - 03  ᵴᶫᵾ ᶍḁḎᴻ᷄ḣḳḈᴻᶇ ᶱ

ᵸᶪ  G

CPS.RP - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ ᶍ ꞌᶍ ᶣ

∞ᴲ ∫ᶱ ᶊᵸᶪᵾᶠᴲᶹḻ᷿ḏḻḐᶱ ᵶ

ᵾ ᶍ /ḚḐ/ḪḖ/᷿ḁḎḨᶍ ꞌ ֩ḃ᷂ḭḲḎ
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ᶸ◖ ḟḵḃḁ֪ᶱᵡᶨᵪᵷᶠ ᵶᴲ ᵸᶪᴳ 

CPS.RP -2  ḃ᷂ḭḲḎᶸ◖ ḟḵḃḁᶊᵩᵣᶅᴲ ╥ ᶍ ᵸ

ᶪ ᶇᶍ ᶊᶃᵣᶅ ᶇ ᶱ ᶠᴲ◖

ᵸᶪ  G

RS.MI - 01  ᶹḻ᷿ḏḻḐᵫ ᵷ ᶠᶨᶫᶅᵣᶪᴳ CPS.MI - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶊᶧᶪ ᶍ ᶱ ᶊ

ᵧᴲ☼ ᶱ ᵸᶪ ꞌᶱ ᵥ G

RS.MI - 02  ᶹḻ᷿ḏḻḐᵫ ᵴᶫᶅᵣᶪᴳ CPS.MI - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐᶊᶧᶪ ᶍ ᶱ ᶊ

ᵧᴲ☼ ᶱ ᵸᶪ ꞌᶱ ᵥ G

RC.RP -01  ᶹḻ᷿ḏḻḐ ꞌ ᶍ ᶊ ᵸᶪ ᵫᴲᶹḻ

᷿ḏḻḐ ꞌḟḵḃḁᵪᶨ ᶩ ᶞᵫ ᵴᶫᶪᶇ

ᵴᶫᶅᵣᶪ  G

CPS.RP -3  ᶊᵩᵰᶪ ꞌ ᶒ ꞌ ᶱ ᶠᶅ

ᵣᶪ ᶎ ꞌ ᶍ ᶊḃ᷂ḭḲ

Ḏᶸᶹḻ᷿ḏḻḐᶱ∞ ᶄᵰᶪᴳ 

RC.RP -02  ᵫ ᵴᶫᴲ ∫ᵫ ᵴᶫᴲ ∞

ᵫ ᵰᶨᶫᴲ ᵴᶫᶅᵣᶪ G

CPS.RP -3  ᶊᵩᵰᶪ ꞌ ᶒ ꞌ ᶱ ᶠᶅ

ᵣᶪ ᶎ ꞌ ᶍ ᶊḃ᷂ḭḲ

Ḏᶸᶹḻ᷿ḏḻḐᶱ∞ ᶄᵰᶪᴳ 

RC.RP -03  Ḙḋ᷄ᶷḋḟ ᶒᵼᶍ ᶍ ᶍ ᵫᴲ

ᶊ ᵸᶪ ᶊ ᵴᶫᶅᵣᶪ  G

CPS.IP - 4  I֩oT ᴲ ᴲ ֪ᶊ ᵶᴲ

ᶉ᷿ḁḎḨḘḋ᷄ᶷḋḟᶱ ᵶᴲḎḁḐᵸᶪᴳ 

RC.RP -04  ᶉḧḋ᷿ḯḻ ᶇ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḲḁ᷄

ḦḕḀḩḻḐᵫᴲᶹḻ᷿ḏḻḐ ᶍ◖ ᶱ

ᵸᶪᵾᶠᶊ ᵴᶫᶅᵣᶪ  G

  

RC.RP -05  ᵶᵾ ᶍ ᵫ ᵴᶫᴲ᷿ḁḎḨ ᶒ

᷊ᴻḛḁᵫ ᵶᴲ ᶉ◖ ᵫ ᵴᶫᶅ

ᵣᶪ  G

  

RC.RP -06  ᶊ ᶄᵣᶅᶹḻ᷿ḏḻḐ ᶍ ᵫ ᵴ

ᶫᴲᶹḻ᷿ḏḻḐ ᶍ ᶍ ᵫ ᵶᶅᵣ

ᶪ  G

  

RC.CO - 03  ᶒ◖ ᷆ᶹḙḛḲḎᶸ֩ ֪ ᶍ

ᵫᴲ ᵴᶫᵾ ᶍḁḎᴻ᷄ḣḳḈᴻ

ᶊ ᵴᶫᶅᵣᶪ  G

CPS.CO - 3  ᶊᶃᵣᶅ ᶒ ᶍ ᶇ ╢ᴲ

ᵼᵶᶅ ☺ ᶊ ᵸᶪ ᶱᴲ ᶎ

ꞌ ᶍ ᶊ∞ ᶄᵰᶪ  G

RC.CO - 04  ᶹḻ᷿ḏḻḐ ᶊ ᵸᶪ ᶎᴲ ᵴ

ᶫᵾ ᶒḩḋḃᴻḀḻ᷅ᶱ ᵶᶅ ᵴᶫ

ᶅᵣᶪ  G

CPS.RP - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ ᶍ ꞌᶍ ᶣ

∞ᴲ ∫ᶱ ᶊᵸᶪᵾᶠᴲᶹḻ᷿ḏḻḐᶱ ᵶ

ᵾ ᶍ /ḚḐ/ḪḖ/᷿ḁḎḨᶍ ꞌ ֩ḃ᷂ḭḲḎ

ᶸ◖ ḟḵḃḁ֪ᶱᵡᶨᵪᵷᶠ ᵶᴲ ᵸᶪᴳ 

CPS.CO - 1 ḃ᷂ḭḲḎᶸᶹḻ᷿ḏḻḐ ᶍ ᶍḳᴻḳ

ᶱ ᵶᴲ◖ ᵸᶪ G

CPS.CO - 2  ᶎ ꞌ ᶍ ᶊᴲḃ᷂ḭḲḎ

ᶸᶹḻ᷿ḏḻḐᶍ ᴲ ᶊ ᵸᶪ ᶍלּ

ᶊ ᶩ ᶟ ᶱ∞ ᶄᵰᶪ  G
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Appendix B: /  

 

AMHS  ĺAutomated Material Handling Systems ֹ ᷿ḁḎḨĻ 

 

APT  ĺAdvanced Persistent Threat Ļ 

 

CAD  ĺComputer - Aided Design ֹ᷈ ḻḜḭᴻḇ ⱱ Ļ 

 

CASB  ĺCloud Access Security Broker Ļ 

 

CCD  ĺCharge Coupled Devices Ļ 

 

CSPM  ĺCloud Security Posture Management ֹ᷄ḱᶻḑḃ᷂ḭḲḎᶸ

Ļ 

 

CSIRT  ĺComputer Security Incident Response Team Ļ 

 

CVE  ĺCommon Vulnerabilities and Exposures Ļ 

 

CVSS  ĺCommon Vulnerability Scoring System ֹ  ḁḎḨĻ᷿לּ

 

CWPP  ĺCloud Workload Protection Platform Ļ 

 

DCS  ĺDistributed Control System ֹ ᷿ḁḎḨĻ 

 

DMZ  ĺDeMilitarized Zone ֹ Ļ 

 

EAP  ĺExtensible Authentication Protocol ֹ ḟḵḐ᷈ḳĻ 

 

EDA  ĺElectronic Design Automation Ļ 

 

EDR  ĺEndpoint Detection and Response ֹᶽḻḑḥᶹḻḐᶍ ᶇ ꞌĻ 

 

EOSL  ĺEnd of Service Life Ļ 
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EPP  ĺEndpoint Protection Platform ֹᶽḻḑḥᶹḻḐ ḟḱḋḐḝᶾᴻḨĻ 

 

FOUP  ĺFront Opening Unified Pod Ļ 

 

FSIRT  ĺFactory Security Incident Response Team Ļ 

 

GEM  ĺGeneric Equipment Model ֹ ḪḏḳĻ 

 

HSMS  ĺHigh Speed Message Service Ļ 

 

IAM  ĺIdentity and Access Management Ļ 

 

I/O  ĺInput/Output ֹ Ļ 

 

IDS  ĺIntrusion Detection System ֹ ᷿ḁḎḨĻ 

 

IPS  ĺIntrusion Prevention System ֹ ᷿ḁḎḨĻ 

 

JVN  ĺJapan V ulnerability Note Ļ 

 

MCS  ĺMaterial Control System Ļ 

 

MES  ĺManufacturing Execution System Ļ 

 

MSRC  ĺMic rosoft Security Response Center Ļ 

 

NDR  ĺNetwork Detection and Response Ļ 

 

NVD  ĺNational Vulnerability Database Ļ 

 

OEM  ĺOriginal Equipment Manufacturing ֹ Ḟḱḻḑ Ļ 

 

OHT  ĺOverhead Hoist Transport ֹ ║ Ļ 

 

PLC  ĺProgrammable Logic Controller ֹḟḵ᷅ḱḦḞḳḵḀḋ᷄᷈ḻḐḵᴻḱĻ 
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PSIRT  ĺProduct Security Incident Response Team Ļ 

 

SBOM  ĺSoftware Bill of Materials ḅֹḝḐᶻᶼᶷ Ļ 

 

SECS  ĺSEMI Equipment Communications Standard SֹEMI

Ļ 

 

SPC  ĺStatistical Process Control ֹ Ļ 

 

SSPM  ĺSaaS Security Posture Management SֹaaS ḃ᷂ḭḲḎᶸ

Ļ 

 

SSVC  ĺStakeholder - Specific Vulnerability Categorization Ļ 

 

VPN  ĺVirtual Private Network יֹּ Ļ 

 

WORM  ĺWrite Once Read Many Ļ 

 

ᶷ᷄ḃḁ  

ᵩᶧᶒ ᷊ᴻḛḁᶍ ᵩᶧᶒ ᴲᶉᶨᶒᶊ ᶍ ֩ ֹ

ᶍ ᴲ ᴲ ֪ᶗᶍ ᶍ ᶉ ᶱ ᶝᵾᶎסּ ᵸᶪ

ḟḵḃḁ  G[NIST SP 800 - 53 Rev. 5 ]  

 

ᶷ᷄ḎᶸḞḁ᷂ḫḻ 

ḕḋḐḷᴻ᷄ᶣ᷿ḁḎḨᶍ ᶱ ᶊ ᵸᵾᶠᶊᴲḙ᷆ḋḐᶣḟḵᴻḞᶱ ᵸᶪ

ḃ᷂ḭḲḎᶸ לּ ᴳḥᴻḐḁ᷂ḫḻᴲ ḁ᷂ḫḻᴲ ḎḁḐᵫ ᶝᶫᴲ᷿ḁḎḨ

ᶍ ḧḁᶣ ᶍ ᶱ ᵸᶪᵲᶇᶆᴲḃ᷂ḭḲḎᶸḲḁ᷄ᶱ  ᵸᶪᴳלּ

 

│  

᷊ᶹḘᴻḃ᷂ḭḲḎᶸ ᶱ ᵸᶪᵾᶠᶍ ᶉᶷḟḵᴻḉᶱ ᵸᶪ ᶞᴳ

[NISTIR 8219]  

 

ᶹḻ᷿ḏḻḐ 

᷿ḁḎḨᴲᶝᵾᶎᵼᶍ᷿ḁḎḨᵫ ᴲ ᴲ ᵸᶪ ᶍ ᴲ ᴲּס
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ᶱ ᶊᴲᶝᵾᶎ ᶊ ᶊᵴᶨᵸ ᴲᶝᵾᶎḃ᷂ḭḲḎᶸḥḲ᷿ᴻᴲḃ᷂ḭḲḎ

ᶸ ᴲ ḥḲ᷿ᴻᶍ┴ ᴲᶡᵶᵮᶎ┴ ᶍ ᵶ ᶂᵾ ≡ᶱ ᵸᶪ ᴳ

[NIST SP 800 - 12 Rev. 1]  

 

ᶽḻḇᴻḟḱᶹḂ 

ᶉ / ᶇ ᶉ ᶱ ᶀᴲᵼᶍ ᶱ ᵸᶪᵾᶠᶊ ᷿ḁḎḨᶱ

ᵶᴲ ᶍḲḁ᷄ᶇḙḝᶾᴻḦḻḁᶱ ᵸᶪ ᶱ ᶃ ᴳ ᶎᴲ ᴲḟḵ᷅ḱḨ

ᴲ ֩ ֹ ֪ᴲ ᴲḃ᷂ḭḲḎᶸᴲ ᷿ḁḎḨᴲ ᵩᶧᶒḧḋ᷿ḯḻ

ᶇᵣᶂᵾḛḀḕḁ ᶍ ᶅᶝᵾᶎ╗ ᶆ ᵴᶫᶪ ᵫᵡᶅ  G [NIST SP 800 -

53 Rev.4]  

 

ᶽḻḑḥᶹḻḐ 

ᶍḕḋḐḷᴻ᷄ᶊ ᵸᶪ᷈ḻḜḭᴻḇᴲḪḘᶹḳḏḘᶹḁᴲIoT ḏḘᶹḁᴲᵼᶍ ᶍ

ᴲ ᷿ḁḎḨᶊᶷ᷄ḃḁᶝᵾᶎḏᴻḇᶍ ᶱ ᵥᵡᶨᶥᶪḏḘᶹḁ G

 

≡ 

᷿ḁḎḨᶱ ᵶᵾ ᶷ᷄ḃḁᴲ ᴲ ᴲ ᶍ ᴲᶝᵾᶎ᷊ᴻḛḁ ᶱ

ᵷᶅᴲ ᶍ◖ ֩ḧḋ᷿ḯḻᴲ ᴲᶹḩᴻḀᴲ ᶱ ᶟ֪ᴲ ᴲ ᴲ ᶍ ᴲ

ᶝᵾᶎ ☼ᶊℓקּ ᶱ ᵧᶪּס ᶍᵡᶪ ᶣ [G NIST SP 800 - 30  

Rev.1 ]  

 

᷄ḱᶻḑ 

סּ ᶉ᷈ḻḜḭᴻḎᶸḻ᷅Ḳḅᴻḁ֩ ֹḕḋḐḷᴻ᷄ᴲ᷊ᴻḘᴲḁḐḴᴻḀᴲᶷḟḲ᷆ᴻ

᷿ḯḻᴲ᷊ᴻḛḁ֪ᶍ סּ ᶉḲḅᴻḁ ᶊ ᵶƎ ᶆ ᶉᶿḻḏḦḻḑᶍḕḋḐḷ

ᴻ᷄ᶷ᷄ḃḁᶱּס ᶊᵸᶪḪḏḳᴳᵲᶍḲḅᴻḁᶎᴲ ᶍ ᶝᵾᶎ᷊ᴻḛḁḟ

ḵḘ᷊ᴻḘᶇᶍᶣᶩ ᶩᶆ ᶊḟḵḛḀḯḓḻ᷅ᵩᶧᶒḲḲᴻḁᶆᵬᶅG [NIST SP 

800 - 53 Rev.4]  

 

᷇ᴻḐᶻᶼ  ʋ

ᶎ ᶅᵣᶪᵫ ᵫ│ᶉᶪ 2 ᶃ֩ᶝᵾᶎᵼᶫ∙ ֪ᶍ᷈ḻḜḭᴻḇḕḋḐḷᴻ᷄ᶊ

ᵶᴲḕḋḐḷᴻ᷄ ᶍ ᶝᵾᶎ ᶍ ᶱּס ᶊᵸᶪ ᷿ḁḎḨ֩ᶹḻḇḝᶼ

ᴻḁᴲḲḴᴻ֪ᴳ[NIST SP 800 - 53 Rev.4]  

 

 

᷿ḁḎḨᶗᶍᶷ᷄ḃḁᶱ ᵶᴲ ᶍ ᶱ ᵸᶪᵲᶇᶆᴲ ╗ᶍḮᴻ᷾ᴻᶣḟ
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ḵḃḁᵫ ᶉ ᶱ ᶃᵲᶇᶱ ᵯᵾᶠᶍḃ᷂ḭḲḎᶸ ᴳ 

 

 

᷿ḁḎḨ ḱᶹḝ᷊ᶹ᷄ḳ ᶊᶮᵾᶂᶅᴲ ᵩᶧᶒ᷿ḁḎḨᶍ ᶱ

ᴲטּ ᴲᵩᶧᶒ ᵸᶪḟḵḃḁᶱ ᵸᶪᵲᶇᶊᶧᶩᴲᵼᶫᶨᶍ ᵩᶧᶒ᷿ḁḎḨ

ᶍ ᶱ ᵩᶧᶒ┐ ᵸᶪᵲᶇᶊ ᶱ ᶅᵾ╗ ᶍ [GNIST SP 800 - 53 

Rev. 5 ]  

 

᷈ḻḀḋḐ 

ᶿᴻḐḩᴻ᷿ḯḻᵩᶧᶒ ᷿ḁḎḨ֩IACS ֪ ᶍ│ᶉᶪḆᴻḻ ᶆ ᶱ

ᵸᶪᵾᶠᶊ ᵴᶫᶪ ḉḫḕḳG │ᶉᶪḃ᷂ḭḲḎᶸḴḡḳᶍḆᴻḻ ᶍ↨ ᶉ

ᶱּס ᶊᵸᶪ  G

 

᷈ḻḅᴻḳ 

Ḳḅᴻḁᶇ ᵸᶪᵾᶠᶊ ᵴᶫᶪᴲ ᶍ ᵩᶧᶒ ḏḘᶹḁᴳ

[NIST SP 1800 - 27B]  

 

᷈ḻḥᴻḕḻḐ 

᷿ḁḎḨᶍ ᶱ ᵸᴲ ᶊ סּ ᶉ ᴳḗᴻḑᶻᶼᶷᴲḅḝḐᶻᶼᶷᴲ

ḝᶶᴻḨᶻᶼᶷᶱ ᶟ ᵫᵡᶅ [GNIST SP 800 - 53 Rev. 5]  

 

᷊ᶹḘᴻḃ᷂ḭḲḎ  ᴜ

᷈ḻḜḭᴻḇᴲ ᷿ḁḎḨᴲ ᷊ᴻḛḁᴲ ᴲᵩᶧᶒᵼᶫᶨᶊ ᶝᶫᶪ

ᶱ ᶟ ᶍ ᴲ ᴲᵩᶧᶒ ᶱ ᵣᴲᵼᶫᶨᶍּס ᴲ ᴲ

ᴲ ᴲᵩᶧᶒ ᶱ ᵸᶪᵲᶇᴳ[NIST SP 800 - 53 Rev. 5]  

 

᷊ᴻḘ 

ḕḋḐḷᴻ᷄Ḳḅᴻḁᶱ ᵸᶪᴲḕḋḐḷᴻ᷄ ᶍ᷈ḻḜḭᴻḇᶝᵾᶎḏḘᶹḁᴳḝᶶᶹḳ

᷊ᴻḘᴻ֩ḝᶶᶹḳᶱ ᵸᶪᵾᶠ֪ᴲḟḲḻḐ᷊ᴻḘᴻ֩1 ∙ ᶍḟḲḻḇᴻᶱ ᵸᶪ

ᵾᶠ֪ᴲḕḋḐḷᴻ᷊᷄ᴻḘᴻ֩ḕḋḐḷᴻ᷄Ḑḱḝᶸḋ᷄ᶱ ᵸᶪᵾᶠ֪ᴲḏᴻḇḡᴻḁ᷊

ᴻḘᴻ֩ḏᴻḇḡᴻḁ᷄ᶽḲᶱ ᵸᶪᵾᶠᵫ֪ᵡᶪ [GNIST SP 800 - 175B Rev.1]  

 

᷊ḟḱᶹḉᶼᴻḻ 

ᶍ ᶍ ᶆ ᵴᶫᵾḲḅᴻḁᶇḟḵḃḁᶍḃḋḐᶆᵡᶩᴲᵼᶫᵽᶫᵫ

ᶇᵶᶅƎ ᶇ᷊ᴻḛḁᶍ ᵪᶨ ᶝᶩᴲḱᶹḝ᷊ᶹ᷄ḳ ᶊ ᶕᴳ [ NIST SP 
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800 - 53 Rev. 5 ]  

 

᷿ḁḎḨ I֩CS  ֪

ᴲ ᶍ ᴲ ᴲᶒ ᶍ ḟḵḃḁᶱ ᵸᶪᶍᶊ ᵴᶫᶪ ᷿

ḁḎḨᴳ ᷿ḁḎḨᶊᶎᴲ ᶊ ᵶᶅᵣᶪ ᶱ ᵸᶪ ᶍᶊ ᵴᶫ

ᶪ ḏᴻḇ ᷿ḁḎḨS֩CADA ֪ᴲ ᷿ḁḎḨ֩DCS֪  Ǝ ᶒ ᶧᶩ

ᶉᵫᶨḵᴻ᷀ḳᶉḟḵḃḁᶱḟḵ᷅ḱḦḞḳ  P֩LC֪ᶍ ᶱ ᵷ

ᶅ ᵸᶪ᷿ḁḎḨ ᵫᵡᶪ [GNIST SP 800 - 53 Rev.4]  

 

᷿ḁḎḨ 

ᶍ ᴲ ᴲ┐ ᴲ ᴲ ᴲ ᴲᶝᵾᶎ ᶍᵾᶠᶊ ᵴᶫᵾᴲ ᶍ

ᶍ [GNIST SP 800 - 3 0  Rev.1]  

 

 

≡ḅᴻḁᶊᶧᶂᶅℓ ᶝᵾᶎḐḲ᷁ᴻᵴᶫᶪּס ᶍᵡᶪᴲ ᷿ḁḎḨᴲ᷿ḁḎḨḃ

᷂ḭḲḎᶸ ᴲ ᴲᶝᵾᶎ ᶍ ᴳ[ NIST SP  800 - 53 Rev.5 ]  

 

ḃ᷂ḭḲḎᶸḵ  ᷅

᷿ḁḎḨ ᶆ ᶮᶫᵾᶹḡḻḐᶍ ᴳḃ᷂ḭḲḎᶸ ᶍᶹḡḻḐ֩ḵ᷅ᶹḻ ᴲḝᶶᶹ

ḳᶷ᷄ḃḁᴲ᷿ḁḎḨ ֪ᶊ ᵸᶪ ᶱ ᶟ G

 

ḅḝḐᶻᶼ  ʊ

ᶊ ᶊ ᵬ ᶝᶫᵾᶩ ᵴᶫᵾᶩᵸᶪּס ᶍᵡᶪ᷈ḻḜḭᴻḇḟḵ᷅ḱḨ

ᶇ ḏᴻḇ [GNIST SP 800 - 53 Rev.4]  

 

Ḇᴻḻ 

ᶍḃ᷂ḭḲḎᶸḴḡḳᶱ ᶃ ᶉ᷅ḳᴻḟᶊᶝᶇᶠᶨᶫᵾIACS ᷿ḁḎḨᶍ

ᶍ │Gᶉᶪḃ᷂ḭḲḎᶸḴḡḳᶍḆᴻḻ ᶍ ḝḵᴻᶱ ᵸᶪᵲᶇᶆᴲḃ᷂ḭ

ḲḎᶸḲḁ᷄ᶱ ᵸᶪ  G

 

 

ᶍ ᶍḴᶹḬᴻᵩᶧᶒḧḋ᷿ḯḻᶊᶮᵾᶂᶅּס ᶉḘḲᶷᶱ ᵸᶪᵾᶠᶊᴲ ᴲ

ᴲᵩᶧᶒ◖ ᶱ ᵸᶪ ḃ᷂ḭḲḎᶸ ᴳ [NIST SP 800 - 53 Rev.4 ]  

 

M֩FA  ֪
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ᶱ ᵸᶪᵾᶠᶊ 2 ᶃ∙ ᶍ│ᶉᶪ ᶱ ᵸᶪ ᴳ ᶊᶎ(Ǝi) ᵫ

ᶂᶅᵣᶪᶡᶍ֩ ֹḙḁḷᴻḑ/PIN ֪ (Ǝii) ᵡᶉᵾᵫ ᶂᶅᵣᶪᶡᶍ֩ ֹ∆ ḏḘᶹ

ḁᴲḐᴻ᷄ḻ֪ᴲᶝᵾᶎ (iii) ֩ ֹ ֪ᵫ ᶝᶫᶅG  [NIST SP 800 - 53 

Rev.4 ]  

 

 

╢ᶊᶧᶂᶅ ᵧᶨᶫᶪ ᶍ ᶆᵡᶩᴲ ᷿ḁḎḨᶍ◖ ᶱ ᵶᴲ

≥ᵴᶫᵾ╗ ᶍḃ᷂ḭḲḎᶸ ᶍ ᶊ ᶄᵣᶅᴲ ᶍ◖ ֩ḧḋ᷿ḯḻᴲ ᴲᶹ

ḩᴻḀᴲ ᶱ ᶟ֪ᴲ ᴲ ᴲ ᶍ ᴲᵩᶧᶒ ᶊקּ ᵸᶪḲḁ᷄ᶱ ᶊ

ᵰ ᶫᶪᵲᶇᶱ ᵸ  G[NIST SP 800 - 53 Rev.4 ]  

 

ḕḋḐḷᴻ  ᷄

ᵴᶫᵾ᷈ḻḥᴻḕḻḐᶍ ᶆ ᵴᶫᵾ ᷿ḁḎḨᴳᵲᶍᶧᵥᶉ᷈ḻḥᴻḕ

ḻḐᶊᶎᴲḳᴻḇᴻᴲḗḞᴲ᷆ᴻḞḳᴲ ᷈ḻḐḵᴻḱᴲ ḃḻḇᴻᴲᵩᶧᶒ

ḏḘᶹḁᵫ ᶝᶫᶪ ᵫχ ᶪ [GNIST SP 800 - 53 Rev.4 ]  

 

ḕḋḐḷᴻ᷄  

ḕḋḐḷᴻ᷄ᶹḻḝḱḁḐḱ᷄ḉḫᶍ◖ ᴲ ᴲ ᴲᵩᶧᶒ  ᶍḟḵḃḁGטּ

 

ḗᴻḑᶻᶼ  ʊ

᷿ḁḎḨᶍ ᶉ᷈ḻḥᴻḕḻḐᴳ [NIST SP 800 - 53 Rev.4 ]  

 

ḗᴻḑḓḻ  ᷅

ᶱ ᵶᴲ ᶉ᷊ᴻḛḁᶱᶿḝᶊᵸᶪᵲᶇᶊᶧᶂᶅᴲ ᶱ ᵸᶪᵲᶇᶱ

ᶇᵶᵾḟḵḃḁ  G[NIST SP 800 - 152]  

 

OS  

ᶍ ᶣḗᴻḑᶻᶼᶷᶊ ᵶᶅᵩᶨᵹᴲטּ ᵣ ᶍ᷈ḻḜḭᴻḇ᷿ḁḎḨᶣᶷḟ

Ḳ᷆ᴻ᷿ḯḻᶆ סּ ᶉOS  G

 

ḝᶶᶹᶷᴴᶻᶾᴻḳ 

ḵᴻ᷀ḳḃ᷂ḭḲḎᶸḥḲ᷿ᴻᶊ ᶂᶅḕḋḐḷᴻ᷄ ᶍᶷ᷄ḃḁᶱ ᵸᶪ᷇ᴻḐᶻᶼᶹᴳ 

[NIST SP 800 - 53 Rev.4]  

 

ḝᶶᴻḨᶻᶼ  ʊ
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ḗᴻḑᶻᶼᶷ֩ ᶎ ᶞ ᶩ ḩḪḲ֩ROM֪ᶝᵾᶎḟḵ᷅ḱḨּס ᶉ ᶞ ᶩ

ḩḪḲ P֩ROM ֪֪ᶊ ᵴᶫᵾ᷈ḻḜḭᴻḇḟḵ᷅ḱḨᶇḏᴻḇᶆᵡᶩᴲḟḵ᷅ḱḨᶍ

ᶊḟḵ᷅ḱḨᶇḏᴻḇᶱ ᶊ ᵬ ᶲᵿᶩ ᵶᵾᶩᶆᵬᶉᵣᶡᶍᴳ [NIST SP 

800 - 53 Rev.4 ]  

 

ḟḵḐ᷈ḳ 

᷿ḁḎḨ ᶍᵡᶪ ᶍ ᵰ֩ ᵧᶏᴲ ֪ᶱ ᵩᶧᶒ ᵸᶪᵾᶠᶍ╗ ᶍ

֩ᵸᶉᶮᶀᴲ ᶇ ֪ᴳ [NIST SP 800 - 53 Rev.4 ]  

 

ḝḵḻḐPC  

Ḍᴻḳᶱ ᴴ ᵸᶪᵾᶠᶍᴲ Ḍᴻḳᶊ ᵸPᶅCᴳḝᶶḞḕḋḐḷᴻ᷄ᶗᶍ

ᶱ ᶀᴲ᷈ḻḅᴻḳ ᶣ שׂ ᶱ ᵸᶪ  G

 

ḥᴻḐ 

ḏḘᶹḁᶣ ᶱ ᵸᶪᵾᶠᶍᴲ᷈ḻḜḭᴻḇᶗᶍ ᶩ ᶝᵾᶎ ᴳ 

[NIST SP 800 - 82r3]  

 

Ḧḳᶻᶼ  ʊ

᷿ḁḎḨᶍ ᴲ ᴲᶝᵾᶎּס ᶊℓ☼ ᶱ ᵧᶪ ᶉḟḵḃḁᶱ

ᵸᶪᵲᶇᶱ≥ ᵶᵾḅḝḐᶻᶼᶷᶝᵾᶎḝᶶᴻḨᶻᶼᶷᴳᶻᶹḳḁᴲḷᴻḨᴲḐḵᶹᶍ ᴲ

ᶝᵾᶎḣḁḐᶊ ᵸᶪᵼᶍ ᶍ᷈ᴻḑḡᴻḁᶍᶽḻḎᶸḎᶸᴳ[NIST SP 800 - 53 

Rev. 5 ]  

 

Ḳḁ  ᷄

ᶽḻḎᶸḎᶸᵫ ᶉ ᶝᵾᶎᶹḡḻḐᶊᶧᶂᶅ ᵪᵴᶫᶪ ∫ᶍ ᶆᵡᶩ  Ǝ

ᶍזּ∙ ᶊᶧᶂᶅ ᵴᶫᶪG (i) ᶝᵾᶎᶹḡḻḐᵫ ᵶᵾ ᶊ ᵸᶪℓ☼

ᴲᵩᶧᶒ (ii) ᶍּס  G[NIST SP 800 - 30 Rev.1 ]  

 

Ḳḁ᷄  

᷿ḁḎḨᶍ◖ ᶊ ╣ᵸᶪᴲ ᶍ◖ ֩ḧḋ᷿ḯḻᴲ ᴲᶹḩᴻḀᴲ ᶱ ᶟ֪ᴲ

ᶍ ᴲ ᴲ ᶍ ᴲᵩᶧᶒ ᶊקּ ᵸᶪḲḁ᷄ᶱ ᵸᶪḟḵḃḁᴳ [NIST SP 

800 - 30 Rev.1]  

Ḳḁ᷄ḦḕḀḩḻḐ 

ᶍ◖ ֩ḧḋ᷿ḯḻᴲ ᴲᶹḩᴻḀᴲ ᶱ ᶟ֪ᴲ ᶍ ᴲ ᴲ ᶍ ᴲᵩᶧ

ᶒ ᶊקּ ᵸᶪ ḃ᷂ḭḲḎᶸḲḁ᷄ᶱ ᵸᶪᵾᶠᶍḟḵ᷅ḱḨᶇ᷊ḥᴻḐḟḵḃḁ
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ᶆᵡᶩᴲ∙ּזᵫ ᶝᶫᶅ (Gi) Ḳḁ᷄ ᶍ᷈ḻḎ᷂ḁḐᶍ ᴳ(ii) Ḳḁ᷄ᶍ ᴳלּ

(iii) Ḳḁ᷄ᵫ ᵴᶫᵾ ᶍ ꞌ (Giv) ᶍ ᶊ ᵥḲḁ᷄ᶍ [G NIST SP 

800 - 30 Rev.1 ]  

 

ḲḝᶶḴḻḁᶷᴻ᷂Ḏ᷄ḉḫ 

ᶍḑḩᶹḻᶣ ᶊᵩᵰᶪ᷿ḁḎḨᶣḅḲḭᴻ᷿ḯḻᶍ ᴴ◖ ᴴ ᶊ ᵸᶪḡḁ

Ḑḟḱ᷄Ḏᶸḁᶣ ᶉ ᶱ ᵶᵾḎḻḟḴᴻḐᶝᵾᶎḝḴᴻḨḷᴻ᷄ᴳ 

 

ḴḀḲᶽḻḁ 

᷿ḁḎḨᵫ∙ּזᶱ ᵸᶪ (Gi) ℓ ᶝᵾᶎ ᵫᵪᵪᶪ ᶆᶡᴲ ᶝᵾזּ

ᶎ ᵶᵾ ᶆᵡᶂᶅᶡᴲ סּ ᶉ◖ ᶱ┐ ᵶᶉᵫᶨ◖ ᵸᶪᵲᶇᴳ(ii) ḧḋ᷿

ḯḻᶍḓᴻḂᶊ ᶂᵾ ᶆ וֹ ᶉ◖ ᶊ ᵸᶪᵲᶇ[GNIST SP 800 -

39 ]  

 

ḵ  ᷅

ᶍ᷿ḁḎḨᵩᶧᶒḕḋḐḷᴻ᷄ ᶆ ᵸᶪᶹḡḻḐᶍ ᴳ [NIST SP 800 - 92]  
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᷁ᶹḑḱᶹḻᶍ  

 

᷊ᶹḘᴻḃ᷂ḭḲḎᶸ  ḷᴻ᷂ḻ᷅᷅ḳᴻḟ1( ᴴטּ )  

᷊Ḟḷᴻ᷂ḻ᷅᷅ḳᴻḟ ╢╗  

ă ᴲ וּ 2Ǝ02 5 ¹ ¹  

 

  Ḧᶹ᷄ḵḻḩḪḲḀḫḙḻ  ḏᶸḴ᷄ḇ  ᴻ

  ᶽḴ᷄Ḑḵḻ  ḃ᷂ḭḲḎᶸ   

| | שּ ╪     

  ḓ᷈ḻ ☺ ḃ᷂ḭḲḎᶸ  

  Ḉᶹḝ  ᷄᷄ḲᴻḻḳᴻḨ ᷿ḁḎḨ   

  SCREEN ᷿ḁḎḨ᷊ᴻḛḁ  

 Rapidus  CIO ֩ă2025 9 ֪ 

֩ ║  Rapidus  ᴴḏḀḇḳ  /IT ḃ᷂ḭḲḎᶸ  

֩ă 2025 9 ֪  ֪

  SEMI Ḁḫḙḻ  

  ╗   ≠╢  

≠╢ ֩ă2025 9 ֪ 

֩  ╗ ╗   ≠╢  

≠╢ ֩ă 2025 9 ֪  ֪

  ᶷḑḘḻḎḁḐ ᷈ḻḟḱᶹᶷḻḁ  

║  ╗   ≠╢  

≠╢ / ḇḁ᷄ḝᶾᴻḁ  

  ╗   
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᷊ᶹḘᴻḃ᷂ḭḲḎᶸ  ḷᴻ᷂ḻ᷅᷅ḳᴻḟ1( ᴴטּ )  

᷊Ḟḷᴻ᷂ḻ᷅᷅ḳᴻḟ  ╢╗  

ă ᴲ וּ 2Ǝ025 ¹ ¹  

 

  SCREEN ḃḧ᷈ḻḈ᷄ḇḅḲḭᴻ᷿ḯḻḂ  

ḃ᷂ḭḲḎᶸḟḵḀᶼ᷄Ḑ 

  ᶽḴ᷄Ḑḵḻ  ḃ᷂ḭḲḎᶸ   

   ḙḷᴻḏḘᶹḁ   

 ╗ ḏḘᶹḁ&ḁḐḴᴻḀ  ☺  

  ᷊ḻ᷆ḻ  

ᶡᶍᶄᵮᶩ ᶡᶍᶄᵮᶩ ḃḻḇᴻ ᷿ḁḎḨ  

 ♁╗  ᴴḏḘᶹḁ  ᷿ḁḎḨ   

פֿ  ╗ ḏḘᶹḁ&ḁḐḴᴻḀ  IT  

  SCREEN ḣᴻḳḏᶸḻ᷅ḁ ☺  IT  

ḃ᷂ḭḲḎᶸ  

  ḔḼᶾḐḻḎ᷄ḖḵḀᴻḀḫḙḻ  ḃ᷂ḭḲḎᶸ≠╢  

·   ᷂ᶿ᷿᷄ᶷ  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḃḻḇᴻ 

  ḓ᷈ḻ  

  ḓ᷈ḻ ☺ ḃ᷂ḭḲḎᶸ  

  Ḉᶹḝ  ᷄᷄ḲᴻḻḳᴻḨ ᷿ḁḎḨ   

  ᶽḴ᷄Ḑḵḻ  ḃ᷂ḭḲḎᶸ  

  ḡḲ᷊ᴻḞ ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ  

 ♣  ḳḕ᷊ḁᶽḴ᷄Ḑḵḓ᷄ḁ  ᷿ḁḎḨ  ḃ᷂ḭḲḎᶸ  

᷿ḓᶷḦḕᴻḀḫ  ᴻ

 ╗ ╗   ≠╢  

≠╢  

  SCREEN ᷿ḁḎḨ᷊ᴻḛḁ  

  Rapidus  ITᴴḏḀḇḳ  IT ḃ᷂ḭḲḎᶸ  ᷿ḓᶷḦḕᴻḀ

ḫ  ᴻ

  SCREEN ḃḧ᷈ḻḈ᷄ḇḅḲḭᴻ᷿ḯḻḂ  

 ♣  ᶽḴ᷄Ḑḵḻ  ḃ᷂ḭḲḎᶸ  

  ḳḕ᷊ḁᶽḴ᷄Ḑḵḓ᷄ḁ  ᷿ḁḎḨ  ḃ᷂ḭḲḎᶸ  

 

  SCREEN ḃḧ᷈ḻḈ᷄ḇḅḲḭᴻ᷿ḯḻḂ  

ḃ᷂ḭḲḎᶸḟḵḀᶼ᷄Ḑ 
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  ᷂ᶿ᷿᷄ᶷ  ᷊ᶹḘᴻḃ᷂ḭḲḎᶸḃḻḇᴻ 

ḃ᷂ḭḲḎᶸ ᴴ  

  SCREEN ḣᴻḳḏᶸḻ᷅ḁ ☺  IT  

ḃ᷂ḭḲḎᶸ  

ḻ᷆ḻ᷊  ם  

 DX  IT  ᶷḟḲ᷆ᴻ᷿ḯḻ  

  ḏḘᶹḁ&ḁḐḴᴻḀ  IT  

 ♣  ᶽḴ᷄Ḑḵḻ  ḃ᷂ḭḲḎᶸ  

║  ╗   ≠╢  

≠╢ / ḇḁ᷄ḝᶾᴻḁ  

  ╗   

Ḉᶹḝ  ᷄

Ḧᶹ᷄ḵḻḩḪḲḀḫḙḻ  

ḵᴻḨ  

 

 


