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Background and Purpose

Cyberattacks have increasingly becoming
varioussyome wolt h opechhollahgayv e( been attack
C ausdgeargidoaunsa g e siuncthe rarsufptfiaomntsory producti on.
there IS al so an I ncrearsfi indemft o sakfadtrihart Vo
devel opment (i1 .e., intell ectual property)
Considering t he economic and nati onal ¢
semi conductor industry and tlmd @mraewiemd ,cyh
i mperative t o i mpl ement and strengt hen
countermeasures agai nstThaidsv ammocveedmecnytb eirsatn @
starting in mhagdhmeo bnttgrliicebsas | wEnhlel .gl obal
semi conductor i n dSuEsMhrays oa s nudEAItSEHIBE8B a
st andfacrd semi conductorgquimame haancdt ur he@eg Nat i o
l nstitute of Standards ammad kTexaqgh ol d dhye (@dkelive
a semiconductor manufacturing profile for
(hereinafter referred to as NIST CSF 2.0)

On t he ot hce mp rheahnedh, 8 a me wo r k for promotin
measures across t he entire semiconductor
established in Japan. Therefore, it i's ur
security measures by taking into acngount t
i mpl emented within the domestic semicondu:
factors, while maintaining consistency wit
been establ gbbbddmifoondbhet or industry.

The Ministry of Economy, Trade and I ndust
Cyber/ Physical Security Guidelines for Fac
generic factories that conduct assembly ofj
factories altesgetreorceelsesy aut omati on (PA) fac
|l arge in scale and have a sitgmefuicmmdntnumt
using generic operating systems (0OS). Ther
newly formul ated specificalfigctfonri se.mi cond

1.2

Target Audience of These Guidelines (I nten

Since semiconductor production is compris
includes materials, desi gn, pa+pd opcrecsdsu catnido n
posptrocess), the entire supply chain must



1. Background and

stable supply of semiconductors. Therefore
i mprotvhegover all l evel of cybersecurity m
industries. These Guidelines aim to enhanc
of device manufacturers as a first step. f
are primarily gpeirmomnmel mamufkaont uri ng depar
manufacturers. Meanwhi | e, sithacelh wihpemeentar e
manufacturers and materi axé¢ses enainud macu atr @m <
industry, another goal of these Guidelines
understand what is required of them and to

Industries that use semiconductors

Transportation Defense Medical Electronic
equipment equipment equipment equipment
manufacturer manufacturer manufacturer  manufacturer
TISAX NIST SP800-171 |MDRF Individual

Guidance standards

JAMAC/L CMMC 2.0

Must respond to various
security checklistformats

Device Manufacturers

Customer demands 0
SCM of each indus

Scope of Version 1.0 of

Factory safety measures L [ors ————
Manufacturing process | 4 e;:urle L::II etlnes
LY bersecurity measures or ?mlcon m.: or
Supplier manage[n'en Demand for bl v of Device Factories
Procurement = 5 Stable supp y o (Dotted line: Initiatives for
- Wﬂﬂw Mals future versions )
standards/specificaions Pro —
- and rgc”remin i Securing safety inventory
Security requirements Stancar Is/speql EanONs — 1
specified for procuring Maintenance/ Multiple supply sources,
equipment equipment operation securing safety inventory
s
Equipment Manufacturers W Parts & Materials
Process-specific, high costs, long-term use (old} Mar\L'fa-:turers
Securing semiconductor Stable supply of parts
devices and materials

Product security measures

Compatible with SBOM Securing rare metals

Parts & Software ’ Raw Materials

FiguleéSupply Chain of the Semiconductor I ndustr

1.3 What to ARgaoitrexctt Cyberattacks During Semicor

The following five ite2ns0O aSemildocntdeuwctionr NI
Manufacturing Profile as items that must b
stable supply of semiconductors.

Mai nPaoduction Goals (supply responsi bil
Manage cybersecurity risks that may nege
throughput, and yields, such as asset de¢
produtcitnesa and Tégui pmentdependencies bet\y
cybersecurity anmu9tr oacundodear ggto@d &



1. Background and

Pur posce

., Protect Confidenti al Il nformati on

Manage cybersecurity risks that may | eac
the organization's intellectual propert.y
regul ated data, including information r e

Original Equi pment Mamehacaamadng tIO&M) ¢

entsugply chain.

Maintain the Quality of Semiconductors

Manage cybersecacwrunedgati skbsyt hogpgplaictty pr od
and dpurcapiroonc.e sGne must ensure that i

semiconductor manufacturing process,
nt air

data across t
Maintain Envi
Manage cybers
such as accid

e supply chain i
onment al Safety

Maintain Huma
Manage cybers
under stand th

Safety

S

h

r

ecurity risks that

ental or intentional
interdependencies of cybersecurity

n

e

e

curity risks that
i nterdependenci es

m

may
damag e
and e

may
bet weer

t

ai

he 1in

OE N

nege

I mp &

safety.

| n consideration of economic and nati on
especially focus on the following three it
be protected: AMai ntain Production Goal so
Confidenti al IAinvfao rnmaatiinont;hée aQudal i ty of Semi

What to protect against cyberattacks in the semiconductor industry

1. Undisrupted semiconductor device production activities

Goals

Maintain Production

2. IP and information on advanced technologies of

Protect Sensitive
Information

semiconductor device / production equipment manufacturers

3. Semiconductor design information disclosed by customers

Maintain the Quality
of Semiconductors

(requirement-related and other information directly linked to the
competitiveness of Japan’s semiconductor-related industries)

Fi gu2evhat to Protect Against Cyberattacks

n

t

he

Semi c



1. Background and Purposce

Example of damage Key items to protect that these

e Guidelines will focus on 4
S Items that must be protected

— from an economy/national
prod COsts
e

Facility/equipment
failure

security perspective

: uction -
. i2
L f facili \
Facilities & 0ss of rare facility : Decline in
equipment petit Company :
Production/ N - -

The company
is the victim

-

Insufficientinspection [ - . .
E procedures . e Maintain Production Goals
o 8 products
gg Purification/ Facility/equipment E o |
contamination malfunction - ‘mployee . Pr n | iV
‘E 8 control system purification] "é_ }_ Industrial Safety ::i':'"r:lczl:rrlllﬂlme‘!;i Tt?Ct Set_s tive
T o contamination control g_ Health damage due 1 MIONIN UG
§ 3 El system failure o to pollutants” _ - - -
v Production recipe 5 - - z Water Pollution Prevention Act, etc. Maintain the Quallty of
i Pollutant’ i i .
Production leakage g aspersonouside B Eg E"I':‘v::;':;"‘ Darwags cormpensation Semiconductors
Production recipe 8 Fail " 5 n . N
faisification 2 e e Suspenslon of trading/ Maintain Environment
> {breach of contract) L=y = aim
z St Safety
EDIsystem | gp system failure S \—[—J L]
a z > Fines / business
g EE- suspension order
~andsoon : Maintain Human Safety
= line in stock = Companies Act
= — - , Goals set in NIST's CSF 2.0 Semiconductor
o Manufacturing Profile
*1 "Pollutant” refers to ch I i it types of sub: that
contaminate wateror the atmosphere
Figus3d tems That Must Be Protected During Semiconduct o
1.4 ThreatRiakdgd in Semiconductor Manufacturing

The manufacturing process in a semicondu
divided sthapedflmar wafer manufacturing proc
manufacturingrgrocess,pagitdocdes. I n each pi
itfyberattazhkd oacue tdhe@amage,s a possibility
pose signriifskcsantto t he opif o dperootdiuacht ioofn i nf or m
and the fulfillment of supply responsibil:]
Confidential production i ndegimat oomatif omn
sed in the phot omask, mamfudoama bouira magt uprriozcaets
echnol ogi e# ramrddi crt @ coéenp pari onteede salt a 1yc e€rmean t

her-mr ocess stage, as weolllo gafso rpmaotdiuocnt iroenl at
ayepomgocesadgditsype of inhogplmbinflent ii &l

Figud:e "IConfidenti al productioh. ahfor mat. i
nfringement causes a | eakage of intellect
company wi || be placed at a disadvantage i
ot her types of competitions with competito
Each company usbefbywemandtafther each proc

—_— N = ~ ~+

inventory |l evels based on supply responsib
are taken into account . There is a risk t
coulidterprwoptuct i on, causing i nventories t
inventory |l evels for each process. This w
inability toréspobdbnsi biiltisit:iselisp mlvheingtuorrey "1 c o |
bl ue) .



Wafer manufacturing

Pre-process

and

1. Background

Post-process

Pur posce

process
Mainte?_itning
Ingots . quality
Lol indot extting Oxidation Electrode Wafer ||| Dicin
v / formation inspection s 9
Wafer polishing o MOUTTIHQ Layering
nventor i
Inventory Inventory A —— y Wire bonding techniques
1
X \\ Molding
Photomask ! Miniaturizatio P—
. Coatin — Trimming &
manufacturing g n technology Oxidization, forming
process * recipe/proces LB P ;
P sp jon implantation Burn-in
Exposure I Maintaining
Design Photomask / / Inspection/testing quality
o > - -
circuits/patterns manufacturing \ Process_ o — Completion
Design Edging manufacturing & Shipping
information
Inventory

: Confidential production information

[: . Inventory

: Maintaining quality

(Prepared by referencing “Manufacturing semiconductors” released by the Semiconductor Equipment Association of Japan (SEAJ)

Figudesemi conductor Manufacturing Processes

15 Assumed Attack Actors

The actors who carry out cyberattacks a

foll owing five categories, aingd heétebevedni c

variaedording to the type of att aecnkteirr,.e Due

semi conductor manufacturing supply chain f

a l evel of measur es mu s t be i mpl emented

sophisticated attackers ((1) below) (i e. .,

(1) Natisamate cyber-Adwtacrced( PRT si stent Thr ea
Characterized by i mplementing tenacious
continuous attacks (i .e., an attack gro
achievement wihtohugwhtt diovitrhgg costs incurrtr

2 Cybercrimi-nel at €dj it me
Groups that steal information, data, et

B Hacktivists:

A combination of the words, fdactivisto
group that focuses on sending out soci a
conducting cyberattacks.

(4 Mal i cious individuals (e.g., c¢criminal f
These attacks are carried out by indiuvi
hobbies orhteattacker s namanghicladreesn

GB) I ndustri al spi es
Groups that aims to steal intell ectual



1. Background and Purposce

Tabl-k. | ECO6S2 4Ae3cur ity Levels (SL)
Security Definition
SL1 Protection against casual or
SL2 Protection agaiostbtionhentsi oageg
|l ow resources, generic skills
SL3 Protection agai nst intention
means wi t h moder at e resourc
moderate motivation
SL4 Protection against internat.i
means with extended resour ce|
motivation
*] ACB@ustrial Automation Conti
1.6 Security Measures and Utilization of These

Device Factories

I n order to achieve the objective of prot:

cybersecurity measures mu s t be i mpl ement
c omp anfyu ltfoi | | its supply responsibilities,
the relevant companyés Business Continuity
I n order to fulfill their supply responsi |

company must first conduct a risk assessme
i mpl ement appropriate measures based on th

Teksguidseproei de fundament al principles ar
the integrative protection of cyber-space a
Physical Secu'(ihteyr eFirnaanfetweorr kr ef erred-t o as C
based frameworks such as NISPT(RBRYBEr €8€ur i
2.0). It can be wutilized as a reference
consideri megasecheosi. tsypeci fic risk analysis
syst eaumdolper ationalinecaocoobogegs, ref-er t o
technology Promotion Agency, Japands (1 PA)

of Control Systems

Asset Basic security Security implementation Measure implementation) Continuous
identification design design(forensic design, (Implementation of improvement

(asset (risk analysis/ zone/conduit design, measures,testing, of measures
research/ assessment, physical security measures) penetration testing)

scanning) security measures)
r‘ Risk analysis (risk-based security framework) t Monitoring & improvement T

OT Guidelines for semiconductor device factories

Figunhdtilization of These Guidelines In the Securit)
Semi conductor Device Factories

'!https://www. meti.go.jp/lpolicy/netsecurity/wgl/cpsf.html
https://www.nist.gov/cyberframewor Kk
Shttps://www.ipa.go.jp/security/controlsystem/riskanalysis.html



https://www.meti.go.jp/policy/netsecurity/wg1/cpsf.html
https://www.nist.gov/cyberframework
https://www.ipa.go.jp/security/controlsystem/riskanalysis.html

1. Background and

Pur posce

1.7

Structure of These Guidelines

Thedxei del ines search for and identify ri
device factories based Cogbment/hRPhysaorcadptSeax
Framewor k (CPSF) and [ i nk t he rel evant
Semi conductor Man'gAsacafurduwnmge Protfhi,l epubl i c
curreaallygcatnidng SEMI - BEE8ni conduct or Manuf ac
Refer’ewideh the measures to counter those ri

() Utilizing | EC 62%43@mikRomduwetdodelevice

are diveidedsdnbaoeas, and the six el emen
each area are searched for and identi fi
(2) Characteristics of semiconductor device
aforementioned six elements of the CPSF
caused by these characteristics are sea
the CPSF and are then | mhkedduot dit STOs

Manufacturing Profile (Chapter 3).

B More detailed examples of measures/ meth
initiatives that are particularly impor
factories, such as microsegmentation (C

OT Security Guidelines for
Semiconductor Device Factories

Chapter 1. Background and purpose of these

. Guidelines
Six
Reference
: elements
METI's Chapter 2. Reference architecture for model lBeEnd
CPSF semiconductor device factories

NIST's CSF 2.0

Corresponding Semiconductor

Chapter 3. Organization of the characteristics and :
subcategories

risk sources of semiconductor device
factories, as well as measures of related
frameworks

Compatibility with key
international standards

Chapter 4. Examples of specific measures for
semiconductor device factories

Appendix
A.Comparison chart of NIST's CSF 2.0 and CPSF
B. Glossary/Abbreviations

Manufacturing
Profile
*The draft has been publicized, and public

comments are currently being collected as
of June 19th(Feb. 27 to July. 31)

SEMI E187 -
Corresponding| Semiconductor

measures Manufacturing
Reference

Fi gutestructure of These Guidelines and Their Relationship wi
4 tps://csrc.nist.gov/pubs/ir/ 8546/ i pd
5 ps://www.txonesermimhblvegbheors atclcihitgyct ur e/
6 s://gca.isat breapd iil-tehde Hielscawthid dodafdb er s ¢ wmidtay d s



https://csrc.nist.gov/pubs/ir/8546/ipd
https://www.txone.com/blog/unveiling-semi-innovative-cybersecurity-architecture/
https://gca.isa.org/blog/download-the-new-guide-to-the-isa/iec-62443-cybersecurity-standards

Reference Architectur e
Factori es

2.1

Reference Architecture for Semi conductor C

Chapt2zorganiamnals expl ai ns t he reference
semi conductor devi €le fTab) ewi2es (RFegarm af
easier to examine security measures to AM

responsi bil iCtoind $ diennfidPmarhd teican, 6 and AMaint al

Semi conductors, o whi ch ar e three i t ems t

cyberattacks as defined in Section 1. 3.

1) The Purdue Model, an architecture desig
systems (1 CS)g,eniesr iacp psleineidc othnoductor devi c
Specifically, the main areas of a facto
OT zone, and | T/ OTDMEmidnd atrh ere de &Zmm ear ¢
linked to a | evel (L) ranging from eith
segmentation makes it easier to organiz

each area.

2 Fol l owing this, the CPSF is applied to
account the characteristics of semicond
organize security measures against such
factory is divided irmt o atnlde sCRn2R G sa ntelorues
CPSF6s six el ements (Organization, Peop
Procedure, System) are identified.

While taking i nto account the ~character

factories, Chagnaer e Bunfedregantta&ilsfli epsossi bl e ris

threats, and vulnerabilities based on t

semi conductor device factories, and then |

CSF 2.0 Semiconductor Manufacturing Profil

t hem. As a result, orngareisaenionwe ptolses i bdentiof

sources found in semiconductbo thewvigat éath

based on NISTés CSF2.0 Semiconductor Manuf

Note that this reference architecture i s 1

semi conductor dTehve rceef ofreemp ani e ® fteoh otuh a@s e

Gui del i nes t o gsatnriuzcet utrheea armetif i ebr eecntcuerwen o f t h

f aciteosr c |tabr@hfayr act er i sti cs oifddnaeiilfrypfoasct o ie
ri sk sourcesitlfsnedeaemkbartghlosteo ri sk source
items in NIST6s CSF 2.0 Semiconductor Manu



Reference Architecture fo

CPSF

Purdue Model

External Cloud data Remote maintenance/ - - Syst
IT services analysis service monitoring service - oystem

Communication network (dedicated connection / internet)

A
2
© Internet -
= Firewall IPS/IDS
— gateway : / [ |:Data
= L5 Data for analysis n
emote Remote
'|E i equipment facility
L4 Enterp Engineering system Customer mgmnt. system mantenance) |moniong | [ ]: Organization/
rise IT supply chain system personnel
e — : Data flow
IT/OT | Production plan/resuits data | | Environmental performance data | % %
- -
L3.5 / Firewall IPS/IDS
DMZ
B
0O0IMm
BT < [ o [ e
system QuallB'analysm | Dladgnos;ls "Eqmpmenfrempél [ Facility data Crime/disaster
- | | revention data
v - Equipmen Surveillance | Fire/chemical
> secunty cameras lazard alarms
E =3 % e o =
= |Clean room o
g Equipment status data |Transport control data| =
8 L2 GEM/SECS/HSMS E Controllers Controllers
©
v _ (o Tioalloa] Controller w
quipment/tool log S Y
o Fab
Eqmpment Eqmpmer .
etectiol
|3 S = quipment Interba S ]
e R Interbay BT |
e
_oT
>
o Statigned/visiting field/system engineers Stationed/visiting
e from equipment manufacturers facility manufacturer engineers
1%
b -
i l Device manufacturer (employees) l

Figui#le Reference Architecture of Semiconductor Device Factory



2 Reference

Ar c hi

tecture for

Tab2®The Purdue Model and the CPSFb6s Six El ements
Purdue Model /t{CQa aAE SfSYSyia
Organization anéeople
Zone System Data Components Procedure

Device manufacturer

Partner

External service

Cloud dateanalytics
service

Cloud analysis data

Remote monitoring
and maintenance
service

Remote monitoring and
maintenance data

Service

Conduct the pocessfor using
cloud services via the internas
well asthe process for receiving
remote monitoring and
maintenance servicefsom
equipment/facility
manufacturers

AThe IT Department plays

a central role in security
management via the
internet (including
remote access)

A Cloud servicgrovider
A Facility manufacturer
A Equipment manufacturer

Internet gateway

Internet gateway
(RAS)

Communication control
dataoutside the
organization

Firewall, IPS/IDS, etc.

Control communications made
with the internet and external
services

A The IT Department

plays a central role in
managing thesecurity
of the entire enterprise

A Outsourcingcompanies for
eachdepartment

IT Enterprise SCM, ECM, CRM SCM, ECM, and CRM Server, networkPC, Conduct the IT operation (SCM| A Designprocurement,
(L45) data smartphone, MFP, ECM, and CRM) procesghe sales, HR, boekeeping,
etc. semiconductor manufacturing administration, etc.
compary
IT/OT DMZ IT/OT DMZ Gommunication control | Firewal| IPS/IDS, etc. | Control communicationmade
(L3.5) datainside the between the IToperation and
organization OT operation processes
oT Fab system| MES Production prgress Server, storage, Conduct the semiconductor AThe Manufacturing A System serviceompany
(L3) data network manufacturing process, and Department plays a
- conduct the quality control central role inmanaging
SPC Quality process production, including its
characteristics/analysis security
data AQuality assurance,
- process technology,
EDA Equipment production technology,
collection/process manufacturing system,
diagnogic data etc.
Fab (L) EAP Optimum process flow Equipment/tool Conduct the pocessusingeach AE1uiPment manufacturer
[confidential, (manufacturing, manufacturingequipment A Afield engineets assigned
AMHS equipment statusdata, | inspection,and control transportationsmade on-site, andan office is
recipe ponfidential, measurement), OHT, | within a process or between available
MCS transportatiornlot OHSstocker,FOUP multiple processes, and conduc
control data, lo communications via industry
optimization logic standard GEM/SECS
Facility FMCS Facility data, Each facility, Conduct the AThe Facility Department| A Equipment manufacturer
(LG3) environmentl data controller, sensor operation/management process| plays a central role in There are ompanies
- - for the facility environment for managing factory supplying electricity,
ISMS Crimeprevention data, clean rooms usetb facilities, including their water supply and

disaster prevention data

manufactue semiconductos
and for each semiconductor
manufacturing equipment

physical security

drainage gas, and
chemicalsand anoffice is
available

10




Reference Architecture for

2.2 Utilization of the Purdue Model

Using the Purdue mosdeeni,c anhdeu csteocru rd ewi cen fa:

classified into the following zones and ar
(1) Zones

A factory can be divided into two zones:
operations are conducted, and the OT zone,
are conducted. Furthermore, the two zones

overviews and functlioowns are as shown be
| Zonleev dbs
Overvi ew:
Azomehere devices used Bmarophoboeswol
printers, servers, etc.) are connect
Functions:
Il ncl esgsesems that are used to conduct

5

as production planning, procurement,
customer management

Ar eas:
Il nclubdesenterprise area and the inte
I T zone

OTz o n(eL e vOe3) s

Overvi ew:
A zone where equipment/tools, produc
facilitie re connected

Functions:
Il ncludes equi pment/tootolklbactriodbn, mam
manufacturi.ng systems

5

(7]
o]

Ar eas:
l ncludes the three areas of: the fab
the manufacturing system); the fab a
equi pment/ tools); and the facility a

I T/ OT (hMZ el 3.5)

Overvi ew:
A zone where a firewall separates ar
and the .OT zone

Functions:
As a security gateway, it controls t
bet weer obseetahnd provi des protection f
access and attacks

2) Ar eas

11



Ref er ence SfAerma ltiothedautcu roe  fDcer

The | Tardn®T zone of semiconductor devi c
di vided fiohti eawiellmg s e df uvonnct i on and security r
The characteristics ofdee®cuifirdirée ge anceha sau reeas od
OT zone.
| Tone
0 I nternet( lgavelwab)
Overvi ew:
A gateway that controls the communic

enterprise area and the internet env
Functi ons:
Aut hocl plmased communicati ons, contro

access made for the provision of ren
and provides protection from unautho
cyberattacks from the internet
U Enterprise | F5)area (Levels 4

Overvi ew:
An area where employees carry out of

Functions:
Supply chain systems for producti on
engineering systems such as CAD and

circuits, and customer management sy
sales, customer management, etc.
., OT zone
U Fab system area (Level 3)
Overvi ew:
An area in which the system that <con

automation for the entire manufactur
Functions:

MES trathatmat spurolduas aoneplbbhbes

supply chdiorc agneditleen ent er pri se area

SPC uti |l thzaessdadtam@ad gtso perform faster
more accurate quality analysis. With
communications from the fab system a
becoming increasingly common.

Security measur es:
Al t hohueg hs atme server/ system measures
i mpl ement edomseh attHe bleT i,mpl ement ed
vulnerability assmsnsamgemeseida ndo pbaet c h
conducted for each system in the fab
assumption that esasdnsiyatemowiitsbeo
operati on.

U Fab area -d)Levels O

Overvi ew:
An area consisting of an extremely s
environment, where equipment/tool s u

12



Ref er ence SfAerma ltiothedautcu roe  fDcer

technol ogy. are placed
Functions:
These equi pment/ t ool-tsi meo mmutnh cad ret ri m
systems such as EARheME@S,s gabrsb n'sMHS.
communicate with ME&¢athed hearfdbEDA
system ar ea
Security measures:
The equipment/tools in the fab area
characteriigtghest emagpl|l wsle -pbr gpeser al
operating systems (even after the ve
t he use osft annddaursdt rcyo mmuni cati on pr ot c
encryption and authentication, a | ar
due to the uséeombhtpooacessdathe diffi
applying patches because of continuo
U Facility a8Bé¢a (Levels O

Overvi ew:

An area in swhstcehmd afcod ieaggych factory

electricity, water, -pasyeahdonhswmsta
(e.g., security cameras and access ¢
di saptevention systems (e.g., fire d

Security measures:
As there are si mgemebrunilsisduensy t o t hose
management systeensm(esg@.andomgl tiople
stakehol ders), the same measures as
such systems are required.

2.3

Ut

ilization of the CPSF6s Three Layers

The CPtShrdesey er structure for semiconductor
connections between companies, connecti on:
cyberspace, and connections within cybersp

5

First | ay-eér GFeguoj)je 2

Il ndi cates connections between companies
primarily focusing on semiconductor devi
Depicts equipment manufacturers and faci
facilities and equipment/tools used iIin t
as field engineers who regularly conduct
factories to conduct maintenance.

Second | ayelr: (PHingkwr e 2
Il ndi cates connections between physical s
semiconductor device factory.
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Ref er ence SfAerma ltiothedautcu roe  fDcer

This describes th
OTzonfeab area of t
such as MES, t he
facility in the f
the fab system ar
DMZ

e connections from var.i
he semiconductor devi ce
connections of sensors
acility area, and the c
ea amdtefracudh ttyharle®d/ OT

Third | aye€r (LRighur éol 21e)

l ndi cates connect
semi conductor dev

ions that take place wi
ice factory uses exterr

Depicts the use of data -lmaasadégtsas servi ce
anal yti casnd errevmoctee di agno i sagmenrsmiicess us

technology provid

14
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Or gani zaft itome Characteristics an
and Measures i n Related Framewor
Semi conduct &émcbevi es

3.1 Organi zation into Security Measures Utiliz
By wutilizing the reference architecture
searches for and identifies all risk sour

based acrmatrleteristics of semiconductor de:
the security measures of corresponding ris
NI' ST CSF 2.0). Details of the compilation
section.

I n Chagpghteesre 3Gui del ines can be used as ref
i mpl ementation of ri sk analyses and the ¢
ut il i zbaged ifstkkamewor ks such as the CPSF a
Specifically, the followiegtead. | i zation me

Q) dentify characteristics of the six elem
the reference architecture for semicondu
organize the viewpoints to be considered
measur es

2)uUtilize the CPSF framework to organize r
vulnerabilities) from the viewpoints tha
identified under (1)

B Based on the vulnerabilities organized i
requirement | Ds, subcategories of NISTOs
Manufacturing Profile, andi{Manurfeacetvuarnitn gp

Reference are extractedrirresponarecharece wi
relationship with CPSF6s major foreign s
aspects.

Done by each company
™ .
Create org. profile Core portion of
designated in NIST CSF 2.0 NIST CSF 2.0
[1. Decide on scope ] NIST CSF 2.0 Based
ot Guidel(iines for c [2. Collect information ] Refer Semiconductor on

i n. < . .

Sen:ncon uctf)r "5 3 Organize as-is/ideal Manufacturing Profile
Device Factories state (maturity level & TBased on

Refer|| Related CPSF measure target level) NIST CSF 1.1
Elr:(;uilr\tjlmenft Ili)s& ah: . Create action plan | Manufacturing Profile
Ref:::n?:z uring [5. Execute action plan ] (NISTIR 8183) - i ——

FigBLe&sageThoef$Gai del i nes

I n Chapter 3, the scope of organizing the
semiconductor device factories, as well a
includes fab areas, fab system areas, I T/

15



3. Organization of the Characteristics and Risk Sources, and Measures in Related

Frameworks for Semiconductor Device Factories

classified by the Purdue Model, along with
|l nternet gateway and enterprise areas are
the security measures implemented in thos:e
security measures iIimplemented in ordinary
The facility areas within the OT zone ar
revisions of these Guidelines, starting fr
with international standards currently wund
Figu2e sBows the details of the risk anal

iRi sk Analysis | nf oofmatth e nOf codho tEec hT eAcrhenai ¢ a |
Physical oAspemi sonductor, eDedvi Sec tiRaaosnko3 .i & s
Anal ysi s Il nformati on faord tPredd p pQercgtasn i z at i
Semiconductor Device Factories
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CPSF

Third layer

Second layer

First layer

3. Organization of the Characteristics and Risk Sources,

and Measures in Related Frameworks for Semiconductor Device Factories

Purdue Model

& Communication network (dedicated connection / internet)

IT

L5

L4

L3.5

L3

L2

LO

oT

External

services 8 : system
Internet
gateway [ |:Data

Internet gateway. and enterprise area

Enterp (refer to the general guidelines or other relevant guidelines) [ ]:Organization/
rise IT personnel
: Data flow
Froaucton plan/results aala cnvironimental perormance aala

I;ﬁ)z‘r 3.2.3 Risk Analysis Information for the OT Zone’s External Services and the IT/OT DMZ’s Separation Control

Fab 3.2.2 Risk Analysis Information for the OT Zone’s Fab
system System Area

Facility area
(Planned to include in these Guidelines in
FY2025 or later)

Fab 3.2.1 Analysis Information for the OT Zone’s Fab Area

3.3 Risk analysis for the organizational and human aspects of semiconductor device factories

CAIde 3§ | RB/F 2NN GA2Yy F2NJ / KIFLIWGSNI o
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3. Organization of the Characteristics and Risk Sources,

and Measures in

¢l oms o KA #HtYYSYaI a

Related Frameworks for Semiconductor Device Factories

Purdue Model

CPSF's six elements

Zone

System

Data

Components

Procedure

Organization and People

External service

3.2.3 Risk Analysis Information for the OT Zone's External Services and the IT/OT DMZ's Separation

Control

Internet gateway
: Internet gateway and enterprise area
o fl"f;,""” (Refer to general guidelines, etc.)
I R R e e, ibifiiiii .
:Iﬁ_’r) DM 3.2.3 Risk Analysis Information for the OT Zone's External Services and the IT/OT DMZ's Separation
: Control
o1 Fab
system
(L3)
3.2.2 Risk Analysis Information for the OT Zone’s Fab System Area
Fab (L0-2) |
3.2.1 Risk Analysis Information for the OT Zone’s Fab Area
Facility
(LO-3)
Facility area
(Planned to include in these Guidelines in FY2025 or later)

18
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3. Organization of the Characteristics and Risk Sources, and Measures in Related
Frameworks for Semiconductor Device Factories

3.2 Ri sk Anlamfyernmati on for Each Area of the OT
Technical and Physical Aspects of Semicond
Based on the Purdue Model organi zed in Ch

for Semiconductor Device Factories, o0 the c
considered from technical and physical asp

and threats ldand ewulamrer assluimmar i zed from a r.i
for each ar ea Fafr tthlree m@OT ezonterei r rel ati onsh

wel | ass egniocboamidruc u-wit d g framewor ks and refer
CSF 2.0 Semiconductor dMaSmMla-cMdudufnage t Rurro fnigl
Reference) is organized and presented.

The OT zone is the site whererdanizabi ame
process will be conducted by dividing the
the area where equipment/tools wused to piI
install ed; the "Fab System Area," which i
manage pr awadwaotaitdamna are | ocated; and the "F
area where infrastructures that support f
electricity, and gas used for production,

The Al T/ OT DMZ, 6 which separates and cont
and AExternal Services, 0 where communicat.
to external areas take place, will also be

Note that I T enterprise area and the inte
part of the reference architecture are e
Guidelines because they are covered by mea
The faciil®fatgyoabeaexcluded from the scope
Guidelines, as discussions ocageanstzatl omngo

semi conidudua otrr vy .
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3. Organization of the Characteristics and Risk Sources, and Measures in Related Frameworks for Semiconductor Device Factories

Tabl-2Z8ne/ Area Characteristics

Zonelarea

Zonelarea characteristics

External services

External services that analyze cloud-based data are utilized from the fab system are within the OT zone. Regarding the
utilization of the cloud, the same cloud service security measures as those implemented in the IT zone are required for
connections made from the fab system area.

Remote diagnostic services (e.g., e-Diagnostics) for equipment/tools in the fab area, which are provided by equipment
manufacturers, are utilized, or remote maintenance services for facilities in the facility area, which are provided by facility
manufacturers, are utilized. The same security measures as those implemented in the IT zone are required to be
implemented for remote access services provided to each OT zone.

Internet gateway

IT

Enterprise area (L4-
5)

Implement measures in the IT zone (i.e., not covered by these Guidelines).

IT/OT DMZ L35

The IT zone and the OT zone are separated, and communications conducted between them are controlled in accordance
with the characteristics of the control system of the OT zone where semiconductors are produced.

oT

Fab system
ar €h3)

In the fab system area, it is assumed that the same server/system cybersecurity measures as those implemented in the IT
zone are applied. However, these systems are characterized by vulnerability assessments conducted based on the
assumption of continuous production, patch application, data preservation that takes into consideration business continuity
(i.e., mass data backups and restorations), and management of server rooms that store confidential production data.

Fab area
(LG2)

In the fab area, one of the key security characteristics is the presence of several thousand equipment/tools per factory due
to process automation, making management highly challenging. Additionally, the continuous operation of these systems
makes it difficult to apply security patches. Equipment/tools are typically used for an average of more than 20 years, and the
PCs embedded within them often rely on generic OS, which continue to be used even after vendor support has ended.
Furthermore, industry-standard protocols lacking encryption and authentication are widely used between equipment/tools
and fab systems, creating additional vulnerabilities.

Thus, the fab area requires measures to protect confidential information such as recipes and production processes, which
differentiate a company from its competitors. Additionally, it is necessary to manage risks related to supply and production
goals, semiconductor quality, and safety (i.e., human life and the environment), caused by unauthorized access or
manipulation of equipment/tools. Furthermore, operations must be established to enhance availability even in security-
compromised environments.

Facility area
(LO-3)

In the facility area, similar security challenges to those found in data centers and building management systems existd such
as physical measures for managing confidential information within secured areas, long-term equipment operation, and
service management for diverse equipment manufacturers. Therefore, similar countermeasures are necessary.

20
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[Excluded from the
scope of this edition
of the Guidelines]
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3. Organization of the Characteristics and Risk Sources, and Measures in Related

Frameworks for Semiconductor Device Factories

3.2.1 Ri sk Analysis | nO®4 aoamae dso nF abo rArtehae

The fnfab areao is a site where semiconduc
where equipment/ toomantifoactpumiceg swafgemasndar
From the two perspectives of fASecurity mea
to achieve production goals and maintain s
AProtection of confidenti al pr odsutcitcison i nf
and viewpoints that must be considered wil
categories andmseaeapearsipzed ifvreo of t hreat and
ri sk sources. Furthermore, their relation
i nduwit d gmefwoar ks and references (NI STO6s CSF
Manufacturing Pr ofMdreufaanadt WSrEIMlIg ERe&8f7er ence)
organized and presented.

I n the rightmost-4cohmuebdglo freTaelvlaend I at egor
subcategories of the NOBTarlC&EmI1ID. MMvde tdh.e, G
four zones of the NISTO0s CSF 2.0 Semicondu
Enterprise I T dhetre-ldajliEEcosystem (herein
referred to as AEcoo0), as well as Equi pmen
ANI ST6s CSF 2.0 Semiconductor Manufacturin

n a similar manner , rel evant section tit

Manufacturing Reference wi-IManhud alcituutre dhgund
Reference. 0

Tabl-2. 3Categories of the OT Zoneds Fab Area

Security measures for|Protection of confide
order to achieve prod|{information
mai ntain semiconductol|l (for the entire fab a
equi pment)
(1) Assmanagement and 4 I denti fication and
assessment of equi confidential produ
(2) Addi tdefneadise measuf () Physi calresdadscs i on
mi ni mi ze equi pment entering/bringing
to prepare for ear connections)
(3 Procurement and in|(6) Logi cal access res
equi pment/ tool s management, authen

access control)
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3. Organization of the Characteristics and Risk Sources, and Measures in Related Frameworks for Semiconductor Device Factories

Tabl-#4. 3Ri sk Analysis I nformation for the OT Zonebs Fab

Zone/ annCharacteristics and viewpoilCPS&security inci|Relevant parts in I
considered when i mplementirfassumedreat s, Semi conductor Manulf
(hereinafter referred to advul ner ahbvullinteirads) || Pr o fCPISSSEMI E187
consideredo) Manufacturing Ref ef

OT|Fab |(1) Asset management and vySecurity incident[NISTéds CSF 2.0 Seij

aregdgof equipment/tool s assumed Manufacturing Profi
Characteristics AData that must b/AID.-AM Hardware Marm
I n the Wwhbrarehe manufactur tampered with in Fab: identificati
semiconductor device factor managed by the o subject to attack
equi pment/tools from varioJAUnauthorizedeivipl Al D.-A® Software Mari
a clean room environment, g due to unactlkesi|Al D.-AM Service Mang
systems to form a process fl systemetmoately mdgAl D.-AB | mportance (
coor di nautcetd opnr.od the devices resu Fab: determinatio
These equipment/tools, whiq operation t hat | mpascto pbeursa tnie
for processing wa$ealkewatht Al D. AB Asset Lifecy
extremely expensive and ardq rhreats _ Management
period, averaging more thagAMal ware empeottd Fayp: operations t|
A general rule for equipmenr S€curity vulnera gsg5g5ets wietdhg ec uatstsien
mai ntenance must periodical'&Un""u"hor'Zed tra Al p.-BA Vulnerabilit
OS and application softward commands from ma gFap: yvulnerabilit)
for some equipment/tools,  Systems to devic jarge volume / con
when it comes t o d haapnpgliincga tt AlD.-B2 Threat Intel
software in order to guararfVulnerabilities Collection
patches cannot be applied t{AThe orgaind zandlo®| Fab: collection of
is difficult to determine t the status of th jntelligence
due to continuous productiq for its devices |AID.-BA Threat Ident
Various new and ol-dxequi wmg I nfdrimastamd Al D.-BA Probability
fab area and possess the fd industrial contr| and | mpact of Thre
AThe or_?;nizatti_on Fab: assessment of
. . . or anainy o ma I 0n impact of continuo
chaacterins t equ! threats and vuln AID.-BB Threat Prior
1 |A Iarge number of unit{|AThe status of sel Fab: implementati
There are thousands of (e.g., software assessments
information and |Al D.-BA Ri sk Managen
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tware cannot
i pment/ tool s

Pat

S ome

ch applications canil

equi pment/tool s d

Some

pre

equi pment/ tool s u;j
venting the i mpl emel

T
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coO<< TSSO oo

PO TS D®>S SO
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Targeted

tus) for the and | mpl ementati on
ices that are Fab: risk respons
ormation syst i mpl ementati on
ustri al contr|AlD.-BA Change Manag
n ascertained Fab: change manag ¢
ner atbhialti tsiheosu lf Al D.-B8 Vul nerabi |l it
dl edunasddrdéds Process
organizati on Fab: establ i shment
nerabilities di sclosure process
ressed in the -
ng addressed [ CPSF6s measure r ef(
ACPS. AM
elements'B‘CPS"'g'VI
AComponents: equi ACPS. AM
ACPS. RA (all)
Fos vulnerabili sem -mméwufacturin
1_a_SYS Reference]
1_b_COM 3.4 Vulnerability/]
1_a_ORG and Patch Manageme.|
_1_b_ORG Overvawew:howesto red
1_c_SYS security threats t (
1_c_ORG the fab net wo+ k mes |
1_a_SYS detection of wunaut|
and patch applicati
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applications
10{Patch application ti me
downtime is | imited)

Vi ewpoints that must be corn
As for the assets managed i
equi pment/ tool s being manag
configuration in each equif
because multipl e haredwiasrte. &
Therefore, the scope and cd
met hods of configuration ma
assessment viewpoint must L
and monitored

I n addition, the i mportancséd
classified, and priorities
move vulnerability assessme
forward for each asset.

For example, it would be ef
i mportance of assets in ady
of equipment/tools in the |
greatly affects the qualit)
products, and the iempa catl opf
information, such as recipe
each process, and to then ¢
with security measures and
which priorities have been
Companies must i mplement vU
targeting production avail g
measures (eigepttebaedsei cr (
that are i mplemented based
operational restrictions of
In terms of the methods f or
targeting production avail g
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not only quantitative assef§¢g
assessments using prioritie
production availability sud

Exampl epeacf fic measures
Speci fic examples that wi

1
considering measures are sh

(2AhAdditional defense
equi pment/ tool damages
recovery

Characteristi

A characteris

equi pment/tools for which i

vul nermebasluirteys i s that addi

measures are implemsegeameént
and deifegeapteh whi ch combine

and nelhavoedk restrictions t

attackers and to minimize

measur
an

S
[

c of the f af

c
t
[
L
S
0
q
be corf

for eqld
protecti

t hat must
al measur es
purpose of
ility. When conducti
ty detection measur g
ns e pmeamtcatoi oni degt te
s
0

Vi ewpo
Addi ti
for th

| a
anomal
addi ti
measur
i mpact
damages

i
o}
e
b
i
o}
es,
f
i
enabl es e
n
t

whi ch are necess
an intrusion
n view of achi
arly recovery
S .
h

S

on 1
evin
or t
operatio
Defensep
Vi ewpoi nt s,
organized in
(2) Viewpoints

ivided into
r evant pr
e I I owi ng

t hat mu s t be

i s d i
and el
t h f o

equi pment/tools (endpoints)
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(22 Viewpoints that must be
(23 Viewpoints that must ©be
restrictions

Examples of specific measur
Specific examples that wildl
considering measures are sH
(2) Vi ewpoimutsst tbheatconsi der gSecurity itmcibeent|{[ NI STds CSF 2.0 Set
equi pment/tools (endpoints)assumed Manufacturing Profi
Security measures for equigAUnexpected behav|Al D.-AB Asset Lifecy
considered in accordance wil device due to unf Management
Specifically, after having access to its co Fab: operations t|
an equipment, consider meaq exploiting mesuwul assets wietdhg ec uatstsien
introduction of security ad ionpredicted opel APR. ®SL Security Pr
mal wameasures, the implemefAUnexpected tbrdav|] Stored Dat a
measures (e.g., | imiting unf device due to un Fab: increased co
di sabling unnecessary servi|l access to its co accessing dat a
protocol s/ ports), and the i i mpersonation of[APR. H® Security Pr
tools (e.g., EDR). Sinclkeeil user results in Dat a
installed in some of the eX operation Fab: protection of
settings cannot be changed APR. HY Data Backup
guarantee specifications, ¢t Threats _ Fab: backinfg demt i
measures (eigeptﬁehedsmicrcAMalware thhectall gperational data
segmentation) using networH advantafgesn devi | Apr. ps (all); Pl atf
vul nerability APR. DR Protection o
Al detryt ispomfgi mg SUY Assets from Enviro
| D/ passiwoadpropel fFaph: clean room e
management
Vulnerabilities APR.-OBR Ensuring Res
ADevices in use dl Fab: ensuring res.i

adequat e fsuenccutriiotf APR.-0R Securing Res
AThe organization capacity

i mpl emented techl Fab: securing res
measures conside ADE. @M Moni toring

cannot confirm s| Technology Usage

i mpl ementation. Fab: monitoring p¢
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ASomgettings are |ADE. @W Monitoring

enough inséeeumbst Providers

(e.g., passwords Fab: monitoring e
AThe system has n| providers

for detebtwndgi agl ADE. @W Monitoring
abnormality rela Dat a

as s@asenit arises

[ CPSFO&s nmeeagsuuirree me n

Targeted el ementségig':gg
AComponents: equi ACPS -1 P

[ CPSFo6s vulnerabiéggg"g$

AL1 1 _a_SYS ACPs:ms

AL1 1 ¢ _SvYS Acps'bs

AL2 1 _a_CoOM Acps'bs

AL2 1 _b_COM -

AL3_1_a_sSYS [ SEMI -BMbh&ufacturin
AL3_3_a_sSYS Reference]

AL3 _3_d_SYS 3 5

Tool Network and Aq
I ntegration
Overview: dedsarsipl é 4
security measur es f

that | imit the i mpl
vul nerability asses:
applications
(22 Viewpoints that must be[lSecurity incident][NISTds CSF 2.0 Sei
For some equi pment/tools, dassumed Manufacturing Profi
patampl i cati-mal wadeaméasurelAThe system deal i|AlD.-AB Net wor k Dat §
applied, while for others, dataf i1its own or Management
to operational restrictiong stopstdua deni al Fab: complex dat a
consider additional measurq attarcknsomware i |APR. B® Security Pr
I n order to protect and enh etec. Transmitted Dat a
necessary to |limit and cont ADevice with | ow Fab: protection of
on manufacturing by minimi 4 connected to a n communication dat &
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i mpl ement segmentation and failures, transnAPR. M3 Log Record
communi cation restrictions i naccurate dat a Fab: | og manageme.|
segmentation) for the purpdq tounauthorized el devices
recovery or the continuati dqAData that must blAPR. I RRgalill)yence of
Specifically, the followind tampered with in Infrastructure
based on the security archil managed by the ofADE. @M Monitoring
for semiconductor device f3 Fab: specialized
ADE. @M Moni toring
Viewpoints that must be c [ REBERE Technology Usage
ADoS attacks on ¢/  Fab: monitoring p¢
The OT network is separated from the IT equi praedt commun i ADE. M Monitoring
network by establishing a DMZ using a firewalll devi cesserevegr.s,) Service Providers
or the like to control communications. (The OT comprise a systel Fabmonitoring exte
zone is separated from Al nappropriate da providers
and the internet) aut horcioampdnent s
2 The OT network is divided into the fab system tsy fnt e:n hh at ¢ Eav € -
area, the fab area, and the facility area, and AM"" nperea Wi [ CPSF0s measure r ef(
communications between them are restricted. andhmiddle attaicps. aMm
fal giafya on commu Acps. &AM
3 In the fab network of the fab area, all data flows paths ACPS.-A&C
between equipment/tools and with each fab ACPS. &AC
system (e.g., data sent between equipment Vul nerabilities ACPS . 8C
systems for the purpose of controlling AThe systemi dertsi| ACPS. BS
processes, image and video data used to check authentigpansson hel ACPS.-BS
the quality of products, and data used to other end of con ACPS.-AE
coordinate with failure prediction/detection when ctohmmuni cat i d -
sensors) are searched for, identified, and ACommuni ¢ ateivices |[ SEMI -BMa&ufacturin
appropriately separated to restrict servers, eterl gr|Reference]
communications. controll ed 3.5
AData are not proTOO| Net wor k and Aq
4 If security measures cannot be implemented for i n commumiactahtsi on| !l Nntegration
certain equipment/tools, then micro- AThe system canno| Over vdesnc rdiebfeesnd ep i
segmentation or measures to prevent the detect andabit bokl]security measures f
occurrence and spread of damages should be outbound communi|lthat liimgltermeret ati o
considered. The unit of micro-segmentation must therganizati on vul nerability asse:;
take into consideration product availability and ACommuni cataincam les |applications
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be examined in such a way that minimizes and not prporpoetrelcyt ed
contains damages shoulda n i n toccursi o AThe system does_ .10 .
mechani sm tdeteueit|] Security Key Perf of
5 The network a n o mddtegtion mechanism and respond to alOverview: outlines
must be introduced in important parts. the netwoap&kofliemg|lachi eving sustainal
message tamperinfoperations/ manage mg

Targeted el ement s
AComponents: OT n

[ CPSF6s vulnerabi

AL1 1 _b_DAT

AL1_1 _b_SYS

AL1_ 1 _c¢_SYS

AL2 1 _a_COM

AL3 _2 b _DAT

AL3 _3 _a_SYS
(23 Viewpoints that muphydie{fSecurity incident][NISTds CSF 2.0 Seij
restrictions assumed Manufacturing Profi
For equipment/tools for whi|ACausing, ftaridrusmei | APR. A% Physical Ac
security measures, it is ng inaccuraretdanan Management
to restrict physical tamper toanauthocrcmned du Fab: c¢clean room a
connectipornesveaantd t he i nterce| physical interfe  APR. 3} Log Record
communi cati ons AData that must b Fab: | og manageme.l
Since field support and mail | eaked from an al devices
multiple equipment manufact by he organizati APR.-DR Protection 0
factories, measures that 1 Assets from Enviro
and operation boxes must bglhreats , _ Fab: clean room e

APhyS|caI_|ntru_S| management
Exampl es: unaut hopreirzseoddn i N8 ADE. @M Monitoring
Net work devices in the fab that needotteeched Ehyironment
them in racks or boxes thatAFraudulent falsi -
I'f the connection port of 4 |nt_er!aalte0_nal pel[ CPSFO6s measure r e(
accessible by anyone in thd malicious intent ACPS.2aC
l ocking measures should be ATampering wiadh ng ACPS.-5 P
For wireless communicationg threshahd settinACPS. M
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is not proper
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organization
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Targeted el ement ¢

AThe fab area

[ CPSF6s vulnerabi

AL1 1 _a_SYS

AL1 1 ¢ _sSvYs

AL2 3 b_SYS

AL2 3 b _PEO

AL2 3 ¢ _SvYs

AL2 3 d_Sys

AL3_1_a_SYS
® Procurement and introductfSecurity incident][NISTdéds CSF 2.0 Seij

equi pment/ tool s assumed Manufacturing Profi

Characteristics AA security event|AGV. 9 Establ i shme
Equi pment/tools are extremg channel for prodf Agreement of a Ri g
devices that are used for g provisioning, ca Framework
averaging more than 20 year unintequeldi ty de Fab: measures t-o0 {
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must reflect security by dd suchmas$functi on supplier dependencg
i mpl ementing security oper g AGV. 9@ Establ i shme
environment into specificat/lhreats _ _ and Responsibiliti
of introduction. AMal war e i nftedcteisol Agy. 9 Supplier 1Id
In 2021, SEMI E187 and E18g advantage of devlAgy. 96 Establishme
standards for the industryqg vulnerability Requirements

Alnappro_prlfa'ge acCl Fab: defining pur
Viewpoints that must be cor transcifupctonn b specifications/ SLA
I n order to introduce safe with malicious i|lAGy. 966 Ri sk Assess
companies must, upon procur o Execution
equipment/tools will be opgqVYulnerabilities Fab: assessment of
check in advance with equip'&‘The organi zation of gsyuppliers
parties, factorefs®Shsappohf confirtnmusiteworth| Agy. 997 Supplier Ri
updating procedures, the i Products and ser|Agy. KO Monitoring
vul nerabil ineyedisagryosas ormq L1 mef procuremen| practijces
of secure protocols and forf AThere is no proclagy. s@ Rogrieement F
and the st@ag usomtiralccfeuncti| t1me of proeurem copguct
functions, etc. based on SH ¢checking whebhdsr Fab: assessment of
Cybersecurity of Fab Equipr have appiepeilat® pest practices

security functi oA D A Service Man34

AThergani zataifdnds| 3l p .8 Assessment o

charge of paroe un and Integrity

fully aware of S| fFap: ensuring com

rel atpdodc or e ment aut henticity

ATher_e 'S no proclAl p.-RA Supplier Ass

confirmgugl t hieca Fab: specialized

procured goods a

procurement of p/l[CPSF6s measure r ec(

services ACPS.$C

ATherganidmad omot | ACPS.-8C

whet her the devi|ACPS.8C

l evels of safetylACPS.-8C

time of procurenACPS.-SC

AThe organizationfACPS.-8C

whet heprr otdhuect s a|l ACPS. &AM

trustworthy in t|ACPS.-DP

security at the |[ACPS.-PT
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procurement of d ACPS.-DS3
ACPS. GM
Targeted el ement s .
AComponents: equi [ SEMI -BMB&ufacturin
Referencel]
[ CPSF6s vuInerabi3'1 .
AL1 1 d ORG Secur_e by Design
AL1 1 d _PRO Overvi ew: outlln_es
AL2 1 a PRO procurement requir g
AL2 2 a ORG pr-eonfirmed with ed
AL2 3 ¢ ORG _orother rel ated par
AL2 3 ¢~ PRO introduce safe equi
AL2 3_d_ORG fab area
3.2
Tool Configurations
Overvawetw:haesetomme
speci fications to |
semiconductor devi
when prequiipmgnt/t
as the installati of
separation of ¢ omml
@l dentification and data m{Security incident[NISTéds CSF 2.0 Seij
production informati on assumed Manufacturing Profi
Characteristics AData thaprmoetctle AGV. @3 Management
Confidential production inff tampered with in Regulatory Require
includes, for example, infd managed by the oA D.-AB | mportance (
photomask manufacturing prgd Fab: determinatio
mi ni aturization technol ogi t haempact boupseirnae s so
production recipes / @doidud Threats AlD. AM Metadata Mart
pr-erocessing stage, as well AProtected data hl pgay. management of
information concerning | ayq outmproperly by process recipes
pogptrocessing stage. The chgq entity Al D.-AB Asset Lifecy
information are that it is APhys_lcaI destruc Management
an i nmieritngeauses a |l eakage Al ha ity spoofing Falmperations that
a company will be placed at assets wietdhg ec uatstsien

33



3. Organization of the Characteristics and Risk Sources, and Measures in Related Frameworks for Semiconductor Device Factories

devel opment competition andVulnerabilities APR. DS (all): Dat a
with competitors. ACl assification c/APR.-DProtection of
protectiba onbtdal Assets from Enviro

Vi ewpoints that must be cornMASettings in the Falt:l ean room envi

Conf i dpernotdivaclt i on data in th|[ data proothbect ed i management

stored in the fab system ar not secur e -

production data exists in t{fAResponsibility i|lLCPSF0s measure red

equi pment/ tootdatacmusi deaetg for managdgiond ed atr ACPS. DS

in the fab area. i s not identifieACPS-'S

Many factoriespdieemi ddeasel ACPS.-BS

including visual informati dqTargeted elementsACPS-'zDS

production processes and tHADataanf i deamtdiualt i ACPS.BS

equi pment/tools used, as cqAPeopl e: peoplefa\lm'&cps"'gS

information. Thereforpelacdiadq ar ea ACPS. DS

restrictions on the recordilAPeople who have ACPs. D8

fab area and the bringing i|] equipment/tool s ACPS. AM

area. AcpPs. GV

Confidenti al production infl[ CPSFob6s vuInerabiACPS-'6|P

quality information are stdqAL1 1 _ a_ DAT [ SEMI -BMB&ufacturin

Factoriescomon$i dpemedauecit i on d|AL1 1 _a_ SYS Reference]

each equipment as i nformati|lAL1 _ 1 b_SYS 3 3

on what data is stored wher AL1 1 ¢ _SYS Mbv—ien/l\A@uvte/Transfer

confidential production |.anL3 1 _a_DAT Overview: outlines

operations. At the same ftlnAL3 1 _a_ORG be checked when in-:

pl acedabdedatsa and restrictAL3 4 a_ ORG or relocating equi j

taking it out during mai ntdAL3 4 _b_SYS especiallgonbipgeat d

When an equi pment/ tool |s r production infor mat

necessary to ensure tha C q

the storage area inside t hed 3 7
Secure Data Exchang(
Overview: outlines
be checked when i nj{
or relocating equi [
especially to prot g
production infor mat
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G)Physical access restri,cti|Security incident][NISTéds CSF 2.0 Seij
bringing iamdudaeviincgesconnectlassumed Manufacturing Profi
Characteristics ACausing failure,|ADE. @M Monitoring
A cleamsrecamegorized as -mp,f inaccuraretdanan Fab: specialized
including visual informatiq unauthoccmed duel ADE. @V Monitoring
production processes and tH physical interfe Environment
equi pment/tools used is dedqgAData that must bl/ADE. @M Monitoring
production informationgl &irfl | eaked from an a Technol ogy Usage
security measure to cover g therganizati on Fab: monitoring p¢
necessary to |imit entry i ADE. @W Moni toring
who have been granted permil‘:hrea,"s _ | Dat a
bringing in and connecting Physical intrusi -
In addition, since propriet unaut hpersed int ,[&CPSFOS measure r e(
manufacturers are used in tAthat nepdotecbed ACPS-QM
conducted in the fab area 4gATampering by int ACPS-{BM
unceasingly, maintenance agApeopvinet_h mal i ciof ACPS. A
many equipment manufacsturer Alampering with s [ SEMI -Basufacturin
characterized by the frequgq threshodmnd setti Reference]
mai ntenance/ operation work Vul biliti 3 3
; ulnerabilities :
equi pment manufactu_rer who AT h e organizationMOV‘ie”/Mﬁl‘V"E/Tra”Sfer
the.factory (e.g., in 2018, h ; | | Overview: describe.d
semiconductor company smfdgq PNYSI Calmeascwrre must be checked wh ¢
mal ware infection via a dey &S aCCE€sSSs Cont-roremoving or rel oc:
maintenance) _ohrtealslw(r;ere ItSequipmen%/tools e
i nsta e ' 1
; conf i @ mtdiuclt i on i n
Vi ewpoints that must be cor Al't ltshgdoj[ _p:jeop_er ®
; ; ; |/ unau reivz ec i s
Since confidential product.i connected to thel3-4 Vulnerability/]
the fab ar ea, control over ) ) and Patch Managemer
must cover the route startiAorgan'z""t'on _ Overview: outlines
device factory to the cleanqANetwork communic it th t ¢
. : or wirelwmsasyt farof S€cuUuri bty reats
factories mustg cessirdet i ping : ]

X ; ) devux:aensrbcetpreventhe fab net wo+i k mes |
recording of i mages and VICA ) k detection of unaut |
recording devices. The _organlzatl_onand patch applicati
At the same time, since aut|] Physi calmesaescwrrd st
such as OHTs are operated @S access contro
is also necessary to restri| 0f areas where |

installed
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generate radio waves which

communi cati on.

I n order to conduct maintenTargeted el ement ¢

equi pment/tools (including|APeople: equi pmen

the fab network when introd personnel

and connecting devices brodADataanf i demtdiualt i

to existing equi prmenta/lt o@mlrd dat a

connections. Procedures forAComponentsinbdew

must be set up to ensure th

checks are conducted beforg[ CPSFasnerabilit)

In terms of the security chHAL1 1 _a_ SYS

connecting devices to conddJAL2 3 b_SYS

factories must consider chgAL2 3 ¢ _SYS

of malicious programs such |AL2 3 d_SYS

the taking out wdticomfiimdfeotf AL3 1 _a_SYS

as recipes and quality infd

equi pment/ tool s.

Examples of specific measur

Speci fic exampl es that Wi

considering measures are st

(6) Logical access restrict{fSecurity incident[NISTéds CSF 2.0 Seij
aut hentication, and access |assumed Manufacturing Profi
Characteristics AData that must blAGV. R4 Security of
Sincenfidenti al data such a |l eaked from an a Resource Processes
equi pment/tools, strict idg by the organizat Fab: prevention of
aut hentication, and access accesses

Accounts used for equi pment APR. MA Management

during normal operations aflhreats Aut hentication 1 nf
mai ntenance ldentity spoofind gFap: access contr
In addition, maintenance ad! D/ password of a control /1T systems
are concluded with equipmerd VUl nerabilities APR. 2 Mutual |1 D A
support personnel are statiARegarding access| Fap: mutual conte
conduct maintenance. There informatiosender| Apr. 8 User Aut henit
di agnosis sebvagesstieichgoed nNOot identified /I rap. jmplementati
provided by equi pment manuf mMmanner suited to sythentication med
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account management of equifg confidentiality devices

cover accounts used by main infor Datiaomproted  APR. AA | D Asserti of

equi pment manufacturers witf predefined | evel Fab: I D assertion

agreements have been concldJ confidentiality system and equi pme

i mpl em8egeddgat ieel APR. A5 Principles

Vi ewpoints that must be con and areas of res| Privilege and Sepa

Unaut horized accesses to ed properly (e.g. s Fab: control over

production stoppages, | eakg functions di fferent area

information, falsification|Airom system admi|APR. A% Physical Ac

i mportant to manage account functions) Management

as part of anntaiptpyr oapnrdi aatcec ei Fab: c¢clean room a

(I AM) scheme. Account manadTargeted el ement -

i mpl ementing appbyptikace afj APeople: people wlLCPSF0s measure red

manuf acttulveet i mooaus ori ng of t o equipment/tooACPS-'AC

evenansd, audit processes thr ACPs.-AC

|l i fecycl e (idief.i,c actrieoant,i oann,d ACPsS.-BC

account s) . Privileged accod[ CPSFbés vuInerabi'&‘CPS-"gC

during maintenance that redAL1 1 _a_SYS ACPs.-acC

authorities, must especial ll]lAL1 1 _b_SYS ACPS.-1 P

general accounts used durirfqAL1 1 _ a_ DAT ACPS -4 P

For remote diagno-@?iagm@sw_iiAL2_1_C_SYS [ SEMI -BMB&ufacturin

t echrnceclsolgahvaet beenodwmcede irMAL3 1 a_ DAT Reference]

i s necfeers adgavn wcfea d tou ri eep b B the 3 6

operate secure solutions anr Local & Remote Acceé

moni goriwowgging, and ®ncrypf Overview: outlines

|mpseo_rnaand_nprotetchealg.aalnasge account management

confidenti al production dat authority managemer
prevent unauthori z¢
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3.2.2 Ri sk Analysis I nformation for the OT Z

An assumption concerning t he Afab syste
managing the aut omatdeovni coef nsaenmu fcaocntduurcitnogr a
i's that the same cybersecurity measures a
systems are i mplemented, as is the case in
the following three categories wifllt hbeagum
and vulnerability risk sources as Vviewpoi
characteristics that di ffer entbisatCT tzhoen es e
from its I T zone. Furthermore, their relat
frameworks and references (NIST6s CSF 2.0
Profile and-M&mMif aclt8u7ri ng Ref erence) wi ||
presented.

Tabl &.3 Categories of the OT Zoneds Fab System Ar

Categories Overvi ews
(1) System avail {Operational <considerat
applications i mpl ement

producti on

(2 Data preservi{lLargel ume backups for
and early restoration

3 Physi cal meg Physi cal meakaeaepssepves
server rooms|as confidenti al dat a s
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Tab3-e&. Ri sk Analysis Information for the OT Zoneds Fab System Ar

Zone/ ar|Characteristics and viewpoinfCPS& expected/  Rel evant parts in NI
security inci|Semiconductor Manuf a
sour¢edreats,[CPSF / SEManElf87ct ur i
Vul nerabiliti|Reference
Vul nerability
OT|Fab (1) System availability (duriSecurity inci|aNI S CSF 2.0 Semicon
syst{Characteristics assumed Manufacturdlng Profil
arealTheacohf ab system areads dwEmStr{ADoS atdmcks APR.DBR Ensuring Resi
the production process and qy communidavtvi o Eco: i mpl ementation
equi pment/tools, consist of ¢ that compri.s mechani s ms
for the security measures fo E{1 T: maintaining ac
to manage vulnerability assegdlhreats systems
are tnplbeemeint ed, which are th|ADOS attack o APR.OBecuring Resour
i mpl emented in the I T zone, | devicesassucew| =o' "coc,ring resou
conducted based on the assumj ¢ommunicatiol g, 1. gecuring resou
continue unceasingly, and st he €tC. _
be conducted. AA device wit|[CPSF6s measure requ
Specifically, companies are 1 coOnnectaedettoy ACPS. DS
applications online and whi |l ¢ o
provided, which is sicmmmercedVYulnerabiliti
However, some patches that alAsafety instr
cannot be appel tedfamclions cwc| cONsidered |
of conducting system coording P€ing operat
characteristic of such patche'&A system tha
planned and executed during || havaedequate
single year in which uicmes af (i .€., proce
mai ntenance worKk communicati o
bandwi dt hs,
Viewpoints that must be consi Capawiitp) | ow
For the fab system area, thef CONnecaedetw
i mpl ementing a vulnerability
patch application. (The timigqlarget compon
are shut down to conduct mai ASystems: MES
several monthasr.or once a ye EDA, etc.
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It would be effective to conyAComponent s:
l'imiting communications betwqg storage, net
system area by separating thg¢
detecting anomalies using I P{[CPSFo6s vulne
patches. | Ds ]

AL1 1 ¢ _SYS

AL2 1 _d_sSYsS

AL3 _3 _c¢c_SYS
(2) Data préasehvameobhackups d§Security inci|][NISTés CSF 2.0 Semi
restorations) assumed Manufacturing Profil
Characteristics AThe organi zatfAPR. IS Data Backups
Fab systems -craepgauciirtey hsitgohr a g e secuirndiydentdg Eco: verification o
i nstruct i onbsasfeod agutoocneastsi ¢ co|l prevent thei E-l T: regul arly back
guality -usbpbpfgubigh i mage and from continulAPR.-DBR Ensuring Resi
store records. Ecompl ementation of
Furthermore, in preparation flhreats mechani sms
incurred to production data, |Attacrksdevha#d E|T: maintaining ac
takes into consideration the save data systems
backup data in order to ensuf M dewicté | ow| Apr. pR Securing Reso
fulfillment of supply respong €connecaedetw Eco: securing resou

S E-l T: securing resou

Vi ewpoints that must be consiVulnerabilitilARC. P®B Verification
Fab system back—uppacéqyisthiADamae_Cessary Consistency
i mportant to select a backup continue the Eco: verification o
the restoration time required the of mehe sq¢ E| T: verification o
Si multaneously, companies mug i ncident has -
security smesswmrsesauthority se| properlypbaoc/[CPSF6s measure requ
prevention of tampering (suclf has been bac|ACPS.-4P
adopting the WORM function) ¢ does not fun
affected by r anslotmwias ealdsaanaigndy Properly
select backup methods tHtdatatg
for data stored within devicdglarget compon
informati on, calibration val (ASystems: bac

systems for

AComponent s:

servers, sto
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backup medi a
[ CPSF6s vulne
| Ds ]

AL1 3 a_ DAT
AL2 1 _d_SyYs
AL3 _3 _c¢c_SYS
Security inci
assumed

AData that mu
pr ot eclteeadk eids
an ar ea manhae

organization

) Physical measures for sei
aracteristics

nce fab syst-empacketiyi stohac
ui pment/tools installed in
stems such ascbBSBSecéed-stpege el
twork to avoid distance del
tablished inside the factorl
thin the server room of a f
nsist of redundant servers,
nNtinuous production of devi
st be ofpemuasted in
rthermore, since confidentd.i
ored in the servers and st
rver room that manages t hei
naged as a confidential dat
ewpoints that must be consi
nce confidential producti of
oms, server rooms must be
orage areas and measures ml
cordingly. Specifically, cc
cess control sngnapdophketeént

Threat s

APhysical int
unaut hpersed
into areas t
be protected
APhysical int
unaut hentzed
AProtected da
been taken o
i mproperly b
mal i ceingtusty o

organization

[ NI STés &eSri 2Qamduct o
Manufacturing Profil
APR. % Physical Acce
Eco: monitoring the
personnel

E-l T: ensuring physi
devel opment environ
APR. W} Log Record Ma
Eco: continuous mon
E-l T: integration of
APR.-DR Protection of
from Environment al

Eco: protection aga
threats

E-l T: protection of

environmental threa
ADE. @ Monitoring tnh
Environment

Eco: monitoring una
t o confziodseent i al

E-l T: protection aga
physical accesses

41



3. Organization of the

Characteristics and Risk Sources,

and Measures in Related Frameworks for Semiconductor Device Factories

wor k
syste
usi ng

rul e
ms (
CCD

managi ng

taken

out

s for ma i
i . e. monitor.i

camer as
devices
ro fr o ochne,

, and

ntenance

c
ng an
ut il

(including

saenn ovreg

ot her

¢
¢
y
f

Vul nerabiliti
AThe organi za
not take phy
secumadasur es
as access co
monitomrnregso
AData protect
| eveclondfi dent
not i mpl emen

Tar geotmponent ¢
AComponent s:
rooms

[ CPSF6s vulne

| Ds ]

AL1 1 _a_SYS
AL1 1 ¢ _sSvYs
AL2 3 b _PEO
AL2 3 b _SYS
AL2 3 ¢ _SvYs
AL2 3 d_SyYs
AL3 1 _a_SYS

[ CPSF6s
ACPS.2aC
ACPS .5 P
ACPS. @M

measur e

requ
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3.2.3 Ri sk Analysis I nformation for the OT Zc¢
and the | T/ OT DMZ6s Separation Contr ol
I nitiatives wutilizing fAexternal Sservices:
considered in order to promote the early
reduce costs. The external services wil/ l
function, weaschceeprobhs, and protects the
and the internet Their characteristics an
wi || be summarized into the following thre
t hreat and vulnerabi hetmormre, skt loiur cesl atFiuc
CPSF as wel | f raasmegbokal and references ( N
Semi conductor Manufacturi ng- Mamaffialcg urainmg

Reference) will be organized and
Tabl-2. 3Categories of the OT Zoneds External
Categories Overvi ews
Q) Utilizextiemng Ut il i zation of data #n
services (cl{basedadailgdrvices
2 Utilization (Utilization of r enfoet e
services (us¢Diagnostics, etc.) frgqg
di agnosis sefmanufacturers to diagn
installed in the fab 4
3 I'T/ OT DMZ The | T/ OT DMZ which se
protects the OT zone
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Tabl-&. 3Ri sk Analysis Information for the OT Zoneb6s External Services
Zone/ ar{Characteristics and viewpoi n|CPSFsesurity Rel evant parts i n NI
incidents to |SemicondMacntuofract ur i n
(threats, vul[|CPSF / SEManBlf87ct ur
vulnerability Reference
OT|Extenq (1) Utilization of external Security inci|][ Nl ST6s CSF 2.0 Semi
serviiCharacteristics assumed Manufacturing Profil
In order to improve yield qu|AData that mu|[*] mpl ement cloud sed
being madequal itgkdaha store| protected is|conducted in the I|IT
to servicesbhawseidngd actlaouvwadh al ysi| a cl-boausded st d
area managed
Vi ewpoints that must be cons organization
The same measures as those i|[AA security e
(CspPM, CWPP, CASB, CIEM, SSP| in dhthennel f
i mpl emerctydbcerassecurity measure provisioning
services. The system admini s unint grudeédty
cloud services must i mplemen| deterioratio
checks, etc.) in cooperation mal functi on
of the I T zone.
I n particular, when wusing th
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which is deemed as confident
i mpl ementation of c¢cloud secu
considered while paying atte
using encryption when transm

access control s.

Threat s

AMal ware infe
an attackt akg [ CPSF6s measure requ
advantage of|* | mpl emesrtcualidyd me {
vulnerabilit|conducted in the 1T
Vul nerabiliti

AThe organi za
uncl ear abou
component s,

and/ or dat a
wor king with
organization
cyberspace

AThe system h
mechani sm fo
andcdandling a
abnormality
securi tyasasit
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ari ses
AThe organi za
not confirm
trustworthin
supploiregrabnsi z g
syst,emst c. b ¢
after admtnr a
Targeted el en
ASystems: clo
(2) External services (use o|Security inci|[[NIST6s CSF 2.0 Semi
Characteristics assumed Manufacturing Profil
The wutilization of remote di|AAs a resul't * | mplreememite mexeBse
(e. gi,agenostics) provided by intrusion of|conducted in the I|IT
foergui pment/ tools | ocated in external ent
area managed
Vi ewpoints that must be cons| organization
I f an external network I ine data is | eak
zone, a joint risk assessmen| systems resp
information seegrardy nman&agerc| handling the
configuration and usage meth| rendered ino
manageri al responsibilities,
terms and conditions of the
connection provider or the b|Threats
security measures as those | AAnintrastabat
be i mplemented. takes adowfana
For remote network connectiofl Systemoés vul
i mpl emented by searching for AProte_cted da
ontywose tnardoeugrhv e nwii o@dl commu| takeni mutope
net wor ks dseuddihc agtsé cht leir meg annde t w| & mal i ceinotust y
t el eprheotnvepr ket al so connecti (Al dentity spo
wiretemmunicatison inectlwodrikng ¢ Stol Bhpasswo
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usedmdbdlyirloa t Wirksi, wirel esanmdefsy proper user [ CPSF6s measure requ
communi catison networ k * I mpl ement c¢cl oud s¢d
With regard to the remote malVulnerabilitiJlconducted in the I|IT
installed in the fab area, s|AThe organi za
equi pment /otpeolad et kaotnt i nuous uncl ear abou
Therefore, companies must es component s,
environment wittahatteh es entousrti tuyp| and/ or dat a
the I T/ OT DMZ zone and other wor king with
al so i mplement measures swmgh| organi zation
details of remote operations Acyberspace
strength (e.gfacbegr uautnige mui The system h .
prevent users from spoofing, mechani sm fo [385'\/” BB&inufacturing
environment by Ilimiting comml ancdandling af
. . . . . Local & Remote Acces
communicati on/tireadwdir ki pn, se|l abnormality 0 . ) :
. . . . : ; verview: outlines K
and pr odcienscsleusdi ng moni toring, securityassi man a Doy
) . . gement and privi
encr yjpmusotn be i mpl emented andg aril ses : d
|l eakage of confidential infolAThe organiza management 1mn order
9 Not confirm lunauthorized accesse
trustworthin
supploiregradnsi z 3
syst,emst c. b ¢
af tserg nciomng r a
Targeted el enj
ASystems: rem
di agnostic s
(3) Separation control wvia t|Security inci|[[NIST6s CSF 2.0 Semi
Characteristics assumed Manufacturing Profil
I n order to protect the OT z|ACausing fail (AlD.-AB Net woRFlkowat a
manufactures products by com| transmission Management
equi pment/tools wusing manufal inaccurate d Fab: complex data f
controls from cybersecurity transmission{APR. B® Security Prot
established to sepabGsatreetiorf{ unaut hoccmed Transmitted Data
internet. to physical Fab: protection of
dat a
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Vi ewpoints that must be cons
For communications between t
external services such as th
clarify data flows and to co
t hdkeenrbyydef ault policy and the
andonduct regular audits and
t he efnfeescsti ve

Furthermore, companies must
function of detecting and pr
traffic sent and received.

Threats APR. M} Log Record Mg
Al nappropriat Fab: | og management
aut hocompdne| APR.-DR Protection Ag
and system t Unauthorized Logica
been tampere Fab: protection agid

l ogi cal accesses
Vulnerabiliti|]APR.-DR Protection of
AThe system d from Environment al
identify or Fab: clean room enyV
t hper son on § management
endcofmmuni cal APR.- DR Ensuring Resi
when the Fab: ensuring resi.l
communicati ol APR.-DBecuring Resour
AData are not Fabecwring resource
enough in ADE. @M. Moni toring Nf¢
communi attihs| Fab: specialized md
AThe system c|ADE. @MMonitoring Per
properly det Technol ogy Usage
unauthorized Fab: monitoring per
communicati ol ADE. @W Monitor iSeg VE
organi zation Providers

Fab: monitoring ext
Targeted el en providers
AComponent s: -
DMZ devices [ CPSF6s measure reqgu

ACPsS. AM
[ CPSF6s vul ne/ACPS. AM
| Ds ] ACPs.-B8C
AL2_3_c_SYS ACPS.-AC
AL3_2_b_DAT ACPS.-8C
AL3_3_a_sys |ACPS.bBS

AcpPs.Bs

ACPS.-AE
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[ SEMI -BMB&Uufacturing
3.10

Security Key Perforn
Overview: outlines s
achieving sustainabl
operations/ managemen
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3.3 Ri sk Analysis I nformation for the Organi za
Semi conductor Device Factories

To achieve risk management aligned with the

semi conductor device factori es, the character

organi z atpieoongplerasnpdecti ves are summari zed into
categories, based on sour cé€lsheofr etl hartd aotnss ha mpd w
gl obal countermeasure frameworks and referenc
Manufacturing Profile, SEMI E187 Manufacturin

organi zed and presented.

Tabl-2. 3Categories for the Organizational and People Aspects

(1) Governance (understanding
and establishing roles, r

(2 Compliance with | aws, reg
standards (protecting hum
environment al safety)

B3 Fulfilling supply respons
cha(iamchi eving production ¢
product quality)

(4 Protection of confidenti a

(5) Ri sk management/ policyl/re

(6) Operations (monitoring |/
i mprovement)

(7) Awareness raising and tra
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Tabl-0 .3 Ri sk

Anal ysi s

and Measures in Related Frameworks for

I nformation for

Semiconductor Device Factories

t hge@rgamduat o omnlévianed Pazopodori dspe

Zone/ ar|Characteristics and viewpoin|CPSFsesurity Rel evant parts i n NI
incidents to |Semiconductor Manuf 4
(threats, vull|CPSF / SEManBElf87ct ur
vulnerability Reference
Organiz| (1) Governance (understandin|{Security inci|][NI'STés CSF 2.0 Semi
respons|{environment and egteaslploinsshibind|assumed Manufacturing Profil
authorities) AThe organi za|AGV. @Cl Understandi ng
Characteristics secuiincydent the Organization
Given that the semiconductor prevent thei Eco: wunderstanding
cybersecurity riskspossoheds from continu and processes
attacks including industrial AGV. @2 Understandi ngd
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factories bear | egal respons|Threat s Eco: understanding
production information (i.e.|AAll aTthsre requirements
companies), avoid people dam AGV. @ Understandi ng
environment al i mpact of thei|Vulnerabiliti Performance and Cap
protecducgi pnoavailability al/AThe organi za Eco: defining and d
fulfilling supply responsi bi established chain roles
factories to understand the forccurately |[AGV. RRRL Cybersecurit)
and establish roles, respons security inc of the Organization
enable them @aopdmudifbillli ttihes.r| AThe organi za Eco: clarifying and
uncl ear abou organizational dire
Vi ewpoints that must be cons been working|lAGV. RRRR Cybersecurit.y
Semi conductor device factori organization Eca:l arifying roles
business environment iin whic suppliers) authorities
the OT zone (i .e., fabs, fab AGV. R Resource Al |l g
hi gh/ great, and must establi|[|Targeted el en Eco: allocation of
aut horitieeosntor the OT z AOrgani zati on strategies
I n order for OT security mea|l manufacturer|AGV. 92 Establishment
mere technical chall enges bu Responsibilities
it is necessary to secure st|[CPSFb6s vulne Eco: aligning suppl
management Furthermore, as | Ds ] organi zational goal
required to sepaersoandl denhel |[AL1_ 1 _a_ ORG ARC. @B Communi cati n{
| T security knowledge but al|AL1 3 a_ ORG Status
semi conductor manufacturing AL1 3 b_ORG Eco: communicating
AL1 3 ¢ _ORG

[ CPSF6s measure requ

ACPS. AM

ACPs. BE

AcPs.BE

ACPs. GV

ACPs. RM

Acps.DP

ACPS. GO
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) Compliance with | aws, re|Security inci|[[NISTdéds LM 2aMduct o
andards (protect imagi rhtuaiami 1 assumed Manufacturing Profil
vironmental safety) ASecurity mea|lAGV. @C3 Management of
aracteristics sati slifggalhe Regul atory Requirem
mi conductor device factori requirements Eco: compliance wit
e I ndustrial Safety and He system canno| framewor ks

address the impact of ris i mpl emented

i ronmen caused by combus

hemioah asbstarong
l' ine sol vremjts ,amd
rays, high volta

T
A
Vul nerabil i
A

i pment e.g., entangl emen i
ers. The organiza [ CPSF6s measure requ
the future, compliance wi unaware of I|xpg oy
ich ai ms o protect consum| Systems with z~po" oy
nerated by products contai| Should complis~pg pp
rticular, it will become n| nhot develope
r i mporprandudt gidwdh as mi{ oPerating 1in
ntrollers equippadedi fanse| that conform
mpreersi stant microprocessor systems
APeopl e are u
Viewpoints that must be cons| ! €gal system
It is necessary toheanesmnupnuq 'Should comp
domset i ci mtner nlagwonalegui atéeony d0 not follo
st andragldstoeds ecurity in the s| "ul es otnifatrm
aneéstablish and opwirahecusnte| | €9al system
industry standards (e.g., th|AEstablished

procedcaurceqnot
designed to

compliance w
andegul ati on

Targeted el emn
AOrgani zati on
manufacturer

[ CPSF6s vulne
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| Ds ]

A L1 1 a_SYS

A L1 _2 a_ORG

A L1 _2 a_coOM

A L1 2 a_SYS

A L1 2 a_ PRO

A L1 _2_ a_ DAT
(3) Fulfilling supply respon|{Security inci|[NISTés CSF 2.0 Semi
supply chai npr(oadcunciteivommggoal s |assumed Manufacturing Profil
maintaining product quality)|AThe organi zalAGV. @34 Understandi ng
Characteristics secuiincydent Stakehol der s
Semiconductors are used by v prevent thei Eco: i mprovi rcga ptalbd
considered i mportant product from continu of an organizati on
security perspective. Furthe|lAOther relevalAGV. R0WM Establ i shment
customersd quality requireme organization Communication Line
as performance specification continue the Eco: supply chain r
ful filling supply responsi bi properly due| process
accountability that product:i organi zation|AGV. SC (all)
environments (wiulst oemepect suc incidents Cyber Supply Chain
Semi conductor device factori|ATherganizati|AlD.AM Service Manag
facilities, as wel/ as equip security inc Eco: maintaining in
that comprise fully automat.i prevent the APR.-DBEnNnsuring Resili
Construction costs per facto other releva Eco:mpl ementation of
is extremely hndhbhstriymstipngd organization mec hani sms
(adjusting the number of f ac continuing p
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Semiconductor production |l eal|Threats
ranging from three to five m{All threats
be i mplemented, and |l evels o
take into account the impact|Vulnnerabilit:i
productiaocre Isihnmés down at devi|ASecurity ris
managa&mnd ot h
Vi ewpoints that mu st be cons or gani zrae d doeng
I n terms of fulfilling suppl are not i nvo
must establish a safety-worvel management
products) that takes into ac|AA security i
l ine shutdown, and it must t causes damag
measurietsalslue for the situatiq components (
Si multaneousl! vy, it mu st deve and/ or servVvi
structures, etc. to minimize[lAThe organi za
production when an incident not retain t
Sﬁppliﬁs. I . components (
When the supply responsi i i delivered to ~
it must step up its monitori organization ,[&CCIESSFg(s: (maelals)ure requ
to detect anomali es, and it ACPS.-BE
measures by i mplementing mea|Targeted ele”ACPS.-RP
segmentati on, which minimize|AOrgani zati on ACPS.-/RM
Further more, considering its manufacturer ACPS.AM
chain, it must provide accou '
quality expected by customer|[ CPSFds vulne
a safe mesiimgna as aefnet .environm|| Ds]
(For hardware Trojans, which|AL1T 1 a ORG
circuits intentionally incor|AL1T 1 a PRO
organi zations must implement|AL1 1 b ORG
the assumption that it may o|AL1 1 b PRO
al so duri ng rtihneg nparnoucfeascst.u Har T
must al so be searched for an
process.)
(4) Protection of confidenti|Security inci|][NISTéds CSF 2.0 Semi
Characteristics assumed Manufacturing Profil
In addition to confidential AData that mu|AI D.A8 | mportance of
product roadmaps, and custom| protecdmper e Eco: i mportance of
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devi
producti on
competitive

ce

processing

companies handle and
information that
ness of productio
patterns (e.g., f
rel at ed ftiot st hgee nperroat ed by pr d

number of customers acquired
feasibility.

Vi ewpoints that must be cons
Confidenti al productsoh asf of
equi pment/tools installed in
mo d e | numbers), the physical
set up, and data contained i
configpuapofhes efore, it is n
protective processes and con
as restricting and authori zi
i mpl ementing regulations on
Equi pment/ tools containing ¢c
information require strict i
and access cowatre] ,vsshntienogn
field support members have a
the maintuemamdéce i&s granted t
mai ntenance agreements concl
manufacturers.

managed by olAPR.-DR Protection of
from Environment al
Eco: protection agédg

Threats threats

AProtected da|l|ARC. PM Establishment

takeni mprntope Rul es

a mallicioes Eco: establishment

organization

APhysical des

medi a

Al dent it yofs pao

proper user

Vulnerabiliti|hSPSFos measure requy

AData protect|siog Br

predefined | ACPS.-S

confidenti al '

i mpl emented

AThe organi za

not confirm

oflata storag

organization

systemsabdf a

signing cont

ARegarding ac

stored infor

request send

identified /

i n a manner

l evel of con

such i nfor ma

Targeted el emn

AOrgani zati on
manufacturer

AOrgani zati on
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mai ntenance
manufacturer
manufacturer
equi pment , f
parts, and m
[ CPSF6s vulne
| Ds ]

AL1 1 _a_ DAT
AL1 1 _a_SYS
AL1_1 _b_SYS
AL3 1 _a_ DAT
AL3 1 _a_SYS
AL3 1 _c¢c_ORG

(5) Risk manag
Characteristic
I n a semicondu
is particul ar/l
must assess ri
situation of i
develop risk p
into its BCP.
Vi ewpoints tha
Compani es must
and BCP in acc
after taking i
that must be <c

ement/ policylr
S

ctor device fa
y high in the
sks in order
s OT zone.
|

t
| t
i cies, and i

t
o

t mu s t be co
i mpl ement r
ordance with
nto account t
onsidered for

Security inci|][NISTés CSF 2.0 Semi

assumed Manufacturing Profil

AThe seicuagiidg)t AGV. RM (all): Risk M

prevent thei Strategi es

from copriopelAGV. PO (all): Polici
AGv. ov (all): Superyv

Threats AlD.IM (all): I mprov

All threats

Vul nerabi liti

AAppropriate

for securityl| cpsFes measure requ

management hiAcps. Ggv (all)

been establi ACPS. BA

Asecurity ris|lacps BA

managed in alicps. @V

witappropriatt icps. RM (all)

procedur es, ACPS.8C

organimaef[eid@rd ACPS. 8C

ar e not I Nnv o ACPS‘SC

management ACPS -7 P
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Acps.bP
Targeted el en ACPS.BP
AOr gani zation|ACPS. QO
manufacturer|ACPS. GO
ACPS M (all)
[ CPSF6s vulne

| Ds ]

AL1 1 _a_ ORG
AL1 1 _a PRO
AL1_1 _b_ORG
AL1_1 _b_PRO
AL1 1 ¢ _ORG

AL1_1 ¢ _PRO

(60perations (monitoring [/ r¢gSecurity inci|][NISTés CSF 2.0 Semi

i mprovement) assumed Manufacturing Profil
Characteristics AThe seicuagiideg) ADE. AE (all): Analys
With the goal of mitigating prevent thei[lARS. MA (all): I ncide
busi op®s a,t immrsi t or networ ks from continulARS. AN (all): Il nci de
identify of security breache ARS. CO (all): Incide
whet her there are any occurr Communicati on
Appropriate action must also|Threats ARS. MI (all): Ilncide
and ensure early restoration AATl threats ARC. RP (all): Execut
i ) ) Recovery Pl an
Viewpoints that must be cons|VYUlnerabilitilirc co (all): Incide
The goals of cyberthreat det AThe organizal communicati on
respond atloeretasr Ityo prevent dat| €stablished
i mpact, and resume business for accurate
addition, factories must i mp| Security inc
for i mportant assets invol vi AThe organi za
incident detegfiandamdstrhuok established [ CPSF6s measure requ
response framework (i.e., Fs| for accurate ACPS. AE (all)
zone. security 1nc ACPS.-P
APeopl e are u ACPS.P
Cog take appropr C T
Examples of specific measulre wheam securit ACPS. RP

Specific examples that wil

(all)
1ACPS. CO (all)
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advancing the consideration arises ACPS. AN (all)
Section 4. 3. AThe organizalACPS. Ml (all)
develiopedrnna -
procedwrresec[SEN” -Mahuwf acturing
i ncident han|[3 8
ASecurity i nc Preve_nt, Detecf[ and
treated in t|Overview: outlines K
continuity IOthe fab area, includ
means a highl|2s wel | as cyberatt 4
hazardous selCOntainment, and rec
incident hin
organization
continuity w
Targeted el en
AOr gani zation
manufacturer
[CPSF@S vul ne
| Ds ]
AL1_3_a_ORG
AL1_3_a_PEO
AL1_3_a_DAT
AL1_3_a_PRO
AL2_1_b_PRO
AL2 _1_c¢c_PRO
AL2 2 a_ PRO
(7) Awareness raising and tr|{Security inci|][NISTés CSF 2.0 Semi
Characteristics assumed Manufacturing Profil
Semi conductor dev |ce factori|AThe seicucgiidegl APR. AT (all): Awaren
targeted by industrial espio prevent thei Training
gover nsmpeonntsor ed APT attacks d from continu|l/Al D.-OM Recognition o
i mpact a factory stoppage co to be I mproved
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operaasowsel |l as the fact tha]JThreats Eco: recogni t incere do ft
information, which affects t|AIlIl threats i mproved throughout
the factories6é6 fab areas. Se
supported by an extremely | alVulnerabilit:i
empl oyees wthine spppodudcti on pr{APeople are n
contractors/subcontractors, aware of the
equi pment manufacturers and saf atidgkhsaat mq
stati osietde .on concern them

APeople invol|[CPSF&6s measure requ
Viewpoints that must be cons| fully aware |ACPS. AT (all)
Cybersecurity risks are take| organizati on|ACPS.-8C
continuityoplpams,esanmiust provi data shoul d .
education and training that Afosrecurity regngl BMagiutacturing
parties (e.g., employees and People are wu ) . .
involved with the OT zone, i take appropr 8\3/?pNvaireeVC'esosutTlriar:;sl nkg
targeting vulnerable areas. wh_ean securit-educatioﬁ and traini
The content of cybersecur_lty arises them to appropriatel
the OT zone should be period threat s
cybersecurity threats and vu|Tar geetleedment s
business AOr gani zation
By providing personnel respo manufacturer
regul ar practical training a
response capabilities can be|l[CPSF6s vulne
addition, developing a skill]l Ds]
enhancemesnittefcapadbiHdltpsesprag AL1 1 _a_ PEO
dependence on specific indiv|ALl1 1 _b_PEO

AL1 1 ¢ _PEO

AL3 3 a PEO

AL3 4 a PEO

AL3 4 b _PEO
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Exampl &ge oifMeiacs ur eSenficronduct or

Devilaect or i

Chapter 4

€S

ntroduces

speci fic exampl es

considering measures stani bendmpt emedeedcat
based on the reference architecture define
related frameworks organized in Chapter 3.

Tabl-E.

4Speci fic

Countermeasure Exampl es

Specicdurct er meex ampeé e s

4. 1|l Asset management

and

vul nerabil(3t 3. 18s)sess me

4. 2l Additional

recoverzygpl

def ens

e measur es t o

mini mize equ

(monitoring,

response, r ec(®wv@e)y),

4, 3 Operations
4. 4 Physical access r
measures in (3.hz. 51

est
ab

rictions ent er i

area

(peopl e

4.1

AssBanagemenMul amred aAsisleistsynelqtu i pfmBrotl /s

Il n theo®d fab area of a semiconductor d
equi val ent t o a <c¢l ean room environment,
equi pment/ tools (i.e., more than 2,000 wur

manufactur i
ot her

ng

equi pment .

products

whwi ¢ hastyemamscahdy

n order to achieve the j

factory, mai nt ain semi coaodiicdpnodmualiiotny,
informati on, and protect human Vi mastand
t horoughly search for and identify al/l as
among the | arge number of equipment/ tool s
can effectively be implemented by weighi:
i mportance baded odn dtabmagsec t hat it i s assun
asset, the factory must obtain i nformatio
threats, conduct an assessment, and determ
The interior of an equipment/tool asset i
mul tiple hardware devices and software <col
40,000 vulnerabilities of equipment/tool s
backdr op, speci fmeasuaoepl| wisl | be presented
of effective equipment/ tool asset managemi
into the following five categories.

61



4 . Examples of Specific Measures for Semiconductor Device Factories

( ) How to search for and identify all assets (equipment/tools) and rCIassifyingassetsbygivingweightsbased
A manage their configurations on their degree of importance, as
sset ]
automated, continuous, process-based
management How to determine the degree of importance of assets production results in a large number of
L (equipment/toals) L assets and complexity in configuration
( ) . . . (Conducting assessment based on an h
Methods for identifying the vulnerabilities of equipment/tools understanding of the vulnerability of a vast
number of assets.
Vulnerability Methods for collecting information on threats to These sections indicate methods for
assessment equipment/tools conducting assessments effectively and
deciding on the priority for addressing each
Vulnerability assessment of equipment/tools and methods for vulnerability, given the increasing number
determining response priority levels |_of vulnerabilities detected each year. )
Figu+fle &£ffective equipment/ tool asset management and
4.1.1 Determining the I dentification and Con
Assets (Edfwiopmgnt
I n semiconductor device factories, more t
andan extremely odr geequmn pméa@at Mbeoi sBg i n t
t housanndesl)u, dhiomgefdor t r aintsd mg rbh entgween pr oces ¢
coordinated and condarorly edutbyminmnywsitaeadtsurtioog
satisfy the performance function of each
comprised of a | arge number of har dwar e
equi pment includes OHTs, stockeirFsactFoQWPs,
Facing ConpddCeSnt sPL C, actuator s, and senso
components for coordinating with multiple
devices. Furthermore, confidenti al produc
information and recipes arpemesntto/rteodo lasn.d BEmnaann
of measures for searching for and identify

—+

o be managed and for managing their confi
As for the asset management carried out i
core equipment/ tools is | arge and the inte
compl ex, resulting i n iaxdatdec acmofnit@g@urnatdaom
production. i dfher mdftaic@mr i es mu st prescribe
management from the aspects of hardware d
confidenti al i nformati on, and security m
i mpl eenefnécti ve assfedsremamadgsgumeiast | mptoor t ant
defcaoaefiguration mandag@aemdndefatticec igehtes o pat at
vul nerability assessments.
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Several thousands of equipment/tools Equipment/tools consist of numerous
- exist in the fab area (clean room) hardware devices and software components

BEFIRYD (FHR. 155-398)
MC

EAP

Firevall IPS/IDS

hl ‘ -
Front-end PC <| Front-end P(j Controller PC
L LPr% (en 0s/0SS 05/05%
# | _—
== reupes [O—HT.T
2 e OS2 N I |[Foup
e S nterbay |OHT
> FOUP
. |Pm||mcHPm||mc|
) Robor Eranen] [socer] [ecy] | | (o
Robot | [Chamber| | Stocker| | Facility F
£} BRI AT AT ST (R | [(B@*-p-127=7 (a-Dm) ‘! ‘m [ SUE FOUB
[ FRAZA-H- (3R) . .

Fi gu2e 4L£onfigurations of Fab Area Assets

I n the fab area, al | equi pment/ tool ass
process must be searched for and identifi
obtain knowledge about and manage the conf
software componenitsf,ormani odent amd securi
information found in the identified equipr
management perspective.

Hardware devices equipped with any of tF

5

equi pment/ tools are subject to managemer
function; the console operating functior
functioonnf itdherftoiradlati on storage function;
measure function. The front PCs and cont
equi pment/ tools and the firewall connect
equi pment shall, in principle, be subjec
equidopwei t h t mectaboonwse fswwch as DCS and PLC
subject to management by taking into cor

by maintenance wor k.
The scope of software components subject
OS and-somemce software (OSS) of the targt

found inside the above equipment/tool s.
requirements f or ¢ ompmetneri oonpeedr a tni nSge Msl y skt
(i .e., RRDOADO®O and EHR@DOMD®B®), information

software package dependencies and soft we
by equi pment manufacturers are subject t

. Conf i diemftaoranhat icoonn fci odveerstdiueclt i on i nf or mat i
in equipment/ tool s. Circuit design infor
configurations, etc. are subject to mane
. Security measure information covers how
requirements are applied to the body of
E18706s baseline requirements, the requir
efficient vulnerability asseswctenass ar e
patch applicati-mal waomeai méassrreanti. e. , E
hardening measures), access control (i . €

63



4 . Examples of Specific Measures for Semiconductor Device Factories

Config.

management

targets

,---\

management), network management (i .e., r
communication control conditions), and s
| ogs, EDR,. and NDR)

JA—— \

Equipment/
tool F.W. F.W.

tool

Equipment/
tool

I_Front—end PCJ LFront—end PCJ I_Front—end PCJ I_Front—end PC J
Controller PC
0S/0SS 0S/0SS Legacy OS Legacy OS 0S/0SS
recipes recipes Process config.
1
[ | [ I I | i
| pc || pc || pc || pic | | pc || P || pc || pPc | :
1 1 1 1
| Robot ||Chamber| |Stocker|| Facilityl | Robot ||Chamber| | Stockerll Facilityl :
T T T T T e e e e e e e m e e e e e e e e 7
[Hardware device ]— Fab network connection
[ ] Junction
oware componen” Console operating function
[Conﬁdential information ] Storage medium connection
(securt nfo | unction
ecurity measure info Confidential info storage
function
Security measure function
FiguBe LonfiNamademimnget s FalAr ehe
Equi pment/ tools are used for an extended
than 2O0Dwreiamg .t hi s period, hardware device
may be modi fied due to functional i mprovert
measures for the equipment. Therefore, It

and update configuratnglny management accord
Al t hough the har dwar e devices and softw

equi pment/ tool configuration management

vul nerability perspective wi t h t he aim o
effectively, it is deséerabhkei ghrnat farctmoana
met hods (i .e., scope of providing SBOM inf
assessment s, and providing security pat c
equi pment/ tools written in the field suppc

idevice manufacturers and equi pment manuf a
Il n October 2024, the industry group, SEM

acquiring cybersecurity status report info
computer devices installed in equipment/t
net wor ks (i.e.., CEMlas EX®Xer eovceseirnf or mat
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i mpl ementation of a function to provide
expected to grow in the future.

For gui dance on how t o approach confi
equi pment/ tool s, -1rni€EfF @ar i ftioc aSeicotni ommf 4t he Sc
Applicationo of t he Ministry of Economy,
I ntroduction of Software Bill of Materials

4.1.2 Det er mit m@engr e émpoofr t a nAses ed fs
(EQui p mBorotl /s )

Natisamte APT attacks are al so iandawrtrriyng
and attackers always have a specific tar
cyberattacks. To prepare for cyberattacks,
clarify which assets should be protected

i mportance odof ienacdhdvaasnscee by ascertaining
business will suffer damage in the event a
assessment s, defense measures, vul nerabili
responses can be i mplement edmpeortaeceaei ags:.it
to an asset as the |l evel of priority the a
Each company shall decide how to deter min
factory assets in |ight of its business r
provide countermeasure examples on the cri
of i mportancd arMusds et sprtoteected from t he
occurring at semiconductor device factorie
degrees of i mportance.

Criteri a for determining t he degrees of

semiconductor device factories

The criteria for determining the degrees

ri sk areas shown below for a semiconduct c

production goal s, mai nt ain sceomi fciodnednutcit aolr

production i nformati on, and protect huma

Reference examples of the degrees of i mpor

are also indicated bel ow.

(1) Determining the degrees of i mportance f
goals and fulfilling supply responsibil
The production | ead time i n rsdmitdoreduwct
|l one. ( three tangdi Ximonths production ca
the induserefore, if a production stopp
drop below the safety inventory |l evel s,
their supply responsibilitieposbdbngemico
ri s i mpacti ng tlhne psaurptpilcyu | cahmmr oxtersisng t |
stage, where circuits are repeatedly fo
proclased manufacturing, incidents such
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4 . Examples of Specific Measures for Semiconductor Device Factories

performance degradation or equipment/to
processes can prevent factories from ac
producti olnhitsarngaeyt sl ead to significant bl

as failing to meeFturdehleirvreorrye ,d eoandclei nperso.d u
halted, substantial time and costs may
operati onspr oacneds salwafienr s may be di scar de
tot al | osses.

Il n cases where target assets are damage
i mportance barsbeed oonf tdhaey snwpr oducti on i s
relation to production goals, as well a
supply is disrupt ed ewiptohn sriebsipleictti etso s up
Determining the degrees of i mportance f
semi conductor quality

As for inspection equipment/tools used
semiconductor manufacturing process, fa
consideration rel i abinaintuyf a(cctouerreedc tt hyal p
(e.pauyt horized installation of hardware
manufacturing process) in addition to t
semi condiuncctlordsPbPngdube Liability Act (APL

It woul d be efifnecttihwe dtegrceet eorfmi mportan
asset based on the yield rate with rega
the presence or absence of market qual.
PL Act with regard to market quality im

that the asset is damaged.

Each country has its melhatgadadtiaryd mcsegihl
as the Product Liability Act (APL Act o)
(CRA). Therefore, factories must also t
faci mggdagpuonriti ve measures due to a vi ol
Determining the degrees of i mportance f
and the environment as well as complyin
As for equipment/tools used in the semi

-+

actories mustandomscacuetdkgfeegardi ng the
norgani c compounds and padieoactsksetsub
uman health and twhaet eernvpiorlonumhbeinotn caused

|l eaning wafers, and air pollution caus
ter plasmbaapt cadiseos icohre.ck t he direct in
ui pment/ tools on | aws and regulations

d the Industri &lctSafety and Heal th
woul d be effective to determine the

-~ T 9 T 99 ®0 Y O I

sset in light of the risk of sustainin
he i mpact on the | ocal community with
he i mpact on tyweanddHiesalrtilalAcStafaentd envi
| aws with regard to | aws and regul ati on
that the asset iIis damaged.

The Safety and Security Requirements Co
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Systems has been published by the | PA r.
(4 Determining the degrees of i mportance f

production information

Recipe information that afcfoencftisdepnrtaodadc 't

information that affects the competitio

configuration parcamdt egrasptditecdt iwen |i mfsor me

such as technical information of other
information, are stored in each equi pme
must take into consideration the I mpact
i ncurtbkd ewenfti dpamtdiuaclti on i nformati on me
any equipment/ tool i's |l eaked to a compe
It would be effective to determine the
asset based on the estimated | oss amoun
ofconf i demtdiuaclt i on i nformation that woul d
the asset is damaged.

5) Determining the degrees of i mportance I
i mpact of equipment/tool s
Since the equipment/tools are technical
nanotechnology, they are considered ass
unit. Therefore, factories must deter mi
simulating the destructpmenotf tbbéseuasts
for the exposure process whose technol o
mi ni aturized have asset values higher t

used forcesées) pro

As reference information for fleshing out
how to measure the I mportance of the resul
in Annex A.2.3.-317( oadbillegAi.&22448 onsequence
and Secti oinT de. 2Detgirteleedof | mportance of Asse

Ri sk Analysis Guide for Cont-2 ol Systems ar
This table categorizes the risk (severity

and damage occurs into three | evels. It s
i mportance of the asset based on these val
Furthermore, the details of management

cybersecurity attacks must be taken into c
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Tabl-2 HDegrees of importance of equipment/tool s
Ri sk Expected business dadmageeasdcompaaoaui 6y in the ev| Value as a s
Busi ness ¢ Semi conduct ol Safety of ind{ Compliandg I nformaFi nan
(avail ab (integrit) (HES) |l aws, reg |l eakag| i mpa
et c. (confi dd
Degre|{Produ| | mpa | mpact|] | mpact| Worrkel atEnvi r ¢ Leakagg Damadg
i mpor n on yi el dmar ket acci de nt al confideg to a
e stopp| suppl damag productequinp
i nformg nt/
Hi gh 1 day |7 day|l mpact ]Resul ts|Death SeriouStrict ov|Affects compe
mor e more [Yield g1gmarket incidgandestricladvantage
bel ow defects the rgdue to se|lLoss of 5% or
wi || be violation{revenue
subject gover nmen
the PL regul atio
i ndustry
Medi uyl houl2 day|l mpact |Results|fLeave offCompl gd@Oversight[Affects compe
mor e more [Yield g1gmarket absence |or an |serious v|liadvantage
50% to|ldefects|severe ili mpact/lof govern|Loss of 1% to
wi || no the | dgregul ati olrevenue
subject communindustry
by the
Low Less {Less | mpact (Wil |l no|lFirst ai[No No effect|Does affdtect cg@
1 houfl day|(Yield fgin mark|injury tlcompl gcomplianc|ladvantage
70% or (quality|lbe recor | aws and No i mpact on
mor e regul atio
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(Reference) Details of management resource damages caused by cybersecurity
Management Damage detail s
Peopl e Occurrence of a work-related accident (i.e., death or injury of an employee) due to a malfunctioning equipment/tool or facility

Component s Damage t o an egfaciity totel kods And dispdsal of silicon wafers, or deterioration of product quality (or yield),

safety, etc.
Money Loss of profit opportunities, or incurring damages or ex
Dat a Leakage of important iobof metrmduabks osent s nfougiadédon {(ef gr

new processes and technol ogi es

Reputation Lack of moral responsibility, breach of contract with business partners, undermining a relationship of trust, or a negative
impact on the brand image
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I n order to efficiently deter mnhnuenbteme deg
of assets subject to management in a semic
making individual decisions for each asset
into business units basB@P,omrowpi messsse trsi swk
same function within each business wunit a
determine the degree of i mportance of each
For equi pment/ tool assets Jampaheil gualbarar e
abundant would be efficient to divide them
by wafer size) by treating supply responsi |
each business unitdés equipment/tools that

process (eet.igan, oxadati ng, exposur e, and i
considered functional units) as an asset g
i mportance for each asset group.
Method for setting the degrees of How to set the degrees of importance
importance in a fab area of a semiconductor device factory
[ Set operational importance [ Post-process line (200 mm)
f Pre-process line (200 mm)

T Post-process line (300 mm)
[ Set importance of assets %M’mm)

Oxidation Coating Exposure || Inspection

Effective (prioritized) response based .and
Equipment| Y

. Equipment]||Equipment
on asset importance /tool 101 | /tool 103 Jf{Fquipment] | /tool 106 |RIgLI
- - ItOOI = - _

Risk assessment/response Equipment
/tool 102

Equipment
/tool 104

Equipment
[tool 107

measures for assets

Vulnerability (" Production line unit |
assessment/measures for assets ( Assetgroupunit |
Equipment/tool

Figu#de £ff iSeti ehaadgryeelmpoft ance

An exampl e for calculating the degrees ¢

assdatnstalled in the fab area of a semicor
bel ow.

Equi pment/ t ool assets in the fab area are
defimedbusiness units, and the assets of e
di vided intogrpoawpred sbyunfiliescttlegnees of i mpo
assets are calculated for each of the risk
the degrees of i mportance.

For asset groups grouped by production |
effective to determine their degrees of in
internal information that is currently bei

Business ®8aosticestst gpluanmifngr mati on

Semi conductor qualityacandvpstafeestsys afuail md
management information (process FMEA)
Compl i anlcewswiarmd regul ations: process qu
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i nf or matcioommn i a mndftoiranmhatniagre me nt
Conf i diemnfta rantaotnifoi nd: enrf toir amatniagre me n t
Financi al i mpact: fixed asset informatic

5

71



4 . Examples of Specific Measures for Semiconductor Device Factories

. Expected business damage and impact on business continuity in the event an asset receives a
Risk areas . Value as a system asset
cyberattack (operations, asset)
By operation: By asset group: Business continuity Semiconductorgquality Safezc?{\:i?igz strial Im;:er]rl‘(naag;c;on Financial
Productionline Process (availability) (integrity) (HES) Coutn;]p:lance (confidentiality) impact
with laws,
Process/ # O.f . Impact on Work- Environme | regulations, Leakage of Damageto an
Wafer g : equip Production Impacton Impacton t - .
: Line equipment - . market related ntal etc. production equipment/
size ment/ stoppage supplies yield . - / )
group tools quality accident damage information tool
 Oxidation | SRSl . Medium || Medium | .. Low ., ..]..... Low ... |...] High . |.... High . f.... High ... Medium ...
Pre- .Coating . CR . Medium | | Medium, .. Medium . ..| Low. ...|.. Medium | Medium | . Medium | ............ Medium .. .........
process | Exposure . High f. ... High | .. Medium f | Low .. [.. Medium |  Medium | Medium | ... High ... ...
300 mm Inspection 2 Medium Medium High Low Low Low Low High
Dicing_ ... S . Medium f | Low .. |.... tow _..]....! Low .. J]..... tow _.|....Low L. Low e Low e,
Process |.Bonding. ] Medium | ) low . |.... tow || ow | tow | tow | bow L Low ...
Inspection 4 Medium Low High High Low Low Low Medium
 Oxidation SESSCEEN . ... tow ... Low . f.... tow __|....] Low .. |...] High _].... High ). High ... Low ..l
Pre- Coating FU S tow 1. Low _..|.. Medium | .. .| Low ... Medium |  Medium | Medium | ... bow
process | Exposure SUEELL . tow . ]....] Low .. |... Medium _ f | Low .. [.. Medium__ | Medium _f Medium | ... Medium ...,
200 mm Inspection 3 Low Low High Low Low Low Low Medium
Dicing___ ... e tow _..1..... Low _..}].... tow _..]....! Low .. J]..... tow _..|....Low L. Low e Low e,
Post- Bonding 6 Low Low Low Low Low Low Low Low
process ||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||
Inspection 6 Low Low High High Low Low Low Low
Business continuit . . Confidential Fixed asset
. ¥ Process quality management info (process FMEA) . ]
plan (BCP) info management info info

Sources already prepared within a company that can be used to calculate the degrees of importance

Fi guthe £xamghlec tiloat Dengg etelsep of t a nEgal | pfimBroAI s et s
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On how to set degr eesSwhsecnpioont an.cle,, Sted pe

AOrgani ze internal and external requiremen
operations, protection targets, etc. o0 unde
pl anning and introduction of osfecBhiaodnomymea
Trade and I ndustryos The Cyber/ Physical !
Systems, among ot hers.

4.1.3 Met hod& efndn f yVunlgnetrhaeb i BEqiuti iperdontlf/s

As Dbasic information f or asesgeusispimegntt/he oV
factories must obtain vulnerability inform
the component targeted in the configurati o
Examples are shown below such as sources
adviome how to narrow down methods for i der
equi pment/ tool s from the i nformati on on
annually exceeds 40,000 cases.
Sources of wvulnerability information incl
, ldentification from vulnerability inforr
government agencies or public institutioc
l dentification from security vendor i nfoc
source information (e.g., OpenSSF)
l dentification from vulnerability inforr

manufacturers
.l dentification using aegvul 8ARbstamnyemns)e

I n identifying the wvulnerabilities of e q
identifying not only vulnerabohleaty alnd @r me
using the vulnerability information provid
ar e provi ded by taking i nto considerat.
equi pment/ tool s) or using a vulnerability
whi ch ar e coornes iedfefriecdi emt met hods.

Since there is a |l arge number of equi pm
i mpl ement effective measures t hahtoutraske i n:
The following considerations can be made t

Q) denti fying t hiehivguh Inye riambp darintda npts iaosrsiettisz e
them accordingly

(2) Narr owi ntghe otwamr get s for vulnerability 1i.d
security measure information obtained d
equi pment/ tool assets (e.g., microsegme
per mi baisem measur es)

B3 Obtaining vulnerability information by |
after having conducted a vulnerability

Based on vulnerability informatiaontprovid
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i's possinktllawdteo vul nerability management re .
and maintenance agreements with equipment
basic requirements for addressing vul ne
recommended i n SEMI E187 amiacB8EMInabl&s8. t°
efficient establ i shment of operations ar
vul ner albef eSdacttei.oonfVOil 2er abi l ity Mitigation:

and SectobnSEMRarmkd&&ecking for Vul ner abi |
Manuf agt EMQQiuiop) ment

| addi,tiigpenn t he | arge number of equi pment /"
effective method is to identify remaining
scanning tool (i .e.., SCAP scanner) in ordece
currently being wheehteed,adidnecli ochiahg def ense
being I mpRheméatkdctive method would be to
vul ner aberirentgi eshe recommendatiidorys sft@amn evrus
proviae&EMI E18NCEOGEBLDANKCECCcCcOrdance with
basic requiremed®t ¢éstad8 7 REWMOOAEY 87-RQO

00@®0O00fSEMI E187 COMRLDANEESEG&Cti on 9.4 tit
ANI ST Security Content Automat)on Protocol
Wh e n using a vulnerability scanning t oo
experience perforSnoppe nigsduese@iradati on) v
scanning system tool i's used, factories n
scanning tool, determine operational det ali

met hod to be used and coordinating the sca

e Device
Vulnerability info TR E e Use a vulnerability scanning tool to

from government Understand understand the OT zone’s current
. bli stanc G . -
agencies or public vulnerability info situation including additional defense
institutions T — measures
Prioritize understanding info
CVE on high-importance assets
NVD i Focus target based on A
security & additional
JUN \ defense measures )) y - .

ﬁ

Additional defense measures

Vulnerability info

Receive vulnerability info =
from vendors/open- through field support/
source resources maintenance agreements ma:':rfeme"t Lront eSSSPCJ IJOBté,?SdSPC IE"’SE‘/}'%%EPCJ
OHT
MSRC ] |
Equipment DCS oL nterbay |OHT |
OpenSsF manufacturer . L 1 - [FOU
Provide vulnerability info [ pc |[ pe |[ e || Pic | e
and so forth (Provide info on impact including | Robot | |Chamber1 |Stocker| | Facility| (:OU oU
equipment security measures)

Figu#e Met hdodddesntfidry Vunlgn etrhaeb i Bqiuti iperdomdlf/s

4.1.4 Met hod€olf loednfimrgmat iThorne aotns t o
Equi p mBrotl /s

The semiconduct orr iisnkd uisntdruys tirsy af rhang han e cc

74



4 . Examples of Specific Measures for Semiconductor Device Factories

perspective, which i-sthudeAPThattackat TWNhel

to collect information on attacks targetin
attack codes targeting critical vulnerabi |
infooma¢including detected attack informat
information to assess vulnerabilities and
The foll owi ng caorlel entettihnogd st hfroerat 1 nf or mat i c
Coll ecting information from government ¢
such as NI SC, JPCERTOHERI,, IEMA,SACI S2A1,d WCER
EU
Coll ecting information from ClISA'"s Knowr
(KEV) list and FIRST's Exploit Predictioc
well as |l everaging the combined use of
framewor k
Collecting informateonhfeam inflasmayi on
pl atf or ms,, -lliSNACI WSkim g onductor -ASndPustry S
Semi conductor I ndustry SIG
Coll ecting information obtained from the
on the company's attack/incident infor me
Furt herrmeograetde ngol | @ smtdiucsrt royf t hr,ehaet-1iTnf or m.

| SAC Semiconductier alcndwst nyn $he nUndiapeadn ,St a
the 1-806 FSemi conducthoaarelgrucdhugttrsy aSltGviti es
I n addition to traditiohat manteitdhhmdsswdh ca
information disclosed by government agenci

on confirmed exploited vulnerabilities, ar
own attack and incident data, Hteswrwegi ng t |
threat information sharing all ows compani e
codes (i .e., exploit codes) targeting vuln
within the OT zone and fab area. 't al so e
atdaka trends (i .e., monitoring results/ upda
t hen be utilized for vulnerability asses

preventive measur es.

As a reference for identifying vulnerabi
"Control System Vulnerability I nformation
Mont'kvery Mahldawing companies to monitor t
codes (i .e., exploit codes) are being used

With the cooperation of the Ministry of E¢
JCSIP (Initiative for Cyber Security Infor
® was established in 2011 to prevent t he

cyberattacks. 't primarily serves as an 1in

7 https://www.ipa.go.jp/security/controlsystem/icsadvisories.html
8 https://www.ipa.go.jp/security/j - csip/about.html
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platform for manufacturers of devices uUse:q

heavy industry products and heavy electric
Semi conductor I ndustry SI G wild.| begin oper
For i nformati on regarding KEL, EPSS, and

White Paper titled "NIST CSWP °kslrlviekse lays Ex
a useful reference.

4.1.5 Vul ner Ab s &8 8§ mebgtu i pfmBrotl /s Mendods f or
Det er miRespg mPseoiLe el s

When vulnerabilegyi pmeot mabpbetf esoheteaens
[

t o denvulfryertehbei | i t i es acsfseasguithmamt /steovoelrsi,!
cont ext of potenti al threats from attacke
response strategy (e.g., mitigate, avoi d,

the timing ofnmsddchtaatsi areggui red to dynami
assessment of existing assets and vulner al
and environmental changes (e.geguilpeeinntro
and tools), and to always make declimmions b
terms of the wvulnerability asgsebkseeabi piety
assessments are typically conducted wusing
t he CVSS base score for di scovered vul ne
adjust ment of patch application timing ai

mi ti gati on fnoeraes up a&tsc hbees are applizede Howe\
applying patches to equipment/tools often
i mpacts on performance and operational [
necessary to consider alaeondanve measmut €s
strategies, instead of relying solely on p
Particul ardognoef n selme cOmMductor device facto
number of equipment/tool assets are preser
and effective evaluation met hnoadksi ntgo deunraibn ge
vul nerabilitlty assessments

Examples of measures for performing effec
assessments:

To identi fy vul nerabopetrt gatiitohn f cerqraa tpimaem,t
manufacturers to pinpoint vulnerabilities
narrowing down the priorities for addressi
scanner to identify residual wvulnersabiliti
(including simul ations), it becomes poOsSSi
i ncorporating environmenkuwrlt haesrsneosrseme nftorc r
i nformation cotpectfbopo, thndastiwntelligence
CSI'P Semiconductor I-h8A€t®segmStGndodtohel hd
can be wutilized. By integrating threat as

9 https://csrc.nist.gov/pubs/cswp/41/likely -exploited  -vulnerabilities -a-proposed -metric/final
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process, the selection of vulnerabilities
refined based on their impact
Equipment/tool asset configuration CVSS(Common Vulnerability Scoring System)

0S/0SS of equipment/
tool’s computer device

Environmental

Base metrics € .
metrics

x Threat metrics == Severity score

Number of equipment/tool
x device x software

Narrow down targets based on
vulnerability information provided by
equipment/tool manufacturers
(Conduct through field support
agreement)

Understand situation Decide priority based
including additional on vulnerability
defense measures information shared by

(vulnerability scanner) the industry (J-CSIP)

Severity/Score

None Low Medium High Critical
0 0.1~3.9 4.0~6.9 7.0~8.9 9.0~10.0

Figui/e Aulnerability assessment using CVSS

(Ref erence) There are 18,000 components
assets that must be managed
(2,000 equipment/tools x 3 computer devi c

18, 000)

Il n 2024, there were over -0y ear0) ,CVoEf dvahtiac h
were rated 10.0 (severity: critical)

SSVC makes it possible to make response d
characteristics into account . Based on a
(AExploitationodo), defense status (AExposu
busi ness i mpacton(eilompadtedo foll owing respons
environment al characteristics i nto accoul
(Al mmedi at eo) , unsch@©#wlcddk 0) e s parhseed u( @ Qu tr
(ASchedul edd) or no response (fADefero).

As a result, factoriiensdicandena@awnoiobm¢ e evthiayt
responses to take toward highly severe vul

whose attack code has already been createc
would be significant) and perform assessme

occuversal times aoypeeaand ni tt hies Qifsual |y di ff
wh at responses to take toward them. Wh e n
responses, unschedul ed respensevul mer asbcihle
avoidance (i .e., applying a patch or deact
(i .e., adding detection I t ems or enhanc

i mpl ement ed
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Equipment/tool asset configuration ssvC (Stakeholder-Specific Vulnerability Categorization)
05/05S of equme.nt/tool s Exploitation le Exposure x Utility WXI Impact — Priority
computer device N hl\ N

Number of equipment/tool x
device x software

Decide priority Understand Decide priority
Narrow down targets based on vulnerability based on situation including based on
information provided by equipment/tool vulnerability additional defense vulnerability Asset importance
manufacturers information measures Information level
(Conduct through field support agreement) shared by the (vulnerability shared by the
industry (J-CSIP) scanner) industry (J-CSIP)

Response urgency criteria

Defer =P  Scheduled === Out-Of-Cycle ===» (Immediate .
Decision made through a

decision tree
(no numerical calculation)

Figu#8e Adulnerability assessment wusing SSVC

4.2 Addi tional Defense Measures to Minimize EGQg@

to PrepBarel y oRecovery

The OT zone contains a | arge number of as
is difficult to address vulnerabilities al
being unable to apply patches as a resul't
extended pewnirod oof pteirm®r mance assurance r

patch application ti mings ar e i mited C
Communi cations bet ween equi pment/ tool s a
communi cations bet ween equi pment/ tool s

unencryptbdhtunaated industry standard prot
industry standards. Therefore, additional

safely operate equipment/tools and fab ne
continuous producti on.

The examples of measures below describe a
producing devices s afredpyt h,s umihc raocss edgenfeennt saet
net woaed security monitoring.

Defense in depth i s nntortusliiomi tneeda stuor ecso u nt
i mpl emented at entry points of cyberatte
forensic scope that needs to be covered

5

by protecting the interhéakerarzveaebyodi vic
conduits depending on its wuse, function,
being I mplemented after taking into accc
movements the attacker is expected to me
it enabl es earntyairneicnogv etrhye biympcaoct ed ar ea
i nternal area into multiple zones. Four
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measures are shownobmebhodw aseag dHdbaetined i
reference architecture for semiconductor
described in Chapter 2.

Mi crosegmentation protects and enabl es t
to which pabehpeps iceadnrboyt di vi ding the int
mul tiple zones or changing conduit settd:i

., By conducting security monitebraisnegd of t he

security monitori ng ceynbaebrl aetst a chkes daett etchte c

stage and prevents the occurrence of dar

Tab4-&Overview of Network Security Measures

Net wibralsed defense in depth, microsegmentatic

1 | Separation and Defense in depth: Separates the entrance of the OT zone
communication Reduces the ease (i.e., separates it from the IT zone and
restrictions by zone of cyberattack internet zone by establishing a DMZ)

- intrusions and the )

2 Separatlona_n d _ spread of damage Func tions o f fab sy
communi cati o (equi pment/tool s),
restribyat eans

3 | Separationa n d For each production
communi cati o proceeacthobuil di ng/
restrictions area

4 | Separationa n d Wi thin an equi pment
communi cati o system (e.g., for p
restrictions purposes, for quali.@
use mai ntenance purpose

5 | Microsegmentation Microsegmentation | Additional security measures
protecting implemented by the equipment/tool itself

equipment/tools

6 | Net wbaked s e| Securitymonitoring [ Det ect s cyberattack
monitoring and prdaenagse caused
incidents

Tabd-4Detail ed Network Security Measures

Net wibhralsed defense in depth, microcs

monitoring

1 Separation and communication restrictions by zone
The OT zone network is separated from the IT zone network by
establishing a DMZ using a firewall or the like, and communications
between the two networks are restricted. (The OT zone is separated
from the IT zone network and the internet.)

Orange frameworks in Figure 4-9

2 Separation and communication re
I n thzeon@dt wor k, the fab system
facility area are divided and c
restricted.

B | drameworks in Figure 4-9
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4 . Examples of Specific Measures for Semiconductor Device Factories

3 Separation and communication re
Communi cations are restricted a
in the fab system area nd by f

Gr e &ameworksi Rigure 4-9

For the fab area, communication
network by process for which a
executed.

Gr e &ameworksi Ffigure 4-1 0

4 Separation and communication re
Even after dividing the fab are
communications within the netwo
by system use, such as those us
bet ween equi pment systems, send
the quality of products, and co

sensor s.
Pur frameworksi Rigure 4-1 1

5 Microsegmentation protecting equipment/tools
Zone division via microsegmentation is conducted for devices for
which security measures cannot be implemented due to the use of a
legacy OS or since patches cannot be applied in the
equipment/tools, among other reasons.

Red frameworks in Figure 4-12
Consider applying virtual patches to equipment/tools that are more
important.

6 Network-based security monitoring
An anomaly detection tool (i.e., NDR) is installed in the divided
network to log anomaly alerts and to monitor and detect anomalies.

| d Purdue Model §
Od Communication network (dedicated connection / internet) . .
Zone Area : : i 2 > : . :
5 - IT  services Al analvsis ser - - o £ i el P Tty STl monitoring service
12 Firewall IPS/IDS Il
T gateway FEEES . . . - . - . i ; S
= L= s i —: st N x : 2 =1 9 Remote | Remote
(= - X A el 3-1”*\:
Enterp : Gt . dem
L4 = .
A nselw . | e
- =
=
L35 {IMOT |CE
@ : 2
L3
L
b (i
>
L]
° 3
v " : : I—contro"er } i &
o | Fab Em 4
: (wc P |
....... ' pc4m1nterbay lnterbam. :
ot =] ==
E Stationed/visi isiting fi “,‘ = 1 1 _ Stationed/visiting b = ==
I ) from equlpment manufacturers . ] facility manufacturer engineers : | EqU'P‘- | Faclllt'y |
i [ - Device manufacturer (employees) o || [cturers [ {cturers

Fi guOeOverview of NetworZzkon®aedméAneatlLewmel ()
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4 . Examples of Specific Measures for Semiconductor Device Factories

Fab area ~
~
Wafer manufacturing (" front-end process h Back-end process
process
Maintaining
quality
Ingots (material) Ingot cutting Oxidation Electrode Wafer R -
v i formation inspection " : E
Wafer polishing Mounting .
| | Layering
nvento :
Inventory Inventory Planarization ry Wire bonding techniques
1
~\ / \ Molding
Photomask Coating Miniaturization I
manufacturing process technology Oxidization, Trimming & forming
* T diffusion, CVD, I
recipe/process | ion implantation Burn-in
by Exposure 1 Maintaining
Design Photomask // Inspection/testing quality
circuits/patterns manufacturing \ Process A A
Inventory ) . Marking Com[:)let.lon
DS Edging manufacturing & Shipping
information
) \_ -/ Inventory
— /

Figuil®Detail ed

FigufldDet ail ed

Figurl@Examploenf i gur at i emg mefntMitd rom

EAP

Equisment/
ool

Net wor k

Equipment/

Segmentation i

J

PLC

Robot

Front-end PC

Front-end PC

0S/0sS 0S/0SS
DCs
I T T 1
PLC PLC PLC PLC
1 I 1 I
Robot = Chamber Stocker @ Facility

Equip nent/
tool

Net wor k

Segmentation f

n

or

Front-end PC

Front-end PC

1 1
Legacy OS T Legacy OS
DCS
1
[ T T 1
PLC PLC PLC PLC

1 1 1 1

Robot Chamber Stocker  Facility
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Communication

Control

Communication

4 . Examples of Specific Measures for Semiconductor Device Factories

For equi pment/ tool s i n whi ch a | egacy

equi pment/tools to which security patches
effective to conduct microsegmentation in

apr-gr ockG@sand controller PC found inside th
as one zonhe.

Due to the cybersecurity enhancement of e
E187 and 188, whi ch are standawudsertolry wl
i mpl ementing compliance measures, there ar
efforts wi || be mad e t o ma k e equi pment
mi crosegmentation to be i mplemented in th
wi || be expect eldementi nmeaaosdwrceed itmp respond
(including the installation of devices out
currently runni ng) by confirming security
recommended configurations, seetthtoidnsg) dweittahi
equi pment manufacturers and including th

specifications and field support/ maintenan

Network] Y ry

A T T Networkd i
A Equipment
] [
Network [EREi FW. FW.
B /tool Network
A 4 h 4 B
IEront—end P(IZJ \_F;ont—end Pl(j Lront end PC Lront end PC
|Legacy OS Legacy OS 0S/0ss 0S/0SS
=] o5 J
[ 1
| PIiC || PEC || PEC || PEC | | pc || pc || pc || pLC |
| Robot | |Chamber1 |St0cker| | Facility| | Robot | |Chamber1 |St0cker| | Facility|

Referred to Section 3.2 titl edMainTwfod c tCwrnifn g uR eaft d roenrs
(Cybersecurity Reference Architecture for Semicol
FiguildComponents and Selectiogm&Ent aterom €Comf iMger ati on

When seltéaetilmgati on of the firewallasa (F.'

firewal I, router ACL, I PS, I DS, UT M, et c.
the viewpoint of protecting the equi pment
degree of .i mpuwmdstaircahrega & No,ac ket control, st
payl oad, anomal vy, signaturehdeltdcbeomarefrt

evaluated to determine the required exten
These demussthensbe irrefprecdwerde me nst asnpde cfiifeil cda
support/ maintenance agreements.
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4 . Examples of Specific Measures for Semiconductor Device Factories

4.3

Oper at Momist d Ra snpgo nReec,ov er yymp ramwle ment ) :
FSI per ati ons

I n order to safely operate a manufacturi n
supply of semiconductors, a company must c
measures in a planned manner, and it must
framework necesgargcfdenmakesponses shoul d
This section presents an example of a sem
Security I ncident Response Team (FSI RT), W
cyberattacks occurring infotrheaefspotndrn nw@s tO
recovering from such cyberattacks. (Thi s c
functions of the NIST CSF 2.0: fidetect, o 0

FSI RT, whi ch i s responsi ble for t he fac
appropriately to cyberattacks should they
during ordinary ti mes by cl osely coordin
Computer Security Imc(d®hRT)Reswhinsle iTeares
the |1 T zoneds security, and the Product
(PSIRT), which is responsible for product

Semi conductor device factories handl e al

equi pment/ tool s and facilities and ar e 0
mai nt enance personnel. Once an incident 0
suffer damage, but i thewi compasypbgreaspeognsa
supply semi conductors t o industries t hat

FSI RTéds operations, which include the foll
measures by detecting signs of annadnack;

attack has been detected, which include pr.
and making an early recovery; and preparin
As i n t he case of measur es i mpl emented
companies must, in advance, prepare a fr:
should an incident occur and must al so e

education and trainingomerscarrying out th
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4 . Examples of Specific Measures for Semiconductor Device Factories

OT zone (factories) Products (semiconductors)

Production/supply stoppage,
Major risks Impairment of info’s CIA impairment of safety/product quality, Impairment of product quality/safety
leakage of sensitive production info
Key points Reliability of data business & QT system security & Product security of semiconductors
stable system operation factory safety themselves
NIST area Framework for developing strategy, administering governance, and promoting measures
(e.g., designing organizational structures & creating rules)
IT security measures OT security measures Product security measures
(e.g., technical, physical, process-based) (e.g, technical, physical, process-based) (e.g., security by design)
| Detect |
CSIRT FSIRT PSIRT
Information security departments Production departments Quality assurance departments

FSIRT mainly handles

/ OT zone incidents \

CSIRT mainly handles P Collaborate - PSIRT mainly handles
IT zone incidents -~ - Product incidents

Figu+#le.4 Roles of CSIRT, PSIRT, and FSIRT

FSI'RT must establish a framework and pr e
incident responses when a cyberattack has
for attacks during ordinary times. At an
measures to prevermtr e;andiinmgc iwhemt ofnreomcssur s
| f daimasgefir med, it must escalate the matt
early recovery so that normal production c:
process to be taken in the eaveirFti dgaBfream® i n
FSI RNés dRerstp o PrsecessO) .

During ordinary ti mes, FSIRT is responsi
prevent production stoppages, i nformati on
safety measures are implemented for assets
OTzonaend that operational rules for ensuri.l
are being followed correctly. During ordi
factoryodés current |l evel of security and an
an i mprovement pl an.

84



4 . Examples of Specific Measures for Semiconductor Device Factories

Incident response Ordinary procedures
Quickly detect incidents that occur at the factory Ensure safety of the factory’s important assets and
and work to prevent spread / achieve early recovery observance of security rules to prevent production
to regular production if damage is suffered stoppage and information leaks

Prevent spread of damage by detecting attacks at the ~ Ensure that security measures are not being

D €1 initial stages. Work to contain damages and achieve compromised and ensure safety. Confirm security
of early recovery if damages are suffered operations concerning human/physical security and make
actions . !nvest_igate cause/damage details (e.g., conduct any necessary corrections
interviews & check logs) « Policies & operational rules
+ Contain damages (e.g., enable network restrictions + Analyze & assess risks
& enhance authentication levels) « Manage assets & monitor security (e.g., vulnerability

* Eradicate the root of cause (apply patches)
* Restore equipment/tools, systems, etc. (from backup
data)

management)
* Improve awareness (e.g., education & training)

Fi gurl5.4 Detail sAcof ®BSI @&fdisnTa me s Vdhnedn lmrai d@ccur s

W FSIRT

Detect Acknowledge/report Triage (investigate & analyze) Full-scale response Report
;::: Detect =3 —
g g 2 gz | ®
e o r 0 I} o o “
= g2 o o] s Report _ 0ol g
e a 5 @ = < o, nY = Analyze =~ Za
= | o = %] —h Q =, ( 2 o 3o
5 nspect 53| |8 S22 /2||8 Ll eel BS
s i I N & 3B |3 3|3 9 © 53 2
o internally ® o = -+ < ) 5 3 5 0 Eg
o] 5& ® a & o o - Respond Decid 32 @5
s c o .y v, o ecide ERC A 5
g . & |2 23l 'S
5 Inquire 3
9 J ) )
o
=
g Report Manage incident
= P

Report situation | I Prevent recurrence | I Preserve evidence
J

Analyze risks

Handle vulnerability information ‘ ( CEe e BRI F S Ens ‘

vulnerabilities & access privileges)

Collect threat information

Increase awareness Issue alerts &
(education & training) promote preventative measures

Figu+#lé.4 Details of FSIRTO6s Operations During Ordinary Ti

Starting fromoiints, iaatcybeoattack is carr
stages until its objective is achieved, fo
example below shows the flow of an attack
from network intrusionectipbysacbakvements.i
cyber kil chain model

An attacker i mproves the =effectiveness ¢
objective. I n the <case of-stateatARTKkKk gmaup
confidenti al production information i s exp
nati onbés compettihhd veassda refngdarm. attithnack made
syndicate for financial purposes, product:i
temporary plunge in stock prices for the p
this manner, preliminaryd iinveetdgatito@nscaa
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4 . Examples of Specific Measures for Semiconductor Device Factories

effective attacks that are i-phasee aithckd

are carried out targeting important assets
I n semiconductor device factories, since
of damage is significant, defensive measur

an early stage and to prevent such attack
intrusions tvhar eeitsvoaks&jgh risk that an at
zomend then moveonefTberkéo®OE, it is-effecti
domain monitoring and anralsgsainsd itno broetshp oln™
cyberattacks at their early stages.

At semiconductor device factories, due to
would suffer i f a cyberattack were to occu
to prevent attacks by detecting signs of
Furthermore, mesnsye tismproealtaatned t o confident.ii
production stoppages are stored in the equ
(i .e., the clean room), and in addition to
the equipment/tool s, ma nryo nmauv anrt iemws c e g piepr
manufacturers and facility manufacturers
mai ntenance work for those equipment/tool s
conducted for the equipment/tools installe
expiltedphysamaty point for cyberattacks.

For this reason, rules for dsmnfctdir @asngl pby s
restrictions on individuals entering the
establishing d@aneeesiabbki sloedtand i mpl emen
time, deteonttonl astaphpe i s enhanced througt
i mpl ementing microsegmentation or defense
and | ater al movements via the network. FS

response to take when edtibemomes aware of
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4 . Examples of Specific Measures for Semiconductor Device Factories

Cyber kill chain

Exploitation

Reconnaissance Weaponization Delivery

Installation Sz

control

Actions on
objectives

Network intrusion attacks Execution attacks
Av:
Stealing of Unauthorized Unauthorized Unauthorized Data destruction
authentication (» intrusion into | accessing of > process (encryption) —
token device OT network system execution
Confi
Y —» Data falsification —
Physical intrusion attacks Unauthorized | Malware
»{ operation of — infection In
equipment/tools .
—» Data exploitation
Connecting of ] Envi
| unauthorized devic s
to equipment/tools .
Unauthorized o N Un?;t:son:g;i |r:|1ata | sa
Stealing of key | intrusion into connecting of a
OT zone P brought-in device |
!he network & N Stoppage of res
Jamming | . . > function
- . | High-intensity -
Unauthorized L Fil
- - attack
[ recording with a i
brought-in device N Uncontrollable'/
abnormal behavior
Destruction/stealin
> of equipment/tools® Rey

*E.g., exchanging/stealing storage components that contain confidential information while servicing
Measures against damages brought
about by cyberattacks
(containment & early recovery)

Measures to counter
the initial stages of cyberattacks

(prevention of occurrence)

O

Severity of damage

Figu+leg .4 CKlibichrai nFaich or i es

Examples of FSIRTO6s incident response pra
bel ow (sed48Fiagdr &i9ure 4

I n semiconductor device factories, detect
first streepsspointrset peg ocess, occur extremely |
detecti on. This is because the number of
proportion to the number of devices that de
as a part of the nevevotrikngnetalser escudimomre maee
cyberattacks by detecting their signs at a
number of personnel who are monitored and
areas, bringing objects into, amdicensneaaote
i ssued for violations of these restrictioc
frequency of detections.

I n order to efficiently register this | ar
emergency measures promptly, FSI RT shall p
a playbook) in advance, conduct training
appropriately, riemgpl emermptremensuthe occurr e
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4 . Examples of Specific Measures for Semiconductor Device Factories

incidents, i nvestigate and analyze the det
decide on a response policy according to t
| f the damage inflicted on the business
decide to suspend production after consul
manager and shall request the establishmen
part of Crisis mmacnNagemedt arespomnsnui ng bt
i ncident | arge enough to suspend productii c
the cause of the incident, contain it, era
cooperation with each r el ewamntduicrtti eornn acla nd e
resumed, while regularly reporting to mar
situati on. St mar | F&h ®IJI & gbunetix t tea n a | stakehol
including customers and business partners
't i s ntewrecswiadeg t he tabletop exercises anc
assuming t hadalae Icyrbeea damage accompanyir
stoppage may be inflicted, j ust as evac.l
periodically conducted/ pr oavli ddei ds absyt ea s sswnei hn
| arsgceal e earthquake may occur
This series of i ncident response process
recognized that a "cyberattack" has occurr
al so conceivable that when some equi pment
cause needsaltyg HdHesdawhmetuhesrheidt 1 s merely a
or the result of a cyberattack. Therefore
training specifically targeting cyberatta
scenarios into general BCP training.
 c—
Detect/ Conduct Investigate & research (intrusion route, attack method, damage Follow-up
acknowledge emergency scope, information leakage) actions
response Determine the scope of damage and decide on a response after analyzing factors such as the
attack method and route. Obtain the necessary information for maintaining accountability
through detailed analysis.
Report any Conduct the Contain Eradicate Recover e e
detected pre-designated Conduct containment Correct direct root of cause Restore the system toits ;?;:;ﬁ%i.e
events that temporary measures according to the of the incident (e.g. state before the incident measures from the
could lead to a emergency attack method/route vulnerability) occurred perspectives of
Incident security response for organization,
response incident damage g‘::rssgg:b e
process containment & | | Crisis Management (Business Continuity Activities and Study the response
evidence Stakeholder Engagement) taken and make any)
preservation * Determine the necessity of establishing and operating an Emergency Response Headquarters improvements.
= Manage and oversee business continuity activities based on the BCP
* Develop an internal communication plan, including communication to employees
» Consider and prepare policies for explanations to customers and business partners, media
responses, and publicannouncements

Severity of
damage
Frequence of
occurrence

*—— designated

Quickly act based on pre-

procedures ——*

Decide and carry out actions depending on the situation
under the lead of FSIRT

A

-

Low—>»

<«— High —»

(Including false alarms)

—— High —»

— Low —»

Extremely significant

F 3

Extremely low

v

Fi guilé&8 .4 FSIhRTdRenstporPsecess
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4 . Examples of Specific Measures for Semiconductor Device Factories

Inside the company Outside the company

Management Emergency task force External entities requiring
Escalate to top management / relevant directors Report to top management reports
and relevant directors upon Audit authorities, the police,
an incident, make decisions, clients, mass media, stock
Factory head collaborate with relevant markets, SEC
Make decision on factory operation (stop/resume production) departments for business
recovery
CSIRT FSIRT External relations / PR/ Bu5|ness partners
Collaborate with IT | |Share progress, organize to-dos, discuss collaboration| | marketing / procurement Equipment manufacturers,
d ofabo terpri progress, org ’ dept parts manufacturers, facility
omain s enterprise ) Ep1s. ) manufacturers, etc.
security staff, . Decide policy on releasing
conduct technical - info externally & operate
investigation, etc. i i
g Manager inquiry desks
PSIRT Corporate departments Information sharing
. () o o Conduct confirmations and organizations
Collaborate with
duct . - - - responses from legal, general J-CISP, JPCERT/CC (CISTA),
praduc Secu”ty affairs, finance/accounting IPA, JC3
staff if impact will Contact Record tak External perspectives
ecord taker
result desk staff collaborator -
O Manufacturing
[ ] dh _departm_ents External expert
SOC Technical Give instructions on o
Lo Internal - - organizations
Conduct monitoring staff collaborator manufacturing, quality | tiqati d advi
assurance, production systems, nves |gah|o_ns|an advice on
facilities, etc. Share situation technical matters
and decide on recurrence
prevention measures

Fi gurl9 .4 FSOrRyTadnsi z aSt ir ooc & lu Inet ek le/rRed lat i oD @algir@m m

| PA6s fACore Human Resources Development P

personnel responsi ble for i mpl ementing se
operati onsoinre stuhceh GTs FSI RT | eader s and t ec
This program enables trainees to | earn i
deepen their knowledge about security and
of organi zations, supply chains, and I N

perspectives spanningtofrome t manafgieenhednt s il
Si mul t aneowsnl yex ehracnidsses wusing simulation s
for trainees to gain a deeper wunderstandi

manufacturing sites, and training i n col
or gaatii ons is provided -soevelhanet werwykainn f ba
overseas, and across industries.

As indicated i n t he reference architec

semi conductor device factories produce sen
aut oemdmatnd continuousl y tdpaer atsdacigp ngbxi niee sl y
|l arge number of equipment/tool s. Daily ©pro
empl oyees of the device factory and si mul
providemi bpel d support engineers sent by

equi pment, which form the maitrhicompanrsdnttut
the first | ayer of the reference architect
Il n order to protect semiconductor device
are increasing in number and maliciousnes s
must steadily be i mplemented on a daily be
i mportant asstetssemihcadn dwaotporr producti on.

For the I arge number of equipment/tools w
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4 . Examples of Specific Measures for Semiconductor Device Factories

compani es such as device manufacturers (

manufacturers (i.e., PSI RT) mu st coll abor
security measures, such as by rapidly asse
vul nerability i nf orsmabfon,ybmantgaolgs sbygn
equi pment , activities, etc., and addressin

cyber damage.

Device

manufacturer .
Equipment

manufacturer

Equipment/tool

* Confirm impact of
threats/vulnerabilities

* Manage signs of cyberattacks

* Administer security to protect

factories
FSIRT ~ 4mmmm)  PSIRT Dj

Share information

Figu® .4 butsé m@mdd aboBattwedernw i Meenuf acturEqus paepdt
Manufacturers

Wi tregard to the details of the security
device manufacturers and equi pment manuf a

security requirements (e.g., the Capabilid
188) to procuremenaresgpedurfimc@ati basppoepss
equi pment/ tool s and t o field support su
concluded while running the equipment/ too
companies can only be conducted after the
Buil ding a coll aboration framewor k i s

equi pment/ tool/ processf mamagementcet mahni ai
and field supfproottneemrgiun@enent semanafhast ur er

primary points of coll aboHoawe wehr ,pbst desnr b
for the secufr thyo tghadteesgyemrls t oget heri nand en
regular communi c&fciuomn ttyo r,tigemanreatieinda nsa l me t
and incident response measur es.
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4 . Examples of Specific Measures for Semiconductor Device Factories

Device manufacturer

Information security ( Production department ) Quality assurance
department head head department head
CSIRT (SOC) «H FSIRT (FSOC) —1— PSIRT
Equipment/tool/process
management technicians
\_ & procurement ))

requirements

specifications

Equipment/tool/product security
* Procurement process: procurement

* Field support maintenance agreement

Make additions to the
security requirements in
the existing agreement
framework to enable
collaboration between
companies

Equipment manufacturer é Market}g & field A
support SE
Information security Production department Quality assurance
department head head department head
CSIRT FSIRT k[ PSIRT ] )

Figud .4 Delt Aiulseéd at iSoau rddbtly he o CandwnBeetdwelenv i c e
ManufacturEqus padadntuf act ur er s

To enhance the security measgoésabbraguop
points bet ween devi ceqguriammdmtct maau$ actnudr e
classified i nto t wo categori es: during

specifications t o del i very) and during o]
responses under mai ntenance contracts).

coll abor at iadn eeavwcehntcol | aborati o#dh.point are
For each coll aboration event , both t he
equi pment manufacturer shall make operatic
security requirements and the details of w
Si ncec drhfei dpernotdivaclt i on i nfor mation of t he
including its additional secucohnfi dneratsiua le
information of the equipment manufacturer,
information of 1its pdiodalcdsurnes @groee derdt, (@l
be concluded in advanceebwptddvpergsommeels ec
compani es matrthiecipp atcee sis .

Reference information emnl ow entfooirbrbantdloen rie
included in Section 9.3.3 titled nConfide
Design I nformationo and Section 9.3.4 tidt
Availabilityo of SEMI E169.
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4 . Examples of Specific Measures for Semiconductor Device Factories

Tabl-®2 4SecQoroipteyr aBEvieohnh s O¢c Bkt welerv i Meenuf act urEqu s padadnuf act ur er s

Security cooperation events

Procurement
(procurement specifications)

Quoting/ordering

(onfim spec)

Decision/purchasing

Device manufacturers

Describe security requirements in the procurement specifications

of the equipment/tool and request a quote
(E.g., SEMI E187/188 Capability Requirements)

Equipment manufacturers

Prepare/submit quotation specifications that include the

designated security requirements
(SEMI E187/188 Capability Requirements: - Response: C — complies; NC — does not
comply; WC: will comply; NA - not applicable)

Before delivery

Confirm the security requirements of the purchased
equipment/tool and design additional defense measures based on

the installation environment efensein depth/microsegmentation, settings for
security monitoring, inquiry from the device manufacturer to the equipment
manufacturer)

Confirm the additional defense measures needed for the
installation environment make a response

Delivery

3. Delivery

Installation

4. Connection

Confirm evidence of compliance with the equipment/tool’s
security requirements

Confirm the results of the security settings of the equipment/tool,
carry out additional measures for the network, register the
equipment/tool on the asset management ledger, and start
operation

Submit evidence of compliance with the equipment/tool’s security

requirementsasset configuration info, malware/vulnerability inspection, whether
hardening was done, etc.)

Perform security settings that are required before connecting to
the Fab network

(Introduce security tools designated by the device manufacturer, perform necessary
settings concerning networks/logs)

................................................................................ PR
Start testing for the implementation of the equipment/tool (conventional)

Operation (field support)

Ordinary procedures

Vulnerability assessment

5. Evaluation

Vulnerability
response

6. Modification

Collect vulnerability/threat information for the equipment/tool
Confirm the impact of the vulnerabilities

Conduct and share the vulnerability assessment

(Decide how to respond: respond immediately; respond at the
timing of performing routine operations; tolerate vulnerability and
maintain current measures)

Decide how to respond to the equipment/tool’s vulnerabilities
Confirm the plan for responding to the vulnerabilities
Announce information on the response plan (including
suspension/adjustments)

Confirm the results after the response is complete

Conduct change management

Collect vulnerability/threat information for the equipment/tool
Provide information on the impact of the vulnerabilities
Share the results of the vulnerability assessment

Prepare a plan for responding to the vulnerabilities (including
measures to decrease/mitigate risks)
Conduct security measures for the equipment/tool

Incident response

7. Abnormality

Conduct incident response (investigation & analysis) and
share/report the situation

Conduct measures to minimize (contain) the impact on the
equipment/tool
Work to achieve early recovery
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4.4 PhysiAcak®sstri cReioprEset ¢ rBrn gi/g@bnjgect s
inMaki @gnnect iPopsi)Meaalsur es FabAr & & e

The fab area, which is the manufacturing
factory, i's I solated adgaagelteadnbyoamt abbkte
physical entry point. The characteristics
again and organi zed, and simultaneousl!| vy,
measures are shown bel ow.

The fab area of a semiconduct orsecaviideg f a
area which manages many i mportant assets t
It i s difficult to identify individuals 1in
factory semprndymaei nt enance personnel, enter
individuals wear clean suits inside the cl
di fficult, It i's necessary to manage acce
systems, such as |d auwtrhdesn taincdaA bi doonn esbynsit | el nys,
physical intrusion points must be i dentifi
measures must bwei tbmptlienmueonut se ds enctounriittoyr ipnogs t u
Examples of physical security measures ha
t o | EC62443 and t he Mi nistry of Economy,
Cyber/ Physical Security Guidelines for F e

Section 3.2, Step CQasPiasn{bdy Begysrcaly Mea
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Tabl-@. 4Physi cal Measures i

n t

he

Fab

Ar ea

Poi nPhiysfnd alus
att gpoknt s

Characteristics of the fab area

Exampl e

of measur es

AUnaut horized|AMany personnel who are unfamiliar wWAManagemengeopfe ent g
into zleeOT room, whi ch iits ias fadibf fairecwml,t to ident visiting the factory
AContract mai ntenance personnel asf APl acing |imits on t
manufacturers enter ftalte orpgommpbkoye (to factory -seimpel owoere
equi pment/ tool s visitors) for enteri
ASince production continues 24/ 7, fa|lAConstantly escorting
and contract maintenance personnel
AContract mai ntenance personnel ass
consi st wofterowlhré&mers and visitors
ASince personnel working -bodyhel edar
di fficult to identify individuals
inspection and video recordings)
AUnauthori z|AWi t hin atrreea,f athere is a | arge floor |AStrengthen consol e |
operations numerous equi pment tools, <classifie| equipment tool s
equi pment/ making access to consoles relativel|Ansure constant supe
AConnection|ADevices are brought into the fab ar|ARestrictions on brin
unaut hdevti mal functions or i mprove faulty equi devices
to equi pme|lAExternal storage medi a¢gevpmest areo|ARestrictions on brin
mai ntenance purposes, maintenance P| storage capabilities
and maintenance/replacements are imlAPhysical and |l ogical
components in equipment/tools inclu|] Ilocks) of interface
AUnaut horizefAThe network communication protocols u|ARestrictions on brin
connections| plaintext/unauthenticated protocols a| recorfduinncgt i ons
brouwigmtdevi APhysical and |1 ogical
cables, network devi
and wireless access
Abamming si|Automatic transport equipmemmuniscab|ARestrictions on brin
transmitte| the radio frequency used is managed| transmit radio waves
%

br ouigmtdevi
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AUnaut horiz|Avi sual information of the fabpraceas§ARestrictions on brin

recordings as wel |l as model information and th| recording functions

brouightdevi| the fab area) is also considered co

ADestructi o/l/AThe storage of equipment/tools cont|AEnsure the secure er

of equi pme| such as recipe dat a of production confid
during the maintenan
removal of equi pment

For the points of -2a2t.t aPchkyss,i csaele ifinRirguusrieonds/ attacks made indbo factor
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Cyber kill chain

Network intrusion attacks

Reconnaissance  Weaponization

Delivery

Exploitation

Installation

Execution attacks

4 . Examples of Specific Measures for Semiconductor Device Factories

Command &

control

Actions on
objectives

Damage

‘| brought-in device

jamming

Stealing' of ) !Jnau'fhor'ized Unauthorized Unauthorized Data destruction
authentication » intrusion into ¥ accessing of > process (encryption)
token device OT network system execution
~ \ 4 —p| Data falsification
Physical intrusion attacks Unauthorized Malware
»{ operation of - infection
equipment/tools o
—»| Data exploitation
Connecting of ]
| unauthorized devic
Unauthorized to equipment/tools N Unauthorized data
. . . Unauthorized transmission
Stealing of key  intrusion into connecting of a
OT zone

the network &

P

Unauthorized

recording with a
brought-in device

 J

Destruction/stealin

.| High-intensity

attack

of equipment/tools*

-

Stoppage of
function

Uncontrollable/
abnormal behavior

Production stoppage
Availability | impacting supply
capability
Leakage of
. ... | confidential
Confidentiality| production
information
Impact on
Integrity product/market
quality
: Work-related
Enwr;mment accidents &
sal et).'/ environmental
sanitation | gamages
Legal violation leading
Legal to restrictions and
restrictions | monitoring by an
authority
Financial Decline in revenue &
impact plunge in stock prices
. Brand image
Reputation deterioration

*E.g., exchanging/stealing storage components that contain confidential information while servicing an equipment/tool

FiguR .4 Physical
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AppenAiCoxmparicéamn NI

BICSF2amMCPSF

Tabl-eMappiTaglbet ween a@RSHWNI ST CSF 2.0, with CPSF as t
CPSF NI STé6s CSF2.0
Me a s U D¢ Measure requireme|Subcateg
CPS. AM|Document andapmapnpagéeatel |I D.-AM I nventories of har dwa
har dwaared software, an organi zation are mai nt g
information (e.g. name (I D.-8M Inventories of softwar
address, name of asisneftormm managed by the maigarthaizsg
of componesnytsst eemm. t he
CPS. ARM|Specify a metthroadc etaob iel nistuy
i mportance of tphreo due mp o
organi zationds
supply chain.
CPS. M |Create records s upcrho dausct t
condi té¢ @amporfent s de pmepnodrit]
and prepare iamder adlptr ul
recor dpr odfucti on act i vsittoi
components fpemriadcerft diim
CPS. AM|Create and manage neapy! D.-A8 Representations of the
configuratiamddidadgmanfsl o) network communication 4
organization. net work data flows are
I D.-AM I nventories of data an
for designatednadatai nep
CPS. AM|Create and managel isspprofgl D. -AM I nventories of service
informati omhegyysttehmes or gan maintained
arehared.
CPS. AM|Cl assi fy and e sporuirogeisg i ze|ll D.-AB Assets ar e prioritized
Components,andatSa,st em) I criticality, resources,
i mportance, andarbdisdmmmswn
thergani zations andt opeb
resources in business
CPS. AM|Define roles and cryebseponsg GV. D2 Cybersecurity rol es a
acroser ghei zati on apdr bt § suppliers, customer s,
established, communi ca
internally and external
GV. RR Rol es, responsibilitie
cybersecurity risk man
communi cated, under st ogd
CPS.-BE |l dentify and s$harganihzatriGV. @CL The organizational mi s
supply chain. informs cybersecurity r
GV. @ Out comes, capabilities
organi zation depends 0
communi cated
CPS.-BE |Define polici emeasur est arfGV. @CL The organizational mi s
securi tayr et hcaotnsi st ent-prwig informs cybersecurity r
business and operganbnat
share t hpeam twietsh rebegant z
business (snpgpluideé mg  -paanr(
providers).
CPS.BE |l dentify the depreademgaynifGV. @A Critical objectives, c
ot her rpearetviaenst and t he of external stakehol ders
each i n t hreuncnoiurmgs etr ldf i o n . t he organization ar g
communi cat ed
GV. @G OQut comes, capabilities
organization depends 0
communi cat ed
CPS.-GV |Develop security rpoolleisc [ GV. ROR Rol es, responsibilitie]{
responsi bseécuriesy f@aecr oss cybersecurity risk man
and other rel evlati fpyart g communi cated, under st ogd
sharmentghod amakghol ders. [GV. FP0A Policy for managing
established ob@aasridzadn o
cybersecurity strategy
communi cated and enford
GV. P& Policy for managing
reviewed, updat ed, com
t o refl ect changes in
technology, and organi Z
GV. e I nternal and externa
understood, and their
regarding cybersecurit
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understood and consi der
GV. Cybersecurityrersplomsi bai
suppliers, customer s,
established, communi ca
internally and external

CPS. @V |Formul at e i rctoenrsnadler i mige s|GV. @0C3 Legal , regul atory, and
f or eliagws , includind@robhect regarding cy§bhercd adumigt
Personalf ormati on Lodpel civil i ber ©iearse ouwn degras
Preventi owelAlct asasndustr managed
review and r evicoettimairnul
basiaccomrdance withedrewaao
regul at iiomdsu,starnyd gui del i n

CPS.@B8V |Understand theprlodwelt i oh
| aws arnrdangement shamne doa m gd
shared onlyobgamiez atviamn s
classification mafthodseqh
and propessiyfy and hpoatgd|
whole |ife cycle.

CPS.-@&6V |Devel op a str arteesgoyu raamgs| sag GV. ROMB Cybersecurity ri sk ma n
rim&nagement regarding s¢ out comes ar e included

management processes

CPS.-RA |l dentify the vatgenabati|l D.-RA Vul nerabilities in ass
and and recorded
document tihdee nltvisfitineedrfa b i |
corresponding asset.

CPS.RA|The security mdsOECe 8SntRTHI D.-RA Cyber threat intellig
informatiowul hecabidi hgy informatifomr stharamdy sou
internal and ¢gxtherouglh so| D.-B8 Processes for recei v
securiintfyor mati onr,essacaheé.l responding to vulner a
anal yziesf o hmati on, gmd ceeg established
i mpl ementmaagdurusse.

CPS.BA |l dentify andasdswment nstedthrd| D.-R3 I nternal and external
those i mpaotgaminz @athieonds are identified and recd
caus etsh oosfe .

CPS.-RA |-Conduct riskregséeasmgnt{l D.-RA Potenti al i mpacts and
security exploiting vul nerabili
rul es for mampeinreqittshear e recorded
applicable to tihmplceomgpmtng| D.-BRA Ri sk responses are cho
-Check the pmaserpd abfl e | tracked, and communicat
ri sikmscl udi ng s dfretmy ttaz grl
desipgmase of an | o By sdtef
incorporaevinged .oT

CPS.-BRA |Consider threaltiskelviuhmed,]| D.-RB Threawus nerabilities, |
wheamssessing risks. are used to understand

ri sk response prioriti 2

CPS.-RA |-On the basis ofrtbh& mes||I D.-RA Ri sk responses are cho
clearl ythdeefdatail s opf r envq tracked, and communicat
possbekkeritayndriddkeuyment 1
out come from theriscopeq
measures.

-React accordbsegblyi tty rtil
associated

safety risks idehtitthieeds
conductbkbd ptanni nghasdnadHt
device andnspyspemating | |

CPS. BRM|Confirm t he i meptl eetmesnt a| GV. ROML Ri sk management objecti
organi zat i oedwsrdi tcyy breirs k agreed to by organizati
communi cate talpeprrogpgilatte |GV. R0 A standardi zed met ho
t hergani zati omafagegmesehi documenting, cat e@ga roir 4
scopé responsi birigiani esatobd cybersecurity ri sks
rel epamnt i es (e. g. sebtakf communicated
and i mpl ememtoc etstse to {GV. PR3 Adequate resources are
implementation Bitakumalma! wi t h t he Cybersecurit
relepanties. responsibilities, and

CPS. RM|Det er mi ne t he ortgané zand GV. ROM Ri sk appetite and risk
based orsuhée of the ritk established, communi cat
in the supply chain GV. RO Strategic direcappnophid

response options is
communi cated

CPS.$C|Formul ate thseccuraintdyarme agGV. RO Lines of communicati on
to dheply chain i bhheobsbd are established for cy
cycl e, anodn acgorneteent s wi t risks from suppliers ar
partnersclafridrying vthe [GV. a A cybersecurity supply
responsibilities. progr am, strategy, ob

processes ar e establis
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organi zational stakehol

GV. 9GB Pl anning and due di |
reduce risks bédfoarmale rst
ot her-pathtydrel ati onshi p

GV. 920G Supply chain security g
cybersecurity and ent e
progr ams, and their p 9
throughout the technol g
cycl e

GV. 8@ Cybersecurity supply q
plans include provisio
after the conclusion o
agreement

CPS.3C |l dentify, priotihtei negaanGV. AR I nternal and externa
peopl epltalyati mport ant o6l d under stood, and their
t hrleeeyer stswsttairreing the regarding cybersecurit
organi zation. understood and consi der

GV. 93 Cybersecurity supply ¢
integrated into cybers
management , ri sk asses: d
processes

GV. oA Suppliers are known and

GV. 9T The risks posed by a s
services, and other th
recorded, prioritized,
monitored over the cour

| D.-RA Critical swpplsiserds par @

CPS.S8C |When signing eabheraats owWGV. 996G Requirements to addres
chectkhd fsecurity mahage me supply chains ar e est g
organi zptopersly comply ) integrated into contr g
requirements d eofrignaendi z &ty agreements with supplis
consi dteme n@bjectives aafn | parties
results of risk manageme|

CPS.8C |When signing e€xtiénrmalt sp avi
theroduct s and sebyi ¢dse
rel evwamtani zati ons pwiotple |
security reegdi meme ntys t h
whicloensi deopbpgctheels odnt
resul tsnamfageimeht .

CPS.SC|Formul at e and manageirs
appl i cmbhmket® of odoh@gani 2
such as lpwy it mes s , wh o 4
operations outsogroeéedati |

CPS.8C|Conduct regul ar hraswsels same|GV. DT The risks posed by a s
resul bshemwmrchecks ofs urcehl services, and other th
business pamdwmreeg st hey ar recorded, prioritized,
contractual obligations. monitored over the cour

| D.-RA Critical suppliers are

CPS.3C |For mul atiempamedpegrmtcedur es
noncompl i ance rteogud aretnreanc
a resahtaofit, test,r olre
parties.

CPS.8C |Coll ect and secprelvy ngt
organi zfauli fointt shgadbt sa@glat i
ot her rpelrevieaerst or ipnrdeipva rdg
f or di scnleoesduerde vaist hi n app

CPS.S8C|Prepare and testinzigdeategGV. DB Rel evant suppliers and
with rephewviaes i nvol vreds paqg included in incident
activity tofensunei dent o recovery activities
supply chain. | D.-O M |l mprovements are ident

andexercises, includin
coordination wi th supp
parties

CPS.-$C |Devel op and pmacaegdera ¢t o
whemoantract witbrgtmeéezat
as busparetssers is éxmi s
contract pérsogpoend

CPS.$C |Continuously smandaed ta
measumred evant t o t hea elsa
procedures, and so on.

CPS.-AC |Establish andpromptiemesnt|PR. AA Il dentities and credent
managhdeclhhcel, andembnfi services, and hardwar e
aut hentiiodtoironmat i on of 3 organi zation
people, and procedures. PR. AK Access permi ssions,

authorizations are def
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enforced, and revi ewed
principles of |l east p
duties
CPS.2C |l mpl ement appropecatiet ypfPR. AK Physical access to assse
suchl masking and | i mrnteayg and enforced commensur g
t he |l oT deweérceasr sanar e i
entrance and bdxinetc ot raq
deploying surveiahanciens
bel ongi bgsyawdi ght .
CPS.BC|Properly aut hoonmrectwionel|PR. AR Users, services, and hag
(including usams, skoVeds|{PR. AK Accespermi ssions, ent
aut horizations are def
enforced, and revi ewed
principles of |l east p
duti es
PR.-DR Net wor ks and environme
unauthorized | ogical a g
CPS.-AC |Prevent wunattnhdordi dedilces
bymeasures such asf unmpl ¢
|l ockout specéefi @ad number
attempts and pirmmtve dv snggf ea
ensur ed
CPS.-BC|Segregate dutieesponmsiabiel]PR. A5 Access permi ssions,
(e. zegregate user fswnrsct authorizations are def
administrator functions) | enforced, and revi ewed
principles of |l east p
duti es
CPS.-BC |Adopt hi gh conf iodfl e nacuet h|PR. AM8 Users, services, and h{
wheragpropriate basedHt@ac|PR. A5 Access permi ssions,
aut henticombi onpg mortey pbf authorizations ar enadafg
aut henticationh wbenhheéogy enforced, and revi ewed
net wiooark the privileged uf{ principles of |l east p
duties
CPS.-AC|Develop a pobntyolalbiong (PR.-DR Il dentities and credent
according thiant epgroitteyctoft services, and hardwar e
meanssuch appropri aties orl eattw( organi zation
devel opmetnegstananvi ronmen|{pr. A% Physical access to asse
environment, and n ceonrvpiorrog and enforced commensur a
devices otiveser environmen

organi zation).
CPS.-8B8C|Restrict commundecvaitcieosnsarnPR. AR |
t o thosentwittihes (€.ognp o m b
systemidenhti )i ed phoocedi]|
CPS.AC|Authenticatelagdcalut hociejPR. AR Users, services, and hd
components by lueBrdewnicc®d
transaction sesksi (perpoi
ot hoerrgani zational risks).

dentities are proofed
ased on the context of

CPS.-AT |[Provide appropriadiwecatr ailGV. a4 Critical objectives, c
indivi duarlggarninz @athieon ard ( external stakehol der s
s 0 t hat theyassamnefdul fr t he organization ar ¢
responsi bil it iceosnttaoi np rtehvel communi cat ed
andeverity of security iIJPR.AT Personnel are provideog
training so that they
skills to perform gene
ri sks in mind
PR. AP I ndividuals in special
awareness and training
knowl edge and skills t
with cybersecurity ri sk
CPS.-AT |Provide approprsieactuer ittryaiel] GV. @4 Critical objectives, c
member st hef organi zatirene external stakehol der s
partiesi mport gmce niam ag e t he organization ar ¢
that maowobeed in thpreee)| communi cated
and responsmenaddenhe re|lD.-QM |l mprovements are ident
training and security ed)] and exercises, includ

coordination wi th supp
parties

| D.-QM™M Il ncident response plan
pl ans t hat affect ope
communi cat ed, mai nt ai ndg

PR. AT Personnel are gwarvd ey
training so that they
skills to perform gene
risks in mind

PR. AP Il ndividuals in special
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awareness and training
knowl edge and skills t
with cybersecurity ri sk

CPS.-AT || mprove t he contamds edd
regardingosenembiery of &hi
ot her rel evanti nparrttiaensc eo
managemenor gdnit hati on.

CPS.DS |If the organi zmmnatoec teexdc h
wi t h oortdhaerri zati ons, oag rsed
requi r enpernottse cftoiron of suc

CPS.BPS |Encrypt infor mapprowaprwiatt | PR. BSL The <confidentiality, i
secugtitegngth, and store t datagr est are protected

CPS.BS |Encrypt t he c oaormumn ecla t| PR. B Theonfidentiality, int
communi batiwagn | oT devord datiamransit are protect
cyberspace

CPS.-BS |Encrypt informatsiemdi ngbs|PR. B The <confidentiality, i
information. datiamransit are protect

CPS.bBS |Securely controthreocglyptt i
cycl eentsaur e proper epeud
transmi tt eadn d rsetcoerievde dd at a

CPS.-PS |Secure sufficient Reecspd PR. -0 B Adequate resource capad
Component s, ,f oSy stoeamp)onent s is maintained
anpgrotect ass enisnipnmiozpee rhtay
cyberattack (e.g., DoS af

CPS.DS |Carry out peri odprce pgaurael i|PR.-D R Adequate resource capad
devicesniamderrupti bl eprpw is maintained
redundancyfaidat edst, cond
wor Kk, and updat e sdoef vt iw
communi cationrdevisgset c|

CPS.-BS [When handl ing i nfporromaetcit| PR. ESL The confidentiality, i
procuring hdévihaeese an i mp datagr est are protected
t he organi zatidoenv,i cesl eacn| pPR. M The confidentiality, i
equi pygedh-t ampering device datiamransit are protect

PR. S The <confidentiality, i
datiamse are protected

CPS. DS |Properly cont¢omimumiud¢ dtoiuem| PR. B3 The <confidentiality, i
informati on t oprbeev epnrto tiency dataar est are protected
breach PR. D The confidentiality, i

datianransit are protect
PR. D The confidentiality, i
datiamse are protected

CPS.-D8 |Conduct i nt eggoafttywacrhee crkis) PR. B4 The confidentiality, i
| odevices and s edevteersmiante datagr est are protected
organi aatdi pnevent sumfatuwahr{DE. QM Computing hardwar e an
launching. environments, and thdiir

potentially adverse evH

CPS.D$ |[Perform integriintfyorotaed kinlPR. B4 The confidentiality, i
receiamald,st or ed. datagr est are protected

CPS. D3|l ntroduce an medleagmriigm tc{l D.-RA The authenticity and i
integfrihtayrdware. software are assessed p

DE. &@OW Computing hardwar e an
environments, ammodnitthoerier
potentially adverse evgd

CPS.-DS |Confirm that | soolf tdneavriec eas
proddatr s ng t he Ipaotciersg

CPS.-D8 |[Mai nt ai n, upd aitref,oramat imani
originati on of pdatass iamf
t hrougheutentire data |if|

CPS.-DS |Use products ntelastur pbbei |
ordeensore the avai lralpiolr
and t he t r usf wosretnhsiinnegs s (
integrottegcti on.

CPS.-I P|l|Il ntroduce andpirmplkesmento | D.BRA Changes and exceptions
inigetatti ng propasdsawer d)e. g for risk impact, recor d
chanpgreocedure f or sleorTvedress|PR. @Y Configuration managem

established and appl i ed

CPS.-2P|Restrict the so&atwarei notfPR. P Configuration managem
| 0T dewidc esserver s. established and appli ed

CPS-3P |l ntroduce tcheeves$ ppmemt I|PR. PS$ Secur e software devel
managlke systems integrated, and their

t hroughout the softwar €
I D. A8 Syst ems, sarfdwanre, ser
are managed throughout

CPS.-4 P|Perform a perbiacckiugp ss yasntddg PR. BS Backups of dat a ar e
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components (e.g. commuTni ¢ mai ntained, and tested
devicesiranidts). RC. PP The integrity of backy
assets is verified befoqg

CPS.-3P |l mpl ement physsecah anrapu|lGV. @A Critical objectives, c
uninterruptibléipewenmose external stakehol ders
angprotection fromtawaf el t he organization ar ¢
policies raendtrudl e¢so t he communi cated
environment, i delvadiesg anfPR. -0 R The organizationos t
instathedorgani zation. protected from environrm

CPS.-d P|Whedi sposing of aand IseTvel D.-AB Systems, hardware, soff{
t he storadd daha I'D (i dd are managed throughout
identifying déei gessuame dpPpRrR. P Hardware is maintained
as mportant i nfpari maattieo nk e(y commensurate with risk
certificate),
or make them unreadabl e.

CPS.-" P|Assess the | essosnesculreaary|l D.-Q3M | mprovements are ident
responsteheanrdesul t s nodasno operational processes,
and evalmaeirmagl and ext
i mprove the pprodaceestsiensg afh

CPS.-8 P|Share informatiedrf ercagared|| D.-Q3M | mprovements ar e ident
prot etceadmol ogi es wiatrh nap| operational processes,

CPS.-9 P |l ncludecointceemsni ng( esgcuyr idGV. RO~ Cybersecurity is inclu
acceasust hori zati ons amae mierr practices
roles chHaegéoi personnel |

CPS.-1P |Devel op a wuwlnmeedriahiiloimoydi|l D.-RA Vul nerabilities in ass
t heul nerabil ity ofcctohdi o and recorded
plan. PR. P2 Software is maintained

commensurate with risk

CPS. A |-Di scusmetthhoedormducting i mglD.-A8 Syst ems, hardwar e, sof f
updates and tbeikciekeaod K are managed throughout
apply those secumanpgead|PR. PSS Har dwamai ntsai ned, repl 3
properlytameél ynmanner twh commensurate with risk
history.

-l ntroduce Il oT deemoeées
mechani pmr t@erm a masdsi fdy
software prodrawmser ,( O8&nd
t hr orugrhot e commands

CPS. @A |Conduct remot e tntad nitehaddl D. -AB Syst ems, saf dwanre, ser
servergrwhtliag appr ovlad gs are managed throughout
that wunaut harainz eole o eesesn|PR. B Software is maintained

commensurate with risk

CPS.-PT |Determine and sdiddg emedntort |PR. PS Log records are generat
audi écording/ | og irnepcloerndeir continuous monitoring
revi ewr ebosés i n ordekedarectt
ri sk sienccuirdietnyt s .

CPS.-PT |[Minimize functiomandofsel yPR. DS The confidentiality, i
physi callogyi caanldl y bl ocrke tnwg datagr est are protected
ports, USBsporins asecexnsi|PR. S Configuration managem
maibnrodi es of |1 0oT devicces established and applied

CPS.-PT |l ntroduce | oiTmpleevmerets s¢a&f{PR.-0R Mechani s ms ar e i mpl en
assuming that t toenedeei resilieaqueierements in n
net wor k. situations

CPS.-AE |Establish andprnopécumeantt dl D. -A8 Representations of the
manage t he baselomer adfi o network communication 4
ex pecitnefdor mati on fpleows e b { net work data flows are
and systems.

CPS.-2E |Appoint a chiefessadbliisthy DE. AR Potentially adverse evd
managemnmeenam (SOC/ CSIRT) a understand associated 4
system within ttd edetreatn,i
respbadsecurity events.

CPS.-BE |l denti fy t he s eaccwcruirtayt ¢ DE. AB I nformation is correlat
i mplemenprongetbhee toorcroea|DE. AF Cyber threat i nteddrtge
anal ysisseecfurit he i nccoindpeanrt information are integr g
analysis twirtemt theformatirs. na Incident reports are ¢tr
outside the organizati on]

CPS.-AE |l dentify the ienwarts,ofi qDE. AHE The estimatedsdarpecbdf
i mpacdt hoenr rel evant organ events are understood

CPS.BE|Specify the critbkeiai sh |DE. AB I ncidents are decl ared
secugvdryt s. the defined incident cr

CPS. M |Conduct netwom&nbahdraonogegDE. @M etworks and network s
t heont act points Iettwee rk find potentially adver s
wi de metevaor ks .

CPS. 2M|Perform settingnonie¢®aorn chig) DE. COM The physical environme
physiacalkss, consimperimagc potentially adverse evH
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devi c esserawvedr s .

CPS. 3B8M|-Use 1 0T devicesbtnbatmadard DE. @M Net wor ks and network s
and suspendt icoomsp alryi inmys tt rh find potentially adver s
behaviors oaneds.actual DE. &OW Computing hardwar e an
- Validat e whet hepr ovind ed environment s, and their
cyber scppncdeai ns mal i cwout®i potentially adverse eve
per mi ssi bdef orreengaeny acti
dat a.

CPS. @M |Validat e t he aunmt egmtityi [DE. GOM Net wor ks and network s
informptrioomn ded c yfbreamsmpace find potentially adver s
operations. DE. aOW Computing har dwar e an

environments, and their
potentially adverse evd

CPS. 6M|Monitor «commuenxitceartniaoln sweirf| DE. @M External service provi
Sso tskexturity event progprerh are monitored to find

CPS. €M |As partcomff itgmmattgement dDE. GM Net wor ks and network s
worlkonstantly manageaf isgol find potentially adver s
informati orf, nsettantou sk con|DE. cOMB Personnel activity and
presence/ abseommectafons monitored to find potern
destination), tamhsmhissi UpE. cove External service provi
statbetween ot her fheerom are monitored to find g
componensgstams. DE. oW Computing hardware an

environments, and their
potentially adverse evd
PR. RS I nstallation and exec
software are prevented

CPS. CGM|Confirm theveknsetabicki bf gl D.-RA Vul nerabilitiedemnti faised
reul ar -ucphecnk | odndleverceesr | and recorded
wi t hionr gtahnei zat i on.

CPS.-DP |Clarify the rolefahteres|GV. FOR Rol es, responsibilitie
as welslerabsce providesrsu cybersecurity risk man
events so tfhualtf itlhle yt hceainr communi cated, under st od

CPS.DP |Detect securi tnjoneventingi
compl i ance wi th ar pepgl ui | caj
di rect i vesst,a nidnadrudsst,r ya neds .o

CPS.BP |As part of tphecmsesitdrisi|l D.-Q2M | mprovements are ident
functions for devewct $ ngn and exercises, ichan au d
intended, iadmd e these fun oordination wi t h supp

arties

CPS.BP |Continuously pMmepec ®v e oth|l D.-Q3M mprovements ar e ident
secuev dryt s . erational processes,

CPS.RP |Develop andpiepiemehy th|GV. @A itical objectives, c
response afiecidenestise ternal stakehol ders
process) thatesmpaehsaeesft e organization ar g
Peopl e, Componendtesnt i Fyys ttg mmuni cat ed

respomrsieqri ty, raesipdrashige®a (| D.-Q M cident responseylpdrane

c
P
|
op
Cr
e X
t h
co
I'n
an incident occurs. pl ans t hat af fect ope
communi cated, maintainse
DE. AB I nformati on on adverse
authorized staff and tg
RS . MAL The incident response
coordination with rele
incident is declared
RS. @@ I nternal and external
incidents
RS. @& I nformation is shared
external stakehol der s
RC. @™ Publuipdates on incident
using approved met hods
CPS.RP |As part of the psreccuarsist,y |GV. &G4 Critical objectives, c
procedonde the divisioagarf external stakehol der s
cooperativwei rlel ael emant t he organi zation ar g
partners, andprioxdsement | communi cated
| D.-QM Il ncident responseylped rang
pl ans t hat affect ope
communi cated, maintainse
RS . MAL The incident response
coordination with rele
incident is declared
RS . MAM |l ncideassahated or el e\
RS. @& I nformation is shared
external stakehol der s
CPS.BP |l nclude securitpudincegdsen GV. @A Critical objectives, c
pl an or external stakehol der s

103



Appendix A:

Compari son

chart of NI ST’ s

emergency responwstel i mleasn t he organization ar ¢
plansraspgonse procedoaases communi cated
natural disasters. RS. MAS The criteria for initi
appl i ed
RC. PR The repoveirpgn of the in
is execut ed once init
response process
RC. FOR2 Recovery actions ar e
prioritized, and perfor

CPS.RP |Take appropriat ggomeés® s U rpg
whose gmnaayl ibtey af f ectiemc ibd
especiall proadagrcadiomg f aci
the security incident.

CPS. @O |Develop and maregyaqe dirrud el RC. aOHA Publ i c upidnactiedssendn r ec oV
infor mafttiem t he 0 C C usrerceur using approved met hods
incident.

CPS. QO |l nclude the itemonhi ntietfRC. €A Public updates on inci
continglearyto the effgeawci using approved met hods
shall wor ki tts gecsitalr er ep
occurremdeghofk asienccuird etnyt .

CPS. B8O |l nclude the itemonthi nuietfRC. QC8 Recovery activities an
conti nglemaryto the effett operational capabiliti
recovery acti ciommaesni cdatad designated internal ang
internakt ammdal s texleetud li d
management .

CPS.-AN|Understand theseicmpadty ofn|RS. MA |l ncidemarts are triaged
whoseciety includiagdthe|RS. MA3 I ncidents are categor i 7
partiespantheas basadc o[RS, M Incidents are escal at ed
the incidpnobahbethetent [R5 N An incidentos magnitu

val i dated

CPS.2N |l mpl ement di gi ttahle foocrceunrsriif RS. ANB Analysis is performed t
secuirndgiydent . place during an incider

incident

RS. AN Actions perfor med duri
recorded, and it htee g r ie
provenance are preser.ve

CPS.-BN|Categorize and stegeaer diifRS. MA3 I ncidents are poatoagdriizg
detectedismecdeinty by t hi
rel datmpdact , peeaettorat i amd |

CPS.-MI |Take measures to-rmilmitmidz{RS. 8L |l ncidents are contained
and mitigate the impacts|RS. ®R Incidents are eradicat ¢

CPS.-1 M|Review the | essotnhseelspammi!| D.-Q3M | mprovements are ident
secuiincydent s, and mprom ¢ operational processes,
securi ty porpoecreastsi.on | D.-QM™M Il ncident responseylpé rand

pl ans t hat affect ope
communi cated, maintainse

CPS.- 2 M|Review the | essotnhse Ireeasrpn|| D.-0Q3M | mprovements are ident
secuiincydent s, and mprom ¢ operational processes,
business e@baninwritemesgell D.-0M Incident response plan
pl an. plans that affect ope

communi mat edained, and
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Compari son

Tabl-2MAppiTabl e bet ween CPSF and NI ST CSF 2.0, with NI
NI ST CSF2.0 CPSF

Subcat eg| Measure@guirements |Meas D¢

GV. el The organi zational mi s|CPS.-BE ||l dentify and share the r
i nfocrynfbser security risk supply chain.

CPS.-BE |Define policies and st a
security t hat ar e cepmrsiig
business and operganbobnat
share them with parties
business (including -psau
providers).

GvV. a2 I nternal and externalCPS.-GV [Develop security polic
under stood, and their responsibilities for sec
regardyhbgrsecurity ris and other relevant parti-
understood and consi der sharing method among st a

CPs.8C |l dentify, prioritize, an
peopl e that play import a
t hrleeeyer structure to sus
organi zation.

GV. a3 Legal , regul atoriyequintdqCPS.-&V |[For mul at e i rctoenrsnadleri niges
regarding cdbhercd adumigt f or eliagws , includin®rohec
civil i ber ©iaerse ouwnd egras Personalf ormati on Lodmpel
managed Preventi owelAlct asasndustr

review and revicoettima irmuw
basiaccdomrdance withedrwan
regul atiiondsu,starnyd gui del i n

GV. a4 Cr i toibcjaelct i ves, capabil|CPS.-AT |Provide appropriate trai
external stakehol der s | individuals in the organ
t he organization ar g s o t hat they can fulf
communicated responsibilities to prev

and severity of security

CPS.-AT |Provide appropriate trai
member s of t he organi za
parties of high importan
that may be involved in t
and response. Then, ma n
training and security ed

CPS.-3P |l mpl ement physical measu
uninterruptible power su
and protection from wat
policies and rules relat
environment, including t
installed in the organiz

CPS.-RP |[Develop and i mplement pr
response after detecting
process) that includes t
Peopl e, Components, Systd
response, priority, laerd 4
an incident occurs.

CPS.RP |As part of the security
procedure and the divisi
cooperative relations wi
partners, and i mpl ement

CPS.BP |l nclude security inciden
pl an or
emergency response plan
pl ans and response proc¢g
natural disasters.

CPS.BE |l dentify the depeonrdgeanc yz aj
ot her rel evant parties a
each in the course of ru

GV. &G Out comes, capabilities|CPS.BE |l dentify and share the r
organization depends 0 supply chain.
communi cated CPS.BE |l nclude security inciden

plan or

emergency response plan
plans and response proc¢g
natur al di sasters.

GV. R Ri sk management objectilCPS.RM|Confirm t he i mpl ement a
agreed to by organizati organi zationdsd <cyber s e

communi cate the results
the organization (e.g. sg¢
scope of responsibilitie
reevant parties (e. g. s
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and i mpl ement t he pr od
i mpl ementation status of
rel evant parties.

GV. RO Ri sk appetite and risk|CPS.RM|Determine t he organi zat
established, communicat based on the result of t

in the supply chain.

GV. ROMB Cybersecurity ri sk manCPS.-@&6V |Devel op a strategy and
out comes ar e included i mpl ement risk managemen
management processes

GV. Rau Strategic direction thgdJCPS. RM |Determine t he organi zat
response options i s based on the result of t
communi cat ed in the supply chain.

GV. ROV Lines of communication|CPS.-$C |Formul ate the standard o
are established for cy to the supply chain in cd
risks from suppliers ar cycl e, and agree on con

partners after clarify
responsibilities.

GV. RO A standardi zed met ho|CPS. RM|[Confirm i mphleementati on S
documenting, categor i g organi zationdsd cyber se
cybersecurity risks communicate the results
communicated the organization (e.g. s¢

scope of responsibilitie
relevaes perugi subcontr 4
and i mpl ement t he pr og
i mpl ementation status of
rel evant parties.

GV. Raw Strategic opportunitie
characterized and are
cybersecurity risk disd

GV. RRL Organi zational |l eader s
accountable for cybers
cul ture talwatr ei,s etihslk al
i mproving

GV. RR Rol eesponsibilities, al|CPS.-GV |[Develop security polic
cybersecurity risk man responsibilities for sec
communicated, under st ocd and other relevant parti-

sharing method among sta
CPS. AM |Define roles and responf{
across the organization
CPS.DP |[Clarify the role aaoadgarwris
as well as service prov
events so that they can

GV. PR3 Adequate resources are|CPS.RM|Confirm t he i mpl ement a
wi th t he cybersecurit organizationdsod6 cyber s e
responsibilities, and communicate the results

the organization (e.g. sé
scope of responsibilitie
reevant parties (e.g. s U
and i mpl ement t he pr og
i mpl ementation status of
rel evant parties.

GV. R Cybersecurity i s incluCPS.-9P |l ncliudems concerning sec
practices access authorization and

roles change in due to p

GV. P Policy for managing {CPS.-GV |Develop security polic
established based on responsibilities for sec
cybersecurity strategy and other relevant parti-
communi cated and enford sharing method among st a

GV. PO Policy for managing {CPS.-GV |Devel op security polic
revi ewed, updat ed, Cc 0 mi responsibilities for sec
to reflect changes in and other relevant parti-
technol ogy, and organi 7 sharing method among st a

GV. avi Cybersecurity ri sk hy
out comes ar e revi ewed
strategy and direction

GV. awv Theybersecurity risk n
revi ewed and adjusted
organi zational requirenr

GV. @i Organi zational cyberse
performance i s eval ualf
adjust ments needed

GV. a A cybersecurity supply|CPS.-$C |Formul ate the standard o
progr am, strategy, ob to the supply chain in cd
processes ar e establis cycl e, and agree on con
organi zational stakehol partners after clarify
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responsibilities.

GV. D2 Cybersecurity rol es al|CPS. AM|Define roles and respons
suppliers, customer s, across the organization
established, communicalCPS.-6V |Devel op security polic
internally and external responsibilities for sec

and other relevant parti-
sharing method among st a

GV. 943 Cybersecurity smgpmpdgemegCPS.-8C |l dentify, prioritize, an
integrated into cybers peopl e that play import a
management, risk asses:§¢ t hrleeeyer structure to sus
processes organi zation.

GV. at Suppliers are known andCPS.-83C |l dentify, prioritize, an

people that play i mporta
t hrleeeyer structure to sus
organi zati on.

GV. 96 Requirements to addres|{CPS.-8C [When signing contracts w
supply chains ar e est g check if the security ma
integrated into contr e organi zations properly
agreements with supplig requirements defined by
parties considering t he objectiy

reswsl of risk management.

GV. D& Pl anning and due diliqCPS.$C|Formul ate the standard o
reduce risks before ent to thecbaippliyn considerat
otherpamhtiydrel ati onshi p cycl e, and agree on con

partners after clarify
responsibilities

GV. 9T The risks posed by a s|CPS.38C|ldentify, prioritize, an
services, and other th peopl e that play import a
recorded, prioritized, t hrleeeyer structure to sus
onitored over the cour organi zation

CPS.B8C |Conduct regul ar assessme
results, or other <checks
business partners to eng
contractual obligations.

GV. 9@ Rel evant suppliers andlCPS.-8SC|Prepare and test a proce
included in incident with relevant parties in
recovery activities activity to ensure actio

supply chain.

GV. DG Supply chain security [CPS.-$C |Formul ate the standard o
cybersecurity and ente to the supply chain in cd
progr ams, and their p € cycl e, and agree on con
throughout the technol d partners after clarify
cycl e responsibilities.

GV. 8@ Cybersecurity supply qCPS.-$C |Formul ate the standard o
plans include provisio to the supply chain in cd
after the conclusion o cycl e, and agree on con
agreement partners after clarify

responsibilities.

| D.-AM nventories of hardwal|CPS. AM|Document andapmanpgeat el
rgani zation are maint g hardwar e s afntdwar e, and

information (e.g. name
address, name of asset m
of components in the sys
| D.-A1 I nventories of sof twar|CPS. AM|[Document andapmanpgeat el
managed by the organi zdg hardwar e and sof t war e,
information (e. g. name
address, name of asset m
of components in the sys
| D.-A8 Representations of the|CPS.AM|Create and manage ap
net work communication 4 configuration di agr ams g
net work data fl ows are organi zation.

CPS.-AE |Establish and i mpl ement f{
manage t he baseline of
expected information fl o
and systems.

I D.-AM I nventories of servicedCPS.AM|Specify the <criteria to
mai nt ai ned security events.

| D. AW Assets ar e prioritizedCPS. AM|Cl assify and prioritize
criticality, resources, Component s, Dat a, and

i mportance, and business
t he organi zations and pi
resources in business

I D.-AM Inventories of data an|CPS. AM|[Create and manage ap
for designated data tyg configuration di agr ams g

organi zati on.
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analyzes the information)|
i mpl ement and use measur
| D.-BRA The authenticity and i|CPS.-D3 |I ntroduce an integrity c
software are assessed p integrity of hardware.
| D.-RA Critical suppliers are|CPS.8C |l dentify, prioritize, an
peopl e that play import a
t hrleeeyer structure to sus
organi zation.

CPS.B8C |Conduetgul ar assessments
results, or other <checks
business partners to enf¢g
contractual obl i gations.

| D.-Q M |l mprovements are identi
| D.-QM |l mprovements are ident|CPS.-AT |Provide appropriate trai
and exercises, incl ugd me mber s of t he orgamelzea
coordination wi t h supp parties of high importan
parties that may be involved in t
and response. Then, man

training and security ed
CPS.8C |Prepare and test a pespe

with relevant parties in
activity to ensure actio
supply chain.
CPS.BP |As part of the monitorin
functions for detecting
intended, and validate t
I D.-Q M | mprovements are ident|CPS.-"P |Assess the |l essons | earn
operational processes, response and the results
and evaluating internal

i mprove the processes of
CPS.-8 P |Share informatiednf erceag ared

prot etcedlbmol ogi es wiatrh nap

CPS.BP |Continuously pMmMepec oy e o th
security events.

CPS.-1 M|Review the | essotnhse |reeasrpn
secuiihcydent s, and mprom ¢
securi ty porpoecreastsi.on

CPS.-2 M|Review the | essotnhse |reeasrpn
secuiihcydent s, and mprom ¢
business pbani nouri t emer ge
pl an.

| D.- M Il ncident response plan|CPS.-RP |Develop and i mpl ement pr
pl ans t hat af fect ope response after detecting
communi cated, maintaingd process) that includes t

Peopl e, Components, Syst {
response, priority, laerd 4
an incident occurs.

CPS.RP |As part of the security
procedure and the divisi
cooperative relations wi
partners, and i mpl ement

CPS.-AT |Provide appropriate trai
me mber s of t he organi za
parties of high importan
that may be involved in t
and response. Then, ma n
trai ning and security edu

CPS.-1 M|Review the | essotnhse |reeasrpn
secuiihcydent s, and mprom ¢
secur ity porpoecreastsi.on

CPS.-2 M|Review the | essotnhse |reeasrpn
secuiinctcydent s, and mprromu ¢
business pbani nouri t emer ge
pl an.

PR. AA Il dentities and credent|CPS.-AC |Establish and i mpl ement
services, and har dwar € manage, check, cancel, a
organization aut henticati on informati

people, and procedures.

PR. AR Il dentities are proofed|/CPS.-8C|Restrict communications
based on the context of to those wi t h entities

system, etc.) identified

PR. AR Users, services, and hgCPS.-BC |Properly authorize wirel

(including users, | oT de

t high confidence m
e appropriate b a sfeadc

CPS.-B8C |Adop
wher
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aut hentication, combi nin
aut hentication) whenoheg
net work for the privileg

CPS.AC |Authenticate and aut hori %
components by | oT devicefd
transaction risks (perso
ot her organizational ris

PR. AA |l dentity assertions ar |
verified

PR. AK Access permi ssions, CPS.-AC |Establish and i mpl ement
authorizations are def| manage, check, cancel, a
enforced, and revi ewed authentication informati
principles of | seaptr gty peopl e, and procedures.
duties CPS.-BC |[Properly authoonmrzectwiornel

(including users, |l oT de

CPS.-BC |Segregate duties and are
(e. g. segregate user fl
admi ni strator functions)

CPS.-BC |Adopt high conf i dewmtcltee nm
wher e appropriate b a sfeadc
aut hentication, combinin
authentication) when | og
net work for th privileg

PR. A Physical access to assegCPS.-2C |l mpl ement appropriate ph
and enforced commensur g such as |l ocking and | imit

t he loT devices and ser
entrance and exit contr o
deploying surveillance

béongings and body weigh

CPS.-AC |Develop a policy about
according that protect t
means such as appropriat
devel opment and test en
environment, and enviro
devices Vs. ot her env
organi zation).

PR. AT Personnel ar e providedCPS.-AT |Provide appropriate trai
training so that they individuals in the organ
skills to perform gene| s o t hat they can fulf
risks in mind responsi bil it iceosnttaoi np rtehvel

and severity of security

CPS.-AT |Provide appropriate trai
me mber s of t he organi za
parties of high importan
that may be involved in t
and response. Then, ma n
trai ning and security edu

PR. AP I ndividuals in special |[CPS.-AT |[Provide appropriate trai
awareness and training individuals in the organ
knowl edge and skel ksan s o t hat they can fulf
with cybersecurity ri sk responsibilities to prev

and severity of security

CPS.-AT |Provide appropriate trai
me mber s of t he organi za
parties of high importan
that may be i nvoilnvceidd e mt t
and response. Then, ma n
training and security ed

PR. DS The confidentiality, i|CPS.-PS |Encrypt informati on wi t
dataar est are protected security strength, and s

CPS.-BS |When handl ing informati
procuring devices that h
t he organization, sel ect
equi pped-twaintpheramtgi devi ce

CPS. DS |Propeohyrol out bound com
information to be protec
breach.

CPS.-D8 [Conduct integrity checks
|l oT devices and servers
organization, and preven
|l aunching.

CPS. DS [Perform integrity checki
received, and stored.

CPS.-PT |[Minimize functions of |
physically and | ogically
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ports, USBs, and serial

main bodies of | oT devic

PR. B2 The <confidenti alaivtayi,| ai CPS.-BS |[Encrypt t he communicat

datiamransit are protect communicating between | 0]
cyberspace.

CPS.BS |[Encrypt informati on its
information.

CPS.-BS [Whenhandling information
procuring devices that h
t he organi zation, sel ect
equi pped-twinpheramtgi devi ce

CPS. DS |[Properly control out boun
information to be protec
breach.

PR. O The <confidentiality, i|CPS.-BS |When handl ing informati
datiamse are protected procuring devices that h

t he organization, sel ect

equi pped-twinpheramtgi devi ce

CPS. DS |[Properly control out boun
information to be protec
breach.

PR. BS Backups of data praote|CPS.-4 P |Perform a periodic systd
maintained, and tested components (e.g., Il oT
devices, and circuits).

PR. PS Configuration managem|CPS.-1 P |l ntroduce and i mpl ement
established and applied initial setting procedur

change procedure for | oT

CPS.-2P |Restrict the software to
| oT devices and servers

CPS.-PT |[Minimize functions of |
physically and |l ogically
ports, USBs, and serial
main bodies of | oT devic

PR. P2 Software is maintained|CPS.-10P |Develop a vulnerability
commensurate with risk the vulnerability of the
pl an.

CPS. @A |[Conduct remote maintenan
servers whil e gr artciord iay
that unauthorized access

PR. PS Hardware is maintained|CPS.-d P |When disposing of an | oT
commensurate with risk t he stored dat a and t h

identifying the genuine |
as important information
certificate),

or make them unreadabl e.

CPS. A |-Di scuss the method of <co
k

updates and the |ike on |
apply those security up
properly and in a timely
history
-Introduce Il oT devices
mechanism to perform a
sof tware prodramer ,( O&nd
t hrough remote commands.
PR. P Log records are gener at|]CPS.-PT [Determine and document t
continuous monitoring audit recording/log recd
revitdhwse records in orde
ri sk security incidents.
PR. PSS I nstallation and exec|CPS. ®M |As part of the configura
software are prevented wor k constantly ntaonnaf gi eg
information, status of
presence/ absence of c o
destination), and inforn
status bet ween ot her
components, and systems.
PR. PS Secur e sof tware devel |CPS-3 P |l ntroduce t he system de
integrated, and their manage the systems.
t hroughout the software
PR.DR Net wor ks and environme|CPS.-BC |Properly authorize wirel
unauthorized | ogical a q (including users, | oT de
CPS.-AC |Develop a policy about
according that protect t
means such as appropriat

devel opment and test en
environment, and enviro
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devices Vs. ot her env
organi zation).
PR.-DR The organi zationds tg CPS.-3P |l mpl ement physical measu
protected from environr uninterruptible powerf ascu
and protection from wat
policies and rules relat
environment, including t
installed in the organiz
PR.-DB Mechani sms ar e impl enCPS.-PT |[Introduce | 0T devices th
resilience requirement assuming that these devi
situations net wor Kk
PR.-DR Adequate resource capadqCPS.-BS |Secure sufficient resgdg
is maintained Component s, System) for
and protect assets prope
cyberattack (e.g., DoS a
CPS.-DS |[Carry out periodic quali
devices and wuninterrupt
redundancy, detect fail
wor k, and updat e softw
communi cation devices, c
DE. @M Net wor ks and network s{CPS.QaQM|Conduct network and acces
fipdtentially adverse e the contact points betwe

wi de area networKks.
CPS. G8M|-Use | oT devices that can
and suspend operations b
behaviors and actual one
- Validate whet her info
cyberspace contains mal

permi ssible range before

dat a.
CPS. @M |Validat e t he ant egmt it i
information provided f

operations.
CPS. €M |As part of the configura

wor k constantly manage
information, status of
presence/ absence of cor
destination), and inforn
status ermetomeher for gan
components, and systems.
DE. &M The physical environmelCPS. M |Perform setting, recordi
potentially adverse eve physical access, consi de
devices and servers.
DE. &OMB Personnel activity andgCPS. €M |[As part of t hhmanagrefmequr a
monitored to find poter wor k constantly manage
information, status of
presence/ absence of cor
destination), and inforn
status bet ween ot her | e
components, and systems.
DE. GO External service provi|CPS.GM|Monitor communication wi f
are monitored to find so that security events
CPS. €M |As part of the configura
wor k constantly manage
information, status of
presence/ absence of cor
destination), and inforn
status ermetomeher fforgani
components, and systems.
DE. &OW Computing hardwar e an|{CPS. BM|[-Use 1 0oT devices t halelaw
environments, and their and suspend operations b
potentially adverse eve behaviors and actual one
- Validate whet her info
cyberspace contains mal
permi ssible range before
dat a
CPS. @M |Validate t he integrity
information provided f

operations.

CPS. €M |As part of the configura
wor k constantly manage
information, status of
presence/ absence of cor
destination), and inforn
status emetomeher forgan
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components, and systems.
CPS.-DS [Conduct integrity checks
|l oT devices and servers
organization, and preven
|l aunching.
CPS. D3 |Introduce an integrity <c¢
integrity of hardware.

DE. AR Potentially adverse evdqCPS.-AE [Appoint a chief security

understand associated & management( SOEARASI| RT) , a
system within the organi
respond to security even

DE. AB I nformation is correlatfCPS.-BE [l dentify t he security

i mplementing the procedu
analysis of the securit)
analysis with the threatf
outside the organization

DE. AR The estimated i mpact {CPS.-AE |l denti fy the i mpact of 9
events are understood i mpact on other relevant

DE. AB I nformati on on adverseCPS.RP |Devel op and i mpl ement pr
aut horized staff and td response after detecting

process) that includes t
Peopl e, Components, Systd
response, priority, laerd 4
an incident occurs.

DE. AF Cyber threat intelligeCPS.-BE |l denti fy t he security
information are integrd i mplementing the procedu

anal ysis of the securit)
analysis with the threaf
outside the organization

DE. AB Incidents are decl ared |CPS.-BE |Specify the <criteria to
the defined incident cr security events.

RS . MAL The incident response |CPS.-RP |[Devel op and i mpl ement pr
coordination with rele response after detecting
incident is declared process) that includes t

People, Components, Syst{
response, priority, laerd 4
an incident occurs.
CPS.RP |As part of the security
procedure and the divisi
cooperative rel atpiaons esvi
partners, and i mpl ement
RS . MA2 I ncident reports are trCPS.-BE |l dentify t he security
i mpl ementing the procedu
analysis of t he s eccounrpiatry
analysis with the threatf
outside the organization
CPS.-AN |[Understand the impact of
whol e society including
parties such as partners
the incident and the pro
RS. MA3 I ncidents are categori ZCPS.-AN |Understand the impact of
whol e society including
partiespautheas based on
the incident and the pro
CPS.-BN |[Categori ze and store i
detected security incideé€
rel ated i mpact, peneftaatd
RS. MA Incidents are escalatedCPS.-AN |Understand the i mpact of
whol e society including
parties such as partners
the incident and the pro
CPS.RP |As part of the security
procedure and the divisi
cooperative relations wi
partners, and i mpl ement

RS . MAS The criteria for initilCPS.-BP |I nclude security inciden

applied plan or
emergency response plan
plans and response proc¢g
natur al di sasters.

RS. AN Analysis is performed t{CPS.AN |l mpl ement digital forensi
place during an incider security incident.
incident

RS. AN Actions performed duri|CPS.-AN || mpl ement digital forensi
recorded, and t he re security incident.
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provenance are preser.vs§
RS. AN I ncident data and met 4
their integrity and prd
RS. AN An incidentos magni tul]CPS.-AN |Understand the i mpact of
validated whol e society including
parties such as partners
the incident and the pro
RS. @@ I nternal and external {CPS.-RP |[Devel op and i mpl ement pr
incidents response after deteecwatriing
process) that includes t
People, Components, Syst{
response, priority, and
an incident occurs.
RS. @& Information is shared VCPS.-RP |Develop and i mpl ement pr
external stakehol der s response after detecting
process) that includes t
Peopl e, Components, Systd
response, priority, lerd 4
an _incident occurs.
CPS.RP |As part of the security
procedure and the divisi
cooperative relations wi
partneisnpl@ameént the proc
RS. WL I ncidents are containedCPS.-MlI |Take measures to-rmilmitmidz
and mitigate the i mpacts
RS. ®IR I ncidents are eradicatgCPS.-MlI |Take measur ess etcormrmiltryit midz
and mitigate the i mpacts
RC. PR The recovery portion offCPS.-BP |[Include security inciden
i s execut ed once init pl an or
response process emergency response plan
plans and response proc¢g
natural disasters.
RC. PR Recovery actions are|CPS.BP |l nclude securitlusinmcedsn
prioritized, and perfor pl an or
emergency response plan
plans and response proc¢g
natural disasters.
RC. PR3 The integrity of backyCPS.-4 P |Perform a periodic systd
assets is verified befd components (e.g., Il oT
devices, and circuits).
RC. PH Critical mi ssion funct
management are conside
i nciadpertati onal nor ms
RC. PP The integrity of restor
and services are resto
status is confirmed
RC. PR The end of incident red
criteriiaci-daldat ed docu
compl et ed
RC. 0@ Recovery activities anCPS. B8O |l nclude the item in the
operational capabiliti contingency plan to the
designated internal and recovery activities shal
internal and external st
management .
RC. a0 Public updates on inci|CPS.-RP [Develop and implement pr
using approvedemstlgoasyg response after detecting
process) that includes t
Peopl e, Components, Systd
response, priority, ke 3
an incident occurs.
CPS. Q@O |Develop and manage rul e
information after t he 0
incident.
CPS. QO |l nclude the item in the
contingency epfacttohéahet
shall work to restore i
occurrence iocfk & elciugh ty i
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AppendGko8daArmbyrevi ati ons

AMHS Automated Material Handling Systems
APT Advanced Persistent Threat

CAD CompuAieded Design

CASB Cloud Access Security Broker

CCD Charge Coupled Devices

CSPM Cloud Security Posture Management
CSI RTompuSeaqurity Incident Response Team
CVE Common Vulnerabilities and Exposures
CVSS Common Vulnerability Scoring System
CWPP Cloud Workload Protection Platform
DCS Distributed Control System

DMZ DeMilitarized Zone

EAP ExtenAutbhenti cation Protocol

EDA Electronic Design Automati on

EDR Endpoint Detection and Response
EOSL End of Service Life

EPP Endpoint Protection Platform
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FOUP Front Opening Unified Pod

FSI RTFactory Security Incident Response Team

GEM Generic Equipment Model

HSMS Hi gh Speed Message Service

| AMIl dentity and Access Management

| FOnput / Out put

I DS I ntrusion Detection System

|l PSIntrusion Prevention System

JVN Japan Vulnerability Note

MCS” Material Control System

MES Manufacturing Execution System

MSRC Microsoft Security Response Center

NDR Net wor k Detection and Response

NVD National Vulnerability Database

OEMOriginal Equipment Manufacturing

OHT Overhead Hoist Transport

PLC Progr ammabQoentLrooglilce r

116



PSI RProduct Security Incident Response Team
SBOM Software Bill of Materials

SECS SEMI Equi pment Communications Standard
SPC Statistical 'Process Control

SSPM SaaS Security Posture Management

SSVC St akeh®dawrirfic Vulnerability Categorizati
VPN Virtual Private NetworKk

WORM Write Once Read Many

Access control

The process of granting or denying specific re
and rel at ed rioncfeosrsmantgi csrer vi ces; and to enter s|
Feder al buil di ngs, military establishments, a

8083 Rev. 4]

Adive scanning

A security assessment technique that sends pa

vul nerabilities in networks and systems. Thi
scanni ng, and penetration testing, and assess
micsonf i gurations and known vulnerabilities.

Anomaly Detection
A mechanism providing a multifacetadtapbhsoact
NI STI R 8219]

Aut henticator

The official management decision given by a s

operation of an information system and to exf¢
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operations (including mission, functi ons, i ma

i ndividual s, ot her organizations, and the Nat
agreuepdon set of security53coRetvrAll]s. [ NI ST SP 80

Cloud
A model for enabl ing udbel ngauni dt ornuest, wocrokn vaecnd eesnst , t «
poolcomffi gurable computing resources (e.g., net

and services) that can be rapidly provisioned
effort or service provi-’d®rRawm.tde]raction. [ NI ST

Configumaniagre ment

A collection of activities focused on establ
i nformati on technol ogy products and systems,
initializing, c¢changing, and monitoring the col
thrbhbogt the system devel opm&iB3t Rlevi &] cycl e. [ NI

Condui t
A communication channel used to transfer i nfo
an I ndustrial Aut omation and Contr ol System |

communication between zones with different S e (

Component
A discrete identifiable information technol og
a system and may include hardware,53 oRdawab]le,

Consol e
Avisually oriented input and output device wu

resource. [ NRSB]SP 1800

Cybersecurity

Prevention of damage t o, protection of, and
communicati ons sycdanmmsni cealte cotnrsonser vi ces, Wi r
and electronic communication, including infor
availability, i ntegrity, aut henticati on, conf |

53 Rev. 5]
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Def emsept h
I nformation security strategy integrating peofy

to establish variable barriers across multipl
[ NI ST SSPB 8Relv. 4]

Engpoints

Any device, such as computers, mobile devices
connects to an organization's net wor k and a
transmits and receives dat a.

Enterprise

An organization with a defined mission/goal al
systems to execute rtéhsago mdisksiiloint,y afnar wharhagi ng
performance. An enterprise may consi st of al
aspect s: acquisition, program management, fir
human resources, security,, iamfdor mat o omata mnd |

management . [-N3 SHewP4]800

Firewal |l
A gateway that | imits access between networKks
[ NI ST &SP 8Relv. 4]

Firmwar e

Computer programs and -dagtpa csatl dorye dy nimme ed@alryd w aRrCeM
or programmoalblye meendd ys u/cPhRQM)at t he programs an
be dynamically written or modified dubBng exe:
Rev. 4]

Front PC(Factory Facing Components)
A PC attegbepdmeéewnt tools for operating and con
has the capability to connect to the fab net wo

operation and storage media connection.

Gat eway
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An intermediate system (interface, rel ay) t h
net works that have similar functions but diss
ei thewaynewatywecommuni cation between tiBe net wc
Rev. 4]

GenePalkFpose OS
An operating noystsgmctimdti ziesd for a specific pu
be used on a wide variety of computer systems

Har dwar e
The physical components of an -53nfRervmadt]i on sy s

Hardening
A process intended to eliminate a means of a

turning off nonessential services.

l nci dent

An occurrence that actually or potentially | e
availability of an informati onprsocdsame so,r stthoer «
or transmits or that constitutes a violation
policies, security procedures, e€elr2 aRcecveptldbl e

l ndustrial ContGSol System

An information system used to control i ndust
product handl ing, producti on, and distributi
supervisory control and dat a acqguisition (!
geographipealsley aisset s, as well as distributec
smal l er control systems wusing programmabl e |

processes. [5N3I SRTe vS P4 18 0 0
Log
A record of the events occurring within an or

SP8 00 2]

Mal war e
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Software or firmware intended to perform an
adverse impact on the confidentiality, i ntegr |
A virus, worm, Troj eéormasledr sen,tiary dthlaer Padecet s
8083 Rev. 5]

Mul ti famthent i(cMRA)onN

Aut hentication wusing two or more different fa
i nclude: (i) something you know (e.g., passwo
cryptographic identification device, token),;
[ NI ST P 8Relv. 4]

Net wor k

I nformation system(s) i mpl emented with a coll
Such components may include routers, hubs, cal
key distribution centers, and t53X hRew.adl] contr

Net wonak age ment
The overall process of operating, moni toring,
i nfrastructure.

Pr ot ocol

A setuloéds (i .e., formats and procedures) to i
association (e.g., communicati-bd)Réetdleen sysi
Port

The entry or exit point from a computer for c
devi ENEST SR2r800

Reference Architecture
A template or framework that outlines best p
buil ding, operating, and managing systems or

i ndustry.

Resilience

The ability of an information system to contin
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or stress, even if i n a degraded or debi |l it

operational capabilities; and (ii) recover to
frame consistent with mB9%ion needs. [NIST SP
Ri sk

A measure of the extent to which an entity 1is
event, and typically a function of: (i) t he
circumstance or event occur s; and (i k30 the |1
Rev. 1]

Ri sk analysis

The process of il denti fying risks to organiz
functions, i mage, reputation), oor r ggaanni i zzaattii oonnasl ,
and the Nation, resulting from t3l0e Reperldgti on ¢
Ri sk assessment

The process of identi fying ri sks to organi z
functions, i mage, reput aitnidoinv)i,d uoarl gsa nioztahteiro narl
and the Nation, resulting from t3h0 PRew.rlalti on
Ri sk management

The program and supporting processes t o ma n
organi zational operations (including mi ssi o
organi zational assets, individuals, other or g:e
establtiseniocngnt erxetl aftoerd raicstki vi ti es; (ii) assess
ri sk once determined; and (iv) mdniRteowr.ilgdg ri sl
Security 1|1 ogs

Records of events that occurred on a system. °
related events, such as | ogiohabhgempts, file :

Segregafdiudan es
A security measure to restrict access to a s
privilege to prevent a single user or process
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Server

A computer or device on a network that manages
file servers (to store files) ,prpirnitnetr ssyer vneertsw
servers (to manage network traffic), and dat
gueries). [ NI7TSB SRR v8 A(

Supply <chain
Linked set of resources and processes bet we

organi zations, each of which is an acquirer,
and services and extenfddN| S§hr &Bg8®evhei r | i fe c
System
Di screte set of i nformati on resources organ
mai ntenance, dises,emd martiirogq,, or di[sNoloSsTi tSiPo 8 000f
30Rev. 1]

Software
Computer programs and associated data that ma
during executi é&mlB. ReNILLET SP 800

Thr eat

Any <circumstance ©¢opot emnteind!l wtid hadwer sely i mpa
operations (including mission, functions, i ma
i ndividual s, ot her organi zations, or t he Nat
unaut horized accessuredesdrmr umodiohni c atiiscd oaf i n

deni al of servis8e RelvNUFT SP 800

Vul nerability

Weakness in an information system, system sec
i mpl ementation that could be expNoSTed8P o80Q@rTr.i
53 REvV. 5

Zone
A collection of | ACS system el ements grouped
security |l evel. Restricting information fl ow I
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mitigates security risks.
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Semi conductor Boar d,
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Tokyo El ectron Limited

Shi geki Na gRarneosi dent

Tet sukamiNi

SCREEN System Service Co., Ltd
Cl O
Rapidus CoéTSprof%®Pidlon

(Toshi o Fuj iDeputeyad &bDi ¢ Dt ai,si on
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Study Group for I ndustrial Cybersecurity
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Semiconductor I ndustry SWG task force memt
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