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1 

 

│∂╘⌐ 

.  ●▬♪ꜝ▬fi ─ ה  

⌐⅔↑╢◘▬Ᵽכ☿◐ꜙꜞ♥▫ꜞ☻◒─  

⁸AI⁸IoT⁸ⱦ♇◓♦כ♃ ─♦☺♃ꜟ ─ ⌐ ™⁸₈ⱦ☺Ⱡ☻⌐ IT ╩ ∆╢₉ ╩ ⅎ⁸♦☺♃ꜟ ╩ ≤⇔≡⁸ ─ ⌐ ↑⁸ⱦ☺

Ⱡ☻⸗♦ꜟ╛ ⁸ ⁸ ה ╩ ⌐ ⇔⁸ √⌂ ה ⌐≈⌂→≡™ↄ₈♦☺♃ꜟ♩ꜝfi☻ⱨ◊כⱷכ◦ꜛfi DX ₉─ ⅜⁸

⌐ꜟⱣכ꜡◓ ⅝ ↓∫≡⅝≡™╢⁹↓℮⇔√ ⁸ │⁸ ה ─√╘⌐⁸DX ╩☻Ⱨכ▫♦כ⌐ ╘≡™ↄ↓≤⅜ ╘╠╣≡™╢⁹ 

≢⁸♦☺♃ꜟ ─ ה ─ ⌐ ℮◘▬Ᵽכ ≤ⱨ▫☺◌ꜟ ─ ⌐╟╡⁸◘▬Ᵽכ ⌐╟╢ ⅜ⱨ▫☺◌ꜟ ⌐ ╓∆ ⅜ ⇔

≡™╢⁹ ⁸ ◦☻♥ⱶ⁸ ⱪꜝfi♩⁸ ⁸ⱦꜟ◦☻♥ⱶ ─ ◦☻♥ⱶ OT ┼─◘▬Ᵽכ ╛⁸IoT ┼─◘▬Ᵽכ ⅜ ⌐

ↄ ↕╣≡™╢⁹╕√⁸◘▬Ᵽכ ─ ╙ ⇔≡™╢⁹ⱨ▫☺◌ꜟ ⌐⅔↑╢ ⌂ IoT ╩ ≤∆╢◘▬Ᵽכ ⱦכ◘♪►ꜝ◒⁸╛

☻┼─ ⁸ ≢─ ⅜ ▪▼►♩ⱨ♁☻כ♁ⱪfiכ○╢™≡⇔ OSS ╩ ∫√ ⱪכꜟ◓⁸ ⁸ ⁸ ╩ ∫√ ⌂≥⁸◘ⱪꜝ▬♅▼

fiכ ─ ╩ ∫√◘▬Ᵽכ ⅜ ↄ ↕╣≡™╢⁹↓℮⇔√◘▬Ᵽכ ─ ⌐│⁸ ─ ⅜ ╦╣╢ ─╒⅛⁸ ─ ה ה ⌐

╟╢ ה ⁸ ꜝfi◘ⱶ►▼▪ ⁸ⱨ▫♇◦fi◓⁸ⱦ♇♩◖▬fiⱴ▬♬fi◓ ─◘▬Ᵽכ ╙ ↄ⁸ ╩ ╗№╠╝╢ ♩♇◕כ♃⅜

≤⌂∫≡™╢⁹ 

↓─╟℮⌐⁸♦☺♃ꜟ ─ ─ ⌐ ™◘▬Ᵽכ ─ ╛ │ ⇔≡⅔╡⁸╕√∕─ │⁸◘▬Ᵽכ ⌐⅔↑╢⁸ ╛ ⌂≥─

ⅎ™ה ─ꜞ☻◒─╖⌂╠∏⁸ⱨ▫☺◌ꜟ ⌐⅔↑╢⁸◦☻♥ⱶ♄►fi⌐╟╢ ─ꜞ☻◒⁸ ה ⌐ ╦╢ꜞ☻◒⁸ ─ ⌐╟╡

⅜ ╘╠╣╢ꜞ☻◒⁸꜠Ⱨꜙ♥כ◦ꜛfi ꜞ☻◒⌂≥─ ₁⌂ ꜞ☻◒≤ ⇔≡™╢⁹∆⌂╦∟⁸ ╠⅜◘▬Ᵽכ☿◐ꜙꜞ♥▫ꜞ☻◒╩

⌂ ≤⇔≡ ⅎ⁸ꜞכ♄כ◦♇ⱪ╩ ⇔≡ ╩ ∆╢ ⅜ ⇔≡™╢⁹ ≢╙ 2020 12 ⌐₈ ─◘▬Ᵽכ ─ ╩ ╕ⅎ√

┼─ ₉╩ ⇔≡◘▬Ᵽכ☿◐ꜙꜞ♥▫─ ─ ─ ╩ ⇔≡™╢⁹1 

 

 

 

 

 
1  ₐ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ה ─ ⅝ . ₑ 2021 4  

https://www.meti.go.jp/press/2021/04/20210426002/20210426002.html  

 

https://www.meti.go.jp/press/2021/04/20210426002/20210426002.html


 

2 

 

◦☻♥ⱶ⌐⅔↑╢◘▬Ᵽכ☿◐ꜙꜞ♥▫ꜞ☻◒─  

⌐⅔™≡╙⁸1986 ⅛╠ 2022 ─ ⌐⁸ ≢ 90 ─☿◐ꜙꜞ♥▫▬fi◦♦fi♩⅜ ⇔≡™╢⁹╕√⁸ NASA ≢│⁸2017

⅛╠ 2020 ─ 4 ⌐ⱨ▫♇◦fi◓⁸ⱴꜟ►▼▪ ─◘▬Ᵽכ ⅜ 6,000 ↕╣√≤⇔≡™╢⁹2 

 

 -  ⌐⅔↑╢▬fi◦♦fi♩ 3 

 

◦☻♥ⱶ─◘▬Ᵽכ☿◐ꜙꜞ♥▫─ ⅜ ⅛≈ ≤⌂∫≡⅝≡™╢ ⌂ ≤⇔≡│⁸ ⅜ →╠╣╢⁹ 

· ⅜ ─ ╛ ⌐⅔↑╢ ◦☻♥ⱶ─ ─   

· ◦☻♥ⱶ─ ה ♪►ꜝ◒ה ─ ⁸♦☺♃ꜟ ─  

· ─ ⁸ ≤ 5G ≤─ ⁸Ⱡ♇♩꞉כ◒─  

· ─◖fi☻♥꜠כ◦ꜛfi ⌐╟╢⁸ ה ♃כ♦ה ─  

· ◦☻♥ⱶ⌐ ∆╢ ─ ה ─ ╡ ╖⌐ ─כ♄ꜟⱱ◒כ♥☻℮ ─fiכ▼♅▬ꜝⱪ◘ה  

 

 

 
2 NASA Office of Inspector General /Office of Audits: ₐNASAõS CYBERSECURITY  READINESS ₑ 2021 5  

https://oig.nasa.gov/docs/IG -21-019.pdf 
3 ⌐ ≠⅝  

https://oig.nasa.gov/docs/IG-21-019.pdf


 

3 

 

◦☻♥ⱶ─◘▬Ᵽכ☿◐ꜙꜞ♥▫⌐ ∆╢ ⌂  

↓℮⇔√ ⁸ ─ ≢│⁸ ◦☻♥ⱶ─◘▬Ᵽכ☿◐ꜙꜞ♥▫ ⌐≈™≡⁸ ┘ ≢─ ╛ ⅜ ⇔≡™╢⁹ 

 -  ⌐⅔↑╢ ◦☻♥ⱶ─◘▬Ᵽכ☿◐ꜙꜞ♥▫  

   

1990.7  NSD-42ΓNational Policy for the Security of National Security Telecommunications and Information Systems Δ ┘

◦☻♥ⱶ─☿◐ꜙꜞ♥▫⌐ ╢ ╩ ⁹ 

1990.7  NSD-42⌐ ≠⅝⁸ ┘ ◦☻♥ⱶ☿◐ꜙꜞ♥▫ NSTISSC ╩ ⁹ 

2001.10  13231ΓCritical Infrastructure Protection in the Information Age Δ ⌐⅔↑╢ ▬fiⱨꜝ─ ⌐⅔™≡⁸NSTISSC ╩

◦☻♥ⱶ CNSS ⌐ ⁹CNSS│ DoD ⁸ CIA ⁸ DIA ⁸ DOJ ⁸

FBI ⁸ NSA ⁸ NSC ⅛╠ ↕╣╢⁹ 

2005.6  ⅜ DoDI 8581.01ΓInformation Assurance (IA) Policy for Space Systems Used by the Department of Def enseΔ ⅜ ∆╢

◦☻♥ⱶ⌐⅔↑╢ ╩ ⁹ 2010.6  

2007.3  NSD-42╩ ↑⁸CNSS⅜ CNSSP 12ΓNational Information Assurance Policy for Space Systems Used to Support National Security 

MissionsΔ ⌐ ™╠╣╢ ◦☻♥ⱶ─√╘─ ╩ ⁹ 2012.1 ⁸2018.2  

2009.2  NSD-42╩ ↑⁸CNSS⅜ CNSSP 22ΓInformation Assurance Risk Management Policy for National Security Systems Δ ◦☻♥

ⱶ─√╘─ ꜞ☻◒ ╩ ⁹ 2012.1. ⁸2016.8.◘▬Ᵽכ☿◐ꜙꜞ♥▫ꜞ☻◒ ⌐  

2012.3  NSD-42╩ ↑⁸CNSS⅜ CNSSD 505ΓSupply Chain Risk Management (SCRM) Δ ◘ⱪꜝ▬♅▼כfiꜞ☻◒ ╩ ⁹ 2017.7.26

 

2017.1  ◄▪꜡☻Ɑכ◖☻כⱳ꜠כ◦ꜛfi⅜ΓNAVIGATING THE POLICY COMPLIANCE ROADMAP FOR SMALL SATELLITE Δ≢ ─

DoDI 8581.01 ┘ CNSSP 12┼─ ≈™≡ ⁹ 

2018.8  AIAA ◌fiⱨ□꜠fi☻≢ΓNo Encryption, No Fly Δ─ꜟכꜟ⅜ ↕╣╢⁹ 

2019.4  ☿fi♃כ Space ISAC ─ ⁹ NASA⁸ ⁸ ⅜ ∟ →⁹  

2019.4  Orbital Security Alliance OSA ⅜ΓBig Risk in Small Satellites Δ╩ ⁹ 

2020.2  13905ΓStrengthening National Resilience Through Responsible Use of Positioning, Navigation, and Timing ServicesΔ ה

ה ─☻ⱦכ◘  №╢ ⌐╟╢ ─꜠☺ꜞ◄fi☻─ ⁹PNT ⌐☻ⱦכ◘ ⇔√☿◐ꜙꜞ♥▫ⱪ꜡ⱨ□▬ꜟ⌐ ∆╢

NISTIR 8323 ╩ 2021.2⌐ ⁹ 

2020.5  UKSA ⅜ ⁸ ◘ⱪꜝ▬ꜘכ ↑⌐ΓCyber Security Toolkit ver2 Δ╩ ⁹ 

2020.5  OSA⅜ ⌐╟╢ΓCommercial Space System Security Guidelines Δ ◦☻♥ⱶ☿◐ꜙꜞ♥▫●▬♪ꜝ▬fi ╩ ⁹ 



 

4 

 

   

2020.9  SPD-5ΓCybersecurity Principles for Space Systems Δ ◦☻♥ⱶ⌐⅔↑╢◘▬Ᵽכ☿◐ꜙꜞ♥▫ ◦☻♥ⱶ│ ─№

╢◘▬Ᵽכ ⌐╟╢ ╩ ⇔≡ ה ↕╣╢═⅝↓≤⁸ ◦☻♥ⱶה ה ◦☻♥ⱶ─ ⅜ ╡ ╕╣√ ╩

⁹ 

2021.5  ▬fiⱨꜝ ⌐כ♃◒☿16 ◦☻♥ⱶ╩ ─ ─ ─√╘─ ⱪ꜡☿☻≤⇔≡⁸ DHS ⅜WG╩ ⁹ 

2022.2  NIST ⅜ ─√╘─☿◐ꜙꜞ♥▫ ≢№╢ NISTIR 8270  (2nd Draft) ΓIntroduction to Cybersecurity for Commercial Satellite 

OperationsΔ╩ ⁹ 

2022.4  NIST ⅜ ☿◓ⱷfi♩─√╘─☿◐ꜙꜞ♥▫ⱪ꜡ⱨ□▬ꜟ⌐ ∆╢ ≢№╢ NISTIR 8401  (Draft) ΓSatellite Ground Segme nt: 

Applying the Cybersecurity Framework to Assure Satellite Command and Control Δ╩ ⁹ 

 

●▬♪ꜝ▬fi ─  

↓─╟℮⌐⁸ ⌐⅔↑╢ ◦☻♥ⱶ─◘▬Ᵽכ☿◐ꜙꜞ♥▫ꜞ☻◒⅜ ⇔⁸ ≢╙ ╛ ⅜ ∆╢ ⁸ 2 12 15

≢│⁸ ◦☻♥ⱶ ─ ─ ≤⇔≡⁸ ◦☻♥ⱶ─◘▬Ᵽכ☿◐ꜙꜞ♥▫ ─√╘─ ↑●▬♪ꜝ▬fi╩ ∆╢↓≤

≤↕╣√⁹ 

⅜ ─ ╛ ─ ⌂ ◦☻♥ⱶ─ ⌐│⁸ ⅜ √╢ ™ ≤⌂∫≡™╢╙─╙ ↄ ∆╢√╘⁸ ●▬♪ꜝ▬fi≢│⁸ ─

╛ ╙ ╕ⅎ≈≈⁸ ─ⱦ☺Ⱡ☻╩ ∆╢ ⅛╠⁸ 

· ◦☻♥ⱶ⌐ ╢☿◐ꜙꜞ♥▫ ─ꜞ☻◒ 

· ◦☻♥ⱶ⌐ ╦╢ ⅜כ♄ꜟⱱ◒כ♥☻ ∆═⅝ ☿◐ꜙꜞ♥▫  

· ─ ⌐ √╡ ⌐⌂╢ ⁸ ⌂   

⌐≈™≡ ⅛╡╛∆ↄ ⇔≡ ⇔⁸ ⌐⅔↑╢ ⌂ ╩ ∆↓≤╩ ≤⇔≡™╢⁹ 

 

●▬♪ꜝ▬fi─ ה ─ⱪ꜡☿☻ 

●▬♪ꜝ▬fi│⁸ ─ⱪ꜡☿☻≢ ╩ ∫√⁹ 

· ◘▬Ᵽכ☿◐ꜙꜞ♥▫ WG1 ה ה ─ ⌐ ╩⇔√ ◘Ⱪ꞉כ◐fi◓◓ꜟכⱪ SWG ⌐⅔™≡ ⁹ 

· SWG⌐│⁸ ⅛╠ ↕╣╢ ╩ ⇔⁸ ⌂ ⌐≈™≡│ ⌐⅔™≡ ⁹ 

· ⌐ √∫≡│⁸ ╩ ⌂ⱨ꜠כⱶ꞉כ◒≤⇔≡ ⁹ 

V a ◘▬Ᵽהכⱨ▫☺◌ꜟה☿◐ꜙꜞ♥▫ ⱨ꜠כⱶ꞉כ◒ CPSF Ver1.0ₑ 2019 4  ◘▬Ᵽכ☿◐ꜙꜞ♥▫  



 

5 

 

V a ◦☻♥ⱶ─☿◐ꜙꜞ♥▫ꜞ☻◒ ●▬♪ 2 ₑ 2020 3   

· JAXA⁸ ⁸ ─ ╖≤─ ╩ ⌐ ⅝≈≈ ⁹ 

 

●▬♪ꜝ▬fi│⁸ ─ ─ ╩ ╡ ╣⁸1 ⌐ 1 ─ ⇔╩ ∫≡™ↄ↓≤≤∆╢⁹╕√⁸ ●▬♪ꜝ▬fi≢ ⇔≡™╢ ⌐≈™≡│

╩ ∆╢↓≤⁹  



 

6 

 

.  ●▬♪ꜝ▬fi─  

●▬♪ꜝ▬fi⅜ ≤∆╢ ◦☻♥ⱶ│⁸ ⅜ ≤⌂╢ ◦☻♥ⱶ ┘ ◦☻♥ⱶ ⁸ ♃כ♦ ⁸ ה ≤∆

╢⁹ ◦☻♥ⱶ⌐≈™≡│⁸ ה ה ⁸ ה ⁸ ⱨ▼כ☼╩ ≤∆╢⁹ ◦☻♥ⱶ⌐≈™≡│⁸ ה ⱨ▼כ☼╩ ⌂ ≤∆╢╙──⁸

◦☻♥ⱶ ─ ⅛╠ ╕≢─ ⱨ▼כ☼⌐≈™≡ ⌐ ∆═⅝ ⌐≈™≡│ ≤∆╢⁹ ⌐≈™≡│ ≤∆╢⁹ 

─√╘⁸ ─ꜝ▬ⱨ◘▬◒ꜟ≤☻♥כ◒ⱱꜟ♄כ─ ╩  - ⌐ ⇔√⁹ 

 

 

 -  ◦☻♥ⱶ ≤ ●▬♪ꜝ▬fi─  

 



 

7 

 

 

 -  ─ꜝ▬ⱨ◘▬◒ꜟ≤☻♥כ◒ⱱꜟ♄כ─ ─  

 

●▬♪ꜝ▬fi≢│⁸ ⅜ ⌂ ⌐ ╢ ┘∕─◘ⱪꜝ▬♅▼כfi╩ ≤⇔≡ ⇔⁸ ◦☻♥ⱶ─ ⌂⸗♦ꜟ⁸ꜞ

☻◒◦♫ꜞ○⁸ ╩ ⇔√⅜⁸ ⁸ ⁸ ─ ─ ◦☻♥ⱶ─☿◐ꜙꜞ♥▫ ─ ⌐ √∫≡╙ ●▬♪ꜝ▬fi╩ ∆╢↓≤│

≢№╢⁹⌂⅔⁸ ●▬♪ꜝ▬fi─ │⁸ ∆╢↓≤≤∆╢⁹ 

  



 

8 

 

.  ●▬♪ꜝ▬fi─ ┘  

●▬♪ꜝ▬fi─ ┘ ╩  - ⌐ ∆⁹ ●▬♪ꜝ▬fi─ ─℮∟⁸ ⌐ ∆╢ ╩Ἑ≢ ⇔≡™╢⁹ 

⌂⅔⁸ ─ │⁸ ⌐₈ │∂╘⌐₉ ┘₈ ◦☻♥ⱶ╩ ╡ ↄ☿◐ꜙꜞ♥▫⌐ ╢ ₉⌐≈™≡ ∆╢↓≤⅜ ╕╣╢⁹ 

 

 -  ●▬♪ꜝ▬fi─ ┘  

   
♩♇ꜝⱪ♃כ♦

ⱨ◊כⱶ  

♃כ♦ כ◘

ⱦ☻  
 

│∂╘⌐ 

. ●▬♪ꜝ▬fi ─ ה  

Ἑ Ἑ Ἑ Ἑ Ἑ 
. ●▬♪ꜝ▬fi─  

. ●▬♪ꜝ▬fi─ ┘  

. ●▬♪ꜝ▬fi─  

◦☻♥ⱶ╩ ╡ ↄ☿◐ꜙꜞ♥▫⌐ ╢  

. ▬fi◦♦fi♩  

Ἑ Ἑ Ἑ Ἑ Ἑ . ◦☻♥ⱶ⌐⅔↑╢☿◐ꜙꜞ♥▫ꜞ☻◒─ ⅎ

 

◦☻♥ⱶ⌐⅔↑╢☿◐ꜙꜞ♥▫ ─ⱳ▬fi♩ 

.  Ἑ Ἑ Ἑ Ἑ Ἑ 

. ◦☻♥ⱶ ─       

 . . ╘╠╣╢  Ἑ Ἑ Ἑ Ἑ Ἑ 

 . .  Ἑ Ἑ   Ἑ 

 . .   Ἑ Ἑ  Ἑ 

 . . ♃כ♦   Ἑ Ἑ Ἑ  

 . . ה   Ἑ   Ἑ 

☻ⱦכ◘                                   │ ╩☻ⱦכ◘ ∆╢ ☻ⱦכ◘ ╩ ╗⁹ 

 

₈ ◦☻♥ⱶ╩ ╡ ↄ☿◐ꜙꜞ♥▫⌐ ╢ ₉≢│⁸ ◦☻♥ⱶ╩ ╡ ↄ ─▬fi◦♦fi♩ ╛⁸ ◦☻♥ⱶ⌐⅔™≡ ↕╣╢ ⌂☿◐ꜙ

ꜞ♥▫ꜞ☻◒⌐≈™≡ ∆╢⁹ 

₈ ◦☻♥ⱶ⌐⅔↑╢☿◐ꜙꜞ♥▫ ─ⱳ▬fi♩₉≢│⁸ ≢ ⌂ ⁸ ≢│ ◦☻♥ⱶ ─ ≤⇔≡ ◘Ⱪ◦☻♥

ⱶ ⁸ ⁸ ♃כ♦ ⁸ ה ⌐ ╘╠╣╢☿◐ꜙꜞ♥▫ ─ⱳ▬fi♩╩ ∆╢⁹ 
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.  ●▬♪ꜝ▬fi─  

●▬♪ꜝ▬fi│ ─╟℮⌂ ╩ ⇔≡™╢⁹ 

· ⌐ ╦╢ ⌐⅔™≡⁸ ─◘▬Ᵽכ☿◐ꜙꜞ♥▫ ─ ≤⇔≡ ∆╢⁹ 

ה · ה ⅜ ◦☻♥ⱶ╩ ∆╢ ⌐⁸ ⌂◘▬Ᵽכ☿◐ꜙꜞ♥▫ ╩ √∆ ≢№╢⅛≥℮⅛─ ⌐ ∆╢⁹ 

 

≤⌂╢ ◦☻♥ⱶ╛ ─ⱦ☺Ⱡ☻ │ ₁≢№╢↓≤⅛╠⁸ ─ ⌐ √∫≡│⁸ ◦☻♥ⱶ─ ה ⁸ꜞ☻◒ ⁸

─ⱦ☺Ⱡ☻ ╩ ╕ⅎ⁸ ●▬♪ꜝ▬fi⌐ ⇔≡™╢ ⅜≥↓╢∆◓fiꜞꜝכ♥╩ ≢№╢⁹╕√⁸ ≢כ♄ꜟⱱ◒כ♥☻─ ⌐ ╩

∆╢ ⌐│⁸ כ♄ꜟⱱ◒כ♥☻ ≢ ≡™≈⌐◓fiꜞꜝכ♥─ ⇔⁸ ה ∆╢↓≤⅜ ≢№╢⁹ 
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◦☻♥ⱶ╩ ╡ ↄ☿◐ꜙꜞ♥▫⌐ ╢  

.  ▬fi◦♦fi♩  

◦☻♥ⱶ⌐⅔↑╢▬fi◦♦fi♩  

≢│ 1986 2022 ⌐ ≢ 90 ─☿◐ꜙꜞ♥▫▬fi◦♦fi♩⅜ ⇔≡™╢⁹ ⌐ ─ ╩ ∆⁹ 

 -  ◦☻♥ⱶ⌐⅔↑╢☿◐ꜙꜞ♥▫▬fi◦♦fi♩ 4 

    

2008 
NASA  

Terra  
⅜ ⌐ 

NASA ─ Terra ⌐ ⇔≡ ⅜№╡⁸ ⌐⁹2008 ─ 6 ≤ 10 ⌐ 2 ⁹

┼─ ≢│ ─ ⅜ ≢№∫√ ⅜ ↕╣√⁹ ⱡꜟ►▼כ─ KSAT │↓╣╩  

2014 
NOAA  

NW 

⅜♃כ♦

⌐ 
NOAA ─ Ⱡ♇♩꞉כ◒⅜▬fi♃כⱠ♇♩ ≢◘▬Ᵽכ ╩ ↑√⁹ 

2015 
▬ꜞ☺►ⱶ 

 

⅜ ╠╣

╢ ⌐ 

▬ꜞ☺►ⱶ ─Ɑכ☺ꜗ ⅜♃כ♦ ↕╣≡™⌂™≤™℮ ⅜ ↕╣√⁹ 

Chaos Communication Camp 2015 ≢│ ⌐⁸ ϫ50 ─▪fi♥♫ ≢▬ꜞ☺►ⱶ

─Ɑכ☺ꜗ ╩♃כ♦ ה ⇔⁸◒ꜞ▪♥◐☻♩ ⌐ ∆╢ ─ⱪ꜠♀fi⅜№∫√⁹ 

2018 

NASA  

☺▼♇♩

JPL  

Ⱶ♇◦ꜛfi♦כ♃

─ ⅎ™ 

⅜ ⇔√ Raspberry Pi ╩ ≤⇔≡ JPL ─Ⱡ♇♩꞉כ◒⌐ ⇔⁸ ◦☻♥ⱶ ╩ ⁹

⅔╟∕ 10⅛ ⌐ ∫≡ ⅜№╡⁸ 23ⱨ□▬ꜟ⁸500MB ─ ⅜ ⅝ ╠╣√⁹ 

2020 
─ 

18 ─  

▬fi♃כⱠ♇♩

─  

BlackHat ≢⁸ ─ 18 ⅛╠─ ╩ $300 ─▪fi♥♫ ≢ ⇔⁸

╩♃כ♦ ⇔√≤↓╤⁸18 ∆═≡≢ ⅜⅛↑╠╣∏⌐ ⅜ ╦╣⁸ ⅜ ╠╣╢ ⌐⌂∫≡™

√≤─ⱪ꜠♀fi⅜№∫√⁹ ⌐ ∆╢ ⁸ ─ ⁸ ⌂ Ɽ☻ⱳכ♩ ╛

♃כ♦♪כ◌♩♇☺꜠◒ ⅜ ╠╣╢ ⌐⌂∫≡™√⁹ 

2022 
Viasat  

KA -SAT 

Ⱪ꜡כ♪Ᵽfi

♪┼─ ⅜

⌐ 

Viasat ─ ₈KA -SAT₉◘כⱦ☻⌐ ∆╢ ─ ⸗♦ⱶ⅜ DoS ╩ ↑⁸ ╩☻ⱦכ◘

∆╢►◒ꜝ▬♫╛ ─ ⅛╠─ Ⱪ꜡כ♪Ᵽfi♪┼─ ⅜ ⌐ ≤⌂∫√⁹↓─ ⌐╟╡⁸►

◒ꜝ▬♫ ─ ⌐ ⇔≡ ╩ ⅝ ↓⇔√╒⅛⁸♪▬♠≢│⁸ ⸗♦ⱶ╩ ∆╢ ─ ⅜ⱦfiכ♃

╩ ↑⁸ ─ ⅜ ∆╢ 7,800 ╩ ⅎ╢ ♩כ⸗ꜞ─ⱦfiכ♃ ⅜ ≤⌂∫√⁹ 

  

 

 
4 ⌐ ≠⅝  
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◦☻♥ⱶ⌐ ∆╢ ▬fi◦♦fi♩  

─☿◐ꜙꜞ♥▫▬fi◦♦fi♩─ ⌐│⁸ ⌐╙ ⌐⌂╢╙─⅜№╢⁹ ⌐ ◦☻♥ⱶ⌐ ⇔℮╢ ╩ ∆⁹ 

 

 -  ◦☻♥ⱶ⌐ ⇔℮╢▬fi◦♦fi♩ 5 

    

2019 
ꜞ▪ꜟ♃▬ⱶ OS 

VxWorks  

▪◒☿☻ ─

 

⁸ ⁸ ⁸ ™ ⌐⅔™≡ 20 ─♦Ᵽ▬☻≢ ↕╣╢WindRiver ─ VxWorks

⌐ 11 ─ ⅜№╢↓≤⅜ ↕╣√⁹↓─℮∟ 6 │ ⌂ ≤↕╣≡™╢⅜⁸Ɽ♇♅╩ ≡╢↓≤⅜

⌂ ╙ ™≤↕╣≡™╢⁹ 

2020 ●☻  
●☻

─  
─ ●☻ ⅜ꜝfi◘ⱶ►▼▪╩ ∫√◘▬Ᵽכ ╩ ↑⁸2 ─ ⌐ ™ ╕╣√⁹ 

2020 
NASA ╩ ╗

18,000  
ⅎ™  

SolarWinds │⁸Ⱡ♇♩꞉כ◒ ♁ⱨ♩►▼▪ Orion Platform ⌐ ─▪♇ⱪ♦כ♩╩ ∂≡ⱴꜟ►▼▪⅜

╕╣√↓≤╩ ⁹ ─ⱴꜟ►▼▪│⁸☿◐ꜙꜞ♥▫◘כⱦ☻─ ╩ ⇔≈≈ ─ ╩ C C◘

┼כⱣכ ⁹ ⅜ ─№╢ ⌐ ⇔≡│ 2 ─ⱴꜟ►▼▪⅜ ↕╣√⁹ 

2020 
Qualcomm

Snapdragon  

ⅎ™ ─

 

☻ⱴכ♩ⱨ◊fi≢ ↕╣≡™╢◦☻♥ⱶ○fi♅♇ⱪ SoC ≢№╢ Qualcomm ─ Snapdragon ⌐ 400 ─

⅜ ↕╣√⁹ 

⌂⅔⁸NASA ─ ≢╙ SoC╩ ╡№☻כ◔√™≡⇔  

2021 Microsoft 

Exchange Server  Ᵽ♇◒♪▪  Microsoft │ Microsoft Exchange Server ─ 4≈─ ⌂♀꜡♦▬ ╩ ⇔√ ▪◒☿☻ ─ ╩

⁹ ⅜ ⇔√ ≢⁸ ≢ ⌐─╓╢ ⅜ ╩ ↑√≤↕╣≡™╢⁹ 

  

 

 
5 ⌐ ≠⅝  
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.  ◦☻♥ⱶ⌐⅔↑╢☿◐ꜙꜞ♥▫ꜞ☻◒─ ⅎ  

─ ─√╘─ⱨ꜠כⱶ꞉כ◒⌐≈™≡ 

─≤⅔╡⁸ ◦☻♥ⱶ≢│ ₁⌂☿◐ꜙꜞ♥▫▬fi◦♦fi♩⅜ ⇔≡⅔╡⁸ ◦☻♥ⱶ⌐ ╢☿◐ꜙꜞ♥▫ꜞ☻◒╛ ─ ╩ ∆╢─│

≢│⌂™⁹↓─√╘⁸a ◘▬Ᵽהכⱨ▫☺◌ꜟה☿◐ꜙꜞ♥▫ ⱨ꜠כⱶ꞉כ◒ CPSF Ver1.0ₑ 2019 2  ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ╩ ⇔⁸

◦☻♥ⱶ⌐⅔↑╢☿◐ꜙꜞ♥▫ꜞ☻◒╛ ─ ⅎ ─ ⌐ ╘╢⁹ 

CPSF │⁸◘▬Ᵽכ ≤ⱨ▫☺◌ꜟ ⅜ ⌐ ∆╢₈Society5.0₉≤™℮ √⌂ ⌐⅔↑╢◘ⱪꜝ▬♅▼כfi ─☿◐ꜙꜞ♥▫ ╩ ≤⇔≡

⅔╡⁸ ⅝⌂ ≤⇔≡⁸ ☿◐ꜙꜞ♥▫ⱴⱠ☺ⱷfi♩◦☻♥ⱶ ISMS ─╟℮⌐ 1 ╩ ⌐⇔√ⱨ꜠כⱶ꞉כ◒≤│ ⌂╡⁸ ⁸ ╩ ╘√

◘ⱪꜝ▬♅▼כfi ≤⇔≡☿◐ꜙꜞ♥▫ ⌐ ╡ ╗ⱴꜟ♅☻♥כ◒ⱱꜟ♄כ⌐╟╢▪ⱪ꜡כ♅╩≤∫≡™╢↓≤⅜ →╠╣╢⁹ ◦☻♥ⱶ╙⁸

⁸ ⁸ ⁸ ⱶכ◊ⱪꜝ♇♩ⱨ♃כ♦ ─ ╩fiכ▼♅▬ꜝⱪ◘⅜כ♄ꜟⱱ◒כ♥☻⌂₁ ⇔≡™╢↓≤⅛╠⁸CPSF ─▪ⱪ

⅜♅כ꜡ ≢№╢≤ ⅎ╠╣╢⁹ 

CPSF≢│⁸  - ─╟℮⌐⁸ ╩ 3≈─ ≢ ⅎ⁸ ⌐⅔↑╢ꜞ☻◒ ╛ ╩ ⇔≡™╢⁹ 
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 -  CPSF─  

◦☻♥ⱶ⌐≈™≡╙↓─ 3 ⸗♦ꜟ╩ ∆╢↓≤≢⁸☿◐ꜙꜞ♥▫ꜞ☻◒╛ ─ ╩ ™ ∆↓≤⅜ ≢№╢≤ ⅎ╠╣╢⁹  
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◦☻♥ⱶ─ ⌂⸗♦ꜟ 

CPSF─ 3 ╩ ⇔≈≈⁸ ╩ ≤⇔≡ ◦☻♥ⱶ─ ╩ ⇔⁸ ─ ⌂⸗♦ꜟ╩ ⇔√⁹ 

 

 -  ◦☻♥ⱶ─ ⌂⸗♦ꜟ 

Ễ  

ể  

ễ  
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☿◐ꜙꜞ♥▫ꜞ☻◒ⱴⱠ☺ⱷfi♩─ ╣ 

CPSF ≢│☿◐ꜙꜞ♥▫ꜞ☻◒ⱴⱠ☺ⱷfi♩─ ╣≤⇔≡                           

 - ╩ ⇔≡™╢⁹ 

≢│ Step 1─ ─ ╩ ∫√⁹ 

≢│ Step 2 3⌐ ∆╢ ≤⇔≡₈ ⌂

╩ ╓⇔ ╢ꜞ☻◒◦♫ꜞ○₉╩ ⇔⁸↓╣╠

⌐ ≢⅝╢╟℮⌂ ≢⁸Step 4─ꜞ☻◒ ─ ⅎ ╩

∆╢⁹ 

⌂⅔⁸Step1 4 ─ ꜠ⱬꜟ≢─ ≤⇔≡│⁸

IPAₐ ◦☻♥ⱶ─☿◐ꜙꜞ♥▫ꜞ☻◒ ●▬♪ 2

ₑ 2020 3 6⅜№╢⁹ ⌐⅔™≡ ⅛≈ ⌂ꜞ

☻◒ ╩ ℮ ⌐│⁸ ●▬♪─ ╩ ╘╢⁹ 

 

 

 

 

 

 

 

 

                            -  CPSF≢ ↕╣╢☿◐ꜙꜞ♥▫ꜞ☻◒ⱴⱠ☺ⱷfi♩─ ╣ 

 

 
6  ☿◐ꜙꜞ♥▫☿fi♃כ ₐ ◦☻♥ⱶ─☿◐ꜙꜞ♥▫ꜞ☻◒ ●▬♪ ₑ 2020 3  

 https://www.ipa.go.jp/files/000080712.pdf  

Step ể

Å

Å

Å

Step Ễ

Å

Å

Step ễ ẑ

Å

Å

Å

Å /

Step Ệ

Å

Å

Å

https://www.ipa.go.jp/files/000080712.pdf
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ȱɧɞ Consequence - Driven Cyber - informed Engineering (CCE ǲǫǋǭ 

ᶮǵȦɋɩȬɶ DOE ʤǵȠȢȾəᶮ INL ǲǑǋǭ ǜȓǦѰⱣȵȷɄɞǵȹȫɣɨɄȡɨȷȭɜɋȶɟɱɆǵ ǮǉȒƳ

Consequence - Driven Cyber - informed Engineering CCE ǶƲ Ҙ ρȋɕɧɱɆ ǵ ȢɱɓɧȵȷɄɞǵ ɵȵȷɄɞ ǲѰⱣȵȷɄɞǵȦɱ

ȶɉȠǓ ǠȒǚǯș ὑǞǭ ǜȓǦ Ƴ 

CCE ǶẎǔǖ 4 ǫǵ ȷɄɁɕǲѝǒȓǭǋȒƳ 

 ̧ ȷɄɁɕ 1 ǮǶƲᾍ ǵȵȷɄɞǲǑǋǭƼ ǞǭȂǞǖǱǋ˗ ƽș ǋїǞƲᾍꜘǵϮϼ ̬șǫǘȒƳǚǚǮǶƲȳȢɎɶȹȫɣɨɄȡǵǚǯǶ

ǏǡƲӴǲ ǞǭȂǞǖǱǋ˗ ș ǠȒƳὂὐȵȷɄɞǮǉȓǷƲƼ ǵα ƽƲƼ ⱨǱ ɅɶȽǵ Ǐǋƽ Ǔ ǙȐȓȒƳ 

 ̧ ȷɄɁɕ 2 ǮǶƲǤȓȐǵ˗ ș╠ǔ ǚǠ ȵȷɄɞȋȳɔȵȷɄɞș ǋїǠƳ 

 ̧ ȷɄɁɕ 3 ǮǶƲȷɄɁɕ 1 ǵ˗ șȷɄɁɕ 2 ǵȵȷɄɞș ǋǭ ǜǢȒǲǶƲǰǵȏǍǱȳȢɎɶ Ǔ ǏȐȓȒǒș ǠȒƳ 

 ̧ ȷɄɁɕ 4 ǮǶƲȷɄɁɕ 3 ǵȳȢɎɶ ǲᾍꜘǠȒȹȫɣɨɄȡᾍ ș ǠȒƳ 

ǚǵȷɄɁɕ 1 3 ǶƲѼ ǵ CPSF ǵ Step  2 3 ǵѝ ǲ ►ǠȒƳ 

CCE ǵѫ ǯǞǭǶƲ ʴǵȷɄɁɕǲƼɨȷȭΙƽǵȏǍǱ ș Ǡ ǓǱǖƲƼ ǞǭȂǞǖǱǋ˗ ƽǯƼȹȫɣɨɄȡᾍ ƽǵ ǬǘǓȖǒȑȋ

ǠǋǚǯǓ ǙȐȓȒƳ ǞǭȂǞǖǱǋ˗ ǯȹȫɣɨɄȡᾍ ǵ ǬǘǓѝǒȑȋǠǋǚǯǶƲ ƵǱ ͜ Ǔ ȇǚǯș ὑǞǭǋȒȪȢɇɧȢɱǵ

ǲǶ ǞǭǋȒǯ ǏȐȓȒƳ 

ǚǵǦȈƲ ̊ ǮǶƲCCE ǵȷɄɁɕ 1 3 ǲᾍꜘǠȒƼ ẎǱ˗ ὡș֗ȃǞ♬ȒɨȷȭȵɈɨȨƽș ǞƲǤǵ♥ƲǚȓȐǲᾍꜘǠȒȏǍǱᾍ

ș ǠȒǚǯǯǠȒƳ 

 

 -  CCE─ 4≈─ ☻♥♇ⱪ 

ṕễṖ Step Ễ ṕễṖ Step ể ṕễṖ Step ễ ṕễṖ Step Ệ
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⇔≡╒⇔ↄ⌂™ ─  

CCE ─☻♥♇ⱪ ⌐ ∆╢ ◦☻♥ⱶ⌐⅔↑╢₈ ⇔≡╒⇔ↄ⌂™ ₉─ ≤⇔≡│ ─≤⅔╡⁹ ≢│↓╣╠─ ╩ ╓⇔ ╢ꜞ☻◒◦♫

ꜞ○╩ ∆╢⁹ 

  

 -  ⇔≡╒⇔ↄ⌂™ ─  
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↕╣╢ꜞ☻◒◦♫ꜞ○─  

⁸ ⌂ ╩ ╓⇔ ╢ꜞ☻◒◦♫ꜞ○─ ╩ 7≈ ∆⁹ 

 

 -  ꜞ☻◒◦♫ꜞ○ 1 ⱷכꜟ ⌐╟╢ ─  



 

19 

 

 

 -  ꜞ☻◒◦♫ꜞ○ 2 ─ⱴꜟ►▼▪ ⌐╟╢ Ⱶ♇◦ꜛfiה ─  



 

20 

 

 

 -  ꜞ☻◒◦♫ꜞ○ 3 ♃כ♦ ┼─◘▬Ᵽכ ⌐╟╢ ─  



 

21 

 

 

 -  ꜞ☻◒◦♫ꜞ○ 4 ─┼כⱣכ◘ ☻ⱦכ◘╢╟⌐☻☿◒▪  



 

22 

 

 

 -  ꜞ☻◒◦♫ꜞ○ 5 ♥꜠꞉כ◒ ≢─ⱷכꜟ ⌐╟╢ ─ ⅎ™ 



 

23 

 

 

 -  ꜞ☻◒◦♫ꜞ○ 6 USBⱷ⸗ꜞ─ ⌐╟╢  



 

24 

 

 

 -  ꜞ☻◒◦♫ꜞ○ 7 ⌂ ─ ╣⌐╟╢◖fi☻♥꜠כ◦ꜛfi ─  

─ꜞ☻◒◦♫ꜞ○─ ╩╕≤╘╢≤ ─≤⅔╡≢№╢⁹ 
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                 Ἑ 1 5─ ⅜ ⇔≡ ╩ ↑╢  

 - ╢↑⅔⌐כ♄ꜟⱱ◒כ♥☻  ⌂ ה ─  
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◘Ⱪ◦☻♥ⱶ↔≤─ ⌂  

─ꜞ☻◒◦♫ꜞ○╩ ╕ⅎ⁸◘Ⱪ◦☻♥ⱶ↔≤⌐ ╘╠╣╢ ⌂ ╩ ─≤⅔╡ ⇔√⁹ 

ⱴⱠ☺ⱷfi♩ │⁸ ⌐╕≤╘╢↓≤≤∆╢⁹ CPSF─ 1 ⌐  

╕√⁸◘Ⱪ◦☻♥ⱶ↔≤─ ⌐≈™≡│⁸ ⌐╕≤╘╢↓≤≤∆╢⁹ CPSF─ 2 ה 3 ⌐  

 

 -  ↕╣╢ꜞ☻◒◦♫ꜞ○╩ ╕ⅎ≡ ╘╠╣╢◘Ⱪ◦☻♥ⱶ↔≤─ ⌂  

  



 

27 

 

◦☻♥ⱶ⌐⅔↑╢☿◐ꜙꜞ♥▫ ─ⱳ▬fi♩ 

≢ ╩ ∫√ ◦☻♥ⱶ⌐⅔↑╢☿◐ꜙꜞ♥▫ꜞ☻◒─ ⅎ ╩ ╕ⅎ⁸ ≢│ ◦☻♥ⱶ⌐⅔↑╢☿◐ꜙꜞ♥▫ ─ⱳ▬fi♩╩ ∆⁹

◦☻♥ⱶ⌐ ∆╢ ⌐ ╦╢ │ ⌐ ⇔⁸ ◘Ⱪ◦☻♥ⱶ≢ ⌐ ≤⌂╢ ─ ⌐≈™≡│ ⌐ ∆╢⁹ 

 

 -  ◦☻♥ⱶ─ ≤ 3 ≤─  
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↓↓≢│⁸ ◦☻♥ⱶ⌐ ╦╢ ⅜כ♄ꜟⱱ◒כ♥☻ ⇔ ╡ ╗═⅝☿◐ꜙꜞ♥▫ ╛ ─ ⌐ √╡ ⌐⌂╢ ╩ ─╟℮⌐ ⇔≡

∆⁹ 

 

 

↕╣≡™╢ ⅜כ♄ꜟⱱ◒כ♥☻ ⇔ ╡ ╗═⅝ ⁹ 

 

ₒ ₓ 

╩ √∆√╘⁸ ⌐ ⇔≡⅔╡⁸ ╡ ╗↓≤⅜ ↕╣╢ ╛ ─ ╩ ∆⁹ 

╕√⁸ ⌂╢☿◐ꜙꜞ♥▫─ ⅜ ╘╢⅜⁸ ─ ╛ ה ⅜ ↕╣≡™⌂™≤ ⅜ ⌂⁸ ⌂ ╛ ─ ⌐≈™≡│⁸₈ ™☿◐

ꜙꜞ♥▫꜠ⱬꜟ⅜ ╘╠╣╢ ₉≤─ ⅝≢ ∆⁹ 

 

 

┘ ∆╢ ⌐ ∆╢ ╛ ╩ ∆⁹ 

 

⌂⅔⁸ ●▬♪ꜝ▬fi│ ⌐⅔↑╢ ⌂ ╩ ∆↓≤╩ ≤⇔≡⅔╡⁸↓↓≢ ∆₈ ₉│⁸ ◘Ⱪ◦☻♥ⱶ⌐ ╠⅛─ ╦╡╩ ≈☻♥

⁸⅜כ♄ꜟⱱ◒כ ⌐ ∆═⅝◘▬Ᵽכ☿◐ꜙꜞ♥▫ ─ ≤⇔≡ ↑╢⁹ ⌂☿◐ꜙꜞ♥▫ ─ ⌐ √∫≡│⁸₈ ₉⌐ ↕

╣≡™╢ ╛ ⇔≡™╢●▬♪ꜝ▬fi ─ ╩ ╕ⅎ≈≈⁸ ⌂ ╩ ⅎ√◖fi◘ꜟ♃fi♩⁸◦☻♥ⱶ▬fi♥◓꜠⁸♃כⱬfi♄כ ≤ ∆╢↓≤╩

╘╢⁹◘▬Ᵽכ │ ⌐ ⇔⁸↓╣⌐ ∂≡ √⌂ ⅜☻ⱦכ◘ה ↕╣╢₈▬♃♅↔∫↓₉≢№╢↓≤⅛╠⁸ ⌐☿◐ꜙꜞ♥▫─ ─ ╩ ⅎ√

ה ⌐ ∆╢↓≤⅜ ≢№╢⁹  
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 - ≥כ♄ꜟⱱ◒כ♥☻  3 ─☿◐ꜙꜞ♥▫ ≤─  1/ 2 

  

‮

︡Ϥ ϚϓΦⱧϘʺ‮

θψ︡Ϥ ϚάρΥ

ήϦϥйЦиχỸ

Ϊ

־ יּ
־ ֫

ⱧỘּי*

־ Д˔Ќ

ФжАЕ

Т϶˔Э

ⱧỘּי

־ Д˔Ќ

Ђ˔Р

ІⱧỘּי

־ ᵫ

ⱧỘּי

3.1 Ặ ├

ẐⱧ‮
Ὂְּיχз˔Ѝ˔ЄАФχϜρʺЂϱН˔ЈϺвзГϰзІϼχḚ Ϭ  ΰʺꜛּזχЂϱН˔ЈϺвзГϰзІ

ϼϬ꜡ ΰʺ Ὲʺᾁ ʺ ᴂẉό ẛϬḯϛθ ├Ϭם βϥάρʻ
̔ ̔ ̔ ̔ ̔

ṁ ├Ⱨ‮

(1) ЂϱН˔ЈϺвзГϰḚ χ  χЂϱН˔ЈϺвзГϰзІϼχזּꜛʺ ʺ ├χם τ θμοψʺ

├χם῟ χᶎ Ϟ Ϊ ϦϬ ΩḢ Τϣʺӟᴞχ(a)Τϣ(e)ϬḯϚṌ χṁ Ϟ ϙ χᶨ Υ ϘΰΜʻ

ʹ(a) ЂϱН˔ЈϺвзГϰὊְϹϱЖжϱрVer2.0ˢὊↄ▀Ộ ʺIPAˣ

ʹ(b) ḼỘχ ЈϺвзГϰ ├ϹϱЖжϱр 3 ˢIPAˣ

ʹ(c) ISO/IEC 27001ˢ ЈϺвзГϰЫКЅЮрЕЄІГЭˣ

ʹ(d) Cybersecurity Framework Ver1.1ˢNISTˣ

ʹ(e) SP 800-171ˢNISTˣ

̔ ̔ ̔ ̔ ̔

ẐⱧ‮
ᵰ Ђ˔РІϬᶨ βϥ ›ʺ ʺЬАЄдр τ ΰθЈϺвзГϰ ὯϞЂ˔РІйЦиϯϽз˔ЮрЕ

ˢSLAˣτ ᴂβϥЂ˔РІϬ βϥάρʻ
̔ ̔ ̔ ̔ ̔

ṁ ├Ⱨ‮

(1) ֓ ▀ỘτνΜοᵰ Ђ˔РІτḩ βϥ︠ σ τψӟᴞΥΚϤʺ χ ︢ ệϬᶎ ΰʺЂ˔РІϬ

βϥάρΥ ϘΰΜʻ

ʹ(a) ־ зЯ˔ЕЈрЄрϽṜ χ σ︡ӌΜχᶎ τḩβϥ ☼“ṛ

(2) ֓ ▀ỘτνΜοᵰ Ђ˔РІτḩ βϥ︠ σ τψӟᴞχ(a)˙(c)ΥΚϤʺ σЈϺвзГϰйЦиχЂ˔

РІϬ βϥάρΥ ϘΰΜʻ

ʹ(a) ISO/IEC 27017 ISO/IEC 27002τṁξΨϼжϳЖЂ˔РІχθϛχ ЈϺвзГϰḚ ├χם χṛ

ˢISO/IECˣ

ʹ(b) ЄІГЭχθϛχЈϺвзГϰ ᴣ ˢISMAPˣˢ ᶕḂ ʾ ʾὊↄ▀Ộ ˣ

ʹ(c) ⁯ зІϼ Ḛ ФкϽжЭˢFedRAMPˣ

̔ ̔ ̔ ̔ ̔

ẐⱧ‮ Гйм˔ϼϬם☼βϥ∑ψʺГйм˔ϼḕẽχ ẉόṛ χ Ϭΰʺӗ σ֫ Ϭ“Ξάρʻ ̔ ̔ ̔ ̔ ̔

ṁ ├Ⱨ‮

(1)ʹГйм˔ϼχӗ σ֫ τ θμοψʺӟᴞχ(a)ẉό(b)ϬḯϚṌ χϹϱЖжϱр χᶨ Υ ϘΰΜʻ

ʹ(a)ʹГйм˔ϼЈϺвзГϰϹϱЖжϱрˢ ͑ ˣˢ ˣ

ʹ(b)ʹ ḼỘ ΰΪГйм˔ϼЈϺвзГϰ︣ԏΦˢЎϴАϼзІЕˣיּ ͏ ˢ ˣ

̔ ̔ ̔ ̔ ̔

ẐⱧ‮ χ ♁Ϟ ṍ ᾋΥπΦϥϢΞ ├Ϭᾁ βϥάρʻ ̔ ̔ ̔ ̔ ̔

ṁ ├Ⱨ‮
(1) ϒχ ᴂτ θμοʺӟᴞχ(a)ϬḯϚṌ χṁ χᶨ Υ ϘΰΜʻ

 (a) τΣΪϥ ♁ϹϱЖжϱрˢ 5 ˣˢὊↄ▀Ộ ʺIPAˣ
̔ ̔ ̔ ̔ ̔

ẐⱧ‮ ἇ› ϬḯϚϱрЄДрЕΥ ΰθ∑ʺ τᴂαʺᵰ χ τ ⁮βϥάρʻ ̔ ̔ ̔ ̔ ̔

ṁ ├Ⱨ‮

(1) ֓ ЄІГЭτΣΜοϱрЄДрЕΥ ΰθ › ʺ Ḛ ϒχ ʺֲốΥ ϥ ʾᾤ ϒχ χ

ᴂΥẐϛϣϦϥάρΥΚϥʻάχθϛʺ Ϭ╥―τʺϱрЄДрЕⱲτ ⁮Υ ρσϥІГ˔ϼШиЍ˔Ϭᶎ

ΰʺ Тк˔Ϭ ΰοΣΨάρΥ ϘΰΜʻ

̔ ̔ ̔ ̔ ̔

̎ʿ Ḛ ộЂ˔РІ ψ ộЂ˔РІϬ ằβϥ ộЂ˔РІⱧỘּיϬḯϚʻ

ϼжϳЖЈϺвзГϰ ├3.1.2

3.1.1
σЈϺвзГϰзІϼ

ЫКЅЮрЕ

3.1.3

3.1.5

“ ├

Гйм˔ϼЈϺвзГϰ ├

ᵰ ϒχϱрЄДрЕ ⁮

3.1.4
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 - ≥כ♄ꜟⱱ◒כ♥☻  3 ─☿◐ꜙꜞ♥▫ ≤─  2/ 2 

  

‮

︡Ϥ ϚϓΦⱧϘʺ‮

θψ︡Ϥ ϚάρΥ

ήϦϥйЦиχỸ

Ϊ

־ יּ
־ ֫

ⱧỘּי*

־ Д˔Ќ

ФжАЕ

Т϶˔Э

ⱧỘּי

־ Д˔Ќ

Ђ˔Р

ІⱧỘּי

־ ᵫ

ⱧỘּי

3.2

3.2.1 ẐϛϣϦϥ ├ ẐⱧ‮

(1) ḩ βϥ Ϭ ︢ΰʺжϱТЂϱϼи Ϭ ΰοʺ σ ᴂϬ“Ξάρʻӗ σ֓ χ ᶨ Ϭ βϥθ

ϛʺ֓ ▀Ộτḩ βϥӟᴞχ(a)Τϣ(c)χ︠ σ τ ẤβϥάρΥẐϛϣϦϥʻ

ʹ(a) Ῥ־ χ Ϋẉό Ῥ־ χḚ τḩβϥ

ʹ(b) ־ зЯ˔ЕЈрЄрϽṜ χ σ︡ӌΜχᶎ τḩβϥ

ʹ(c) ᵰ⁯Ӯ ẉόᵰ⁯ Ӭ

̔ ̔ ̔ ̔ ̔

ẐⱧ‮ ־ ЄІГЭˢ ẉόRF ˣτ βϥЂϱН˔ЈϺвзГϰ ├Ϭ„αϥάρʻ ̔ ̔ ˔ ˔ ̔

ṁ ├Ⱨ‮ ˔ ˔ ˔ ˔ ˔ ˔

‰ΜЈϺвзГϰ

йЦиΥẐϛϣϦϥ

›χṁ ├Ⱨ‮

(1) ‰ΜЈϺвзГϰйЦиΥẐϛϣϦϥ ›ʺӟᴞχ(a)Τϣ(f)χ ├Ϭם☼βϥάρΥ ϘΰΜʻ

ʹ(a) RF χ ῐ                                (b) RF χЅаЬрϽ ├

ʹ(c) ־ ם Ṑ χⱧ ᾁ              (d) ־ ∏ṐṀχ פֿ ├

ʹ(e) Д˔Ќχḁ                  (f) ЂФжϱЎϴ˔рτ βϥЈϺвзГϰ ├

̔ ̔ ˔ ˔ ̔

ẐⱧ‮
־ ֫ ˢ Ḛ ộʺ ộʺКАЕм˔ϼ֫ ЄІГЭʺЬАЄдрЀрЕк˔иЄІГЭˢ־ ῈЄІГ

Эʺṟ ῈЄІГЭϬḯϚˣˣτ βϥЂϱН˔ЈϺвзГϰ ├Ϭ„αϥάρʻ
˔ ̔ ̔ ˔ ̔

ṁ ├Ⱨ‮ ˔ ˔ ˔ ˔ ˔ ˔

‰ΜЈϺвзГϰ

йЦиΥẐϛϣϦϥ

›χṁ ├Ⱨ‮

(1) ‰ΜЈϺвзГϰйЦиΥẐϛϣϦϥ ›ʺӟᴞχ(a)Τϣ(h)χ ├Ϭם☼βϥάρΥ ϘΰΜʻ

ʹ(a) χ ῐ     (b) χ ῐ    (c) ЅаЬрϽ ├   (d) Д˔Ќχ ῐ

ʹ(e) χᾁ ρ χ פֿ ├    (f) Д˔Ќχḁ χᶎ

ʹ(g) ᵰ Ђ˔РІχ                        (h) ЈϺвϯЀ˔ДϰрϽ

˔ ̔ ̔ ˔ ̔

ẐⱧ‮ ־ Д˔Ќ τ βϥЂϱН˔ЈϺвзГϰ ├Ϭ„αϥάρʻ ˔ ˔ ̔ ̔ ˔

ṁ ├Ⱨ‮ ˔ ˔ ˔ ˔ ˔ ˔

‰ΜЈϺвзГϰ

йЦиΥẐϛϣϦϥ

›χṁ ├Ⱨ‮

(1) ‰ΜЈϺвзГϰйЦиΥẐϛϣϦϥ ›ʺӟᴞχ(a)Τϣ(f)χ ├Ϭם☼βϥάρΥ ϘΰΜʻ

ʹ(a) χ ῐ    (b) Д˔Ќχ ῐ  (c) χᾁ ρ χ פֿ ├

ʹ(d) Д˔Ќχḁ χᶎ   (e) ᵰ Ђ˔РІχ    (f) ЈϺвϯЀ˔ДϰрϽ

˔ ˔ ̔ ̔ ˔

ẐⱧ‮ ־ χᵫ ʾ τ βϥЂϱН˔ЈϺвзГϰ ├Ϭ„αϥάρʻ ˔ ̔̎̎ ˔ ˔ ̔

ṁ ├Ⱨ‮
־ (1) χᵫ ʾ τ βϥ ᴂτ θμοʺӟᴞχ(a)ϬḯϚṌ χṁ χᶨ Υ ϘΰΜʻ

   (a) Ῥ ЄІГЭτΣΪϥЂϱН˔ʾТϰЅϸиʾЈϺвзГϰ ├ϹϱЖжϱрˢὊↄ▀Ộ ˣ
˔ ̔̎̎ ˔ ˔ ̔

‰ΜЈϺвзГϰ

йЦиΥẐϛϣϦϥ

›χṁ ├Ⱨ‮

˔ ˔ ˔ ˔ ˔ ˔

̎ʿ Ḛ ộЂ˔РІ ψ ộЂ˔РІϬ ằβϥ ộЂ˔РІⱧỘּיϬḯϚʻ

̎̎ʿ ộЂ˔РІⱧỘּיψ ᵰ

֓ ЄІГЭ χ ├

3.2.5

־ ֫

־ Д˔Ќ

ᵫ ʾ

3.2.2 ־

3.2.3

3.2.4
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.   

. .   ⌂☿◐ꜙꜞ♥▫ꜞ☻◒ⱴⱠ☺ⱷfi♩ 

 

─◒☻ꜞ▫♥ꜞꜙ◐☿כⱪ─╙≤⁸◘▬Ᵽ♇◦כ♄כꜞ─ ╩ ⇔⁸ ─◘▬Ᵽכ☿◐ꜙꜞ♥▫ꜞ☻◒─ ⁸ ⁸ ⁸ ┘ ╩

╘√ ╩ ∆╢↓≤⁹ 

 

ₒ ₓ 

(1) ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ─ ⁸ ─◘▬Ᵽכ☿◐ꜙꜞ♥▫ꜞ☻◒─ ⁸ ─ ⌐ √∫≡│⁸ ─ ─ ╛ ↑ ╣╩ ← ⅛

╠⁸ ─(a)⅛╠(e)╩ ╗ ─ ╛ ╖ ─ ⅜ ╕⇔™⁹ 

(a) ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi Ver2.0 ⁸IPA  

(b) ─ ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi 3 IPA  

(c) ISO/IEC 27001 ☿◐ꜙꜞ♥▫ⱴⱠ☺ⱷfi♩◦☻♥ⱶ  

(d) Cybersecurity Framework Ver1.1 NIST  

(e) SP 800-171 NIST  

 

 

 ̧  (1)(a)₈◘▬Ᵽכ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi Ver2.0 ⁸IPA ₉⌐≈™≡ 

ᵑ  

┘ ╩ ↄ  

ᵒ  

◘▬Ᵽכ ⅛╠ ╩ ╢ ≢⁸ ⅜ ∆╢ ─№╢₈3 ₉⁸ ┘ ⅜ ☿◐ꜙꜞ♥▫ ╩ ∆╢ ≢─ ≤⌂╢ CISO

⌐ ∆═⅝₈ 10 ₉╩╕≤╘√╙─⁹7 

 

 
7   ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ₐ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi Ver 2.0ₑ 2017 11  

https://www.meti.go.jp/policy/netsecurity/mng_guide.html  

 

https://www.meti.go.jp/policy/netsecurity/mng_guide.html
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⅜ ∆═⅝ │ ─≤⅔╡≢№╢⁹ 

╩ⱪ♇◦כ♄כꜞ⁸⅜ · ∫≡ ╩ ╘╢↓≤⅜  

· ─╖⌂╠∏⁸ⱦ☺Ⱡ☻Ɽכ♫♩כ╩ ╘√ ⅜  

· ┘ ─™∏╣⌐⅔™≡╙⁸ ≤─ ⌂◖Ⱶꜙ♬◔כ◦ꜛfi⅜  

 - │⁸ ⅜ CISO ⌐ ∆═⅝₈ 10 ₉─ ≢№╢⁹ 

 

 -  ⅜ CISO ⌐ ∆═⅝₈ 10 ₉─  

₈ 10 ₉⌐≈™≡│⁸₈◘▬Ᵽכ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi ─ ₉ꜟכ♠ 300 ─ ה ╩ ╩ ™╢↓≤≢⁸

─ ╩ ∆╢↓≤⅜ ≢№╢⁹8 

 - ⌐ₐ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi Ver2.0ₑ ┘₈◘▬Ᵽכ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi ─ ─₉ꜟכ♠ ▬ⱷכ☺╩ ∆⁹

╩ꜟכ♠ ™≡ ⅜ ─ ╩ ∆╢≤≤╙⌐⁸∕─ ╩ ⌐ ∆╢↓≤≢⁸ ─ ╩ ∆╢╒⅛⁸ ─☻♥

⌐כ♄ꜟⱱ◒כ ⇔≡ ╩ ∆╢↓≤⌐╙ ≢⅝╢⁹ ⌂ │  - ⌐ ∆ 39 ≢№╡⁸ ⌐≈™≡⁸5 ≢ ╩ ∆╢⁹ 

 

 
8  ☿◐ꜙꜞ♥▫☿fi♃כ :ₐ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ₑꜟכ♠ 2021 9  

https://www.ipa.go.jp/security/economics/checktool/index.html  

ể

Ễ

ễ

Ệ

ệ

Ỉ PDCA

ỉ

Ị
נּ

ịṇ

10 ṇ

https://www.ipa.go.jp/security/economics/checktool/index.html
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 -  ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi Ver2.0 ⁸IPA ─ ▬ⱷכ☺ 

  

Ḳ
Å39

Å ệ ṕ Ṗ

Å
ṕIPAṖ
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 - ₈◘▬Ᵽכ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi ─ ─₉ꜟכ♠  

 #  

1 ◘▬Ᵽכ☿◐ꜙꜞ♥

▫ꜞ☻◒─ ⁸ ≢

─ ─  

1 1-1 ⅜◘▬Ᵽכ☿◐ꜙꜞ♥▫ꜞ☻◒╩ ꜞ☻◒─ 1≈≤⇔≡ ⇔≡™╢ 
2 1-2 ⅜⁸ ≤⇔≡─◘▬Ᵽכ☿◐ꜙꜞ♥▫ꜞ☻◒╩ ⇔√ ╩ ⇔⁸ ⇔≡™╢ 
ה 1-3 3 ╛●▬♪ꜝ▬fi ─ ╩ ⇔⁸ ⇔≡™╢ 

2 ◘▬Ᵽכ☿◐ꜙꜞ♥

▫ꜞ☻◒ ─  

4 2-1 ─ ⌐ ≠⅝⁸CISO ⅛╠⌂╢◘▬Ᵽכ☿◐ꜙꜞ♥▫ꜞ☻◒ ╩ ⇔≡™╢ 
5 2-2 ☿◐ꜙꜞ♥▫ꜞ☻◒ ⌐⅔™≡⁸ ─ ≤ ╩ ⌐⇔≡™╢ 

6 2-3 ─ꜞ☻◒ ꜞ☻◒ ≤◘▬Ᵽכ☿◐ꜙꜞ♥▫ꜞ☻◒ ☿◐ꜙꜞ♥▫ ─ ╩

⌐⇔≡™╢ 

3 ◘▬Ᵽכ☿◐ꜙꜞ♥

▫ ─√╘─ ⁸

 

7 3-1 ─ ⌐╟╡⁸◘▬Ᵽכ☿◐ꜙꜞ♥▫ ≤∕╣╩ ≢⅝╢ ⁸ ╩ ⌐⇔≡™╢ 
8 3-2 ≢ ∆╢ ≤ ⌐ ∆╢ ╩ ⌐ ╡ ↑≡™╢ 

9 3-3 ⌐ ╘╠╣╢ ╩ ╠⅛⌐⇔⁸ ⌐◘▬Ᵽכ☿◐ꜙꜞ♥▫ ╩ ⁸ ∆╢≤≤╙⌐⁸ ⌂ ╩

⇔≡™╢ 
10 3-4 ⌐ ∆╢ ⌐≈™≡⁸ ─ ⁸ ⁸ ╩ ⇔≡ ⌂ ╩☻כ♁ꜞ ⇔⁸ ⇔≡™╢ 

4 ◘▬Ᵽכ☿◐ꜙꜞ♥

▫ꜞ☻◒─ ≤ꜞ☻◒

⌐ ∆╢ ─  

11 4-1 ╢═⅝ IT ╛◦☻♥ⱶ ╩ ⇔⁸ ─ ╛ⱦ☺Ⱡ☻ ─ ⌐ ≠™≡ ↑╩ ∫

≡™╢ 

12 4-2 ⇔√ ╢═⅝ IT ⌐ ∆╢◘▬Ᵽכ ─ ⁸ ╩⁸ ☻כⱬ♃כ♦─ ╩ ™≡ ⇔⁸↓╣╠⌐

╟╢◘▬Ᵽכ☿◐ꜙꜞ♥▫ꜞ☻◒⅜ ─ ⌐™⅛⌂╢ ⅜№╢⅛╩ ⇔≡™╢ 
13 4-3 ◘▬Ᵽכ☿◐ꜙꜞ♥▫ꜞ☻◒─ ─ ™⌐ ∫≡ꜞ☻◒ ╩ ⇔≡™╢ 

5 ◘▬Ᵽכ☿◐ꜙꜞ♥

▫ꜞ☻◒⌐ ∆╢√╘─

╖─  

14 5-1 ◦☻♥ⱶ─ IT ה ♅♇Ɽה ╩ ∫≡™╢ 
ITכ♪ꜗ◦≢ 5-2 15 ╩ ↕∑⌂™ ╩ ∫≡™╢ 
16 5-3 ◦☻♥ⱶ ⌐ꜞ☻◒ ╩ ™⁸ ⌂☿◐ꜙꜞ♥▫ ╩ ⇔⁸ ⌐ ⇔≡™╢ 
17 5-4 ╩ ℮ כⱣכ◘ה ⌐│ ─ ╩ ⇔≡™╢ 
18 5-5 ╩ ℮Ⱡ♇♩꞉כ◒⌐│ ─ ╩ ⇔≡™╢ 

19 5-6 ◦☻♥ⱶ ⌐ ∆╢ ⌂ ╛⁸ ⌂Ɽ♇♅ ⁸∕─ ─ ─ ─ ╩ ≡⁸ ⇔≡

™╢ 
20 5-7 ╛Ⱡ♇♩꞉כ◒⅛╠─꜡◓╩ ה ⇔≡™╢⁹ 
21 5-8 ◘▬Ᵽכ ╩ ⇔√ ⌐ ╩ ∆╢ ─▬fi◦♦fi♩ ─ ╖╩ ⇔≡™╢ 
22 5-9 ▬fi◦♦fi♩─ ─ ╖╩ ⇔≡™╢ 
23 5-10 ⌐ ⇔≡⁸◘▬Ᵽכ☿◐ꜙꜞ♥▫─ ה ╩ ⇔≡™╢ 

6 ◘▬Ᵽכ☿◐ꜙꜞ♥

▫ ⌐⅔↑╢ PDCA ◘▬◒

ꜟ─  

24 6-1 ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ⌐ ∆╢ KPI ╩ ╘≡™╢ 
25 6-2 ⅜ ⌐⁸◘▬Ᵽכ☿◐ꜙꜞ♥▫ ⌐ ∆╢ ╩ ↑⁸ ╩ ⇔≡™╢ 
26 6-3 ◘▬Ᵽכ☿◐ꜙꜞ♥▫⌐⅛⅛╢ ⁸ ⁸ ╩ ╕ⅎ⁸◘▬Ᵽכ☿◐ꜙꜞ♥▫ ╩ ⇔≡™╢ 
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 #  

27 6-4 ◘▬Ᵽכ☿◐ꜙꜞ♥▫ꜞ☻◒╛  ╢™≡⇔fiꜛ◦כ◔♬ꜙⱵ◖≥כ♄ꜟⱱ◒כ♥☻≡™≈⌐

7 ▬fi◦♦fi♩

─ ─  

28 7-1 ▬fi◦♦fi♩ ╩ ⇔≡™╢  
29 7-2 ▬fi◦♦fi♩ ─ ⱶכ♅ CSIRT ╩ ⇔≡™╢ 
30 7-3 ⌐ ה ה ∆═⅝ ╛♃▬Ⱶfi◓╩ ╘≡™╢ 
31 7-4 ▬fi◦♦fi♩ ─ ─ ╩ ⌐ ∫≡™╢ 
32 7-5 ▬fi◦♦fi♩ ─꜡◓ ה ╩ ╛⅛⌐ ™⁸ ╩ ≢⅝╢╟℮ ╩ ⇔≡™╢ 

8 ▬fi◦♦fi♩⌐╟╢

⌐ ⅎ√ ─  
33 8-1 ⅜ ⇔√ ⌐ ⅎ√ ─ ╩ ⇔≡™╢ 
34 8-2 ⌐ ╩ ∫≡™╢ 

9 ⱦ☺Ⱡ☻Ɽכ♫♩כ

╛ ╩ ╘√◘ⱪꜝ▬

fiכ▼♅ ─ ┘

 

ⱪכꜟ◓ 9-1 35 ⌐ ∆╢ꜞ☻◒ ╩ ™⁸ ⱪכꜟ◓╩ ─ ≢ ⌐⇔⁸ ─ ╩ ↑⁸ ⇔≡™

╢ 
36 9-2 ─ ⌐ ∆╢ꜞ☻◒ ╩ ™⁸ ╩ ≢ ⌐⇔⁸ ─ ╩ ↑⁸ ⇔≡™╢ 
37 9-3 ◘ⱪꜝ▬♅▼כfi ╩ ⇔√ ≢⁸ꜞ☻◒ ╩ ™ ─ ╩ ∫≡™╢⁹ 

10 ┼─

╩ ∂√ ─ ≤

∕─ ┘  

38 10-1 ⅜ ∆╢ ─ ╛⁸ ─☿◐ꜙꜞ♥▫◖Ⱶꜙ♬♥▫ ┼─ ╩ ⇔≡ ╩ ™⁸ ─

⌐ ⅛⇔≡™╢ 

39 10-2 ⱴꜟ►▼▪ ⁸ ▪◒☿☻ ─▬fi◦♦fi♩⅜№∫√ ⌐⁸ ╛◖Ⱶꜙ♬♥▫┼─ ה ╛⁸ ⌂ ⌐

⅔↑╢ ─ ╩ ⇔≡™╢ 
 

╕√⁸a ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi Ver2.0 ─√╘─ ⱪꜝ◒♥▫☻ ₑ≢│⁸₈ 10 ₉╩ ∆╢ ⌐ ≤⌂╢ ⅎ ⁸ⱥfi♩⁸

⁸ ╩ ⇔⁸☿◐ꜙꜞ♥▫ ─ ⌐⅔↑╢ ╖⌐ ∆╢ ╩ ⇔≡™╢⁹9 

 

· │∂╘⌐ 

· 1  ≤◘▬Ᵽכ☿◐ꜙꜞ♥▫ 

· 2  ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi ─ⱪꜝ◒♥▫☻  Ҝ 10 ↔≤⌐╕≤╘≡  

· 3  ☿◐ꜙꜞ♥▫ ─ ╖≤ ╖─ⱪꜝ◒♥▫☻ 

 Ҝ ─ ╖⌐ ⇔ ⌐ ╖╠╣√ ─ ╩  

·  

 

 
9  ☿◐ꜙꜞ♥▫☿fi♃כ ₐ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi Ver 2.0 ─√╘─ⱪꜝ◒♥▫☻  2 ₑ 2020 6  

https://www.ipa.go.jp/secu rity/fy30/reports/ciso/index.html   

https://www.ipa.go.jp/security/fy30/reports/ciso/index.html
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◘▬Ᵽכ☿◐ꜙꜞ♥▫⌐ ∆╢  

◘▬Ᵽכ☿◐ꜙꜞ♥▫ ─  

 

↓─╒⅛⁸◘▬Ᵽכ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi⌐│⁸ ─ ⅜ ↕╣≡™╢⁹10 

·  A 10 ⅜ ⌐ ↕╣≡™╢⅛≥℮⅛╩  ♩כ◦◒♇▼♅─╘√╢∆

·  B ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ╩ ∆╢ ≢ ≤⌂╢  

·  C ▬fi◦♦fi♩ ⌐ ╩ ℮ ⁸ ≢ ⇔≡⅔ↄ═⅝  

·  D 10 ≤ ISO/IEC  27001⁸27002 ─  

·  E ●▬♪ꜝ▬fi≢ ⇔≡™╢ ─  

·  F ≤ ╩ ∆╢ ─ⱳ▬fi♩ 

 

 ̧ (1)(b)₈ ─ ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi 3 IPA ₉⌐≈™≡ 

ᵑ  

┘ ⁸ ⁸ ╙ ╗  

ᵒ  

☿◐ꜙꜞ♥▫ ⌐ ╡ ╗ ─⁸ ⅜ ⇔ ∆═⅝ ⁸ ⌐⅔™≡ ╩ ∆╢ ─ ╛ ╩╕≤╘√╙─⁹  - ⌐ ∆≤⅔╡⁸

●▬♪ꜝ▬fi│ ≤ ⅛╠ ↕╣≡™╢⁹11 

  

 

 
10   ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ₐ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi Ver 2.0ₑ 2017 11  

https://www.meti.go.jp/policy/netsecurity/mng_guide.html  
11  ☿◐ꜙꜞ♥▫☿fi♃כ ₐ ─ ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fiₑ(2021 3 ) 

https://www.ipa.go.jp/security/keihatsu/sme/guideline/  

https://www.meti.go.jp/policy/netsecurity/mng_guide.html
https://www.ipa.go.jp/security/keihatsu/sme/guideline/
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 -  ─ ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi 3 IPA ─  

  

 

  
⅜ ∫≡⅔ↄ═⅝ ⁸⅔╟┘ ╠─ ≢ ⅎ⌂↑╣┌⌂╠⌂™ ⌐≈™≡ ⇔╕

∆⁹ 

  
☿◐ꜙꜞ♥▫ ╩ ∆╢ ↑⌐⁸ ─ ╘ ⌐≈™≡☻♥♇ⱪ▪♇ⱪ ≢

⌐ ⇔╕∆⁹ 

 

 ☿◐ꜙꜞ♥▫ ⅛  ─ ╩ ╦∏ ∏ ⇔≡™√∞⅝√™ ⌂ ╩ ⅛ ⌐╕≤╘ ⇔≡™╕∆⁹ 

 ☿◐ꜙꜞ♥▫ ◘fiⱪꜟ  ≤⇔≡─ ☿◐ꜙꜞ♥▫⌐ ∆╢ ─◘fiⱪꜟ≢∆⁹ 

 ≢≢⅝╢ ☿◐ꜙꜞ♥▫  №╕╡ ╩⅛↑╢↓≤⌂ↄ ∆╢↓≤≢ ⅜№╢  ⁹∆≢♩כ◦◒♇▼♅─

 ☿◐ꜙꜞ♥▫Ɫfi♪Ⱪ♇◒ └⌂  ⌐ ⇔≡ ╩ ∆╢√╘⌐ ∆╢Ɫfi♪Ⱪ♇◒─└⌂ ≢∆⁹ 

 ☿◐ꜙꜞ♥▫ ◘fiⱪꜟ  ☿◐ꜙꜞ♥▫⌐ ∆╢ ╩ ⇔√╙──◘fiⱪꜟ≢∆⁹ 

☻ⱦכ◘♪►ꜝ◒─╘√─  ─ ⅝ 
╩☻ⱦכ◘♪►ꜝ◒ ⌐ ∆╢√╘─ ⅝≢∆⁹ ⅜♩כ◦◒♇▼♅─ ™≡™╕

∆⁹ 

 ꜞ☻◒  ♩כ◦
⁸ ─ ⁸ ╩╙≤⌐ ╩ ↑╢ ꜞ☻◒ ─ ╩≈↑╢↓≤⅜

≢⅝╕∆⁹ 

 

1   

◘▬Ᵽכ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi≤ ⌂ ≤⌂∫≡™╢⁹ ⌐│⁸  - ⌐ ∆≤⅔╡⁸ ⅜ ∆═⅝₈3 ₉≤⁸ ⅜ ╩

∆╢ ⅜№╢₈ 7 ─ ₉⅜ ↕╣≡™╢⁹ 

 

 -  ─ ☿◐ꜙꜞ♥▫ ●▬♪ꜝ▬fi 3 IPA ─ 3 ≤ 7 ─  

⅜ ∆═⅝₈ ₉ ∆═⅝₈ ─ ₉ 

☿◐ꜙꜞ♥▫ │ ≢ⱪ♇◦כ♄כꜞ─ ╘╢⁹ 

☿◐ꜙꜞ♥▫⌐ ∆╢ ─ ╩ ╘╢⁹ 

☿◐ꜙꜞ♥▫ ─√╘─ ╛ ⌂≥╩ ∆╢⁹ 

≤ ⅎ╠╣╢ ╩ ↕∑≡ ╩ ∆╢⁹ 

☿◐ꜙꜞ♥▫ ⌐ ∆╢ ─ ⇔╩ ∆╢⁹ 

─ ╛ ─√╘─ ╩ ∆╢⁹ 

─ ☿◐ꜙꜞ♥▫ ╕≢ ∆╢⁹ ╛ ☻ⱦכ◘ ─ ⌐│☿◐ꜙꜞ♥▫⌐ ∆╢ ╩ ⌐∆╢⁹ 

≤│ ⌐ ☿◐ꜙꜞ♥▫⌐ ∆╢◖Ⱶꜙ♬◔כ◦ꜛfi╩≤╢⁹ ☿◐ꜙꜞ♥▫⌐ ∆╢ ╩ ∆╢⁹ 
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─꜠ⱬꜟ⌐ ╦∑≡ ⌐☻♥♇ⱪ▪♇ⱪ≢⅝╢╟℮⌂ ≢ ↕╣≡™╢⁹ 

 

ᵓ ⌐ √∫≡─ⱳ▬fi♩ 

⌐ √∫≡│⁸STEP2 ─₈ ☿◐ꜙꜞ♥▫ ₉≢ ╩ ╢↓≤⅜ ≈─ ≤⌂╢⁹ 

─₈ ☿◐ꜙꜞ♥▫ ₉  - ╩ ∆╣┌⁸ ⌐ ─☿◐ꜙꜞ♥▫ ╩ ≢№╢⁹ 

 

 -  5☿◐ꜙꜞ♥▫ ◘fiⱪꜟ ─  
 

  

1  ☿◐ꜙꜞ♥▫─√╘─ ─ ╛ ⁸ ╩ꜟכꜟ─≤⌂ ╘╕∆⁹ 

2  ┘ ─ ╛ ⁸ ╩ꜟכꜟ─≤⌂ ╘╕∆⁹ 

3  ─ ╛ ∟ ⇔ ⁸Ᵽ♇◒▪♇ⱪ⁸ ╩ꜟכꜟ─≤⌂ ╘╕∆⁹ 

4 ▪◒☿☻ ┘  ⌐ ∆╢▪◒☿☻ ╛ ╩ꜟכꜟ─ ╘╕∆⁹ 

5  ☿◐ꜙꜞ♥▫ ─ ╛ ≢─ ╩ꜟכꜟ─≤⌂ ╘╕∆⁹ 

6 IT  IT ╛♁ⱨ♩►▼▪─ ╩ꜟכꜟ─≤⌂ ╘╕∆⁹ 

7 IT  ◘כⱣכ╛Ⱡ♇♩꞉כ◒ ─ IT ▬fiⱨꜝ⌐ ╩ꜟכꜟ╢∆ ╘╕∆⁹ 

8 ◦☻♥ⱶ─ ┘  ⌐ ┘ ╩ ℮ ◦☻♥ⱶ⌐ ╩ꜟכꜟ╢∆ ╘╕∆⁹ 

9  ⌐№√∫≡─ ╛ ⁸ ╩ꜟכꜟ─ ╘╕∆⁹ ─ ⌐ ∆╢

≤ ♅▼♇◒ꜞ☻♩─◘fiⱪꜟ⅜ ⇔╕∆⁹ 

10 ☿◐ꜙꜞ♥▫▬fi◦♦fi♩ ⌂╠┘⌐  ☿◐ꜙꜞ♥▫⌐ ∆╢ ╛ ╩ꜟכꜟ─≤⌂ ╘╕∆⁹ 

11 ┘ ─ ╡ ™ ⱴ▬♫fiⱣכ─ ╡ ™⌐ ╩ꜟכꜟ╢∆ ╘╕∆⁹ 

 

 ̧  (1)(c)₈ISO/IEC 27001 ☿◐ꜙꜞ♥▫ⱴⱠ☺ⱷfi♩◦☻♥ⱶ ₉⌐≈™≡ 

ᵑ  

│ ⁸ ⁸ ⁸ ⌐ ≢⅝╢⁹ 

ᵒ  

ISO/IEC 27001 │ JIS Q 270 01 │⁸ISMS Information Security Management System ☿◐ꜙꜞ♥▫ⱴⱠ☺ⱷfi♩◦☻♥ⱶ ─ ╩

╘√ ⁹ ⅜ ISMS ╩ ⇔⁸ ⇔⁸ ⇔⁸ ⌐ ∆╢√╘─ ╩ ∆╢↓≤╩ ≤⇔≡ ↕╣≡™╢⁹ 
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≢№╢ ⅜ ISO/IEC 27001 ⌐ ≠™≡ ⌐ ↕╣≡™╢⅛╩ ה ∆╢₈ISMS ₉╩ ∆╢⌐│⁸ISMS ⌐ ⇔⁸

╩ ↑╢ ⅜№╢⁹ ╩ ∆╢√╘⌐│⁸ ─ ╙⁸ ⌐ 1 ─ ⌂ ☻ⱬ▬ꜝfiכ◘ ≤⁸3 ↔≤─ ⌂

╩ ↑╢ ⅜№╢⁹12 

ᵓ ⌐ √∫≡─ⱳ▬fi♩ 

ISO/IEC 27001 ─ ⌐ √∫≡│⁸ ∏⇔╙ ╩ ╢ ⅜№╢╦↑≢│⌂™⅜⁸ISMS │ ⌐╟╢ ╩ ≡™╢↓≤⅛╠ ⌂ ─ ≤⌂

╢⁹ 

 

 ̧  (1)(d)₈Cybersecurity Framework Ver1.1 NIST ₉⌐≈™≡ 

ᵑ  

▬fiⱨꜝ ↑⌐ ↕╣√╙─≢│№╢⅜⁸≥─╟℮⌂ ─ ≢╙ ⁹ 

ᵒ  

13636ΓImproving Critical Infrastructure Cybersecurity Δ ▬fiⱨꜝ─◘▬Ᵽכ☿◐ꜙꜞ♥▫─ ₑ 2013 2 ╩ ↑⁸2014 ⌐Ver1.0

⅜ ↕╣⁸2018 ⌐ Ver1.1 ⌐ ↕╣√⁹ⱨ꜠כⱶ꞉⁸▪◖◒כⱨ꜠כⱶ꞉כ◒▬fiⱪꜞⱷכ◦ꜛfi♥▫▪⁸ⱨ꜠כⱶ꞉כ◒ⱪ꜡ⱨ□▬ꜟ─ 3≈─ ≢ ↕

╣≡™╢⁹13 

₈ⱨ꜠כⱶ꞉⁸│≥₉▪◖◒כ ╛ ▬fiⱨꜝ≤│ ⌂ↄ⁸ ≤⌂╢ ⌂◘▬Ᵽכ☿◐ꜙꜞ♥▫ ╩ ⇔√╙─≢⁸ ⌐│⁸₈

Identify ₉⁸₈ Protect ₉⁸₈ Detect ₉⁸₈ Respond ₉⁸₈ Recover ₉≤™℮ 5 ≈─◖▪ ≤⁸23 ≢כꜞ◗♥◌─ ↕╣≡™╢⁹₈ⱨ꜠

fi♥▫▪₉≤│⁸ꜛ◦כfiⱪꜞⱷ▬◒כⱶ꞉כ ─◘▬Ᵽכ☿◐ꜙꜞ♥▫ ⅜≥─ ⌐№╢─⅛╩ ∆╢ ╩ ∆ ≢№╡⁸4 ─♥▫▪⅜ ↕╣

≡™╢⁹∕⇔≡⁸₈ⱨ꜠כⱶ꞉כ◒ⱪ꜡ⱨ□▬ꜟ₉≤│⁸ ─◘▬Ᵽכ☿◐ꜙꜞ♥▫ ─₈ As-Is ₉≤₈№╢═⅝ To-Be ₉╩ ⇔√╙─≢№╢⁹ 

ᵓ ⌐ √∫≡─ⱳ▬fi♩ 

─√╘─☿◐ꜙꜞ♥▫ ≢№╢ NISTIR 8270  (2nd Draft) ΓIntroduction to Cybersecurity for Commercial Satellite Operations Δ≢│⁸

 

 
12 ☿◐ꜙꜞ♥▫ⱴⱠ☺ⱷfi♩◦☻♥ⱶ ☿fi♃כ ₐISMS ☿◐ꜙꜞ♥▫ⱴⱠ☺ⱷfi♩◦☻♥ⱶ ≤│ₑ 

https://isms.jp/isms/index.html  

☿◐ꜙꜞ♥▫ⱴⱠ☺ⱷfi♩◦☻♥ⱶ ☿fi♃כ ₐISMS ₑ 2021 7  

https://isms.jp/lst/isr/  
13NIST ₐFramework for Improving Critical Infrastructure Cybersecurity Version 1.1 ₑ 2018 4   

https://www.ipa.go.jp/files/000071204.pdf  

https://isms.jp/isms/index.html
https://isms.jp/lst/isr/
https://www.ipa.go.jp/files/000071204.pdf
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ⱪꜝ♇♩ⱨ◊כⱶ┼─ Cybersecurity Framework ─ ⅜ ↕╣≡™╢⁹  - 14 

 

 -  ⱪꜝ♇♩ⱨ◊כⱶ┼─ Cybersecurity Framework ─  

NIST CSF ─√╘─ 7☻♥♇ⱪ ◔כ☻☻♃♦▫ ⱪꜝ♇♩ⱨ◊כⱶ  

STEP 1 ⱪכ◖☻ ≤ ≠↑ 

ⱪꜝ♇♩ⱨ◊כⱶ─ ─╖╩ ∆╢ ╩ ∆╢⁹ ⌐⁸ ↕╣╢ ⱪ꜡ⱨ□▬ꜟ ─

ⱪꜝ♇♩ⱨ◊כⱶ⌐ ∆╢◘▬Ᵽכ☿◐ꜙꜞ♥▫ ╩ ⇔⁸ ≢╙ ╦╣≡™╢ ₁⌂ ☻ⱦכ◘╛

╩ ∆╢↓≤⌐⌂╢⁹ 

STEP 2 ≠↑ ⌐╟╢◘▬Ᵽכ☿◐ꜙꜞ♥▫▬ⱬfi♩≤ⱦ☺Ⱡ☻┼─ ╩ꜞ☻♩ p12 ∆╢⁹ 

STEP 3 ─ⱪ꜡ⱨ□▬ꜟ─  
NIST CSF ─◘Ⱪ◌♥◗ꜞכ╩ ⇔⁸ ↕╣≡™╢╙─╩ ∆╢⁹ ↕╣≡™╢◘Ⱪ◌♥◗ꜞכꜞ☻♩

ⱪ꜡ⱨ□▬ꜟ ╩ ∆╢⁹ 

STEP 4 ꜞ☻◒─  
DHS ╛ DoD⌂≥─ ⌐ ⁸ ISAC ┼─ ╩⅔↓⌂™⁸ꜞ☻◒⌐ ∆╢ ─ ™ ╩ ה ∆╢

╩ ∆╢⁹NIST SP 800 -30 ╩ ⌐⁸ ─ ™ ≢ ꜞ☻◒ ─ ╩∆╢⁹ 

STEP 5 ≤∆╢ⱪ꜡ⱨ□▬ꜟ─  ╘╠╣╢ ⁸ ≤↕╣╢◘Ⱪ◌♥◗ꜞכ ⅛╠⌂╢ ⱪ꜡ⱨ□▬ꜟ p15 1 ╩ ∆╢⁹ 

STEP 6 ◑ꜗ♇ⱪ ─  ⱪ꜡ⱨ□▬ꜟ≤ ⱪ꜡ⱨ□▬ꜟ ─◑ꜗ♇ⱪ╩ ⇔⁸▪◒◦ꜛfiⱪꜝfi╩ ה ∆╢⁹ 

STEP 7 ▪◒◦ꜛfiⱪꜝfi─  

☿◐ꜙꜞ♥▫ │⁸ ╩fiⱪꜝfiꜛ◦◒▪⌐כ♄ꜟⱱ◒כ♥☻ ⇔ ╩ ╢⁹ ⌐ⱦ☺Ⱡ☻◔כ☻≤ꜞ♁

☻כ ╩ ⇔▪◒◦ꜛfiⱪꜝfi─ ╩ ╢⁹▪◒◦ꜛfiⱪꜝfi─ ╩ ה ∆╢ⱪ꜡☿☻⌐╟╡⁸▪◒◦ꜛfi

⅜ ⌐⅔↑╢ꜞ☻◒⌐ ⌐ ⇔≡™╢↓≤⁸ ה ⱪ꜡ⱨ□▬ꜟ⅜ ⌐ ≢№╢↓≤⁸ כ◘

ⱦ☻ⱪ꜡Ᵽ▬♄כ⌐ ∆╢ ╩ ≢⅝╢↓≤╩ ∆╢⁹ 

 

 ̧  (1)(e)₈SP 800-171 (NIST)₉⌐≈™≡ 

ᵑ  

DoD │⁸ DFARS 252.204-7012  Safeguarding Covered Defense Information and Cyber Incident Reporting ⌐⅔™≡⁸

CUI ⅜ ╕╣╢ ⌐│⁸NIST SP 800 -171 Protecting Controlled Unclassified Information in Nonfederal Information Systems and 

Organizations ─◘▬Ᵽכ☿◐ꜙꜞ♥▫─ ╩ ⁹╕√ │⁸ ↑ ─ ⌐ ⌂ ⅜ CUI ≢№╢⅛ ⅛╩ ⇔⁸ ∆╢ ⌐│

DFARS Clause 252.204 -7012⌐ ≠ↄ ╩ ⁹ 

 

 
14NIST Computer Security Resource Center ₐIntroduction to Cybersecurity for Commercial Satellite Operations  (2nd Draft) ₑ 2022 2  

https://csrc.nist.gov/publications/detail/nistir/8270/draft  

https://csrc.nist.gov/publications/detail/nistir/8270/draft
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ᵒ  

SP 800-171│⁸ ─ 14 ─ⱨ□Ⱶꜞכ כꜞ◗♥◌ ≤ 110 ⅛╠ ↕╣≡™╢⁹ 

· ▪◒☿☻ ◦☻♥ⱶ┼─▪◒☿☻⅜≢⅝╢ ╩ ∆╢↓≤  

· ≤ ☿◐ꜙꜞ♥▫ⱳꜞ◦כ╩ ∆╢↓≤  

· ≤ ◦☻♥ⱶ─ ╩ ℮≤≤╙⌐ ─ ⅜≢⅝╢↓≤  

· ◦☻♥ⱶ╩ ∆╢ ⌐ ╘╠╣╢☿◐ꜙꜞ♥▫ ╩ ∆╢↓≤  

· ≤ ◦☻♥ⱶ ⁸♦Ᵽ▬☻╩ ∆╢↓≤  

· ▬fi◦♦fi♩ ▬fi◦♦fi♩─ ⁸ ⅜≢⅝╢↓≤  

· ─◦☻♥ⱶ─ⱷfi♥♫fi☻╩ ℮↓≤  

· CUI ╩☿◐ꜙ▪⌐ ∆╢≤≤╙⌐▪◒☿☻≢⅝╢ ╩ ∆╢↓≤  

· ☿◐ꜙꜞ♥▫ ◦☻♥ⱶ┼─▪◒☿☻╩ ℮ ╩ ∆╢↓≤  

· ─◦☻♥ⱶ⁸ ┼─ ▪◒☿☻╩ ∆╢↓≤  

· ꜞ☻◒▪☿☻ⱷfi♩ ─ꜞ☻◒╩ ⌐ ∆╢↓≤  

· ☿◐ꜙꜞ♥▫▪☿☻ⱷfi♩ ☿◐ꜙꜞ♥▫ ╩ ⌐ ∆╢↓≤  

· ◦☻♥ⱶ≤ ─ ◦☻♥ⱶ─ ≤⌂╢ ╩ ⇔⁸ ⇔⁸ ∆╢↓≤  

· ◦☻♥ⱶ≤ ─ ♃▬ⱶꜞכ⌐ ┘◦☻♥ⱶⱨ꜡כ╩ ∆╢↓≤ 

 

ᵓ ⌐ √∫≡─ⱳ▬fi♩ 

DoD≤─ ╛⁸DoD ≤─ ⅜ ∆╢ ⌐│ ≤⌂╢↓≤─ ⅜ ⁹ 
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ȱɧɞ CMMC Cybersecurity Maturity Model Certification ǲǫǋǭ 

ᶮᶮ DoD ֝♬ɵ ►ᶮ ὍὙ OUSD ǶƲʴᾛ̔ șדȇЋȳɕɧȢȿȥɶɱǲʝ♣ǲ SP 800 - 171 ș ǞǦǚǯǶ ὃș ὕ ǲ

ǞǭǋǦ ǯǵ ǵȉǯƲ5 ǵ ↓ɠɅɩș ǋǦ ǦǱ Ѱ↓ɓɪɶɞɭɶȭǮǉȒ CMMC ș ǞƲ2020 ₴ 1 ǲ Ver.1.0 ș ὑƳ2 021 ₴

11 ǲ Ver. 2.0 ǓЏ ǜȓƲ5 ǒȐ 3 ǵ ↓ɠɅɩǿʹ ǜȓǦƳ 

CMMC ǶƲȳɕɧȢȿȥɶɱǵʤ ǘ˗ ǿǵɓɫɶȾȤɱș ǞƲʴᾛ̔ șדȇֺ˗ Ǔɨȷȭǲ ֻǪǦֺɪɗɩ ɪɗɩ 1 3 Ǯ Ḹș ўǲ

ͪ ǮǔȒǚǯǲǫǋǭƲ ʢ ͔ ὑ Certified  Third - Party Assessment Organizations  C3PAO ǒȐ ș֞ǘȐȓȒ˿ ȆǲǱǪǭǋȒƳɪ

ɗɩ 1 Foundational ƲḨ ǮǶ Ѹ 48  CFR 52.204 - 21 ǲὑȈȐȓǭǋȒ 1 7 ǵ Ấ Ḹ FCI ǵͪ ᾍ Ʋɪɗɩ 2 Advanced Ʋ

ʣ ǮǶ NIST SP 800 - 171 ǲ ►ǠȒ 110 ǵᾍ Ʋɪɗɩ 3 Expert ƲȦȫȷɏɶɆ Ƕ SP 8 00 - 172 Ḍ ᾍ ǲ ►ǠȒᾍ Ǔ ̏ǯ

ǱǪǭǋȒƳCMMC ǲ ǠȒ ḸǶ DoD  OUSD ǒȐ ͑ǜȓȒ15Ƴ 

  

  

 

 
15 DoD Office of the Under Secretary of Defense for Acquisition & Sustainment ₐCybersecurity Maturity Model Certification ₑ 2020 12  

https://www.acq.osd.mil/cmmc/index.html  

https://www.acq.osd.mil/cmmc/index.html
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. .   ◒ꜝ►♪☿◐ꜙꜞ♥▫  

 

╩☻ⱦכ◘ ∆╢ ⁸ ⁸Ⱶ♇◦ꜛfi ⌐ ⇔√☿◐ꜙꜞ♥▫ ♩ⱷfiכꜞ◓▪ꜟⱦ☻꜠ⱬכ◘╛ SLA ⌐ ╩☻ⱦכ◘╢∆ ∆╢↓≤⁹ 

 

ₒ ₓ 

(1) ⌐≈™≡ ⌐☻ⱦכ◘ ∆╢ ⌂ ⌐│ ⅜№╡⁸ ─ ╩ ╩☻ⱦכ◘⁸⇔ ∆╢↓≤⅜ ╕⇔™⁹ 

(a) ꜞ⸗כ♩☿fi◦fi◓ ─ ⌂ ™─ ⌐ ∆╢  

(2) ⌐≈™≡ ⌐☻ⱦכ◘ ∆╢ ⌂ ⌐│ ─(a) (c)⅜№╡⁸ ⌂☿◐ꜙꜞ♥▫꜠ⱬꜟ─◘כⱦ☻╩ ∆╢↓≤⅜ ╕⇔™⁹ 

(a) ISO/IEC 27017  ISO/IEC 27002 ⌐ ≠ↄ◒ꜝ►♪◘כⱦ☻─√╘─ ☿◐ꜙꜞ♥▫ ─ ─ ISO/IEC  

(b) ◦☻♥ⱶ─√╘─☿◐ꜙꜞ♥▫ ISMAP ה ה  

(c) ꜞ☻◒ ⱪ꜡◓ꜝⱶ FedRAMP  

 

 

 ̧  (1)(a)₈ ◓fi◦fi☿♩כ⸗ꜞ ─ ⌂ ™─ ⌐ ∆╢ ₉⌐≈™≡ 

₈ ◓fi◦fi☿♩כ⸗ꜞ ─ ⌂ ™─ ⌐ ∆╢ ₉⌐⅔↑╢ ⌐☻ⱦכ◘ ∆╢ ≤⇔≡⁸  - ⌐ ∆≤⅔╡⁸ ⅜ ↕

╣╢ │ ─ ⌐ ∆╢ ⅜№╢⁹⌂⅔⁸ ─ │ ⌐≈™≡│⁸ ⌐╟╡ ∆╢√╘⁸ ∆╢↓≤⁹╕√⁸◒ꜝ►♪⌐ ╦╠∏

↕╣╢☿◐ꜙꜞ♥▫ ⌐≈™≡│⁸ ─ . . ╘╠╣╢ ╩ ⌐∆╢↓≤⁹ 

 

 -  ₈ ◓fi◦fi☿♩כ⸗ꜞ ─ ⌂ ™─ ⌐ ∆╢ ₉─  

 

◓fi◦fi☿♩כ⸗ꜞ  ┘ ◓fi◦fi☿♩כ⸗ꜞ │⁸ ◓fi◦fi☿♩כ⸗ꜞ ─ ™ ─ │ ╩ ╩

∂≡ ⌐ ╩☻ⱦכ◘╢∆ ⇔≡ ∆╢ │⁸ ╩☻ⱦכ◘ ∆╢ ↓─ ☻ⱦכ◘₈≡™⅔⌐ ₉≤™℮⁹ ─☻ⱦכ◘─≥

⌐ ╢ ⌐⅔™≡⁸ ─ ⌐ →╢ ╩ ⌐ ╘╢╙─≤∆╢⁹ 

◓fi◦fi☿♩כ⸗ꜞ  ╩ ─ │ ⌐ ∆╢ ⌐ ⇔⌂™↓≤⁹ 

▬ ─ │ ⌐ →╢  

꜡ ─ │ ─ ⌐⅔™≡ ─ ┘ ╩ ⅛∆ ─ ⌐ ╩ ∆╢≤↕╣√ │  
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 -  ─ ⌐ →╢  

▪ⱨ●♬☻♃fi⁸ ▪ⱨꜞ◌⁸◖fi◗ ⁸▬ꜝ◒⁸꜠Ᵽⱡfi⁸ꜞⱦ▪⁸ ⁸♁ⱴꜞ▪⁸  fi♄כ☻fi⁸♄כ☻

β │ ●▬♪ꜝ▬fi ─╙─ 

 -  ⌐ →╢  

▬ꜝfi⁸▬ꜝ◒⁸  

β │ ●▬♪ꜝ▬fi ─╙─ 

 

 ̧ (2)(a)₈ISO/IEC 27017  ISO/IEC 27002 ⌐ ≠ↄ◒ꜝ►♪◘כⱦ☻─√╘─ ☿◐ꜙꜞ♥▫ ─ ─ ISO/IEC ₉⌐≈™≡ 

ᵑ  

 ☻ⱦכ◘♪►ꜝ◒

ᵒ  

ISMS ◒ꜝ►♪☿◐ꜙꜞ♥▫ │⁸JIS  Q 27001:2014 ISO/IEC 27001:2013 ⌐ ⇔√ ISMS ☿◐ꜙꜞ♥▫ⱴⱠ☺ⱷ

fi♩◦☻♥ⱶ ⌐⅔™≡⁸∕─ ⌐ ─☻ⱦכ◘♪►ꜝ◒╢╣╕ ⇔ↄ│ ⌐ ☻ⱦכ◘♪►ꜝ◒⁸≡⇔ ↑─

≢№╢ ISO/IEC 27017:2015 ⌐ ☻ⱦכ◘♪►ꜝ◒╢╣↕ ─ ⅜ ↕╣≡™╢↓≤╩ ∆╢╙─≢№╢⁹  

- ⌐ ∆≤⅔╡⁸ISMS ◒ꜝ►♪☿◐ꜙꜞ♥▫ ╩ ∆╢√╘⌐│⁸ ≤⇔≡ ISO/IEC 27001:2013 ╩ ⇔√℮ⅎ≢⁸

☻ⱦכ◘♪►ꜝ◒ ─ ≤⇔≡⁸ISO/IEC 27017:2015 ⅜ ⌐ ↕╣≡™╢↓≤⅜ ≤⌂╢⁹16 

. . (c)ISO/IEC 27001 ☿◐ꜙꜞ♥▫ⱴⱠ☺ⱷfi♩◦☻♥ⱶ ╩ ╦∑≡ ∆╢↓≤⁹ 

 

                               -  I SMS ISO/IEC 27001 ≤◒ꜝ►♪☿◐ꜙꜞ♥▫ ISO/IEC 27017 ─ 17 

 

 
16  ⱴⱠ☺ⱷfi♩◦☻♥ⱶ ☿fi♃כ ₐISMS ISO/IEC 27017:2015 ⌐ ≠ↄ ISMS ◒ꜝ►♪☿◐ꜙꜞ♥▫ ⌐≈™≡ ₑ

2016 8  

https://isms. jp/isms -cls/about-cls.pdf 
17  ⱴⱠ☺ⱷfi♩ ☿fi♃כ ₐISMS  ◒ꜝ►♪☿◐ꜙꜞ♥▫ ─ ₑ 2015 11  

https://isms.jp/topics/ISO27017/iso27017_CLS_policy.pdf  

https://isms.jp/isms-cls/about-cls.pdf
https://isms.jp/topics/ISO27017/iso27017_CLS_policy.pdf
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 ̧ (2)(b)₈ ◦☻♥ⱶ─√╘─☿◐ꜙꜞ♥▫ ISMAP ה ה ₉⌐≈™≡ 

ᵑ  

 ☻ⱦכ◘♪►ꜝ◒

ᵒ  

◦☻♥ⱶ⌐⅔↑╢◒ꜝ►♪◘כⱦ☻─ ╩ ∆╢√╘─ ⁹ISO/IEC 27001 │ JIS Q 27001 ╩ⱬכ☻⌐ ─ ☿◐

ꜙꜞ♥▫ ─√╘─ ┘ NIST SP 800 -53 Moderate ─☿◐ꜙꜞ♥▫ ⅜ ↕╣≡™╢⁹ 

 

 ̧ (2)(1)(c)₈ ꜞ☻◒ ⱪ꜡◓ꜝⱶ FedRAMP ₉⌐≈™≡ 

ᵑ  

 ☻ⱦכ◘♪►ꜝ◒─

ᵒ  

Federal Risk and Authorization Management Program FedRAMP │ ─ⱪ꜡◓ꜝⱶ≢№╡⁸◒ꜝ►♪─ ⌐☻ⱦכ◘╛ ∆╢☿◐ꜙꜞ♥▫

⁸ ⁸ ⌐ ∆╢ ⌂▪ⱪ꜡כ♅╩ ⇔≡™╢⁹NIST SP 800 -53─☿◐ꜙꜞ♥▫ ╩ ⌐⇔≡⅔╡⁸Low⁸Moderate⁸High ─ⱬכ☻ꜝ▬

fi⅜№╢⁹ ⌐ ╢ │ FedRAMP ≤™℮╟╡ ⌂ⱪ꜡◓ꜝⱶ≤⌂╢⁹ 
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. .   ♥꜠꞉כ◒☿◐ꜙꜞ♥▫  

 

♥꜠꞉כ◒╩ ∆╢ │⁸♥꜠꞉כ◒ ─ ┘ ─ ╩⇔⁸ ⌂ ╩ ℮↓≤⁹ 

 

ₒ ₓ 

(1) ♥꜠꞉כ◒─ ⌂ ⌐ √∫≡│⁸ ─(a) ┘(b)╩ ╗ ─●▬♪ꜝ▬fi ─ ⅜ ╕⇔™⁹ 

(a) ♥꜠꞉כ◒☿◐ꜙꜞ♥▫●▬♪ꜝ▬fi  

(b) ↑♥꜠꞉כ◒☿◐ꜙꜞ♥▫ ⅝ ♅▼♇◒ꜞ☻♩  

 

 

 ̧  (1)(a)₈♥꜠꞉כ◒☿◐ꜙꜞ♥▫●▬♪ꜝ▬fi ₉⌐≈™≡ 

ᵑ  

♥꜠꞉כ◒╩ │ ⇔≡™╢ ⁸ ⁸ ╙ ╗  

ᵒ  

⅜♥꜠꞉כ◒╩ ∆╢ ─☿◐ꜙꜞ♥▫ ─ ╩ ⇔⁸ ⇔≡♥꜠꞉כ◒╩ ה ∆╢√╘─ ≤⇔≡⁸♥꜠꞉כ◒─ ⌐ √∫≡─☿

◐ꜙꜞ♥▫ ⌐≈™≡─ ⅎ ╛ ╩ ⇔≡™╢⁹  - ⌐ ●▬♪ꜝ▬fi─ ╩ ∆⁹18 

 

 -  ♥꜠꞉כ◒☿◐ꜙꜞ♥▫●▬♪ꜝ▬fi ─  

 

 
18  ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ₐ♥꜠꞉כ◒☿◐ꜙꜞ♥▫●▬♪ꜝ▬fi 5 ₑ 2021 5  

https://www.soumu.go.jp/main_sosiki/cybersecurity/telework/  

  

 │∂╘⌐ ●▬♪ꜝ▬fi─ ╛ ⁸♥꜠꞉כ◒─ ⁸ ╩ ⇔≡™╕∆⁹  

 ♥꜠꞉כ◒⌐⅔™≡ ∆═⅝↓≤ ♥꜠꞉כ◒⌐⅔↑╢☿◐ꜙꜞ♥▫ ╩ ╘╢⌐ ₈ה₉ꜟכꜟ⁸₈╡√ ₈ה₉ ₉─Ᵽꜝfi☻─≤╣√ ╩ ℮

╛⁸₈ ▫♥ꜞꜙ◐☿הⱶ♥☻◦₈ה₉ ◒כ꞉꜠♥₈ה₉ ₉─ ⌂ ─ ≤⁸

─ ╩ ⌐ ⇔≡™╕∆⁹ ╕√⁸ ─♥꜠꞉כ◒╩ ╡ ↄ ╛☿◐ꜙꜞ♥▫ ─ ╩ ╕ⅎ⁸

─☻ⱦכ◘♪►ꜝ◒ ╛♀꜡♩ꜝ☻♩☿◐ꜙꜞ♥▫⌐ ∆╢ ⅎ ╙ ⇔≡™╕∆⁹  

https://www.soumu.go.jp/main_sosiki/cybersecurity/telework/
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ᵓ ⌐ √∫≡─ⱳ▬fi♩ 

●▬♪ꜝ▬fi│  - ⌐ ∆ 13 ─ ≢ ↕╣≡™╢⁹☿◐ꜙꜞ♥▫ │⁸ ─ ≤⇔≡ ≤ ⌐ ⇔≡

™╢⁹ ⁸◦☻♥ⱶה☿◐ꜙꜞ♥▫ ⁸♥꜠꞉כ◒ ⅜ ∆═⅝ ╩ ⇔⁸ ⌐≈™≡╙ ╩⇔≡™╢⁹∕─√╘⁸ ⌐ ─♥

꜠꞉כ◒☿◐ꜙꜞ♥▫─ ╩ ≢№╢⁹ 

 

 -  ☿◐ꜙꜞ♥▫ ╩ ∆╢√╘─  
 

  

A  ●Ᵽ♫fi☻הꜞ☻◒  ♥꜠꞉כ◒─ ⌐ √∫≡─ꜞ☻◒ⱴⱠ☺ⱷfi♩╛⁸ ☿◐ꜙꜞ♥▫ ꜟכꜟ ─ ⌐ ∆╢ ⁹  

B ה  ♥꜠꞉כ◒≢ ∆╢Ɫכ♪►▼▪╛♁ⱨ♩►▼▪ ─ ─ ╛⁸∕─ ⌐ ∆╢ ⁹  

C   ♁ⱨ♩►▼▪─▪♇ⱪ♦כ♩ ⌐╟╢ ─ ─ ⌐ ∆╢ ⁹  

D   ▪◒☿☻ ⌐ ⅎ√◦☻♥ⱶ ─ ⌐ ∆╢ ⁹  

E ♦כ♃   ∆═⅝ ♃כ♦ ─ ╛ ─♃כ♦╢™≡╣↕ ה ─ ⌐ ∆╢ ⁹  

F ⱴꜟ►▼▪  ⱴꜟ►▼▪─ ╛ ⁸◄fi♪ⱳ▬fi♩☿◐ꜙꜞ♥▫⌐ ∆╢ ⁹  

G ─ ה ─♃כ♦╢↑⅔⌐  ╛ ─ ⌐ ∆╢ ⁹  

H ▪◌►fi♩ה  ◦☻♥ⱶ⌐▪◒☿☻∆╢√╘─▪◌►fi♩ ╛ ⌐ ∆╢ ⁹  

I  ▪◒☿☻ ה ⱦ☻┼─▪◒☿☻╩⁸כ◘╛♃כ♦  ⅛≈ ⌂ ╩ ∆╢ ─╖⌐ ∆╢↓≤⌐ ∆╢ ⁹  

J ▬fi◦♦fi♩ ◓꜡ה  ☿◐ꜙꜞ♥▫▬fi◦♦fi♩┼─ ⌂ ≤⁸꜡◓─ ╛ ⌐ ∆╢ ⁹ 

K ☿◐ꜙꜞ♥▫ ⌂ ⌐╟╢ ⅎ™ ⅛╠─ ⌐ ∆╢ ⁹  

L ▬fi♥ꜞ☺▼fi☻ ⁸ ⁸ ⌐ ∆╢ ─ ⌐ ∆╢ ⁹  

M  ♥꜠꞉כ◒ ─☿◐ꜙꜞ♥▫┼─ ≤ ─ ⌐ ∆╢ ⁹  

3  ♥꜠꞉כ◒ ─  ♥꜠꞉כ◒ ╩ 7 ⌐ ⇔√ ≢⁸ ⌐≈™≡⁸ ⌐ ⅎ≡ ⌂ ╩ ⇔≡™╢╒⅛⁸

─☿◐ꜙꜞ♥▫ ─ ⌐≈™≡ ⇔≡™╕∆ ─☿◐ꜙꜞ♥▫ │ ה ⁹

╕√⁸♥꜠꞉כ◒⌐╟∫≡ ⇔╟℮≤∆╢ ─ ╛☿◐ꜙꜞ♥▫ ─ ╩ ╕ⅎ⁸ ⇔√ ╩

∆╢ ─ ≤⌂╢╟℮⁸ⱨ꜡⁸╛♩כꜗ♅כ ─ ╩ ⇔≡™╕∆⁹  

4  ♥꜠꞉כ◒☿◐ꜙꜞ♥▫  ₈ ▫♥ꜞꜙ◐☿הⱶ♥☻◦₈ה₉ ◒כ꞉꜠♥₈ה₉ ₉─ ↔≤⌐⁸♥꜠꞉כ◒⌐⅔↑╢☿◐ꜙꜞ♥

▫ ≤⇔≡ ⌐ ⇔≡⅔╡⁸ ⌐ ╡ ╗↓≤⅜ ╘╠╣╢₈ ₉≤⁸ ─ ╛ ⅜

↕╣≡™⌂™≤ ⅜ ⌂☿◐ꜙꜞ♥▫ ≢№╢╙──⁸ ⌐╟╡ ⌂╢☿◐ꜙꜞ♥▫─ ⅜ ╘╢

₈ ₉╩∕╣∙╣ ⇔≡™╕∆⁹╕√⁸ ☿◐ꜙꜞ♥▫ │⁸13 ─ ⌐ ↑ ⇔≡™╕∆⁹  

5  ♥꜠꞉כ◒☿◐ꜙꜞ♥▫ ─   ⌐ ─ ☿◐ꜙꜞ♥▫ ⌐≈™≡⁸ ╩ ⇔≡™╕∆⁹  

6  ♥꜠꞉כ◒⌐⅔↑╢♩ꜝⱩꜟ ≤  ♥꜠꞉כ◒☿◐ꜙꜞ♥▫⌐ ∆╢♩ꜝⱩꜟ ╩ ⌐ ⇔√ ≢⁸☿◐ꜙꜞ♥▫ ─ ╛⁸ ●▬♪ꜝ▬

fi ─≥─☿◐ꜙꜞ♥▫ ⅜ ≢№╢⅛╩ ⇔≡™╕∆⁹  
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ȱɧɞ ȺɫɆɧȷɆȹȫɣɨɄȡǵ Ǐ ǲǫǋǭ 

₴ƲȳȢɎɶ ǵ ↓ӓ ǲ̢ǋƲ ǦǱȹȫɣɨɄȡǲᾍǠȒ Ǐ ǯǞǭƲƼȺɫɆɧȷɆȹȫɣɨɄȡƽǯǋǍȉǵǓ ǜȓǭǋȒƳ 

ɄɪɭɶȭȹȫɣɨɄȡȪȢɇɧȢɱ ҵ ǮǶ̊ʤǵȏǍǲ ǜȓǭǋȒƳ 

ȺɫɆɧȷɆȹȫɣɨɄȡǯǶƲẆ ɋɁɆɭɶȭ ȢɱȽɶɋɁɆ ǯƲК ɋɁɆɭɶȭ LAN ǯǵṑ ǲȏȒ Ᵽ ṑ ḌȹȫɣɨɄȡ ǲǶ Ǔǉ

ȑƲК ɋɁɆɭɶȭКǲȉ ỢǓἭ᷀ǞǍȒǯǋǍ ǏǵȉǯƲɅɶȽȋ ᶅ ǵӴ̬ǮǵȹȫɣɨɄȡ▌ӓșǍǦǪǦ Ǐ ș ǠƳ 

♫ ǵṑ ḌȹȫɣɨɄȡǵѼ ǓƲƼͬǣȏƲǜȓǰ ǢȏƽǮǉȒǯǠȒǯƲǤȓǯᾍ ǞǭƲȺɫɆɧȷɆȹȫɣɨɄȡǶƲƼ Ǟǭͬ ǢǡƲⱳǡ

ǢȏƽǮǉȒǯǋǏȒƳ 

ȺɫɆɧȷɆȹȫɣɨɄȡșὕ ǠȒǦȈǵ ̏ǲǫǋǭǶƲ֓ 19ǲȏȑ ǉȒȉǵǵƲǋǡȓǲǑǋǭȉ ǵȏǍǱ Ǐ Ǔ ⱪ ǮǉȒƳ 

 ̧ ɋɁɆɭɶȭǵК ǯẆ șӢѩǢǡƲɅɶȽȋ ᶅ ǵ ᾛӴ̬ǮȹȫɣɨɄȡș ǏȒ 

 ̧  ▌ᶭǱѫ ǯԝὭǱȠȭȹȷ  

 ̧  ȹȫɣɨɄȡᾍ ǲ Ǟǭ ṑ ḹ ɵ ǵѰ ș ǘǱǋ 

  

 

 
19  ♀꜡♩ꜝ☻♩☿◐ꜙꜞ♥▫─ ⅎ ⌐≈™≡ ↕╣√  

1) NIST ₐNIST Special Publication 800 -27 Zero Tru st Architecture ₑ 2020 8  

https://csrc.nist.gov/publications/detail/sp/800 -207/final  

2) Google ₐBeyondCorpₑ 

3) Forrester ₐZero Trust eXtended (ZTX) Ecosystem Providers ₑ 

4) CIO ♦▫☻◌♇◦ꜛfiⱭכⱤכ ₐ ◦☻♥ⱶ⌐⅔↑╢♀꜡♩ꜝ☻♩ ⌐ ↑√ ⅎ ₑ 2020 6 ⁸ 2022  

https://cio.go.jp/dp2020_03  

https://csrc.nist.gov/publications/detail/sp/800-207/final
https://cio.go.jp/dp2020_03
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 ̧  (1)(b)₈ ↑♥꜠꞉כ◒☿◐ꜙꜞ♥▫ ⅝ ♅▼♇◒ꜞ☻♩ ₉⌐≈™≡ 

ᵑ  

╛☿◐ꜙꜞ♥▫ ⅜ ∏⇔╙ ≢│⌂™ ─  

ᵒ  

ₐ♥꜠꞉כ◒☿◐ꜙꜞ♥▫●▬♪ꜝ▬fi ₑ╩ ℮╙─≤⇔≡⁸ ⌐⅔™≡╙ ⅜ ↄ ⌐ ∆═⅝☿◐ꜙꜞ♥▫

╩ ⌐ ⇔≡™╢⁹ ⅝─ ╩  - ⌐ ∆⁹╕√⁸♥꜠꞉כ◒─ ╩ 8≈─ ⌐ ⇔⁸ ∆╢ ╩ ⇔≡™╢⁹20 

 

 -  ↑♥꜠꞉כ◒☿◐ꜙꜞ♥▫ ⅝ ♅▼♇◒ꜞ☻♩ ─  

  
⅝▬fi♦♇◒☻ ♥꜠꞉כ◒☿◐ꜙꜞ♥▫⌐ ∆╢ ⌐ ∆╢ ─ Ɑכ☺╩ ⇔≡™╕∆⁹ 

 ─ ≢∆⁹ 

│∂╘⌐ ─ ╛ ╩ ╠⅛⌐⇔√ ≢⁸ ┘ ╩ ⇔≡™

╕∆⁹ 

 
 

♥꜠꞉כ◒─  ╩ ℮ ⌐ ∂√ ⅝ ─ ╩ ⇔≡™╕∆⁹ 

№⌂√─♥꜠꞉כ◒ │≥╣  ♥꜠꞉כ◒─ ╩fiכ◦ ⇔⁸ ╕√│ ⇔≡™╢♥꜠꞉כ◒ ╩

ⱨ꜡כꜗ♅כ♩≢ ≢⅝╕∆⁹ 

♥꜠꞉כ◒ ─  ≢ ╡ ℮♥꜠꞉כ◒ ─ ╩ ⇔≡™╕∆⁹ 

♥꜠꞉כ◒ ─  ≢ ╡ ℮ ♥꜠꞉כ◒ ─ ╩ ⇔≡™╕∆⁹ 

 
 

♥꜠꞉כ◒☿◐ꜙꜞ♥▫ ♅▼♇◒ꜞ☻♩ ♥꜠꞉כ◒ ↔≤⌐⁸ ∆═⅝☿◐ꜙꜞ♥▫ ╩₈♅▼♇◒ꜞ☻♩₉─

≢ ⇔≡™╕∆⁹ 

♅▼♇◒ꜞ☻♩─  ♥꜠꞉כ◒≢╟ↄ ↕╣╢ ─ ה ⌐≈™≡ ⇔√₈

₉╩ ⇔≡™╕∆⁹ 

☿◐ꜙꜞ♥▫  ₈♅▼♇◒ꜞ☻♩₉╩ ≢ ∆≤≤╙⌐⁸∕╣∙╣─☿◐ꜙꜞ♥▫

⌐⅔↑╢ ─  ╩ ⇔≡™╕∆⁹ 

 
 

 

 
20  ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ₐ ↑♥꜠꞉כ◒☿◐ꜙꜞ♥▫─ ⅝ ♅▼♇◒ꜞ☻♩ 2 3 5 ₑ 

https://www.soumu.go.jp/main_sosiki/cybersecurity/telework/  

https://www.soumu.go.jp/main_sosiki/cybersecurity/telework/
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♥꜠꞉כ◒ ╩ ℮  ♥꜠꞉כ◒ ⌐⅔™≡ ↕╣╢ ⌐≈™≡ ⇔≡™╕∆⁹ 

♥꜠꞉כ◒⌐ ⌂☿◐ꜙꜞ♥▫  ♥꜠꞉כ◒ ⌐⅔↑╢ ╩ ∆╢√╘─ ⌂☿◐ꜙꜞ♥▫ ⌐≈™≡

⇔≡™╕∆⁹ 

♪כ꞉כ◐™√⅝⅔≡∫  ♥꜠꞉כ◒☿◐ꜙꜞ♥▫ ♅▼♇◒ꜞ☻♩⌐ ∆╢☿◐ꜙꜞ♥▫ ─ ⌂

⁸≡™≈⌐♪כ꞉כ◐ ╩ ™≡ ⇔ↄ ⇔≡™╕∆⁹ 

 ≢ ™≡™╢ ⌂ ╩ ⇔≡™╕∆⁹ 

ꜞfi◒  ♅▼♇◒ꜞ☻♩╩ ∆╢ ≢ ≤⌂╢ ╛Web◘▬♩ ╩ ⇔≡™╕

∆⁹ 

  

↑Ɫfi♪Ⱪ♇◒ ♥꜠꞉כ◒╩ ℮ ⅜ ⌐ ⇔≡ ╩ ↑╢═⅝↓≤╛╙⇔╙─ ─

╩ ⇔≡™╕∆⁹♥꜠꞉כ◒╩ ∆╢ ⌐ ⇔≡ ⇔≡ↄ∞↕™⁹ 

╩◒כ꞉꜠♥ (ꜟכ◦)♪כ◌ ℮ ⅜ ∫√ ⌐≥℮™∫√ ╩ ⌐∆═⅝⅛ ⇔≡

™╕∆⁹♥꜠꞉כ◒╩ ∆╢ ⌐ ⇔⁸Ɽ♁◖fi ─♥꜠꞉כ◒ ⌐

⇔≡ ⇔≡ↄ∞↕™⁹ 

 

ᵓ ⌐ √∫≡─ⱳ▬fi♩ 

8 ≈─ ᵑ VPNה ⱪ♇♩◒☻♦♩כ⸗ꜞ ⁸ ᵒ ☻ⱦכ◘♪►ꜝ◒ה ⁸ ᵓ fi♪▪꜡fi♃☻ה ⁸

ᵔ ה☿◐ꜙ▪Ⱪꜝ►◙ ⁸ ᵕ VPNה ⱪ♇♩◒☻♦♩כ⸗ꜞ ⁸ ᵖ ☻ⱦכ◘♪►ꜝ◒ה ⁸ ᵗ

fi♪▪꜡fi♃☻ה ┘ ᵘ ◙►ꜝⱩ▪ꜙ◐☿ה ⌐ ∆╢ ⌐≈™≡ ╩ ╕ⅎ≡ ∆╣┌⁸ ⌐ ─

♥꜠꞉כ◒ ⅜ ≢№╢⁹ 
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. .    

 

─ ╛ ⅜≢⅝╢╟℮ ╩ ∆╢↓≤⁹ 

 

ₒ ₓ 

(1) ┼─ ⌐ √∫≡⁸ ─(a)╩ ╗ ─ ─ ⅜ ╕⇔™⁹ 

(a) ⌐⅔↑╢ ●▬♪ꜝ▬fi 5 ⁸IPA  

 

 

 ̧  (1)(a)₈ ⌐⅔↑╢ ●▬♪ꜝ▬fi 5 ⁸IPA ₉⌐≈™≡ 

ᵑ  

 

ᵒ  

⌐⅔↑╢ ─ ╩ ≤⇔⁸∕─ ─ ≤ ╙ ⌐ ╣√●▬♪ꜝ▬fi⁹  - ⌐⁸ ●▬♪ꜝ▬fi─ ≤ ┘

─ ╩ ∆⁹ 
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 -  ⌐⅔↑╢ ●▬♪ꜝ▬fi 5 ⁸IPA ─ ≤ ┘ ─  

 

ᵓ ⌐ √∫≡─ⱳ▬fi♩ 

VI ─ 5 ≤ 25  - ╩ ∆╣┌⁸ ⌐ ─ ╩ ≢№╢⁹╕√⁸ ♅▼♇

♩כ◦◒  - ╩ ∆╣┌⁸ ─ ─ ╩ ∆╢↓≤⅜ ≢№╢⁹ 
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 -  VI ─ 5 ≤ 25  

 5 ≤ 25   ⌂  
╩ ⇔ↄ∆╢(╛╡⌐ↄↄ∆╢) ╩ ∆╢↓≤≢ ╩ ⇔ↄ∆╢  

 
─ ╩ ∆╢  ▪◒☿☻ ⁸Ɽ☻꞉כ♪ⱳꜞ◦כ─

⁸ ─ ID  ⁸☿◐ꜙꜞ♥

▫꞉▬ꜘכ⌐╟╢ PC  

(5)(6)(7)(9)(15)(24)  

┼─ ╡╩ ∆╢  ─ ∟ ╡ ⁸  (8)  

≢ ∆╢  ⱡכ♩ PC ─ ∟ ⇔ ⁸ⱷכꜟ

╛Ⱡ♇♩─  

(8)(10)(12)(18)(19)  

╩∕╠∆  ꜠ⱬꜟ⌐ ∂√  (8) 

╛Ⱡ♇♩꞉כ◒╩ ∆╢ ─ PC/USB ⱷ⸗ꜞ─ ∟ ╖

⁸SNS─ ⁸ⱱ♥ꜟ ┘

─ LAN ─   

(11)(13)(16) 

╕╢ꜞ☻◒╩ ╘╢ ╛╢≤ ≈⅛╢ ╛ ╩ ∆╢↓≤≢ ╕╢ꜞ☻◒╩ ╘╢   
╩ ∆╢  ▪◒☿☻꜡◓─ ⁸ ≢─

⁸ ─ ⇔⁸⸗Ᵽ▬ꜟ

─ ⁸ ─  

(6)(8)(9)(10)(12)(18) 

 (19)(33) 

╩ ∆╢ ─  (32) 

╩ ╠∆  ID ⁸ ▪◌►fi♩ ⁸ ⌐

╟╢ ⇔  

(7)(9)(10) 

╩ ∆╢ ─  (29)  

╩ ∆╢ ◌ⱷꜝ─ ⁸ ◦☻♥ⱶ

─  

(8)(12)  

─ ╡╩ ╠∆ ⌐ ╦⌂™ ╩ ∆/ ∆╢⁸ ╩ ⌐ↄↄ∆╢↓≤≢ ╩ ←   
╩ ∆ ⅜╦⅛╠⌂™  ▪◒☿☻ ─ ⁸⸗Ᵽ▬ꜟ

─ ⁸ ⅝ ⱨ▫ꜟⱶ─

 

(5)(6)(9)(16)(22) 

╩ ∆╢ ╩⌂ↄ∆ ─♃כ♦   ⁸ ─

⌂ ⁸ ⌐ ⇔√ ─

ה  

(4)(9)(14)(24) 

╩ ∆╢  ┘ ─   (9) 

╩ ∆╢ ┼─ ⌂ ⁸  (30) 

╩ ⌐ↄↄ∆╢ ⱨ□▬ꜟהⱢה◒☻▫♦♪כ

─  

(13)(14)(15)(16) 



 

54 

 

 5 ≤ 25   ⌂  
─ ╩ ╠∆ ∕─ ⌐↕∑⌂™ ╩ ℮ ∟⌐↕∑⌂™↓≤≢ ╩ ∆╢   

╛☻♩꜠☻╩ ╠∆ ⌂ ⁸ ⌂ ⁸

⌂◖Ⱶꜙ♬◔כ◦ꜛfi─  

(21)(27)(28) 

╩ ↑╢ ⌂ ⁸ ⌂ ⁸

⌂◖Ⱶꜙ♬◔כ◦ꜛfi─  

(21)(27)(28)(32) 

─ ┬╡╩ ⅎ╢  ⌂ ⁸ ⌂ ⁸

⌂◖Ⱶꜙ♬◔כ◦ꜛfi─   

(27)(28) 

⅛╠─ ╩ ∆╢ ⌂ ⁸ ⌂ ⁸

⌂◖Ⱶꜙ♬◔כ◦ꜛfi─   

(28) 

╩ ∆╢ ⁸ ▬fi◦♦fi♩─ ─

╩ ⌐∆╢   

(31)  

─ ╩↕∑⌂™ ™ ↕∑⌂™ ⌐╟╢ ╠─ ─ ╩ ∆╢   
╩ ╘╢  ─ ⁸ ה ─

⁸ ⁸   

(1)(2)(17)(21)(22) 

(23)(25)(30)  

╩ ∆╢  ─ ┼─ ⁸ ⌐

╟╢ ⁸  

(1)(2)(20)(21)(22) 

⌐ ∆╢  ꜠ⱬꜟ─ ⁸ ┼─◘▬

fi⁸ ∟ ╖ ─ⱳ☻♃כ 

(3)(4)(11)(20)(21)(22) 

(23)(26)  

◖fiⱪꜝ▬▪fi☻╩ ∆╢  ╛ ⌂≥─  (20)(21)(22)(25)(26) 

╩ꜟכ◖ꜟ▪ה ∆╢  ≢─ ⁸

─  

- 

 

 -  ♩כ◦◒♇▼♅ 

No  

4.1.  

(1)-ᵑ ─ ⅜ ─ ≢№╢↓≤╩ ⌐ ∆₈ ₉╩ ⇔⁸ ⌐ ⇔≡™╕∆⅛   

(1)-ᵒ ₈ ₉⌐ ≠⅝ ╩ ⅜☻כ♁ꜞ─╘√╢∆ ↕╣╢╟℮⁸ ⌂ ⁸ ╩⇔≡™╕∆⅛   

(2)-ᵑ │⁸ ─ ─ ┘ ≤ ─ ╩ ∫≡™╕∆⅛ √∞⇔⁸ ⅜ ⌐ ⅜ ↄ ≢№╣┌⁸ ╠

─  ⌐№√╡⁸ ╩ ∏⇔╙ ∆╢ │№╡╕∑╪⁹  

(2)-ᵒ │⁸ ⌐ ╡ ⌂ ╩ ⇔⁸ ╩ ⇔≡™╕∆⅛   

4-2-1.  
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No  

(3) ╩ ⇔⁸ ⌐ ╦∑≡ ↑ ⇔⁸ ╡ ™ ⌂ ─ ╩ ╘≡™╕∆⅛  

(4)-ᵑ ─ │⁸ ╘√ ↑ ╩ ⇔⁸∕─ ⌐≈™≡ ⌐ ╩ ≡™╕∆⅛   

(4)-ᵒ ╩ ╗ ⌐│⁸ ⅜ ⅛╢╟℮⌐ ⱴכ◒ ─ ╩⇔≡™╕∆⅛  

4-2-2. ▪◒☿☻  

(5)-ᵑ ◦☻♥ⱶ╩ ה ∆╢ │⁸ ID ┘▪◒☿☻ ─ ה ה ─ ╩ ╘≡ ⇔≡ ™╕∆⅛  

(5)-ᵒ ◦☻♥ⱶ╩ ה ∆╢ │⁸ │ ⌐╟╡ ≤⌂∫√  ID ┘▪◒☿☻ ╩⁸√∞∟⌐  ⇔≡™╕∆⅛  

(6) ─◦☻♥ⱶ ⅜™╢ │⁸ ◦☻♥ⱶ─ ID ↔≤⌐ ⌂ ─ ╡ ≡╩ ™⁸ ⌐ ≢⅝╢╟℮⌐ ⇔≡™╕∆⅛  ╕

√⁸◦☻♥ⱶ ⅜ ─ │⁸ ꜡◓ ⌐╟╡ ⇔≡™╕∆⅛  

(7) ◦☻♥ⱶ≢│⁸ ID ╛ ─Ɽ☻꞉ה♪כIC ♪כ◌ ╩ ∑∏⁸ ₁─ ID ╩ ─Ɽ☻꞉ה♪כIC ≢ ♪כ◌ ⇔≡™╕∆⅛  

4-3.  

(8) ─ ╛ ╡ ℮ ╩ ⌐ ∆╢√╘⌐ ╛ ⌐╟∫≡ ⇔≡™╕∆⅛   

(9)-ᵑ PC ─ ╛ USB ⱷ⸗ꜞ ─ ⌂ │⁸ ╛ ∟ ⇔ ⅜⌂™╟℮⌐ ה ⇔≡™╕∆⅛   

(9)-ᵒ ╛ ╩ ∆╢ ⌐│ ⅜ ↕╣≡™╢↓≤╩ ⇔≡™╕∆⅛  

(10) ⸗Ᵽ▬ꜟ ╛ ⌂ ╩ ⌐ ∟ ∆ ⌐│⁸ ∟ ⇔─ ┘ ─ ╩⇔≡™╕∆⅛   

(11) ─⸗Ᵽ▬ꜟ ┘ ─ ┘ ╩ ⇔≡™╕∆⅛  

ה .4-4   

(12) ⸗♬♃ꜞfi◓◦☻♥ⱶ⅜ ∆╢ AI  ┤╢╕™ ─ ╩ ⇔≡™╕∆⅛  

(13) ─Ⱡ♇♩꞉⁸│◒כ ╩ ⌐ ∟ ⇔ ⌂ⱨ□▬ꜟ ♁ⱨ♩╛ SNS⁸ ─○fiꜝ▬fi☻♩꜠כ☺ ─ ╩ ⇔≡™╕∆⅛  

(14)-ᵑ ─ ┼─ ─ ⇔│⁸ ⇔⅛╠ ╩ ╘≡ ⇔≡™╕∆⅛  

(14)-ᵒ ▬fi♃כⱠ♇♩ ─ ╩ ∆ ─ ⇔≢│⁸ ∫≡ ⌐ ∫≡⇔╕℮↓≤╙ ⇔⁸ ≢ ⇔≡™╕∆⅛  

(15) ≢ ה ╡ ™ ⌂ ╩ ⇔⁸ ╛ ╩ ⇔≡™╕∆⅛   

(16) ≢ ╩ ™√ ╩ ℮ ⌐⁸ ─ ╛Ⱡ♇♩꞉כ◒ ╩ ⇔≡ ⇔≡™╕∆⅛   

(17) ∆╢ ⌐ ∂√☿◐ꜙꜞ♥▫ ╩ ⌐ ה ⇔⁸ ⌐╙ ╡⌐☿◐ꜙꜞ♥▫ ⅜ ↕╣≡™╢↓≤╩ ⇔≡™╕∆

⅛  

4-5. ≤   

(18) ┼─▪◒☿☻ ┘ ─ ה◓꜡─ ╩ ╘√ ⌐ ∫≡ ⌐ ⇔≡™╕∆⅛    

(19) ◦☻♥ⱶ ─▪◒☿☻ ╛ ה◓꜡─ ╩ ⇔≡ ∆╢∞↑≢⌂ↄ⁸∕─꜡◓ה ─ ╩ ⌐◦☻♥ⱶ ⅜ ⇔≡

™╕ ∆⅛  
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No  

 4-6.  

(20)-ᵑ ∆═≡─ ⌐ ╩ ⇔⁸ ─ ⌐ ∆╢ ┘ ─ ╡ ™ ─ ╩ ⇔≡™╕∆⅛   

(20)-ᵒ ╩ ⌐ ╡ ⇔≡ ⇔⁸ ╩ ⌐ ⇔≡ ⇔≡™╕∆⅛   

(21) ─ ╛ ─ ─⸗♬♃ꜞfi◓─ ⅜⁸ ─ ⅛≈ ⌂ ╩ ⇔⁸ ╩ ⅛╠ ∆╢ √╘≢№╢↓≤╩⁸ ≢ 

ↄ ⇔≡™╕∆⅛  

(22) ⌐╟╢ ─ ⅎ™ ─ ⅜ ⇔⌂™╟℮⌐⁸ ≤ ⇔≡⁸ ╩ ⇔≡™╕∆⅛  

(23) ─ ⌐ ╩ ∆ ─ ╩ ╘≡™╕∆⅛   

(24) ─ ⅔╟┘ ─ ≤─ ⌐⁸ ╡ ™╩ ⇔√ ─∆═≡╩ ╕√│ ⇔⁸ ◦☻♥ⱶ─  ID ╛

╩ ⇔≡™╕∆⅛  

4-7. ◖fiⱪꜝ▬▪fi☻  

(25) ─ ╩ ⇔⁸ ⌂ ╩ ⅎ≡™╕∆⅛  

(26) ⌐ ⇔≡ ╩ ∆╢ ⅜№╢↓≤╩ ↕∑╢√╘⌐₈ ₉ ╩ ⇔≡™╕∆⅛  

4-8.  

(27) ≢ ⌂ ╩ ∆╢≤≤╙⌐⁸ ⌐ ∆╢ ╩ ∆╢ ╩ ↑╢ ⁸ ╛ ─ ╩ ⇔≡™╕∆⅛    

(28) ┘ ─ ─ ⌂ ╩ ∆╢≤≤╙⌐⁸ ╩ ∆╢ ╛ ⇔╛∆™ ╩ ⅎ╢ ⌐⅔™≡ ⌂◖Ⱶꜙ

╩fiꜛ◦כ◔♬ ≢ ⇔≡™╕∆⅛   

(29) ⅜≢⅝⌂™ ⌐⅔↑╢ ╩ ⇔⁸ ⌐│ ⁸ ─ ⅝╩ ╘≡™╕∆⅛   

4-9.   

(30) ─ ╩ ∆╢√╘⌐⁸ ─ ╩ ∆╢≤≤╙⌐⁸ ─ ╛ ─ ╩ ⇔⁸ ⌐ ∂≡ ─

≤─ ╩ ⇔≡™╕∆⅛  

(31) ⌐ ∆╢ ╩ ⇔⁸ ─ ╩ ⌐ ∆╢↓≤╩  ⇔≡™╕∆⅛  

4-10. ─  

(32) ≤ ╦⇔⅝ ⅜ ⇔√ ⌐≈™≡─ ╩ ⇔⁸ ╩ ⇔⁸ ⌐ ∂≡ ─ ╩ ⇔≡™╕∆⅛   

(33) ─ ╩ ⇔⁸ ┘ ⌐ ─ ╩ ╗ ⇔⁸ ⇔√ │⁸ ⌐ ⇔⁸ ⌐ ∂≡ ─ ⇔╩

⇔≡™╕∆⅛  
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. .   ┼─▬fi◦♦fi♩  

 

╩ ╗▬fi◦♦fi♩⅜ ⇔√ ⁸ ⌐ ∂⁸ ─ ⌐ ∆╢↓≤⁹ 

 

ₒ ₓ 

(1) ◦☻♥ⱶ⌐⅔™≡▬fi◦♦fi♩⅜ ⇔√ ⁸ ┼─ ⁸ ⅜ ╢ ה ┼─ ─ ⅜ ╘╠╣╢↓≤⅜№╢⁹↓─√╘⁸

 - ╩ ⌐⁸▬fi◦♦fi♩ ⌐ ⅜ ╩כ♄ꜟⱱ◒כ♥☻╢⌂≥ ⇔⁸ ⱨ꜡כ╩ ⇔≡⅔ↄ↓≤⅜ ╕⇔™⁹ 

 

 

 ̧ (1)₈▬fi◦♦fi♩ ⌐ ⅜  ≡™≈⌐₉כ♄ꜟⱱ◒כ♥☻╢⌂≥

 -  ▬fi◦♦fi♩ ─ ה  

   ≤⌂╢ ה ה  URL  
ₒ ₓ 

◓fi◦fi☿♩כ⸗ꜞ │

↓╣╩ ∆╢

─ ∕─ ─ ⌐╟╡⁸

╩ ∏╢↓≤⌂ↄ ꜞ

◓fi◦fi☿♩כ⸗ ─ ╩

℮↓≤⅜≢⅝⌂ↄ⌂╡⁸⅛≈⁸

∆╢ ╖⅜⌂™  

כ⸗ꜞ

♩☿fi◦fi

◓

 

 

 

◓fi◦fi☿♩כ⸗ꜞ ─

⌂ ™─ ⌐ ∆╢

 

11 ─  

₈a ◓fi◦fi☿♩כ⸗ꜞ ₉ ┘₈ ꜞ⸗

◓fi◦fi☿♩כ ₉⌐ ∆╢ ⌐≈™≡ₑ 

https://www8.cao.go.jp/space/application/rs/application.html  

ₒ ₓ 

─ ─ ≤─ ∕─

─ ─ ⌐╟╡⁸ ─

⌐ ╢ ╩ ∏╢↓≤⌂

ↄ ─ ⅜≢⅝⌂ↄ⌂

╡⁸⅛≈⁸ ∆╢ ╖⅜⌂™

 

 

 

 

─ → ┘

─ ⌐ ∆╢  

25 ─  

ₐ ⌐ ∆╢ ⌐≈™≡ₑ 

https:/ /www8.cao.go.jp/space/application/space_activity/application

.html  

https://www8.cao.go.jp/space/application/rs/application.html
https://www8.cao.go.jp/space/application/space_activity/application.html
https://www8.cao.go.jp/space/application/space_activity/application.html
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   ≤⌂╢ ה ה  URL  
ₒ ₓ 

─ ╩ ⇔√≤

⅝⁸ │ ⌐ ⇔

─ ─ ⅎ™∕─ ⌂

⅜ ∂√  

 

 

 

 

28 ─ ─  

 

58 ╩ ∆╢ ⌂

 

ₐ ⌂ ─ ₑ 

https://www.soumu.go.jp/menu_seisaku/ictseisaku/net_anzen/jiko/j

udai.html  

ₒ ₓ 

⌐ ⅜☻ⱦכ◘╢∆ ≢

▬fiⱨꜝ─◘כⱦ☻⌐ ⅜

∂╢  

▬fiⱨ

ꜝ  

 

β │ ꜞ

fi◒  

β │ ꜞfi◒   ◘▬Ᵽכ☿◐ꜙꜞ♥▫☿fi♃כ ₐ ▬fiⱨꜝ⌐⅔↑╢

☿◐ꜙꜞ♥▫ ⌐ ╢ 5 ₑ(2019

5 ) 

https://www.nisc.go.jp/active/infra/pdf/shishin5rev.pdf P23  
ₒ ₓ 

─ ⅜№╢  

   - 

ₒ ₓ 

ⱴ▬♫fiⱣכ

╩ ⅎ™ ⇔√  ⁸

 

 

⌐⅔↑╢ ─

ⅎ™ ⅜ ⇔√ ─

⌐≈™≡ 27

 

ₐ ─ ⅎ™ ⅜ ⇔√

─ ⌐≈™≡ₑ 2021 3  

https://www.ppc.go.jp/legal/rouei/   

ₒ ₓ 

─ ⅎ™ ⅜ ⇔

√  

 

  

─♃כ♦ ⅎ™ ─ ⅜

⇔√ ─ ⌐≈™≡

29

 

ₐ ⅎ™ ─ ₑ 

https://www.ppc.go.jp/personalinfo/legal/leakAction/  

ₒ ₓ 

⌐⅔™≡ ☿◐ꜙ

ꜞ♥▫▬fi◦♦fi♩⅜ ⇔√

⁸ ─ ↕⌐╟∫≡ 

  ─ ☿◐ꜙꜞ♥

▫ ─√╘─◘fiⱪꜟ

2019  

ⱶ♥☻◦ה    

⌐⅔↑╢ ☿◐ꜙꜞ♥▫ⱳꜞ◦כ ₐ

⌐⅔↑╢ ☿◐ꜙꜞ♥▫ⱳꜞ◦כ ⌐≈™≡ₑ 

https://www.nii.ac.jp/service/sp/   

ₒ ₓ 

◘▬Ᵽכ ─ ⌐№∫√⅔∕

╣─№╢  

 

─◘▬Ᵽכ

 

-  ◘▬Ᵽכ ⱪ꜡☺▼◒♩ ₐ ─◘▬Ᵽ

כ ₑ 

https://www.npa.go.jp/cyber/soudan.html  

https://www.soumu.go.jp/menu_seisaku/ictseisaku/net_anzen/jiko/judai.html
https://www.soumu.go.jp/menu_seisaku/ictseisaku/net_anzen/jiko/judai.html
https://www.nisc.go.jp/active/infra/pdf/shishin5rev.pdf
https://www.ppc.go.jp/legal/rouei/
https://www.ppc.go.jp/personalinfo/legal/leakAction/
https://www.nii.ac.jp/service/sp/
https://www.npa.go.jp/cyber/soudan.html
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   ≤⌂╢ ה ה  URL  
ₒ ₓ 

┘

≢ ≤↕╣≡™╢

─ ─ ⅜№╢

 

  

◘▬Ᵽכ☿◐

ꜙꜞ♥▫ │

 

─◘▬Ᵽכ ─ ╩

╕ⅎ√ ┼─

 

 ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ₐ ─◘▬Ᵽ

כ ─ ╩ ╕ⅎ√ ┼─ ₑ 2020 12  

https://www.meti.go.jp/press/2020/12/20201218008/20201218008 -

2.pdf 

 ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ₈a ─◘▬

Ᵽכ ╩ ╕ⅎ√ ≤ ─⅔ ™₉⌐ ∆╢

┘₈ ↑◘▬Ᵽכ☿◐ꜙꜞ♥▫

™╦╝╢₈◘▬Ᵽכ☿◐ꜙꜞ♥▫⅔ ↑ ₉₉─ ╩ ╕

ⅎ√ ─ ╩ ╢◘▬Ᵽכ☿◐ꜙꜞ♥▫⌐ ╢ ─ ≤⁸

─ ─ ⌐≈™≡ₑ 2020 6  

https: //www.meti.go.jp/press/2020/06/20200612004/20200612004 -

2.pdf 
ₒ ₓ 

◘▬Ᵽכ ╩ ↑√⅔∕

╣─№╢  

 IPA ☿◐ꜙꜞ♥

▫☿fi♃כ ◘

▬Ᵽכ꜠☻◐ꜙ

כ J-

CRAT  

-  ☿◐ꜙꜞ♥▫☿fi♃כ ₐJ-CRAT

◘▬Ᵽכ ₑ 2021 8  

https://www.ipa.go.jp/security/tokubetsu/  

ₐ◘▬Ᵽכꜙ◐☻꜠כ J-CRAT

♩כꜝ◒ה▬▼☺ ₑ 2021 6  

https://www.ipa.go.jp/security/J -CRAT/in dex.html  
ₒ ₓ 

◖fiⱧꜙה☻ꜟ▬►♃כ ▪◒

☿☻─ ⌐№∫√  

 IPA ☿◐ꜙꜞ♥

▫☿fi♃כ 

◖fiⱧꜙכ♃►▬ꜟ☻

 

◖fiⱧꜙכ♃כ ▪◒☿☻

 

 ☿◐ꜙꜞ♥▫☿fi♃כ ₐ◖fiⱧꜙכ

ה☻ꜟ▬►♃ ▪◒☿☻⌐ ∆╢ ⌐≈™≡ₑ 2021 8  

https://www.ipa.go.jp/security/outline/todokede -j.html  
 ☿◐ꜙꜞ♥▫☿fi♃כ ₐ ☿◐ꜙ

ꜞ♥▫ ₑ 

https://www.ipa.go.jp/security/ans hin/  
ₒ ₓ 

♁ⱨ♩►▼▪ ─

╩ ⇔√  

─

 

IPA ☿◐ꜙꜞ♥

▫☿fi♃כ 

♁ⱨ♩►◄▪ ─

⌐ ∆╢

 

ₐ ─ ₑ 

https://www.ipa.go.jp/security/vuln/report/  

ₒ ₓ 

▬fi◦♦fi♩ ⌐≈™≡─

ה ╩ √™  

 JPCERT/CC  - JPCERT כ♃fi☿fiꜛ◦כⱠ▫♦כ◖ ₐ▬fi◦♦fi

♩ JPCERT/CC ₑ 2018 11  

https://www.jpcert.or.jp/form/  
ₒ ₓ 

ⱬfi♄כ◘─כⱦ☻╛ ⅜

≢⅝╢  

   - 

  

https://www.meti.go.jp/press/2020/12/20201218008/20201218008-2.pdf
https://www.meti.go.jp/press/2020/12/20201218008/20201218008-2.pdf
https://www.meti.go.jp/press/2020/06/20200612004/20200612004-2.pdf
https://www.meti.go.jp/press/2020/06/20200612004/20200612004-2.pdf
https://www.ipa.go.jp/security/tokubetsu/
https://www.ipa.go.jp/security/J-CRAT/index.html
https://www.ipa.go.jp/security/outline/todokede-j.html
https://www.ipa.go.jp/security/anshin/
https://www.ipa.go.jp/security/vuln/report/
https://www.jpcert.or.jp/form/
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.  ◦☻♥ⱶ ─  

. .  ╘╠╣╢  

 

 

(1) ∆╢ ╩ ⇔⁸ꜝ▬ⱨ◘▬◒ꜟ ╩ ⇔≡⁸ ⌂ ╩ ℮↓≤⁹ ⌂ ─ ╩ ∆╢√╘⁸ ⌐ ∆╢ ─(a)⅛╠(c)─

⌂ ⌐ ∆╢↓≤⅜ ╘╠╣╢⁹ 

(a) ─ → ┘ ─ ⌐ ∆╢  

(b) ꜞ⸗כ♩☿fi◦fi◓ ─ ⌂ ™─ ⌐ ∆╢  

(c) ┘  

 

 

 ̧ (1)(a)₈ ─ → ┘ ─ ⌐ ∆╢ ₉⌐≈™≡ 

ᵑ  

┘∕─ →꜡◔♇♩─ ה  

ᵒ  

┼─ ≤ ─ ─ ⅛╠⁸  - ⌐ ∆≤⅔╡⁸ ─ →⌐ ╢ ⁸ ─ → ꜡◔♇♩─ ⁸ →

─ ⁸ ─ ⌐ ╢ ┘ ─ ⅜ ╘╠╣≡™╢⁹ ─ │  - ─╟℮⌐ ↕╣╢⁹ 
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 -  ─ → ┘ ─ ⌐ ∆╢ ─ ⌂ 21 

 

 

 -  ( 1) ( a)─  

⌂⅔⁸ ─ ⌐│⁸ ה ─ ┘ ⌂ ⅜ ↕╣≡™╢⁹  

 

 
21  

 ₐ   ₑ 2017 12  

https://www8.cao.go.jp/space/comittee/dai65/gijisidai.html  

בֿ
︣

בֿ
︣

בֿ
︣ שּ ḱ

ṕ ḭ Ṗ

https://www8.cao.go.jp/space/comittee/dai65/gijisidai.html


 

62 

 

 ̧ (1)(b)₈ ◓fi◦fi☿♩כ⸗ꜞ ─ ⌂ ™─ ⌐ ∆╢ ₉⌐≈™≡ 

ᵑ  

◓fi◦fi☿♩כ⸗ꜞ ┘ ◓fi◦fi☿♩כ⸗ꜞ  

ᵒ  

◓fi◦fi☿♩כ⸗ꜞ ─ ⌂ ™╩ ∆╢√╘⁸  - ⌐ ∆≤⅔╡⁸ ꜞ⸗☿fi ─ ⌐ ╢ ⁸ ꜞ⸗☿fi ─ ⁸

ꜞ⸗☿fi ╩ ╡ ℮ ─ ⌂ ⅜ ╘╠╣≡™╢⁹ ─ │  - ─╟℮⌐ ↕╣╢⁹22 

 

 - ◓fi◦fi☿♩כ⸗ꜞ  ─ ⌂ ™─ ⌐ ∆╢ ─ ⌂ 23 

 

 -  ( 1)(b) ─  

 

 
22  ₈a ◓fi◦fi☿♩כ⸗ꜞ ₉ ┘₈ ◓fi◦fi☿♩כ⸗ꜞ ₉⌐ ∆╢ ⌐≈™≡ₑ 

https://www8.cao.go.jp/space/application/rs/application.html  
23  ₐ   ₑ 2017 12  

https://www8.cao.go.jp/space/comittee/dai 65/gijisidai.html  

ṇ
ךּ ︣

ṇ
ךּ ︣

ṇ
ךּ ︣

ṇ
ךּ ︣ שּ

︣

ṇ
ךּ ︣ שּ
︣

https://www8.cao.go.jp/space/application/rs/application.html
https://www8.cao.go.jp/space/comittee/dai65/gijisidai.html
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⌐≡⁸ ◓fi◦fi☿♩כ⸗ꜞ ╩ ╡ ℮ │⁸  - ─☿◐ꜙꜞ♥▫ ╩ √∆ ⅜№╢⁹ 

 - ◓fi◦fi☿♩כ⸗ꜞ  ─ ⌂ ™─ ⌐ ∆╢ ─  

 ┘ ─ ≢ ╘╢ │⁸ ─ ─ ⌐ →╢ ◓fi◦fi☿♩כ⸗ꜞ ─ ⌐ ∂⁸∕╣∙╣ ─ ⌐ ╘╢

≤⅔╡≤∆╢⁹ 

β │ ♃כ♦ ┘ ♃כ♦ ⁹ 

▬  

◓fi◦fi☿♩כ⸗ꜞ  ─ ⌐ ╢ ╩ ╘≡™╢↓≤⁹ 

◓fi◦fi☿♩כ⸗ꜞ  ╩ ╡ ℮ ─ ┘ ┘⌐ ╩ ⌐⇔≡™╢↓≤⁹ 

◓fi◦fi☿♩כ⸗ꜞ  ─ ⅎ™⁸ │ ⌐⅔↑╢ ⅜ ↕╣≡™╢↓≤⁹ 

 ⌐ ∆╢ ─ ┘ ┘⌐∕─ ─ ┘ ╩ ∫≡™╢↓≤⁹ 

꜡  

◓fi◦fi☿♩כ⸗ꜞ  ╩ ╡ ℮ ⅜⁸ ⅛╠ ╕≢ ┘ ▬⅛╠♬╕≢─™∏╣⌐╙ ⇔⌂

™ ≢№╢↓≤╩ ⇔≡™╢↓≤⁹ 

◓fi◦fi☿♩כ⸗ꜞ  ╩ ╡ ℮ ⅜⁸∕─ ╡ ℮ ◓fi◦fi☿♩כ⸗ꜞ ⌐≈™≡─ ∕─ ─ ─ ∕─

╡ √ ↕╣≡™⌂™ ╩™℮⁹ ╩⁸ ─ ⌂ ─ ∕─ ≤ ╘╠╣╢ ─ ─√╘⌐ ⇔⌂™↓≤╩

∆╢√╘─ ╩ ∂≡™╢↓≤⁹ 

◓fi◦fi☿♩כ⸗ꜞ  ╩ ╡ ℮ ⌐ ∆╢ ⌂ ┘ ╩ ∫≡™╢↓≤⁹ 

Ɫ  

◓fi◦fi☿♩כ⸗ꜞ  ╩ ╡ ℮ ╩ ⌐⇔≡™╢↓≤⁹ 

◓fi◦fi☿♩כ⸗ꜞ  ╩ ╡ ℮ ┼─ ╡ ┘ ─ ╖╩ ∆╢ ╩ ∂≡™╢↓≤⁹ 

◓fi◦fi☿♩כ⸗ꜞ  ╩ ╡ ℮ ┘ │∕─ ⌐ ⇔⁸ │ ⇔≡ ╩ ∆╢↓≤

⅜≢⅝╢ │ ─℮∟⁸ ─╙─╩™℮⁹ ↓─ ⌐⅔™≡ ∂⁹ ⌐│⁸∕─ ⁸ ∕─ ─ ╩ ∆╢√╘⁸ ─

╩꞉▬ꜘ≢ ∆╢↓≤∕─ ─ ⌂ ╩ ∂≡™╢↓≤⁹ 

♬  

◓fi◦fi☿♩כ⸗ꜞ  ╩ ╡ ℮ ⌐⁸ ▪◒☿☻ ▪◒☿☻ ─ ⌐ ∆╢

⌐ ∆╢ ▪◒☿☻ ╩™℮⁹ ╩ ∆╢√╘⁸ ⌂ ⅜ ∂╠╣≡™╢↓≤⁹ 

 ─ │∕─ ┼─ ─ ⌐ ∆╢ ╩ ∂≡™╢↓≤⁹ 

◓fi◦fi☿♩כ⸗ꜞ  ─ ™⌐ ╢ ┘ ─ ╩ ⇔≡™╢↓≤⁹ 

◓fi◦fi☿♩כ⸗ꜞ  ╩ │ ⌐╟╡ ∆╢≤⅝│⁸ ∕─ ─ ◓fi◦fi☿♩כ⸗ꜞ ╩ ⌐ ∆╢√╘⌐

⌂ ╩ ∂≡™╢↓≤⁹ 

◓fi◦fi☿♩כ⸗ꜞ  ╩ ∆╢≤⅝│⁸ ╩ ⌐ ℮√╘⌐ ⌂ ╩ ∂≡™╢↓≤⁹ 
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 ̧ (1)(c)₈ ┘ ₉⌐≈™≡ 

ᵑ  

┘  - ┘ ─ ⌐ ≠⅝ ╩ ∆╢ ╩ ℮╙─ 

ᵒ  

≢ ╘╢ ╩ ≢ ∆╢ ⁸ ╩ ↑╢ ⅜ ∂╢ ⅜№╢⁹ 

 

 -  ┘ ─  

 

 ⌂ ┘ ─ ╩ →╢↓≤≤⌂╢≤ ╘╠╣╢╙─≤⇔≡ ≢ ╘╢ ─ ─ ─ ⁸ ⇔ↄ│ ⌐ ╢

₈ ₉≤™℮⁹ ╩ ─ ₈ ₉≤™℮⁹ ⌐⅔™≡ ∆╢↓≤╩ ≤∆╢ ╩ ⅔℮≤∆╢ ⇔ↄ

│ │ ╩ ─ ⌐ ∆╢↓≤╩ ≤∆╢ ╩ ⅔℮≤∆╢ │⁸ ≢ ╘╢≤↓╤⌐╟╡⁸

⌐≈™≡⁸ ─ ╩ ↑⌂↑╣┌⌂╠⌂™⁹ 

 

≢ ⌐ ∆╢ ⅜№╢╙─≤⇔≡⁸ ─╙─ ⅜ ⅎ╠╣⁸↓╣╠─ ™⌐ ⇔≡│⁸ ⅛╠ ⌂ ─ ⁸ ⌐ ∂

≡ ╩ ℮↓≤⁹ 

· ─  

· ─◖ⱴfi♪ ♥꜠ⱷ♩ꜞכ♦ה♃   

· SAR SAR ─  

· ─ ─√╘⌐ ⇔√ⱪ꜡◓ꜝⱶ  
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. .   

 

 

◦☻♥ⱶ ┘ RF ⌐ ∆╢◘▬Ᵽכ☿◐ꜙꜞ♥▫ ╩ ∂╢↓≤⁹ 

 

ₒ ₓ 

(1) ™☿◐ꜙꜞ♥▫꜠ⱬꜟ⅜ ╘╠╣╢ ⁸ ─(a)⅛╠(f)─ ╩ ∆╢↓≤⅜ ╕⇔™⁹ 

(a) RF ─  

(b) RF ─☺ꜗⱵfi◓  

(c) ─  

(d) ─  

(e) ♦כ♃─  

(f) ◘ⱪꜝ▬♅▼כfi⌐ ∆╢☿◐ꜙꜞ♥▫  

 

 

 ̧ (1)(a)₈RF ─ ₉⌐≈™≡ 

RF Ɽꜝⱷכ♃╩ ⇔≡™╣┌ ╙⅜ RF ╩ ≢№╢⅜⁸ ≤ ─ ╩ ⇔≡™╣┌ ⅎ™⁸ ─ ↨╪│ ≢

№╢⁹ ⅎ≡⁸ ™☿◐ꜙꜞ♥▫꜠ⱬꜟ⅜ ╘╠╣╢ │⁸ ─╖⌂╠∏☻Ɑ◒♩ꜟ ╩ ╖ ╦∑√ ⅎ™ ⅜№╢⁹⌂⅔⁸▪ⱴ♅ꜙ▪

─ ⁸ ─☻כ♁ꜞ─ RF ─ ⅜ ⌂ ⌐│⁸ ─ ↨╪╩ ∆╢ ⁸ⱷ♇☿כ☺ ╩ ╖ ╗ ─ ⅜№╢⁹ 

≤ ─ ─ ╩ ∆╢√╘⌐⁸ ─▪♇ⱪꜞfi◒Ɽ☻ ┘♄►fiꜞfi◒Ɽ☻╩ ∆╢⁸ ─▪◒☿☻ⱳ▬fi♩╩ ∆╢⁸Ᵽ♇◒

▪♇ⱪ ╩ ∆╢⁸ ─◖ⱴfi♪ ╩ ⌐∆╢ ─™∏╣⅛ │ ─ ⅜№╢⁹ 

╩ ™╢ │ ⅜ ≢№╢⁹ ─ ≢⁸ ⌐ ⁸ ≤╙™℮⁹ ≢│ ─ ⅜ ≤

⌂╢⁹ ⅎ≡◖fi☻♥꜠כ◦ꜛfi ⁸ ─ ≤ ╩ ℮ ⌐│ ≢│ ─ ⌐ ⅜№╢√╘⁸ ⌐ ─ ╩ ∆╢

≤⇔≡ ⅜№╢⁹√∞⇔⁸ ─ Ⱶ♇◦ꜛfi◦♫ꜞ○─ ↄ≢│  - ⌐ ∆ⱳ▬fi♩הכ♠הⱳ▬fi♩─ ≢ ⅜ ↕╣╢√╘⁸
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─ ⅛╠ ⅜ ↕╣≡™╢24⁹ 

⌐⅔↑╢ ⌐≈™≡─ ≤⇔≡⁸CCSDS Consultative Committee for Spa ce Data System ⱶ♥☻◦♃כ♦ ─

ₐCCSDS CRYPTOGRAPHIC ALGORITHMS ₑ25,26⅜№╢⁹╕√⁸ ⌐≈™≡─ ≤⇔≡⁸CCSDS ─ ₐSYMMETRIC KEY 

MANAGEMENT ₑ27⅜№╢⁹ 

 

 

 -  ⱳ▬fi♩הכ♠הⱳ▬fi♩≤ⱱ♇ⱪהⱣ▬הⱱ♇ⱪ⁸◄fi♪הכ♠ה◄fi♪─ ⌐⅔↑╢ ─ 28  

 

 
24 CCSDS ₐSYMMETRIC KEY MANAGEMENT  (DRAFT RECOMMENDED PRACTICE ), CCSDS 354.0-R-1ₑ 2018 6  

https://public.ccsds.org/Lists/CCSDS%203540R1/354x0r1.pdf  
25 CCSDS ₐCCSDS CRYPTOGRAPHIC ALGORITHMS  (INFORMATIONAL REPORT ), CCSDS 350.9-G-1ₑ 2014 12   

https://public.ccsds.org/Pubs/350x9g1.pdf   
26 CCSDS ₐCCSDS CRYPTOGRAPHIC ALGORITHMS  (RECOMMENDED STANDARD ), CCSDS 352.0-B-2ₑ 2019 8   

https://public.ccsds.org/Pubs/352x0b2.pdf   
27 CCSDS ₐSYMMETRIC KEY  MANAGEMENT (DRAFT RECOMMENDED PRACTICE ), CCSDS 354.0-R-1ₑ 2018 6   

https://public.ccsds.org/Lists/CCSDS%203540R1/354x0r1.pdf  
28 CCSDS ₐTHE APPLICATION OF SECURITY TO CCSDS PROTOCOLS  (INFORMATIONAL REPORT), CCSDS 350.0-G-3ₑ 2019 3   

ht tps://public.ccsds.org/Pubs/350x0g3.pdf   

https://public.ccsds.org/Lists/CCSDS%203540R1/354x0r1.pdf
https://public.ccsds.org/Pubs/350x9g1.pdf
https://public.ccsds.org/Pubs/352x0b2.pdf
https://public.ccsds.org/Lists/CCSDS%203540R1/354x0r1.pdf
https://public.ccsds.org/Pubs/350x0g3.pdf
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ₒ 3.2.2-1ₓ CCSDS ─ ⌐≈™≡ 

CCSDS │⁸1982 ⌐ ─ ⌐╟╡ ↕╣√ ♃כ♦ ◦☻♥ⱶ⌐ ╦╢ ≢⁸ ♃כ♦ ◦☻♥ⱶ─ ה ╩

╘≡™╢⁹CCSDS⅜ ⇔√ ה ⌐ │⌂™⅜⁸CCSDS⅜ ISO ─ ♃כ♦ ─ ─ ╩ ∫

≡™╢↓≤⅛╠⁸∕╣╠─ │ ⁸ ⌐ ISO ─ ה ┼≤ ∆╢⁹ 

CCSDS⅜ ∆╢ │⁸  - ⌐ ∆╟℮⌐ ─ ≤ ⌐ ∂≡ 9 ─Ⱪ♇◒◌ꜝכ≢ ↕╣≡™╢⁹ 

 

 

 -  CCSDS─ ─ 29, 30 

 

 
29   JAXA -CCSDS ₐ ⱶ♥☻◦♃כ♦ (CCSDS)₈CCSDS ⌐≈™≡₉e   

https://stage.tksc.jaxa.jp/ccsds/docs/booktop.html  2021/09/21  
30 CCSDS ₐORGANIZATION AND PROCESSES FOR THE CONSULTATIVE COMMITTEE FOR SPACE DATA SYSTEMS (CCSDS RECORD) , CCSDS A02.1 -Y-4ₑ(2014 4 )  

https://public.ccsds.org/Pubs/A02x1y4c2.pdf   

https://stage.tksc.jaxa.jp/ccsds/docs/booktop.html
https://public.ccsds.org/Pubs/A02x1y4c2.pdf
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ₐCCSDS CRYPTOGRAPHIC ALGORITHMS ₑ31≢│⁸ ╩ ∆╢√╘⌐⁸ ─ Ⱪ꜡♇◒ ≢№╢ AES Advanced Encryption Standard ─

╩ ⇔≡™╢⁹AES │⁸CCSDS ─∆═≡─Ⱶ♇◦ꜛfi ┘ ◦☻♥ⱶ≢─ ⅜ ↕╣╢ ─ ▪ꜟ◗ꜞ☼ⱶ≢⁸▪ꜟ◗ꜞ☼ⱶ─ ─ כ⸗

♪ ◌►fi♃כ⸗כ♪ ≤ ─ 128bit ╩ ⇔≡™╢⁹ 

╕√⁸a CCSDS CRYPTOGRAPHIC ALGORITHMS ₑ32≢│⁸ ⅝ ┘ ─√╘─ CCSDS ☿◐ꜙꜞ♥▫▪ꜟ◗ꜞ☼ⱶ⌐ ∆╢ ╩ ⇔

≡™╢⁹ ⌐ ↕╣√ ▪ꜟ◗ꜞ☼ⱶ╩ ∆╢↓≤≢⁸ ⌂ ╩ ╩☻ⱦכ◘▫♥ꜞꜙ◐☿⁸⌐╙≥≥╢∆ ∆╢Ⱶ♇◦ꜛfi─◖☻♩╩

∆╢↓≤⅜≢⅝╢≤⇔≡™╢⁹⇔⅛⇔⁸CCSDS≢│ OSI Open Systems Interconnection ⸗♦ꜟ─≥─꜠▬ꜘ≢ ▪ꜟ◗ꜞ☼ⱶ╩ ∆═⅝⅛╩ ⇔≡™⌂

™⁹a THE APPLICATION OF CCSDS PROTOCOLS TO SECURE SYSTEMS ₑ33⌐ ↕╣≡™╢╟℮⌐⁸ ─꜠▬ꜘꜞfi◓⸗♦ꜟ─ ⌐│⁸ ▪ꜟ◗ꜞ

☼ⱶ╩ ≢⅝╢꜠▬ꜘ⅜ №╡⁸Ⱶ♇◦ꜛfi ⌐ ∂≡ ▪ꜟ◗ꜞ☼ⱶ╩™≈⁸≥↓≢⁸≥─╟℮⌐ ⇔⁸ ∆═⅝⅛╩ ∆╢╙─≢│⌂ↄ⁸Ⱶ♇◦ꜛ

fi─☿◐ꜙꜞ♥▫ ≤ꜞ☻◒▪☿☻ⱷfi♩─ ⌐ ≠™≡ ∆╢↓≤╩ ₁─Ⱶ♇◦ꜛfi ⌐ ⌡≡™╢⁹╕√⁸ ─ ▪ꜟ◗ꜞ☼ⱶ╩

∆╢↓≤╩ ⇔≡™╢⁹ 

 

 ̧ (1)(b)₈RF ─☺ꜗⱵfi◓ ₉⌐≈™≡34 

≤ ≤─ ─RF ≢│⁸ ≤│ ⌂╡⁸ ∂ │ ─ ≢ ™ ꜠ⱬꜟ╩ ∆╢ ⌐╟∫≡ ☺ꜗⱵfi◓ │ ↕╣╢

⅜№╢⁹ ⇔≡™╢ ⌐ ⇔≡ ↕╣╢≤⁸∕─RFꜞfi◒ ─ │ ↕╣⁸ ≤ ≤─ ─♥꜠ⱷ♩ꜞ╛◖ⱴfi♪─ ⅜≢⅝⌂ↄ⌂

╡⁸ ♃כ♦─╠⅛ ╙≢⅝⌂ↄ⌂╢⁹∕─ ⅜♃כ♦⁸ ⌐ ╦╣⁸ ≤⌂╢ ⅜№╢⁹ 

╕√⁸ ≢Ɫ►☻◐כⱧfi◓♦כ♃╩ ≢⅝∏⁸ ⌐ ⇔≡ ∟⌐ ⇔⌂↑╣┌⌂╠⌂™ ⅜ ⇔√ ⌐│⁸ ╩ ℮↓≤⌐╙⌂╡⅛⌡⌂

™⁹ ⌐⁸♥꜠ⱷ♩ꜞ╩ ⇔≡╙⁸◖ⱴfi♪─▪♇ⱪꜞfi◒⅜ ↕╣≡™╢≤⁸ ⅜ ╦╣╢↓≤╙№╢⁹ 

☺ꜗⱵfi◓⌐ ∆╢√╘─ ⌐│☻Ɑ◒♩ꜝⱶ ≤ ⱱ♇Ⱨfi◓⅜№╢⅜⁸ ─ ⁸ ☻כ♁ꜞ⁸ ─ ⅛╠☺ꜗⱵfi◓ ╩

≢⅝⌂™ ⁸Ᵽ♇◒▪♇ⱪ ─ ⁸Ᵽ♇◒▪♇ⱪ ♅ꜗⱠꜟ─ ☻כ♁ꜞ ─ ≢ ⌂Ᵽ♇◒▪♇ⱪ ♅ꜗⱠꜟ╩ ⇔≡

 

 
31 CCSDS ₐCCSDS CRYPTOGRAPHIC ALGORITHMS (INFORMATIONAL REPORT), CCSDS 350.9 -G-1ₑ 2014 12   

https://public.ccsds.org/Pubs/350x9g1.pdf  
32 CCSDS ₐCCSDS CRYPTOGRAPHIC ALGORITHMS  (RECOMMENDED STANDARD ), CCSDS 352.0-B-2ₑ 2019 8   

https://public.ccsds.org/Pubs/352x0b2.pdf   
33 CCSDS ₐTHE APPLICATION OF SECURITY TO CCSDS PROTOCOLS  (INFORMATIONAL RE PORT), CCSDS 350.0-G-3ₑ 2019 3   

https://public.ccsds.org/Pubs/350x0g3.pdf  
34  CCSDS ₐTHE APPLICATION OF SECURITY TO CCSDS PROTOCOLS  ( INFORMATIONAL REPORT ), CCSDS 350.0-G-3ₑ 2019 3   

https://public.ccsds.org/Pubs/350x0g3.pdf  

https://public.ccsds.org/Pubs/350x9g1.pdf
https://public.ccsds.org/Pubs/352x0b2.pdf
https://public.ccsds.org/Pubs/350x0g3.pdf
https://public.ccsds.org/Pubs/350x0g3.pdf
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╡ ≡ ─ ⅜№╢⁹ 

 

 ̧ (1)(c)₈ ─ ₉⌐≈™≡ 

⌐ ⇔⌂™ ─ ⁸Ⱶ♇◦ꜛfi♦כ♃─ ⌂ ☻ⱦכ◘⁸ ─ ≢◦☻♥ⱶ⌐ ╩ ⅎ╢ ─№╢№╠╝╢ │▬ⱬfi

♩ ⅜ ╖ ╕╣≡™√ ⁸Ⱶ♇◦ꜛfi─ ⅜ ≤⌂╢┌⅛╡⅛ ╩ ℮ ⅜№╢⁹ ╖ꜞ▪ꜟ♃▬ⱶה◦☻♥ⱶ─♁ⱨ♩►▼▪ ⱪ꜡☿☻

⅜ ⌂ ╩ ╗ ⅜№╢⁹ ⅎ┌⁸ ◦☻♥ⱶ⌐Ᵽ♇◒♪▪⌂≥─ ╩ ⅎ╢√╘⌐⁸ ⱪ꜡☿☻ ⌐ ⅜♪כ◖╢№─ ↕╣╢ ⅜

№╢⁹╕√⁸♁ⱨ♩►▼▪ │⇔┌⇔┌◦☻♥ⱶ⌐ ⇔≡ ─ ╩ ╩▪♪ⱪ♇ꜝ♩⌐♪כ◖⁸⌐℮╟╢⅝≢ ∆╢↓≤⅜№╢35⁹↓℮⇔√♁ⱨ♩

►▼▪ ⱪ꜡☿☻⌐ ∆╢ ⌂ ⁸ꜞ☻◒ ┘ ⌐≈™≡│⁸a SECURITY THREATS AGAINST SPACE MISSIONS ₑ36≢ ⌐ ╡ →╠╣≡

™╢⁹ ⌐Ɫכ♪►▼▪ ┘♁ⱨ♩►▼▪─ ⅛╠ ⌐≈™≡ ∆╢⁹ 

· ↕╣√Ɫכ♪►▼▪ ↕╣√ ─№╢ ⁸◦☻♥ⱶ─ ⁸◦☻♥ⱶ─ ⁸ ╕⇔ↄ⌂™◦☻♥ⱶ┼─ ─ ╖ ⌐ ⇔

≡│⁸◘ⱪꜝ▬♅▼כfi─ ⁸ ↕╣√Ɫכ♪►▼▪◘ⱪꜝ▬ꜘ⁸כ ╖─Ɫכ♪►▼▪ ⁸Ɫכ♪►▼▪─ ⁸Ɫכ♪►▼▪

─ ─☿◐ꜙꜞ♥▫ⱷ◌♬☼ⱶ⅜№╢⁹ 

· ◦☻♥ⱶ⌐ ╖ ╕╣√♁ⱨ♩►▼▪─ ╕⇔ↄ⌂™▬ⱬfi♩⁸◦☻♥ⱶ┼─ ⁸ ─ ─ ⌐ ⇔≡│⁸ ♥☻♩⁸IV V

Independent Verification & Validation: ה ⁸כꜟ☻◒כ◊►♪כ◖⁸ ♪כ◖ ⁸ꜝfi♃▬ⱶה▫♥ꜞꜙ◐☿ה⸗♬♃ꜞfi◓⁸♁

ⱨ♩►▼▪הⱤכ♥▫◦ꜛ♬fi◓ ≢⅝╢◖fiⱧꜙכ♥▫fi◓ⱬ⁸(☻כ◘ⱪꜝ▬♅▼כfi─ ─☿◐ꜙꜞ♥▫ⱷ◌♬☼ⱶ⅜№╢⁹⌂⅔⁸IV

V⌐≈™≡─ ≤⇔≡⁸a IV&V ●▬♪Ⱪ♇◒ₒ ₓe JAXA 37⅜№╢⁹ 

OSS Open Source Software ─ ⌐ √∫≡│⁸ ⌐ ∆╢ₐOSS ─ ┘∕─☿◐ꜙꜞ♥▫ ⌐ ↑√ ⌐ ∆╢ ₑ

38⁸a CVE ₑ IPA 39 ─ ⅜№╢⁹ 

 

 
35 CCSDS ₐRECOMMENDED PRACTICE FOR A KEY MANAGEMENT SCHEME  (DRAFT RECOMMENDED PRACTICE ), CCSDS 000.0-R-0ₑ 2007 9   

https://cwe.ccsds.org/sea/docs/SEA-SEC/Draft%20Documents/Key%20Management_Magenta_Draft0_DF.pdf   
36 CCSDS ₐSECURITY THREATS AGAINST SPACE MISSIONS INFORMATIONAL REPORT , CCSDS 350.1-G-2ₑ (2015 12   

https://public.ccsds.org/Pubs/350x1g2.pdf   
37 ₐIV&V ●▬♪Ⱪ♇◒ Ver2.1ₑ 2018 6   

https: //stage.tksc.jaxa.jp/jedi/devel/ivv_project/guidebook/file/ivv_guidebook_1.pdf   
38  ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ₐOSS─ ┘∕─☿◐ꜙꜞ♥▫ ⌐ ↑√ ⌐ ∆╢ ₑ 2021 4  

https://www.meti.go. jp/press/2021/04/20210421001/20210421001-1.pdf 
39  ☿◐ꜙꜞ♥▫☿fi♃כ ₐ CVE ₑ 2015 7   

https://www.ipa.go.jp/security/vuln/CVE.html  

https://cwe.ccsds.org/sea/docs/SEA-SEC/Draft%20Documents/Key%20Management_Magenta_Draft0_DF.pdf
https://public.ccsds.org/Pubs/350x1g2.pdf
https://stage.tksc.jaxa.jp/jedi/devel/ivv_project/guidebook/file/ivv_guidebook_1.pdf
https://www.meti.go.jp/press/2021/04/20210421001/20210421001-1.pdf
https://www.ipa.go.jp/security/vuln/CVE.html
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· ₐOSS─ ┘∕─☿◐ꜙꜞ♥▫ ⌐ ↑√ ⌐ ∆╢ ₑ≢│⁸ ↄ─ ⅜ OSS╩ ╗♁ⱨ♩►▼▪─ ⁸ ⌐

╩ ⅎ≡™╢ ╩ ╕ⅎ⁸ ⌐⌂╢ ╩ ⇔≡™╢ ⌐ ∆╢ⱥ▪ꜞfi◓ ⌐╟╢ ⌐╟╡⁸ ⁸ꜝ▬☿fi☻⁸ ⁸

ה ⁸◘ⱪꜝ▬♅▼כfi ⁸ ─ ה ⁸ ⁸◖Ⱶꜙ♬♥▫ ─ ⅛╠ OSS ⌐ ╢ ⅜ ╡╕≤╘╠╣≡™╢⁹OSS

⌐ ╦╢ ⅜ ⇔√ ⁸∕─ ⌐ ⅛≈ ⌐ ∆╢↓≤│⁸☿◐ꜙꜞ♥▫╩ ≈ ≢ ≤⌂╢⁹IPA ┘ 

JPCERT/CC JPCERT כ♃fi☿fiꜛ◦כⱠ▫♦כ◖ ⌐╟∫≡ ↕╣≡™╢₈ ☿◐ꜙꜞ♥▫ Ɽכ♫♩כ◦♇ⱪ₉ ┘₈JVN Japan 

Vulnerability Notes ₉│⁸↓╣╠─ ─ ╩ ℮⌐ √╡ ⌂ ⌐כ◙כꜚ╩ ⇔≡™╢⁹ . . ┼─▬fi◦♦fi♩ ╩ ╦∑≡

─↓≤⁹ 

· ₐ CVE ₑ≢ ↕╣≡™╢⁸ CVE Common Vu lnerabilities and Exposures │⁸ ─ ╩

≤⇔≡⁸ ─ ╩ ↑√ ─MITRE ⅜ ⇔≡™╢ ≢⁸ ╛ꜟכ♠ ─☻ⱦכ◘ ↄ⅜ CVE ╩

⇔≡™╢⁹ ─ ⌐ ─ ₈CVE-ID CVE ₉╩ ∆╢↓≤⌐╟╡⁸ A─ ∆╢ ≤⁸ X─

∆╢ ≤⅜ ∂ ⌐ ∆╢ ≢№╢↓≤╩ ⇔√╡⁸ ─ ╛ ↑⌐ ⇔√╡≢⅝╢⁹ 

 

 ̧ (1)(d)₈ ─ ₉⌐≈™≡ 

◘▬Ᵽכ ≤ⱨ▫☺◌ꜟ ─ ⌂ ⌐ ™⁸ⱨ▫☺◌ꜟ ⌐ ∆╢ ⅜◘▬Ᵽכ ─ √⌂ ≤⌂╢ꜞ☻◒⅜ ⇔≡™╢⁹ ⁸2016

⌐│ ↕╣√ Ⱪ◌ⱷꜝ⅜ⱴꜟ►▼▪₈Mirai▼►╛♃כꜟ─ ₉⌐ ⇔⁸ ⇔√ ⅜ ≤⌂╡ ⌂ DDoS ⅜ ⇔√⁹ ⌐╙₈Bashlite ₉⁸

₈BrickerBot ₉⁸₈Mirai ₉─ ─ⱴꜟ►▼▪⅜ IoT ─☿◐ꜙꜞ♥▫╩ ⅛∆ │ ↄ ⇔≡⅔╡⁸IoT ─ ⌐ ╩ ⅎ╢∞↑≢⌂ↄ⁸ⱴ

ꜟ►▼▪⌐ ⇔√ ╩ ⇔≡Ⱡ♇♩꞉כ◒⌐ ⇔≡™╢ ─ ⌐ ⇔≡╙ ⅜ ╪≢™╢⁹∕⇔≡⁸∕─ │◘▬Ᵽכ ⌐≤≥╕╠∏⁸ⱨ▫☺◌ꜟ

⌐╕≢ ┬ ⅜№╢⁹⇔√⅜∫≡⁸☿◐ꜙꜞ♥▫ ⌐ ⅜╡℮╢ ⅜ ↕╣√ ⌐│ ⌂ ⅜ ↕╣≡™╢⁹ 

─ ⌐⅔™≡╙⁸∕─ ╩ ∆╢↓≤⅜ ≢№╢⁹∕─√╘⁸ ≢ⱨꜝ▬♩ ≤ ─ ⌐ ∆╢ ╩ ⇔⁸ ─

≢ ⌐☻ⱦכ◘ ╩ ⅎ╢ ⌂ ⅜ ↕╣√ ⌐│ ⌂ ⅜ ↕╣╢ ⅜№╢⁹ 

☿◐ꜙꜞ♥▫ ⌐ ⅜╡℮╢ ─ ╛☿◐ꜙꜞ♥▫ ─ ╩ ∆╢ ≤⇔≡⁸ ⌐ ∆╢☿◐ꜙꜞ♥▫ ┘ ♁ⱨ♩►▼▪─☿◐ꜙ

ꜞ♥▫ ─ ⅛╠ ⌐ ∆╢⁹ 

· ⌐ ∆╢ ─ ╛☿◐ꜙꜞ♥▫ ⌐│☿◐ꜙꜞ♥▫ ⅜ ≢№╢⁹ ≤⇔≡⁸a ─◘▬Ᵽכ☿◐ꜙꜞ♥▫ ─√╘─☿◐ꜙꜞ♥
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▫ ─ ⅝ₑ 40⅜№╢⁹↓─ ─ ┘ ה1 2│⁸  - ⌐ ∆≤⅔╡⁸ ⱪ꜡☿☻⌐⅔↑╢₈ ₉─ⱨ▼כ☼

⌐ ╩ ≡⁸ ⌐⅔™≡ ☻ⱦכ◘ ⅜ ∆═⅝ ┘ ⱷכ◌⅜ ─√╘⌐ ∆═⅝ ╩ ⇔≡™╢⁹ ⅎ≡⁸ 1

┘ 2≢│⁸ ⌐ ∆╢ ⌐≈™≡╙ ⇔≡™╢⁹ 

 

 

 -  ⱪ꜡☿☻⌐⅔↑╢☻◖כⱪ41 

· ─ ♁ⱨ♩►▼▪─☿◐ꜙꜞ♥▫ 42─ ⁸ ⌐ ╖ ╕╣≡™╢ⱪ꜡◓ꜝⱶ⌐ ⌐☻ⱦכ◘ ╩ ⅎ╢ ⌂ ╛☿

◐ꜙꜞ♥▫ⱱכꜟ⅜ ↕╣√ ⁸ ─☿◐ꜙꜞ♥▫Ɽ♇♅ ╩ ∆╢↓≤⅜ ≤⌂╢⁹ ─ ≤⇔≡⁸a ─ ⌂ ╘

ꜟכ♠  ₑ IPA ─▪▼►♩ⱨ♁☻כ♁ⱪfiכ○⁸╡№⅜ 43 Vuls Vulnerability Scanner ╩ ⇔√ ─ ╩ ⇔≡™╢⁹↓╣

│⁸Ubuntu ⁸Debian⁸CentOS⁸Amazon Linux ⁸RHEL ≤™∫√ OS╩ ≤⇔≡⅔╡⁸ 370 ─♁ⱨ♩►▼▪☻◐ꜗfi⅜ ≢ IPA ∆╢

⁸ ₁─ ─ ╩ ≢⅝╢⁹ 

┘Ⱶ♇◦ꜛfi ⌐│ ₁⌂♁ⱨ♩►▼▪⅜▬fi☻♩⁸╡⅔≡╣↕ꜟכ  - ⌐ ∆ ⱨ꜡כ╩ ⌐⁸ ⌂ ╩ ℮↓≤⅜ ≢№╢⁹

 

 
40  ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ₐ ─◘▬Ᵽכ☿◐ꜙꜞ♥▫ ─√╘─☿◐ꜙꜞ♥▫ ─ ⅝ₑ 2021 4

https://www.meti.go.jp/press/2021/04/20210419003/20210419003 -1.pdf 
41 40⌐ ∂ 
42 ₐ ─ ⌂ ╘ ꜟכ♠  ₑ 

https://www.ipa.go.jp/topic/isec -technicalwatch -201902.html  2021/09/22  
43  ☿◐ꜙꜞ♥▫☿fi♃כ ₐ ─ ⌂ ╘ ꜟכ♠  ꜟכ♠ Vuls ╩ ⇔√ ₑ  

https://www.ipa.go.jp/files/000071584.pdf   2021/9/22  

https://www.meti.go.jp/press/2021/04/20210419003/20210419003-1.pdf
https://www.ipa.go.jp/topic/isec-technicalwatch-201902.html
https://www.ipa.go.jp/files/000071584.pdf
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╩ ⌐ ℮√╘⌐│⁸ ┘Ⱶ♇◦ꜛfi ⌐▬fi☻♩כꜟ↕╣≡™╢♁ⱨ♩►▼▪╩ ⌐ ⇔⁸ ⁸  - ⌐ ∆ ╩ ≢ ∆╢

↓≤⅜ ≢№╢⁹ 

 

 -  ─ⱨ꜡כ 44 

 

 -  ♁ⱨ♩►▼▪─ 45 

#   

1 ♁ⱨ♩►▼▪─  - 

2 ♁ⱨ♩►▼▪─Ᵽכ☺ꜛfi - 

3 ♁ⱨ♩►▼▪─▬fi☻♩כꜟ  

─Ᵽכ☺ꜛfi─▬fi☻♩כꜟ  

ₒLinux ─כⱣכ◘ ₓyum⁸rpm⁸♁כ◖☻כ♪⅛╠◖fiⱤ▬ꜟ  

ₒWindows ─כⱣכ◘ ₓ▬fi☻♩⁸ꜝכ ⱨ□▬ꜟ─  

4 Ᵽכ☺ꜛfi─ ◘▬♩ URL  Ᵽכ☺ꜛfi─ ⌐ ∆╢√╘#3─♁ⱨ♩►▼▪─▬fi☻♩כꜟ ≢ ≢⅝╢ │  

 

 

 
44 43⌐ ∂ 
45 43⌐ ∂ 












































